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Abstract

We provide the first constructions of SNARGs for Batch-NP and P based solely on the sub-exponential
Decisional Diffie Hellman (DDH) assumption. Our schemes achieve poly-logarithmic proof sizes.

Central to our results and of independent interest is a new construction of correlation-intractable
hash functions for “small input” product relations verifiable in TC°, based on sub-exponential DDH.
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1 Introduction

Suppose a client wants to learn the outcome of some large computation, but it does not have sufficient
resources to perform the computation. Instead, it delegates the computation to an untrusted server. The
server returns the output to the client, together with a proof attesting to the correctness of the output. The
key requirement is that the client should be able to verify the proof in time that is significantly less than
performing the original computation.

Such proofs are referred to as succinct non-interactive arguments (SNARGs). The standard model for
SNARGs includes an initial setup, where a common reference string (CRS) is sampled and distributed to the
parties. The proof verification procedure is public, and the soundness guarantee is against computationally-
bounded provers. Over the years, SNARGs have found numerous applications to the design of advanced
cryptographic protocols, and recently seen adoption in the blockchain ecosystem (see, e.g., [BCG*14]).

SNARGSs from Standard Assumptions. In this work, we focus on the goal of constructing SNARGs
from standard cryptographic assumptions. In this direction, [GW11] demonstrated a barrier to construct-
ing SNARGs for general NP languages based on falsifiable assumptions. To overcome this barrier, a re-
cent line of work has focused on the classes P and Batch-NP, where the former refers to deterministic
polynomial-time computations, and the latter refers to the setting where a prover wishes to prove mul-
tiple (i.e., a batch of) NP statements via a proof of size smaller than the combined witness length.! We
provide a (incomplete) summary below and refer the reader to Section 1.2 for details:

- The works of [CJJ21b, KVZ21] demonstrate that SNARGs for Batch—-NP imply SNARGs for P.2

— SNARGs for Batch-NP (and hence, P) can be obtained from the learning with errors (LWE) assump-
tion [CJJ21b], decisional linear assumption over bilinear maps [WW22], and joint assumptions of
quadratic residuosity and (sub-exponential) Decisional Diffie-Hellman (DDH) [CJJ21a, HJKS22].

SNARGSs based on the sole hardness of DDH, however, remain unknown. We ask:
Do there exist SNARGs for P and Batch-NP based on DDH?

Conceptually, a positive answer to this question would improve our understanding of the power of the
discrete-logarithm family of assumptions. In recent years, a sequence of results have provided evidence
that the gap between this family and the more powerful tools of lattices and bilinear maps is narrower
than what was perceived previously. Some examples include succinct multiparty computation protocols
[BGI16], identity based encryption [DG17], and non-interactive zero-knowledge proofs [JJ21] based on
(sub-exponential) DDH. A positive resolution of our question would further consolidate this evidence.

Fiat-Shamir and Correlation Intractability. The aforementioned constructions of SNARGs (with the
exception of [WW22]) rely on the Fiat-Shamir paradigm [FS87] — a generic method of round-collapsing
public-coin interactive protocols. Given a public-coin interactive protocol, the Fiat-Shamir transformation
replaces the verifier’s messages with the hash of the protocol transcript so far.

The security of Fiat-Shamir was originally proven in the random oracle model. A recent line of work
[CCR16, KRR17, CCRR18, HL18, CCH*19, PS19, CKU20, BKM20, JJ21, HLR21] has demonstrated that the
Fiat-Shamir paradigm can be securely instantiated in the standard model using correlation intractable
hash functions (CIH) [CGHO04]. Intuitively, CIH are hash functions whose input-output pairs behave in a

ISNARGs for Batch-NP are also referred to as non-interactive batch arguments (BARGs).
2Their transformations rely on the existence of somewhere extractable hash functions [HW15], which are known based on
many standard assumptions, including the ones considered in this work.



similar way to a random function in that they do not satisfy any “bad” correlations. More specifically, a
hash function family {H}y is said to be correlation intractable for a relation class R, if for any relation R
in the relation class, given the hash key k to any efficient adversary, it is hard to find an input-output pair
of the hash function that satisfies the relation R.

A central goal in this line of research is to expand the class of relations that can be supported by CIH
based on standard assumptions. Presently, the best known result is due to [HLR21] who construct CIH
for so-called efficiently verifiable product relations, based on LWE. This result forms a key ingredient in the
work of [C]JJ21b] towards building SNARGs from LWE.

We ask whether such CIH can be constructed from other assumptions, and in particular, DDH:

Do there exist CIH for efficiently verifiable product relations from DDH?

While our primary interest in this work is in using CIH for constructing SNARGs, we mention that re-
cent works have explored many other applications of CIH, including counter-examples to zero-knowledge
[KRR17, HLR21], non-interactive zero knowledge proofs [CCRR18, CCH*19, PS19, CKU20, BKM20, JJ21],
establishing hardness of complexity classes such as PPAD [CHK*19, JKKZ21], verifiable delay functions
[LV20, FPS22], error-correcting codes [GHY20], and more. Thus, the above question is of interest beyond
our immediate goal.

1.1 Our Results

SNARGs for P & Batch-NP. We construct SNARGs for P and Batch-NP based on the sub-exponential
hardness of DDH. Specifically, we assume that there exists a constant ¢ € (0,1) such that for any n.u.
probabilistic adversary that runs in time 19((l°g log)*) jts advantage in distinguishing a random tuple and
a Diffie-Hellman tuple is at most 274 3

Theorem 1 (Main Theorem, Informal). Assuming sub-exponential hardness of DDH, there exist:

— SNARGs for Batch-NP: For every polynomial T = T(A), there exists a SNARG for proving validity of
T C-SAT instances x1, - - - , x w.r.t. circuit C, where the size of the CRS and proof is poly(log T, |C|, 1)
and the verification time is poly(T, |x;|, A) + poly(log T, |C|, A).

— SNARGs for P: For every polynomial T = T(A), there exists a SNARG for DTIME(T) where the verifier
running time, size of CRS and proof are all poly(log T, 1) and the prover running time is poly(T, A).

Both our constructions require a common random string setup, and their proof-sizes and verifier run-
times match the previous best-known results (ignoring multiplicative overhead in security parameter).

To prove Theorem 1, we follow the framework of [C]JJ21b] that relies on two cryptographic tools:
CIH for efficiently verifiable product relations, and somewhere-extractable hash (SEH) functions [HW15].
Along the way, we obtain new results on CIH and SEH. We discuss them next.

CIH for Efficiently Verifiable Product Relations. We first recall the definition of efficiently verifiable
product relations [HLR21]. Let ¢ be an integer, and X and Y be two sets of binary strings. We say that a
relation R € X X Y is a product relation, if for every x € X, R, = {y | (x,y) € R} can be expressed as
the Cartesian product of a series of sets Sy, Sy, . . ., S;. Further, we say that R is efficiently verifiable, if there
exists a circuit C such that for every i € [t], the set S; contains exactly all y; € Y such that C(x, y;,1) = 1.

We build CIH for product relations whose verification circuit C is in TC® (i.e., constant-depth threshold
circuits), based on the sub-exponential DDH assumption. In fact, our construction can support slightly
super-constant depth threshold circuits.

30ur assumption is slightly stronger than the sub-exponential DDH assumption defined in [JJ21] (and used in [CJJ21a,
HJKS22]) that only considers polynomial-time adversaries.



Theorem 2 (CIH for Product Relations, Informal). Assuming sub-exponential hardness of DDH, there exists
correlation intractable hash functions for product relations verifiable by threshold circuits of depth O(log™ 1),
with running time poly (A, n®1°€1°8") 1og |V |), where n is the bit-length of the input to the hash function and
Y is the output space.

Limitation: Small Inputs. The running time of our CIH is slightly super-polynomial in its input length.
Hence, to obtain a polynomial-time hashing algorithm, our construction can only support inputs of size
A0 /leglogd) “which is a sub-polynomial in the security parameter A. As we discuss later, this poses some
additional challenges in adopting the framework of [CJ]J21b] towards proving Theorem 1, and we develop
new tools to overcome these challenges.

Our Approach. The recent work of [HLR21] constructed CIH for (all) efficiently verifiable product relations
from LWE. At a high-level, their construction involves concatenating list-recoverable codes with CIH for
efficiently searchable relations (that are known from LWE [PS19]). If we restrict ourselves to the sub-
exponential DDH assumption, we only know CIH for searchable relations in TC® [JJ21]. This means that
a direct attempt to port the approach of [HLR21] to the DDH-setting would require list-recoverable codes
with decoding in TC®. To the best of our knowledge, it is not known whether such codes exist. We there-
fore depart from the methodology of [HLR21], and present a new approach to construct CIH for product
relations (albeit with the “small input” restriction) without using coding-theory techniques.

Somewhere-Extractable Hash. Another key ingredient in the framework of [CJJ21b] is the notion
of somewhere extractable hash (SEH) with local openings [HW15]. Roughly speaking, a somewhere ex-
tractable hash is a keyed hash function with two indistinguishable modes: a normal mode and an extraction
mode. In the extraction mode, the hash key is associated with an index i, and using a trapdoor, it is possible
to extract the value committed at index i from the hash value. The local opening property requires that
the committer can open to a particular bit in the committed message, with a succinct opening.

The limitations of our CIH for product relations in Theorem 2 dictate additional requirements on SEH
for successfully adapting the framework of [CJ]J21b] to the DDH setting:

— TC° extraction: We require the extraction circuit of SEH to be in TC°.

— Large inputs: We require an SEH that supports input-sizes super-polynomial in the security param-
eter. Crucially, we still require that the local openings are succinct.

Intuitively, the first property is required since our CIH can only support relations verifiable in TCP.
The second property is dictated by the running time limitation of our CIH; see Section 2 for details.
We prove the following theorem:

Theorem 3 (Informal). Assuming sub-exponential hardness of DDH, there exists a large-input somewhere
extractable hash with local openings and extraction algorithm in TC®.

Constructing SEH with the above two properties based on (sub-exponential) DDH turns out to be quite
challenging. A natural adaptation of the tree-based approach to construct SEH with local openings used in
prior works does not simultaneously achieve both properties. A key technical ingredient in our solution is
a new Bulletproof-style [BBB*18] succinct proof in the pre-processing model that can be round-collapsed
in the standard model using our CIH.

1.2 Related Work

SNARGs. We start by providing a brief summary of recent work on SNARGs from falsifiable and stan-
dard assumptions. [KPY19] gave the first construction of SNARGs for P and Batch-NP from a falsifiable,



albeit non-standard assumption over bilinear maps. Independently, [CCH*19] constructed SNARGs for
bounded-depth deterministic computations assuming the existence of fully homomorphic encryption with
optimal circular security. The first construction of SNARGs based on standard assumptions (namely, sub-
exponential LWE) was given by [JKKZ21] for the class of bounded-depth deterministic computations.

Recently, [CJJ21b] constructed SNARGs for P and Batch-NP with poly-logarithmic proof size from
LWE. Their work, as well as [KVZ21], also provides a transformation from SNARGs for Batch-NP to
SNARGs for P.* In a separate work, [CJJ21a] constructed SNARGs for Batch-NP with proof size Vk for
batch size k based on quadratic residuosity and sub-exponential DDH (or LWE). Subsequently, [HJKS22]
improved the proof size to sublinear in k. More recently, [WW22] constructed SNARGs for Batch-NP with
sublinear proof size based on the decisional linear assumption over bilinear maps. Finally, we mention
very recent works that devise efficiency boosting compilers for SNARGs for Batch-NP: [PP22, DGKV22]
construct rate-1 proofs with applications to incrementally verifiable computation, and [KLVW22] show
how to achieve strong succinctness (i.e., poly-logarithmic proof size) from weak succinctness (i.e., proof
size slightly smaller than the total witness length).

We conclude by mentioning three related lines of research: the first line of work, starting from [Mic94],
constructs SNARGs for NP (see, e.g., [Gro10, Lip12, GGPR13, BCI*13, BCCT13, Gro16, BCC*17]) in the
Random Oracle model or based on non-falsifiable assumptions [Nao03]. This line of work has led to effi-
cient constructions of SNARGs that are currently used in practice. The second line of work, starting from
[KRR13, KRR14], constructs designated-verifier SNARGs, where the verifier receives a secret key (sampled
together with the common reference string) for verifying proofs. Finally, in the interactive setting (where
the prover and the verifier exchange multiple messages), a long sequence of works, starting from [Kil92],
have constructed succinct argument and proof systems for various classes. We refer the reader to [C]JJ21b]
for a more detailed overview.

CIH. A sequence of works [CCR16, KRR17, CCRR18, HL18, CKU20] constructed CIH for various classes
of (not necessarily efficiently searchable) relations from strong assumptions. Recently, [CCH"19] con-
structed CIH for all efficiently searchable relations from circular-secure fully homomorphic encryption,
and subsequently, [PS19] improved the assumption to standard LWE. More recently, [BKM20] constructed
CIH for relations that can be approximated by constant-degreee polynomials (over Z,) based on various
standard assumptions, and [JJ21] constructed CIH for TC® based on sub-exponential DDH. Finally, [HLR21]
constructed CIH for efficiently verifiable product relations from LWE.

While the above works focus on single-input relations, a few works also study multi-input CIH for
specific relations [Zha16, HL18, LV22]. Finally, we mention [CLMQ21, Mou21] that investigate the minimal
assumptions necessary for CIH.

Concurrent Work. Inaconcurrent work, Kalai, Lombardi and Vaikuntanathan [KLV22] construct SNARGs
for bounded-depth deterministic computations based on sub-exponential DDH (of the flavor considered
in [JJ21]). Unlike our work, they also prove the hardness of the complexity class PPAD under the same
assumption.

2 Technical Overview

We now provide a technical overview of our results. We organize the discussion in two parts: (1) First, in
Section 2.1, we describe our construction of CIH for “small input” product relations verifiable in TC®. (2)
Next, in Section 2.2, we describe our constructions of SNARGs for Batch-NP and P. Along the way, we
describe our new construction of somewhere extractable hash functions.

4The transformation of [KVZ21] also works for NTISP, i.e., bounded-space NP.



2.1 CIH for Product Relations

We start by introducing some terminology. For any binary relation R € X X Y, we refer to an element
x € X as an input, and a y € Y as a challenge. We say that a challenge y is bad with respect to x, if
(x,y) € R> We will also interchangeably refer to such a y as a witness.

Further, we say that a relation R is searchable by fg, if R is the set of all pairs (x, y) such thaty = fr(x).

CIH for Unique-Witness Product Relations. As a starting point, we first show how to build CIH for
a weaker class of product relations, which we refer to as unique-witness product relations. We say that a
product relation R € X X Y is a unique-witness product relation, if for every input x, the witness (i.e.,
the bad challenge) is unique. That is, for every x € X, there is at most one y € Y such that (x,y) € R.

Let |Y| be a polynomial in the security parameter. We observe that for any unique-witness product
relation R C X x Y, there exists a function fg : X — Y’ such that R is searchable by fg. To see this, note
that we can find the unique bad challenge y = (yy,...,y;) € Y’ for any input x by enumerating over all
values y; for every i. In more detail, let C(x, y;, i) be the circuit that verifies the product relation R. Our
function fr takes as input x, and for each i in [t], it enumerates every y; € Y and if C(x, y;,i) = 1, then
it sets y; to be this y;. Such a function fr (nearly) preserves the depth of the verification circuit C, since
we can run ¢t enumerations of y’s in parallel. Moreover, fz has polynomial-size description since | Y| is a
polynomial in the security parameter.

A recent work of [JJ21] constructed CIH for relations searchable in TC®. Combining their result with
the above observation, we can obtain CIH for unique-witness product relations verifiable in TC®.

Handling Multiple Witnesses. In general, product relations may not have unique witnesses. Indeed,
this is the case for the applications we consider in this work. Hence, CIH for unique witness product
relations are seemingly of limited interest. Somewhat surprisingly, we now show that constructing CIH
for non-unique-witness product relations can, in fact, be reduced to the task of constructing CIH for unique
witness product relations.

Dividing the Challenges. Our high level idea is to divide the challenge space into several smaller parts.
Let’s first consider a simpler case for ¢ = 1. We divide Y into Y, Y, ..., Y;. Looking ahead, we will de-
fine the bad challenges in Y;,Y,, ..., Y,, and hope that these bad challenges in Y will “spread” among
Y, Y, ..., Y; such that in each part Y, the bad challenge is unique. We will then generalize this to
yf,)/;, LY ; for general t and associate a series of new relations Ry, Ry, ..., Ry to these smaller chal-
lenge spaces and define bad challenges in Y/ accordingly.

More specifically, we treat each challenge y € Y as abinary string of length log, |V |. We then divide the
binary representation of the challenges evenly into d parts. Hence, Yy, M., . .., Y; simply contain binary
strings of length log, |Y|/d. A CIH for a product relation R € X X Y, given any input x, operates as
follows: it first computes each part of the hash value yy,y,,...,y4, wherey; € y;‘ , and then point-wise
concatenates y;’s together to obtain the hash value y = yi||yz||...|lys. To determine how we compute
yi, we take inspiration from how CIH is applied in the actual interactive protocols. Usually we use the
CIH for the relation R € X X Y! to instantiate the Fiat-Shamir transformation in an interactive protocol,
where the prover sends an x in the first round, and the verifier samples a random y « Y in the second
round. Executing this protocol in parallel ¢ times results in the challenge space Y*. In this application,
dividing the challenge space Y into Y, ... Y, corresponds to the following multi-round protocol: instead
of sampling y « Y directly and sending it to the prover, the verifier samples y; « Y; and sends it to the

>When x is clear from the context, we simply say that y is bad.



prover, then the prover does nothing, and then the verifier samples y, « Y, and sends it to the prover.
They continue this process in d-rounds until all y;’s are sent.

Applying Fiat-Shamir transformation directly to this multi-round protocol, we obtain the following
iterative hashing algorithm. For i = 1,2,...d, we compute y; = Hash;(x,y1,y2, ..., yi—1) where Hash;,i =
1,2,...,d is a series of hash functions. At i-th round, the hash function Hash; takes the transcript of the
protocol so far, which is the tuple (x,y1,y2,...,Vi-1), where y; € yl.f is the vector of challenges in the t
parallel repetitions in the i-th round. Inspired by this Fiat-Shamir transformation, we construct our CIH
for R by iteratively computing a series of CIH in the same way as above, except that we will instantiate
Hash; as CIH for unique-witness product relations. That is,

Fori=1,2,...,d, y;=Hash(k,xyi....yi-1),

where k; is the CIH key for the i-th CIH, and we represent the hash algorithm of CIH as Hash(k;, -).
To prove the correlation intractability of our CIH construction, we will reduce the security of our CIH
construction for R to the correlation intractability of Hash(k;, -) for some relation R;. To achieve this, we
first need to define the relations {R;};c[4] carefully so that they are unique-witness product relations.

Defining Unique-Witness Product Relations {R;};c[q). For each i = 1,2,...d, we will define the
relation R; over (X x Y x ... x Y}! ) x Y}. Before we define R;, we introduce the following recursive
view of the aforementioned multi-round protocol. Essentially, the aforementioned verifier is dividing the
whole challenge space Y into |V, | parts in the first round, and then it takes the y;-th part as the remaining
challenge space {y;} X Y, ... X Yy in the second round. In the second round, the verifier further divides
the remaining challenge space into |Y,| parts and choose the y,-th part and so on. Finally, in the d-round,
after chosen yy, there is only one challenge y = y1|| ... ||ys left in the challenge space and so y is chosen
as the challenge for the entire protocol.

To define R;, we focus on the number of bad challenges in the remaining challenge space after each
round in this recursive dividing process. Our key observation is that in the i-th round, there is at most
one y; such that the number of bad challenges in the y;-th part is greater than 50% of the number of
the bad challenges in the remaining challenge space before the i-th round, i.e. the challenges with the
prefix yi|| ... ||yi—1. This is because if there are two such y;’s, then the number of bad challenges exceeds
100%, which is a contradiction. Specifically, we use BadCnt(x,y1,ys, ..., y;—1) to denote the number of
bad challenges for x with the prefix y;||yz|| ... ||yi—1. We say y; is bad with respect to (x,y1,...,yi—1), if
BadCnt(x,y1,ys, .., Yi—1,Y;) > BadCnt(x, y1, Yz, - . ., yi—1)/2. Namely, we define R; , as the set containing
the following challenges.

Rix = {yi | BadCnt(x, y1,y2, . .., yi-1, yi) > BadCnt(x, y1, yo, . -~,yi—1)/2}-

This is our definition of bad challenges for one parallel execution. Next, we define the bad challenge for ¢
parallel executions by taking the product of above bad relations for all parallel executions. Namely, let the
relation Rl.(’i) be the bad relation defined as above for the j-th parallel execution. Then we define R; as the

product relation specified by Rl.(jc) X Rl.(jc) X ... X Rl(;) Since each Rl.(){c) contains unique bad challenge, we
have that R; is a unique-witness product relation. Now we have defined a series of unique-witness product
relations Ry, Ry, ..., Rg. As we will see, each R; is associated with the hash function Hash(k;, -).

Proving Correlation Intractability. To prove correlation intractability, we first need to show that the
relations Ry, Ry, ..., Ry “cover” the relation R. That is, for any x and y € Y?, where y is the point-wise
concatenation of yy,...,yq and y; is a challenge in Y/, if y is bad in R, then there must be some i* such
that y;+ is bad in R;. If we have this covering claim, then any adversary for our construction of CIH for R



is essentially also an adversary for the i*-th CIH for the relation R;+. Hence the correlation intractability
of our construction follows from the correlation intractability of Hash(k;, -). To finish this security proof,
it remains to prove the covering claim.

We first prove a “weak covering claim”, in which there is only one parallel execution (¢ = 1). Namely,
we will show that in the aforementioned definition of R; ,, we have that if y € YV is bad with respect to x
and y = y1]|...||lys where y; € Y, then there must be some i* such that y;- is bad (i.e. y+ € Six), once
we set the parameter d to be greater than log, BadCnt(x). To see why this is true, if the first (d — 1) parts
Y1,Y2, - - -, Yg—1 contain a bad challenge, then our weak covering claim holds. Otherwise, the first (d — 1)
parts must half the number of bad challenges in each round, but then the last part y; must be bad, since
the count of the bad challenge in the last round is one and the bad challenge count in the second last round
is already BadCnt(x)/2¢71 < 1.

Now we attempt to prove the original covering claim, where there are t parallel executions, using the
above weak covering claim. We will soon see that this is unachievable, and we need to expand our relations
R;’s a little. For every x and y € Y, let y be the point-wise concatenation y;|| ... |lyq. We are going to
visualize y as a matrix of t columns and d rows, where the i-th row, for every i € [d], is the vector y; € yg ,
and every column corresponds to a parallel execution. If y is bad, then every coordinate of y is bad. By
the weak covering claim, there is at least one bad element in each column of the above matrix. However,
we can not conclude that there exists a row y;» where all its coordinates are bad, since the bad elements
in different columns may be at the different rows. But using the pigeonhole principle, we can still derive
something non-trivial. Specifically, there must be some row y;« that contains at least t/d bad elements,
because the matrix has t columns and thus the entire matrix contains at least ¢ bad elements.

T ] e ] ] [ ] [ ]
T ) ] [ ] [ ] [ ]
T ) [ ] [ ] [ ] [
T [ ] [ ] [ [ ]

Figure 1: For illustration, consider the setting where ¢t = 5, and d = 4. Each column represents a parallel
execution, where the concatenation of the values within the same column represents a single element of V.
The shaded y;; elements represent the bad elements, where a bad y guarantees the existence of (at least)
one bad element per column. By pigeonhole principle there exists a row (row 4 in the above example) that
has at least [t/d] bad elements.

Now we modify the covering claim accordingly. We first use the notion of a-approximate product
relation [HLR21] to characterize a super-set R¥ of R;, which contains all vectors y; € Y/ such that at
least @ = (t/d)/t = 1/d fraction of coordinates are bad. Then we modify the covering claim to assert that
RY, RS, ..., R] “cover” R. Then the pigeonhole principle above shows that the there must exist a row y; of
the matrix that is bad in R{:. Hence, the modified covering lemma is proved.

The reader may wonder how we build CIH for a-approximate product relations Rf, since our previ-
ous discussion can only handle CIH for unique-witness product relations, and now our covering lemma
requires CIH for a-approximate product relations. We observe that CIH for searchable relations in TC® by
[JJ21] can, in fact, be extended to handle “a-approximate searchable relations” in TC?, and our previous re-
duction from unique-witness product relation to searchable relations can be extended to the approximate
setting. Namely, by the same enumerating method, we can show that R"’s are « approximate searchable

relations. Hence, we can instantiate Hash(k;, -) using CIH for a-approximate searchable relations.



Restricting to Small Inputs. Let’s examine the running time of our CIH construction. Recall that our
CIH construction needs to enumerate the challenges in Y to count the number of the bad challenges.
Hence, the running time of our CIH is at least |Y|. Let A be the security parameter, then we have d =
log, BadCnt(x) = ©(log A) number of parts, where each part has size |Y;|. We now see the lower bound of
|Y;|. Indeed, the approximation factor @ needs to be at least 1/|Y;|, otherwise the CIH for a-approximate
relations RY in each round can’t exist. This is because an uniform random challenge y; «<— Y; has probability
1/|Y;| tobebad (i.e. y; € S;). For t parallel executions, this implies that on average there are 1/|Y;| fraction
of bad coordinates in a random y; « J/l.t . However, for CIH to exist, the fraction parameter « at least need
to be non-trivial. Hence, a needs to be greater than 1/|Y;|. Recall that « = 1/d in our covering claim.
This implies that |Y;| needs to be at least d, and hence | Y| is at least d'°8? = 1®Uoglogd) which is slightly
super-polynomial. This means that the running time of our CIH is super-polynomial.

To get around this issue, we observe that once we restrict the number of bad challenges to be 1©(1/loglog 1)
then |Y| becomes a polynomial in A. However, by putting such a restriction, our CIH can only support
relations where the fraction of bad challenges in the entire challenge space is 1°Y) /| Y| = 0(1). To build
CIH for general product relations that supports any fraction of bad challenges, we further apply a subsam-
pling technique from [HLR21]. The idea is to divide the whole t parallel execution into L blocks, where
each block consists of £ = t/L parallel executions. Within each block, we sample a series of challenges
Q1,92 - - -»qn < Y’ randomly, and use a union bound over all possible input to argue that for every input,
at most = log |X| of those N challenges are bad. Now, we can view [N] as a new challenge space, where
each challenge is an index i € [N] corresponding to an original challenge q;. We can also define a new
relation R’ over X X [N]¥, which contains all “bad” tuples of indices. Once we build CIH for R’, we obtain
CIH for R by selecting the corresponding q;’s according to the output of CIH for R’. According to afore-
mentioned size lower bound on the challenge space, we derive that N needs to be at least (log B)'°8 5, where
B ~ log |X| is the number of bad challenges among q;’s. Hence, once we restrict log |X| < A0(1/loglog),
then the N and also the running time of our CIH construction becomes polynomial in A. For more details,
see Section 4.1.

2.2 SNARGSs for P & Batch-NP

We now describe applications of our CIH to SNARGs for P and Batch-NP. Recent works of [KVZ21, CJJ21b]
demonstrated that SNARGs for Batch-NP are “complete” for constructing SNARGs for P. In fact, [CJJ21b]
reduces the task of constructing SNARGs for DTIME(T) computation to constructing SNARGs for a special
Batch-NP language called the batch-index language. A batch-index language is associated with a circuit C
where the instances are simply indices i that can be represented in log k bits for a batch of size k. Unlike
Batch-NP where the verifier has to read all the instance, one can make a strong verification requirement
from SNARGs for batch-index language, namely, that the total verification time (including the time to
“read” instances) is poly (4, logk, |C|).
In the rest of this subsection, we restrict our attention to constructing SNARGs for batch-index.

A Brief Primer on [CJJ21b]. We start by describing the high level paradigm in [C]J21b] for the con-
struction of SNARGs for batch index. Our construction will be identical except for a few key changes that
we shall explain later. A reader who is familiar with the prior work can choose to skip this discussion.

PCP Generation: Using witnesses w1, - - - , wT, the prover generates T PCPs ry, - - - , 7r7.

Succinct Column-wise Hash: The prover arranges the ny,---, 17 € {0, 1}¢ into rows, and hashes
them in a column-wise manner (i.e. £ hashes each hashing vectors of length T) using a somewhere
extractable hash (to be discussed shortly). Let this hash be denoted by ¢ = (cy, - - -, ¢p).
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Challenge Generation via CIH: The prover applies the CIH (different from the hash scheme in the
previous step) to (C, c¢) to generate the PCP queries Q.

Two-to-one Compression: The prover then defines a new circuit C’ for the index language that hard-
codes the {c;}jco (the hash c restricted only on “columns” specified by Q), and takes as input
index i and witness w; - where w; corresponds to the local openings of {r;;}jco. C" checks (i)
that the local openings verify; and (ii) the PCP verifier accepts given the PCP responses {7;;} jco.
The prover further reduces the total number of (index) instances from T to T/2 applying a 2-to-1
reduction to C’ by defining a circuit C” (i, (w2i—1, w2;)) = C'(2i — 1, wai—1) A C'(2i — 1, wi—1).

Recursion: The prover finally recurses by repeating the above steps, sending witnesses in the clear
when the witnesses are small enough.

To ensure that the recursion reduces the size of the circuit and the number of instances, one needs
to demonstrate that C” defined above is “small” with respect to C. The size of C’ (and thus of C”) is
determined by:

1. size of the hash and local opening; and
2. size of the PCP verification circuit.

For (1), [CJ]J21b] used a somewhere extractable hash (SEH) [HW15] with local openings. In such a hashing
scheme, a trapdoor td is generated along with the key K on input i* — td can then be used to extract, from c,
the uniquely value at index i* where the resultant hash is ¢.® The SEH used in the aforementioned work has
hash size, local opening size and verification time all to be polylogarithmic in T. For (2), [CJJ21b] observed
that existing PCP schemes can be viewed in an offline/online verification model where the offline verifier
pre-processes the circuit C to produce PCP queries and a small state st such that the online verification
depends only polylogarithmically on T and |C| given the PCP responses.

It was shown in [CJJ21b] that CIH for efficiently verifiable product relations (as defined in [HLR21])
suffices to prove security of the above described SNARG for batch index. Such a CIH was instantiated
from the work of [HLR21] assuming the hardness of LWE.

Key Challenges. The [CJJ21b] template uses two cryptographic primitives based on LWE, namely, SEH
and CIH. Thus, a natural idea to port the [C]JJ21b] approach to our DDH-setting is as follows: replace the
CIH used in [C]JJ21b] with our new CIH from Section 2.1, and instantiate the SEH used in their scheme
with one based on DDH [OPWW 15, DGI*19].

This simple strategy, however, does not work right out of the box due to the limitations of our new
CIH. We describe the key challenges that arise in the process:

Input Size: As described in Section 2.1, our new CIH is restricted by its input size being small, i.e.
for security parameter A, the input size is bounded by poly(4y) where /1(? (eglog o) — 3 From the
above description of the [CJJ21b] protocol, we have that the input to the CIH consists of the circuit
C (for the batch-index language) and the output of SEH. This means that both the circuit size and
the hash size are bounded by poly(Ay).
1. Bound on size of C: The restriction on C is pretty significant since for obtaining a general

result, we would like to allow for circuits that are of size poly(4) = poly()t(()) (loglog /10)).

Despite this seemingly strong restriction, we show that: (i) It is already sufficient to achieve
SNARGs for P — intuitively, this is because the circuit for batch-index language defined in
the transformation from SNARGs for batch-index to SNARGs for P [CJ]J21b] are already
“small”; (i1) With the help of SEH, we can bootstrap SNARGs for small circuit batch-index

An SEH implies somewhere binding at the same index.
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languages to achieve SNARGs for general batch-index languages. At a high level, we split
the large circuit C into many smaller components Cy, - - - ,C; such that each such com-
ponent is of size poly(4g), and send ¢ proofs for each corresponding circuit. Care must
be taken to ensure that the smaller components are not disparate, but in fact “connect”
to verify a batch claim about the original circuit C. We do not discuss the details in this
overview and refer the reader to Section 7.2.

2. Bound on hash size: The bound on the hash size necessitates that we must set the se-

curity parameter of SEH to be 4y. Note, however, that the number of instances T remains
polynomial in A. This means that the SEH must support large inputs, i.e inputs that are
of length super-polynomial in its security parameter.
Further, recall that in the [CJJ21b] template discussed earlier, the size of the circuit C' —
that is recursed in the next step — is determined by the size of the local opening of SEH.
Putting this together with the bound on the circuit size, we have the restriction that the
size of the local opening of SEH can depend on poly(4¢) and only poly-logarithmically on
the large input length.

Verification in TC": In addition to the restriction on input size, for a secure application of our new
CIH, we require that the bad challenge relation circuit be be verifiable in TC. The bad challenge
relation circuit involves the following key steps:

1. Extraction of PCP: The PCP is extracted from the SEH.

2. PCP Verification: The online verification of the PCP is executed given its queries.

3. Checking satisfiability of the circuit: To ascertain if the i-th instance is true, check
circuit satisfiability of C using witness extracted from the PCP.

Thus, we require that each of the above three steps can be performed in TC’. By choosing an
appropriate field, we extend the analysis of [CJ]J21b] to show that both the extraction of the witness
from the PCP and online PCP verification can be computed in TC?. Further, given a witness
corresponding to a circuit C, checking if the circuit is satisfiable can be done in TC® by checking
all the gates in parallel. Thus steps 2 and 3 can be performed in TC’.

This leaves us with step 1, namely, we need SEH that supports extraction in TC®.

In summary, we are left with the task of constructing an SEH with the following key requirements:

- Large Inputs: The SEH must support inputs of length super-polynomial in the security parameter,
but nevertheless have succinct local openings.

- TC? extraction: The SEH must support extraction in TC.

In the remainder of this overview, we describe the key ideas underlying our construction of such a
SEH based on sub-exponential DDH.

2.3 Somewhere Extractable Hash from DDH

We start by recalling prior approaches to constructing SEH. We then discuss the main technical challenge
towards achieving the two properties we require. Finally, we present our solution.

Background. We follow the standard tree-based approach from prior work for constructing SEH with
short local openings. To hash a vector of length T, the idea is to build a hash tree (akin to a Merkle tree)
with the leaves corresponding to the vector being hashed, and the root corresponding to the resultant
hash. We shall refer to the hash used in the construction of the tree to be the base hash, and the overall
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construction simply by SEH. The local opening to a bit (a leaf in the tree) consists of all siblings nodes on
the path from the leaf to the root, and verification involves recomputing the hash values along the path
from the claimed leaf to the root (using the siblings present in the proof) and comparing against the stored
root. Thus the size of the opening is determined by the number of siblings and the depth of the tree, both
of which are fixed for a given vector length T by the arity (or degree) of the tree. Thus, if we were to set
the arity of the tree to be bounded by poly(4¢), where A is the security parameter of SEH, the proof of
local opening would be bounded by poly (4, log, T).

Main Challenge. Recall that our requirements from SEH are: (1) extraction in TCY, (2) support for inputs
of length super-polynomial in the security parameter Ay, while still allowing for short local openings.

Let us consider the first requirement. In the context of tree based construction, extraction from SEH
translates to the extraction of a leaf value from the hashed root. The extraction procedure (on input the
trapdoor) starts from the root and works down to the (desired) leaf by extracting each hash value along
the path, one level at a time. The number of sequential steps in the extraction procedure is proportional to
the depth of the tree. Thus for extraction to be computable in TC, the depth of the tree must be a constant.

Now, let us consider the second requirement on SEH. Note that in order to support large inputs, we can
no longer set the arity of the tree to be poly(4¢). This follows from the fact that for a constant depth tree
with arity poly(4¢), the total number of leaves is limited to be polynomial in Ay. One way to circumvent
this, and support inputs of size poly(1), would be to set the arity in the tree based construction to be
poly(4) = poly(/l(?(loglog A) ). While this does support large inputs in constant depth, a local opening,

which constitutes sending all the siblings along the path is now of size poly()too (lOgIOgAO)), ie. we lose
succinctness. This constitutes the main challenge that we need to overcome in our construction, namely,
devising succinct local openings when the arity of the tree is large.

Sibling Compression. Our key idea is to compress the large number of siblings into a single “effective”
sibling. The effective sibling must allow for re-computation of the hash, but it must not be possible to
manipulate the effective sibling to produce inconsistent local openings.

To explain the idea, we first describe the base hash scheme that we use in our tree based construction.
The scheme closely follows the construction of trapdoor hash functions based on DDH [DGI*19]. The hash
function Hash takes as input m € {0, 1}V, akey K € G**¥ and produces a hash output ¢ € G2. To generate
a hash key that allows for somewhere extraction of the input bit at index i* 7, the key generation, hashing
and extraction algorithms are described below

Key Generation: On input i*, the key K is generated as

K _ [gl gz P gN:| _ gl e gl*—l gl* gl*+1 “ e gN
hy hy --- hy g Gh_y GR9 Gy Gy
where for every j € {1,---,N}, g; is a random group element from G, g is the group generator,

and s is randomly sampled. The trapdoor for this generated key is s. At a high level, h; at every
position other than i* is computed by the exponentiation of g; to the trapdoor s, whereas h;: has
an additional product term of g. This structure will be exploited for the extraction.

Hashing: On input m = (my,---,my) € {0,1}", and key K, compute the hash ¢ = (¢’,h’) =

Hash(K,m) as g’ = ﬁ-\leg}n" and b := [}, h;nj.

"We refer the reader to the technical sections for discussion on the extension of the somewhere extraction property to multiple
bits
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Extraction: On input a hash ¢ = (¢, ') and trapdoor s, output m;- to be 0 if g’* = h’, and 1 otherwise.
Intuitively, the correctness of extraction follows from the fact that if m;- is 0, the additional g term
in h;+ will disappear.

Assuming DDH, one can argue (as in [DGI*19]) that the index i* is hidden in the generated hash key
K. Before we discuss the local opening properties of the base scheme, note that the extraction involves
computing a group exponentiation ¢g’*. With an appropriate pre-processing of ¢g’, the exponentiation, and
thus the extraction can be computed in TCY, and we refer the reader to the technical section for details.

Now, given a hash value ¢, instead of computing the naive the local opening to x;+ for some index i* (of
size proportional to the arity of the tree), we compute an “effective” sibling (g”', ") = (1 g}cj s h;cj ),
and use this as the proof of local opening to x;+. Given this effective sibling, the verification of local opening
now reduces to checking if ¢ = (¢’, ') is the same as (g,"" - g”,hJ" - h”).

While the above effective sibling idea does indeed satisfy correctness and reduce the cost of local
opening to be of size O(1), the security of local opening breaks down. Let us elaborate. An adversary trying
to cheat by sending inconsistent local opening can efficiently compute two distinct (pairs of) effective
siblings (¢”’, ") and (g”’, ﬁ”). Specifically, given a hash value (¢, h’), if an adversary wants to open index
i* of the input to two distinct values, x;- and x;+, then it can compute the effective siblings as

(g,, _ g'/gff*, B = h//hic*l*) and (g-u — g//g;c:i*"};u — h,/hfj*)

The computation of these inconsistent openings are efficient, and it is easy to see from construction that
both proofs verify, allowing for openings to different values. Thus the effective sibling, as defined, cannot
function as a proof of local opening since there there is no guarantee that the extracted value corresponds
to the value that an adversary provides a local opening for.

Proofs of Well-Formedness. To address this problem, we modify the above construction such that a
local opening now includes a succinct proof (of size poly(log N)) that the “effective” sibling was computed
correctly, i.e. a proof of well-formedness of the effective sibling. At a high level, the security of the proof
system would allow us to reduce the security of the local opening to the uncompressed case.

Note that the statement of correct computation includes the key ((g1,-- -, gn), (h1,-- -, An)), and thus
any proof system we construct will necessarily need to the local opening verifier to read the statement,
which would incur a O(N) cost and thus verification would no longer be succinct. To circumvent this
issue, we construct the SEH where the verification of the local opening is in the offline/online model - the
offline phase is run once by the local opening given the SEH key to produce a short state of size poly(4),
and the online verification of the local opening can be done in size (and time) independent of the arity of
the tree. Further, the offline phase runs in time N* for some fixed constant k.

Putting it all together, when we set N = 1%, we have that the verifier computes the pre-processed
state in time A*?, which is independent of the exact value of T since d is a fixed constant. Since the pre-
processing is done once (per level) and depends solely on the keys present in the CRS, it is sufficient to
consider the efficiency restriction only on the online verification of the local opening. Thus, as required, (i)
the proof of local opening and its online verification can be done in time poly(A); and (ii) since the depth
of the tree remains constant, we can achieve extraction in TC?. We next discuss the construction of our
proof of well-formedness based on the (sub-exponential) hardness of DDH.

More Details. Our construction of the proof of well-formedness for the effective sibling involves mul-
tiple steps, which we describe below. For the sake of brevity, in this overview we will only cover a few of
them, and refer the reader to the relevant technical sections for complete details.
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Reduction to a Promise Language £: As a first step, we show that proving that the effective sibling
has been computed correctly can be reduced to proving that some related statement belongs to an
appropriately defined promise language L.

Interactive Proof (P,V?) for £: We construct an interactive proof for £ in the model where V has ora-
cle access to a large string O, further makes a single query to this oracle at the end of the interactive
proof to determine whether to accept or reject®. The verifier in this oracle model is succinct, and runs
in time poly (A, log N). Our protocol design is inspired by the Bulletproof protocol [BBB*18].

Apply Fiat-Shamir to (P,VY) We show that our constructed CIH based on DDH can be used to round
collapse (P, V?) and make it non-interactive. This involves primarily showing that the correspond-
ing B satisfies the required properties to use the CIH. See Section 5.2.3 for details.

Pre-computing the Oracle O: As a last step, we consider an offline/online verifier that pre-compute
this oracle O (in a deterministic fashion) in the offline phase to produce a small digest that is used
in the online phase. At a high level the digest will be the Merkle root over the string O, where O
can be computed deterministically simply given the hash key K. To read a specified location, the
prover can recompute O (since it is deterministic), and provide a Merkle proof matching the digest
in possession of the verifier. The location to be read is specified by the verifier’s random coins sent
during the interactive protocol, which the prover knows since it derives it using the CIH. See Section
5.2.3 for details.

In this overview, we will show how the proof of well-formedness reduces to the promise language, and
then present our interactive proof for the promise language. For the other steps, we refer the reader to the
technical sections.

We now define the promise language £ = (Lyes, Lno)

Lyes = {(K,v — (g, K)) ‘ Im € {0,1}" s.t. Hash(K, m) = 0}
Lo = {(K,v = (g, h")) ‘ Jss.t.Vje [n], hj=g; A (h # (9/)8)}

First note that the above languages are indeed disjoint. This is fairly easy to see - when K is such that
there exists an s such that for every j € {1,---,n}, h; = gj, then by construction, for any m € {0, 1}",
Hash(K, m)® computed as g’ = []jc(n] g;.nj and b = []jc(n] h;.nj = ]—[je[n](g;nj)s satisfies B’ = (¢’)°. Thus
it cannot simultaneously be true that Hash(K, m) = v and b’ # (¢’)°.

Now, to show that the opening to m;- at position i* can be reduced to proving a statement in £, the
prover first computes g” =[] g;.nj, B =11z h?lj and sets K’ as

K = 91 9ir-1 Gis+1 "7t gN
hi -++ hieog hpa ccc b

Finally, the prover computes the non-interactive proof IT for £ on the statement (K’,v = (g”,h”’)). The
opening is then II, m;-, i*. The verifier checks (i) if the hash ¢ = (g’,h’) satisfies g = g" - g;fi* and
K ="hn". h?f”*; (ii) the proof II verifies. The Completeness follows in a straightforward manner from the
description of Lygs. For "soundness”, we show extraction correctness, i.e. if K was generated with index
i, then Ext(c,i*,td) # m;+ implies that (K’,0 = (¢”’,h”")) € Lno. First note that if K was generated on

8 A reader familiar with the sumcheck protocol may notice a similarity in describing the protocol as such
9 Although we have discussed Hash to take an input a key K generated for a specific index i*, one can easily generalize this
notion to setting where i* = . Note that in this case, one cannot hope to extract from any position.
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index i*, K satisfies the property that for all j # i*, h; = g; and because we exclude the i*-th column from
K to construct K’, for each j hj = g} in K’. We argue extraction correctness in two cases (i) If the extracted
value m;» = 0, then ¢’° = h’. Thus opening m;+ = 1 implies (g” -g:f"*)s = hi - h?:"*. By expanding and
cancelling terms, we get that g”* = h" - g, i.e. ¢’ # h"; (ii) if the extracted value m; = 1, then ¢’** # h/.
Thus opening m;+ = 1 implies (¢ - gi." )* # h} - hi.™, thus g”” # h”. In both cases, we have g”” # h”, thus
if the adversary attempts to break extraction correctness, (K’,v) € Lno.

Finally, we present our interactive protocol (P, V?), for £, where we specify the string O once we have
described the protocol. We describe a recursive protocol, where we fold a statement of length n (i.e. size of
the key K is O(n)) to a statement of size n/D. In this overview, we describe a simplified recursive protocol
for D = 2 while the more general case is presented in the technical section.

Let us set some notation. Form € Zz, we represent m as (my, mg), where my, mp € ZZ/ 2, Analogously,

we partition the key K = [ﬁi f’;};]. Further, g’ = HZi 21 g;::l:fz € G, and for every scalar y € Z,,

g§+1 = (g)1/+jn/2’ g)z/+jn/zs T ’g{jﬂ)n/z) € Gn/z' LaSt1Ys g§+1 cgiv1 = (g)l/+jn/2 * J1+in/2s ggﬁ,,/z * Go+inj2> "7 s
g{jﬂ)n/z * Gre(i1)nyz) € G2

As stated earlier, at each step the prover is going to fold K into a key using the random challenge y
sent by the verifier. Let the common input by (K, v), and the prover’s auxiliary input be m. The following
is the i-th iteration.

1. Prover P computes

(a) o1 = (g h™) and og = (go" h2").
(b) T = (g h™), 5, = 0,33 = (g h").

send (vr, vg) and (93,03, 03) to verifier VO.
2. Verifier VO

(a) Checksifv = oy - Vg, and v = 0,.
(b) Sample y; € €

send y; to P.

—
3. Pand Vseto =0 -0,,0;".

4. Psetsm = mg+y;m; and K = (g - g};",hL . h}g).
5. Repeat until n = 1.

Finally, when n = 1, the prover sends its reduced witness x in the clear, at which point VO queries O on its
challenges yi, - - - y, and receives a key K = (g, h) € G? and check if v = (g*, h*) for the reduced statement
v. Thus, we want O to function as essentially a look up table such that for every tuple yy, - - - y;, it simply

reads the corresponding reduced key in G2.

mg+y;my _yi(mp+y;mg)
L ‘Br )
and b’ = (hILnR+YimL . hﬁmeW”mL )). Thus the new key K and m are set correctly in the protocol to
guarantee completeness.

Completeness: For completeness, at each step i, note thatv = (¢’, h’) where g’ = (g

Soundness: To argue soundness, we denote each 7; = (g%, g#) for some a;, f;. This is done since
the cheating prover may send arbitrary group elements. But we know that v; = v, and thus if
(K,0) € Lno, then g2 # g°% . The newly computed o,

—~ Y. ) 2 ) 2
53T = (g K = (g, ghindeih)
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Then (g”")°/h" = g(sal_ﬁl)+Yi(3012—ﬁ2)+)/i2(5a3_ﬁ3) = ¢gP") where P(X) is a polynomial of degree at
most 2. Since sa; # fo, P is not a zero polynomial, and thus Pr[P(y;) = 0] < 2/|&|. Therefore

overly a randomly sampled y;, (¢”')° = h”” only with probability 2/|6|.
Looking ahead, the verifier will need to compute the oracle O as a part of its pre-processing, so we
need it to be of size poly(n). By our description above, the size of O is |€|", where r is the total number
of rounds, i.e. for every tuple € €, the verifier needs to store a key. In the above description, D = 2,

r = log(n), and thus to ensure |€|" is of size poly(n), we can only allow || to be a constant, which results
log(n)
loglog(n)
finally |€|” = n®. Finally note that we extend the above description to arbitrary D by partitioning the

statement into D parts, and folding them using a higher degree polynomial in y;, where one can view the
above as folding using a degree 2 polynomial as is evident from the soundness analysis.

in a high soundness error. Instead, we pick D = log(n), and |&| = log®(n), this gives us r = and

Remark 1. An observant reader may note that since the proof of local opening only satisfies computational
soundness, it is possible that the value extracted differs from the local opening sent by a cheating prover.
This event happens only with negligible probability, and the extracted value is indeed the unique value (at the
specified location) hashed by the cheating prover. Thus in our applications, we condition on the non-occurrence
of the event and argue soundness as if it the extracted value and the opened value always match.

3 Preliminaries

For any positive integer n, denote [n] = {1,2,..., n}. For any positive integer n, any vector x = (x1, Xz, . .., Xp),
and any subset S C [n], we denote x|s = {x;}ies.

We will say that a cryptographic primitive is (T, p)-secure if any T time adversary breaks the primitive
with probability > p. Thus, for schemes that satisfy “standard” security for a security parameter A, we say
that it is (poly (1), negl(1)).

3.1 Low-degree Extensions

For any field H and any extension field F of H, any index (iy, i, . . ., in,) € H™, let E‘iil,iz,..,,
polynomial over F[xy, xs, . .., xm].

;. be the following

1

[T em iy 01 = J0) - Tjpem iy Ot = J1) - T e (i) (5m = Jim)
[T em iy (1 = J0) - T jyem gy G = J1) - T e (i) (im = Jim)

Eqil,iz,...,im (X1, X0, .. ., Xpm) =

For any string x € {0,1}", where n = |H|™, we identify the set H™ with the index set [n]. Then we
define the low-degree extension of x, LDE(x), as the following polynomial in F[xy, xs, . . ., %],

LDE(X) = Z Xisigyeuuim Eail,ig,...,im (Xl, X2, ... ,xm).

i1,i2,...im €H
3.2 Decisional Diffie-Hellman Assumption
In the following, we state the decisional Diffie-Hellman (DDH) assumption.

Definition 1 (Decisional Diffie-Hellman). A prime-order group generator is an algorithm G that takes the
security parameter A as input, and outputs a tuple (G, p, g), where G is a cyclic group of prime order p(A),
and g is a generator of G.
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Let G be a prime-order group generator. We say that G satisfies the DDH assumption if for any n.u. PPT
distinguisher D, there exists a negligible function v(1) such that

Pr [(G,p,g) —G(M,ab—1Z,: D(1Y,G,p,g,9% ", 9") =1| -

Pr [(G,p,g) — Q(ll), a,bu—17Z: D(l’l, G,p,g,g“,gb,g“) = 1] <v(d)

Sub-exponential DDH Assumption. In this work, we use the following version of sub-exponential
DDH assumption.

We say that G satisfies the sub-exponential DDH assumption, if there exists a constant 0 < ¢ < 1 such
that for any non-uniform distinguisher D that runs in time A9 ((log log)’) | the advantage v(1) is bounded
by 274° for any sufficiently large 1.

3.3 Correlation Intractable Hash

We start by describing a hash family H = {H } <, which is defined by the two following algorithms:
Gen: a PPT algorithm that on input the security parameter 1%, outputs key k.
Hash: a deterministic polynomial algorithm than on input a key k € Gen(1*), and an element x €
{0,1}"™ outputs an element y € {0, 1}*.

Given a hash family H, we are now ready to define what it means for H to be correlation intractable.

Definition 2 ((CGHO04]). A hash family H = (H.Gen, H .Hash) is said to be correlation intractable (Cl) for
a relation family R = {R)},en if the following property holds:
For every PPT adversary A, there exists a negligible function negl(-) such that for every R € R,

Prk(—‘H.Gen(l’l)[(x’ H .Hash(k, x)) € R] < negl(A).
x—A(k)

Efficiently Verifiable Product Relations. We take the following definitions of product relations, and
efficiently verifiable relations, from [HLR21].

Definition 3 (Product Relation, Definition 3.1 [HLR21]). A relation R C X X Y" is a product relation, if for
any x, the set R, = {y | (x,y) € R} is the Cartesian product of several sets S x, Sox, - - -, Stx, L.e.

Ry =815 X Sox X ... X S .

Definition 4 (Efficiently Product Verifiability, Definition 3.3 [HLR21]). A relation R is efficiently product
verifiable, if there exists a circuit C such that, for any x, the sets S1 x, Sax . . . St x (in Definition 3) satisfy that,
foranyi,y; € Six if and only if C(x,y;, i) = 1.

Furthermore, if C is a threshold circuit of depth d, then we say R is a d-depth verifiable product relation.

Definition 5. [Product Sparsity, Definition 3.4 [HLR21]] A relation R € X X Y! has sparsity p, if for any x,
the sets Sy x, Sax, - - -»Stx (in Definition 3) satisfy |Six| < p|Y|.

Definition 6 (Approximate Product Relation). We say a relation R C X X Y' is an a-approximate product
relation, if for any x, there exists subsets Sy x, Sa.x - . ., Stx € Y* such that R, = {y | (x,y) € R} can be written
as

i€ (1] | i € i}l 2 at.
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Definition 7 (Searchable Relation). We say a relation R € X X Y is searchable, if there exists a function
f: X = Y U{L} such that for every x € X, we have that (x,y) € R if and only ify = f(x).
Definition 8 (Approximate Searchable Relation). Let a € (0,1) be a real and R € X x Y* be a relation. We
say R is a-approximable by threshold circuits fi, fo, ..., fr : X = Y U{L}, if Ry = {y | (x,y) € R} is the
following set
i e [t] [yi=fi()} = at.

Furthermore, If the depth of the threshold circuits fi, fo, ..., f; is bounded by d, then we say R is an a-

approximate searchable relation of depth d.

3.4 Hash Tree

For going beyond space bounded computation, we recall the definition of hash trees as defined in [KPY19].
A hash tree consists of the following algorithms:
HT.Gen - randomized algorithm that on input the security parameter 1* outputs a hash key dk
HT.Hash - deterministic algorithm that on input the hash key dk and string D € {0, 1}* outputs a hash
tree tree and a root rt.
HT.Read - deterministic algorithm that on input hash tree tree and memory location ¢ outputs a bit b
along with a proof II.
HT.Write - deterministic algorithm that on input hash tree tree, memory location ¢ and bit b outputs
a new tree tree’, a new root rt’ along with a proof II.
HT.VerRead - deterministic algorithm on input hash key dk, root rt, memory location ¢, bit b and proof
IT outputs either 0 or 1.

HT.VerWrite - deterministic algorithm on input hash key dk, root rt, memory location ¢, bit b, new
root rt” and proof IT outputs either 0 or 1.

Definition 9 (Hash Tree). A hash tree scheme (HT.Gen, HT.Hash, HT.Read, HT.Write, HT.VerRead, HT.VerWrite)
satisfies the following properties:

Completeness of Read. ForeveryA e N,D € {0,1}* forL < 2* and ¢ € [L]:

dk « HT.Gen(1%)
(tree, rt) := HT.Hash(dk,D) | =1
(b,II) := HT.Read(tree, £)

HT.VerRead(dk, rt, £,b,I1) = 1

Pr prey = b

Completeness of Write. For every A € N,D € {0,1}* for L < 2%, ¢ € [L] and b € {0,1} let D’ be the
string with its £-th location set to b. We have that:

dk « HT.Gen(1%)
(tree, rt) := HT.Hash(dk, D)
(tree’, rt’,II) := HT.Write(tree, ¢, b)

HT.VerWrite(dk, rt, £, b, rt’, II) = 1
(tree’, rt") = HT.Hash(dk, D)

Il
—

Efficiency. In the completeness experiment, the running time of HT.Hash is |D| - poly(A). The length of the
root rt, and proofs produced by HT.Read and HT.Write are poly ().

Soundness of Read. For every polynomial size adversary A there exists a negligible function negl(-) such
that for every A € N,

b1 # by
Pr| HT.VerRead(dk,rt, ¢, b, 11;) = 1
HT.VerRead(dk, rt, £, by, IT5) = 1

dk « HT.Gen(1%)

(rt, £, by, I1y, by, I15) — A(dk) < negl(Q)
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Soundness of Write. For every polynomial size adversary A there exists a negligible function negl(-) such
that for every A € N,

rty # rty
Pr| HT.VerWrite(dk, rt, £, b, rty,I1;) = 1
HT.VerWrite(dk, rt, £, b, rt5, I15) = 1

dk « HT.Gen(1%)

(rt, £, b, rty, I1y, rty, I,) «— A(dk) < negl(4)

Theorem 4 ([Mer88]). From any family of collision resistant hash functions, one can construct a hash tree
scheme.

3.5 Round-by-Round Soundness

Definition 10 (Round-by-Round Soundness [CCH*19]). LetII = (P, V) be a public-coin interactive protocol
for a promise language L = (Lyes, Lno), and d(A) be a function of A. Let € be the space of randomness for
the verifier’s message on each round.

We say I1 satisfies d(A)-round-by-round soundness, if there exists a deterministic (possibly inefficient)
function State that satisfies the following properties. State takes as input (x, trans) where x € {0,1}" is an
instance, and trans is a prefix of the transcript of the protocol, and State outputs either Accept or Reject.

1. Let ¢ be the empty transcript prefix. For any instance x € Lygs, State(x,$) = Accept. For any
x € Lno, State(x, ¢) = Reject.

2. For any instance x and transcript prefix trans = (a1, f1, a2, fo, - - ., @i—1, fi—1), if State(x, trans) =
Reject, then for any (possibly unbounded) adversary A,

Pr|a « A1}, x, trans), f « @ : State(x, trans|a|f) = Accept| < d(1)/|6]|.

3. For any complete protocol transcript trans, If State(x, trans) = Reject, then V(x, trans) = 0.

As observed in [CCH*19], an ¢ round protocol satisfying d round-by-round soundness, also satisfies
standard soundness with bound d¢/|€|. This follows from a simple application of the union bound over
each round.

4 CIH for Product Relations

We observe that the parameters of the CIH in [JJ21] can be modified to build the following CIH for a-
approximate searchable relations in TC®.

Theorem 5 (CIH for a-approximate searchable relations in TC®). Let {a3} e be a sequence of reals in
(0,1), and R = {R}1en be a family of relations, where each relation R € R is an oy -approximate searchable
relations of depth O(log™ A) (Definition 8) defined over X; X y)fﬂ.

Assuming sub-exponential DDH assumption, if the parameters satisfies t; > A%/, | Y| > 2e/a;, then
there exists a CIH for R with running time poly(A, |Yi|,n, t), |fi|), where n = log, |Xy| is the input length,
and |f3| is an upper bound on the size of the threshold circuits defined in Definition 8.

Moreover, for any adversary that runs in time 20((oglog 1)®) “jpg advantage for the aforementioned CIH is
at most 2=, where I’ = 10 (1/loglog2)

We defer the proof of this lemma to Appendix B.
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4.1 Construction

Lemma 1. Let R = {R)} en be a family of relations, where each R € R, is O(log™ A)-depth verifiable
product relation (Definition 4) of sparsity p, defined over X, X y;ﬁ. Let n = log, |X3| be the length of bit
strings representing X),.

Assuming sub-exponential DDH assumption, if t; = Q(A*/log(1/p;)), there exists a CIH for R with
running time poly (A, t;, n®1°818™) Jog | Y| |C|,log(1/p;)), where C is the circuit that verifies the product
relation (See Definition 4).

Furthermore, for any adversary that runs in time 20((oglog 1)%) "y advantage for the aforementioned CIH
is at most 2=, where ) = \O(1/loglog )

Remark 2. Ifthe sparsity p = 1 — € for some € = 0(1), then the above parameters requirement on t becomes
t = Q(A*/e). The running time of CIH is poly (4, t), nOUoglogn) 150 | Y|, |C|, 1/e).

Ingredients. Our construction will use the CIH for a-approximate searchable relations of depth O(log™ )
CIH = (CIH.Gen, CIH.Hash) given by Theorem 5.

Construction. We describe our construction of CIH for small input product relations in Figure 2. As we
described in Section 2.1, we divide [N] into Y1, Y., ..., Ygepth, Where each |Y;| = 2elog,(n + A), depth =
log,(n+ 1), and we set N = [Tic[depth] |Y;| = nOloglogn)

4.2 Proof of Correlation Intractability

Before we start to prove Lemma 1, we first prove the following lemma, which bounds the number of bad
challenges in qy, qy, . . -, q¢ by rounghly the input length.

Lemma 2. Let R € X X Y' be a product relation with sparsity p, input length n = log, |X|, and let B =
log, |X| +A. Ift > log,,,(2eN/B) and we sample q1,qy, . .., qn randomly from its challenge space Y, then
the number of the bad challenges in qq, qa, - . . qn is at most B for any input with overwhelming probability.
Namely,

Pr [Vx € X : |{i | (x,q;) €R}| < B] > 1272,
ql,qz,“.,qN(—y[

Proof. Since we sample qy, qa, . . ., qn independently from V¢, we can bound the probability that there exist

B elements of them are bad as
B
N B eN
on . . t <on. = t ,
( B) (p") ( 5P )

where 2" follows from an union bound over all possible inputs, (I; ) follows from an union bound over all
possible choice of the B elements. Since we set £ = log;, p(ZeN /B), and B = n + A, we can bound the right

hand side of the above inequality as 2" - (1/2)8 = 2" . (1/2)™** = (1/2)". We finish the proof. O

In the rest of the proof, we only need to focus on whether the indices {i;};c[r] can lead to a bad
{qij }jer]- Namely, we only need to focus on the following relation

R = {(x! (ib ig, ..., lL)) | (x’ {ql]}jE[L]) € R}

R’ is an product relation if R € X x Y’ is a product relation. Let R}, = {i | (x,1i) € R}, then we there exists
s W 5@ 5@ such that R, = 8. x ... x S. 1.
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CIH for Small Input Product Relations

Parameters: [N] = Y; X ... X Yyepth, t = £ - L.
- Gen(1%):

- Sample N queries from Y': q1,qq, ..., qv <« Y-

— Sample a series of CIH keys for a-approximate searchable relations in X; x Y}, where a =

1/depth,L > A%/a,and X; = X x YL x ... x Y .

Vie [L], k; « CIH.Gen(1%),

— Output k = ({qi}ie[N]’ {ki}iE[L])'

- Hash(k, x):
- Parse k = ({Qi}ie[N], {ki}ie[L])-
— Foreveryi=1,2,...,depth, we hash the input x and the hash values we obtained so far.
y; « CIH.Hash(k;, (x,y1,y2...,yi-1))-
— Then for every i € [depth], we first decompose y; as a “row” vector (y;1,Yiz2, - - -, YiL), Where

each y; ; € Y, for every j € [L].

Then we concatenate those rows to obtain a matrix and then take each column of it. Namely,
for each j € [L], we compose the j-th column of the matrix as i; = yy ||yl ... [[Ydepth,; €
Y X .. X Ydepth-

— We use i;’s as indices to select the queries in {q;};c[n], and output

(Qiy> Qi - -+ Qi)-

Figure 2: Description of CIH for small input product relations.

Product Relations {R;};. For each i € [depth], we define the following bad relation R; € X; X MiL
for the i-th CIH. Recall that, we define X; = X X J/lL X ... X MZL_l For any (x,y1,¥2,--.,Vi-1) € X, let

Yk,j € Yk, (j € [L]) be the j-th coordinate of the vector yy for every k € [i—1]. We say y; ; is bad, if it does

not half the number of bad challenges. Specifically, we define S l.(j ) as the sets of bad challenges as follows.

Sl.(j) = {y € Y | BadCnt(j,x,y1,, Y2, - - -» Yi-1,j> y) > BadCnt(j, x, yy j, yzxj,...,yi_l,j)/z},

where BadCnt(j, x,r) counts how many bad challenges has the prefix r € Y; X ... X Y. Namely, it is
defined as the cardinality of the following set.

{r' € Yir1 X ... X Ygepth | 1]|1" € S;(j)}.

We define R; as the product relation characterized by

Si(l) X 552) X...X Sl.(L).
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Approximate Product Relations {R{};. Let a = 1/depth. We define the a-approximate product rela-
tion R as the a-approximate relation of R;. That is, R{* contains exactly all (x, y) where there exists some
y’ such that (x,y’) € R; and at least a-fraction of coordinates of y and y’ agrees.

We first show that R; are searchable by the almost same depth of threshold circuits as R up to a constant
factor.

Lemma 3. If the product relation R is verifiable in threshold circuit of depth d, then for any i € [depth], R;
is searchable by threshold circuits of depth O(d) and size poly(L, N, |C|), where C is the circuit that verifies
the product relation R.

Proof. Note that this lemma starts from an efficiently verifiable relation R and claims that the product
relation described above is searchable in the same threshold circuit class. To prove this lemma, for each
i € [depth], we build the following circuit fi. fi takes x € X, and y1,y2,...,yi—1 as input, where y; € yl.L,
and it outputs a vector y* = (y;, 3, ...,y;). For each j € [L], we enumerate all possible y; ; and if

BadCnt(j, x,y1,j, ..., Yi-1,)> Yi,j) > BadCnt(j, x, y1j, ..., Yi-1,)/2,

then we set y = y; ;. Otherwise, we let y; = L. Finally, we have f ! output y*. Note that for each j € [L],
f* only sets y; once, since S, ; can only contain at most one element.

Next, we show that f* can be computed by threshold circuits of depth O(d). Since the comparison
function and the division is known to be in TC®, we only need to show that BadCnt(j, x, r) can be computed
by threshold circuit of depth O(d). To achieve this, we compute BadCnt(j, x,r) by enumerating all r’ €
Yit1X. .. XYgepth in parallel and checking whether (r,r) is a bad challenge (i.e. r|[r’ € S;(j )). This checking

involves in selecting a query q,|» among qy, qz, . . ., qx according to the index r||r” and check whether qy |
is bad. The selection can be computed in TC? and the checking can be done by threshold circuit of depth
d. Hence, we finish the proof. O

Lemma 4 (Covering Lemma). Suppose we choose the parameters depth > log, B + 1, where B > max; ,{
BadCnt(j,x)} is an upper bound on the number of bad challenges.

For any x € X, and y1,y2,...,Ydepth Withy; € MiL for every i € [depth], let iy, iy,...,i € [N] be
the “columns” of the matrix whose rows are y1,Ya, ... Vdepth- If (X, (i1, d2,...,ir)) € R’, then there exists
i* € [depth] such thaty; is bad in R}.. That is, ((x,y1,...,¥i*-1),¥i*) € Ri-.

Proof. We first show that, for any j € [L], if the challenge (y1,j, Y2, - . ., Ydepth,j) is bad, i.e. (y1j, Y2 - -,
Ydepth,j) € S,’C(j), then there must be an index i* € [depth] such that y; ; is bad, (i.e. y;+ j € Si(f)).

To see this, if there exists an i* < depth such that y;« ; is bad, then we finish the proof. Otherwise,
suppose y,; is not bad for every k < depth, we will show that ygepth,j is bad. This is because yi ; ¢ Slij)
implies that the challenge yy ; half the number of the bad challenges, and hence we have

BadCnt(j, x,y1j,...yx,j) < BadCnt(j,x,yj, ..., Yk-1,)/2

for every k < depth. Note that we have an upper bound of bad challenges B. Hence, iteratively applying
the above inequality, we derive that BadCnt(j,x,yy, ..., UYdepth-—1, ;) < 1, and according to our definition
of BadCnt, BadCnt(j, X, y1,j . - ., Ydepth,j) = 1 because (y1,j, .. ., Ydepth,j) is bad. Hence, ygepth,;j is bad since
it does not half the number of bad challenges.

Now, for L indices iy, iy, . . ., ir, each index i; = (y1,j, Yz,j. - - - » Udepth,j) contains at least one bad challenge.
Hence, in total there are L bad challenges among all {yx ; }xc[depth],je[L]- BY pigeonhole principle, there
exists an i* € [depth] such that {y;« j}jc[r] contains at least L/depth elements, which is at least & =
1/depth-fraction of the coordinates. Hence, we finish the proof. O
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Put Things Together. Next, we prove Lemma 1.

Proof of Lemma 1. For any n.u. PPT adversary (A for the CIH construction in Figure 2, we build the fol-
lowing adversary (A; to break the correlation intractability for the i-th CIH.

A; (1%, k,) generates other CIH keys {k;}je[depth]\ (i} for A, and invokes x «— A(1%, k). Then it com-
putes y1, 2, . .. to the i-th level, as follows. For every j = 1,2,...,i — 1, compute

YJ = CIH'HaSh(ki; (xa yYi.y2 - -,Yi—l))~

Output (x,y1,y2,-..,¥i)-

Parameters. We first examine the parameters requirements of the underlying CIH is satisfied. For the
underlying CIH for a-approximate searchable relation, we require L > A2/a = A% - depth = O(A%). For
|Y;|, we require |Y;j| > 2e/a = 2e - depth. Hence, N = |Y;|depth = }Ooglogd) gince we take depth =
log,(n + A). For the parameter ¢, our construction requires it to be at least £- L = log,/, (2eN/B) - O(A?) =
0(12)/ log(1/p). Since we require t > Q(A3/log(1/p)), this requirement is satisfied.

By Lemma 2, the condition of Lemma 4 holds. By Lemma 4, if adversary A attacks successfully, i.e.
(x, Hash(k, x)) € R, then there exists an index i* € [depth] such that a-fraction of the entries in y;- is bad.
By Lemma 3, this implies that the adversary Ay attacks successfully. Hence, we have

Pr[A succeed] < Z Pr[A; succeed].
i€[depth]

Since CIH.Hash(k;, -) are correlation intractable, Pr[A; succeed] are negligible for all i € [depth]. Hence,
Pr[A succeed] < negl(A). We finish the proof. O

4.3 Extensions

Lemma 5 (CIH for Approximate Product Relations). Let {f)}1en be a family of reals in (0,1). Let R =
{Ra}ren be a family of relations, where each relation R € R is a -approximate product relation of depth
O(log™ M) defined over X) x yjﬂ with sparsity p; < f;.

Assuming sub-exponential DDH assumption holds and t) = Q(A%) - (1= py)/ (B — p2)®, then there exists

O(loglog 1)+O (log ﬁ) e

a CIH for R with running time poly| A, A , where C is the circuit that verifies the

product relation R.

Moreover, for any adversary that runs in time 20((oglog 1)%) jtg advantage is bounded by 27* , where
V= AO(I/loglog/l)

Proof Sketch. The proof is almost the same as Lemma 1, and the construction of the CIH is almos the same
as Figure 2, except we modify the parameters and the bad relations R;, Ry as follows.

We say q; as bad, if it contains at least (f3+p,) /2-fraction of bad coordinates. By Hoeffding’s inequality,
if we choose ¢ > 41n(2eN/B)/(f — pa)?, then the number of bad challenges among qj, ..., qy can be
bounded by B = n + A with probability 27#. That is,

B
ﬁ/l ; P )2[))

Pr|qi,qs...qnv < Y :3x, |[{i € [N] : (x,q;)) €R'}| > B] <2". (1;) (exp((—

B

Since we choose £ > 41n(2eN/B)/(f) — pa)?, the right hand side can be upper bounded by 282" = 274,
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We claim that for any y = (y1,...,yr) € (¥°)*, where each y; isin {qy,...,qn}, if y is bad for R € R;,
i.e. (if we treat y as a vector in Y **L, then S8, -fraction of its entries are bad), then at least (8, —p3)/2(1-p;)-
fraction of yy, . . ., yr is bad. The claim can be proved as follows. Let x be the fraction of bad vectors among
{q1, 92 - - ., qn’}, then the total fraction of bad entries in y is at most

+
(1—x)-'BATpA+x

Since there are 5)-fraction of bad entries among all entries of y, we can lower bound the above formula
by ;. Solving this inequality for x, we obtain x > (1 — pa)/2(1 — (Br+p21)/2) = (B — pr)/2(1 = py).
Hence, we further modify the « in our CIH construction (Figure 2) as @ = (3 — p1)/(2(1—p,) - depth),
and N = |Y|dePth = (2¢/a)derth = ) O loglog1)+O(log i ). Hence, once we choose t > ¢ - L where
I; > A?/a due to Theorem 5, then it’s large enough for our modified CIH construction. That is, t >
QA% (1= p)/(Br=pa)°. O

We adapt the following lemma implicit in [HLR21].

Lemma 6 (CIH for Round-by-Round Protocols). For any 2r+1-rounds public-coin interactive protocol Il with
round-by-round soundness § (Definition 10). Let t be the number of parallel repetitions, and o = %(1 —1/t) be
a real, then we can instantiate the Fiat-Shamir transformation for the t-fold parallel repetition TI* with CIH
for a-approximate product relations R; C X; x Y*, where R; contains all bad challenges in the i-th round.
Namely,

((x, 1), {Bj}je[¢]) € Ri, if and only if there exists at least a fraction of j € [t] such that
State(x, 7;|;) = Reject A State(x, 7;; | ;) = Accept.

where t; = (ay, B1, . . ., Bi—1, @;) contains the transcript of the t-fold repetition protocol I1* in the first (2i — 1)-
rounds, and t;|; is the partial transcript restricted to the j-th parallel execution.

Combining Lemma 6 and Lemma 5, we obtain the following corollary.

Corollary 1 (Fiat-Shamir for Round-by-Round Protocols via CIH). Let II be a 2r + 1-rounds public-coin
interactive protocol IT with round by round soundness § < 1/r, where the State function can be computed by
threshold circuits of depth O(log*), and lett be the number of parallel repetitions witht = Q(A%)-(1- 5)/(% -
5)3.

Assuming sub-exponential DDH assumption, there exists a CIH family that instantiate the Fiat-Shamir

. . ; o O(loglog 2)+O(log 1=2)

transformation for t-fold parallel repetition protocolI1*. The CIH runs in time poly|A, t, A i
and can take input of length poly(1).

Moreover, for any adversary that runs in time A0((oglog 1)%) s advantage for the soundness of the resulting
non-interactive protocol is at most 2=, where A’ = \0(1/loglogd)_

5 Somewhere Extractable Hash from DDH

In this section, we define and construct a somewhere extractable hash (with additional properties) assum-
ing the sub-exponential hardness of DDH. We first define the standard notion of a somewhere extractable
hash, then specify the additional properties required for our applications, and finally describe our con-
struction.

25



5.1 Definition

In this subsection, we define a somewhere extractable hash [HW15], along with the required additional.
A somewhere extractable hash has a key with two computationally indistinguishable modes: (i) In the
normal mode, the key is uniformly random; and (ii) in the trapdoor mode, the key is generated according to
a subset S denoting the coordinates of the message to be hashed.

Furthermore, a standard somewhere extractable hash require the following properties.

Efficiency: We require that the size of the CRS and hash roughly grows with |S|.

Extraction: The trapdoor mode hash key is associated with a trapdoor td, such that given the trapdoor,
one can extract the message on coordinates in S. Note that the extraction implies the statistical
binding property for the coordinates in S.

Local Opening: We allow the prover to generate a local opening for any single coordinate of the mes-
sage. The local opening needs to have a small size, which only grows poly-logarithmically with the
total length of the message. Moreover, we require that the value from the local opening should be
consistent with the extracted value.

For our application, we require some additional properties specified below.

Low-depth Extraction: We require that the extraction circuit for the hash can be implemented in TC®.
Specifically, we split the extraction into an pre-processing and online extraction phase, where the
trapdoor td is used only in the online phase. We require the online phase of the extraction to be
implemented in TCC.

Large inputs: We require that the somewhere extractable hash scheme to support input sizes that are
super-polynomial in the security parameter, ie. N = A*(1). Further, we will continue to require
that the local opening is small for such inputs. In a manner similar to the extraction, we will split
the local opening verification opening into a pre-processing and online phase, and require that the
online verification is small.

We now move to the formal definition.

Definition 11 (Somewhere Extractable Hash). A somewhere extractable hash scheme for large inputs with
extraction in TC® is a tuple of algorithms SEHash = (Gen, TGen, Hash, Open, PreVer, OnlineVer, PreExt, OnlineExt)
described below.
Gen (14, 1N, 151): On input a security parameter A, the length of the message N, and the size of a subset
S C [N], the “normal mode” key generation algorithm outputs a uniformly random hash key K.

TGen(14,1V,8): On input a security parameter A, the length of the message N, an extraction subset S C
[N], the “trapdoor mode” key generation algorithm outputs a hash key K* and a trapdoor td.
Hash(K, m € {0,1}): On input the hash key K, a vectorm = (my, my,...,my) € {0,1}N it outputs a
hash c.

Open(K, m,i): On input the hash key K, a vectorm = (my, ma, ..., my) € {0, I}N, an index i € [N], the
opening algorithm outputs a local opening 7; to m;.

PreVer(K): On input the hash key K, the pre-processing algorithm for the local verification outputs a short
state st, of size poly(A,log N)

OnlineVer(c, mj, ;, st;): On input a hash c, a bit m; € {0, 1}, a local opening ; € {0, 1}p°'Y(A’1°gN) and
the pre-processed state st,, the verification algorithm decides to accept (output 1) or reject (output 0)
the local opening.
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PreExt(1%,¢): On input the security parameter A and a hash c, output a pre-processed value ¢’ that is to
be used for online extraction.

OnlineExt(c’, S, td): On input the pre-processed hash ¢’ and a trapdoor td and the trapdoor td generated
by the trapdoor key generation algorithm TGen with respect to the subset S, the online extraction
algorithm outputs an S bit string ms € {0,1}5.

Furthermore, we require the hash scheme to satisfy the following properties.

Succinct CRS. The size of the CRS is bounded by poly(4, |S],log N).
Succinct Hash. The size of the hash ¢ is bounded by poly (A, |S|,log N).
Succinct Local Opening. The size of the local opening r; <— Open(K, m, i, r) is bounded by poly(4, |S|,log N).

Succinct Verification. The running time of the online verification algorithm OnlineVer is bounded by
poly(4,]S|,log N).

Key Indistinguishability. For any non-uniform T-time adversary A where T = poly(A, N), there exists
a negligible function v(T) such that

Pr [S — AN 1N),K « Gen(1H, 1V, 18 : A(K) = 1| -

Pr|s — A(14 1Y), (K%, td) — TGen(1%,1V,5) : A(K*) = 1] < w(T).

Opening Completeness. For any hash key K, any messagem = (my, ..., my) € {0,1}", any random-
nessr, and any indexi € [N], we have

Pr [¢ « Hash(K,m;r), m; « Open(K,m,i,r) : Verify(K, c,m;, i, 7;) = 1] = 1.

Computational Extraction Correctness. For any subset S C [N], any trapdoor key (K*,td) «
TGen(14,1N,S), for any adversary PPT adversary A:

i*esS
Pr| A Verify(K,c,m, i*, m+) = 1 (c,my, i*, i) — A(ALK) | < negl(1)
A Ext(c, td) |+ # my-

Since the extracted value Ext(c,td)|; is unique, except with negligible probability, if the proof is
accepting, the opening and extracted values are consistent.

We note that although this doesn’t achieve somewhere statistical extraction, we will see that it suffices
for our use case. Intuitively, this follows from the fact that the extracted value is unique, and the
computational aspect only comes from the proof of local opening. Thus, we will extract from the hash,
and argue that for any computationally bounded adversary, except with negligible probability, the
extracted value is indeed the value that the adversary opens to. And thus we shall simply use the
extracted value in the analysis of our application.

TC? Extraction. We require the online extraction algorithm OnlineExt to be computable in TC®, whereas
we allow PreExt (without knowledge of the trapdoor td), to be computable in poly(1) depth.

As described in the technical overview (Section 2), it is both additional requirements that necessitates a
new construction. Even removing one of the requirements would allow us to directly invoke constructions
in prior works [OPWW 15, DGI*19] from polynomial hardness of DDH.
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Remark 3. We note that we do not impose any efficiency requirements on the pre-computation algorithm
PreVer. In fact, in our construction it will be the case that PreVer runs in time p(m) for some fixed polynomial
p(-), where m is fixed independent of N such thatlog,, (N) is a constant. This weak efficiency guarantee from
PreVer will be sufficient for our applications.

We shall prove the following theorem in the subsequent sections.

Theorem 6. There exists a construction of somewhere extractable hash for large inputs with extraction in TC®
assuming the sub-exponential hardness of DDH.

5.2 Construction

We construct the somewhere extractable hash in two steps: (i) base case: construct a somewhere extractable
hash for N bit messages in the pre-processing model where the online verification is poly (A, log N) while
the pre-processing takes time O(N?) for some fixed constant z; and then (ii) extend to a tree bootstrap the
construction by constructing an m-ary tree of depth log,, (N) to get the pre-processing down to O(m?),
and online verification to be poly(A,log,,(N),log m). Looking ahead, both N and m will both be super-
polynomial in A such that log,,(N) = O(1). This will ensure that the online verification will continue to
be poly(4,log N) while the other components will be polynomial in m. We will fix m independent of N.

5.2.1 Construction: Base Hash

We construct below a somewhere extractable hash scheme in the pre-processing model for the base con-
struction. Recall, that here for hashing strings of length N, we allow the pre-processing to depend on N~*
for some fixed constant z.

Our construction closely follows the construction of the trapdoor hash based on DDH [DGI*19], but
to achieve the properties discussed above, namely the succinct local opening in the pre-processing model,
we augment the construction with a new proof of opening. We start with a discussion of all the algorithms
except those pertaining to the proving of local opening, which we describe and prove separately. For the
subsequent discussion, let £ := |S|. Let the group be generated on Ay where A = /1(? (oglogdo) ¢ the security
parameter for the scheme.

Gen(1%,1V,151): Sample (G, p,g) « G(1%), s1,- -+ ,s; < Z,, and set the hash key K € G(*+)XN to

be,
gl gz gN
P he e h
hei hep -+ hen

where Vj € [N],g; «$ G, and Vi € [¢],j € [N], h;; = gj.". Output K.

TGen(14,1N,8): Sample (G, p,g) «— G(1%), s1,--- ,s¢ «$ Zp, where £ == |S|. Let S = {jj,- -+, j;}. Set
the hash key K € G/*1)*N to be,

g1 g2 - 9N
_ hl,l h1,2 Tt hl,N
her hea -+ hen

where Vj € [N],g; «$ G, and Vi € [f],j € [N],

h _{g;i‘g ifj = Jj;

iLj — S; .
9; otherwise.
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let td := (s1,- -, ). Output (K*, td).
Hash(K,m = (my,--- ,my) € {0,1}"): Compute the hash ¢ € G*V as ¢ = (¢’ K/, - ,h}), where

g = Iljen g;.nj, and Vi € [£], h] = [l;eqn h;n]’ Note that since we don’t care about our
hash being hiding, we ignore the random coins, i.e. Hash is a deterministic algorithm in our
construction.

PreExt(1%,c): Parse c as (¢, h/, - - ,hy) and output ¢’ = ({g’zk ,[(ioo]_l,h’l, e, hy)
OnlineExt(c’, S, td): Parse td as (s;,---,s,) and let S = {jj, -+, j;} . We compute mg as follows: for

eachi € [f],
0 ifgi=h]
m] = .
! 1 otherwise

Output msg.

Efficiency. Note that the size of the keys are O(Ay - N - ¢), the size of the commitment O(Jy - £) and
the size of the pre-processed value ¢’ is O(¢ - poly(4y)). The time taken to compute the commitment
is poly(Ag, N, ¢£) while the extraction can be done poly(A¢, £). Further note that for each i, ¢g’* can be
/zk}[lo]—l
k=0

computed in TC given s; and {g , contained in the pre-computed hash ¢’. This can be done simply

by looking at the binary representation of s, and multiplying the relevant g’zk - which can be done in TC®,
thus ensuring that OnlineExt can be computed in TC®.

Lemma 7. The above scheme satisfies key indistinguishability.

The key indistinguishability of the scheme follows from the security of DDH, argued in a manner
identical to [DGI*19]. Here we provide a sketch for the case that £ = 1, and can be extended easily to the
more general case. We in fact prove that the key output in the trapdoor mode on input i is indistinguishable

(g9 - (gHTT - (ga)rzv] o
()" - (g)Tg e ()]

g¢ = g?, then K has the same distribution as the key generated by TGen on input i, else it is random.

from from U «s G*N. Given a tuple (g% ¢”, ¢°), the key K =

Finally note that since the security parameter for the group in Ao, we require (poly (A:)Og log AO), negl (ABOg log o ) )-

security from DDH in the chosen group.

5.2.2 Proof of Local Opening

In this section, we shall describe the proof of local opening in the common references string (CRS) model.
As described earlier, we require strong efficiency properties from the proof verification algorithm. We will
first define below a promise language £ = (Lygs, Lno) for which we shall construct a non-interactive ar-
gument system in the CRS model. But before we construct this non-interactive argument, we describe how
such an argument system, in conjunction with a hash tree scheme, can be used to achieve computational
extraction correctness. We then build a non-interactive argument for L.

Our non-interactive argument for £ is going to involve multiple steps that we outline here, and refer
the reader to the relevant technical sections for the details. As a first step, we build an interactive proof '
(P, VE) for £ where the verifier VI will have access to an oracle L, and will otherwise be extremely efficient
- the efficiency will in fact be very close to the requirement from OnlineVer. Our interactive protocol is
inspired by the Bulletproof protocol [BBB*18], but our parameters are such that soundness of the protocol
is quite large. We thus parallel repeat and show that it satisfies the necessary requirements to apply the Fiat-
Shamir transformation to make it non-interactive. We then apply Lemma 10 to obtain a non-interactive

Ogtatistically sound interactive protocol
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argument system (Pks, Vés) in the CRS (and oracle) model. Finally, we show how to remove the need for
an oracle access in the non-interactive argument by the way of verifier pre-processing, and the use of hash
trees. The final non-interactive argument we denote by (P’, (V},V})) for £ with CRS crs . V| will run in
time N*poly(4o, 1) for a fixed constant z. The output produced is of size poly(4). The running time of V)
is poly(A). Further, V] is a deterministic procedure.

Remark 4. Note that to handle arbitrary polynomial many instances T, we cannot choose a fixed constant
depth. Since the number of keys correspond the depth of the hash tree, we set the number of keys to a super-
constant depth, log™ A. When running the protocol for any polynomial T, the prover and verifier will select
the appropriate constant ¢ such that T < A°. But since the CIH needs to be able to handle arbitrary poly-
nomial computation, the CIH is constructed to allow B¢ that can be verified by threshold circuits of depth
O(log" A). It is a technicality of our construction, and explains the reasoning behind our CIH theorem allowing
for O(log™ M) verification, but we will not discuss it further in this overview, and assume for further discussion
B verifiable via constant depth threshold circuits, i.e. TC°.

Promise Language. We start by defining the following promise language £ = (Lyes, Lno) Where

g1 9n i
K—[hln.hn,andv—(g,h)

Lyes = {(K, 0) € GX" x G? | Im € {0,1}" s.t. Hash(K, m) = o}
Lo = {(K, v) € G x G* ’ IseZyst.Vje[n], hj=g A (K # (g’)s)}

First note that the above languages are indeed disjoint. This is fairly easy to see - when K is such that
’

3Js € Z, such that Vj € [n], h; = gj, then by construction, for any m € {0,1}", ¢’ = [[¢(n g;nj and
W = et B = Tepn (9] satisfy b % (g')°.

Before we proceed with our construction of a SNARG in the pre-processing model for the above
promise languages. We show how such a SNARG would be sufficient to provide a proof of local open-
ing, and the somewhere soundness property it satisfies. Note that we will extend the function definitions
to additionally take in as input the CRS crs ; and digest key dk. Here the digest key is output by the hash
tree scheme (Section ) on input security parameter A. Recall that the security parameter for G is A,.

We describe the overview for £ = 1, and then describe how it extends to the more general case. At a
high level, to open the hash c to a value m; at position i, the prover considers the key K’ excluding the i-th
column of the key K (i.e (g;, h;)). It then hashes the input bits except the bit at position i using this new
key K’ to obtain a new hash ¢’ = (¢, h’). Given (g;, h;), the claimed opening m;, the verifier can efficiently
check that ¢ = (g;" - ¢’,). Then the prover can then use the proof system of L to additional send a proof
that the pair (K’,¢’) € Lygs. Unfortunately, this requires the online verification procedure to access the
key K, which is of length N. Instead, the verifier computes a hash tree digest over K, and asks the prover to
provide (g;, h;) along with the proof of opening. Note that the verifier V| pre-processes on input K’, which
depends on the index i, but we want the pre-processing to be independent of the position the prover is
trying to prove, and thus repeat the pre-processing for each position, and compute a hash tree digest over
it. Since the pre-processing (and hash tree computation) is deterministic, the prover computes it as well,
and then provides the appropriate proof with respect to the same digest that the prover and verifier hold.
For instance, when the prover is proving a statement about an index i, it also provides the corresponding
proof of local opening to the state computed by V] on input K’ defined earlier. Finally note that to extend
to £ > 1, we consider ¢ keys KJ,---,K; where each K] = ((g1,---,9n), (hi1,- -+ ,hin)), and repeat in
parallel.

Open(K,m, j*, dk, crs r):
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—_

. (tree, rt, treeg, rts) = PreVer(K, dk) //we abuse notation here since PreVer does not output the cor-
responding hash trees, but provided here for notational brevity.

. ((gj*» {hij Yie[e)), 1) == HT.Read(dk, rt, tree, j*).
3. 9" =11z g;."j, foralli € [£], b} =[]y~ hZ;.j.
4. Foreachi € [£],

Do

g 0 Gjp-1 G410 9N

a) Set K; as
@) ' hiv -+ hijo—1 hijy -+ hn

(b) II; « P'(Kj,0 = (9", b)), mjzjx, crs g, dk).

5. (stj*,Hst) = HT.Read(dk, rtg, trees, j*).
6. Output mjs, ;= = (¢, {h} }i, (gj+, {hi j }i), IL {I1;}4, Stj*:nst)-

PreVer(K, dk):

1. tree, rt := HT.Hash(dk, K).
2. For each j € [N]

(a) Foreachi € [£]
g - gj-1 gj+1 "t gN
hiv -+ hij-1 hijs oo+ AN
ii. St;’j = V’l(dk, Ki,]’)
(b) st} = {st];}
3. treeg, rtsy ;= HT.Hash(dk, {st}}je[n]).
4. Output st := (rt, rtg).

i. SetKj; as

OnlineVer(c, mj«, j*, mj+, st,dk, crs r):

1. Parse st as (rt, rtg)

2. Parse 7;- as (g”, {h] }i. (gj+, {hij+ }i), TL T} st o, Tst).
3. Parse st;. as {st;’j*}ie[g]

4. Check if the following hold

(a) HT.VerRead(dk,rt, j*, (g, {hij }ic[e)), 1) = 1
(b) HT.VerRead(dk, rts, j*, st;u, Ilst) = 1
77 mjx
9" -9,
1o, M
hY - hy

(c) c=

7 | mye
hy -h[’]i
(d) Foreachi € [¢],V)(v=(g",h)),crsz,dk, st;’j*,Hi) =1

5. accept if none of the checks fail.
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Efficiency. The total time to compute the pre-processing is N**!poly (A, £ + 1), and the online verification
takes time poly (¢, Ao, A, log N).

Lemma 8. The above scheme satisfies computational extraction correctness.

Proof. Let S € [N] be a subset, and let j* € S be the index output by the adversary A. We show that
computational extraction correctness holds for every such S and j*. Without loss of generality, assume
that j* is the first element of S. _

Let A output 7« = (g”,{h} }i, (g {hij*}i), IL {TL;} 5, ;tj*, I1s;). We define the event E to occur when
both instances of HT.VerRead in OnlineVer accept (on proofs IT and Ilg), but the values are “incorrect”,
ie. (i) (gj-, {i{”},) # (gj+, {hij*}:i); and (ii) ﬁj* # ﬁj*. Note that these events are well defined given
the key K, since (g, {h; j+}:) and st ;+ are defined deterministically given K, and can be computed in time
Tyt = O(An®) - poly (k). Thus Pr[E] < negl(A).

Now, let BREAK denote the event that A breaks the computational extraction correctness. Then,

Pr[BREAK] = Pr[BREAK | E] Pr[E] + Pr[BREAK | E] Pr[E]
< Pr[E] + Pr[BREAK | E] < p + Pr[BREAK | E]

We will argue that Pr[BREAK | E] will correspond to the probability of breaking the soundness of
the non-interactive argument for the promise problem, i.e. we argue that conditioned on event E, A is
attempting to generate a proof for (Kj, v) € Lno for some i (i = 1 in our case).

As we stated before, we assumed without loss of generality that j* = ji. Thus the extracted value m
is computed as 0 if g’*' = h/, and 1 otherwise. To break extraction correctness, A outputs m - # mj-. Note
that for any key K sampled in the trapdoor mode on input S where j;' = j*, hyj» = gj. - g and for each
g1 gN-1
by hno
hj= gj. Thus, for it to be the case that (Kj,0 = (¢”, h}")) € Lno, we need to prove that h}" # g’’*. Here we

J#FJ L hy = g;- This implies that K j+ as defined in PreVer is of the form [ } where for all j,

implicitly conditioning on event E to ensure that K; j+ that is used in the verification, is indeed exactly as
computed in PreVer.
We split the analysis into two cases:

Case (i): extracted value m;« = 0. Since g’ = h}, m;« = 1 implies

(¢ g ) = hy - H
= (9" -9;)" =hy - hyj
=(¢"g;)" =h{ g, g
= (9")" =h{ g
= (g # by

Case (ii): extracted value m;« = 1. Since ¢’*! # h], mj» = 0 implies

77 mjx 1 m
(9" -9 )" #hi h
= (g//)sl + h;/

Again, in the analysis of both of the two cases we implicitly use the fact that the “correct” values of g;
and h, j+ are used, which is guaranteed conditioned on the event E occurring.
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Thus, conditioned on the event E, if A outputs mj+ # mj-, where mj+ is the extracted value, then
(Ki,0= (9", h})) € Lno, which gives us,

Pr[BREAK |E] = Pr[A breaks soundness for (P’, (V},V3))] < negl(4).
where the SNARG for L is p’ secure against Ty = poly(A) adversaries. Putting it altogether,

Pr[BREAK] < negl(1)

5.2.3 Non-interactive Argument for £ = (Lyes, Lno)

In this section, we will construct non-interactive arguments for £ = (Lygs, Lno). As described earlier,
our construction will proceed in multiple steps. We first define notation that will be instructive for this
section.

Notations. In the following discussion, we will require that keys and inputs are partitioned into blocks,
with operations performed on the entire block. To improve readability, we will define some shorthand
notations below. We will consider the setting where the number of blocks are fixed to be some param-
eter D. Further, for simplicity, we assume that the parameter n is some power of D. Consider a vector
X = (x1,--+,x,) € Z}, we represent x by partitioning into D vectors (xi,---,xp) such that x;,; =

(X14jn/D> X24jn/D> " * * » X(j+1)n/D) € ZZ/D. We extend this analogously to partitioning the key K € G?*"
as [}gli ﬁg} where each g;41 = (G14jn/D> 924jn/Ds " ** > 9(j+1)n/D) € G"/P and h;,; is defined similarly.
Xi+1

Further, g _ T7%/D Xk+in/D

1 k=1 Iksjn/D € G, and for every scalar y € Z,,

Y _ Y Y Y
8j+1 = Grejn/p Jovjmip " > 9(jarynp) €
G0, Lastly, g§+1 ‘giv1 = (9)1/+jn/D * 91+in/D> 9)2/+jn/D * 92+in/D> """ ,g’(/jﬂ)n/D 'g1+(i+1)n/D) € G"/P. Note that

we will overload notation and use ] over both for elements in G and G"P, where the resultant element
will be in G and G™P respectively. The usage will be clear from context.

Interactive Protocol. We start with the interactive protocol where the prover P and V will start with
a key K € G¥", and at each step fold it into a new key K’ € G**"/2 of half the size based on the verifier
challenge y. After log,(n) steps, only the final folded key K € G**P is used by the verifier to perform
checks, and thus V does not need access to the intermediate folded keys during the protocol. From the
description of our protocol, it will become evident that the folded key depends solely on the starting
key K, and the verifier randomness (y1,- - ,y,). To simplify the protocol and analysis, we describe the
interactive protocol in the pre-processing model where the verifier V has oracle access to a pre-processed
string denoted by VE. The string L depends on K, and our protocol will require the verifier to make a single
query on the randomness used during the protocol, i.e. (y1, - -, yn), which returns the appropriate folded
key. We will subsequently discuss (i) how to compute the string L; and (ii) how to enable the prover to P
to provide read access to the appropriate location of L.
The interactive protocol is presented in Figure 3.

Lemma 9. The above protocol (P, VL) is complete.

Proof. We argue completeness for the first level, and it then follows that the protocol is complete. Specifi-

cally, we show that at the first fold to obtain the new K = [ lgl ] € G¥*"/P x € G"P and v € G? we have
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Protocol: Interactive Protocol (P, VX) for Lyes

Common input: input (K, 0) € G**" x G?, security parameter 1%
P’s auxiliary input: input x = (x1,-- -, x,)

1. Seti=1.

2. if n > D repeat:

(a) Prover does the following:

i ParseKas |2 " BP|andxas (%1, ,Xp)
h, --- hp
g’

Xj
hj

-

i. Foreach j € [D], setv; :=

iii. For each j € [D —1], set

Z)j=

ﬁ gXD—j+i l [T_‘[J gXi
i - and FZ)VD+' = jJ.ri l
XD-j+i J X;
i b i=1 hj+i
iv. Setop = v.
v. Send (v, -+ ,oup) and ((v1, -+ ,02p-1)) to V.
(b) Verifier VX does the following:
i. Checksifo = ]—IJD:1 vj and op = v.
ii. Sample y; <5 6.
iii. Sendy; to P.
(c) Pand Vseto = H?E{l E;j_l.

(d) Psetsx= Z?:l Xp-j+1- Y/ and K =

-1
i
L w

() n==n/D,i=i+1
3. Leth =i
4. Prover sends x = (x1,- -+ ,xp) to \%23

5. Verifier V¥ does the following:

g

(a) Query L at (y1,---,yn) and receive K = [h

] € G**P as response.

(b) Check o = [}glx]

Accept if none of the checks have failed.

Figure 3: Interactive Protocol (P, V%) for Ly

X

that o = [ lgl" ] Thus in the last step when the prover sends x in the clear, V will accept by performing
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the computation.
By expanding each of the terms in the exponent for v we have

2D-1 1 [ D yf—l(xD+ny_1...+yD—1xl)
[15=|[1% )
. J ! hyJ—l(xD+ny_1..A+Y “lxy)
Jj= =1 hj
From the construction of the “folded” K = ﬁ } in protocol, we see that the above equation is indeed
2D—1~yj71 g(XD+ny_1...+YD—1X1)
H v; = h(xD+YXD—1"'+YD_1X1) .
]:
and the protocol sets x to be Z?=1 Dot -y, ]

Instead of proving simply the soundness, we shall make a stronger claim about the protocol that will
allow us to apply the Fiat-Shamir transform on the (parallel repeated version of the) above protocol to
achieve a non-interactive argument in the CRS model. Specifically, we prove that the protocol is round-
by-round sound (Definition 10).

Lemma 10. The above protocol (P, VL) is (2D — 2) round-by-round sound.

Proof. To argue that the protocol is round-by-round sound, we define the function State. For any (K, v) €
Lygs, we define State(x, ¢) = Accept, and for any (K,v) € Lygs, we define State(x, ¢) = Reject. This can
done by (i) checking if Vj, 3s such that h; = g5 (ii) if so, check if h” # (¢’)° and output Reject ; else check
if 3m € {0,1}" s.t. Hash(K, m) = o. This is extended to State(x, trans) where one simply checks if the
current claim at the end of the transcript is in Lygs or Lno, with one small adjustment that now it could
be the case that m such that Hash(K, m) = v now comes from Z, instead of binary.

We now argue the probability of the State switching from Reject to Accept. This can happen in two
ways: (i) the key K is such that there exists j such that h; # gj.; or (ii) v is such that i’ = ¢’*. Case (i)
never occurs by construction because if one were to start with a key K where h; = g for all j, the folding
for any y will ensure that for the new key K h; = g} for all j. Thus the focus is on case (ii). Note that if
the key satisfies the condition, K h; = g; for all j, then K = ¢’* implies the existence of an opening to o,
which would result in the new claim (K, v) to be in Lygs. Let us compute the probability over the verifier

randomness that case (ii) occurs.
ai
Since g is the generator of G, we represent each v; as [ g B ] Since V checks that vp = v, we know

that since in a Reject state, it must be the case that g’ # ¢°*. Thus the newly computed o,

2D-2 4
L AT e
010, Up-1 = [h”]

2D-2
ga1+}’052+"'+)/ azD—l]

- gﬁ1+)/ﬁ2+"'+}’2D_2ﬁ2D—1

Then,

Q') 5 o)yt

= P(y)
hll g

=g

where s is defined by the key, and P(X) is a polynomial of degree at most 2D—2. Note that since (sap—fp) #
0, P(X) is not a zero-polynomial. Thus (¢g”’)° = h” if and only if y is root of P(X). Since the number of
such roots are bounded by 2D — 2, we have achieved our claimed round-by-round soundness. O

Lemma 11. The BAD relation defined above can be verified in TC® given the trapdoor.
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Proof. From the above discussion, we need to check if the challenge is the root of the polynomial P(X). To
do so, BAD simply computes v based on the prover messages to obtain (g’, h”). It then checks if g’* = h'.
To be able to compute g’* in TC’, we must pre-process the input as ¢, ', g’zz, g’ZS, -+ such that given s,
g’* can be computed in TC® by selecting and multiplying the pre-processed elements. O]

Parameters and Efficiency. Looking ahead, we will require the pre-processing time to be “small”, and
thus set the challenge space to |%| = log?(n), setting D = log(n) we get the total number rounds h =
log)fgo(g'?n) . This in turn means that the total possible verifier challenges is |€"| = n?. Setting these parameters
in Lemma 10 gives us a round-by-round soundness of 1/log(n), which is quite large (not negligible in 7).
To achieve negligible soundness, we need parallel repeat the protocol and then apply the Fiat-Shamir
transform to round collapse the protocol. Further, note that the total running time of the verifier V° is

(logn/loglogn)D - poly(Ao).

Round Collapse via Fiat-Shamir. Given that we meet all the pre-conditions for applying the Fiat-
Shamir transform, the resultant protocol is a non-interactive argument in the CRS model. Note that the
size of the input to the CIH is D - O(4y) = logn - Ay = poly(loglog Alog A, Ag). Here we use the fact that
we will consider applications where n = 10108161 Thys by Corollary 1 we have non-interactive protocol
(PFS,Vés) with CRS crsgs where the running time of Vés is poly(4). Further, as described in Corollary

. loglog A . . .
1, the resultant protocol is also (10((oglog 1)%) 4 /2’11/ ") secure, i.e. secure against super-polynomial
adversaries.

Pre-Processing. Thus far we haven’t addressed how the verifier in the interactive protocol has access
to an oracle L. At a high level, given the key K € G**", L is going to represent all possible folded keys,
each of the form G?*P. From our discussion of the parameters above, the total number of challenge tuples
is n?, and thus the total length of L will be O(4yn?). We describe how to generate these keys in time
O(Aon®). Importantly, note that once the string L has been generated, the same string can be used across
all repetitions - or any instance that the key K is used.

Since there are ¢ such pairs - (g, hy),---, (g hy), we generate a separate string L for each such pair.
Our construction will use a hash tree scheme (HT.Gen,HT.Hash,HT.Read,HT.VerRead,) (Definition 9) with
security parameter A, where the write functions are omitted since we will not be requiring them. We split
the somewhere extractable key K € G(**)*" (as in the hash scheme), into keys Ki, - - - , K, € G®*", which
are in line with the keys we have used for our interactive proof. Where for each i € [¢]

gl “e. gn
K; = .
l [hi,l e hi,n]
The pre-processing gets as input the digest key for the hash tree scheme dk «— HT.Gen(x).
PreVer(dk, Ky, - - - , Kp):

1. For each i € [#] do the following:

(a) Set L; to be the empty string
(b) For each tuple (yi,---,yn) € €", set Li[(y1,- - ,yn)] = FoldKey (K;, (y1,- -+ » ¥n), 1, 1)
(c) (treek,, rtg;) = HT.Hash(dk, L;).

2. Output {treeK,i}ie[[] , {rtK,i}iE[[].
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Note that for each i, the size of each L;[(y1,- -+, yn)] = is O(A), thus the total size of L; is O(Ayn?) and
the size of dk is poly(1). Now FoldKey is defined below,

FoldKey, (K, (y1,- -, yn), 1, n):

gl “e. gD
1. Parse K as [h1 o hp
2. Seta =y,
D gaj—l
3. SetK’' = l—[ h{xj—l
=1

4. If n/D > 1, return FoldKey(K’, (y1,- -, yn),r + 1,n/D); else return K’

From the description of FoldKey above, it is easy to observe that the folded key indeed corresponds
exactly to the folded key in the execution of (P, V).

Getting rid of the oracle in (P, V%). Given the description of the pre-processing step for the verifier,
the approach to getting rid of the oracle is natural. The new verifier V' = (V{,V}) and prover P’ is described
below.

P’/ (K, v, x, crsps, dk):

1. ms == (a1, y1,**+ » &h, Yn) < Prs(crsgs, K, 0,%).

2. treeg, rtg = PreVer(K).

3. (K, Iyt) = HT.Read(dk, rtg, treek, (y1,- - - , Yn))-
4

. Output 7fs, K’ Inut
VI (K, dk):

1. treeg, rtx = PreVer(dk, K).
2. Output st’ = rtg

V. (v, crsgs, dk, st’, (7rs, K', TIyT)):

1. Parse 7gs as (a1, ¥1, -+ > @h, Yh)-

2. Check HT.VerRead(dk, st’, (y1,- -+, yn), K, ut) = 1.

3. Run Vés(crst, v, trs) where the query to L is answered by sending K.
4. Accept if all checks pass.

Note that we have slightly abused HT.Read and HT.VerRead to read more than a single bit, but these
functions extend naturally to multiple bits by simply concatenating the proof for each contained bit.

Corollary 2. Assuming the sub-exponential hardness of DDH, and the security of the hash tree scheme,
(P’, (V1,V3)) is a non-interactive argument for L = (Lygs, Lno) in the CRS model. Further V| runs in time
O(Aon®) and outputs a state of size poly(Ao). The total running time of V}, is poly(2).
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5.2.4 Bootstrapping via Tree Hashing

Note that in the previous section, we constructed a somewhere extractable hash scheme for vectors of
length N. The online verification was only poly(¢, A, A, log N) but the offline pre-processing was N*poly(A, £ + 1).
In our use cases, if we commit to a string of length T, we will want the verifier’s pre-computation time

to run in time significantly less than T. It might help the reader to think of T as the number of steps in

a DTIME(T) computation, and it defeats the purpose of a SNARG if the offline phase depends on T. We
consider the natural approach of building a hash tree using the base hash described in the previous section.

As stated previously, we will require the extraction of the value from the leaves to be done in TC’, and

thus the depth of the tree must be a constant. Therefore we pick N (to be used in the base hash) to be such

that logy (T) = d for some constant d. Since this approach is standard, we only sketch the construction

here.

1. Select d keys K, - - - , Ky, one for each level of the tree.

2. For each i starting from the lowest level, partition the T bits into T/N blocks of size N, and compute
the hash for each such block.

3. Parse the output as bits, and repeat again. Where T’ = T/N X |Hash|, where |Hash| indicates the
number of bits in the output of the hash.

First note each element in the group can be represented by O(Ao) bits. Since we are converting the
hash output, which are group elements, into bits, there will be an increase in the output size at each level.
Specifically, if at the leaf level, the key Kj is extractable at ¢ positions, then the output is O(£4¢) bits. At
the next level, we need all of these bits to be extractable in order to extract from the leaf level, therefore
K; must be statistically binding at O(£1¢) positions, and the output in bits is O(£4;) at the second level.
Therefore, K; € G((*14)*N  This means that by a simple calculation, the total number of bits at level i
is O(T/N* x (£ +1)! x /100 (iz)). Thus for the above construction to work, we need to argue that there is
indeed compression at each step. This follows from the fact that N is super-polynomial in A, and thus the
function is indeed compressing.

Further, since the same key K; is used in all the blocks of level i, the verifier only needs to do the offline
pre-computation once per level, and does d such pre-computations in total. This gives us the following
corollary.

Corollary 3. Assuming sub-exponential hardness of DDH, the above scheme is a somewhere extractable hash
scheme for large inputs with extraction in TC® (Definition 11). Further, to commit to strings of length T, let N
be fixed such that logy (T) = O(1). Then, the offline pre-processing runs in time N*poly(A, £), and the proof
size as well as the online verification is poly(¢, Ao, A,log N).

5.3 No-Signaling Somewhere Extractable Hash

We consider here a slight variant of a no-signaling somewhere extractable (NS-SE) hash introduced in
the work of [GZ21]. The no-signaling property, as described in the technical overview is imposed on
the extractor of the SEHash. Intuitively, an extractor for an SE scheme is said to be computationally no-
signaling if for any sets S’ C S, where S is of size at most L, the extracted values corresponding to the
indices in " have computationally indistinguishable marginal distributions whether extracted on set S or
s’

Definition 12. The extractor of an SEHash hash scheme (Gen, TGen, Hash, Open, Verify, Ext) is no-signaling
if forany S’ € S C [N], where |S| < L, and any PPT adversary D = (D1, D) there exists a negligible
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function negl(-) such that for every A € N,

(K*,td) « TGen(1%, 1V, 5")
Pr| D:(K* ¢, ,2) | (¢,z) « Di(K*)
y = Ext(c, td)
(K*,td) « TGen(14,1N,5)
— Pr| Dy(K* ¢, ys,z) | (c,z) « Di(K¥) < negl(4)
y = Ext(c, td)

We will refer to SEHash schemes satisfying the above definition to be an L-no-signaling NS-SEHash
hash scheme.

Theorem 7 ([GZ21]). Given L instances of an SEHash hash scheme (Gen, TGen, Hash, Open, Verify, Ext)
with locality parameter 1, one can construct an L-no-signaling NS-SEHash. Furthermore, if SEHash has
succinct local openings, then so does NS-SEHash.

At a very high level, the construction of an L-no-signaling NS-SEHash makes use of L repetitions of
the underlying SEHash. Thus if the underlying SEHash satisfies computational extraction correctness, so
does the resultant NS-SEHash.

6 SNARGs for Small-Circuit Batch-Index

In this section, we shall construct SNARGs for Small-Circuit Batch-Index. We start by defining SNARGs
for Batch NP, and then defining the special case relevant for this work, SNARGs for Batch-Index. Before
describing the construction, we cover the necessary background on PCPs and the properties relevant for
this work.

6.1 Definition

Let SAT be the following language
SAT = {(C,x) | 3ws.t. C(x,w) = 1},

where C : {0,1}" x {0,1}'" — {0, 1} is a Boolean function, and x € {0, 1}" is an instance.

A non-interactive batch argument for SAT is a protocol between a prover and a verifier. The prover
and the verifier first agree on a circuit C, and a series of T instances x1, xy, . . ., x7. Then the prover sends
a single message to the verifier and tries to convince the verifier that (C, x1), (C, x2), ..., (C,xr) € SAT.

Definition 13 (SNARGs for Batch-NP). A SNARG for Batch-NP a tuple of algorithms (Gen, TGen, P, V)
that work as follows.

— Gen(14,17,11€) : On input a security parameter A, the number of instances T, and the size of the circuit
C, the CRS generation algorithm outputs crs.

- TGen(l’l, 1T 11€l, i*) : On input a security parameter A, the number of instances T, the size of the circuit
C and an index i*, the trapdoor CRS generation algorithm outputs crs”.

- P(crs, Cox1,%g, . . ., X7, 01, W, . .., 0T) : On input crs, a circuit C, and T instances x1, Xy, ..., xr and
their corresponding witnesses w1, @y, . . ., WT, the prover algorithm outputs a proof r.
- V(crs, C, x1, X, . .., xT, ) = On input crs, a circuit C, a series of instances xi1, X, . . ., Xt, and a proof r,

the verifier algorithm decides to accept (output 1) or reject (output 0).
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Furthermore, we require the aforementioned algorithms to satisfy the following properties.
— Succinct Communication. The size of 7 is bounded by poly(A,log T, |C).
— Compact CRS. The size of crs is bounded by poly(A,log T, |C|).

— Succinct Verification. The verification algorithm runs in time poly (A, T, n)+poly (A, log T, |C|). More-
over, it can be split into the following two parts'!:

— Pre-processing: There exists a deterministic algorithm PreVerify(crs, x1, X, . . ., x7) that takes as
input the CRS, andT instances x1, xa, . . ., X, and outputs a short sketch ¢, where |c| = poly(A,log T, |x1]).

— Online Verification: There exists an online verification algorithm OnlineVerify(crs, ¢, C, ) that
takes as input the sketch ¢, a circuit C, and a proof 7, and outputs 1 (accepts) or O (rejects). Further-
more, the running time of the online verification algorithm is poly (4, |C|, |c|, | z]) = poly(A,logT, |C|).

— CRS Indistinguishability. For any non-uniform PPT adversary A, and any polynomial T = T(A),
there exists a negligible function v(A) such that

Pr [i* — A1), crs — Gen(1H,17) : A(ers) = 1| -

Pr|i* — A1} 17), crs* — TGen(14,17,i%) : A(crs™) = 1] <v(d).
— Completeness. For any circuit C, any T instances xy, . . ., xt such that (C, x1), (C,x3), ..., (C,x1) €
SAT and witnesses w1, @, - . ., ot for (C,x1), (C,x2), ..., (C, x1), we have
Pr [crs — Gen(l’l, 17, 1|C|),7r — P(crs,C,x1, X2, ..., XT, W1, W, . . ., OT)

V(crs,C,x1, X0, ..., XT, T) = 1} =1.

— Semi-Adaptive Somewhere Soundness. For any non-uniform PPT adversary A, and any polyno-
mial T = T(A), there exists a negligible function v(A) such thatAdv‘C;’[”nd (A) < v(A), where Adv‘?[und @)
is defined as

Pr [i* — \?{(1/1, lT),crs* — TGen(l’l, 17, i), (C,x1, %2, ..., x7, 11) «— A(crs”) :
i € [T] A (C,x+) & SAT AV(crs, C, x1, X0, ..., x7, 1) = 1].

— Somewhere Argument of Knowledge. There exists a PPT extractor E such that, for any non-uniform
PPT adversary A, and any polynomial T = T(A), there exists a negligible function v(A) such that

Pr [i* — ﬂ(lk, 17), crs* E(l’l, 17,i%), (C, x1, X2, . . ., x7, I1) — A(crs"),

w «— E(C,x1,x0,...,x7,11) : C(xj+, 0) = 1] > Pr|i* « ﬂ(l’l, 1T),crs — Gen(l’l, lT),

(C,x1, %2, ..., x7,IT) < Alcrs™) : V(crs, C,x1, %o, ..., x1, 1) = 1| — v(A).

We note this is a stronger property than previously considered. However, its is natural, and our construction achieves this
property.
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Moreover, the CRS generated by the extractor crs* «— E(l’l, 17,i*) and the CRS in real execution crs «—
Gen(14,17) are computationally indistinguishable.

SNARGsS for Batch-Index. We now define SNARGs for Batch-Index. We start by defining the index
language.

Definition 14 (Index Language). Let index language be the following language
L= {(C i) | Twst C(i,w) =1},
where C is a Boolean function, and i is an index.

SNARGs for batch-index is a special case of SNARGs for batch-NP when the instances xi, ..., xr are
simply the indices 1,2,...,T. We therefore omit xy, xp,...,xr as inputs to the prover and the verifier
algorithms (and also as an output of the adversary A describing the semi-adaptive somewhere soundness
property). Furthermore, since the verifier does not need to read the instances, there is no pre-processing
in this case, and the succinct verification property requires the verifier to run in time poly(4,log T, |C]).

6.2 Background: PCP

In this subsection, we define PCPs with a fast and low depth online verification property. At a high level,
such a property requires that for any PCP for the circuit satisfiability language

C-SAT = {x | Iw : C(x,w) = 1},

the verification algorithm can be split into two parts: (i) a query algorithm Q which generates the PCP
queries that depend on C but are independent of x; and (ii) an online verification algorithm D, which
depends on x but its running time grows only polylogarithmically in |C| and polynomially in |x|, further
that D can be implemented in TC. It was shown in [CJJ21b] that the PCP in [BFLS91], and the probabilistic
checkable interactive proofs in [RRR16], can be modified to obtain a PCP with fast online verification, i.e.
without the low depth property. We sketch below how one can slightly modify Q to ensure that D can be
implemented in TC®.
The following text is taken largely verbatim from [CJJ21b], with the appropriate changes discussed.

Definition 15. For any Boolean circuit C : {0, 1}*I x {0,1}" — {0, 1}, a PCPs with a fast and low depth
online verification property for C-SAT is a tuple of polynomial-time algorithms (P, Q, D), with the following
syntax.

~ P(14,C, x, ®) : The prover algorithm takes as input a security parameter A, the circuit C, an instance x
and its witness w, and outputs a PCP proof = € {0, 1}".

- Q( 14,C, r) : On input the security parameter A, the circuit C, and the random coinr, the query algorithm
generates a subset Q C [|r|], and a state st.

— D(x,st, ’) : On input an instance x, a state st, and a binary string =’ € {0, 1}|Q|, the online verification
algorithm D deterministically decides to accept (output 1) or reject (output 0).

Furthermore, we require the following properties of the PCP.

— Completeness. For any circuit C, any instance x € C-SAT, and any witness  for x, we have

Pr [7[ — P(lA,C, x, ), (Q, st) « Q(lA,C, r) :D(x,st,mlp) =1| =1.
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— p(A)-Soundness. For any circuit C, and any x ¢ C-SAT, and any string 7* € {0,1}",

Pr|(Q,st) « Q(1%,C,r) : D(x,st, 7%|p) = 1| < p(A).

— Polynomial Proof Size. The size of the proof & is bounded by poly(A, |C|).
— Small Query Complexity. The size of the set Q is bounded by poly(A,log |C]).

— Succinct Verification. The state st can be represented in poly(4, |x|,log |C|) bits, and the online veri-
fication algorithm runs in time poly (4, |x|,log |C|). The query algorithm Q runs in time poly(4, |C|).

— Low Depth Verification. The online verification algorithm can be computed in TC®.

— p-Proof of Knowledge in TC°. For any PCP proof 7*, there exists a deterministic polynomial time
extractor E, that can be implemented in TC®, such that, if Pr,[(Q, st) « Q(l’l, C,r) : D(x,st,m%|g) =
1] > p(A), then Pr[w « E(7n*) : C(x,0) = 1] = 1.

We first state a following claim. But before we do so, we specify the field that will be working with.
Specifically, F will be a field of characteristic 2, i.e. F = Fyn. This is necessary condition for us to claim
that certain functions can be computed in TC’. For such fields, consider {a; € F};, iterated addition (}; &;)
and iterated multiplication ([]; ;) can be computed in TC® [HV06, HAM02]. Henceforth, for notational
simplicity, we will refer to these fields simply by F and drop the subscript.

Claim 1. Forany set of d+2 pairs inF?, {(x1,y1), -+ , (Xas2, Yasz2) }> checking if (xaia, Yarz) lie on the degreed
univariate polynomial specified by {(x1,v1)," -+ , (X442, Yas1)} can be implemented in TC® with pre-processed
input that depend only on x1, - - - , X442

Proof Sketch. At a high level, this is done by computing a degree d univariate polynomial L(x) that inter-
polates the the points {(x1, y1), - - - , (X442, Ya+1) }> and then checking if L(x442) = yg+2- Note that L(xg42) =

;1:11 ydj{’j(xd+2), where fi,- -, €31 is the Lagrange basis for polynomials of degree < d. The reader
can observe that given {f;(x4s2)} je[a+1], computing L(x44+2) and comparing to yg4, can be done in TCO,
since iterated addition and field multiplication are in TC®. All we need to show is that {ti(xa42)} jerd+1)

can be computed given xy, - - -, x442. This follows directly from the definition of Lagrange basis, where
£ (x) = [1iz; ==, thus proving our claim. O
Jj i

A low degree test for a polynomial f : F™ — F, given only oracle access to f checks whether f is a
polynomial of total degree!? d, rejecting if f is “far” from any degree d polynomial. We do not formalize
the notion of “far” since it is not relevant to our discussion, and we refer the reader to [RS96, AS03, Sud95]
for more details. We make the following observation about the low degree tests in [RS96, AS03, Sud95],
which will be useful for our setting.

Observation 1. There exists low degree tests for polynomial f : F™ — F, that can be implemented in
TC? given pre-processing information that depends only on the queries made to f, and not on the evaluated
responses on f. 3

12Total degree refers to the sum of all individual degrees in an m-variate polynomial.

13We note that this claim also extends to the case where one needs to check the individual degree of the polynomial (as opposed
to total degree in the observation). This follows from the fact that the individual degree test consists of (i) a total degree test (as
in the claim); followed by (ii) a univariate test by interpolating points as in Claim 1. See [GR15] for more details.
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Proof Sketch. At a high level, the tests in [RS96, AS03, Sud95] involves randomly sampling 7,5 «$ F™, and
i < F. Next, the test queries f at7,7 +5,7+2s,--- ,7 +ds and 7 + is and accepts only if (i, 7 + is) lies on
the univariate polynomial p, where p(j) = f(r + js) for all j € {0,---,d}. Thus the verification reduces
to Claim 1, which means that the verification can be done in TC® with pre-processing computed given
only 7, 5 and i. Note that there exists tests with fixed co-efficients a; = (—1)/*! (dfl) such that one can
simply check whether }}; a;f(r + js) = 0. Looking ahead, we mention this test as this will be relevant in
us showing that extraction of the witness from the PCP can be done in TC°. O

We are now ready to extend the lemma in [CJJ21b] to state the following.

Lemma 12. There exists a PCP with fast and low depth online verification property for the C-SAT language
with p-soundness, and p-proof of knowledge property, where p = 1 — 1/polylog |C|.

Proof Sketch. We show that the PCP in [BFLS91], and the probabilistic checkable interactive proofs in
[RRR16], can be modified to obtain a PCP with fast online verification. For any circuit C, by the Cook-
Levin Theorem, there exists a 3-CNF ¢ such that for any x, ¢(x, -) is satisfiable if and only if x € C-SAT.
Furthermore, for any witness w of x € C-SAT, we can derive a witness y for ¢(x, -), where |y| = O(|C)).

Parameters and Ingredients. Let H be a field of size polylog|C|, and let F be a large enough extension
ﬁeld| 0|fH with size polylog |C|. Let my = logy, |x|, and my = logy, lyl. Let m" = logy (Ix] + |y|), and
n=|x|.

LetI:H™ — {0,1},K : H" — H™X(mxmy) he the following polynomials.

] 1 i<n, . i i<n,
1(i) = K(i) =
0 Otherwise. i—n Otherwise.

where we identify the index set [|x|+|y|] with H™. Let I, K be the extension of K to F, respectively. Then
T and K has degree at most poly(m’). Let ¥ = LDE(x), J = LDE(y) be the low-degree extension of x, y over
F, respectively.

Let ﬁ(il, i, i3, b1, b, b3) be the following polynomial.

Blis o, i by bab) = [ | (i) (R () + (1= T(07) - FR(iy) - by) 1)
je{1,2,3}

Let C" : H¥™*3 — {0, 1} be a circuit such that C’ (iy, iz, i3, b1, ba, bs) = 1 if and only if by, by, b3 € {0,1} and
(x5, = by) V (xi, = b2) V (x4, = b3) is a clause in the 3-CNF ¢, and let C : F¥'*3 _ F be the extension
of C’ to F. Then we have that ¢(x, -) is satisfiable, if and only if there exists a y such that the following
polynomial F(z) of 3m’ + 3 variables is a zero polynomial:

F(z) = Z Cit, iz, i3, b1, by, bs) - P(i, iz, i3, by, by, bs) - E‘iil,iz,i3,b1,bz,b3 (2)

i1,iz,i3€H™ by,by,by€{0,1}

Construction Sketch. The PCP construction is the unrolling of the following interactive protocol con-
sisting of two parts.

- Low-Degree Testing: The prover sends 7y = LDE(y). The verifier performs a low-degree test on .

— Sumcheck: Then the verifier sends a random z* € F>™*3. The prover and the verifier then execute
a sumcheck protocol to prove F(z*) = 0. Let

P2+ (i1, B2, i3, b1, ba, b3) = LDE({EQ;, ;, i, b, b, b5 (Z*)}il,iz,i3€Hml,b1,b2,bS6{0,1})
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be the low-degree extension of the linear coefficients Eil,iz,ig,bl,bz,b3 (z*). Then the prover and the
verifier run the sumcheck protocol for the sum

Z C(il; i2: i33 b19 bZa b3) : P(ils iz; i3a bl: b29 b3) : ¢z* (il» i29 i39 bl; b2: b3) = O

i1,i2,13 GHm/,bl,bz,b?,E{O,l}
At the end of the sumcheck protocol, the verifier obtains a random point (i}, i3, i3, by, b3, b;) € F3m'+3
(corresponding to its messages in the protocol) and a value v € F. The verifier then checks whether

C(i], i3, i3, i, by, b3) - P(i}, i3, i3, b}, b3, b3) - ¢+ (17, iy, i3, b7, b3, b3) = 0. ()

We now describe how to fit this PCP construction into our definition of PCP with fast online verifica-
tion.

- PCP.Q(1%,C,r): We now show that the PCP queries can be generated independently of x. The PCP

query consists of the queries in (i) the low-degree testing of y; and (ii) the sumcheck. The low-degree
testing queries only query some values of 7. Hence, these queries are generated independently of
x. The sumcheck protocol is public-coin. Therefore, the queries in sumcheck can also be generated
independent of x.
In addition, for the sumcheck, we do the following “preprocessing” to ensure low depth and small
time in online verification. For C (11, iy, i3, by, b3, b*) we evaluate it directly, and store the resul-
tant value in the state st. Furthermore, to help the online verification algorithm (described be-
low) compute ﬁ(i;‘, iy, i3, b7, b3, b}) in time only polylogarithmic in |C|, we compute K(z*) I(z*) and
{E&ll by i (E(l*))},1 inrimy, <t fOr j € {1,2,3} in time poly(C), and also store the resultant values
in the state st. Finally, we compute and store (;52 (i1, 1, i3, b}, b3, b3) in st. Finally, for the low degree
test, compute the necessary pre-computed state as defined in 1.

Since there are O(|H|n) number of field elements in the state st, the size of st is bounded by poly (4, |x|, log |C]).

- PCP.D(x, st, 7’): We will show that given the state st, the verification runs in poly(|x[, log |C|) time,
and computable in TCP.

For the low-degree testing, the verifier performs the same verification procedure as the underlying
low-degree testing. This takes time poly(log |C|). Note that this uses the pre-computed values in st,
and thus can be computed in TC®.

For the sumcheck, the verifier performs the same checks as in the underlying sumcheck protocol.
At the end, the verifier uses the “preprocessed” values of C(iJ, i3, i3, b, b3, b3) present in the state st.
To compute P(i], i3, i3, b}, b;.b3), the verifier will obtain each term in Equation 1. For K(lj), I(lj), the
verifier can obtain them from the state st. For y(K (i;f)), the verifier obtains it from the PCP response
7', For x(K (i;f)), the verifier computes it by the definition of low-degree extension (see Section 3.1)
using {Eq; ;, ;(K(i7)}iyig,..im, in the state st. Since this is an iterated addition using the values
{E(il1 by (IF('V(I*))},1 in,..nim, CONtained in st, )?(I?(l*)) can be computed in TC’. Now the verifier
obtains all terms in Equation 1, and hence can compute P(zl, iy, i, b}, b3, b3). Further, by Equation 1,
P(i* i1, 13, i3,
Finally, the verifier obtains (/52* (11, iy, iy, b1, b3, b*) from the state st, and verifies Equation 2, which
can be computed in TC®.

b}, b3, b3) isa product of sum of constant many terms, and thus can be computed in TC°.

For the running time, the computation of the low-degree extension x(K (i;‘.)) takes time O(|x| -
poly(log |C|)). Hence, the online verification takes time poly(|x|,log |C|) in total, and as discussed
for each component, computable in TCP.
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By the above running time analysis, the succinct verification property is satisfied. The low depth
verification also follows analogously. The small query complexity follows from the small query complexity
of the low-degree testing and the sumcheck protocol. Since the sumcheck has O(m’)-rounds, and the
prover sends O(1) elements in F in each round, the unrolled proof has size |F|°™) = poly(|C|). Hence,
polynomial proof size property follows.

The completeness and soundness follows from the completeness and soundness of the zero-testing and
the sumcheck protocol. The proof of knowledge property follows from the decoding of .

Low Depth Extraction. The low degree test only guarantees that the 7 is “close” to a degree d polyno-
mial. To extract, one needs to apply a self-correction procedure[Sud95, GLR*91] to decode y. Specifically, if
the low degree test rejects with probability p, then one can construct a polynomial g of degree d, that is
2p close to f. For x € F™,

d+1
9(X) = majscpm {Z - f(X+ iE)}

i=1

where a; = (=1)"*! (djl).
We show that the above term can be computed in TC®. First note that we will chose F™ such that
|E|"™ will be poly(A). Thus, for each s € F™, we compute Z?:ll a; - f(x +is), which is an iterated sum and
field multiplication, and can thus be done in TC. Let the outputs be vy, - -, 0jgm. In order to compute
the majority, we first compute the frequency of each output, and then find the output that has the highest
frequency. Finding highest frequencies can be done in TC? - let the elements of F be a3, - - - , g, the
frequency for each element ; can be computed as 3’ jc|sm (@ = v;). The comparison of two elements in
F can be done in TC?, since this can be reduced to n parallel copies of boolean equality comparison for
fields of characteristic 2. Let c(«a;) be the count corresponding to «;. To check if @; has the highest count,
one computes /\ ;(c(a;) > c(a;)), where each comparison is done in TC®, and the AND over polynomially
inputs can be implemented by a threshold gate, thus ensuring the entire computation is in TC’. This is

done for each «; Finally, output ¢;- if the corresponding AND gate results in 1 (breaking ties arbitrarily).
O]

Next, we define the bad relation for any PCP with fast and low depth online verification property with
an eye towards our SNARGs for small-circuit batch-index construction we describe next. As described in
the overview in section 2, we commit several PCP proofs “columnwise” using a somewhere extractable
hashand apply a CIH to these commitments to obtain the query PCP Q.

In the soundness proof, we first switch the commitment key to the trapdoor mode. The bad relation
is defined with respect to the trapdoor td of the commitment. Specifically, we can use td to extract a PCP
proof 7 from the commitment. Now given the extracted proof 7, we define a query Q to be bad, when
7o is accepting but we cannot extract a witness from 7. However, the verification algorithm not only
needs Q, but also the state st. To resolve this issue, in the following definition, we have the CIH output the
randomness r. We then use this randomness to generate Q and st via PCP.Q. The SEHash scheme used
below will have security parameter Ay where A = A(()) (loglog ),

Definition 16 (Bad relation for PCP). Let SEHash = (SEHash.Gen, SEHash.TGen, SEHash.Hash, SEHash.Open,
SEHash.Verify, SEHash.Ext) be a somewhere extractable hash scheme, and PCP = (P, Q, D) be any PCP with
fast online verification, we define the bad relation R = {R,, },, for PCP as follows.

For any instance length n = n(A,), witness length m = m(Ay), proof length ¢ = £(Ao), and a parameter
T = T(A), we define the bad relation for PCP as Ry = {Rj,xtd}, Where td is obtained from (K*,td) «
SEHash.TGen(1%,17,i*) for a index i* € [T}, and

Riyxtd = {((C,0),7) | C(x, E()) # 1 AD(x;st, zlg) = 1},
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where (Q,st) = Q(1%,C,r), ¢ = {cqtqere), m = {SEHash.Ext(cg, td) }gefe], C : {0,1}" x {0,1}™ — {0,1} is
a Boolean circuit, and x is a string of length n, and E is the proof of knowledge extractor.

Note that we do not require T to be poly(4y), it can be poly(A).

Theorem 8 (CIH for PCP). There exists a PCP with fast and low depth online verification (P, Q, D) and a hash
family H such that, H is correlation intractable for its bad relation family R = {Ry,},, (in Definition 16).
Furthermore, H can be evaluated in time poly(4, |C|).

Proof. Intuitively, we will take the PCP in Lemma 12, and repeat its verification several times in parallel
(with independent randomness), and apply Lemma 1 to the resulting PCP.

Let PCP” = (PCP’.P,PCP’.Q, PCP’.D) be the (1 — €)-sound PCP with fast online verification from
Lemma 12, where € = 1/poly log |C|. We build a new PCP = (P, Q, D) as follows.

— P is the same as PCP’.P.

Q(1%,C, r): Parse r = (r1,rp, ..., 1), where t = Ale.

- For eachi € [t],let (Q;,st;) = PCP’.Q(1%,C, ry).
- Output Q = (Q1,Q2,...,0Q;), st = (sty, st,,...,st,).

- D(x,st,n") Parse n’ = (n}, 7,, ..., m;), and st = (st;, st,,...,st,).

- For each i € [t], verify if PCP’.D(x, st;, 7r]) = 1.

— If all verification passes, then output 1 (accept). Otherwise output 0 (reject).

- Proof of knowledge Extractor E: We use the proof of knowledge extractor of PCP’ as the extractor
for PCP.

The resultant PCP satisfies p = (1 — €)' = 27°)_soundness and p-proof of knowledge property.
By construction, for each security parameter A, instance x, and trapdoor td, R) x4 is a product relation,
since the bad relation for PCP is the product of the bad relations for PCP’. The bad relation for PCP’ is
efficiently verifiable in time poly(A¢, log T, |C|), where |C| = poly(4y). Further, given our discussion of the
PCP construction, the bad relation is also verifiable in TC®. Note that the online verification will take time
of the PCP will take time poly (4o, |C|)

To demonstrate sparsity, for any instance x and extracted PCP proof 7, if C(x, E(r)) # 1, thenPr, [(Q, st) «
Q(1%,C,r) : D(x, st, 7|lp) = 1] < p, otherwise this contradicts the p-soundness of PCP. Since our con-
struction is a parallel repetition,

Pr[(Q,st) « Q(1%,C,r) : D(x,st, 7o) = 1] = Pr[(Q,st) « PCP".Q(1%,C,r) : PCP".D(x,st, 7]o) = 1] .
Hence, if the left hand is bounded by p, then we have

Pr[(Q,st) « PCP.Q(1%,C,r) : PCP’.D(x,st, 7|g) = 1] < 1 —e.
r

Hence, the relation R, 4 has sparsity (1 —¢€). Therefore, by Lemma 1, there exists a correlation intractable

hash family H for R. O
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6.3 Construction

In this section, we will use the constructed SEHash, and CIH for PCP to construct SNARGs for batch-index,
where the circuit is “small”. Specifically, we consider the setting where |C| = poly(4y) where A = A:)Ogbg Ao
is the security parameter of the scheme.

Our construction is identical to [CJJ21b], except that we replace (i) the SEHash with our constructed
SEHash assuming (sub-exponential hardness of) DDH; and (ii) the CIH with the CIH for small inputs. The
construction is presented in Section C for completeness, with the changes highlighted below. We argue
that these changes are sufficient to achieve the same result as [CJJ21b] for circuits with size poly(4), but
under the sub-exponential DDH assumption.

Differences from [CJJ21b]. We elaborate on the differences below.

1. To apply the input restricted CIH, we need to show that at each step, the input to the CIH is bounded
by poly(4g). Since the CIH is applied on the SEHash which has security parameter 1y, we only
need to argue that the circuit NewRel, and thus VerifyC, is bounded in size by poly(Ay). This simply
follows from the description of VerifyC, which performs an online verification of (i) the local opening
of SEHash; and (ii) of the PCP responses. Since we have chosen the parameters appropriate (for PCP
and SEHash) that VerifyC is bounded in size by poly(A¢) as required at each step.

2. The proof follows in an identical manner, except that when we rely on primitives with security
parameter Ay, we require the primitive to be (poly(A), negl(1)) where A = Ai)OgIOgAO. This follows
from the fact that in the security reductions to these primitives, since the parameter of the scheme
is A, the reduction will run a poly(1) adversary that succeeds with probability 1/poly(1). This can
be done by appropriately setting the security parameter of the underlying primitives.

3. Lastly, unlike in [CJJ21b], due to the efficiency constraints, we use the SEHash constructed in Sec-
tion 5.1, which only satisfies computational extraction correctness. This means that except with
negligible probability, if the SEHash opening proof is accepting, the uniquely extracted value from
the SEHash is the same as the value in the opening. This does not affect the security of the trans-
formation - as described in Section 6.2 the PCP extraction is done via the SEHash extractor, which
outputs a unique value given the commitment. This extracted value is used in the analysis, and one
can then simply argue that except with negligible probability, this corresponds exactly to the value
the adversary opens the SEHash commitment to. Here we continue to crucially rely on the fact that
given the SEHash key, the extracted value is statistically determined for any commitment.

This gives us the following theorem,

Theorem 9. Assuming the sub-exponential hardness of DDH, there exists a SNARG for small-circuit batch-

index with circuit size bounded by poly(Ay), where A = /1(1)0g 8% s the security parameter of the SNARG.

7 SNARGs for P and Batch-NP

In this section, we describe how SNARGs for small-circuit batch-index can be used to obtain SNARGs for
P and Batch-NP. The transformations are fairly straightforward, and we only give a high-level sketch.

7.1 SNARGs for P

Similar to Section 6.3, our SNARG for P (more generally, SNARGs for RAM computation) is exactly the con-
struction in [CJJ21b] with minor changes: (i) the security parameter used for the underlying no-signalling
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somewhere extractable hash scheme and the tree hash scheme are Ay, where A = A(l)og log ’10; and (ii) use the
SNARG:S for batch index for circuits of size poly(4y). We present the definition for the more general setting
of RAM delegation, and a complete description of the construction in [C]JJ21b] in Section D.

As in Section 6.3, the primitives with security parameter A, will require (poly(A), negl(1)) security. All
that’s left to do is show that the index circuit that is batched is of size poly(4). From Figure 7, observe
that the index circuit Cj,gex performs the online verification of the local openings of the NS-SEHash hash,
and then checks the circuit ¢. Since the security parameter for both the NS-SEHash and hash tree scheme
are Ao, it follows that |Cindex| = poly(4¢). Thus, following [CJJ21b], we have the theorem.

Theorem 10. Assuming the sub-exponential hardness of DDH, for every polynomial T = T (1), there exists
a publicly verifiably non-interactive RAM delegation scheme with CRS size, proof size and verifier time all
poly(A,log T) while the prover running time is poly(A, T).

7.2 SNARGSs for Batch-NP

Here we will sketch the transformation that extends SNARGs for small circuits batch-index, to SNARGs for
batch-index, i.e. removing the small circuit requirements. As a corollary to this extension, from [C]JJ21b]
we also achieve SNARGs for Batch NP. At a high level, we want to reduce the problem of SNARGs for
batch-index for a (potentially large) circuit C to many invocations of the SNARGs for small circuits batch-
index.

The idea is simple: each of these circuits will only verify a single gate'* in the original circuit C, and
thus the total number of these new circuits will be D = |C|, which we denote by Cy, - - - ,Cp. As long as
we can show that C; = poly(Ag), the prover can send a batch index proof for each of these circuits, for a
multiplicative overhead in communication of |C|, which satisfies the succinctness requirement.

Let the number of gates be D, and the number of wire values be W = O(|C|). We have made the
simplifying assumption that both the fan-in and fan-out of the circuit is 2. Thus, we can define a function
G : [D] — [W]*, that maps the gate to its corresponding 4 wire indices. Thus, given the 4 wire values,
of gate j, specified by G(j), the correctness of the gate can be checked in O(1) time. We denote the four
indices by G(j)1, G(j)2, G(j)3, G(j)s. Note that we need to ensure consistency across the circuits, else a
cheating prover will try to convince the verifier of D independent circuits. We solve this by the following
method to batch T instances:

1. Prover P computes the wire values for the index circuit C, i.e. for instance i, the wire values are
Wj1," ", Wiw

2. The prover uses a somewhere extractable hash SEHash to hash these in a column-wise fashion.
Specifically, ¢ = {c;} je;w] where for each j € [W], ¢; := SEHash.Hash(K, @, -, wr,;).

3. The prover next defines D index circuits 51, cee C b as follow:

(a) 5] has hardcoded cg(j),, ¢G(j),» €G(j)s> €G(j),» and the pre-processed state stggy,.n of SEHash.

(b) On input i and witness wi; = (0G(j)> DG(j)s DG(j)ss OGN TG ()1 TG (i)as TG () TG (j)4)s TUNS
the online verification for SEHash to check if (i) the 7x correspond to the local opening of ci
to wg; and (ii) WG (j),» VG () PG(j)s» WG (), Satisty the gate constraint for gate j.

4. For each j € [D], prover computes IT « BARG.P(aj, T, {wij}ierr))-

5. Sends proof {II; } je[p] to the verifier.

14For simplicity we assume that the gate has fan-in 2, and fan-out 2.
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If we set the security parameter of SEHash to be Ag, then by succinct local opening property of SEHash
above description we have that for each j, |C~‘j| = poly(4y). The somewhere soundness of the scheme
follows from (i) the somewhere extractability property of SEHash since once can generate the key for each
circuit C~‘] on the same input i*; and (ii) somewhere soundness of the SNARGs for batch index of small
circuits. We thus have the following theorem.

Theorem 11 (SNARGs for Batch-Index). Assuming the existence of SNARGs for small-circuit batch-index
and somewhere extractable hash (SEH), there exists SNARGs for Batch-index where the size of the CRS and
proofis poly (A, log T, |C|), and the verification time is poly(A,log T, |C|).

Instantiating the primitives with the constructions in this paper, we have the following corollary.

Corollary 4. Assuming sub-exponential DDH, there exists SNARGs for Batch-index where the size of the
CRS and proof'is poly(A,log T, |C|), and the verification time is poly(A,log T, |C|).

Finally, from [C]JJ21b], we have the following corollary for SNARGs for Batch NP.

Corollary 5 (SNARGs for Batch NP). Assuming sub-exponential DDH, there exists SNARGs for Batch-
NP where the size of the CRS and proof is poly(A,log T, |C|), and the verification time is poly(A, T,n) +
poly(A,log T, |C]).
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A Interactive Trapdoor Hashing Protocol

The following definition of interactive trapdoor hashing protocol is taken verbatim from [JJ21].

Let C = {Chu}nu be a family of circuits, where each circuit f € C,,, is a circuit of input length n
and output length u. An L-level interactive trapdoor hashing protocol for the circuit family C is a tuple of
algorithms ITDH = (KGen, Hash&Enc, Dec) that are described below.

We use Ay, ..., A to denote the security parameters for different levels. Throughout this work, these
parameters are set so that they are polynomially related. That is, there exists a A such that A,,..., A} are
polynomials in A.

— KGen (1%, ¢, f, h,_y, td;_1): The key generation algorithm takes as input a security parameter A, (that
varies with the level number), a level number ¢, a circuit f € C,,, a level (£ — 1) hash value h,_; and
trapdoor td,_; (for £ = 1, hy_; = td,—; = 1). It outputs an £t Jevel key k, and a trapdoor td,.

- Hash&Enc(k,, x, e,—1): The hash-and-encode algorithm takes as input a level £ hash key k,, an input
x, and a level (£—1) encoding e,_;. It outputs an ¢ level hash value h; and an encoding e, € {0, 1}*.
When £ =1, welete,_; = L.

— Dec(tdy, hy): The decoding algorithm takes as input a level L trapdoor td;, and hash value hy, and
outputs a value d € {0, 1}*.

We require ITDH to satisfy the following properties:
- Compactness: For each level ¢ € [L], the bit length of h, is at most A,.

- (A, e)-Approximate Correctness: For any n,u € N, any circuit f € C,, and any sequence of
security parameters (Ay, ..., ), we have

Pr [Vxe{0,1}",Ham(e® d, f(x)) < A(u)] > 1 —€e(u,Ay,..., A1),

L0l L
where e, d are obtained by the following procedure: Let hg = tdy = ey = L. For £ =1,2,...,L,

- Compute (k,, td;) « KGen(lM, t, f,he—1,td,—1; 7¢) using random coins ry.

- Hash and encode the input x: (h,, e;) < Hash&Enc(k,, x,e,_1).
Finally, let e = e, be the encoding at the final level, and d = Dec(tdy, hy).

- Leveled Function Privacy: There exist a simulator Sim and a negligible function v(-) such that for
any level £ € [L], any polynomials n(-) and u(-) in the security parameter, any circuit f € C,,, any
trapdoor td” € {0, 1}|td"*1|, any hash value h’ € {0, 1}”‘“', and any n.u. PPT distinguisher D,

Pr [(kt,, tdy) « KGen(1%, ¢, f, 1, td’) : D(1%, k,) = 1] -

Pr [Ee — Sim(1*, 1", 1% ¢) : D(1*,k,) = 1] < v(X).

We say that the ITDH satisfies sub-exponential leveled function privacy, if there exists a constant
0 < ¢ < 1such that for any non-uniform distinguisher that runs in time 1°(1°¢ log)* y(],) is bounded
by 2% for any sufficiently large A,.
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Assuming sub-exponential DDH holds, [JJ21] provides the construction of ITDH for P/poly with sub-
exponential leveled function privacy. Here we only care about ITDH for O(log”™ 1) depth threshold circuits.
We state the theorem from [JJ21] as follows.

Theorem 12 (Implicit in [JJ21]). Let {Ly}ren, {watren be two sequences of integers with Ly = O(log" 1)
andw > A, and {Cj v, }a.en be a class of threshold circuits of depth L and output length w.

There exists a 2L-level interactive trapdoor hashing protocol for {C, } en that achieves (A, €)-approximate
correctness and sub-exponential function privacy, where A = A and € = 2= and we require that ; < A, <
... < Ayp < AJ2L.

Moreover, if we assume the sub-exponential DDH assumption (as defined in Definition 1), then the con-
struction satisfies sub-exponential leveled function privacy.

B Proof of Theorem 5

Construction. The construction of our CIH is almost the same as the CIH in [JJ21]. We take it verbatim
here. The only difference is in the proof of correlation intractability.

CIH for a-Approximate Product Relations

- Gen(1%):

For each £ € [L], set A, = A2(9)"™",

Compute simulated receiver’s messages for ITDH:

Ve € [L], k, « ITDH.Sim(1%,1", 1Y, ¢)

Sample a mask u « {0, 1} uniformly at random.
Output k = ({keefz . u).

- Hash(k, x):

— Parse k = ({k;}¢ez]> u)-
— Let ey = L. Compute hash values and encodings for ITDH:

Ve € [L], (hs,er) < ITDH.Hash&Enc(k,, x, e;—1).

- Output e ® u, where e = ey.

Figure 4: Description of CIH.

Proof Sketch. We follow the proof'in [JJ21] with some modifications. We prove Theorem 5 by contradiction.
Let {f3}1en be a sequence of threshold circuits for {R)} e with depth L = O(log™ 1) and let A be a n.u.
PPT adversary breaking the correlation intractability with probability e(1). We present a series of hybrids
in the proof of [JJ21] as follows.

For any relation R € R), we use R, to denote the set {y € y/{’l | (x,y) € R}.

— Hyb,: In this hybrid, if the adversary’s attack successes, then output 1, otherwise output 0.
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— Sample the CIH key k < Gen(1%*), and run the adversary x « A (1%, k).
— If Hash(k, x) € Ry, then output 1, otherwise output 0.
- Hybf*: Here the index ¢* € {1,...,L + 1}. This hybrid is almost the same as Hyb‘lﬂ_1 (or Hyb, when

£* = 1), except that we additionally guess the hash value h_; by sampling hj._, from uniform
distribution. Hence Hyb] = Hyb,.

Lethg=tdg=L.For£=1,2,...,0" = 1,if £ > 1,leth; | « {0, 1}7¢-1. Let

(k,,td;) < ITDH.KGen (1%, ¢, fi, h,_,,td,_;)

If£* > 1,sample hj, | « {0, 1}’1’“1 uniformly at random. Let k,. « ITDH.Sim(l’I’*, 117, ¢%).
- Fort=¢*+1,...,L, letk, < ITDH.Sim(1%,1%, 1%, ¢).

Sample u < {0, 1}" uniformly at random. Let k = ({k,}se[z], u).
Run the adversary x « A (14, k).
If Hash(k, x) € R and Vi € [¢* — 1], h} = h,, then output 1. Otherwise, output 0.

— Hyb!.: Here the index £* € {1,...,L + 1}. This hybrid is the same as Hyb! , except that we replace
the £ level key with a “real key” generated by ITDH.KGen.

Lethy =tdg= L. For ¢ =1,2,...,¢%if £ > 1,leth, , « {0,1}41. Let
(k,,td;) < ITDH.KGen(1%, ¢, fi, h,_,,td,_;)

- Fort=¢*+1,...,L, letk, < ITDH.Sim(1%, 1%, 1%, ¢).

Sample u < {0, 1}" uniformly at random. Let k = ({k,},e(z], u).
Run the adversary x «— A (14, k).
If Hash(k, x) € R, and Vi € [¢* — 1], h} = h,, then output 1. Otherwise, output 0.

- Hyb,: This hybrid is the same as Hybfﬂ.

Lethy =tdg = L.For ¢ =1,2,...,L,if ¢ > 1,let h)_, « {0, 1}, Let

(k,,td;) <« ITDH.KGen(1%, ¢, fi, h,_,,td,_1)

Sample h} « {0, 1}* uniformly at random.

Sample u < {0, 1}" uniformly at random. Let k = ({k,}se(z], u).
Run the adversary x «— A (14, k).
If Hash(k, x) € Ry and Vi € [L], h; = h,, then output 1. Otherwise, output 0.

With the same proof in [JJ21], we can get Pr[Hybf5 =1] > Pr[Hybf* =1] - 2% and Pr[Hyb‘l’*Jrl =1]
Pr[Hyb‘:5 = 1]/2% where c is a constant. Next we modify the proof in [JJ21] to prove Pr[Hyb, = 1]
2790,

>
<

57



Bound the Probability Pr[Hyb, = 1]. In Hyb,, we check if Vi € [L], h; = h,. Note that if such check
passes, then Hash(k,x) = e ® u in R,, where e is the encoding in the final level in an honest execution.
Hence,

Pr[Hyb, = 1] < Pr [Ix:e®u € Ry,
u—{0,1}Y,r1,r,....,rL
where 11,1, ...,y are the random coins for the ITDH, and the encoding e is obtained from the following
procedure.

LetHy=tdg=ey=L.For¢=1,2,...,L,
- Compute (k,, td;) « ITDH.KGen(1%, ?, fa, he—1, tdy—1; re) with random coins ;.

- Hash the input x using the hash key (h,, e;) « ITDH.Hash&Enc(k,, x, e;-1)

Finally, let e = e, be the encoding at the final level, and also let d = ITDH.Dec(tdy, Hy). Since the ITDH
used in [JJ21] for O(log* 1)-depth threshold circuits satisfies (A = A, e = 27?1))-approximate correctness
by Theorem 12, we have

Pr [3x,Ham(e® d, fi(x)) > 1] < 9=Q(A)

71,725 7L

Hence, except with probability 27! we have that Vx, Ham(e @ d, fi(x)) < A. Denote the Hamming
error vector between e @ d and f)(x) as . Then we have f;(x) = e ® d @ ¢, and the weight of ¢ is at most

A. For any vector y € Y?, given a set S containing at indexes iy, ..., iy € [t], we use y|s to represent the
vector of (yi,, - .-, Yi,,)! in Y*. Now, we have,
Pr [Fx: (x,e®u) €eR] < Pr [3x,S,|S| = at : e ® u|s = fa(x)]s]
ue—{0,1}Y,ry,ro,....rL ue—{0,1}W,ry,ry,....rL
< Pr [3x,S,|S| > at :e® u|s = fL(x)|s AVx: Ham(e @ d, f1(x)) < A]
u—{0,1}W,r1,rz,....7L
+ Pr [Ix,Ham(e @ d, fi(x)) > A]
Flyeees rL
< Pr [3x,5,1S| > at e @ uls = fi(x)|s ATe:edd = fi(x) +¢] +279WD

u—{0,1},ry,ra,...,r¢

s( ) Pr [Ox,e:eduls=edd®e|s] +27°W
at ] u—{0,1}Y,r,ra,....rr

t
< ( ) Pr [Bx,¢e:uls =d®e|s] +272W.

at] u—{01}w,r,rs,....,7¢

The first inequality holds as R is a-approximable by f). The second inequality holds since we enumerate
all possibilities of whether Ham(e & d, fi(x)) < A holds or not. The third inequality follows from the
(A = A, e = 27°W)-approximate correctness of ITDH. The fourth inequality holds by the union bound on
the set S. The last one holds as we cancel e on both sides of the equation. Note that, for any fixed random
coins ry, ro, . . ., rp, the decoding value d only depends on hy, h,, .. ., hy. The number of possible choice of d|s
is 2(hithetetdn) < 220 < 922" The number of possible values of ¢|s is at most (lil) < (e|S|/N)A = 20(),
Hence, we have

N
= 1 = 1
Tx,eculs=d@els] < 22200 [ | =200
u&{o,l}w,rl,rz,...,u[ s s} Y| ||t
In summary, we have
¢ _ e at _

Pr [Ex: (x,e®u) € R] < L20W Nyt < | —) 200,

ue—{0,1} W,y 1y, at alY|

If |Y| > 2e/a, then the above inequality can be bounded by 2-at+0()  Since we set t > A%/, this
probability is bounded by 2=
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Completing the Proof. Let (A1) = Pr[Hyb, = 1]. We first claim that, for each ¢* € [L + 1], we have
Pr [Hyb{ = 1| 2 (e(1) - 727420 j2he,

where 1y = 0.

We now prove this claim by induction on ¢*. For £* = 1, since Hyb; and Hyb, are identical, we have
Pr [Hyb} = 1] =Pr [HybO = 1] > e(A). Hence, then the claim holds for £* = 1. Now, we assume the claim
holds for ¢*, we prove that the claim holds for £* + 1 as follows.

By Pr [Hybffs = 1] >Pr [Hybf* = 1] — 2% we have
Pr [Hyb‘fS = 1] > Pr [Hyb‘l’* = 1] — 2% > (e(N) — pr2 ARy fp2heas g~
By the choice of the parameters, we have A, = (/15*_1)% Hence, the right hand side is bounded by
E(A) _ f*z—/l§+2/11/22/13*,1 _ 2—/1?)*_1 — (E(A) _ [*2—/1%+ZAI _ 2—/1;_1+/1[*,1)/22/1€*71
> (G(A) _ ([* + 1)2—A%+2/11)/2213*71
By Pr [Hyb‘fwrl = 1] > Pr[Hyb! . = 1]/2%, then we have
Pr [Hybg’*“ = 1] > Pr[Hyb{, = 1]/2% > (e() — (£* + 1)274+%4) jp2herther

> (e(A) — (£* + 1)27M+2h) g2

Hence, we finish prove the claim.
By this claim, and the fact that Hyb, is identical to Hybf‘L1 we know that

Pr[Hyb, = 1] = Pr[HybM*! = 1] > (e() — (L + 1)2741*2h) 224"
As Pr[Hyb, = 1] < 272 we have
e(A) < 27BN (1 1)p-AiA

Since L = O(log™ A) and A; = /10(1‘)&10;10%/1), we finish the proof. O

C Protocol: SNARGs for Small-Circuit Batch-Index

The following section is taken largely verbatim from [CJJ21b], with the differences highlighted below in
the description.

The description of the SNARGs for Batch-Index is recursive - to construct BARGy = (Gen, TGen, P, V)
at the L-level of recursion, the following components are used:

- A somewhere extractable hash (section 5.1) SEHash = (SEHash.Gen, SEHash.TGen, SEHash.Hash,
SEHash.Open, SEHash.Verify, SEHash.Ext, SEHash.PreVer, SEHash.OnlineVer ) with security param-

eter Ap .
- A PCP with fast and ' low depth verification PCP = (PCP.P,PCP.Q, PCP.D) with proof length ¢ =
£(Ao, |C|) with security parameter Ay .

- A CIH (definition 2) H = (H.Gen,H.Hash) for the bad relation of PCP from Theorem 8 with
security parameter A .

- A non-interactive batch arguments at the (L — 1)-level BARG;_; = (BARG_;.Gen, BARG;_;.TGen,
BARG;_;.P, BARG}_;.V) with security parameter A.
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Circuit NewRel i,(p, o', p', "
[K.Q.{cq}qe-st, StsEHash J( (P, 7 2)

Output

VerifyC (2i = 1,p, ") A VerifyC (25, p',7").

[K.Q.{cq}qe0-st: StspHash [K.Q.{cq}qe0-st, StsEagh |

Figure 5: The grouped new circuit, where the ungrouped new circuit VerifyC is depicted in Figure 6.

Circuit VerifyC (i, p, ')

[K.Q.{cq}qe0:st, StsEHash |

Hardwired: The commitment key K, the set Q, the commitments {c,}4c0. the state st for PCP
verification and the 'state stgg,y,., for the SEHash online verification .

Parse the input p = {pq}qu, and 7’ = {”f]}qu-

— For each g € Q, verify the online opening 7, to the commitment c,. Specifically, verify
Vq € Q, SEHash.OnlineVer (cq, 7, i, pg, Stsgpiasn) = 1.

- Verify 7’ is accepted by the PCP online verification, i.e. verify PCP.D(st, i, 7) = 1.

— If all verification passes, then output 1 (accept), otherwise output 0 (reject).

Figure 6: The ungrouped new circuit.

Construction. We proceed to describe the construction. In the base case L = 0 and T = 1, we have the
prover send the witness directly to the verifier, and have the verifier verify the witness. When L > 1, we
reduce the batch argument to verify a batch of T/2 instances, and apply the (L —1)-level BARG recursively.
In more detail, we construct BARG for L > 1 as follows.

- Gen(14, szzL, 1/€1): The CRS generation algorithm generates a CRS, which contains (i) a somewhere
extractable hash key; (ii) a CRS for the smaller non-interactive batch arguments BARGy_;; and (ii)
a key for the CIH H.

— LetK « SEHash.Gen( 1% 17T, 1), crs’ « BARGL_l.Gen(l’l, 17, 1|Ne“’Re'|),and7{.k «— H.Gen( 140 ),
where T’ = T/2.

— Letcrs = (K, crs’, H k) and output crs.

- TGen(14,17, 1€l i*): The trapdoor CRS generation algorithm generates the trapdoor CRS as follows.

— Generate (K*,td) « SEHash.TGen(/1% , 17, {i*}),

- Let crs* « BARG.TGen (14,177, 1INewRell || (3* 1 1)/2]), and H .k — H.Gen( 1% ).
— Let crs® = (K*, crs™, H k), and output crs*.
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- P(crs,C, w1, wy, . .., wr): The prover algorithm first commits to all PCP strings in a “columnwise”
manner, and then applies the CIH to the commitment.

— For each i € [T], compute the PCP proof 7; « PCP.P( 1% C,i, w;) for i-th instance (C, i).

— Committing the 7 = {7;};e[7] “columnwise”,
Vq € [£], cq — SEHash.Hash(K, {miq}ic[11: 7q):

with uniformly random r,.

- Applying the CIHto ¢ = {cq}qe(¢], 7 < H.Hash(H .k, (C,c)),and let (Q, st) « PCP.Q( 1% C,r).
— For each i € [T], let p; be the opening of 7;|¢. Specifically,

pi = {{SEHash.Open (K, {7;lq}ic[T] i, Tq) }qe0-
— Compute a smaller BARG proof, let

II" « BARG'.P(crs’, NewRel P {pai-1, m2i-1l0s P2i» mailQ Yie[171)s

[K.Q.{cq}qe0st, Stsppash
where NewRel is depicted in Figure 5.
— Output the proof IT = (¢, IT").

- V(crs, C,II): The verification algorithm parses the proof I as the commitment and the proof for the
smaller BARG, then it utilizes the fast online verification property of the PCP to delegate the online
verification to the smaller BARG.

Parse IT = (¢, IT"). Applying CIH to c, let r « H.Hash(H .k, (C, ¢)).
Stgepash == PreVer(K) .

Generate the PCP query, (Q, st) « PCP.Q( 1% ,C,r).

Verify the smaller BARG, output BARG,_1.V(crs/, NewReI[K’Q’{cq}qGQ)st’ seEny ).

D Protocol: SNARGs for P

The following text is taken largely verbatim from [CJJ21b], where the definitions are from [KPY19].

D.1 Turing Machine Delegation

Consider a Turing machine M. A publicly verifiable non-interactive delegation scheme for M consists of
the following polynomial time algorithms:
Del.S - randomized setup algorithm that on input security parameter 1%, time bound T and input length
n outputs a pair of public keys - prover key pk and verifier key vk.

Del.P - deterministic prover algorithm that on input prover key pk and an input x € {0, 1}" outputs a
proof II.

Del.V - deterministic verifier algorithm that on input verifier key pk, input x € {0,1}" and proof IT
outputs either 0 or 1.
For any Turing machine M, we define the corresponding language Uy below,

Up = {(x, T) | M accepts x within T steps}
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Definition 17. A publicly verifiable non-interactive delegation scheme (Del.S, Del.P, Del.V) for M with
setup time Ts = Ts(A, T) and proof length Ly = L (A, T).
Completeness. Forevery A, T,n € N such thatn < T < 24 and x € {0, 1} such that (x,T) € Uy,

(pk, vk) « Del.S(1%, T, n)
p

1 := Del.P(pk x) =1

Pr| Del.V(vk,x,II) =1

Efficiency. In the completeness experiment above,

— Del.S runs in time Ts.
— Del.P runs in time poly(A, T) and outputs a proof of length Ly.
— Del.V runs in time O(Ly) + n - poly(4).

Soundness. For every PPT adversary A and pair of polynomials T = T(A) and n = n(A) there exists a
negligible function negl(cot) such that for every A € N,

Del.V(vk,x,II) = 1 (pk, vk) « Del.S(1%, T, n)

Pl o) ¢ Uy (x, TT) — A(pk, vk)

< negl(4)

D.2 RAM Delegation

A RAM machine of word size ¢ is modeled as a deterministic machine with random access to memory of
size 2f where the local state of the machine has size only O(f). At each time step, the machine updates its
local state by either reading or writing a single memory. At any given time, the memory and the local state
together represent the configuration cf of the machine. For simplicity, we assume that the machine has no
input outside of its local state and memory, and the word size ¢ will correspond to the security parameter
A

A publicly verifiable non-interactive delegation scheme for R consists of the following polynomial
time algorithms:

RDel.S - randomized setup algorithm that on input security parameter 1%, time bound T outputs a

triple of public keys - prover key pk, verifier key vk and a digest key dk.

RDel.D - deterministic digest algorithm that on input digest key dk and configuration cf outputs a
digest h.

RDel.P - deterministic prover algorithm that on input prover key pk and a pair of source and destination
configurations cf, cf” outputs a proof II.

RDel.V - deterministic verifier algorithm that on verifier key pk, pair of digests h, h’ and proof IT out-
puts either 0 or 1.
For any machine R, we define the corresponding language Ug below,

Ug = {({’, cf,cf’, T) ! R with word size ¢ transitions from cf to cf’ in T steps}

Definition 18. A publicly verifiable non-interactive delegation scheme (RDel.S, RDel.D, RDel.P, RDel.V) for
R with setup time Ts = Ts(A, T) and proof length Ly; = Ly (A, T).

Completeness. For every A, T € N such thatn < T < 2*, and cf, cf’ € {0,1}* such that (A, cf,cf’,T) €

U,

(pk, vk, dk) < RDel.S(1%,)
h := RDel.D(dk, cf)
h’ .= RDel.D(dk, cf")
II := Del.P(pk, cf, cf’)

Pr| RDel.V(vk h, h",II) = 1
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Efficiency. In the completeness experiment above,

— RDel.S runs in time Ts.

— RDel.D on input cf runs in time |cf| - poly(1) and outputs a digest of length A.
— RDel.P runs in time poly(A, T, |cf|) and output a proof of length Ly.

— RDel.V runs in time O(Lyy) + poly(A).

Collision resistance. For every PPT adversary A and pair of polynomials T = T(A)there exists a neg-
ligible function negl(cot) such that for every A € N,

cf # cf’ (pk, vk, dk) « RDel.S(1%4, T, n)

I RDel.D(dk, cf) = RDel.D(dk, cf') | (cf,cf’) — A(pk, vk dk)

< negl(1)

Soundness. For every PPT adversary A and pair of polynomials T = T (A)there exists a negligible func-
tion negl(-) such that for every A € N,

RDel.V(vk, h, ', TT) = 1

(A, cf,cf’,T) € Ug (pk, vk, dk) < RDel.S(1%, T, n)

h = RDel.D(dk, cf) (cf, cf’, h, ', TT) — FA(pk, vk, dk)
h” # RDel.D(dk, cf”)

Pr < negl(1)

As discussed in [KPY19], the notion of RAM delegation considered in their work is different from those
in prior works [KP16, BHK17] - namely that in prior works the adversary was not required to output the full
configuration explicitly, only that it was difficult to produce accepting proofs for two different statements
(h,h’) and (h, h”) that share the same initial digest. We refer the reader to [KPY19] for a more detailed
comparison of the notions.

The following theorem establishes that RAM delegation implies Turing machine delegation for the
definitions described above.

Theorem 13 ([KPY19]). Suppose that for any RAM machine there exists a publicly verifiable non-interactive
delegation scheme with setup time T and proof length L{,. Then for any Turing machine there exists a publicly
verifiable non-interactive delegation scheme with setup time Ts and proof length Ly where Ts(A, T) = T{ (A, T'),
Ln(A,T) = L(A,T) for T" = O(T).

RAM machine steps to circuit satisfiability. We use the translation from a single step of the machine
R as described in [KPY19]. Without loss of generality, assume that every step of R consists of a single
read operation, followed by a single write operation. Therefore, a single step can be decomposed into the
following deterministic polynomial time algorithms:

StepR: On input the local state st of R, outputs the memory location ¢ that R while in state st would read
from.

StepW: On input the local state st and bit b, outputs a bit ', memory location ¢’ and state st” such that R
while in state st on reading bit b would write b’ to location ¢’ and then transition to new local state
st’.

We denote by ¢ the circuit representing a single step of R, i.e. given a pair of digests h = (st rt),
h” = (st/,rt’), bit b and proof IL,II" there exists an efficiently computable w (given (h, h’,b,IL,II")) such
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that ¢(h, h’, b, ILII', w) = 1 if and only if

¢ = StepR(st)
(b', ', st"") = StepW(st, b)
st’ = st”’
HT.VerRead(dk, rt, £,b,11) = 1
HT.VerWrite(dk, rt, £/, b’ rt/ II') = 1

From the efficiency of the hash tree scheme, there exists a ¢ such that the above can be represented as a
formula of L = poly(A) variables.

We will use ¢; to denote the i-th step in the above formula ¢. Note that the subscript will be helpful in
our discussion of security, but the circuits themselves are identical for all i.

For T steps of R, we then have the following formula ¢ over M := O(L - T) variables:

0] (ho, {hi, b;, I1;, H;:Wi}ie[ﬂ) = /\ @i(hi—1, hy, by, TL I, wy)
i€[T]

Note that the above formula is not an index language. This is because for all i, ¢; and ¢;4; share a
part of the witness, something not handled by the index language since we would have to ensure that the
(partial) witness is the same. As described in the technical overview, we handle this by using a NS-SEHash
to commit to the witnesses, and then prove for each i that values in the commitment satisfy the clause ¢;.
The no-signaling property will help ensure consistency of the shared witness across different clauses ¢;

and ¢;41. The changes from [CJJ21b] are highlighted.

- An L-no-signaling-SEHash hash scheme NS-SEHash = (NS-SEHash.Gen, NS-SEHash.TGen, NS-SEHash.Hash,
NS-SEHash.Open, NS-SEHash.Verify, NS-SEHash.Ext, NS-SEHash.PreVer,NS-SEHash.OnlineVer ) with

security parameter Ao .

- Anon interactive batch argument for an index language (BARG.Gen, BARG.TGen, BARG.P, BARG.V)
with security parameter A for circuits of size poly(4p) .

— A hash tree scheme (HT.Gen, HT.Hash, HT.Read, HT.Write, HT.VerRead, HT.VerWrite) with secu-
rity parameter Ay .

RDel.S(1%, T): Generate the public parameters for the underlying primitives
K « Gen( 1% 1M 1%), crs « BARG.Gen(1%,17, 1/Cndel) dk « HT.Gen(( 1% ).

Ouput (pk = (K, crs, dk), vk := (K, crs), dk).

RDel.D(dk, cf = (st, D)): Compute the hash tree,

(tree, rt) := HT.Hash(dk, D)
Output h = (st, rt).

RDel.P((pk, dk), cf, cf’): Prover emulates R for T steps from cf to cf’ to obtain the satisfying assignment
for ¢ as follows: define

(sty, Do) = cf, (treeg,rtg) := HT.Hash(dk, Dy), hg = (st,, rto)
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Then for every i € [T]

t; = StepR(st;_,),

(b;,IT;) == HT.Read(tree;_1, £;),
(b, ¢/, st;) == StepW(st,_, by),

(tree;, rt;, IT}) = HT.Write(tree;_1, £/, b}),
h; = (st;, rt;)

and then compute (efficiently) w; be such that ¢;(h;_1, h;, b;, IT;, II}, w;) = 1.
Compute the no-signaling commitment to (ho, {h;, b;, II;, IT}, w; }ie 7))

¢ = NS-SEHash.Hash (K, (ho, {h, by, TI T0, wi 1))

For every i € [T], compute the local opening to the commitment:
For A € {h;_1, hy, by, I1;, I}, w; },

pa = NS-SEHash.Open(K, A, R)
Compute the circuit Ci,4ex as described below, and then compute the proof of the underlying BARG
H = BARGP (Crs, Cindex, {hi—1> hi: bi: Hia H:; Wis Ph,-_l, php pb,—, le‘s pH;; pwi}ie[T])

Output (¢, IT).

RDel.V(vk, h, h’,II): Given ¢ and K, compute

Stns-seHash .= NS-SEHash.PreVer(K) ,
compute Cingex (described below) and output 1 if and only if

BARG.V (crs, Cindex, II) = 1
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Circuit Cipdex

Hardwired: K, c, ¢,, Stys_sgHash

Input: i, h;_1, hy, by, 11, I, Wi, ph,_ys Phys Pbys PTG PIT P
Output: Output 1 if and only if

1. Verify commitment openings:

(a)
(b)
(©
(d)
(©)
(f)

NS-SEHash.OnlineVer(c, hi_1, ph;_,, Stns-seHash) = 1
NS-SEHash.OnlineVer(c, h;, ph;, stys-sepash) = 1
NS-SEHash.OnlineVer(c, bi, pp,, Stys-sepash) = 1
NS-SEHash.OnlineVer(c, I1;, pr,, Stys-sebash) = 1
NS-SEHash.OnlineVer(c, IT}, pri7, Stys.sgpash) = 1

NS-SEHash.OnlineVer(c, wi, pw;, Stys-seash) = 1

2. @i(hi_1, hy, b, 1,1, wy) = 1

Figure 7: Circuit Cipdex.
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