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Abstract. The generic-group model (GGM) has been very successful in making the analyses of
many cryptographic assumptions and protocols tractable. It is, however, well known that the GGM is
“uninstantiable,” i.e., there are protocols secure in the GGM that are insecure when using any real-world
group. This motivates the study of standard-model notions formalizing that a real-world group in some
sense “looks generic.”

We introduce a standard-model definition called pseudo-generic group (PGG), where we require ex-
ponentiations with base an (initially) unknown group generator to result in random-looking group
elements. In essence, our framework delicately lifts the influential notion of Universal Computational
Extractors of Bellare, Hoang, and Keelveedhi (BHK, CRYPTO 2013) to a setting where the underlying
ideal reference object is a generic group. The definition we obtain simultaneously generalizes the Uber
assumption family, as group exponents no longer need to be polynomially induced. At the core of our
definitional contribution is a new notion of algebraic unpredictability, which reinterprets the standard
Schwartz—Zippel lemma as a restriction on sources. We prove the soundness of our definition in the
GGM with auxiliary-input (AI-GGM).

Our remaining results focus on applications of PGGs. We first show that PGGs are indeed a generalization
of Uber. We then present a number of applications in settings where exponents are not polynomially
induced. In particular we prove that simple variants of ElGamal meet several advanced security goals
previously achieved only by complex and inefficient schemes. We also show that PGGs imply UCEs for
split sources, which in turn are sufficient in several applications. As corollaries of our AI-GGM feasibility,
we obtain the security of all these applications in the presence of preprocessing attacks.

Some of our implications utilize a novel type of hash function, which we call linear-dependence destroyers
(LDDs) and use to convert standard into algebraic unpredictability. We give an LDD for low-degree
sources, and establish their plausibility for all sources by showing, via a compression argument, that
random functions meet this definition.

Keywords. Generic-group model - Uber assumption - UCE - Deterministic PKE - KDM and RKA
security.
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1 Introduction

1.1 Background

IDEALIZED MODELS. A useful tool in cryptography are so-called idealized models of computation, which
include the random-oracle, random-permutation, ideal-cipher, and generic-group models. In such models,
all algorithms work relative to oracles that serve to implement some information-theoretically random
reference object. Later, when a scheme defined in an idealized setting is used in practice, the oracles are
heuristically instantiated by appropriate public, efficiently computable functions. On the one hand, idealized
models are powerful because they limit the adversary’s capabilities and make proofs tractable. On the
other, they are subject to well-known uninstantiability results, which show the existence of (contrived)
schemes that are secure in the idealized model, but provably insecure under any possible instantiation (see,
e.g., [CGHO4,Den02, Bla06, GKMZ16]). This indicates that idealized models are not sound in general, yet
“natural” applications (with the oracles appropriately instantiated) have withstood years of scrutiny.

THE GENERIC-GROUP MODEL. In this work, we mainly focus on the generic-group model (GGM), where a
generic group is an idealization of a finite cyclic group. It was first defined by Nechaev [Nec94| and later
refined by Shoup [Sho97], who considered random encodings of group elements." More specifically, for a
cyclic group (G, o) of order p, Shoup’s model considers a random injection 7: Z, — S, where S C {0,1}*
with [S| > p. All algorithms run on input p and encodings of application-specific group elements. To perform
group operations, algorithms can query a 7 oracle and an operation oracle op defined as op(hy, ha) =
7(77Y(hy) + 77 (h2)) if h1, ha € Rng(7), and op(h1, hg) := L otherwise.

INSTANTIATING GENERIC GROUPS. In practice, a generic group is typically instantiated via an appropriate
elliptic curve group. Indeed, for such groups no algorithms for solving discrete-logarithm-like problems more
efficiently than the generic ones are known. Addressing the above-mentioned mismatch between idealized
and instantiated schemes, we investigate what assumptions are being made when carrying out such an
instantiation. Note that an indistinguishability-based approach formalizing the idea of “behaving like a
generic group” would suffer from the same shortcomings known for random oracles [CGHO4].

This line of work has been carried out with considerable success for the random oracle model (ROM),
where the ideal reference object is a random function (see, e.g., [Can97, BHK13, Zhal6|). For generic
groups on the other hand, the most compelling formulation so far of what assumption is being made when
instantiating them is given by the so-called Uber assumption |[BBG05, Boy08|. At a high level, the Uber
assumption speaks to the hardness of distinguishing the exponentiation g7 ® of a polynomial evaluation T(s)
from random, given exponentiations 1) ... ¢f»(8) of other polynomial evaluations. This condition holds
in generic groups, and must therefore be satisfied by any concrete group that aims to “faithfully” instantiate
them. However, the Uber assumption is far from the most general (standard-model) property that might
hold in generic groups and thus should also be satisfied by their real-world counterparts.

Indeed, we observe that in a wide range of advanced cryptographic protocols and primitives (such as
security under bad randomness, deterministic encryption, leakage resilience, and code obfuscation to name
a few), inputs may not be uniformly distributed and polynomially related, but follow distributions that are,
for example, only assumed to have high entropy. The Uber assumption can fall short of providing means to
prove security of practical schemes in such settings. Accordingly, the main question we ask is:

Are there standard-model properties that generalize the Uber assumption and allow instantiating generic
groups in a broad range of applications?

! An alternative formulation of the GGM is given by Maurer [Mau05]; we follow Shoup’s presentation in this paper. Relations
and comparisons between different flavors of the GGM are discussed in the recent work [Zha22].



We emphasize that our treatment is practice-oriented in that we aim for a notion that captures
standard-model properties of groups that can be used to establish the standard-model security of ezisting,
practical protocols in a variety of models. Further, the new definitions should combine, as far as possible,
standard-model analyses with the ease of use offered by the GGM.

In order to develop the core ideas one step at a time, in this work we treat the case of simple (non-bilinear)
groups” and focus on decisional problems. There are indeed multiple directions in which our work can be
extended; we will briefly discuss some of these at the end of the Introduction.

1.2 Our Approach

Our approach is inspired by an existing framework that bridges the standard and idealized models of compu-
tation: Universal Computational Extractors (UCEs) of Bellare, Hoang, and Keelveedhi (BHK) [BHK13], a
security notion for hash functions which, at a high level, requires indistinguishability from a random oracle
under unpredictable inputs. Indeed, their motivation is in some sense conceptually analogous to ours. To
that end, we seek to extend UCEs to structured ideal primitives, and call the resulting security notion in
the case of cyclic groups pseudo-generic groups (PGGs). Before presenting PGGs, we give a brief overview
of UCEs and refer to Section 2 for formal definitions.

UNIVERSAL COMPUTATIONAL EXTRACTORS. Let H: K x D — R be a keyed hash function. The UCE
notion is defined via a game played by a source S and a distinguisher D: Sample a challenge bit b «— {0, 1},
a hash key hk «— K, and a RO p: D — R. Then, § runs with access to an oracle HASH which, when
queried on x € D, returns H(hk,z) if b = 1, and p(x) otherwise. Eventually, S outputs leakage L which is
passed to D, who is also given the hash key hk but no access to the hashing oracle. Distinguisher D must
then guess b, and the requirement for H is that the advantage of every PPT (S, D) in this game is small.

Notice that for this definition to be meaningful, some restriction must be placed on § and D: Without
any additional requirement, (S,D) can win with overwhelming advantage by having & query HASH on
any x € D with answer y, leak the pair (z,y) to D, and then have D (who knows the hash key hk) check
whether y = H(hk, x). To avoid such generic attacks, one requires S to be unpredictable, a notion formalized
by asking that any predictor P have small advantage in the following game: Source S runs with access to a
RO and produces leakage L. Then P runs on input L and wins if it can guess any of &’s queries.

OUR NEW NOTION: PGG. To port the UCE definition to the context of cyclic groups, our first idea is to
let a random group generator g play the role of the hash key, and to use exponentiation with base g in place
of the hash.? The PGG security game for a group (G, o) then follows the UCE framework: Sample a secret
bit b «— {0,1}, a random generator g — G, and a generic-group encoding o: Z, — G. Then, a source S
interacts with an exponentiation oracle EXP which, on input x € Z,, returns the real group element g*
if b =1, and a generic element o(z) otherwise. The source can pass some leakage L to a distinguisher D,
who is also given the generator g but loses access to the oracle and has to guess b. As for UCEs, the
requirement for G is that every such (S,D) has a small advantage in this game. Thus, the PGG notion
captures the intuition that if an adversary does not know the random generator g of G, exponentiation with
base g looks like it returns random elements from G.

As before, for this notion not to be void we must put restrictions on the queries that S is allowed to
make. First, observe that & must be unpredictable, because without any such requirement (S, D) can mount
the attack for UCEs sketched above. We argue now that due to the presence of a group structure on G that
was missing in the UCE setting, further conditions are needed.

2Similar work on the algebraic-group model (discussed later) was first carried out in simple groups [FKL18] and later in
bilinear ones [BFL20].

3Recently, Bartusek, Ma, and Zhandry (BMZ) [BMZ19] studied the “fixed-generator” and “random-generator” settings in
group-based assumptions. We necessarily work in the latter since, as we shall see, otherwise attacks arise.



ALGEBRAIC UNPREDICTABILITY. An important question now is for what sources is PGG achievable in
principle, meaning there are no “trivial” attacks. Recall that for UCEs the answer was unpredictable sources.
In our context, unpredictability alone is not sufficient: Consider a source S that samples x1, 22 «— Zp,
queries h; < EXP(z;), and computes z3 < x1 + x2 and hf < hj o hg. It then queries hg + Exp(x3)
and passes the bit (hg = h%) to D, who simply returns it. The advantage of (S,D) in the PGG game
is almost 1, even though § is unpredictable since 1 and z9 are random. The issue is that S can place
unpredictable queries that satisfy a known linear relation and distinguish by checking if the corresponding
relation holds for the oracle replies. Excluding this trivial /generic attack motivates a more refined notion of
unpredictability which we call algebraic unpredictability. In the corresponding game, the source S runs with
access to the ideal exponentiation oracle while querying z1,...,z4, and produces leakage L. Predictor P
runs on input L and must guess a linear combination of the queries, i.e., outputs (o, v, ..., o) not all
zero and wins if Y7 | az; = ap.

This condition excludes the attack above, since P can output (0,1,1,—1) to win the game. One might
try to modify the attack and let the source leak (x3, h3) to D, who, given g, can compute ¢g*3 and compare
it to hs. But this also contradicts algebraic unpredictability, with a predictor returning (z3,1,1).

As we shall see in Section 3, due to the existence of obfuscation-based attacks (similar to those for
UCEs [BFM14]), algebraic unpredictability must be statistical in nature; that is, we allow the algebraic
predictors to run in unbounded time.

PARALLEL STRUCTURE. It turns out that algebraic unpredictability by itself is not sufficient to rule out all
generic attacks. Indeed, consider a source S that samples x «— Z,, queries hy + EXP(z) and he < EXP(z?),
then computes h}, < h{ and passes the bit (he = h}) as leakage to D, who decides accordingly. Again, the
advantage of (S, D) in the PGG game is almost 1, and now S is even algebraically unpredictable. The issue
here is that S’s queries satisfy a linear relation with coefficients that are themselves unpredictable but known
to S (in this case, x -  — 1 - 22 = 0), an attack vector not ruled out by algebraic unpredictability.

To address this problem, we consider parallel sources. Loosely speaking, this means that S’s Exp
queries are made in parallel by single-query sources S;(st) which, other than receiving a common initial
state, do not pass state among each other. Indeed, the attack above was possible because S could learn
more than one oracle reply. Note that, in this example, although the queries z and z? are allowed, the
equality check hy = hl requires knowledge of hy and R, (related to different queries), and hence violates the
definition of a parallel source.

RESTRICTED POST-PROCESSING. Surprisingly, even considering only parallel sources does not rule out all
trivial attacks. Indeed, one can modify the source S from above and make it parallel by setting st < x,
having &1 (st) compute h; and h}, and letting Sa(st) compute he. Leakage (hf, he) is passed to D, which
returns the bit (he = h}). This attack works because each S;(st) still allows arbitrary post-processing
of its oracle response (here, computing the exponentiation of hj). Accordingly, we further restrict the
class of sources and consider algebraically unpredictable masking sources, which are parallel sources where
each S;(st) is allowed only structured post-processing of its oracle replies (e.g., no post-processing or at
most one group operation).

A SIMPLIFICATION. The nature of the EXP oracle allows us to both strengthen and simplify our notion:
We consider a definition of PGG whereby the distinguisher no longer receives the random generator g, and
accordingly modify algebraic unpredictability to hold with cy = 0 only. At a high level, this new version
implies the old one, as g can be obtained by querying 1. Second, algebraic unpredictability holds for this
source, as the non-simplified version allows for non-zero ag. We discuss this simplification more thoroughly
in Section 3.2.

GENERALIZING UBER. We give a formal definition of the resulting notion in Section 3. Note that our
notion can indeed be seen as a generalization of Uber, whereby the exponents are no longer evaluations



of polynomials but may come from arbitrarily correlated distributions, as long as they adhere to the
requirements set above. In particular, linear independence between polynomially induced exponents is now
generalized to algebraically unpredictable sources.

GGM FEASIBILITY. Analogously to BHK who showed a RO is a UCE, we show the soundness of our
definition by proving that a generic group is PGG for algebraically unpredictable masking sources. (We
adopt Shoup’s model for generic groups here [Sho96].) This turns out to be significantly more involved
than in BHK. Typically, GGM proofs appeal to the Schwartz—Zippel lemma to carry out a lazy sampling of
group elements. In our proof, we no longer use this lemma and instead rely on the algebraic unpredictability
of sources to carry out a consistent lazy sampling. Here we use a weaker notion of computational algebraic
unpredictability. (There is no contradiction with obfuscation-based attacks, as generic groups do not have
compact representations.) A second feature of our proof is that we allow our sources to depend on the entire
function table of the group encoding. This choice more accurately models computationally unbounded
sources in the standard model, widens the applicability of PGGs, and due to the existence of arbitrary
leakage from source, also captures the effects of preprocessing attacks (aka. auxiliary information) on the
definition. We use the recent technique of decomposition of high-entropy distribution due to Coretti, Dodis,
and Guo [CDG18] to handle unbounded sources.

Our GGM feasibility result, beside showing that PGGs do not suffer from structural weaknesses exposed
by generic attacks, places PGGs below the GGM in the hierarchy of assumptions on groups (cf. the so-called
“layered approach” to security explained in [BHK13])*. Indeed, using this result, one can establish security
of an application in the GGM by first proving it secure under an appropriate PGG assumption (in the
standard model), and then lifting the result to the GGM using the result above.

Finally, equipped with GGM feasibility, it is reasonable to conjecture that appropriate elliptic curve
groups are indeed PGGs, thus allowing the framework to be applied to a variety of practical cryptosystems
built using such groups.

AVOIDING UNINSTANTIABILITY. We note that PGGs circumvent a variety of uninstantiability techniques.
Notably, the classical CGH-type uninstantiability results [CGHI8, Den02] are avoided due to the fact that
the group elements are computed wrt. high-entropy exponents. Furthermore, attacks due to the existence of
various forms of obfuscation are avoided by requiring that the algebraic unpredictability notion be statistical.
An analogous approach has been used in works on UCEs to avoid uninstantiability [BFM14].

We also note that Zhandry’s recent AGM uninstantiability result [Zha22] inherently relies on the fact
that an algebraic adversary has to return a representation of the forged tag (which then either breaks DLP
or compresses random strings). This does not carry over to PGGs because adversaries are not required to
be algebraic in our setting.

1.3 Applications of Pseudo-Generic Groups

We demonstrate the applicability of our definition in three ways. First, we show that the Uber assumption
holds in PGGs, thereby allowing us to recover all its applications within the PGG framework. For our
second set of results, recall that there are several “advanced” security models for encryption, many of which
have only been obtained via inefficient schemes. We demonstrate that PGGs enable proving simple variants
of the classical ElGamal encryption scheme secure in a number of such advanced security models. According
to the discussion above, this means that these notions can be safely assumed when ElGamal is implemented
using suitable elliptic curve groups. Third, we show how to construct UCEs in PGGs. As before, this

4The idea is to have assumptions and models organized into a hierarchy, where higher levels justify lower ones and, conversely,
proving a scheme secure at some level shows that it meets higher ones as well. This allows us to identify precisely how strong
an assumption is needed for a given application. Moreover, proving security of a scheme at a lower level typically gives more
insight into its inner workings.
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Figure 1 — Implications of PGGs. Here S*P!* denotes the class of simple split sources (see Section 6.2), CIH stands
for correlated input hashing, and store for storage auditing protocols (see [BHK13]). Results on DE (deterministic
encryption), RKA and KDM or for ElGamal. Results for DE, RKA and UCE use LDDs if considering general sources.

allows us to recover all their applications within the PGG framework. We refer to Figure 1 for a schematic
overview of our results.

PGGs GENERALIZE UBER. We prove that broad and even novel formulations of the Uber assumption
hold in PGGs. The Uber assumption family [BBGO05, Boy08] is an umbrella assumption that generalizes
many hardness assumptions used to study the security of group-related schemes. Although it is commonly
considered in bilinear groups, as previously mentioned, here we focus on simple groups. Nevertheless, proving
that PGGs satisfy the Uber assumption allows us to recover all its applications within the PGG framework.
For instance, all constructions whose security relies on the hardness of DDH (such as Diffie-Hellman key
exchange, ElGamal encryption, and efficient PRFs [NR97]) or one of a number of closely related problems
(e.g., ¢-DDHI, strong DDH, square DDH, and divisible DDH), or a randomized version of the recently
introduced “Assumption 3” from [BMZ19], can be instantiated with PGGs. We further demonstrate that
the Uber-II assumption, a variation of Uber with non-uniform exponents [Can97|, also holds for PGGs.
Specific instances of Uber-1I have been used to build (composable) point-function obfuscation [CD08, BC10]
and leakage-resilient PKE schemes [DHZ14].

We believe that PGGs better highlight the types of problems one expects to be hard in groups, as it
places no restriction on how the exponents are sampled beyond the fact that certain trivial attacks are ruled
out. In this sense, and also taking into account leakage and post-processing of exponents, PGGs go beyond
the Uber assumption family.

LINEAR DEPENDENCE DESTROYERS. For some of our further implications below, we require a particular
type of hash function with domain and range Z, we call linear dependence destroyer (LDD). LDDs are defined
via a game played by a source S and a predictor A. Source S specifies a tuple of hash inputs (z1,...,2z4)
and state information st without seeing the random hash key hk, whereas A gets st and hk and returns a
tuple of coefficients (o, a1, ..., aq). Adversary (S,.A) wins if Y7 | a; - H(hk,z;) = o, and H is an LDD if
every PPT (S, .A) with S statistically unpredictable wins this game with negligible probability.

We show that the function H(hk, x) := 1/(x+ hk) implicit in the work of Goyal, O’Neill, and Rao [GOR11]
is an LDD when § is a low-degree source. These are sources that compute their outputs as evaluations of
low-degree polynomials on points with sufficient entropy. This result, in turn, enables proofs of security
for applications that use LDDs for low-degree sources. The main step in our proof is that different
polynomials with random constant terms (given by the hash key) are likely to be coprime. When this is the
case, the numerator of the fraction > 7 ; o;/(P;(s1,...,Sm) + hk) — o is non-zero no matter the choice
of (o, a1, ..., 0q). Winning the LDD game is thus equivalent to (s1,. .., s ) being a root of this numerator,
which is unlikely by the Schwartz—Zippel lemma.



Table 1 — Overview of applications of PGGs.

Application PGG Source Other Assumptions
Uber & Uber-11 dUber -

RKA for ElGamal dUber LDD

KDM for ElGamal Mask —
Low-degree DE ElGamal Mask -

UCE for split sources dUber LDD

General DE for ElGamal Mask LDD

In fact, we conjecture that H is an LDD for all statistically unpredictable sources, not just for low-degree
ones. To further lend plausibility to this notion, we also prove that a random function is an LDD, under
mild restrictions on S§. To this end, we apply the compression technique originating from Gennaro and
Trevisan [GTO00] in a setting where two independent parties have full access to the code of the ideal object.
The compression technique is commonly used in cryptography, and our extension may be of wider interest.

UCES FOR SPLIT SOURCES. A natural question is how PGGs relate to the notion of UCEs. It seems
that PGGs are harder to build because they have more structure. In other words, generic groups, which
PGGs instantiate, seem stronger than random oracles, which UCEs instantiate. As our first application we
show that, indeed, UCEs can be constructed from PGGs for dUber sources and LDDs. The constructed
UCE is for statistically unpredictable split sources. A number of applications of UCEs, such as proofs of
storage, correlated-input secure hashing, and RKA security for symmetric encryption, only rely on UCE
for split sources. We note that a benefit of building UCEs from PGGs is that the construction may enjoy
useful algebraic properties that constructions from symmetric-key primitives do not. Once again, in the
generic-group model, we show security against preprocessing attacks.

KEY-DEPENDENT MESSAGE SECURITY FOR ELGAMAL. Second, we show that PGGs enable proof of
key-dependent message (KDM) security for a slightly tweaked version of ElGamal [BRS03, CL0O1]. KDM
security for ElGamal does not seem to be feasible using Uber (though less efficient constructions do exist,
e.g., [BHHOO8, Appl11]). The KDM notion that we prove does not allow for adaptive queries, but it
permits deriving key-dependent messages in an inefficient way. Furthermore, when combined with our GGM
feasibility, we obtain KDM security against preprocessing attacks in the GGM.

HASH-THEN-ELGAMAL DETERMINISTIC PKE. Moving on, we prove that ElGamal admits full instan-
tiation of its corresponding random-oracle-model Encrypt-With-Hash (EwH) deterministic encryption
scheme [BBOO07], which replaces the coins in encryption with the hash of the message. Here we need that the
hash function is an LDD. Preprocessing attacks are also accounted for in our definition and analysis. Note
that a prior result of BHK [BHK13] also implies security of ElGamal-based EwH, but uses an assumption
on the hash that makes the result arguably tautological. It is also known how to instantiate EwH for
schemes meeting “lossiness” assumptions [HO13, BH15]. Our result is the first that does not require such
an assumption as it shifts the security assumption with non-uniform inputs from the hash function to the
underlying group.

RELATED-KEY SECURITY. We also show that ElGamal offers a form of related-key attack (RKA) security,
whereby secret keys (and their corresponding public keys) are generated from related random coins. RKA
security was systematically studied by Bellare, Cash, and Miller [BCM11] for PKEs. Under PGGs, and
assuming LDDs (which for polynomially induced sources we show to exist) we can handle unpredictable
related-key deriving functions that are claw-free (or more generally as long as the repetition pattern of
secret keys does not affect unpredictability).



We summarize the above applications in Table 1. For each application, we record what type of source
class is used in the reduction and whether the additional assumption of LDD is needed. For applications
requiring LDDs we note that our results are modular wrt. the underlying source class. This means that for
whatever source class we achieve LDDs; we also obtain an end application wrt. a corresponding source class.
For example, low-degree LDDs (which we achieve unconditionally) translate to instantiations of UCEs and
deterministic encryption wrt. low-degree sources and RKA security for low-degree related keys. The latter
includes affine functions, which are often considered in the RKA literature.

We envision that several other security goals are also feasible under PGGs, of which we consider only a
representative sample. Examples include security under bad randomness [BBN09], joint RKA and KDM
security [BDH14], randomness-dependent message security [BCPT13], related-randomness security [PSS14],
and more generally application scenarios whereby the input distributions are not necessarily random and
only guaranteed to come from high entropy distributions.

1.4 Other Related Work and Discussions

PUBLIC-SEED PSEUDORANDOM PERMUTATIONS. Soni and Tessaro [ST17]| define a UCE-like, standard-model
notion for random (two-sided) permutations called public-seed pseudorandom permutations (psPRPs). They
provide constructions of UCEs from psPRPs (for a variety of sources) by showing, for example, that the
five-round Feistel [ST17] and the more efficient Naor—Reingold construction [ST18] yield psPRPs when the
round functions are UCEs. Our work continues these lines of research by extending the UCE approach to
defining security from random oracles and random permutations to generic groups.

ALGEBRAIC GROUP MODEL. An intriguing notion that has recently received considerable attention is the
algebraic group model (AGM) [FKL18,BFL20]. We observe that the AGM places restrictions on adversaries
that are qualitatively different compared to PGGs: Algebraic adversaries must output a representation
of returned group elements, which makes the AGM a powerful and useful model since this additional
information allows to carry out certain reductions.” Restrictions on PGG adversaries on the other hand are
of standard-model type.

Nevertheless, it would be interesting to study the relation between the two notions and also to knowledge
assumptions. Following work on instantiating UCEs [BM14] and on constructing groups in which the AGM
can be realized and the Uber assumption holds [AHK20, KP19, AH18|, another goal for future work is to
construct PGGs from well-known assumptions (such as iO, dual-mode NIZKs, FHE; etc.).

EXTENSIONS OF PGGs. In this work, we develop the necessary techniques and set the stage for the
pseudo-generic approach to group-related assumptions. In doing so, we leave a number of directions for
future research.

A natural extension to our work would be to formulate analogous PGG-type notions for bilinear groups
(as considered by Boyen for the Uber assumption [Boy08] and extended via matrix DDH in [EHK"13]) or
multi-linear groups. We anticipate further applications of this notion, as in the bilinear setting a host of
schemes are only known to have a proof in the GGM and may be provable in PGGs.

The matrix DDH assumption (MDDH) [EHK 13| considers matrix-vector multiplication in the exponent
in multi-linear groups, where a matrix is sampled from a general distribution and the vector is uniform.
However, this assumption is only studied for polynomially induced distributions. As such, MDDH is not a
generalization of Uber in the sense of PGG to arbitrary distributions.

Certain applications require assumptions that lie beyond the reach of PGGs as currently formulated.
PGGs do not capture applications where exponents may depend on a group generator that is not random

"We note that our understanding of the role played by the AGM in assessing the hardness of group-related assumptions is
evolving in light of recent works [KZZ22,Zha22].



(as, for example, in recent work on non-malleable point-function obfuscation [KY18 BMZ19,FF20]). The
PGG framework also does not capture interactive [AH18| or knowledge-type [BP04] assumptions.

1.5 Structure of the Paper

In Section 2 we define the basic notation and recall the definition of UCEs. Section 3 contains our definitional
contributions, where we define pseudo-generic groups, algebraically unpredictable and masking sources, and
discuss the choices made in devising these notions. In Section 4 we prove that a generic group is a PGG,
and then introduce LDDs and a candidate construction in Section 5. Section 6 contains the applications
of PGGs. In Section 6.1 we show that an entropic variant of the decisional Uber assumption (and thus
many implications thereof) holds in PGGs. Afterwards, we show how to apply PGG directly to the analysis
of cryptosystems, by proving that PGGs and LDDs can be used to build UCEs for (simple) split sources.
Further applications of PGGs are presented in Sections 6.3 to 6.5.

2 Preliminaries

BASIC NOTATION. If n € N, we write [n] for the set {1,...,n}. Unless otherwise stated, an integer p € Z
is assumed to be prime, and we let Z, denote the field of integers modulo p. We denote the set of all bit
strings of finite length by {0, 1}*, and the empty string by €. We use boldface characters x := (x1,...,2,)
to denote vectors and write x[i], with ¢ € [n], to denote the ith entry z; of x. By z 4 S we mean
sampling = according to distribution S. Similarly, x 4— S means sampling = uniformly at random from a
finite set S. The cardinality of a set S is denoted |S|. We let L < [] denote initializing an ordered list to
empty, and L : x denote appending an element x to the list L. A table T is a list of pairs (z,y), and we
write T'[z] < y to mean that the pair (z,y) is appended to T. We let Dom(T") denote the set of all values x
such that (z,y) € T for some y, and similarly Rng(7T") denote the set of all values y such that (x,y) € T for
some z. For two sets D and R we denote by Fun(D, R) and Inj(D, R) the set of all functions and the set of
all injections from D to R, respectively. When |D| = |R|, an injection is also a bijection.

MIN-ENTROPY. The min-entropy of a random variable X over a domain D is

Ho (X) := —logmax Pr[X = z].

zeD

X is called a k-source if Hoo (X) > k.

POLYNOMIALS AND RATIONAL FUNCTIONS. We let F[X1,..., X,,] be the ring of polynomials in m € N
variables over a field F, and F(X7q, ..., X,,) be the field of rational functions of the form R(Xy,...,X,,) =
R(X1,...,Xm)/R(X1,...,Xp), with R, R € F[X1,...,X,,] and R # 0. Here, as usual, R is called the
numerator and R the denominator of R. If 0 # R € F[X1,..., X,,] is a polynomial, we denote its total
degree by deg(R). We extend this notation to rational functions via deg(R) = deg(R) — deg(R) for
every 0 # R = R/ R. Observe that the degree of a rational function is well-defined, since it does not depend
on its representation as a fraction of polynomials. Finally, if Ry,..., R, € F(X,...,X,,) such that R; # 0

for every i € [n], we let deg(Ry, ..., R,) == max;c|, deg(R;).
LINEAR DEPENDENCE. Let Ri,...,R,,T € F(Xy,...,X,,). We say that T is linearly dependent on
Ry, ..., Ry (over F) if there exist ai,...,a, € F such that T(X1,..., Xpn) =Y g ai - Ri(X1,..., Xm).

HASH FUNCTION FAMILIES. A hash function family is a tuple of PPT algorithms H := (H.Setup, H.KGen,
H.Eval). Here, algorithm H.Setu p(l)‘) outputs a tuple 7 containing the descriptions of valid domain and
range points D and R, as well as a key space K and other system-wide parameters. Algorithm H.KGen(7) is
the hash key generation algorithm which returns a key hk € K. The evaluation algorithm H.Eval(w, hk, z),
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Game UCEﬁ’D()\): Proc. HAasH(z): | Game Predﬁs()\): Proc. HAsH(z):
b« {0, 1}; T &— H.Setup(l)‘) if (b = O) then Q — H’ T &— H,Setup(l)‘) Q < Q T

p 4 Fun(D, R) return p(z) |, « Fun(D, R) return p(z)

hk 4 H.KGen() return H(hk,z) | [ o SHAsH (1)

L «— SHasu(m): o «— D(r, hk, L) x % P(m, L)

return (b =1) return (z € Q)

Figure 2 — Left: The UCE game. Right: The unpredictability game.

called on a hash key hk and a domain point z € D, outputs a point y € R. To help readability, by slight
abuse of notation we will simply write H(hk, x) in place of H.Eval(m, hk, x).

REMARK. Our definition of hash function families augments the usual syntax with a setup algorithm H.Setup.
Accordingly, we will extend the UCE definition to incorporate system parameters. Overloading notation, we
allow H.Setup to alternatively take the description of a domain D and a range R as inputs, and let it return
corresponding parameters 7.

UNIVERSAL COMPUTATIONAL EXTRACTORS [BHK13]. Let H be a hash function family. The advantage of
a pair of PPT adversaries (S, D) (called UCE source and UCE distinguisher) in the UCE game for H is
defined as

Adviys p(\) =2 Pr[UCER" (V)] - 1,

where the UCE game is defined in Figure 2 (left). If S is a class of UCE sources, we say that H is UCEJ[S]
secure, if the advantage of any PPT (S, D) with S € S in the UCE game for H is negligible. This is usually
written as H € UCEJ[S].

Without any restriction on the class of sources S, the UCE notion of security is unachievable [BHK13].
BHK exclude trivial attacks by requiring that the source be unpredictable, meaning that it is hard to predict
any of its oracle queries when observing the leakage L. Due to the obfuscation-based attack of [BEM14],
the flavor of unpredictability needs to be statistical. We recall the formal definition below.

(STATISTICALLY) UNPREDICTABLE SOURCES |[BHK13, BEFM14]. Let H be a hash function family and S
a UCE source. We define the advantage of a (possibly unbounded) adversary P (called predictor) in the
predictability game against (H,S) as

Advﬂfgdyp()\) = Pr [Predﬁs()\)] ,

where the game Pred is defined in Figure 2 (right). A UCE source S is called statistically unpredictable if
the above advantage is negligible for any (possibly unbounded) predictor P. The class of all statistically
unpredictable sources is denoted S*"P. We say that H is UCE secure if it is UCE[S®"P] secure.

SCHWARTZ-ZIPPEL LEMMA. We now recall the Schwartz—Zippel Lemma [Sch80,Zip79, DL78], a simple yet
powerful tool to bound the probability of finding a root of a non-zero polynomial when evaluating it at a
random point. We also generalize the standard Schwartz—Zippel lemma and obtain a more general and
game-based version of this result. In this variant, the points can be chosen according to distributions with
enough min-entropy, and the polynomial picked given some leakage. This version may be more suitable for
use in a cryptographic setting. A proof of the game-based Schwartz—Zippel lemma is given in Appendix A.

Lemma 2.1 (Schwartz—Zippel). Let o,p € N with p prime, S C Fpa, and let 0 # P € Fpa[X1,..., Xp].
Then dea( P
Pr [Plan,... am) = 0] < SB80)

L1,y T $—S ’S’
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Game SZ?: Source Aj: Source Z;:

(m = (p*,m,st)) «— Ay (m = (p*,m,st)) «— Ay (m = (p*,m,st)) «— Ao
for ¢ € [m] do (x[i], z[i]) «— Si(n) (x,2) «— Si(m); return z (z,2) «— S;i(7); return z
(P,y) « Ai(m,z); return (y = P(x))

Figure 3 — Left: The Schwartz—Zippel game. Right: The sources X; and Z;.

Lemma 2.2 (Game-based Schwartz—Zippel). Let A = (Ap, A1) be a two-stage algorithm, where Ao takes no
input and returns a set of public parameters T == (p®,m,st) € N2 x {0, 1}* with a,p € N and p prime, and A;
takes m and values z1, . .., zm € {0,1}* as input and returns a non-constant polynomial P € Fpa X, ..., X]
with deg(P) < d € N and a value y € Fpa. Let S = {S; | i € N} be a family of sources, each taking @ as
input and returning values (z, z) € Fpa x {0,1}*. Then

1
Al < 4.
PT[SZS] <d 7r«£EA0, 9min;e ) {Hoo (Xi[(Ao=m)A(Zi=2:))} | 7
(z1,21)4=81(7), ..., (Tm,2m)4=Sm(m)

where the game SZjS4 is defined in Figure 3 (left), and the sources X; and Z; are given in Figure 3 (right).

Observe that if m = 1, the expectation above is the prediction probability of X given Ay and Z. In
general, the minimum cannot be taken out of the expectation, because it reflects A’s choices of which
variables appear in P.

3 Pseudo-Generic Groups

We now formally define pseudo-generic groups (PGGs), where group elements are required to be indistin-
guishable from random, as long as their exponents satisfy a specific unpredictability condition. PGGs lift
the definition of UCEs of Bellare, Hoang, and Keelveedhi [BHK 13| from the setting of hash functions to that
of groups. In other words, the underlying ideal object in the PGG definition, from which a concrete group
is supposed to be indistinguishable, is a generic group rather than a random oracle. We start by giving
some background on computational group schemes and generic groups, and then proceed to defining PGGs.

3.1 PGG Security

COMPUTATIONAL GROUP SCHEMES [CS98|. A computational group scheme is a randomized algorithm T’
which, on input the security parameter 1%, outputs group parameters m consisting of a group operation o,
an arbitrary group generator g, and a prime group order p € [2’\_1, 2’\). Implicit in these parameters is a
set G such that (G, o) forms a cyclic group of order p with generator g € G. We write the sampling of group
parameters as (7 := (o,g,p)) 4 I'(1*), with the understanding that 7 implicitly defines the underlying
set G. As usual, the group operation gives rise to an exponentiation algorithm exp(h,z) whose output is
denoted as h”. We will often omit explicitly writing the operation o.

GENERIC GROUPS |[Nec94, Sho97, Mau05]. Given a group (G, o) of prime order p, the generic group on G is
the uniform distribution over Inj(Z,,S), where S C {0, 1}* with |S| > p. Recall that every map 7 € Inj(Z,,S)
allows one to define an associated group operation

-1 1 .
op: SxS—SU{l}, (h1,ha) — {1(7 (h1) +7 (h2)) if h1,ha € Rng(7)

else.
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Game PGG?’D(A): Game AlgPredES()\): Masking source SEXF(r):

b« {0,1} Q « []; (m:=(0,g0,p)) «~T(1") | (x,m,L) S(n)

(r = (0, g0,p)) 4 T(1%) o Inj(Z,.G) for i = 1 to [m| do

T 4= ZLy; g < gb; 0 — Inj(Zy, G) L « SEx?(x) yli] + m[i] o Exp(x[i])

L « SEx?(r) (aq,...,0q) = P(m,L) return (y, L)

¥ « D(m, L) N

return (b =1/) return (23:1 ;T = 0) dUber source ST**(r):
(x, L) 4 S()

Proc. Exp(z): Proc. ExXp(z): for i =1 to |x| do

if (b = 0) then return o(z) Q+Q:x yli] « Exp(x]i])

else return g* return o(x) return (y, L)

Figure 4 — Left: The PGG game. Center: The algebraic unpredictability game. Top right: A generic masking source.
Bottom right: A generic dUber source.

The generic-group model is a model of computation in which all parties, honest or otherwise, are run
on inputs p and encodings of application-specific elements, and have oracle access to a random encoding
7 € Inj(Z,,S) and its associated operation oracle op.

PSEUDO-GENERIC GROUPS. Let I be a computational group scheme. We define the advantage of a pair of
adversaries (S, D) (called PGG source and PGG distinguisher) in the PGG game for I' as

AdvPE p(A) = 2- Pr[PGGE (V)] — 1,

where the PGG game is defined in Figure 4 (left).® We require that there be polynomials ¢ and ¢’ such that,
for every A € N and every 7 € supp(I'(1})), source S(m) makes at most q()\) oracle queries and outputs
leakage of length at most ¢/(A). If S is a class of PGG sources, we say that I' is PGG[S] secure if the
advantage of any (S, D) as above with § € S and D a PPT algorithm in the PGG game is negligible. We
denote this as I' € PGGIS].

Recall from our earlier discussion that, similarly to UCEs and psPRPs, this notion of security is not
achievable without restrictions on the class of PGG sources S. As a first step towards excluding trivial
attacks, we introduce the notion of algebraic unpredictability, the core definition which allows us to extend
UCE-type security notions beyond unstructured primitives (like hash functions and permutations). We
require that no predictor be able to guess a non-trivial linear combination between the points queried by
the source, as formalized below.

ALGEBRAICALLY UNPREDICTABLE SOURCES. Let I' be a computational group scheme and S a PGG source,
and assume that the leakage L produced by S encodes the number of EXP queries made by S. We define
the advantage of a (possibly unbounded) algorithm P (called predictor) in the algebraic unpredictability
game against (I',S) as

Adv%l’%'%Ed()\) = Pr[AlgPredf 5(\)],

where the game AlgPred is defined in Figure 4 (center). We require that the output of P be different
from the trivial all-zero tuple. A source S is called statistically algebraically unpredictable if the above
advantage is negligible for any (possibly unbounded) predictor P. We denote the class of all statistically
algebraically unpredictable sources by S8, Observe that any such source must output distinct points (with
high probability).

SNote that ¢ can be lazily sampled, so that the game runs in polynomial time.
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MASKING AND DUBER SOURCES. Algebraic unpredictability turns out to be insufficient to rule out all
trivial attacks, as explained in the Introduction. We thus restrict the set of sources for which we require
PGG security even further and consider the class S™¥ of masking sources. These are sources S for which
there exists a (possibly unbounded) auxiliary algorithm S with polynomially bounded output, such that S
takes the form in Figure 4 (top right). Here, S returns vectors x € Zj and m € G? of the same length, and
leakage L. Source S then queries EXP on all entries of x, and multiplies the replies with the corresponding
elements from m. We also define the subclass S4ber C Smsk of distributional Uber (dUber) sources, as
shown in Figure 4 (bottom right), where we require m = (1g,..., 1g). To simplify notation, we define
sources S in these classes via their corresponding auxiliary algorithms S, and call them auxiliary masking
(resp., dUber) sources. Notice that masking and dUber sources always reveal the number of EXP queries
through their leakage via the length |y| of y.

Focusing on masking sources, and dUber sources in particular, provides a new perspective to our
contribution. Indeed, dUber sources generalize the adversary in the Uber assumption insofar as oracle
queries are no longer obtained as polynomial evaluations on a product distribution, but from a general
distribution. To avoid trivial attacks, the target polynomial in the Uber assumption must be linearly
independent from the other ones, a requirement covered by algebraic unpredictability in this setting.

PGG SECURITY. We say that a computational group scheme I' is PGG secure if it is PGG[S?!8 N S™sK]
secure. In order to establish confidence in this notion and show that it hides no other obvious structural
weaknesses, we prove in Section 4 that PGG security is indeed achievable in the generic-group model.
However, we note that, for specific applications, PGG security with respect to subclasses of S#l& 0 §msk
may be sufficient. On the other hand, there may exist larger, or even incomparable source classes for which
PGG security is also feasible.”

3.2 Definitional Choices

ON SIMPLIFYING THE DEFINITION. Recall from our introductory discussion of the PGG notion that the
nature of the exponentiation oracle allows to both strengthen and simplify the definition of pseudo-generic
groups. We now take a closer look at this step. Consider the “generator” PGG and algebraic unpredictability
games gPGG and gAlgPred defined in Figures 5 (top left) and 5 (top right). These are the PGG and
AlgPred games as adapted from the UCE notion, without any further changes. In particular, notice the
following differences between the two sets of games: (1) Distinguisher D receives the randomized generator g
in the gPGG game, but not in PGG, and (2) Predictor P is allowed to return any ag € Z, in the gAlgPred
game, but is forced to set ag = 0 in AlgPred. Advantages in the “generator” games are defined as before.
Our claim that the PGG notion can be strengthened (and simplified) by moving from the “generator” games
to those in Figure 4 amounts to proving the following result.

Proposition 3.1. Let S be a source class with the following property: If S € S, then also S € S, where S
is defined in Figure 5 (bottom left).® Then PGG[S N S28] C gPGG[S N S&8]. More precisely, for any
computational group scheme T' € PGG[S N S¥8] and any adversary (Sy,Dy) in the gPGG game for T
with Sy € SNSe¥e  there are an adversary (S, D) in the PGG game for T' and a predictor Qg in the gAlgPred
game for (I',S,) such that

PGG lo-pred q(A) +1
AdV%,sg,pg()\) < AdVPES H(A) + (M) - Advﬁi}’i (A) + - (22—1 ! (1)

"For instance, one could allow for more expressive forms of post-processing. However, we have not yet been able to find
applications of this wider class of sources.

81n particular, sources must always be allowed to make one extra oracle query, and to leak one additional group element.
All source classes we consider in this work satisfy this property.
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Game gPGG?’D()\): Game gAlgPredﬁS(A):

b« {0,1}; (7 = (o, g0, p)) « T(1%) Q « [J; (m = (0, 90,p)) %= T(1); 0 % Inj(Zy, G)
r 4 Zy; g gy 0 % Tni(Z,, G) L 4 S5 (n); (ag,a,..., ag) 4 P(r, L)

L « S®*?(7); b/ «— D(m, g, L); return (b = b') [21,...,24) < @Q; return (17 | iy = o)
Source SEXP(7r): Distinguisher D(x, (L, h)): Predictor Py(m, L):

L SPF(m); h+ Exp(1)  return Dy(m, h, L) h 4= G; (aa,..., aq) « P(m, (L, b))
return (L, h) return (0, o, ..., 0y)

Figure 5 — Top left: The temporary PGG game. Top right: The temporary algebraic unpredictability game. In both
games, the EXP oracle is defined as in the corresponding game in Figure 4. Bottom left: Reduction from a gPGG
adversary (Sg,Dy) to a PGG adversary (S, D). Bottom right: Definition of the predictor P,.

Furthermore, S € S N S¥8. More precisely, for any predictor P in the AlgPred game for (T',S), there is a
predictor Py in the gAlgPred game for (I',Sy) such that

alg-pre alg-pre alg-pre q )\
ARSIV < AVEET ) +a() - AdVESTE ) + 5 &) (2)

Here, q(X) is an upper bound on the number of queries made by Sy to the EXP oracle.

Proof. Fix a source class S as above, and let I' € PGG[SNS#]. To show that I' € gPGG[SNS88], consider
any adversary (Sg, Dy) in the gPGG game for I' with S, € SN Se2lg and define the PGG adversary (S, D)
against I" as shown in Figure 5 (bottom left). By assumption, S € S.

ADVANTAGE BOUND. To prove Inequality (1), first recall that
AdvPE [ (A) = Pr[PGGYP(A) | b= 1] — Pr[=PGGP(A) [ b =0].

We study the two summands separately. For the first term, it is easily verified by direct inspection that the
PGG game for I' played by (S, D) with bit b = 1 fixed is identical to the gPGG game for I' played by (S, Dy)
with bit b= 1 fixed. This in particular means that Pr[PGGY”(\) | b= 1] = Pr[gPGGp 7 (A) | b= 1].

We now study the second term in the sum above. To do so, consider the following sequence of games
(the formal description of which can be found in Figure 6 (top)):

Gameg(A) is the PGG game for I" played by (S,D), with bit b = 0 fixed and inverted winning condition.
We also implement the exponentiation oracle via lazy sampling, instead of sampling the encoding o
all at once.

Game; () is the same as Gameg(\), but we sample h as a random element among those not yet returned
by Exp. If input 1 was queried before to the oracle, we return a consistent answer.

Gamey(\) is the same as Game; (), but we no longer check for consistency.

Games(A) is the same as Gamey(\), but we let h be uniformly random in G. If we happen to sample h
among the values already returned by EXP, we resample h and ensure that it is fresh.

Gamey(A) is the same as Games(\), but we don’t resample h. That is, h is now a random element in G.

Games(A) is the same as Gamey(\), but we ensure that h # 1g by resampling.

Gameg(\) is the same as Games(\), we simply rewrite the sampling of & in a more compact way. By direct
inspection, this game is equivalent to the gPGG game for I' played by (Sy, Dy), with bit b = 0 fixed
and inverted winning condition.

We now argue that the difference between the success probabilities of subsequent games is small.
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Game Gameg(\): Game Gamez(\): Game Games(\):
T4 T(1Y); T+ [] T4 T(1Y); T+ [] T4 T(1Y); T+ []
L « S (m); h + Exp(1) L « S (m); h = G\ Rng(T) L« 8P (m); h « G
return Dy (m, h, L) return Dy (m, h, L) if (h = 1g) then
Game Gamei ()): Game Games(\): ‘ Bads « true; h «— G\ {1c} ‘
T4 T(1P); T [] w4 D(1P); T [] return Dy (m, h, L)
Exp . Exp .

L 4= 85" (m); | h « G\ Rng(T)]| L« 8P (m); [« G Game Games(3):
‘if (1 € Dom(T)) then\ \lf (h € Rng(T)) then\ e T T+ []

\ Bad; « true; h « Exp(1) \ \ Bady < true; h «— G\ Rng(T) \ L 4= 85" (m); h %= G\ {1}
return Dy(m, h, L) return Dy (m, h, L) return Dy (7, h, L)
Comm. proc. Exp(z): Game Gamey (A):
if (T[] = L) then 74— TN T+ []

g« G\ Rng(T); T[z] + g L« S (m); h « G
return T[x] return Dy (m, h, L)
Games Queryl(A\)/Queryl,(A): Predictor Qy k,i(m, L):
Q «+ [I; m «= T(1*); 0 « Inj(Zp, G); L 4= S (m); [21, ..., 24 + Q a <« 0" a0] <+ 1; afi] + 1
Queryl(A): return (1 € Q) return o
Queryl;(N): if (i € [g]) then return (z; = 1) else return 0

Figure 6 — Top: Code of the intermediate games in the proof of the gPGG advantage bound (1). Bottom: Definition
of the games Queryl(A) and Queryl;()), and of the predictor Q; x ;. Here, the vector « is indexed starting from 0 for
convenience.

Gamegy ~~ Gamej. Observe that h has the same distribution in both games: If §; has queried EXP on 1
during its execution, then we set h consistently with the prior oracle reply. Otherwise, h is a random
element from G different from all those previously returned by Exp. Therefore, Gameg(A) and Game;(\)
are indistinguishable.

Game; ~» Gamey. By definition, Game;(A) and Gameg(\) are identical until Bad;, which means that
|Pr[Game; (A)]—Pr[Gamea(N)]| < Pr[Game; () sets Bad;] by the fundamental lemma of game playing [BROG].
To bound the latter probability, observe that

a(A)
Pr[Game; ()) sets Bad;] = Pr[Queryl()\)] = Z Pr[Queryl(\) | ¢ = k] Pr[qg = k]
k=1
qN) k a(N) k
< Z r[QueryL; () | ¢ = k] Pr[q Z Z [gAlgPred s (A) | ¢ = k] Prlg = k]
k=11i=1 k=11i=1
q(X) q(\) o
< Z gAlgPred (N | g = k] Prlg =k < q()) ) Pr[gAlgPredr’s (A) | ¢ = k] Prlg = k]
1 k=1

= q(\) - AdvEETA(N).

Here, games Queryl(\) and Queryl;()), and predictors Q; j; are defined in Figure 6 (bottom), predictor
Qi € {Qtk1s---» ekt is the one with the largest advantage in the gAlgPred game for (I', Sy), and Q, is
the predictor that reads g off the leakage passed by S, and then runs Q ,.

Gamey ~» Games. Similarly to the first transition, these two games are indistinguishable, because h has the
same distribution in both games: In both cases it is a random element outside of Rng(T').

16



Game Gamej(N): Game Gamej(\):
Q <« [); 1« T(1*); T <+ []; L 4 SE**(m); h + Exp(1) Q « []; 7« T(1*); T + []; L = SF*"(m); h « G\Rng(T)

(a1y...,aq) 4= P(m, L h); [21,...,24] + Q (a1y...,aq) 4= P(m, L h); [X1,...,24) + Q

return (Z;.l:l T = 0) return (Zle QT = 0)

Game Gamej (M): Game Gamej(A):

Q [lim«T(1); T« ] Q« [lim 4T T+ [|; L 4 SP"(x); [h « G
L 4= 87" (m); | h « G\ Rng(T)]| [i£ (h € Rng(7)) then Bads « true; h « G\ Rng(T) |
’ if (1 € Dom(T')) then Bad; « true; h + Exp(1) ‘ (a1,...,aq) « P(m, L, h); [x1,...,24) < Q

(a1, ..., ) % P(m, L, h); 11,24 « Q return (327 aizi = 0)

return (23:1 = O) Game Gamej()):
4 :

Comm. proc. Exp(z): Q<+ [l m«T(A); T« [|; L « S (n); h« G
Q+Q:z (a1y...,aq) 4« P(m,L,h); [x1,...,24] + Q

if (T[z] = L) then g - G\ Rng(T); T[z] < g return (37 ciw; = 0)

return T'[x]

Figure 7 — Code of the intermediate games in the proof of the algebraic unpredictability bound (2).

Gamez ~» Gamey. By definition, Games(\) and Gamey(\) are identical until Bads, which means that
|Pr[Games(A)] — Pr[Gamey(A)]| < Pr[Games(\) sets Bads] by the fundamental lemma of game playing. Now
recall that Rng(T") is a set of at most ¢(A) many elements, and since h is random in G, which contains at
least 22! elements, we have
IPr[Games(\)] — Pr[G \)]| < Pr[Games(\ ts Bady] < 1)
r[Games(\)] — Pr[Games()N)]| < Pr[Games()) sets Bads] < =

Gamey ~» Games. Again, Gamey () and Games(\) are identical until Bads, and as before the fundamental
lemma of game playing gives

|Pr[Gamey(A)] — Pr[Games(A)]| < Pr[Games(A) sets Bads] < T
Games ~~ Gameg. Clearly, these two games are indistinguisable, because we have only made syntactic
changes in the code.

Combining the above estimates we obtain Inequality (1) for the gPGG advantage.

ALGEBRAIC UNPREDICTABILITY. It remains to be shown that, for every gPGG adversary (Sy, Dy), the
PGG source S defined as in Figure 5 (bottom left) is algebraically unpredictable. To this end, let (S, D)
be a gPGG adversary against I' and P be any predictor in the algebraic unpredictability game against S.
We prove Inequality (2) via a sequence of games. As before, we give here a short description of each game,
and present their formal code in Figure 7:

Game( () is the algebraic unpredictability game for (I',S) played by P. We also implement the exponentia-
tion oracle via lazy sampling, instead of sampling the encoding ¢ all at once.

Game ()) is the same as Game(,(\), but we sample h as a random element among those not yet returned
by Exp. If input 1 was queried before to the oracle, we return a consistent answer.

Game, () is the same as Game (), but we no longer check for consistency.

Gamej () is the same as Game,(\), but we let h be a random element in G. We make sure that i ¢ Rng(7T')
via resampling.

Game)j(\) is the same as Gamej(\), but we no longer resample h. Notice that this game is equivalent to the
gAlgPred game for (I',Sy) played by predictor P, defined in Figure 5 (bottom right).
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As before, we now relate the success probabilities of subsequent games. Observe that transitions Game(, ~
Game] to Game ~ Game); are equivalent to transitions Gamey ~» Game; to Gameg ~~ Gamey, respectively,
which means that the same analysis as above applies to these games. Accordingly, we obtain Inequality (2)
for the algebraic unpredictability advantage. O

OTHER DEFINITIONAL CHOICES. Observe that, in the PGG game, the randomized group generator g plays
the role of the hash key hk in the UCE game. The fact that g remains hidden from the source prevents it
from trivially winning the PGG game by sampling x «— Z,,, querying h < EXP(x), and checking if ¢g* = h.
Similarly, g (or r) cannot be given to the distinguisher D, since the source could query h <+ Exp(1), leak h
to D, who then checks if g = h (resp., gj = h).

Note also that the random injection o that the game samples has G (the real group), and not some
larger set S, as its range. This is needed because the source can check group elements for validity (e.g., using
exponentiation to power p — 1, or directly via an element validity algorithm if such a procedure is available).

Also observe that the source does not get oracle access to the operation op defined by o. The reason is
that, with such access, once again trivial attacks arise: The source samples two random group elements,
then multiplies them first using the op oracle and then again locally using the input group operation o, and
finally checks if the results match.” Removing access to the operation oracle from S does not restrict our
ability to prove security results in the PGG model, as we shall see in Section 6.

COMPUTATIONAL ALGEBRAIC UNPREDICTABILITY. In [BFM14], Brzuska, Farshim and Mittelbach demon-
strate an attack against UCEs with respect to a computational notion of unpredictability. The types of
sources that we consider for PGG are analogous to the so-called split UCE sources. As BFM discuss, their
iO-based attack does not extend to such sources. However, under the existence of a plausible form of obfusca-
tion, attacks arise. In more detail, if the function mapping x to the obfuscation of the circuit Clz|: h — h*
is one-way, the following attack emerges: The dUber source picks x «— Z,,, defines x < (1, x), and sets L to
be an obfuscation of Clx]. The distinguisher then returns (y[2] = L(y[1])). To avoid these types of attacks
we focus on statistical algebraic unpredictability.

Despite this attack, there is a benefit in considering a computational notion of algebraic unpredictability
when it comes to the analysis in idealized models. Indeed, as we show, PGG with respect to this wider
class of sources is achievable in the GGM, and thus a wider class of applications can be proven secure in
the GGM. This does not contradict potential security in the standard model since PGG with respect to
computational algebraic unpredictability may still exist for sources that take specific forms.

MuLTI-BASE PGGs. For the UCE and psPRP notions, BHK and ST respectively considered multi-key
extensions to cover a wider range of applications. These notions are not known to be equivalent to their
simpler single-key counterparts. For pseudo-generic groups, on the other hand, a simple generator re-
randomization argument shows that the multi-base and single-base notions are equivalent. We thus focus
on the (single-base) PGG version above.

3.3 A First Example

To illustrate how reductions in PGGs work, we show here that the generator gy returned by a computational
group scheme I' can always assumed to be uniformly distributed. More involved (and interesting) applications
of PGGs will be discussed in Section 6.

Proposition 3.2. Let I' be a computational group scheme, and consider the computational group scheme I’
defined in Figure 8 (top left). If T is PGG[S*& N 8™K] secure, then T, is also PGG[S¥& N S™K] secure.

90n the other hand, it is unclear how to rule this attack out using an extended notion of algebraic unpredictability that
takes operation queries into account.
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Group scheme T, (17): Predictor Py (my,y, L):

(m = (0, 90,p)) % T(1%) (0, 9u,p) <= 7u; R = {r € {0, 1™ [ T(1%7) = (o,-,p)}
s« L35 gu < g r 4 R; (7 = (o,§0,p)) = T(1*;7); 5 < DLogg, (gu)

Ty < (0, gu, p); return m, (a1,...,0q) 4= P(7,y,(L,s)); return (aq,...,aq)
Auxiliary masking source S(7): PGG distinguisher D(w,y, (L, s)):
(0,90,p) < ™5 8 4« Ly Gu < Gos Tu < (9, Gus D) (0,90,P) < 75 gu < 955 Tu = (, Gu, )
(x,m, L) 4 S, (m,); return (x,m, (L, s)) V' « Dy(mu,y,L); return b’

Figure 8 — Top left: Definition of the computational group scheme I',,. Top right: Definition of the predictor P,. Here,
A is the bitlength of p, t()\) is an upper bound on the runtime of I'(1?), and I'(1*; ) denotes running I" on input 1*
and random coins r. Bottom: Reduction from a PGG adversary (S,,D,) against I';, to a PGG adversary (S, D)
against I'.

More precisely, for any adversary (S,,D,) in the PGG game for I'y with S, € S*& N S™K  there is an
adversary (S,D) in the PGG game for I' such that

Advi®s, p, () = AdvP¥ p(2). (3)

Furthermore, S € S8 N 8™k More precisely, for any predictor P in the AlgPred game for (I',S), there is
a predictor Py in the AlgPred game for (I'y,Sy) such that

alg-pred alg-pred
Advp S (A) = Advp P (). (4)

Proof. Given an adversary (S, Du_) in the PGG game for ', with S, € S8 NS™sk_ define the PGG masking
source S via auxiliary algorithm & and the distinguisher D as shown in Figure 8 (bottom).

MASKING STRUCTURE. By construction, it is clear that S makes no EXP query and returns vectors x
and m of equal length. Thus, S € S™sk,

ADVANTAGE BOUND. By direct inspection, PGG?Z’D“()\) = PGG‘E’D(A), which means that the advantages
in the two games also coincide, thus proving Equality (3).

ALGEBRAIC UNPREDICTABILITY. It remains to be shown that, for every PGG source S, as above, source S
is algebraically unpredictable. To this end, let P be any predictor in the algebraic unpredictability game
against S, and consider the predictor P, in the algebraic unpredictability game against S, defined in
Figure 8 (top right). Notice that P, receives as input public parameters 7, with a uniformly distributed
generator, but needs parameters 7 as returned by I' to run P. To this end, P, searches the randomness
space of T'(1*) (which is possible since I' is PPT and P, can be unbounded) and randomly samples some
randomness 7 which results in I'(1%) returning parameters # with (o, p) as specified in 7. The corresponding
group generator gg is then correctly distributed, and P, can now run P on 7. Again by direct inspection,
we have AlgPredE s(A) = AlgPred?& s, (A), which proves Equality (4). O

REMARK. A similar result also holds in the opposite direction, namely, if T, is PGG[S®8 N S™5K] secure,
then so is I'. The proof is very similar to the one carried out above, but the roles of the source and the
predictor are inverted: In this case, it is the auxiliary masking source (constructed in the proof) who
searches for a correctly distributed generator gy (which again is possible, since masking sources can be
unbounded), while the predictor simply re-randomizes the given generator.
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4 Generic Groups are PGGs

In this section we show the feasibility of PGGs in the generic-group model. The importance of this result is
that it rules out generic attacks against the PGG notion, thus forming a check on the soundness of the
definitional framework. Furthermore, it automatically lifts the security of each application of PGGs that we
consider to the GGM, as long as algebraically unpredictable, masking sources are used. This is similar to
the Uber assumption family, where one relies on a specific assumption within Uber, and reuses the GGM
hardness proved once for the whole family. As discussed above, we show GGM hardness of PGGs for a
computational notion of algebraic unpredictability, which widens the applicability of our result.

The present section is structured as follows. We first clarify which flavor of the generic-group model we use
to study the soundness of the PGG notion, and recall the bit-fixing lemma for generic groups [CDG18, BMZ19].
We then define what it means for a generic group to be PGG secure, and discuss our definitional choices.
After stating our main theorem and some auxiliary lemmata, we then proceed to the proof of our result.

4.1 More on the Generic-Group Model

ForMALIZING THE GGM. Different abstractions for “generic algorithms” on groups exist in the literature.
Two prominent such models are that of Mauer [Mau05], where algorithms are given abstract “pointers”
representing group elements, and the one by Shoup [Sho97|, where elements are encoded as random strings.
We follow the second approach, which has been more common in recent years. A thorough comparison
between these two models can be found in the recent work of Zhandry [Zha22|.

We note that even with random group encodings, it is still possible to define technically different models.
For instance, Coretti et al. [CDG18]| set the co-domain of encodings to [M] (where M € N), whereas Shoup
allows for an arbitrary co-domain S C {0, 1}*. It is, however, not hard to see that by enumerating the
elements of S via a fixed permutation, the two models are equivalent. That is, choosing the co-domain of
the encoding does not affect the model.

We also observe that in his analysis of the discrete-logarithm problem, Shoup only allows for operations
on elements that were obtained from the group encoding and operation oracles. Following recent works (see,
e.g., [CDG18]), we on the other hand allow submitting any string in the co-domain of the encoding.

BIT-FIXING GGM. The generic-group model offers a simple way to study the hardness (resp., security)
of group-based assumptions and constructions against uniform adversaries without preprocessing. On the
other hand, it performs poorly when considering either non-uniform attackers or allowing preprocessing. To
address this shortcoming, Coretti, Dodis and Guo [CDG18] define the auxiliary-input GGM (AI-GGM), an
extension of the ordinary GGM which takes into account this wider class of adversaries. Unfortunately, it
turns out that this model is much harder to work in compared to the “plain” GGM.

Following prior work on the ROM, Coretti et al. [CDG18] also define an intermediate model, the bit-fixing
GGM (BF-GGM). In this model, which is parameterized by P € N, the leakage of the first-stage adversary
is converted into a list £ of at most P assignments without collisions of the form (z,y) € Z, x S. Then a
new generic-group encoding is sampled in compatibility with the assignment £ and is used in the online
phase of the attack. This model is technically simpler and closer to the GGM than the AI-GGM, because
outside of points in £ the new encoding looks completely random to the online attacker.

Surprisingly, Coretti et al. manage to relate the two models by reducing security of any game in the
AI-GGM to the BF-GGM, as shown below. The lemma we present is a reformulation of the decomposition
result for injection sources [CDG18, Lemma 20|, with the improvement that the function 20 computing
the leakage can be randomized, as in [BMZ19, Lemma 9|. In the following, for a set £ C Z, x S without
collisions, we denote by Inj(Z,,S | £) the set of all injective functions from Z, to S which extend L.
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Game AI-GG2: Game BF-GGoa. p:

T «— Inj(Zy, G); z «— A(T) T «— Inj(Zy, G); z «— A(7); L < DECOMPy(Rng(7),7, P, 2)
return D77 (2) 1z %— Inj (Zy, Rng(7) | £); return @Tﬁ’il(z)

Figure 9 — Generic games AI-GG and BF-GG from Lemma 4.1.

Lemma 4.1. Let p,S € N, S a set with |S| > p, and let A be an algorithm taking T € Inj(Z,,S) as input
and returning an S-bit string. Then there exists an algorithm DECOMPy with the following property: For
all v > 0, P € N, and for any distinguisher ® making at most T queries to its oracles, we have
2(S —logvy)T

P + ’Y 7
where the games AI—GG?”? and BF—GGIQ)[”SZ?%P are defined in Figures 9 (left) and 9 (right).

[Pr[ALGGSS] — Pr[BF-GGLE, 4| <

Proof. Fix p, S, S, and 2 as in the statement of the Lemma. Algorithm DECOMPg then works as follows:
For given T, ~, P, and z, it computes a convex combination of (P,T, 1-— P‘ql%((%)—dense sources that
are 7-close to the random variable X, defined as the uniform distribution X on Inj(Z,,S) conditioned
on A(X) = z. This can be done as shown in [CDG18, Lemma 13|. With this definition, the statement of

the Lemma is equivalent to the one of [BMZ19, Lemma 9]. O

REMARK. The lemma above holds for indistinguishability and unpredictability applications, and we will use
it to relate the advantages of adversaries both in the PGG and AlgPred games, with and without resampling.
We mention that Coretti et al. [CDG18] also prove another version of this result, which achieves a tighter
bound but only holds for unpredictability games. Unfortunately, we cannot use this alternative version for
the AlgPred game, because it only allows to bound the Al-advantage in terms of the BF-advantage (which
is the way the result is intended to be used, since working in the BF-GGM is usually easier), whereas for
the AlgPred game we need a bound in the opposite direction (notice that Lemma 4.1 is symmetric, so both
directions hold with the looser bound).

4.2 PGGs in the GGM

We now clarify what it means for a generic group to be PGG secure. The PGG and AlgPred games in
the GGM for a group of size p with target set S are presented in Figures 10 (top left) and 10 (top center),
masking sources are given in Figure 10 (top right). We stress that the oracles 7 and op defining the generic
group and its operation are independent of the injection o used to define PGG security—only the ranges of
the two encodings coincide, since, as in the standard model, o must take values in the group (which is given
by Rng(7) in the GGM). Advantage terms are defined as usual:

Adv)€sp=2-Pr [PGGZ’SD] -1, Advgfggf%d == Pr[AlgPred]s 5] .

Recall that masking sources can be unbounded, which means that they are allowed an unlimited amount
of group operations. Following [BMZ19|, we mirror this in the GGM by giving S the entire function table
of 7. Distinguisher D on the other hand is bounded, which means that it is only given oracles for 7 and op
and that the leakage L must be short. This choice of modeling more accurately reflects unbounded sources
in the GGM by allowing an arbitrary number of group operations. Furthermore, it allows us to derive
security in the presence of preprocessing attackers, as our sources can leak information about 7 to the
distinguisher.'?

1011 particular, this model allows a restricted class of sources that leak arbitrary information (without any unpredictability
requirements), as long as the sampling of the exponents is unpredictable (e.g., random, as is the case for the DLP).
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Game PGGIf’SD: Game AlgPredZ;S,S: Masking source S¥X?(7):
b« {0,1}; 7 «— Z%; 7 «— Inj(Zy,S) | Q< []; 7 4 Inj(Zp,S) (x,m, L) « S(7)
o «— Inj(Z,, Rng(1)) o «— Inj(Z,, Rng()) for i =1 to |m| do
L « SEBxr(7) L «— S¥x°(7) y[i] < op(mli], Exp(x[i]))
b «— D™°P(L) (a1,...,0q) «— PT°P(L) return (y, L)
return (b =1') [T1,...,24 < Q

return (37 | ayz; = 0) Comm. proc. op(hy, h):
Proc. EXp(x): return (771 (h1) + 71 (ha))
if (b = 0) then return o(z) Proc. EXp(z):
return 7(rz) Q + Q : x; return o(z)
Auxiliary source S'(7): Distinguisher D'™°P(y, L'): Predictor P™°P(y, L):
(x,m, L) « S(7); ¢ + |x|; | + |L]| (02(‘18 0)(llogpJ+1)+(¢~1) g |yl; 1« |L|
L' (02as—a)([logp)+1)+(¢=1) L,ql)« L' L' (0%(as—a)([logp]+1)+(l=1)

L,q,l) ) return D™°P(y, L) L,q,1) B

return (x, m, L') return P'™°P(y, L)

Figure 10 — Top left: The PGG game in the GGM. Top center: The AlgPred game in the GGM. Top right: A
masking source S in the GGM. In all games, |S| > p, and without loss of generality, all algorithms know p. Bottom
left: Adversaries (S’, D’) constructed from (S, D). Bottom right: Reduction from the proof of Lemma 4.2.

4.3 Preliminary Results

Before coming to the main theorem in this section, we prove two auxiliary results. In the next lemma, we
show that one can turn any algebraically unpredictable, masking source S into a source S’ where S’ has
constant output length, while preserving the query complexity and the algebraic unpredictability of S. This
is needed since Lemma 4.1 holds for algorithms 2l returning an output of fixed length. Afterwards, we study
the advantage of a predictor P in an algebraic unpredictability game where the generic-group encoding is
resampled and P is allowed multiple guesses. We will use Lemma 4.1 to relate P’s advantage to a classical
algebraic unpredictability advantage.

Lemma 4.2. Let p € N, S a set with |S| > p, and let (S,D) be an adversary in the PGG game with
S € 82 N 8™k ymaking at most qs oracle queries and returning at most £ bits of leakage L. Then there
exists a PGG adversary (S',D') with S’ € S¥& N S™K making the same oracle calls as S, with S' returning
exactly 2qs(|logp| + 1) + £ + |loggs]| + [log £] + 2 bits of output, such that Advpgsgs p= AdV]I;gS s and,
for every predictor P’ in the game AlgPred, there exists a predictor P such that Advzlé g«feg, = Adv Zl‘é'gr;;d.
Proof. For a PGG adversary (S, D) as in the statement of the Lemma, consider the pair (§’, D) defined
in Figure 10 (bottom left). By direct inspection S’ € S™K it makes the same queries as S, and satis-
fies Advpgsg sp = Advp,& S/ D As for the (total) output length of S, observe that if we encode every entry
of x and m with |logp| + 1 bits, and the numbers ¢ < ¢s and | < ¢ with |loggs| + 1 and |log/¢| + 1
bits, respectively, the output (x,m, L’) has the desired length. Note that there is no need to encode
separator symbols or to repeat bits, since the additional information supplied in L’ allows to uniquely
recover (x, m, L').

Finally, notice that &’ is algebraically unpredictable. To do so, let P’ be any predictor playing the algebraic
unpredictability game for §’, and consider the predictor P defined in Figure 10 (bottom right) playing the
algebraic unpredictability game for S. Since [x| = |y| we obviously have Adv;%:gf?g, = Adv;%:gf?f, which
concludes the proof. O
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Game MAlgPredP : Game Game':
Q « []; 7« Inj( p,S Q + [I; 7« Inj(Zy, S -
o 4 Inj(Zy, Rng(7)); (x,m, L) «— S(7) o % Inj(Zp, Rng(7)); (x, m L) (7)
for i = 1 to |m| do y[i] + op(m][i], Exp(x[i])) L + DEcoMPg(Rng(7),7, P, (x,m, L))
(11, 01g), s (Qgds ooy i g)) 4= PTOP(y, L) | Tz % Inj(Zp, Rng() | E)
o 20 for i = 1o [m)| do y[i] — op(ml], Exp(x[])
return (35 € [8]) (XL, aja; = 0)) (1,15 019)5- -+, )
(Q1s.esQpq)) € PTEOPL(y, L)
Comm. Proc. Exp(z): (1,24 < Q
Q + Q : x; return o(x) return (Gj € [k]) (X1 oz = O))
Proc. Op(hl, hg): Proc. Opﬁ(hla h2):
return 7(77(hy) + 771 (h2)) return 7z (7" (h) + 7" (h2))
Algorithm 24(7): Proc. EXp(z):
(x,m, L) «— S(7); return (x, m, L) RQ+Q:x
if (x € Dom(7,)) then
Algorithm @77 ' (x,m, L): g 4 G\ Rng(T,); T < T5 : (2, 9)
Q« [; Ty < [] return 75, ()
for i =1 to |m| do y[i] < op(m[i], Exp(x[i]))
(@153 @1g)s s (@t - s Qg)) %= PTP(y, L) Proc. op(hs, ha):
[21, ..., 2q) + Q; return ((3j € [])(X1; ajiz; = 0)) return 7 (771 (k1) + 7 (h2))

Figure 11 — Top left: The MAlgPred game. This is the algebraic unpredictability game, where the predictor can
return multiple guesses. Top right: The game Game'. This is the MAlgPred game with a resampled GGM encoding.
Bottom: Reduction from the proof of Lemma 4.3.

Lemma 4.3. Letp € N and S a set with IS| >p, let PEN, v >0, and let S € S¥& N S™k e a source
with S returning ezactly S = 2qs(|logp| + 1) + ¢ + [loggs| + |log £] + 2 bits of output (as in Lemma 4.2).
Then, for every predictor P making at most qp ; and qp op calls to its oracles,

6(S —logvy)T

Pr[Game’] < Pr [MAlgPredZ:,S,S] + P T

where T = qp + + qpop + s, and the games MAlgPredZis’S and Game' are defined in Figures 11 (top left)
and 11 (top right). Furthermore, for every predictor P in the game MAlgPred for S returning at most k tuples
of scalars, there exists a predictor P’ in the AlgPred game for S such that Pr [MAlgPredZiS, s] < k-Adv al% gr%d,.

Proof. For the first statement, we use Lemma 4.1 to prove the desired inequality. To do so, we must interpret
the output of S(7) as a bitstring, which can be done as discussed in the proof of Lemma 4.2. Now consider
algorithms 2 and ® defined in Figure 11 (bottom). By direct inspection, for this choice of 2 and © we
have Al- GGQLS@ = MAlgPred s.s and BF- GG?} QV p=Ga me’. To conclude, notice that ® needs two oracle
calls to 1mp1ement operation op in the for—loop; énd one and three oracle calls to answer queries of P to its
oracles 7 and op, respectively, which means that it makes at most 371" oracle queries.

For the second statement, let P’ be the predictor that runs P and then outputs one of the tuples
returned by P chosen at random. The bound follows by a standard argument. O
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REMARK. Notice that the result above applies Lemma 4.1 to a version of the algebraic unpredictability
game where the predictor can return multiple guesses and wins if one is correct, rather than plain algebraic
unpredictability. The reason we introduce this game is that, in the proof of Theorem 4.4, a direct reduction
to the AlgPred game (with resampled encoding) comes with a multiplicative loss of around 72, which
then also multiplies the additive constant due to Lemma 4.1. A reduction to Game’ on the other hand has
multiplicative factor 1, which means that the additive loss from Lemma 4.1 remains as is when we then
move from MAlgPred to AlgPred (with loss 7). This is crucial in order to replicate bounds obtained in
prior works for specific instances of masking sources.

4.4 Generic-Group Feasibility

We are now ready to state and prove the main result of this section.

Theorem 4.4. Let (G,0) be a group of order p, and S a set with |S| > p. Then the generic group on G
is PGG[S*8NS™K] secure. More precisely, for every adversary (S, D) in the PGG game with S € S80Sk,
there exists a predictor P in the game AlgPred such that

2 lg-pred ST?
AdvyEsp, <O (T Adv €55 + ) ) ;

where S = 2qs(|logp| + 1)+ £+ |loggs| + [log¢] +2 and T = qs + qp.+ + qp.op- Here qs, ¢pr, and gp op
are upper bounds on the number of queries made by S and D to their respective oracles, £ is an upper bound
on the length of the leakage L returned by S, and we assume T < /Sp.

Proof. Fix any (S, D) as in the statement, and consider the corresponding pair (§’,D’) defined in Lemma 4.2,
where S’ returns exactly S bits. Since Advpgsg SD= = AdvP% s s pr» We estimate the latter. For the remainder
of the proof, let v > 0 and P € N be numbers that Wlll be determined later. We use the game-playing

framework and consider the following sequence of games:

Gamey is the PGG game for (8, D’) with respect to b = 1, i.e., where the oracle EXP uses the generic group
injection 7.

Game; is the same as Gameg, but we additionally require that the queries S’ makes to the EXP oracle be all
distinct.

Gamey is the same as Gamej, but we use Lemma 4.1 (with v := 1/p) to resample 7 right after the execution
of §’, whose output is treated as leakage. Also, we do not sample the new injection 7, all at once, but
instead implement it via lazy sampling.

Gameg is the same as Gameg, but we replace the randomly chosen exponent r «— Z; with a formal variable R.
We also start to lazy sample the new encoding o with the values returned by EXP (i.e., we add
the sampled values to a newly initialized table T, ), and modify the condition in the if-statement in
the EXP oracle into one involving 7.

Gamey is the same as Games, but for every EXP query x[j], instead of saving an entry for Rx[j] to the
encoding table, we index it with a different and independent variable Z;.

Games is the same as Gamey, but we evaluate the variables Z; at random values ¢; 4— Z,,.

Gameg is the same as Games, but we insist that the values ¢; be pairwise different.

Gamey is the same as Gameg, but we no longer populate table T’ in oracle calls to EXP.

Gameg is the same as Gamer, but when we lazily sample replies to EXP queries, we do so consistently with o
rather than 7. In other words, we sample group elements ¢g at random from Rng(7) \ Rng(7,) instead
of Rng(7) \ Rng(7".). Notice that the EXP oracle now only depends on ¢ and is completely decoupled
from 7.
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Game Game;: Proc. Exp(z): Pred. Q™ (y, L):

for i =1 to |x| do
yl[i] + op (mli], Exp(x[i]))
return D'7£PL (y, L)

Proc. Exp(z):
if (re ¢ Dom(7:,)) then

g %= Rng(7) \ Rng(T
return T, [rz]

)i Trplral < g

if (x ¢ Dom(T:,)) then

g % Rng(7) \ Rng(T,

return 7%, [z]

Proc. 7z(x):

if (x ¢ Dom(T%,)) then
g %= Rng(7) \ Rng(T

return 77, [z]

r 4 Zs; T 4 Inj(Z,,S); (x,m, L) «— S'(7) return 7(rx) q < |y|; v+ 07
i (31 <i<j < [x|)(xli] = j])) then return o\ 4= [als 5« [a] \ {3}
i Proc. op(h1, ha): v[i] < 1; v[j] + —1
fori=1to ‘X‘ dp y[l] ( [ ] (X[ZD) —1 return v
return D'"°(y, L) return 7(7~ ' (h1) + 7
Game Games: Proc. op,(h1, h2): Alg. A(7):
74— L5 T« Inj(Z,,S); (x,m,L) «~ &'(r)  forie [2] do (x,m, L) « &'(7)
if ((Ell § 1< ] S |X|)(X[’L] = X[j])) then if (hl ¢ Rng(TTL)) then return (x’ m, E)
return 0 x; % Zp\Dom(Tr,); Trp [xi] < hi
Trp = [(@1,91), -5 Tk, Gn)] _ i < T; ;' [hi] Alg. o (x,m, L):
+ Decompg (Rng(7),7, P, (x,m, L)) T 1 + T2 7
D

for i =1 to |x| do
yli] < op(mli],
return D' 7P (y, L)

Proc. op(h1, h2):

Tl — T
return 7(z1 + x2)

(rx[i]))

Yhi); o 77

' (ha)

Figure 12 — Top left: The game Game; from the proof of Theorem 4.4. Top right: Reduction for the transition
from Gamey to Game;. Bottom left: The game Game, from the proof of Theorem 4.4. Bottom right: Reduction for
the transition from Game; to Games.

Gamey is the same as Gameg, but we undo lazy sampling of ¢ and instead sample it all at once. Also, we
again use Lemma 4.1 to undo resampling of 7.

Gamejg is the same as Gameg, but we remove the constraint that all queries S makes are pairwise different.
Doing so, we have obtained the PGG game with b = 0, i.e., where the oracle EXP uses an independent
encoding o.

We now argue that the difference between the success probabilities of subsequent games are small.

Gamey ~» Game;. Denote by Bad; the event that in Gamey, there exist i < j such that x[i] = x][j], and
observe that Gamey and Game; are identical until Bad;. To bound the probability of this event, consider
the predictor @ defined in Figure 12 (top right). One readily verifies that if Bad; occurs, then Q" wins
the algebraic unpredictability game for source &', provided that Q' guesses a correct pair of indices where
entries of x collide. Therefore,

qs

|Pr[Gameg] — Pr[Game]| < Pr[Bad;] = ZPr[Badl | |x| = ¢] Pr]|x| = ¢]
q=0
& q 1 d qs 1 d 1 d
alg-pre alg-pre 2 alg-pre
< Z <2) Advpgg,’g, -Pr|x| =¢] < <2 >Advp§7g,7g <T -Advpgg’Q ,
q=0

where Q is the predictor constructed from Q' as in Lemma 4.2.

Game; ~» Games. Consider algorithms 2 and ® defined in Figure 12 (bottom right). One readily verifies
that Al- GGQK Y — Gamey, and Pr [BF- GGPS - p] = Pr[Games] since the only difference between these two
games is that the former samples 7, at once, while the latter implements it via lazy sampling. Using
Lemma 4.1, and noticing that ® makes no more than 37T queries to its oracles, we therefore obtain

6(S — log )T
( 0g7) n

|Pr[Game] 5

— Pr[Games]| <
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Gamey ~~ Games. Consider the following three events: (1) Let Bady be the event that, in Gamey, there
exists i such that rx[i] € {Z1,...,Tx}; (2) Let Bad, be the event that, at the end of the execution of D’
in Games, there are polynomials Q1(R), Q2(R) € Dom(T%,) such that Qi(R) # Q2(R), but Q1(r) = Q2(r)
for a randomly chosen value r «— Z;; and (3) Let Badj be the event that, at the end of the execution
of D' in Games, there is a polynomial Q(R) € Dom(T;,) such that Q(r) € {Z1,...,%} for a randomly
chosen r «— Z;. Then notice that Game, and Games are identical if none of these events occurs, and
therefore |Pr[Games] — Pr[Games]| < Pr[Bads] + Pr[Bad)] + Pr[Badj]. We bound each of these probabilities
separately. For Pr[Bads], notice that there are at most gs terms rx[i], each of which can collide with at
most P values 7;. The probability of each collision happening is 1/(p — 1) since r is random in Zj, and
therefore

qsP < 2qsP < 2TP.

p=1— p — p

Moving to Pr[Badj], observe that for Bad, to occur at least one of @1 and Q2 must be non-constant.
After the execution of D', Dom(T%,) contains at most 2¢s + ¢p o, many non-constant polynomials and at
most P + 3¢s + ¢p,r + 3¢p,0p many entries that each of the polynomials can collide with when evaluated at
random r € Zy;. Each collision happens with probability 1/(p — 1) by the Schwartz—Zippel lemma, which

Pr[Badg] <

means

Pr[Bad)] < (295 + gp,op) (P + 3qi + qp,r + 39D,0p) < 2T (P +13T) < AT(P +3T) < 12T(P +T)

Finally, to bound Pr[Badj] notice that after the execution of D', Dom(7%,) contains at most 2¢s + ¢p,op
many non-constant polynomials, each of which can collide with one of at most P elements ;. Again, each
collision happens with probability 1/(p — 1) by the Schwartz—Zippel lemma, which yields

(205 + apop) P _ 2TP _ ATP.

Pr[Bad}] <
e S

Collecting the terms above, we obtain

!Pr[Gameg] — Pr[Gameg]’ < 2TF + 127(P + 1) + TP < 18T(P+ 1) .
p p p p

Games ~~» Gamey. We proceed in a similar way as above: Let Bads be the event that, at the end of the
execution of D’ in Gamey, there are polynomials Q1(Z1, ..., Z,),Q2(Z1,. .., Z;) € Dom(T;,) such that Q #
Q2, but Q1(Rx[1],...,Rx[q]) = Q2(Rx[1],..., Rx][g]) as polynomials in R, where ¢ = |x|. Then Games
and Gamey are identical if Bads does not occur, which means |Pr[Games] — Pr[Gamey]| < Pr[Bads]. To bound
the latter probability, observe that we can turn any collision as above into a non-trivial algebraic relation
involving x. Indeed, if Q; = 3°9_; a;;Z; + 9, then having a collision means Y°_, (a1 ; — a2,;)x[j] = 0,
and since ()1 # Q2 we must have o ; # g j for some j € [¢s]. Therefore, consider the predictor R’ in
Figure 13 (bottom). One readily verifies that if Bads occurs, then R’ wins the game Game’ in Figure 11 (top
right) for source &’. Using Lemmata 4.2 and 4.3, and observing that table 7" contains at most gs + ¢p’ op
many entries, we obtain

/ —1 T
|Pr[Games] — Pr[Gamey]| < Pr[Bad;] = Pr[Game’] < Pr [MAIgPred‘E&S,} + W +
ds + qp, lg-pred , 6(S —logy)T 2 lg-pred , 6(S —logy)T
< ( K °p> v SEZ BV e pqitprt 5 0e)T

where R is the predictor constructed from R’ as in Lemma 4.2.
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Game Games: Proc. Exp(z):

T 4 Inj(Zp,S); (x,m, L) 4~ S'(7); Tr + [] if (x ¢ Dom(T5)) then

if (31 <4< j < |x|)(x[i] =x[j])) then return 0 ) g «— Rng(7) \ Rng(T+,)
Trp = [(#1,41);- -, (T, Gk )] < DECOMPg/ (Rng(7), 7, P, (x,m, L)) Tolx] < g; Trp[Ra] <= g
for i =1 to |x| do y[i] + op,(ml[i], ExP(x[i])) return 7, [x]

return D'74°P2 (y, L)

Game Gamey: Proc. Exp(z):

7 4= nj(Zy,S); (x,m, L) 4= §'(r); To + [J; [ < 0]

if (31 <4< j < |x|)(x[i] =x[j])) then return 0 B if (x ¢ Dom(T,)) then
Tr. =[(Z1,91), ..., (Zk, Jx)] < DECOMP& (Rng(T),~, P, (X, m, L)) g «— Rng(7) \ Rng(7%,)

for i =1 to |x| do y[i] « op.(m[i], Exp(xli])) Tolz] < g; | T [Z5) < g
return D'7£PL (y, L) return 7, ()

Predictor R'™°P(y, L): Proc. op’(h1, ha):

g Iyl T’ [(Zy,y[1]), - (Zg, y1d))] h < op(h1, h2)

b« D™ (y, L) for i € [2] do

{23:1 05],127, |‘7 c [K/}} — Dom(T') . €Ti < T/_l(hi); if (371 = L)/then Ti < 0
return (Qj1 — Qs -- .5 Qg — Ok.q)j<k if (1 #0) V (z2 # 0) then T'[x1 + z2] < h

return h

Figure 13 — Top and Center: The games Games and Gamey from the proof of Theorem 4.4. The oracles op, and 7.
are the same as in Gamey. Bottom: Reduction for the transition from Games to Gamey.

Gamey ~~ Games. Let Bady be the event that, at the end of the execution of D’ in Gamey, there are polyno-
mials Q1(Z1,...,2Zy),Q2(Z1,...,2Z;) € Dom(T;,) such that Q1 # Q2, but Qi(c1,...,¢q) = Qa2(c1,...,¢q)
for randomly sampled ¢, ..., ¢4 4= Zy, where ¢ = |x|. Then Gamey and Games are equivalent until Bady.
As before, Dom(T7,) will contain at most 2¢s + ¢p op polynomials at the end of the game, with each pair
resulting in a collision with probability at most 1/p by the Schwartz—Zippel lemma (since deg(Q;) < 1).
Hence,

2 1 277
|Pr[Gamey] — Pr[Game;]| < Pr[Bad,] < < 95+ qp’°p> R

2 p- P

Games ~» Gameg. Let Bads be the event that, for some call to EXP in Games, the sampled value ¢
satisfies ¢ € Dom(T%,). Again, Games and Gameg are equivalent until Bads, and a straightforward calculation
shows that

as
|Pr[Games] — Pr[Gameg)| < Pr[Bads] = ZPr[Badg, | |x| = ¢] Pr[|x| = ¢]
q=0
as
P+1 P+3 P+2¢—-1 P+ T(P+T

q=1

Gameg ~» Game7. We claim that Gameg = Gamey, which in particular implies Pr[Gameg] = Pr[Gamer].
Indeed, the only difference in the pseudocode of the two games is that Gameg explicitly populates table T+,
in the EXP oracle, while Game; does not. On the other hand, in Gamey this is done implicitly by the op,-
procedure, with exactly the same distribution as specified in the EXP oracle of Gameg, since g is always
picked in the complement of Rng(7%,.).

Games ~» Gameg. Define an intermediate game Gamey7 s which is the same as Gamer, but where the Exp
oracle draws ¢ at random from Rng(7). Denote by Badg and Badg the events that, for some call to EXP in
game Gamey 5, the random element g satisfies g € Rng(7;,) (resp., g € Rng(7T,)). Then Game; and Gamer 5
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Game Games: Proc. Exp(z):
T 4 Inj(Zp,S); (x,m, L) 4~ S'(7); Ty < [] if (x ¢ Dom(T%)) then
if ((31 <4< j < |x|)(x[i] =x[j])) then return 0 B g «— Rng(7) \ Rng(T%,); To[z] ¢
T, = [(jlvgl) .- (‘%k,?jk } <_]:)ECOMPS"(Rng(T)v’Yv137 (vavL)) ‘C(-%Zp, T.rﬂ[c] —g
for i =1 to |x| do y[z] <+ op,(mli], Exp(x[i])) return Ty 2]
return D'7£P< (y, L) 7
Proc. Exp(z): Proc. Exp(z): Proc. Exp(z):
if (x ¢ Dom(T,)) then if (x ¢ Dom(7,)) then if (x ¢ Dom(T,)) then
g « Rng(7) \ Rng(T>, ); To[z] < g g % Rng(7) \ Rng(T>,) | g« Rng(r) \ Rng(T) |

T, lcl+g Tylz] < g

‘c«—Zp\Dom(TTL); el
return 7T, (x

return 7, [z]

Tolx] < g
return T, [z]

Figure 14 — Top: The game Games from the proof of Theorem 4.4. Bottom: Exponentiation oracles of the
games Gameg, Game7, and Gameg. The pseudocode of the corresponding games is the same as Games. In all games,
the oracles op, and 7. are the same as in Games.

are equivalent until Badg, and Gamer 5 and Gameg are equivalent until Bad'6. An argument similar to the
one for Bads now yields

P+ 2 TWP+T) T?
es(Ptas) s TP+T) T

Pr[Game;] — Pr[Gameg]| < Pr[Badg] + Pr[Bads] <
[PriGamer] — PriGames]| < PriBads] + PriBady] < 57 E08) &8 (TEAT) T

Gameg ~~ Gameg and Gameg ~~ Gamejg. Observe that we are essentially undoing the first two transitions.
As a result, arguments similar to those given at the beginning of the proof apply here as well, and we have

|Pr[Gameg] — Pr[Gamey]| < 6(5 —log)T 4oy

P ' |Pr[Gameg] — Pr[Gameyo]| < T2 . Adv?igpred

p,S,8,Q

Collecting all the terms above and setting v = 1/p, we obtain the following bound:

18(S + 1 T 20T(P+T T? +1

o 36ST 20TP 2672
S3T2-Advg}§§3§i+ ottt

2672 S P
< 372 . Advigpred 36T
< Ve + > + 5+ )

where P € {Q, R} is the predictor with the larger advantage. Now recall that this inequality holds for
every P € N, which means that we can set P =~ 1/Sp to minimize the term on the right. Overall we obtain

ored 2672 S (a) pr S
AdvPE 5 ) < 372 AdviERS + T2y /5 < 372 AdvAERS + 98T, /;

ST?
<100 <T2 . AdVZ}%:gl:;g + p) ,

where Inequality (a) holds by our assumption that 7' < /Sp. O

UBER WITH PREPROCESSING. Looking ahead, we observe that Uber and Uber-II sources are statistically
algebraically unpredictable (even in the GGM) and, in particular, their algebraic unpredictability bound
does not depend on the number of queries made by the predictor to the generic group oracles. This in turn
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implies that when the above theorem is applied to the Uber and Uber-1I sources (with ¢ polynomials of
degree at most d and at most T" generic group and operation queries) we obtain

B _ 2 2
Advglﬁ—u < O <d(T + Q) + S(T + Q) )
’ p p

in the GGM. When setting ¢ = 4 and d = 2, the bound matches that established for the DDH problem [CK18,
CDG13].

DiscussioN oN DDH-II. As a second corollary, we obtain the hardness of the r-DDH-II assumption'! in
the GGM (here “r” stands for randomized generator). This result was also established by Bartusek, Ma,
and Zhandry (BMZ) [BMZ19, Theorem 12|. Our proof, besides establishing the hardness of a winder class
of assumption, is more modular and also avoids asymptotics. Furthermore, since our feasibility only relies
on computational algebraic unpredictability, it can be applied in a setting where some group elements are
directly leaked to the distinguisher.

5 From Simple to Algebraic Unpredictability: LDDs

We define a new type of hash function family called linear-dependence destroyer (LDD) that is useful for
building schemes secure in PGGs. Intuitively, LDDs are hash functions with domain and range 7Z, that
remove, in a statistical sense, any linear dependence among a list of distinct but potentially correlated
values.

LINEAR-DEPENDENCE DESTROYERS (LDDS). Let H be a hash function family with domain and range Z,
for some prime p. We define the advantage of a pair of adversaries (S,.4) in the LDD game for H as

Advifd (\) = Pr[LDDE (V)] ,

where the LDD game is defined in Figure 15 (top left). We require that the outputs of S be pairwise distinct
and the output of A be different from the all-zero tuple. We say that H is LDD[S] secure if the advantage
of any (S,.A) in the LDD game is negligible, with § € S and A an unbounded machine. We write this
as H € LDDIS].

We call an LDD source S statistically unpredictable if

AdvESp(N) = Pr[Predf s(V)]

is negligible for any (possibly unbounded) predictor P, where the game Pred is defined in Figure 15 (top
center). We denote the class of all statistically unpredictable LDD sources by S5"P. We say that H is an
LDD if it is LDD[S®"P] secure.

In Section 5.1 we show that, for a computational group scheme I', the hash function family H[I"] with
domain and range Z, defined in Figure 15 (bottom) is an LDD for the class of low-degree sources Slow,
These are sources that compute their output as evaluations of low-degree polynomials on high-entropy
points, as in Figure 15 (top right) — We refer the reader to Section 5.1 for formal definitions and proofs.

We were unable to prove that the construction in Figure 15 (bottom) is an LDD for all unpredictable
sources, though we have not been able to break it either. We conjecture that LDDs exist for all statistically
unpredictable sources, and not just for low-degree ones. More strongly, we conjecture that the hash
function H[I'] defined in Figure 15 (bottom) is LDD secure for all statistically unpredictable sources.

"Distinguish (g, g%, g¥,¢"¥) from (g, g, g%, g*) for a random generator g, unpredictable z, and random y and z.
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Game LDDf"A()\): Game Predﬁs()\): Source S(7):

T %— H.Setup(l’\) T 4— H,Setup(l)‘ (Pb sy Pq,St) <= SO(W)
(z1,...,2q,5t) 4 S(m) (z1,...,2q,5t) 4= S(7) for i =1 to m do s; «— S1(i,7)
hk «— H.KGen() a! «— P(m,st) for i =1to ¢ do
(g, 0, ..., aq) = A(m, hk,st) return (2’ € {x1,...,24}) z; < Pi(s1,...,5m)

return (37 o - H(hk, z;) = ap) return (1, ..., %q,st)
H[T].Setup(1*): H[I'].KGen(p): H[T|(hk, z):

(7 := (0, g0,p)) 4 T'(1") hk «— Z, if (x = —hk) then return 0
return p return hk return 1/(z + hk)

Figure 15 — Top left: The LDD game. Top center: The predictability game. Top right: Structure of a low-degree
LDD source. Bottom: Candidate construction of an LDD family H[['| from a computational group scheme T'.

We emphasize that LDD is an information-theoretic notion and thus unconditional constructions (as for
randomness extractors) may exist. We note that positive results for smaller classes of sources are also
meaningful, as they would translate, via our constructions and proofs, into deterministic PKE, UCEs, and
RKA-secure encryption.

As evidence towards the first conjecture, we can easily prove that a RO p: ZIQ, — Zy is an LDD, if
all algorithms only get polynomially bounded oracle access to p (rather than the entire function table).
Assume that A makes at most n queries, and let E denote the event that A queries p on one of the
points (hk,z1),. .., (hk,z,). Then we can build a predictor P such that Pr[E] < n- Pr[PredES (p)], which is
small by unpredictability of S. If E' does not occur, then the equation Y 7_; a; - H(hk, ;) = « is satisfied
with probability at most 1/p, because at least one coeflicient o, 1 < j < ¢, is non-zero, and thus the
random-looking value H(hk, z;) is determined by the winning condition.

We provide a stronger feasibility result for LDDs by showing that random functions are LDDs for any
unpredictable source, even when both the source S and the adversary A have full access to the table of
the random function.'? This result would thus establish the existence of LDDs, similarly to that for other
information-theoretic objects such as randomness extractors. At a very high level, we prove this result in
two steps: First, we decompose arbitrary high-entropy sources into a convex combination of flat sources
(i.e., sources that are uniform on subsets of the support of the distribution). This is a standard technique
in the study of randomness extractors [Vadl2|. Second, we apply a compression-style argument [GT00]
to show that any predictor that has a high LDD-advantage against unpredictable sources can be used to
compress the random function. The complete proof is rather technical, and we refer to Section 5.2 for a
more detailed overview as well as the formal details.

5.1 LDDs for Low-Degree Sources

In this section we show that for a computational group scheme I, the hash function family H[T'] with domain
and range Z, defined in Figure 15 (bottom) is an LDD for low-degree sources, a class of sources which we
define below.

LOW-DEGREE SOURCES. A (d, k)-source is a source S for which there exist PPT algorithms Sy and &;
such that S takes the form in Figure 15 (top right), where Sy outputs ¢ non-constant polynomials
in Zp[X1,...,Xm] of total degree at most d and, for every ¢ € N and all public parameters m, S; (4, 7) is
a k-source over Z,, with k(\) = w(log \). We denote the class of all such (d, k)-sources by S'°".

12 Accordingly, we also impose a statistical notion of unpredictability on sources by giving predictors access to the full table.
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CONSTRUCTION. Let I" be a computational group scheme. We now prove that the hash function family H[I']
defined in Figure 15 (bottom) is LDD[S!"] secure. This function was used to build a correlated-input
secure hash function by Goyal, O’Neill and Rao [GOR11]. To this end, we start with a technical lemma
about the set of roots of polynomials.

Lemma 5.1. Let m,p,0 € N with p prime, and let P € Zp[X1, ..., Xp] such that d .= deg(P) > 1. Denote
by R the set of roots of P in IF;’}S. Then |R| < dp®™=Y  If in addition & is such that all polynomials in one
indeterminate over Zy, of degree at most d are split over s, then |R| > pom=1)

Proof. The first part of the statement follows from the Schwartz—Zippel lemma: Using Lemma 2.1 with
S =5, we obtain |R|/p™ < d/p°, ie., |R| < dp®m—D.

We prove the second part by induction on m. If m = 1, the lemma states that |R| > po=1) = 1. This is
indeed true since P is non-constant and, by definition of 4, split over F,,;, which means that it has at least one
root. Now let m > 1, and suppose that the statement holds for all m’ < m. If P has less than m variables,
the lemma follows from the induction hypothesis, so assume that this is not the case. For each v € Fz,
define Ry = {(21,...,2m) € R| 2m = v}, and let T, be the set of roots of Py = P(Xi,...,Xm-1,7)
in IFZ}_I. Then notice that R = |_|7er6 R, and that R, =T, for every v € F,s, which means

Bl= S IR = ST = 30 p D =y

vEF 5 Y€EF 5 Y€EF 5

Here, the inequality follows from the induction hypothesis, by observing that P, is a non-constant polynomial
in m — 1 < m variables of degree at most d. O

The main step of our proof is contained in the following result, saying that two different low-degree
polynomials with random constant term are likely to be coprime. This allows us to prove in the next lemma
that the numerator of any non-trivial linear combination Y ;" | o /(P; 4+ hk) — oy is non-zero. LDD security
of H[I'] for low-degree sources then follows from Lemma 2.2.

Lemma 5.2. Let d,m,p € N with p prime, and let Pi,P, € Z,[X1,...,Xy] be such that Pi # P»
and deg(Py, Py) < d. Then we have:

d

a«lirzp [ged(P + a, Po + o) # 1]
Proof. Let 6 € N be such that all polynomials in one indeterminate over Z, of degree at most d are split
over 5. Define @ := P — P», and denote by R the set of its roots in IFZ};. By assumption, () is non-zero
and of degree at most d, which means that |R| < dp®™~1 by Lemma 5.1. Similarly, for every a € Ly,
define Q,, := ged(Py + a, P> + «), and denote by R, the set of its roots in IE‘Z};. Again by Lemma 5.1, we
know that Qq # 1 if and only if |Re| > p®™~1). We can now bound the probability in the statement of the

lemma as follows:

) 1= 0 [ 0] = [ a2 )
@ P

s~ &~

I'E]Fp5
= P 1 > < _—— __ E 1 _ - E 1
a«‘rZP |:r€ZR Ralr) 2P :l = pPmTY awz, reZR £a (¥) pd(m=1) I'EZRa«-Zp[ Ra (1))
1 1
= S 2 Py € Ral = e D0 Pr [Pi(r) = Pa() = o)
reR P reR P
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Game Game: Game Game':

for i =1 to m do s; «— S1(i,7) for i =1 to m do s; «— S1(i, )

S+ (81,...,8m); hk « Z, S+ (81,...,8m); hk « Zp

(o, 1y ..., 0q) «: A(r, hk, st) (a0, a1, ..., 0q) « A(m, hk, st); gzz =37, P
return (23:1 B FhE = Oéo) return (Npg(s) — ao - Dri(s) = 0)

Figure 16 — The games Game and Game’ from the proof of Theorem 5.4.

—
INe

1 _ _ 1 1 _ |R|
= palm=1) a}irzp[Pl (r) =a] = pm=1) Z;, T DL = pi(m—D+1

dpé(m—l) d
reR rcR p

Here, 1, (r) is the function which returns 1 if r € R,, and 0 otherwise. Equality (a) holds because
R, C R for every a € Z,. Indeed, if x € R, we have (P + «)(x) = (P2 + a)(x) = 0, which means
that (P; — P»)(x) = 0, and thus x € R. Step (b) uses Markov’s inequality, and Inequality (c) is the estimate
on |R| given above. O

Lemma 5.3. Let m,p,q € N with p prime, and 0 # Py,...,P; € Zy[X1,...,Xy,] be such that at most
one of them is constant and, for all1 < i < j < ¢, ged(P;, Pj) = 1. For each i € [q] let d; .= deg(P;),

and define d == Y 1_, d;. Then, for every ai,...,aq € Zy not all zero, there exist two non-zero polyno-
mials N, D € Zy[X1,...,Xy] such that Y"1, B = &, deg(N) < d — min; d;, and deg(D) < d.

Proof. For every i € [q] define the polynomial L; := ngqu’#i P,. If we now set N := >1 o - L;
and D = [[?_, P, we obtain

S i Li(Xy, ..., Xm)  N(Xq,..

_ X

q
(a7} .
;B(Xl,...,Xm) I P(X, . X D(X1,...,Xm)

We now prove that N # 0. Suppose by contradiction that N = 0; we show that this implies a;; = 0 for
every i € [q]. Fix any i € [g]. If P; is constant, then notice that a;L; is the summand of highest degree
in N (because none of the other P; is constant by assumption), which forces o;; = 0. Suppose on the other
hand that P; is not constant. Notice that for every j # ¢, we have P; | L; and thus N = oy L; (mod P;), so
that N = 0 would mean P; | a;L;. Given that L; is the product of polynomials coprime with P;, we must
have ged(L;, P;) = 1, and thus P; | «;. Since «; is a scalar, it must be a; = 0.

We now estimate the degrees of N and D. The bound on deg(D) is clear. For the numerator, notice that
each L; has degree d — d;. Thus, the degree of N is at most max; deg(L;) = max;(d —d;) = d —min; d;. 0

Theorem 5.4 (LDD for low-degree sources). Let I' be a computational group scheme and H[T'] the
hash function family defined in Figure 15 (bottom). Then H[I'] € LDD[S'V]. More precisely, for any
adversary (S, A) in the LDD game with S a (d, k)-source we have

g(N)d(A) | dN)g(N)(g(M) +1) (5)
k(X 27 '

Adviiy s 4(A) <
Here, d(\) and q(\) are upper bounds on the degree and number of polynomials returned by Sy, respectively,
and k(X) is a lower bound on Heo(S1(i, 7)) for every i € N and all public parameters ™ «— H.Setup(1*).

Proof. For every m and (P, ..., Py, st) returned by I and Sp(7), respectively, denote by Game := Game(\, 7,
Py,..., P, st) the LDD game for H[I'] played by (S,.A) with these parameters fixed, as shown in Fig-
ure 16 (left). This means

Adviity s M) =D Y PrGame] Pr[(T(1%) = ) A (So(m) = (Pi, ..., Py, st))].
T (Pp,...,Pq,st)
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Game LDDﬁﬁ(p): Game PredEF’S(p):

WéFF\LlH(ZIQ),Zp); ($1>~--7xq>5t) «_S(ﬂ-)7 hk«_Zp W«‘FUD(Z?;’ZP); (xla”'axant) «—8(7’(’)
(ag, a1, ..., aq) «— A(m, hk,st) z' «— P(m,st)

return (3 o - w(hk, z;) = ap) return (2’ € {z1,...,24})

Figure 17 — Left: The LDD game with respect to a random function. Right: The predictability game with respect
to a random function.

Fix any such w and (P, . .., Py, st), consider the corresponding game Game, and define M = ZKj deg(P;, Pj).
For every hk € Z, and i, j € [q] with i # j, define the events E; ; i = (gcd(P; + hk, Pj + hk) = 1), and
set Fy = ﬂ1§i<j§q E; j - Then we have:

Pr[Game| < Pr[Game | Ejx] + Pr[—E};] = Pr[Game | Epy] + Pr [U ﬂE,-7j7hk]
i<j

(@) M M
< Pr[Game | Ep] + 3 Pr[-E, ] < Pr[Game | Ep] + = ©) priGame’ | Epy] + =

1<i<j<q

o,

o q(A)d(A) M@ g(M)d(A) | dNg(N)(g(M) +1)

9min;e ) {Hoo (S1(i,7))} P 2k(N) 2A

IN

Here, Inequality (a) follows from Lemma 5.2. For Equality (b), notice that Game’ as defined in Fig-
ure 16 (right) is the same as Game, but with a reformulated winning condition. In this game, Ny and Dy
are defined as in Lemma 5.3, and Ny, — gDy is a polynomial of degree at most ¢d. Finally, Inequality (c)
follows from the game-based Schwartz—Zippel lemma (Lemma 2.2), and Step (d) uses the lower bound on
the entropy of Sy (i, ), that M < dg(q+ 1)/2, and that p > 21, O

5.2 Random Functions are LDDs

In this section we show further evidence towards the above conjecture by showing that a random function
is LDD for all (possibly unbounded) sources. We first prove, via a compression argument, that a random
function is LDD with respect to flat high-entropy sources.'?

UNPREDICTABLE SOURCES. Let § be a source. For U > 1 we say that S is U-unpredictable if, for every
algorithm P, Pr [PredﬁFys(p)] < 1/U, where the game Pred is defined in Figure 17 (right).

Lemma 5.5. For every x € R, denote by x(z) == max(R<, Nlog(N)). Then 2* —1 < 2x(®) < 27,

Proof. Fix any > 0. The second inequality follows from yx(x) < x, which holds by definition. For the
first inequality assume, for sake of contradiction, that ox(@) < 27 _ 1 and let Y= log(QX(””) +1). We claim
that y € R, Nlog(N) and x(z) < y, thereby contradicting the maximality of x(x). Indeed, 2X(®) < 2% — 1
implies

x(z) = log(2X®) < log(2X(®) + 1) < log(2%) = x,

which shows that y(x) <y < z. To conclude, notice that 2X(*) € N since x(z) € log(N), and therefore also
y = log(2X(®) 4+ 1) € log(N). O

13We were not able to prove this using the simpler bit-fixing method [CDGS18].
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Theorem 5.6 (Random functions are LDDs). Let p > 2 be prime and let e, U € R. Let S be a U-
unpredictable source, such that the number q of points it returns depends only on p, and let A be an algorithm
with Pr [LDD‘;’};A(p)] > €, where the game LDD‘;’};Ll(p) is defined in Figure 17 (left). Assume that:

2013 8 2071 2(g+1 32
max< , + + o+ )><6§1, U>—, Q=29<p.
p log(p) p VP €
Then: ,
32 10800 =3+ 5its — log(p) ((a+2)5s + 5§ — 5os)
= 72 : 2 .
‘ log(p) ((a+1) +§— 52) + 32 -
Proof Overview. To show that & cannot be too unpredictable, we will use it to give a compact description
of many functions in Fun(Z2,Z,). Indeed, observe that any hk and any pair of vectors x := (z1,...,z,) and
(v, ..., aq) returned by S and A define an affine equation with unknowns the function values f(hk,z;). As

a result, we can encode these values f(hk,z;) as solutions of an affine system of equations, and they can
be recovered correctly if there are enough equations so that the system has full rank. The key argument
now is that each x can be used many times over, because the equation is true for many different vectors
(hk, 0, ..., aq). We can thus describe many equations compactly by first giving explicitly a large set F' of
(hk,ag, ..., aq) with distinct hk. Then, each x generated by S gives an affine equation ) o f(hk, z;) = ay.
By giving explicitly many different x, we can reconstruct many different equations. And we can retrieve a
large number of images. Now, if S were too unpredictable, the above would be true for many different x,
which would allow us to compress a random function in Fun(ZIQ,, Zy) beyond information-theoretic lower
bounds.

In the first step of the proof (see FUNCTION SELECTION below), we select the “good” functions, i.e.,
those for which the LDD game is successful with high probability, and the source is still unpredictable. The
first condition implies that most of the equations remain meaningful, while the latter means that we have a
large number of vectors x, and thus a large number of equations.

Afterwards, in the STATE SELECTION step, we want to make the adversary deterministic and independent
of the source, so that we can encode the function on a cross product set. To do so, for any good function f,
we fix a “good” state sy. At this step the source and the adversary are independent. Notice that since the
adversary is deterministic, (ay, ..., q) depends only of hk; we denote it as (a(()hk), A aghk)).

Now consider the linear system we obtain for a fixed hk. Our unknowns are y; := f(hk, ) with i € [p],
and the system is of the form

(hk)

mi1 0 Mip n Qg
| : ’

myi1 -+ MNp Yp Oz(()hk)

where N is the number of equations.
To understand how we determine the values m;; above, let’s look a small example with ¢ = 4 and

the first vector x equal to (1,7,1000,25). Then, we will have m; ; = aghk), myy = aghk), mM1,1000 = aghk),
_ . (hk)
mi95 = ay . All the other my ; are zero.

Once we have the system, we need to make sure that the equations are linearly independent. Indeed, if
this were not the case, it would not be possible to recover the function from its encoding. In other words,
we need the matrix above to be invertible. As a first step, we need first to be sure which values are non-zero
among (aghk), e ,a[(]hk)). This aspect changes the independence of the equations a lot, and it makes it more
complex to compute the rank. We notice that the entries of the matrix being zero depends only on the

vector a, and then of the key hk.
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In the KEYS SELECTION we simplify the matrix invertibility analysis by restricting ourselves to a subset
K of keys, such that the support C (i.e., the set of indices of non-zero coordinates) is constant. We also
need to have this set big enough (to make the compression argument at the end work), and, of course, it
should also be “good” in the sense that the chances of winning the LDD game on this restricted set of keys
are good.

We are now in a position where all coefficients « for the subset C' of size ¢’ are non-zero. Our next step
is to make a part of the equations independent, by assuring that it forms a triangular matrix if we put the
equations in the right order.

Then, in INPUT SELECTION, we first create an order on the values y;, and a function MP which associates
to any equation the maximal unknown y for the order defined which appears in the equation. Function
MP takes a vector (x1,...,24) (which represents an equation), and returns the maximum z; (representing
f(hk,z;)) among all the ; with j € C for the chosen order <.

We have selected the unknowns we want to compute, then we have to select one equation for each of
these unknowns. MP-Pred will select such an equation (encoded as a vector x). The details about why the
computed matrix is full rank can be found in MATRIX INVERTIBILITY.

Finally, we compute the size of our compression encoding (described in ENCODING PROCEDURE and
DECODING PROCEDURE) in the CODING EFFICIENCY ANALYSIS section, and conclude deriving the bound
claimed in the theorem. [ |

Proof. We now carry out more formally the steps outlined in the overview above.

FUNCTION SELECTION. In the first part of our proof we define the set F' C Fun(ZZ, Zy) of “good” functions
f which we will encode later. A function f is deemed “good” if it has two properties: (1) Adversary (S,.A)
has reasonably large advantage in the LDD game when the game picks 7 = f, and (2) Source S(f) is not
too predictable, i.e., choosing f does not make S predictable. In order to show that there is a sizable
proportion of functions with both attributes, we define two subsets G, H C Fun(ZJQD7 Zp), each capturing one
of the properties that we are interested in. We then show that both sets are “large,” which means that their
intersection F' := G N H must be “large” as well. More formally, define sets

G = {f € Fun(Z2, Zp) ) Pr[LDD}(p)] > %}

and, for any 0 < N < U,

Hy = {f € Fun(Z2, Zp)

N
VP : Pr [Pred?s(p)] < U} ,
where the games LDD?’A(p) and Pred?s(p) are the LDD and Pred games with 7 = f fixed, as in

Figures 18 (top left) and 18 (top right). To show that G is “large,” consider the proportion ¢ = |G|/ p(f”Q) of
functions f € Fun(Zg,Zp) contained in G. Then:

e <Pr[LDDF{'(p)] = Y. Pr[LDDR{\(p) | 7 = f] Prlr = f]
fEFun(Z%,Zp)

= Y Pr[LDD{(p)] Prlr = f]
fEFun(Z%,Zp)

=" Pr[LDDJ(p)] Prlr = f]+ Y Pr[LDD}(p)] Pr[r = f]
fea fe¢G

gPr[weG]—k%Pr[wgéG} :Pr[WEG]—k%(l—Pr[WEG]):e’+7(1—e’).
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Game LDD?’A(p): Game Pred?s(p):

(21,...,2q,st) 4= S(f); hk «— Z, (T1,. .+, mg,8t) 4= S(f); 2’ «= P(f,st)
(ag,a1,...,aq) «— A(f, hk,st) return (2’ € {z1,...,24})

return (Y- o - f(hk,z;) = o)

Predictor P(f): Predictor P(f, s):

if (f ¢ Hy) then return Py(f) if (s ¢ Wy n) then return Py(f,s)
return ¢ return 0

Figure 18 — Top left: The LDD game with fixed function 7 = f. Top right: The predictability game with fixed
function m = f. Bottom left: Predictor against the predictability of S to bound |Hy|. Bottom right: Predictor for
the game Predy s(p) to show that Wy y is “large.”

From here we get ¢ > ¢/(2 — €) > ¢/2, which means |G| > ep®®) /2.

Moving on to estimating |H x| note that, by definition, for every f ¢ Hy there exists a predictor Py
such that Pr [Predzg (p)] > N/U. We can therefore define a predictor P against the predictability of S as
shown in Figure 18 (bottom left). Given that S is U-unpredictable, we have

% > Pr [PredﬁFys(p)] > Pr [PredERS(p) A(m ¢ Hy)| = Z Pr [PredEF’S(p) A(m=f)]
fEHN
= Z Pr[PredEF’S(p) | m=f]Prlr=f] = Z Pr {Pred?{s(p)} Prjr = f] > Z %Pr[ﬂ = f]
f¢HN f¢HN fEHN
N N N |Hy|
= ﬁPr[ﬂgéHN] = U(I—Pr[ﬁe Hy]) = T ( —p(;;[)> ,

from which we get |[Hy| > p®*) (1 — 1/N).
Now fix H = Hy/o (notice that this requires U > 2/ €', which is implied by U > 4/¢, which holds by
assumption), and consider F':= G N H. We can show that F' is “large” as well by bounding its complement:

|F| =G UH|

IN

/ /
Gl-+ 1] <571 = &) 5 =57 (1-5 ).

which means that |F| > ¢'p®) /2 > ep®*) /4. In other words, we deduce that F (i.c., the set of functions we
will compress later) contains at least a proportion €/4 of all functions.

STATE SELECTION. Now that we have selected the “good” functions, we show how to associate to each
f € F a“good” state for the source S(f). For f € F, a source state s; is deemed “good” if it has two
properties: (1) Source S(f) still has large advantage in the LDD game with 7 = f and st = s fixed, and
(2) Source S(f) does not become too predictable conditioned on its state being st = sy. Looking ahead, we
will fix st = sy later in the proof; this allows us to decouple S and A (there is no communication between
them), while retaining lower bounds on the unpredictability of S and the LDD advantage of (S, .A).

To prove existence of a state as above for every f € F, we again define sets Ty, Wy C {0,1}*, each
capturing one of the properties we are interested in, and prove that both are “large.” As a result, their
intersection Sy := Ty N Wy cannot be empty, because we can show Pr[st € S¢] > 0. We will then set s; to
be any element of the non-empty set Sy. More formally, fix any f € F' and define sets

Ty = {s € {0,1}" | Pr[LDD(p) | st = 5] > 2}
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and, for any 0 < N < €'U/2,

2
WinN = {s € {0,1}*|VP: Pr[Pred?S(p) |st=s] < N’U} .
: €
Since f € F' C G, we can show as above that T is “large™
€ S,A _ S,A _ _
5 < Pr[LDD(p)] = Y Pr[LDD}™(p)|st = s] Pr[st = 5]
s€{0,1}*
= Z Pr [LDD‘;’A(p) | st = s] Pr[st = s] + Z Pr [LDD‘;’A(p) | st = s] Pr[st = s]
seTy s¢Ty

< Prfst € T¢] + iPr[st ¢ Ty = Pr[st € Ty] + i(l — Prst € Ty]),

from which we deduce that €’ := Pr[st € Tf| > €/(4 —€) > €/4.

Furthermore, to obtain a bound for Wy y notice that, for every s ¢ Wy y, there exists a predictor P
such that Pr [Pred?jg(p) | st = s] > 2N/(€'U). Define a predictor P as shown in Figure 18 (bottom right).
Since f € F C H, we have:

= > Pr [Predzzs(p)] > Pr[(Pred?S(p)) A(st ¢ Wyn)] = Z Pr[(Pred?S(p)) A (st = s)]

U
‘ s¢Wy N
= Z Pr [Pred}is(p) | st = s] Prfst = s] = Z Pr [Pred?fs(p) | st = s] Pr[st = 5]
séWf,N SényN
2 2
2 Nﬁ Pr[st ¢ vaN] = Nﬁ(l — Pr[st € WfJV]) y

which means that Pr[st € Wy n] >1—1/N.
Now define Wy := W5/ (notice that this requires U > 4/(¢’e”), which is implied by U > 32/ €2, which
again holds by assumption), and set Sy := Ty N Wy. Then

" 7
€ €

Prlst ¢ Sy] = Pr[(st ¢ T)) V (st & W)] < Pr[st ¢ Ty] + Pr[st ¢ W] g1_e"+%:1—5<1_§,

where st is the random variable defined in the game LDD?’A(p). From here we get Pr[st € Sf] > ¢/8 > 0,
thus in particular Sy # (). We associate to any function f € F' a “good” state sy € Sy.

ADVERSARY SIMPLIFICATION. Now that we have chosen, for every “good” function f € F', a “good” state
sf, we can use it to decouple S and A. Indeed, conditioned on st = sy, S and A become independent,
since there is no communication between the two algorithms. More formally, define a source S’ that is
independent of A such that, for every f € F, distribution of S’(f) is the distribution of S(f) conditioned
on st = sy. That is, for every x € Z,, we set

PHS'(f) = x] = P[S(f) = (x,57) | st = 5]
Then, for every f € F', since sy € Sy C T we have

S,A S,A €
Pr[FS-LDD} ™ (p)] = Pr[LDD;(p) | st = s¢] > T
where the game FS—LDD?’}?(})) for a set K C Zj, is defined in Figure 19 (top left).

Moving on to A, without loss of generality we can assume A to be deterministic. Indeed, since A is
unbounded, it can always compute the tuple (o, o, ..., o) which maximizes the probability of winning

the LDD game for given f and hk. We denote by (aéf ’hk), agf ’hk), e ,agf ’hk)) the deterministic output of
A(f,hk,ss). Notice that, by definition of an LDD adversary, these coefficients cannot be all zero.
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Game FS—LDD?’}?(})): Game FS—Pred?’S(p):
(@1,...,2q) «— S'(f); hk «— K; (o, 0, ..., aq) «— A(f, bk, sf) (w1,...,2q) = S'(f); ' «=P(f)

return (Y- a; - f(hk,z;) = a) return (' € {z1,...,24})
Game MP—LDD‘;’A(p): Game MP—Pred?S(p):

(@1, ., 2q) 4= MPTH(MP(S'(f))); hk %= 7y (@1, 2) 4= S'(f); 2"« MPy(z1,...,24)
(ag, a1, .. 0q) = A(f, bk, s¢) x' 4= P(f); return (z* = 2’)

return (Z a; - f(hk,x;) = ao)

Figure 19 — Top left: The LDD game with fixed function 7 = f and state sy given to .A. The hash key is drawn
from the set K C Z,. For brevity, we let FS—LDD‘;’A(p) = FS-LDD‘;:;; (p). Top right: The predictability game with
fixed function # = f. Bottom left: The LDD game with fixed function 7 = f and selection of the most probable
vectors. Bottom right: The predictability game with fixed function 7 = f and selection of the most probable x.

KEYSs SELECTION. We now come back to working towards encoding functions f € F. Our encoding will
actually compress f only on a subset of its domain ZZ% and give the remaining function values in full. Thanks
to the independence of &’ and A, we can let this subset be a rectangle Ky x Xy C ZIZ). We discuss in the
following how to choose the “good” keys Ky, and leave the definition of the “good” inputs X to the next
part. Broadly speaking, the set Ky must have three properties: (1) It should be relatively large, so that a
random key likely belongs to it; (2) We must know exactly which coefficients a; are non-zero when A is run
on hk € Ky; and (3) Adversaries (S',.A) win the FS-LDD game with relatively high probability when the
hash key is drawn from Kj.

More formally, fix a function f € F its corresponding state sf, and a parameter N < p/27 that will be
set later. Notice that since A is deterministic, we can classify hash keys according to which coefficients

o Fhk)

5 are non-zero. More precisely, for any I C [g|, define Ky ; C 7Z,, as the set of all hash keys such that
(f,hk
@;

) # 0 exactly for indices 7 € I, i.e.,

hk € Kj1 <= Vi€ [q]:(a(f’hk);éo = z‘eI) .

%

Since al(-f’hk) # 0 for at least one i € [g], we deduce that K;y3 = (. We also notice that {Ky}, with
I C [q] and I # 0, is a partition of Z,. Denote by Jy the collection of all I C [qg] such that [K¢ | > p/(N-29),
and let U = {J;c;, Kyr. Then we have:

€ 7 |U| , |U| ,
1 < Pr[FS-LDD}(p)] = b [FS-LDDS 7 (p)] + P [FS-LDD7 (p)]

Ul S.A p— U] S.A U], p—1U] S.A
- Pr[FS-LDD} 7' (p)] + 5 Pr[FS-LDDY 7 (p)] < A Pr[FS-LDD7; (p)]
< ZlngN\Kfﬂ

- p

(1 _Pr [FS-LDD‘;’{;‘(p)]) + Pr[FS-LDDS (p)]
1

(1= Pr[FS-LDDJ!(p)]) + Pr[FS-LDDY ' (p)]
= 2wl (1 —Pr [FS-LDD‘J?;Z;“(p)D + Pr[FS-LDDS7 (p)]

<

(1 —Pr [FS-LDD}Q”I}L‘(p)]) + Pr[FS-LDDS 7 (p)] |
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from which we deduce that

S,A Ne—4

Since U = UIGJN Ky 1 is a union of disjoint sets, the above is equivalent to

| K1

Ne—4
— AL pypS LDDSA ¢
Iy ZLEJN |Kf7L|

f7Kf’I(p)] > ma
which in turn implies

S,A Ne—4
1}161%3\]( Pr[FS—LDDﬁKf’I(p)] > 74(]\7 eV

since the sum above is a convex combination. Now consider any set Cy € Jy which maximizes the

probability on the left. From the definition of Jy and the inequality above we deduce:

P S.A N€ — 4
> - ) > .
’Kf,CN’ = N .24 ’ PI’[FS LDDﬁKf,CN (p)] - 4(N — 1)

Define €' := Cg/, (note that this is allowed because € > 24%3 /p by assumption). From above we then get:

€
8 —¢’

€p S,A
LS Pr[FS-LDD7 Kf’c(p)] >

Finally, let Ky C K¢ be any subset of cardinality exactly Ny :== |ep/ 293 | which maximizes the quantity
Pr [FS—LDD‘;’?(}?)]. Then we have:
€ €

8—e>§'

€p S, A
K| = qu—?)J , Pr[FS-LDD}5 (p)] >
INPUT SELECTION. Having chosen the set of “good” keys, we now pick the set of “good” inputs X;. These
two sets together define the region Ky x X, which is the set of inputs to f on which we encode the function.
To define X, we first introduce a strict total order <y on Z, by demanding that a <; b if and only if
P ce{r;lieCll< Pr [be{xr;|iecCl,
WP leedmlicCl < Profbe{miecy

or if the two probabilities above coincide and a < b w.r.t. the natural order on Z,. We also define a function
MP;: Rng(S'(f)) — Rng(MPy) C Z, mapping (z1,...,24) to the maximal value of the set {z;|i € C}
w.r.t. <. Finally, we also consider a right inverse MPJ?I: Rng(MP ) — Rng(S’(f)) of MP, which on input
x € Rng(MPy) returns the lexicographically first vector among the preimages (x1,...,z,) of  under MPy
which maximize the probability

i [Z M) £ (hk, ;) = Oé(()f,hk)} |

Then, by construction,
S,A S.A
Pr[MP-LDD I (p)] > Pr[FS-LDDY; 2 (p)] >¢/8. (6)

We can also notice that, for any predictor P,

Pr[MP-Pred? 5(p)] < Pr[FS-Pred}s(p)] < 2

where the last inequality follows from sy € Sy C W7.
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Applying [Vadl2, Lemma 6.10], we can write MP ;(S’(f)) as a convex combination of uniform distribu-
tions: There exist an integer ¢ and (A,..., ;) € [0,1]¢ with > \; = 1, and sets X¢,..., X . C Z, with
Ny = |Xy4| = ox(los(€U/32)) " such that

MP(S'(f)) = 3 Ay,
=1

Choose an index 1 < r < ¢ such that

Pr [Z O‘Ef’hk)f(hk, ;) = aéf,hk)]
x«—MP;l(L{Xfﬂ»),hk«_Kf

is maximal, and set Xy := Xy,. This implies

(f:hk) (f:hk) (f:hk) (fshk)
Pr Q; hk,x;) = « > Pr a; hk,x;) = «
x«—MP;l(MXf) [Z ‘ A ) 0 ] x4MP [ (MP(S'(/))) [Z a ) 0 }
hk«—K hk4—K ¢ (7)
S,A €
= Pr[MP-LDD} 3 (p)] > ¢ -

ENCODING PROCEDURE. We can now finally use the function Encoding to efficiently describe all functions
in F'. We can encode each function f € F' by giving the set Xy as a vector x; of size Ny ordered according
to <y, the vectors of {MP;1($) } T € Xf} as a vector of size ¢N2 by ordering them according to < for

their preimages by MP;l, the set K of size N1, the lists of the vectors ((a(f’hk)

5 )z‘)hker (in the natural

order for the index hk) as a vector of size (¢ + 1)Ny.
Then we describe the rectangle { f(hk,z) | (hk,x) € Ky x X} by giving a subset U C Ky x Xy which
corresponds to wrong equations, and we give a vector to give the concrete values for solutions of these

equations (vhk,z = f(hka x))(hk,x)EU'
Finally with the vector (f(hk,))hk,2)¢ K sxx,; we give directly all the values of the function outside the
rectangle Ky x Xy.

DECODING DESCRIPTION. The function Decoding takes as input a vector of the form

(Xf, (X1, XN, ), Ky (@ni)nkerc s> Us (Va)acus (fhk,x)(hk,m)gkfxxf)
as a function f such that:
o flhk, ) = fu it bk ¢ Ky orif o @ X; = {xs[i] |i € [Na]};
o f(hk,x) = vipp g if (hk,z) € U;

e Else for all (hk,z) € (K; x Xf) \ U, we deduce the values by using all the equations Y 7 | apli] -
f(hk,x;[i]) = a(()f’hk) for all hk € Ky, and j € [INa] (see the next part for the details).

MATRIX INVERTIBILITY. We now need to show that our encoding above describes the full function. To do so,
notice that for any hk, the only values of f(hk,x) not explicitly given are the images for (hk,z) € Ky x Xy
for which S~ '™ ¢(nk, x[i]) = o™, with x = MP~ ().

Let’s fix the key to be hk.

Let X;, be the set of all the «’s such that (hk,z) is not explicitly given.

Because ayy, = (aéf’hk), ... ,aéf’hk)) and all the MP~!(z)’s are known by the decoder (they are the

x;’s), he has access to all these equations. We must now prove that the corresponding linear system has a
unique solution.
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We have the same number of equations and unknowns (call this number N;, = [X},[). We have to

show that these equations are independent. Let ogchk) be the function from Xj, to [N;,] which gives the

rank of each element of X}, for the order <¢ (i.e., a <5 b <= o;hk)(a) < ogchk)(b)).

For all z € X}, and for all 4 such that (MP~!(z)); € X}, , we let Yy ) (4 be an indeterminate which is
s

(f,hk) . (f.hk) (fihk) _
supposed to represent f(hk,z), and we set mo;hk>(x),o§hk)((MP_l(:t:))i) = ; and m; = 0 for all other
indices.
For all z € X}, , by calling MP~(z) = (x1,... ,Tq), We can rewrite the equations Zagf’hk) - f(hk,z;) =
N
B :
shk \hk \hk
Z az(f ). Yop(xi) = aéf ) - Z az(f ). f(hk7x2)
i €X} N {1,0.,2q } i €{w1, g P\ X}

Notice that the constant in the right side of the equality can be directly computed by the decoder.
We can rewrite all these equations with unknowns the y,,(s,)’s as a matrix M = (mij)i<ij<n-
Remark that m; ; = mgg’hk).

e For all i € [N], m;; # 0. Indeed,

= mEM) = ) _ k)

m o . =a L
i, O;hm(ogchk) 1(2))70;;119)(05[%) L)) n(o;hlc) L))’

with n(z) the index of 2 in MP~!(z).

e If j >4, then m;; = 0. Proof: We deduce 0=1(i) <; o™ =1(5), then o")=1(j) can’t appear in the
coordinates of MP~!(x) (because z is the maximum for this order by definition).

We deduce finally the invertibility of the matrix. With this information, we can deduce that all equations
are independent, and the decoder can retrieve all of the function f.

CODING EFFICIENCY ANALYSIS. Let’s count the functions generated by the codewords for a fixed Ny, No.
Notice that because the equations can determine fully the rectangle, we choose for each function in this set
an encoding where the number of true equations is minimal without any loss of generality (it doesn’t disturb
the encoding/decoding to consider a good equation as a wrong one), then |U| is fixed to N1 Na — | N1 Na2e/8].
This cardinality is at most S(Na, N1), where:

S(z,y) < p=lath). (p) Cpylatl) ( Ty >pwytexy/8J - pP* =)
o) y yes)

< prlatl) | pulat2) | grypey—leay/8] | (p*~ay)
The p®(@+1) is the number of possible (x, (X1, ...,Xn,), (5) the number of possible K, p¥at1) the set

of possible (a1, ..., an,), (Lx;ey/sj) the set of possible sets U, p*¥~€24/8] the set of possible (Va)aeU, pPQ*xy

the number of possible (fij, ..., fij)@ )¢, xx;-
We now want to upper-bound S(Ng, N1) in terms of € only. It is equivalent to upper-bound T'(Ng, Ny),
where:

T(7,5) = log(S(7,5)) < log(p) (4 + (T +7) +5) + 77— | "2 | log(p) + log(p)p?
< log(p) (g + 1)@ +9) +9) + 77+ (1 “2°) log(p) + log(p)*.
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Then:

T (N2, N1) < log(p) ((q+ 1) (LQ%J + ox(log(®U/32) ) [QpriJ )

+ (| gks] - 220V (1= log(p)) + log(p)p?

Because §log(p) —1 > 0, (because by assumption € > log( 73 z 5 T et P )), we now use the inequalities
from Lemma 5.5 and the definition of |-]:

2
T(Na, N1) < log(p) ((Q+2)2q 3+ (a+1) 35)

(G2 1) (22 1)) (1 Stost) + st

Notice that T'(Na2, N1) > log(|F|) > log (ep(p2)/4) = log(e) + p?log(p) — 2.
By applying Inequality (8), and deleting the additive term log(p)p? the previous inequality becomes:

(8)

U eSpU €p U
log(e) — 2 < log(p) ((q+2)2q s+ (@+1)— 3 > +1+4'2q 903 39

(G5 (5 1)) e

U e ep U tUp )

1) — — — —
(a+ )32 8+8~2‘1_3+8'32 32 -2¢

< tog(p) (4 + D555

Developing further, we obtain:

1N— — = _
@+ D)5 ~ 55203 T832  32.00

epU €p U

2 2 3 4
€p eU € €p U e*Up
0 < —log(e) + 3 + log(p) <(q +2) 503 >

Then we put all the terms without any U’s in the left part.

€ €2
log(€) p3 — log(p) <(q + 2) 5o 3 + = p>

8 8-2073

U U iU SpU U
< log(p) ((q+ 1) S > P _

32+8-32 32 - 24 4.249 32
We divide by €2/32.

iz (log( )

— log(p) ((q+2)2q 3 +§ 8i€—3)>

§U(log(p) ((q+1)+;—€25)+82€f—1> - (9)
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Define @ =29, and f(z) == log(p) ((q + 1)z + 5 — —q) + &P
Because we do not know if f(e) is positive, we have to Study it before using Equation (9).
By solving the quadratic system in ¢ we deduce that:

2971 ((p(2379) + log(p) /8) — /(23— + log(p) /8)% + p22~7log(p)(qlog(p) + log(p) — 1))
plog(p) ’
297 H((p(2°77) 4 log(p) /8) + v/ (p23~7 + log(p) /8)? + p22~9log(p)(qlog(p) + log(p) — 1))
plog(p)

Ve €

implies f(e) > 0. By assumption, we have € > log( 53 2 >+ 2Aat P L) , then we deduce the following upper
bound:
8 29 2 1
- L (¢+1)
log(p) 2p P

We put all on the same denominator.

_ 8p+27log(p)/2 + log(p)/P2(q + 1)
a plog(p)
2(p(2%) + 2%10g(p) /4) +log(p)/p2(q + 1)
plog(p)
2971 (2(p(2°79) + log(p) /8) + log(p)y/P2* (g + 1))
a plog(p)

We use the fact \/n < n for any n > 1, and 2279(¢ + 1) > 1.

201 (2(p(277) + log(p)/8) + log(p) V/p22 (g + 1))

” plog(p)
i 1( (2°79) +log(p)/8) + p2°~7 + log(p)/8 + log(p) p22‘q(q+1))
plog(p)
2w< (2970) + 0g()/8) + 92270+ og)/5 + /20108 0)(a-+ 1))
plog(p)
R 1( (2379) + log(p)/8) + p2*~7 + log(p /8+\/p22*qlog(p)(qlog(p)+10g(p)))
plog(p)
2q 1( (2379) + log(p)/8) + p23~9 + log(p) /8 + /P22 4log(p )(qlog(p)+log(p)—1))
plog(p)
2 1( (2379) + log(p)/8) + +/(p234 + log(p)/8)2 + /p22~71og(p)(qlog(p) + log(p) —1))
plog(p)

We use the fact \/a + Vb > va +b.

2071 ((p(23"’) +log(p)/8) + /(p23~9 + log(p) /8)% + p2>~41log(p) (qlog(p) + log(p) — 1))
plog(p)

>
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It implies f(e) < 0, then:

= 9 € €2
392 log(e)—3+2q7€3—log(p) <(Q+2)2‘1783+§_8~2%> .

2 2
¢ log(p) ((a+1) +§ - 52) + 32 -

This concludes the proof. O

6 Applications of PGGs

We now present some examples of how PGGs can be used to prove the hardness of group-based assumptions
and the security of practical cryptosystems under a variety of notions. As our first application, we prove
that the decisional Uber assumption (DUA) family holds in PGGs. In doing so we also capture all of its
implications. We then turn our attention to applications which do not seem to fall under the umbrella
of the DUA. In Section 6.2 we show how to construct UCEs for split sources from PGGs and LDDs,
thereby recovering several applications discussed in [BHK13]. Further applications, namely KDM-CPA and
RKA-CPA security of (modified versions of) ElGamal, and security of the ElGamal-with-Hash deterministic
encryption scheme, are discussed in Sections 6.3 to 6.5. Interestingly, all these applications enjoy reductions
under PGGs which furthermore retain to a large extent the simplicity of proofs in the GGM. Standard-
model constructions of such schemes under Uber (for example, the KDM-secure PKE scheme of Boneh et
al. [BHHOOS8]) are often substantially more complex and less efficient.

6.1 Uber Assumption in PGGs

The Uber assumption family [BBGO05, Boy08] is an umbrella assumption that generalizes many hardness
assumptions used to analyze the security of concrete cryptosystems. It has been formalized for both simple
and bilinear groups, and has been shown to hold in (bilinear) generic groups |[BBGO05|. Here we focus on
simple (i.e., non-bilinear) groups and show that Uber assumptions for them fall within the PGG framework.
More precisely, we show that non-interactive, generator-independent Uber assumptions hold for PGGs.

We study an entropic generalization of the decisional version of the Uber assumption, which we call
DUA-II, and show that it holds for PGGs. Loosely speaking, DUA-II extends DUA by sampling the
inputs to the polynomials from independent, high-entropy distributions, rather than uniformly at random.
Restricted versions of DUA-II and applications thereof have previously appeared in the literature (see, for
example, Canetti’s DDH-II assumption in Figure 20 (bottom left)).

DECISIONAL UBER AsSUMPTION II (DUA-II). Let I" be a computational group scheme. We define the
advantage of an adversary A = (Ag, A1, Az) in the DUA-II game for I" as

Adv%tlj'ﬁ()\) =2 Pr[DUA-IIF' (V)] -1,

where the DUA-IT game is defined in Figure 20 (top left). Here, Ay and 4; can be unbounded with
polynomially bounded output, and As is PPT. We require that T" be linearly independent from Ry, ..., R,,
and that Hoo (A1 (i, 7)) = w(log A) for every i € N and every 7 4 I'(1"). We say that T' is DUA-II secure if,
for any A as above, the advantage of A in the DUA-II game for I' is negligible.

Throughout this section, we will assume that the rational functions Ry, ..., R, returned by A are
linearly independent. This is without loss of generality: Indeed, linear (in)dependence can be checked
by computing D = lem(Ry,..., R,), then writing a generic linear combination Y 1 , a; - R;D = 0, and
solving the resulting linear system for (ai,...,ay). This yields a nonzero solution if and only if Ry,..., R,
are linearly dependent. Now observe that if Ry, is linearly dependent on Ry, ..., Ry_1, then ¢ can be
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Game DUA-IIf'(\): Auxiliary dUber source S(r):
d 4 {0,1}; (7 == (0, g0,p)) 4 T(1M); r «— Ly g < 90 d« {0,1}

(Ri,...,Rn, T,st) 4= Ag(7); Rpy1 < T (Ra,..., R, T,st) «= Ao(7); Rp1 < T
for i =1 to m do s[i] «— A;(i, ) for i =1 to m do s[i] «— Ay (i, )

if ((3i € [n+1])(Ri(s) = 0)) then return true if ((3i € [n+1])(Ri(s) = 0)) then

for i = 1 to n do h; « g™ return (e, €)

if (d =0) then 1’ «— Z, else r’ < T'(s) if (d = 0) then 1’ «— Z, else r’ < T(s)

h g d « Ay(m by, ... h, hyst); return (d=d/) | X (Ra(s), ... , Rn(s),7"); L < (d,st)
return (x, L)

Game DDH-II{H(\):

d 4 {0,1}; (7 = (0, g0,p)) 4= I'(1%)
T4 i g 4 gp; %= X(T); y <= Ly
if (d =0) then z «— Z,, else z « zy

d' « A(m,9,9%, 9", 9%); return (d = d')

PGG distinguisher D(w, (y, L)):

if (L =€) then return true

(h1y...,hn,h) < y; (d,st) < L

d «— As(m, hi, ..., hy, h,st); return (d = d')

Figure 20 — Top left: The decisional Uber assumption II (DUA-II) game. Here, m is an upper bound on the number
of variables of the R;, i € [n + 1]. The (ordinary) decisional Uber assumption (DUA) is a special case of DUA-II
where A; (i, ) is the uniform distribution over Z, for all ¢ € [m] and all 7. Bottom left: The decisional Diffie-Hellman
assumption IT (DDH-II) game of Canetti [Can97], where X'(7) is assumed to be a well-spread distribution for all 7.
Right: Reduction from a DUA-IT adversary A to a PGG adversary (S, D).

computed directly by Ay (who knows g1 . ¢Fr-1(X)) hefore guessing d’, without having to separately
query the challenger on Ry (x).

We now show that the DUA-II assumption holds in pseudo-generic groups. This allows us to recover all
cryptographic applications that fall under the reach of DUA and DUA-II.

Theorem 6.1 (PGG = DUA-II). Let T be a computational group scheme. If T' is PGG[S¥& N Sduber]
secure, then it is DUA-II secure. More precisely, for any adversary A = (Ao, A1, A2) in the DUA-II game
there is an adversary (S,D) in the PGG game for I such that

3n(A) 3(n(\) +1)(d(N) + 3d(N)
o1 T SRy :

Advigi(N) < 2- AdvPEE () + (10)

Furthermore, S € 88 N Suber - More precisely, for any predictor P in the AlgPred game for (T, S), we have

AdvPEREI(N) <

n(\)  nN2(dN) +dN) +1
Q(A)+ ()((Qk)(A)Q() )' (1)

Here, a?()\) and d()\) are upper bounds on the degrees of the numerator and denominator polynomials,
respectively, n(X) is an upper bound on the number of rational functions Ry, ..., Ry, returned by Ao, and k(\)
is a lower bound on Hoo(A1(i, 7)) for every i € N and every  «— I'(1%).

Proof Overview. Given an adversary A = (Ap, A1, Az) in the DUA-II game, consider a PGG adversary (S, D)
defined as follows: Source S runs Ay and A;, and queries EXP on Ri(s), ..., R,(s),r’, where 7’ is either T(s)
or a random value, the choice being made at random. Distinguisher D then runs As and checks if it did
predict the choice made by S. By construction, S is a dUber source.

By direct inspection, the game PGGI‘S’D()\) with challenge bit b = 1 coincides with the game DUA—II#()\).
On the other hand, when b = 0, the probability of (S, D) winning the PGG game is negligible. This follows
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from a bad event analysis: We transition to a game where r’ # R;(s) for all i € [n]. Given that o is a random
injection, we can then move to a game where the corresponding reply is picked at random, independently of
the random choice of S, so that 4 has no advantage in this game.

For algebraic unpredictability, let P be any predictor that returns a linear combination of the queries with
coefficients o, ..., an, ap+1 given the leakage computed using the ideal EXP oracle. We again transition to
a game where the EXP queries are pairwise distinct, and then replace the answers with pairwise different
random elements that are independent of s. Winning the algebraic unpredictability game then means that s
(which P now knows nothing about) is a root of ay Ry + - -+ + ap Ry, + apt1r’, which is unlikely by the
Schwartz—Zippel lemma. [ |

Proof. Given an adversary A = (Ag, A1, A2) in the DUA-II game, define the PGG dUber source S via
auxiliary algorithm & and the distinguisher D as shown in Figure 20 (right). Observe that our reduction
does not directly convert the DUA-IT game into the PGG experiment, since the learning phase in the former
case is always wrt. the real group operation, whereas it can involve the generic encoding in the latter.
Therefore, the PGG source must simulate the DUA-II game in such a way that both cases d € {0, 1} are
covered when it plays in the real world, while gaining almost no advantage in the ideal world.

DUBER STRUCTURE. By construction, it is clear that S makes no EXP query and returns a vector x and
leakage L. Thus, S € Sduber,

ADVANTAGE BOUND. To prove Inequality (10), first recall that
AdvE% 1 (\) = Pr[PGGEP (M) | b=1] = Pr[-PGGYP(\) [ b=0].

We study the two summands separately. For the first term, it is easily verified by direct inspection that the
PGG game for T" played by (S, D) with bit b = 1 fixed is the same as the DUA-II game for I played by A.
This in particular means that Pr [PGG?’D()\) | b=1] =Pr [DUA—II?(A)], and thus

Advaii()) = 2- Pr[DUA-IIA (V)] — 1 =2 Pr[PGGRP(\) [ b=1] — 1
=2 AdvP% [ (A) + 2 Pr[-PGGEP(\) [ b=0] — 1.

We now study the second term in the sum above. To do so, consider the following sequence of games
(the formal description of which can be found in Figure 21):

Gamey(A) is the PGG game for I' played by (S,D), with bit b = 0 fixed and inverted winning condition.
We also set a flag Badg < true if the randomly chosen value 1’ «— Z,, happens to coincide with R;(s)
for some i € [n].

Game; () is the same as Gameg()), but we resample 7’ if Bady occurs. This ensures that ' # R;(s) for
all i € [n].

Gamey(\) is the same as Gamej (\), but we no longer compute h using the random injection o, but instead
sample it at random from G. In case h is one of the elements h; = o(R;(s)) computed before, we set
the flag Bad; < true and resample h so that h # h; for all i € [n].

Gamegs(A) is the same as Gamey(\), but we omit resampling h. In other words, in this game h is a uniformly
random element from G.

We now argue that the difference between the success probabilities of subsequent games is small.
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Game Gameg()):
T 4 T(1"); 0 4 Inj(Zp, G); d « {0,1}

(Rl, L ,Rn,T,St) & .Ao(ﬂ'); Rpy1 < T

for i = 1 to m do s[i] «— A1(4,7)

if (Jien+ 1) (Ri(s) = 0)) then return true
if (d = 0) then ' « Z, else v’ < T(s)

[if (' € {Ri(s) |i € [n]}) then Bady  true
for i =1 to n do h; < o(Ri(s))

h <« o(r')

d <-(—./42(7T,h1,...7

I, b, st); return (d = d')

Game Game;()):
7 4 I'(1Y); 0 = Inj(Zy, G); d «— {0,1}
(Rl, - ,Rn,T,St) «— Ao(ﬂ); Rn+1 T
for i =1 to m do s[i] «— Aq(i,7)
if (3¢ € [n+1])(Ri(s) = 0)) then return true
if (d = 0) then 7’ «— Z,, else ' + T(s)
if (r' € {Ri(s) | i € [n]}) then
Bady ¢ true; \ ' 4 Zp \ {Ri(s) | i € [n]} \
for i =1 to n do h; < o(R;(s))
h < o(r')
d <-(—A2(7T,h1,...,

I, hyst); return (d = d')

Game Game;(\):
T4 T(1"); 0 «— Inj(Zp, G); d « {0,1}
(R1,.‘ Ry, T St) «—.Ao( ) Ruy1 T
for i =1 to m do s[i] «— A1 (4, 7)
if (Jien+ 1])(Ri(s) = 0)) then return true
if (d = 0) then r’ «— Z, else r' < T(s)
if (r' € {Ri(s) |4 € [n]}) then r' «— Z, \ {Ri(s) | i € [n]}
for i =1 ton do h; < o(Ri(s))
h« G
\if (h € {hi | i € [n]}) then Bad; « true; h 4— G\ {hi |i € [n]}\
d 4« Ax(m,h1, ..., hn, h,st); return (d = d)

Game Gamesz(\):

7 4 T(1Y); 0 4 Inj(Zy, G); d «— {0,1}
(Ri,...,Rpn,T,st) « Ao(m); Roy1 < T

for i =1 to m do s[i] «— A1 (4, 7)

if ((3i € [n+1])(Ri(s) = 0)) then return true

if (d = 0) then r’ «— Z, else v’ < T(s)

if (r' € {Ri(s) |4 € [n]}) then r' «— Z, \ {Ri(s) | i € [n]}
for i =1 to n do h; < o(Ri(s))

h« G; \ if (h € {hs |i € [n]}) then Bad; + true‘

d 4« Ax(m,ha, ..., hy, h,st); return (d = d)

Figure 21 — Code of the intermediate games in the proof of the DUA advantage bound (10) in Theorem 6.1.

Gamey ~» Game;. By definition, Gamey(A) and Game;(\) are identical until Bady, which means that
|Pr[Gameg(A)] — Pr[Game; (A)]| < Pr[Gameg(A) sets Badg] by the fundamental lemma of game playing. To

bound the latter probability, observe that

Pr[Gameg(A) sets Bady] =

Z Pr[Gamep(A

) sets Badg | (d =

0) A (n = k)] Prjn = k|

n(A)
+ 3 Z Pr[Gamey(A) sets Bady | (d = 1) A (n = k)] Prin = k],
k=0

where the sum over k extends only over those indices such that Pr[n = k] > 0 in Gameg(A). We now study
the two conditional probabilities separately. For the case d = 0, notice that

" @=0n | _ [\« b (d=0)A
Pr [Gameo()\) sets Badg A=k~ Pr j/\l(Rj(S) #0) | A (l\/l(r = R;(s)) A (n=k)
k [ (k+1 )
< Pr|| ARi(s)#0) | A (¥ =Ri(s)) | (d=0)A(n=k)
i=1 j=1
e | k41 (@) & n(\)
<Y =Rl | | AR 20) | Ad=0nt=n)| £330 = 5 < 1Y
=1 | j=1 i=1

where the Rj, 7/, and s are distributed as in Gameg(\) with d = 0 and n = k, and Inequality (a) holds
because 1’ is distributed uniformly over Z,, (with p > 2*~1) and independently of all other random variables.
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On the other hand, when d = 1 we have

. k+1 k _
Pr [ Gamey()) sets Bady ) /; k) =Pr j:1(Rj(s) £0) | A <Z:\/1(T(S) _ R,(s))) (dX zr)l/\: .

k i k1

<Y Pr|(T(s) = Ri(s)) A ( (R;(s) # 0)) (d=1)A(n= k‘)]
i=1 j=1
k r . 3 . 5 k+1 3

=3 Pr| () Rils) = Ri()T(5)) A ( (Ry(s) # o>) (d=1)A(n= k)]
i=1 j=1
k A 5 . 3 (a) k3 5 M

<Y Pr[T(s)Ri(s) — Ri(s)T(s) =0 | (d=1) A(n=k)] < Z d(> zm < n(\)- W.
i=1 i=1

Here, the R;, T, and s are distributed as in Gamey(A) with d =1 and n = k, and Inequality (a) follows
from the game- based Schwartz—Zippel lemma, since the degree of the (non-zero) polynomial TR, — RiT is
at most d(\) + d()\). Combining our two estimates above we obtain

1 n() 1 n(\) (d(\) +d(N))
2 9x-1 2 Qk()\)

Pr[Gamey(A) sets Badp] <

Game; ~» Gamez. We argue that Game; () and Gamea(A) are indistinguishable. Indeed, notice that the
only difference between these two games is in the definition of A, but that the distribution of A is identical in
both games: In Game;()\), h is a random group element satisfying h # h; for every i € [n], since 1’ # R;(s)
for every i € [n] (by the previous game hop) and o is a random injection. On the other hand, in Gameg(\)
the same holds by definition. Thus, Pr[Game;(\)] = Pr[Gamey(\)].

Gamey ~» Games. Again, Gamey(\) and Games(\) are identical until Bady, which by the fundamental
lemma of game playing means |Pr[Gamea ()] — Pr[Games())]| < Pr[Gamea(\) sets Badi], and

Pr[Gamez(A) sets Bad;] = Z Pr[Gamea(A) sets Bad; | n = k| Pr[n = k]

I
OM»

k+1 5 k
N\ (R;(s) #0) A<\/(h:hi)> n=k| Prln = k|

j=1 i=1

n(\) k [ [k+1 i
<Y Pr| | A@Ri(s) #0) | A(h=hi) | n=Fk| Pr[n = k]

k=0 i=1 | \s=1 i

n(\) k i n+1 i n(\) k

3 (a) 1 n(\

<> Y Pr|h=hi || NRj(s)#0) | A(n=1k)| Pr[n =k < ZW k]gy(_z,

k=0 i=1 i j=1 i k=0 i=1

where the R;, h, h; and n are distributed as in Gamey(A), and the sum over k extends only over those values
such that Pr[n = k] > 0. Here, Inequality (a) holds because h is sampled uniformly at random from G, a
group of size p > 271,
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Games. We conclude by bounding the probability of winning Games. Observe that

2k(X) ’

n+1 n+1
Pr(Games(\)] < Pr|Games(\) | /\ (R;(s) # 0)| +Pr|\/ (R;(s) = 0)
j=1 j=1
o 1 n(A) K+l 1 n(A) k+1 5
:§+ZPr \/R s)=0)|n=~k Pr[n:k]g§+ZZPr[RJ(s):o\n:k]Pr[nzk]
j k=0 j=1
) k1 1 n(A) 4+ 1)d(A
259 90 prpy = 4y < L+ O+ DI0)

0 j=1

where the R;, s and n are distributed as in Games. For Equality (a), observe that if we disregard the cases
where the experiment returns true because the vector s is a root of one of the denominators, the challenge h
is completely independent of the bit d, which means that A can do nothing but guess. Finally, Inequality (b)
follows from the game-based Schwartz—Zippel lemma, recalling that Rj is a (non-zero) polynomial of degree
at most d(\) and the coordinates of s have min-entropy at least k().

Combining the above estimates we obtain Inequality (10) for the DUA advantage:
Advi(N) = 2 AdvP®E [, (A) + 2 Pr[-PGGRP(\) [ b=0] — 1

n(A)  n(A) (AN +dN) 200 2(n(\) + 1)d(N)
2A—1 9k(N) 22-1 + 9k(N)
3n(A)  3(n(\) +1)(d(\) + 3d(N))

9A—1 + 9k(X) ’

ALGEBRAIC UNPREDICTABILITY. It remains to be shown that, for every DUA-II adversary A, the PGG
source S defined via algorithm S in Figure 20 (right) is algebraically unpredictable. To this end, let A be
a DUA-II adversary and P be any predictor in the algebraic unpredictability game against S. We prove
Inequality (11) via a sequence of games. As before, we give here a short description of each game, and
present their formal code in Figure 22:

<2 Advp% (M) +

<2- Adv?%p()\) +

Game( () is the algebraic unpredictability game for S played by P.

Game ()\) is the same as Game(,()\), but we immediately return true if one of the denominators R; vanishes
on the vector s returned by A;. We also expand this condition to include the events (R;(s) = R;(s))
for all i,j € [n] with ¢ < j. Furthermore, we return true if the value r’ coincides with R;(s) for
some i € [n]. Notice that this implies that the R;(s) and " are pairwise different from here on.

Game),()) is the same as Game()\), but we rewrite the winning condition. Indeed, since we now know that
no denominator R;(s) vanishes, in this game the EXP oracle is queried on the n -+ 1 points Ry (s), ..
R, (s),7’, of which the predictor must produce a valid linear combination.

Gamej () is the same as Gameh(\), but we implement o via lazy sampling. In other words, we no longer
compute h; and h as evaluations of o, but instead return random, pairwise different elements from G.

Game)j () is the same as Gamej (), but we rewrite the winning condition: We clear the denominators, which
is equivalent to multiplying each fraction R; with the least common multiple D of all denominator
polynomials, and evaluate the result at s. We also set flags Bad’ < true if one of the conditions
making the experiment return true by default occurs.

Gamej(A) is the same as Gamej (), but we remove the two conditional statements flagged with Bad’. Notice
that this can be done safely, because we have cleared all denominators from the winning condition in
the previous game (so that there is no danger of dividing by zero).

)

As before, we now relate the success probabilities of subsequent games.
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Game Gamej(\):

Q < []; 7 «=T(1M); 0 4= Inj(Z,, G); d «— {0,1}
(Rl, .. .,Rn,T,St) & Ao(ﬂ); Rpy1 < T
for i =1 to m do s[i] «— A1 (i, 7)
if ((3i € [n+1])(Ri(s) =0)) then L « (c,¢)
else

if (d =0) then ' «— Z, else ' < T'(s)

for i =1 ton do h; < o(Ri(s))

h<+o(r'); L+ (h1,...,hn, h,d,st)
[Z1,...,2q] < Q; (..., aq) 4 P(m, L)
return (23:1 QT = 0)

Game Game] (\):
Q « []; m 4= T(1"); o 4= Inj(Zy, G); d «— {0,1}
(Rh L. ,Rn,T,St) “— Ao(ﬂ'); Ry < T
for i =1 to m do s[i] «— A1 (i, m)
if ((3i € [n+1])(Ri(s)=0))V
[((Gij € ) < j A Ri(s) = Ry(5)) |
e
if (d = 0) then r’ «— Z,, else r' < T(s)
‘if (r" € {Ri(s) | i € [n]}) then return true‘
for i =1 to n do h; < o(Ri(s))
h<« o(r'); L < (h1,...,hn, h,d,st)
[1,...,2q] < Q; (0,...,aq) 4 P(m, L)
return (23:1 QT = 0)

Game Gamej(\):

7 4 I'(1Y); 0 = Inj(Zy, G); d «— {0,1}
(Rh L. ,Rn,T,St) “— Ao(ﬂ'); Ry < T
for i =1 to m do s[i] «— A1 (i, 7)
if ((3i € [n+1))(Ri(s) =0))V
((3i, € [n))(i < j A Ri(s) = R;(s))
then return true
if (d = 0) then ' « Z, else v’ < T'(s)
if (r' € {Ri(s) | i € [n]}) then return true
for i =1 to n do h; < o(Ri(s))
h<« o(r'); L < (h1,...,hn, h,d,st)
\ (Q1,...,an41) 4« P(m, L) \

return (37, @i Ri(s) + ant1r’ = 0) ‘

Game Gamej(\):

74 T(1*); d « {0,1};
(Rl,. . .,Rn,T,St) “— Ao(’/T); Ry < T
for i = 1 to m do s[i] «— Ai(i,7)
if ((3i€n+1))(Ri(s)=0))V
(34,7 € )i < 4 A Ri(s) = Ry ()
then return true
if (d = 0) then r’ «— Z, else 7' < T'(s)
if (r' € {Ri(s) |i € [n]}) then return true
forizltondo‘hi«-G\S;SeSU{hi}‘
[h = G\ S5| L (hay b,y st)

(017 e 7an+1) “— P(ﬂ’, L)
return (Z?zl aiRi(s) + any1r’ = 0)

Game Game(\):
74 T(1*); d« {0,1}; S« 0
(R1,. . .,R'ruT,St) “— A()(?T); Ruy1 < T
for i =1 to m do s[i] «— A1 (i, 7)
if ((3ien+1))(Ri(s)=0))V
((3i,5 € [n])(i < j A Ri(s) = R;(s))
then return true
if (d = 0) then r’ «— Z, else v’ < T(s)
if (r' € {Ri(s) |i € [n]}) then return true
fori=1tondo h; 4~ G\ S; S+ SU{h;}
h« G\ S; L« (hi,...,hn,h,d,st)
D + 1CH](R1, .. ~7Rn+l) ‘

(041, N ,Oén+1) <= lp(ﬂ_a L)a

return (37, ai(RiD)(s) + ant1(r'D)(s) = 0)

Game Games(\):

74 T(*);d« {0,1}; S« 0

(Rl, .. .,Rn,T,St) “— Ao(ﬁ); Ry T

for i = 1 to m do s[i] «— A1 (i, 7)

if (d = 0) then r’ «— Z, else 7' <+ T(s)
fori=1tondoh; « G\S; S+ SU{hi}

h 4 G\S; L« (hi,...,hn,h,d,st)

(0517 c. ,Oén+1) “— P(TK’,L); D + lcm(Rl, .. .,Rn+1)
return (37, ai(RiD)(s) + any1(r'D)(s) = 0)

Figure 22 — Code of the intermediate games in the proof of the algebraic unpredictability bound (11) in Theorem 6.1.
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Game(, ~» Game). Observe that, by definition, Game)()\) returns true whenever Gamej(\) does. Thus,
clearly, Pr[Gamej(\)] < Pr[Game)())].

Game] ~» Game,,. Observe that Pr[Game](\)] = Pr[Game,(\)], because they are fundamentally identical.
Indeed, we have only used the fact that in Game,(\) the source makes n + 1 queries, i.e., we know exactly
which elements are in ), how many scalars the predictor must return, and what the linear combination
must look like.

Game), ~ Game. We now argue that Pr[Game,(\)] = Pr[Game}(\)]. To do so, observe that the distributions
of h; and h are identical in both games. Indeed, collisions between the R;(s) and r’ are ruled out in both
games. This means that, in both cases, h; and h are pairwise different random elements of G: In Game)(\)
this holds because o is a random injection, and in Gamej(\) this is true by definition.

Gamej ~» Game). Notice that clearing the denominators in the equality in the return statement does
not alter the winning condition, because points s € Z;" with D(s) = 0 are already excluded by the first
if-statement. Thus, Pr[Games()\)] = Pr[Game)(\)].

Game); ~ Gamef. Observe that Game)(\) and Gamej(\) are identical until Bad’. To bound the probability
of Gamej()\) setting Bad’, observe that this event happens either if one of the denominators R;(s) vanishes,
or if two rational functions R;(s) and R;(s) take the same value, or if 7’ happens to coincide with one of
the R;(s). Call these events Fy, Es and Ej3, respectively. Then observe that

Pr[Gameﬁl()\) sets Bad’] < PI‘[El] + PI‘[EQ AN —|E1] + Pr[E3 VAN —|E1] .
We separately bound the three probabilities above. For the first term, observe that

n(A) n(A) k+1 y
P = 3P = P )< 3 9P 0| = ] e ] SOLENOL

k=0 k=0 1=1

where the last inequality follows from the game-based Schwartz—Zippel lemma and, as usual, the sum over k
extends over all indices such that Pr[n = k] > 0. For the second term, we proceed as follows:

n(\)
Pr(Ey A=Ey] = Pr[Ey A~Ey |n = k| Pr[n = k|

k=0
n(A) k j-1

<D Y Pr[(Ri(s) = Ry(s)) A~Ey | n = k] Pr[n = k]
k=0 j=1 i=1
n()\)jk j—1 . 5 . 3

<3>3 ZPr[(Ri(s)Rj(s) = R;(s)Ri(s)) A ~Ey ‘ n= k:] Prln = k] (12)
k=0 j=1i=1
n\) k j—1 . 5 A 5

<> Y > Pr[Ri(s)R;(s) = Rj(s)Ri(s) | n = k] Pr[n = K]
k=0 j=1 i=1

(@) "N kI Gy 1 doa n(M)2(d(\) +d(N)

. o-zl - ( ;’“W( Pl =) < (2k<x>+1 )

0 =1 im

Here, Inequality (a) holds again because of the game—basedA Schwartz—Zippel lemma, keeping in mind
that R;R; — R;R; is a non-zero polynomial of degree at most d(\) 4 d(\) for all indices 1 <4,5 < k < n(N).
Finally, for the third term we have
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n(A)
Pr[Es A —FE1] = ZPrE3/\_‘E1‘(dzo)/\(HZk)]Pr[n:k]
k 0
ey
+ 2kzOPI‘[E3/\—|E1 ’ (d: 1)/\(n: k)}Pr[n: k]

We estimate the two coeflicients separately. To do so, we again use the game-based Schwartz—Zippel lemma:

Pr[Es A —=E1 | (d =0) A <ZP1" Ri(s)) A—=E1 | (d=0)A (n=k)]
siPr[szxs)hEm(dzomm—k)} < s <21
and )
Pr[EsA—E; | (d=1)A(n=k)] < Zk;Pr[(T(s) =Ri(s)) A—Ey | (d=1) A (n=k)]
= ipr[(T(S)RZ(S) =T(s)Ri(s)) A—Eq | (d=1) A (n=k)]
< Z:Pr [T(s)Ri(s) = T(s)Ri(s) [ (d=1) A (n = k)]
- Zk; J(A)Q ];(F/GZ()\) _ k(&(z)k(t)d(x)) PGy (OZ;?()J )

The overall bound on the probability of Game/;(\) setting Bad’ can be obtained by collecting the terms
above:

, - (n(\) + AN2(d(N) + n(\)  n(A)(d(\) +d(X
Pr[Gamej () sets Bad'] < (n( )2k( N + (2k T ) + 2()\) + ( )(2,£()\))+1 ( ))
2 n() | 3r)P(d) + ()
= 9 9k(N) ’

Gamej. To conclude, we are left with bounding the winning probability in Gamej(\). To do so, observe
that, for every tuple (aq,...,ap+1) returned by P, and with U = X,,41 or U = T depending on d,
the polynomial ay(R1D) + -+ + an(RyD) + ant1(UD) is non-zero (because T is linearly independent
from Ry,..., Ry, and these are linearly independent) and of degree at most deg(D) +d(A) +1 < n(A\)d(\) +
ci()\) + 1. Thus, by the game-based Schwartz—Zippel lemma,

n(A)d(\) +d(\) +1 _ n(A)2(d(\) +d(\) +1) |

/
Pr[Game;(\)] < Y < Yo

Collecting all our estimates above, we obtain the claimed bound (11). O

REMARK. We observe that Inequality (11) is not tight in general. Consider for instance the Decisional ¢-
Diffie-Hellman Inversion problem (¢-DDHI, with ¢ a polynomial), which is a special case of the DUA-II
where Ag sets n = q()\) and chooses R;(X) := X' for i € [n] and T(X) := 1/X. Then Inequality (12) can
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be tightened, leading to an overall algebraic unpredictability loss that is quadratic in q. More precisely,
recall that (12) bounds the probability that any of the events (R;(s) = R;(s)), with i,j € [n] and i < j,
occur. These events could very well be all different, thus resulting in at most ("(2’\)) < n(A\)?/2 conditions;
on the other hand, for ¢-DDHI many of these events overlap. Indeed, for this particular instance the
event (R;(s) = Rj(s)) only depends on the difference j — i between the degrees of the monomials, which
means that there are only g(A) — 1 collision events to consider. Therefore, for the ¢-DDHI assumption the

algebraic unpredictability bound becomes

(¢(N) +1)(¢(A) +2)
2k(X) '

Aavismiy < 1) 4

6.2 Building UCEs

In this section we show how to construct UCEs based on PGGs and LDDs. We consider UCEs for statistically
unpredictable and split sources [BHK13], whose definition we recall below. Split sources are required to
make distinct queries to prevent iO-based attacks. BHK use split sources to prove security of a number of
applications, including RKA security, point-function obfuscation, and storage-auditing protocols, as well as
several other applications that rely on computationally unpredictable split sources.

Note that split UCE sources allow for limited post-processing of the outputs of the hashing oracle.
However, this feature of split sources is not used in any of the applications discussed by BHK: The very
simple &7 that merely returns its input is sufficient for proving the security of all applications of split sources
considered in [BHK13].1* We call split sources of this type simple. Our result in this section allows to
recover applications of UCEs with respect to simple split sources under PGGs and LDDs.'”

(SIMPLE) SPLIT SOURCES. A UCE source S is called split if there exist PPT algorithms Sp and S; such
that S takes the form in Figure 23 (top left). Here, Sy returns a vector x whose entries are required to be
pairwise distinct, and some leakage Ly. We write S = Splt[Sp, S1] if S is a split source constructed from
algorithms Sy and S as above, and we denote by SP!t the class of all such split sources. We further define
the class S%PIt C SPIt of simple split sources, which are split sources where S; merely returns L; = y.
Similarly to PGG masking sources, we write S := Sy for the source defining the simple split source S.

CONSTRUCTION. We construct a UCE GOR[I', H] in a modular way in terms of a PGG T" and an underlying
LDD H as shown in Figure 23 (top right). Our construction is inspired by the correlated-input (CI) secure
hash of Goyal, O'Neill, and Rao (GOR) [GOR11]|, where outputs of a hash function are required to look
random on high-entropy, but possibly correlated, inputs. GOR. show that the hash function x +— gl/ (z+hk)
(associated to the conjectural LDD (hk,x) — 1/(z + hk)), where hk «— Z,, is the hash key, is non-adaptively
CI secure for polynomially induced correlations under the ¢-DDH assumption. This assumption falls under
DUA-II, and thus Theorem 6.1 allows us to recover this result. However, this falls short of achieving split
UCE security, since the hash inputs are polynomially induced.

Based on the conjectured existence of LDDs for all unpredictable sources, we show that GOR[I',H] is a
fully secure UCE (beyond polynomial sources) for all statistically unpredictable and split sources. In the
GGM, we can account for preprocessing too. Looking ahead into the proof, there is a close correspondence
between the class of sources for which one achieves LDD security and split UCE security. That is, if H is
an LDD for a certain class of sources (e.g., S**P or 8!°%), then GOR[T', H] is UCE secure for an analogous
source class. Thus, we obtain an unconditional result for low-degree split UCE sources, since Theorem 5.4
shows that 1/(x 4 hk) is LDD[S""] secure.

!4Tnterestingly, this simplification provides another avenue to circumvent iO-based attacks that exploit repetitions in x.
15We note, however, that in iterative constructions of block-ciphers from hash functions [BHK14], or indeed in domain
extenders for hash functions [ST17], adaptive calls to the hash function seem to be necessary.
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Split source SHASH(7): GOR([I', H].Setup(1*): GORII', H].KGen(7):
(x, Lo) % So(m) 7 4 T(1Y); return 7 (0,90,p) <=7

for i =1 to |x| do y[i] < HAsH(x[i]) T % Zy; h <+ gp

Ly 4= Si(m,y); L = (Lo, L1) GORI[T, H]((h, hk), z): hk «— H.KGen()
return L y < H(hk, z); return h? return (h, hk)
Auxiliary dUber source S'(7): PGG distinguisher D' (7, (y', L")):
(0,90,p) < m; 7' = Zy; hk «— H.KGen(m) n+1+|y|; h+y'n+1]

(x,L) «= S(m); n + |x|; L' < (L, hk) (L,hk) «+ L'; y + y'[1..n]

for i =1 to n do x'[i] < ' - H(hk, x[i]) b «— D(m, (h, hk), (y, L))

x'[n + 1] < 7/ return (x', L) return b/

Figure 23 — Top left: Structure of the split source S = Splt[Sy, S1] associated to Sy and S;. In simple split sources,
algorithm S; returns Ly =y. Top right: The UCE GORJ[I',H] built from a PGG T" and an LDD H with H.Setup =T.
Bottom: Reduction from a UCE adversary (S,D) to a PGG adversary (S',D’).

Theorem 6.2 (PGG A LDD = UCE[S$"P N S*P]). Let T' be a computational group scheme and H a hash
function family with H.Setup = "' Consider the hash function family GOR[T,H] based on T and H as
defined in Figure 23 (top right). IfT is PGG[S*8NSuber] secure and H is LDD[S®"P] secure, then GOR[T, H]
is UCE[SS" N S%PY] secure. More precisely, for any adversary (S, D) in the UCE game for GOR[T, H], there
are an adversary (8', D) in the PGG game for T and an adversary (T,.A) in the LDD game for H such that

g(A)* +1

= (13)

AdVECSR[F,H],s,D()‘) < AdV?ﬁ%/,D/()‘) + (I()\)2 : AdVlHd,dT,A(A) +
Furthermore, S' € S8 M 84uber - More precisely, for any predictor P in the AlgPred game for (T',S'), there
are adversaries (T,.A) and (T,B) in the LDD game for H such that

AdvPEPEIO) < gV - AdVi{T 4() + Advi 5(0) - (14)

Moreover, T € SS*P. More precisely, for any predictor P in the Pred game for (H,T), there is a predictor P’
in the Pred game for (GOR[I', H],S) such that

AV p (V) < AdVESR s () - (15)

In the above, q(X) is an upper bound on the number of queries made by S to its HASH oracle.

Proof Overview. Let (S,D) be an adversary against UCE security of GOR[I',H]. We build (8, D’) against
the PGG security of the underlying group as shown in Figure 23 (bottom).

ADVANTAGE BOUND. Let b denote the challenge bit in the PGG game. Then it is easy to see that

Pr[PGGE 7' (\) | b=1] = Pr[UCEZ Ly (V) [b=1] .

Indeed, when b = 1 the exponentiation oracle is implemented via the real group operation. Hash values are

multiplied by r7/, which is random in Z,, and can thus be replaced by a random r € Z;. Thus the UCE

source and distinguisher are run as they would be in the UCE game with respect to the real hash function.
We next claim that

q(\)? +1

Pr[UCEg (M) | b=0] < Pr[PGGE"P'(\) | b= 0] +q(A)? - Advi{d- (N + e

GOR[T,H]

%Notice that our candidate construction from Figure 15 (bottom) can be easily modified to be of this form.
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This follows from the fact that when b = 0, the EXP oracle returns random values subject to injectivity.
We first transition to a game where EXP implements a random function. Using the PRP/PRF Switching
Lemma, we incur an additive loss of g(\)2/2*~! (since &’ makes at most ¢(\) + 1 many queries). We modify
this game further and replace the random function with a forgetful random function. The two games are
identical unless there is a collision in the inputs to the random function. We may bound the probability of
this event via the collision probability of the LDD H, which itself can be bounded in terms of the LDD
advantage: Consider an adversary A that sets the coefficients of two indices to +1 and —1, the remaining
coefficients to 0, and oy = 0. The LDD source here is (virtually) identical to the UCE source. Thus any
LDD predictor can be converted into a UCE predictor: Simply ignore the hash values and run the LDD
predictor. This justifies the final inequality in the theorem. The final game that we arrive at is equivalent
to the UCE game with respect to a random oracle (recall that the split source outputs distinct inputs),
except that we must ensure that the group element in the hash key is a generator of G.

ALGEBRAIC UNPREDICTABILITY. We now show that the PGG source constructed above is algebraically
unpredictable. Consider a modified algebraic prediction game where EXP returns random group elements,
still subject to injectivity but not respecting equality across inputs. These two games are identical unless
there is a collision among the inputs. We may bound the probability of collision via the LDD adversary A
from above. This incurs a loss of ¢(\)? times the LDD advantage of A.

We now rely on the LDD security of the hash function to bound the probability of winning this modified
algebraic unpredictability game. Suppose there exists an algebraic predictor P against (I, S"). We construct
an LDD source 7 and an LDD adversary B as follows. Source T again is virtually identical to S, and
is therefore unpredictable as shown above. Adversary B receives a hash key and leakage, and simulates
the group elements that the algebraic predictor P in the modified game expects randomly but subject to
injectivity. Together with the collision bound above, this establishes the second inequality stated in the
theorem. |

Proof. Given an adversary (S,D) in the UCE game for GOR[I', H], define the PGG dUber source S’ via
auxiliary algorithm &’ and the distinguisher D’ as shown in Figure 23 (bottom).

DUBER STRUCTURE. By construction, it is clear that S’ makes no EXP query and returns a vector x and
leakage L. Thus, S’ € Sduber,

ADVANTAGE BOUND. To prove Inequality (13), first recall that
S' D’ S’ D’
AdvPE, /(\) = Pr[PGGL ™ (A) | b= 1] = Pr[-PGGR "™ (A) | b=0].

We study the two summands separately. For the first term, consider the following sequence of games (the
formal description of which can be found in Figure 24 (top)):

Game; o(A) is the PGG game for I' played by (S’,D’) with bit b =1 fixed.

Game; 1()) is the same as Game; g(A), but we sample the exponent 77’ of go, with r,7" € Zj, as a single
exponent r € Zs. By direct inspection, this game coincides with the UCE game for GOR[I", H] played
by (S, D), with bit b =1 fixed.

We now argue that these two games are indistinguishable. Indeed, notice that the exponents of gy in
the first game are rr’'H(hk, x[i]) and 77/, respectively. Since 7 and 7’ are uniformly random in Zj, so is their
product 77/, which means that we can replace rr’ with a uniformly random r € Z,. For the first term we

therefore conclude Pr [UCE‘E’()DR[DH]()\) |b=1] =Pr [PGG‘IS,’D/(/\) | b=1].

We now study the second term in the sum above. To do so, consider the following sequence of games
(the formal description of which can be found in Figure 24 (bottom)):
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Game Gamej o(\): Game Gamej,1(A):
w4 T(1N); 7 4= Z3; g < gbs 1’ % Z3; hk % H.KGen(r) w4 TN r < Z3; hk «— H.KGen(r)
(x, L) «— S(m); n + |x| (x,L) « S(r); n < |x]
fori=1ton doyli] g for i — . H(hk e li])
h + g’“l; return D(w, (h, hk),y, L) ori=1ton do ‘ ylil « h

return D(r, (h, hk),y, L)

' H(hk,x[i])

Game Gameg,o(\): Game Gameg,3(\): Game Gameg,5(\):
7 4 T(1%); 0 4 Inj(Z,, G); v’ « 73 7 4 I(1*); p 4= Fun(Z,, G) 7 4 I'(1%); p 4= Fun(Z,, G)
hk 4— H.KGen(7); (x, L) 4 S(7); n + |x| hk «— H.KGen(m) m hk «— H.KGen(r)
for i = 1/ to n do y[i] + o(r’ - H(hk,x][i])) (x,L) 4 S(m); n + |x|; m (L) «&(m); n < |x|
h + 0'(7' ); return D(7T, (h7 hk)» va) ‘fOI‘ i=1tondo y[z] « G ‘ fori = 1tondo y[z] — p(X[’L])
Game Gameg, 1()): if (34,5 € [n])
T« T(1M); \ p « Fun(Z,, G); | 1’ « Z;, \ (H(hk, x[i]) = H(hk, x[5]))) V \ return D(r, (h, hk),y, L)
hk 4 H.KGen(m); (x, L) 4= S(m); n « |x| | (3 € [))(H(k,x[i]) = 1)) then | Game Gameos(A):
. ; 7 ; :

fori=1ton do ’ y[l] — p(T H(hk,x[l])) ‘ ‘ Bad « true; h o« p(l) ‘ T4 F(lk); p 4 Fun(Zp,G)
b p(r):| return D, (b, ).y, L) o= Ton ] Bk 4 H.KGen(m)

, y[i] « p(H(hk,x[i])) (x, L) 4= S(m)yn x|
Game Ga;“e(l,?(/\) retu1’rn D, (b W), v, L) ‘ for 4 = 1 to n do y[i] < p(x[i])
m«— I'(1"); p « Fun(Z,, G) h < g5

hk %— H.KGen(7); (x, L) 4 S(7); n + || Game Gameo.4(\): return D(, (h, hk),y, L)
fori=1ton do ’ y[i] < p(H(hk,x[i])) ‘ 74 T(1M); p 4 Fun(Z,,G)
h <+ p(1); | return D(m, (h, hk),y, L) hk «— H.KGen()

(x,L) - S(n); n + |x|; h & G

for i =1 ton do y[i] « G

return D(w, (h, hk),y, L)

Figure 24 — Code of the intermediate games in the proof of the UCE advantage bound (13) in Theorem 6.2.

Gamego(A) is the PGG game for I' played by (S, D’) with bit b = 0 fixed and inverted winning condition.

Gameg 1 () is the same as Gameg o(\), but we substitute the random injection o € Fun(Z,, G) with a random
function p € Fun(Z,, G).

Gamep 2(A) is the same as Gameg ; (), but we do not multiply the inputs to p by . Accordingly, we no
longer sample ' € Z,,, because it isn’t used anywhere in the game.

Gameg 3(\) is the same as Gameg 2(A), but sample h and y|[i] at random from G, instead of evaluating p.
Only if there is some collision among the inputs of p we restore the original values of h and y/[i].

Gameg 4(\) is the same as Gameg 3(), but we no longer check for collisions among the inputs of p.

Gameg 5(A) is the same as Gameg 4(A), but we compute h as h = g for a random r € Z,, and we let y[i]
be yli] = p(x[i]).

Gameg 6()) is the same as Gameg 5()), but we sample 7 at random from Z; instead of Z,. This game now
coincides with the UCE game for GOR[I', H] played by (S,D), with bit b = 0 fixed and inverted

winning condition.

As before, we now relate the success probabilities of subsequent games.

Gameg o ~» Gameg ;. The difference between the success probabilites of these two games is given by the
PRP/PRF Switching Lemma. Given that the random permutation/function is evaluated on at most g(\) +1
many inputs, we have |Pr[Gameg o(\)] — Pr[Gameg1(A\)]| < (¢(\) + 1)g(\)/2* < q(N)?/22 L.
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Gameg,; ~» Gameg 2. Notice that since r’ € Z.,, multiplication by r’ acts as a permutation on Z,. Therefore,
inputs to p are equal in Gameg 1 () if and only if they are equal in Gameg 2(\), which means that y[i] and h
have the same distribution in both games: In both cases they are uniformly random, but repeat if hashes
collide or return 1. We thus conclude that Gameg ;(\) and Gamep 2(\) are indistinguishable.

Gameg 2 ~» Gameg 3. Observe that h and y’[i] have the same distribution in both games: If p is evaluated
twice on the same input, then we change nothing. Otherwise, p is always evaluated on fresh inputs,
which means that its outputs are uniformly random in G. Therefore, Gameg 1 () and Gameg 2(\) are again
indistinguishable.

Gameg 3 ~» Gamep 4. By definition, Gameg 3(\) and Gameg 4(\) are identical until Bad, which means that
|Pr[Gameg 3(A)] — Pr[Gameq 4())]| < Pr[Gameg 3()) sets Bad] by the fundamental lemma of game playing.
To bound the latter probability, observe that

[Gameg 3(\) sets Bad] < Pr[Coll(A Z Pr[Coll(A) | n = k] Pr[n = k|
(V) a(V)
< Pr[Coll;;(A) [n =k Prln =K <Y 3 Pr[LDD[™*(A) | n = k] Pr[n = K
k=11<i<j<k+1 k=11<i<j<k+1
q(N) Bl q(N)
<> ( > Pr[LDD/"*(\) | n = k] Prln = k] < ¢(\)*Y_ Pr[LDD};*(\) | n = k] Pr[n = &]

Here, games Coll(\) and Coll; j(\) are defined in Figure 25 (top), LDD source T (specified by T) in
Figure 25 (center left), and adversary A; ; is given in Figure 25 (center right). We let Ay € {A; jx},; be
the adversary with the largest advantage in the LDD game for H with source 7, and A the LDD adversary
that reads n off the state passed by 7 and then runs A,.

Gameg 4 ~» Gameg 5. We observe that both h and y[i] have the same distribution in both games, because
the split UCE source S makes pairwise different oracle queries. Thus, Gameg4(\) and Gameg () are
indistinguishable.

Gameg 5 ~» Gameg . Sampling r from Z; instead of Z, amounts in a loss of at most 1/2’\_1 in the winning
probability, which means |Pr[Gameg 4(\)] — Pr[Gameg5(\)]| < 1/2*1.
For the second term above we therefore have

g +1

Pr[-UCESZ. . a(V) [ b= 0] > Pr[-PGGE P (\) | b= 0] — q(\)? - Advifd 4 (\) — e

GOR[T, H]

Combining the above estimates we obtain Inequality (13) for the UCE advantage.

ALGEBRAIC UNPREDICTABILITY. We now show that, for every UCE adversary (S, D), the PGG source &’
defined via algorithm S’ in Figure 23 (bottom) is algebraically unpredictable. To this end, let (S, D) be a
UCE adversary against GOR|[I", H] and P be any predictor in the algebraic unpredictability game against S’.
We prove Inequality (14) via a sequence of games. As before, we give here a short description of each game,
and present their formal code in Figure 26:

Game(()) is the algebraic unpredictability game for S’ played by P.
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Games Coll(A)/Coll; ;(A):
7 4 ['(1%); hk 4= H.KGen(7); (x, L) 4= S(7); n <+ |x|; x'[n + 1] < 1; for i = 1 to n do x[i] < H(hk,x[i])
Coll(A): return ((3i,j € [n+ 1)) (x'[i] = x'[5]))
Coll; ;(A): if (3,5 € [n + 1]) then return (x'[i] = x'[5])

return 0
Source T (7): Adversary A; j (7, hk, (L, k)):
(x, L) « S(7); return (x, (L, [x])) o« 0FL: ali] « 1; afj] « 1; return o
Adversary B(w, hk, (L,n)): Predictor P'(m,y, L):
S+ P;fori=1ton+1doy[i] « G\S; S+ SU{yli]} n < y|
(a1,...,any1) = P(m,y, L, hk); ag < —am41; return (oo, . .., ap) return P(m, (L, n))

Figure 25 — Top: Definition of the games Coll and Coll; ;. Center left: Definition of the LDD source 7. Center
right: Definition of the LDD adversary A; ;. Here, the vector  is indexed starting from 0 for convenience. Bottom
left: Definition of the LDD adversary B. Bottom right: Reduction from an LDD predictor P to a UCE predictor P’.

Game]()) is the same as Game(()), but we immediately return true if two hashes of distinct points queried
by S coincide, or if any of these hashes is equal to 1. This implies that, later in the game, the
encoding o is queried on pairwise different inputs.

Game,()) is the same as Game) (\), but we implement o via lazy sampling. In other words, we no longer
compute y|[i] as evaluations of o, but instead return random, pairwise different elements from G. Note
that there is no need to check for consistency, because of the additional check introduced in Game(\).

Game()) is the same as Game)()), but we remove the if-statement added in Game()\). We also cancel r’
from the winning condition (this can be done safely, because 1’ # 0 by assumption). Finally, we don’t
sample 7’ anymore, since it no longer appears anywhere in the game.

As before, we now relate the success probabilities of subsequent games.

Game(, ~» Game). Observe that, by definition, Game)()\) returns true whenever Gamej(\) does. Thus,
clearly, Pr[Gamej(\)] < Pr[Game)())].

Game] ~» Game),. We now argue that Pr[Game) (\)] = Pr[Game,(\)]. To do so, observe that the distributions
of y[i] are identical in both games. Indeed, collisions between the entries x'[i] are ruled out in both games.
This means that, in both cases, the y[i] are pairwise different random elements of G: In Game () this holds
because ¢ is a random injection, and in Game, () this is true by definition.

Game), ~» Gamej. As in the first part of the proof, Game)()\) and Gamej()) are identical until Bad, which
by the fundamental lemma of game playing means |Pr[Game,(\)] — Pr[Games()\)]| < Pr[Game)()\) sets Bad],
and by the same reasoning as in the game hop Gameg 3 ~~ Gameg 4 above, we have

Pr[Gamey(A) sets Bad] < Pr[Coll(A)] < ¢(A)? - Advi{F 4 (N).

Gamejj. By direct inspection, we have Gamej()\) = LDD;B( ), where B is the LDD adversary defined in
Figure 25 (bottom left). Therefore, Pr(Games(\)] = Advi{% 5()).

Collecting all our estimates above, we obtain the claimed bound (14).

UNPREDICTABILITY OF 7. Observe that our estimates above are only meaningful if T is a statisti-

cally unpredictable LDD source. To prove that this indeed is the case, let P be any predictor in the

LDD unpredictability game for (H,7), and consider the predictor P’ in the UCE unpredictability game

for (GOR[I',H],S) defined in Figure 25 (bottom right). By direct inspection, P’ perfectly simulates the
. d d

game played by P, which means that Advai%-7P(A) < AdvggR[F HL.S P,()\) O
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Game Gamej(\): Game Gamej()):

™ 4= T(1%); o« Inj(Zp, G); v’ «= Zy W«—P(IA);T’«—Z;
ik < H.KGen(r); (x, L) «- S(m); n < [x| . Wk 4 H.KGen(r); (x, L) % S(r); n « [x|
for i =1 to n do x'[i] « ' - H(hk, x[7]); y[i] + o(x'[]) for i = 1 to n do x'[i] « 7' - H(hk, x[i])
xX'n+1] 5 yln+1] + ox'[n+1]) X[n+1] ' ’
(a1y...,Qnq1) 4 P(m,y, L, hk) NER . Ty
o : ,J € In+1)((E <j) A (X'[i] = x'[5]))) then
return (327, airH(hk, x[i]) + an 17’ = 0) S?,ad < true; return true )
Came Game! (A): [fori=1ton+1doyli]« G\S; S« SU{ylil}]
(a1,...,ant1) 4 P(m,y, L, hk)
return (Z?Zl a;r'H(hk, x[i]) + ani1r’ = 0)

7 4 D(1%); 0 4 Inj(Zy, G); v’ « Z;

hk «— H.KGen(7); (x, L) « S(m); n + |x|
for i =1 to n do x'[i] + ' - H(hk, x[i])
x'[n+1] + o'

if (3,5 € [n+1])((i < §) A (X[i] = %[j]))) then ‘

Game Gamej(\):

7« T(1Y); S« 0
hk %— H.KGen(7); (x, L) 4 S(7); n + |x|

‘ Bad < true; return true‘ fori=1ton doyli] « G\S; S+ SU{yl:]}
for i =1 to n do y[i] «+ o(x'[i]) (01,...,any1) 4= P(m,y, L, hk)
y[n+1] « o(x'[n +1]) ’ return (37, ciH(hk, x[i]) + ani1 = 0) ‘

(o1,...,ant1) « P(m,y, L, hk)
return (37, cir’H(hk,x[i]) + an 17’ = 0)

Figure 26 — Code of the intermediate games in the proof of the algebraic unpredictability bound (14) in Theorem 6.2.

REMARK. We note that the above proof can be easily extended to multi-key UCEs [BHK13, Figure 8] for
split sources by generating multiple hash keys and hash public keys via re-randomization. BHK conjectured
that UCE and multi-key UCE are in general equivalent, which remains open.

An alternative construction of UCEs from PGGs would first compute ¢"* and then chop half of the
output bits so that group operations on hash outputs are no longer possible. (This was previously suggested,
for example, as a way to build a RO in the GGM by Zhandry and Zhang [Z721].) An analysis of this
construction may be made possible in the PGG framework by defining new sources that permit different
forms of post-processing.

6.3 KDM-CPA Security of Modified ElGamal

Security against key-dependent plaintext attacks (KDM-CPA) is a notion of security for encryption schemes
where an adversary can obtain encryptions of messages which are computed as a function of the secret key.'”
It was introduced by Black, Rogaway, and Shrimpton [BRS03] in the symmetric setting and by Camenisch
and Lysyanskaya [CLO1| in the public-key setting. In a breakthrough work, Boneh et al. [BHHOOS|
constructed KDM-secure public-key encryption for affine functions in the standard model. KDM security
is also important in other contexts; for example, KDM security for IBEs from LWE, and completeness of
circular security for it, have been studied in recent works [Appl1, GGH20, LNPT20, KM20|. Here, we focus
on a non-adaptive version of this notion, where the key-dependent plaintexts can depend on the secret key
and public parameters, but not on the public key or on other ciphertexts.®

KDM-CPA secURITY. A PKE scheme is a tuple of PPT algorithms E := (E.Setup, E.KGen, E.Enc, E.Dec),
where E.Setup(1}) outputs system-wide parameters 7 available to all algorithms, and E.KGen, E.Enc,
and E.Dec are the usual key-generation, encryption, and decryption algorithms.

"In the case the messages are the secret keys, the notion is also called circular security.
18Note that public kesy may be derived from secret keys in a randomized way. The scheme that we study here has this

property.
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Game KDM-CPAZ ()\): MEI[T'].Setup(1*): MEI[L].Enc(x, pk,m):

d « {0,1} (m = (0, 90,p)) % I(1%) (0,9,p) < m; (pky, pky) < pk

T &— ESetup(lA), ln “— ./4()(71') return 7o t «— Zp, Cl < pkﬁ

for i =1 ton do ch < pkb; co < mod
(sk[i], pk[i]) «— E.KGen(m) MEI[L'].KGen(7): return (c1, c2)

(pa my, ml) & Al (7'[', Sk)

0,g9,p) < T; 8, sk «— Z
for i =1 to |my| do ( g

pkl — gs; ka Y gs~sk ME|[F].D€C(7T, sk,c):

c[i] «— E.Enc(m, pk[pl[i]], m4[i]) return (sk. (vk+. pk . —sk

, (PR, D c1,C2) < c;return cpoc
d « As(m,pk,c); return (d = d') (sk, (pks, PFa)) (e1,2) 2o
Auxiliary masking source S(r): PGG distinguisher D(m, (y, L)):

d « {0,1}; 1™ «— Ag(m); for i = 1 to n do s[i] «— Zy; sk[i| «— Z, (pky,pksy,c1,¢2) < y; (d) « L
(p,mo, my) % Ay (m,8k); ¢  [myg[; for i =1to g do t[i] «-Z,  d « As(m pky,pks,ci,c2)

x + (s[1],...,s[n],s[1]sk[1],...,s[n]sk[n], s[p[1]]t[1],. .., return (d = d')
s[plq]Jtlgl, s[p[1]lsk[p[1]]t[1]; . .., s[pla]]sk[p[q]t[q])
m < (lg,...,1g,my[l],...,mylq]); L < (d); return (x,m, L)

Figure 27 — Top left: Our KDM-CPA model for a public-key encryption scheme E. Top right: The modified ElGamal
encryption scheme MEI[T'], instantiated with a computational group scheme I'. Bottom: Reduction from a KDM-CPA
adversary A to a PGG adversary (S, D).

Let E be a PKE scheme. The advantage of an adversary A = (Ap, A1,.A2) in the KDM-CPA game for E
is defined as

Advléﬁn{pa()‘) =2 Pr [KDM—CPAE“()‘)} -1,

where the KDM-CPA game is defined in Figure 27 (top left). Here, A and A; can be unbounded with
polynomially bounded output, and As is PPT. We require that A; outputs two message vectors of equal
length, which component-wise contain messages of equal lengths. We say that E is KDM-CPA secure, if the
advantage of any A as above in the KDM-CPA game for E is negligible.

CONSTRUCTION. Our construction of a PKE scheme MEI[I'] secure in the KDM model discussed above is
presented in Figure 27 (top right). The scheme is a minor modification of the classical ElGamal encryption
scheme: The only difference to the traditional scheme is that the generator returned by the computational
group scheme is re-randomized during key generation.

We now prove that MEI[I'] is KDM-CPA secure under PGG.

Theorem 6.3 (PGG =— Modified ElGamal is KDM-CPA). Let I' be a computational group scheme,
and let MEIT] be the modified ElGamal encryption scheme defined in Figure 27 (top right). If T is
PGG[S*& N Sk secure, then MEI] is KDM-CPA secure. More precisely, for any adversary A =
(Ag, A1, Az) in the KDM-CPA game for MEI[L] there is an adversary (S,D) in the PGG game for T' such

that
(4n(\) = D)(n(N) +9(V) +n(\) + 3¢(N)* _

kdm-cpa
Adv Pe(N) <2 Adv%ggp()\) + A3

MEI[T], A

(16)
Furthermore, S € S8 N S™K. More precisely, for any predictor P in the AlgPred game for (I',S), we have

6n(\)2 +2n(N)g(N\) + 49(N)? + n(N)
22—1 ’

AdvpEH () < (17)

Here, n(\) and q(\) are upper bounds on the number of key pairs requested by Ay and on the length of the
message vectors returned by Ai, respectively.
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Proof Overview. For an adversary A = (Ao, A1, A2) in the KDM-CPA game for MEI[I'], consider the PGG
adversary (S, D) defined in Figure 27 (bottom). Notice that, by construction, S is a masking source.

By direct inspection, Pr [PGG‘E’D(/\) |b=1] =Pr [KDM—CPAGEI[N(/\)], where b denotes the challenge
bit in the PGG game. Indeed, the only difference between the two games is that randomness s[i] € Z, in
the KDM-CPA game corresponds to rs[i] in the PGG game, where r is the random exponent from the PGG
game contained in the real EXpP oracle. Since r # 0, these quantities are pairwise identically distributed,
which implies that the winning probabilities coincide. On the other hand, Pr [PGG‘E’D()\) ’b = 0] is negligible.
This follows from a bad-event analysis: We transition to a game where we replace the ExXp oracle with
a forgetful random oracle, so that Ay has no advantage because its input is independent of d. The two
games are identical unless there is a repeat query to the oracle, or there is a repetition in the outputs of the
forgetful random oracle, with both events being unlikely.

Finally, to establish algebraic unpredictability of S, consider any predictor P that returns a linear
combination of the queries with coefficients a1,..., 0, 81,...,Bn, 71,7 01, - - ., 04 given leakage (y,d)
computed using the ideal EXP oracle. We again transition to a game where EXP is replaced with a forgetful
random oracle. Unfortunately, the leakage is not yet independent of sk, because ¢ = |c1| = |ca| depends
on sk. So we transition to a game where sk is picked after running P, from the unifrom distribution
on Z, given leakage g. Notice that this distribution loses at most logarithmically many bits of min-entropy
compared to the original one, so has still high min-entropy. Winning this game then means that s, sk and t
(which the predictor now knows nothing about, other than that sk has a slightly skewed distribution) must
be a root of the non-zero polynomial

n q

Y Xilai + BiYi) + > XpinZi (5 + 6 Ypp) -
=1 j=1

By the Schwartz—Zippel lemma, the probability that this happens (for uniform s and t and high entropy sk)
is negligible. |

Proof. Given an adversary A = (A, A1,.Az) in the KDM-CPA game for MEI[I'], define the masking source S
via auxiliary algorithm S and distinguisher D as shown in Figure 27 (bottom). Observe that our reduction
does not directly convert the KDM-CPA game into the PGG experiment, since public keys and encryptions
are always computed using the real group operation in the former game, whereas they can involve the
generic operation in the latter. Therefore, the source must simulate the KDM-CPA game in such a way
that both cases d € {0, 1} are covered when it plays in the real world, while gaining almost no advantage in
the ideal world.

MASKING STRUCTURE. By construction, it is clear that S makes no EXP query and returns vectors x
and m of equal length. Thus, S € S™sk,

ADVANTAGE BOUND. To prove Inequality (16), first recall that

kdm-
Advygr Py (\) =2 Pr [KDM-CPA“,\‘}lEI[F]()\)] —1.

We study the term on the right. Let Game(\) denote the PGG game for I" played by (S, D) with b =1
fixed, as shown in Figure 28 (left). This game is virtually identical to the KDM-CPA game for MEI[T]
played by A, depicted in Figure 28 (right): The only major difference between the two experiments is the
generator used to compute the public keys and the ciphertexts. Indeed, Game(\) computes pk;, pksy, c;
and cy as
[i] — ggs["] 7 c1[i] = gsPItl = g(()?“s[p[i]])t[i] ,

pk, [i] = ¢°
— gslilskli] — g((JTS[i])sk[z’] slplillsklplilleli] =y [j] o g(()rs[p[iﬂ)sk[p[iﬂt[i]

Pks[i] : cali] = mylijog ,

61



Game Game()\): Game KDM-CPAjgry(A):
T4 T(1); 7 4= Zys g gb; d = {0,117 = Ao(m) | d 4 {0,1};  « T(1}); 1™ = Ag(n)

for i = 1 to n do s[i] «— Zp; sk[i] « Z, for i =1 to n do

(p, mo, m;) 4 Ay (m,sk); ¢ + |my| s[i] «— Zp; sk[i] «— Zp; pk,[i] gg[i]; pk,[i] gSMSkm
fori=1togdot[i] «Z, o (p, mo, my) «— A;(m,sk); g < |my]

for i = 1 to n do pk, [i] < ¢°l'; pk,[i] « g*l1=kl] fori =1 to g do

for i =1 to g do t[i] «= Zp; c1[i] « gglp[i]]t[i]; cafi] < mgli] ogS[p[i]]Sk[p[th[i]

erli] « g, ¢yi] o mgli] o g=PLlskPLEL] & Ao pky. pky. 01, c2): retum (d = )
d' « As(m, pky, pky, 1, c2); return (d = d')

Figure 28 — Left: The PGG game for T played by (S, D) with b =1 fixed. Right: The KDM-CPA game for MEI[T
played by A.

whereas in KDM—CPA“,\‘}'EI[F]()\) we have

20 plyfi] = SIS g [ e gSlPIael

pki[i] =gy g . cafi] = mgfi] o gSPHISKIPEIEE]

But observe that, in both cases, the values s[i] and rs[i] in the exponents are uniformly random in Zj, since
multiplying by an invertible element gives a permutation. Thus, the public keys and the ciphertexts have
the same distribution in the two experiments, which means the two games are equivalent. Therefore,

kdm- S, D
Advyggita (V) = 2 - Pr[KDM-CPAjgr(A)] — 1 =2 Pr[PGGR () [b=1] -1
=2 AdvP% 5 (\) + 2 Pr[-PGGYP(\) [b=0] — 1.

We now study the second term in the sum above. To do so, we consider a sequence of games. We give
here a short description of each game, and present their formal code in Figure 29.

Gamey(A) is the PGG game for I' played by (S, D), with bit b = 0 fixed and inverted winning condition.
We also set a flag Badg < true in case any of the sampled s[i], sk[i], or t[j] turns out to be 0.

Game; ()) is the same as Gameg(A), but we use resampling to make sure that s[i], sk[i], t[j] # 0 for all ¢
and j. We also record all inputs to ¢ in a list M, and set a flag Bad; < true if ¢ is evaluated on
repeated inputs.

Gamey(\) is the same as Gameq (\), but we ensure that all inputs to o are pairwise different. We implement
this by resampling s[i], sk[i], or t[j] if necessary.

Games(\) is the same as Gamey()), but we lazily sample the encoding o. In other words, the masking
terms in the ciphertext are no longer obtained via evaluations of o, but are random, pairwise distinct
elements of G. This can be achieved by recording all sampled elements in a new list M’. If a collision
occurs, we set Bads < true and resample the corresponding element.

Gamey(\) is the same as Games(\), but we sample pk, [i], pks[i], c1[j], and cb[j] (the latter being the term
masking the message my[j]) at random without any further checks.

Games () is the same as Gamey(\), but we directly sample ca[j] at random, instead of ¢4 [j] and multiplying
it with md[j]

We now study the difference between the success probabilities of subsequent games.

Gameg ~» Game;. By definition, these two games are identical until Badp, and by the fundamental lemma
of game playing we have |Pr[Gamey(\)] — Pr[Game;(\)]| < Pr[Gameg sets Badg] < (2n(A) + ¢(A))/p. The
last inequality follows from the observation that Badg is set to true in Gamey if at least one of the randomly
chosen s[i|, sk[i], or t[j] (of which there are at most n(\) and ¢()\), respectively) turns out to be zero, which
happens with probability at most (2n(\) +¢(\))/p < (2n()\) + q(N))/2 1.
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Game Gameg(\):
(7 = (0,90,p)) 4= T(1"); & 4= Inj(Z;, G)
d «— {0,1}; 1™ «— Ao(m)
fori=1ton do
s[i] 4= Zp; if (s[i] = 0) then Badg + true
sk[i] «— Zy; if (sk[i] = 0) then Badg « true
(p,mo, my) «— Ai(m,sk); ¢ < |mg]
for j =1 to q do
t[j] «— Zyp; if (t[j] = 0) then Badg < true
for i =1 ton do
Pk, [i] < o (s[i]); pky[i] < o(si]skli])
for j =1 to g do
cilj] < o(slplilltli])
cz2[j] < ma[j] o o(s[pls]]sk[p[s]]t[s])
d « As(m, pk,, pky, c1,c2); return (d = d')

Game Game; (\):
(1= (0,90,p)) = I(1"); 0 4= Inj(Z,, G)

d « {0,1}; 1™ «— Ao(m);

for 1 =1 ton do
s[i] «— Zp

if (s]i) = 0) then Bado < true; [s[i] « Z; |

‘if (s[¢) € M) then Bad; + true‘
M + M : si]
sk[i] «— Z,

if (sk[i] = 0) then Badg « true; | sk[i] «— Zj,
‘if (s[é]sk[i] € M) then Bad; « true‘
\ M « M : s[i]skli] \
(p7 m07m1) <= Al(ﬂ-’Sk); q < ‘md|
for j =1 to g do
tlj] 4= Zp

if (t[j] = 0) then Bado « true; | t[j] «— Z;

[if (s[pljlltlj] € M) V (s[pljllsk[plj]J¢[j] € M) then |

Bad; < true
[M M :splilltlsl; M+ M : s[p[j]jskplilltlj] |
for i =1 to n do pk,[i] < o(s[i]); pky[i] + o(s[i]sk[i])
for j =1 to q do
cilj] < a(s[plil]tls])
cz2[j] <= malj] o o(s[plslIsk[p[jl]t[s])
d «— Ax(m, pk,, pksy, €1, ¢2); return (d = d')

Game Game;(\):
(7= (0,90,p)) 4= T(1%); 0 %= Inj(Zy, G)
d «— {0,1}; 1™ «— Ao(m); M « []
fori =1ton do
s[i] «— Zy; if (s[i] € M) then Bad; < true; W
M + M :s[i]
skli] «— Z,
if (s[é]sk[i] € M) then
Bad: < true; | sk[i] «— Zj \s[i| " - M ‘
M «+ M : s[i|sk[i]
(P, mo, my) «— Ai(m,sk); ¢ < [my|
for 5 =1 to q do
tlj] «— Z;
if (s[p(s]]tls] € M) Vv (s[p[j]lsk[p[jl]t[s] € M) then
Bad; « true
[t1j] « Z; \ (slplil) ! MU (s[p
t

[llsklpls])) " - M)
M « M : s[p|j]]t[s], s[p[s]]sk[p[j]]t[j]
for i = 1 to n do pk,[i] < o(s[i]); pk,[i] < o(s[i]sk][i])
for j =1 to g do
cilf] < a(s[pljlit[i]); cals] «= malj] o o(s[plsllsk[p[j]It[s])
d' « As(m,pky, pky, c1,c2); return (d = d')

Game Gamesz(\):

(TI' = (ngovp)) « F(l)\)
d«{0,1}; 1™ «— Ao(m); M < []; | M’ +[]
fori=1ton do

slt] «— Zy \ M; M < M : s[i]

sk[i] «— Z5 \s[i] "' - M; M «+ M : s[i]sk[i]
(p, mo, my) 4 Ai(m,sk); ¢ + |mg]
for =1 ton do

[ Pk, [i] « G; pks[i] = G

‘if (pk,[i] € M") then Bads < true; pk;[i] «— G\ M’ ‘

M« M pk, i |
if (pk,[i] € M) then Bad; « true; pk,[i] «— G\ M’ |

‘M'(—M':ka[i}‘
for 7 =1 to q do
1] « G; chlj) « G

if (c1[j] € M') then Bads <+ true; c1[j] «— G\ M’ ‘

M« M :eilj]|

‘if (c5[j] € M') then Bads <« true; ch[j] «— G\ M’ ‘

| M M ]|
c2[j] < malj] o 5[]
d' « As(m,pky, pky, c1,c2); return (d = d')
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Game Gamey(\):

(7 = (0,60,p)) 4 T(1")
d« {0,1}; 1™ « Ao(m); M + []; M' +[]
fori=1ton do
sli] 4= Zy \ M; M < M : sli]
sk[i] «— Z3 \s[i] ™" - M; M « M : s[i]sk[i]
(p,mg, my) «— Ai(m,sk); ¢  |mg|
for i =1 ton do
pk, [i] = G; if (pk,[i] € M’) then Bads < true
M' + M': pk4[i]
pk,[i] «— G; if (pk,[i] € M’) then Badz « true
M’ «+ M’ : pk,|i]
for j =1 to q do

Game Games()):

(7 = (0,90,p))  T(1")
d <« {0,1}; 1™ «— Ao(m); M « ]
fori=1ton do

s[i]«—Z;\M;M<—M s[i]

skli] «— Z5 \s[i]~" - M; M «+ M : s[i]sk[i]
(p,mo, my) «— Ai(m,sk); ¢ « |mg]
for i =1 ton do

pk, [i] = G; pk,[i] - G
for j =1 to ¢q do

e« 6 [eslT = ¢]

d' « As(w, pky, pk,y,c1,c2); return (d = d')

c1[j] 4= G; if (c1[j] € M') then Bads + true
M« M ci]j]
c5[j] 4 G; if (ch[j] € M’) then Bads <+ true
M’ M': cylj]
c2[j] + malj] o 5[]

d' «— As(m,pky, pksy, c1, €2); return (d = d')

Figure 29 — Code of the intermediate games in the proof of the KDM-CPA advantage bound (16) in Theorem 6.3.

Game; ~» Gamey. Notice that, by definition, the two games are identical until Bad;. Furthermore, this flag

is only triggered if s[i] (resp., s[i]sk[i] or any of s[p[j]|t]i] and s[p[j]]sk[p[j]]t[], all of which are uniformly
random in Zj because non-zero by the first game hop) is already contained in M. Therefore,

" z' " Q(A)12n 2n(\) + 2i

|Pr[Game; (X)) — Pr[Games(\)]| < Pr[Game; sets Bady] < Z - Z mMATL,
i=0 p i=0 =0

< 2n() = D) + (V) + a(V)?
- 2A—1

Gamey ~~ Games. We now argue that the next two games are indistinguishable. To do so, notice that
the distributions of o(s[i]) and pk,[i], those of o(s[i|sk[i]) and pk,]i], those of o(s[p[j]]t[j]) and c1[j],
as well as those of o(s[p[j]lsk[p[j]]t[j]) and c[i], are identical in both games. Indeed, in Gamey the
inputs to o are pairwise distinct, which means that the outputs are pairwise different random elements
from G. This is exactly the distribution of the corresponding elements in Games(\). Therefore, we
have Pr[Gamey(\)] = Pr[Games()\)].

Games ~~ Gamey. Again notice that, by definition, the two games are identical until Bady. This flag is only
triggered if pk; [i], pky[i], c1i], or c,[i] are already contained in M’. Thus,

n(A)—1 g(\)—1
|Pr[Game3(>\)] — Pr[Game4()\)H < Pr[Games sets Bads] < Z 2it2it1 + 2n(A) +2i+2i+1
=0 =
2 20007 =n() a0 +26(0) — 1) _ (20()) - >< )+ a(0) + 2400 >
a p p - A1

Gamey ~~ Games. Notice that Pr[Games(\)] = Pr[Games(\)] because c4[j] is uniformly random in Gamey(A),
and therefore so is ca[j]. This means that co[j] has the same distribution in Games(A) and Games(\).

Games. Finally, observe that the advantage of A in Games()) is 1/2. Indeed, the challenge bit d is
completely independent of A’s input (all input strings are random in Games(A)), which means that A gains
no information about d.
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Combining the above estimates we obtain Inequality (16) for the KDM-CPA advantage:

Advkdm—cpa (/\) —9. AdVIp‘%gp()‘) +92.Pr [_‘PGG?’D(A) ‘ b= 0] -1

MEI[[], A
<2 AdVPEE p(A) + 2 (; L (o) — D(n() : a()) + n(3) + 3q(A)2> .
(4n(A) = D(n(A) + g(V) + n(A) + 3¢(N)*
2A-2 :

= 2. AdVPE (V) +

ALGEBRAIC UNPREDICTABILITY. It remains to be shown that, for every KDM-CPA adversary A, the
masking source S defined via algorithm S from Figure 27 (bottom) is algebraically unpredictable. So let A
be a KDM-CPA adversary and P be any predictor in the algebraic unpredictability game against S. We
prove Inequality (17) via a sequence of games. As before, we give here a short description of each game,
and present their formal code in Figure 30 (top).

Game( () is the algebraic unpredictability game for S played by P.

Game] (1)) is the same as Game{ (), except that s[i], sk[i], t[j] # O for all 7, j.

Game, () is the same as Game) ()\), but we ensure that all inputs to o are pairwise different. We implement
this by resampling s[i], sk[i|, and t[j] if necessary.

Game()) is the same as Game,(\), but we replace evaluations of the encoding o with random, pairwise
different group elements.

Game)j()) is the same as Gamej (), but now we sample pk,, pksy, c1, and ¢y at random, without any further
checks.

Gamef () is the same as Game/j(\), but we revert our previous changes from Game)(\) and again sample s3],
skli], and t[;j] at random from Zj.

Gameg()) is the same as Gamef (), but we undo our first game hop and sample s[i], sk[i], and t[j] uniformly
at random from Z,.

GameZ()) is the same as Gameg (), but with the order of a few instructions changed. More precisely, we
interpret the sampling of sk and the computation of ¢ as done jointly by the source T defined in
Figure 30 (bottom). We can then decouple the two coordinates of T by defining a new source 7{ such
that, for every 7 «— I'(1*), 1" 4= Ag(n), and ¢ € [¢(\)], T{ (7, n, q) is independent of T5(m, n), and its
distribution is the conditional distribution of 77 given T2 (both defined in Figure 30 (bottom)), i.e.,

Pr[T{ (7, n, q) = sk| := Pr[Ti(w,n) = sk | Ta(m,n) = q] .

As before, we now relate the success probabilities of subsequent games.

Game(, ~ Game);. Notice that transitions from Game((\) to Game/;()\) are identical to those from Gameg(\)
to Games(\) in the proof of Inequality (16) above, which means that we also incur in the same advantage
loss. In other words,

(4n(d) = 1)(n(N) +¢(V) +n(A) +3¢(N)*

|Pr[Gamej(A)] — Pr[Game) (V]| < AT

Game), ~ Gamef and Gamef ~» Gameg. Observe that the changes made reverse those introduced in the first
two game hops, which means that we incur in the same advantage loss. From our earlier discussion we thus
conclude that
2n(A A
|Pr[Game}(\)] — Pr[Gamel(A)]| = [Pr[Game] (A)] — Pr[Games(\)]| < ”(2);‘1() :

(2n(A) — D (n(A) +a(V) +a(¥)?
221 :

|Pr[Gamef ()] — Pr[Gameg(A)]| = |Pr[Gamef(A)] — Pr[Game] (N)]] <
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Game Gamep(N):

(7 = (0,0, ) % T(1); 7 4= Inj(Z,, G)
d 4« {0,1}; 1" % Ao(m)
for i =1 to n do s[i] «— Zp; ski] « Z,
(p, mo, mi) «— Ai(m,sk); g + |myg
for j =1 to g do t[j] « Z,
for i =1ton do

Pk, [i] < o (s[i]); pky[i] < o(si]skli])
for j =1 to g do

ci[j] < o(s[pls]]t[s])

cz2[j] = ma[j] o o(s[pls]]sk[p[s]]t[s])
(a1,y..., Qny B1yee ., By Y1y - Ygs

01yt 0q) «— P(m, pky, pky,c1,c2,d)
return (37, s[i](as + Bisk[i]) +

3291 splilltls](v; + 8;sk(p[j]]) = 0)

Game Game] (\):

(m = (0,90,p)) % F(1A)3 o « Inj(Zy, G)
d «— {0,1}; 1™ «— Ag(m)
fori =1 ton do ‘ slt] «— Zy; skli] «— Z;‘

(p,mo, my) «— A (m,sk); g « |my|
forjzltoqdo
fori=1ton do

pk, [i] < o(s[i]); pk,[i] < o(s[i]sk[i])
for j =1 to g do

c1[j] « o(s[p[s]]t[s])

c2[j] « ma[j] o o(s[p[s]]sk[p[s]]t[s])
(a1, ., an, B, ..., By Y1y« - Yas

517 .. ~75q) « P(ﬂ-,pk17pk2,01,02,d)
return (37, s[i](au + Biskli]) +

4_, slpllIt[i] (v + d;sk[p[j]]) = 0)

Game Gamej(\):
(1= (0,90,p)) = T(1*); 0 4= Inj(Zy, G)
d 4 {0,1}; 1" = Ao(r);

fori=1ton do
‘s[i]«—Z;\M;MeM:s[i]‘

\ skli] « 25\ s[i| "' - M; M + M : s[i|sk[i] \
(P, mo, my1) « Ai(m,sk); g < [my|
for j =1 to g do

60j] % 23 \ (slplj)) " - M U (slplilJsklp(j]) " M) |

M + M : splj]lt[j], slplsllskiplilltls]
fori=1ton do

pk, [i] < o(s[i]); pk,[i] + o(s[i]skl[i])
for j =1 to q do

c1[j] « o(s[p[s]]t[s])

c2[j] « ma[j] o o(s[p[s]]sk[p[s]]t[s])
(a1, ., an, B, .., By Y1y - s Ygs

01,...,0q) 4 P(m, pk,, pky, c1,c2,d)
return (Z?:l s[é](as + Bisk[i]) +
> s[plilltlil(v; + d;sk[p[4]]) = 0)

Game Games(\):

(7T = (Oagoap)) “« P(lA)
d«{0,1}; 1™ «— Ao(m); M « [];| M’ + []
for i =1ton do

sli] «— Zy \ M; M «+ M : sli]

sk[i] «— Z3 \s[i] ™" - M; M « M : s[i]sk[i]
(p,mg, my) «— Ai(m,sk); ¢  |mg|
for 7 =1 to q do

7] « 23\ (slplyl) L - M U

U (slpLillsklp(l)) - M)

M« M - s[p[j]jtlj], slplillskpljl]¢l]
fori=1ton do

| Pk, [i] « G\ M'; M’ + M : pk, [i] |

| Pk, [i] ¢ G\ M'; M’ + M : pk,[i]]
for j =1 to g do
leil] « G\ M'; M/« M : eaj

]
chlj] « G\ M's M« M : ch[j]|
c2[j] < malj] o 5[]
(a1y ey, By ooy By Y1y - o5 Vg,
O1yeens 8q) «— P(m, pky, pksy, €1, C2,d)
return (37, s[i](ci + Bisk[i]) +
_, slplItli] (v + 3;sk[plj]]) = 0)

Game Gamej(\):

(m 1= (0,90,p)) - T(1)
d « {0,1}; 1™ «— Ao(m); M <+ []
fori=1ton do

sli] «— Zy \ M; M < M : s]i]

sk[i] «— Z3 \s[i] " - M; M « M : s[i]sk[i]
(p7m07 ml) “« A1(7T,Sk); q < |md|
for j =1to ¢ do

tlj] «=Z; \ (s[p[s]] " - M U

U (s[p[sllsk[p[j]]) " - M)

M « M : s[p|j]]t[s], s[p(s]]sk[p[j]]t[s]

for i =1 to n do | pk; [i] + G; pky[i] + G‘

for j =1 to g do|ci1[j] < G; c2[j] <—G‘

01,...,0q) «— P(m,pky, pks, c1,c2,d)
return (37 s[i](ci + Bisk[i]) +
$-1 slplilltli] (v + 6;sk([plj]]) = 0)

Game Gamej(\):

(m = (0, 90,p)) 4= T(1%)
d « {0,1}; 1™ «— Ag(m)

fori=1ton do‘s[i} «— Zy; skli] «—Z;‘

(P, mo, my) % A; (7, sk); ¢ - [mg
forjzltoqdo
for i =1 to n do pk,[i] + G; pky[i] + G
for j =1 to g do ci1[j] + G; c2[j] + G
(al 7777 a”ﬁﬁl 7777 ﬁna,Vl aaaa Ya>

617 RN} 511) “«— P(ﬂ7 pkla pk27 Ci,C2, d)
return (37 s[i](ci + Bisk[i]) +

9_1splIti](vs + d;sk[pl]]) = 0)
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Game Gameg()): Game Game?(\):

(7= (0, 90,p)) 4= T'(1%) (m = (0,90, p)) 4= (1)

d «{0,1}; 1" 4= Ao(m) d« {0,1}; 1 «—Ao(w);
for i =1ton do ‘ sli] «— Zyp; skli] «— Zy ‘ for i =1 to n do pk,[i] + G; pk,y[i] + G
(p, mo, m1) «— Ai(m,sk); g + |my| for j =1to gdoci[j] + G; caj] + G

forj:ltoqdo t[‘]}«—Zp (Oél,...,an,ﬁh..‘,67“'}/17...,")/(1,

f . - . 61,...,(5(1)«‘P(ﬂ',pkl,pk27C17C27d)
or i =1 to n do pk, [i] + G; pk,y[i] + G for i — 1 tom do sli 7

for j =1 to g doeci[j] + G;c2[j] + G ori=1tondo sl « 7,

(@1 ey @y Bry ooy By Vi3 Yoy sk « T/(m,n,9) |
b1,...,084) 4 P(m,pk,, pKy, c1, Ca, d) for j =1 to g do t[j] «— Z,
return (37, s[i](as + Bisk[i]) + return (37, s[i](ci + Bisk[i]) +
j—1 slpUIt[](~; + 0;sk([plj]]) = 0) 32—y slplallt[i](v; + d;sk[plj]]) = 0)
Source T (m,n): Source Ty (m, n): Source Ta(m, n):
for i = 1 to n do sk[i] «— Z, (sk,q) «— T(m,n) (sk,q) «— T(m,n)
(p,mp, my) «— Aq(m,sk); ¢ « |my| return sk return ¢

return (sk, q)

Figure 30 — Top: Code of the intermediate games in the proof of the algebraic unpredictability bound (17) in
Theorem 6.3. Bottom: Definition of the source 7 and its projections 7; and 73 from the proof of Theorem 6.3.
Source 77 in Game’, is independent of 75 and has the distribution of 77 conditioned to 7Ts.

Gameg ~» Game’,.. Notice that Pr[Gamef()\)] = Pr[Game. ()] by construction of the source 7;. Indeed, for
every m «— (1Y), 1" «— Ao(7), q € [¢())], and sk € Zy, we have

Pr[(T2(m,n) = q) A (T{ (7, n,q) = sk)] = Pr[Ta(m,n) = q] - Pr[T{ (7, n,q) = sk]
= Pr[Ta(m,n) = q] - Pr[Ti(m,n) = sk | Ta(m,n) = q]
= Pr[(Ti(m,n) = sk) A (Tz(m,n) = q)] = Pr[T(m,n) = (sk, q)],

which shows that sk and ¢ have the same distribution in both games.

Game’. To conclude, we are left with bounding the winning probability of P in Game.()). Our strategy to
do so is to apply the Schwartz—Zippel lemma, but observe that Game’(\) does not quite fit the framework
of Lemma 2.2, since 7{ is not a simple product distribution. Fortunately, the same ideas from the proof of
Lemma 2.2 can be applied in this setting, to obtain a similar conclusion. Indeed, fix any =, d, n, ¢, pky,
pk,, c1, c2, and (a, B,7,0) as in Game’()), and let Py g~ be the polynomial defined by the coefficients
returned by the predictor. Then notice that this polynomial has at most p?"+9~! roots over Zy, since the
degree of P, g~,5 in any given variable is one. This means

Pr [Papy (s, 5k £) = 0] < proa=t o7 Mg Ty
s4—1Z7 ,sk«=T/ (m,n,q), t 421

)

2n+q—1 2—Hoo(uzg) .9~ Ho (7{(m,n,q)) . 2_H00(uzg — pn—l .9~ Ho (T{(m,n,q)) ’

=P

where Z/{Z;z and L{Zg denote the uniform distributions over the corresponding sets. From here we then get

Pr[Game}(\)] < E [pn—l 9 Hoom'mn,q))]
T‘-«_F(lA)?d«_{Ovl}v ]-n«_AO (77)7 q«_7—2(ﬂ'7n)7pk1 ,ka«—Gn,
C1,C2 «_Gq7 (a7ﬂ7776)«_7)(7r7pk1 7pk2 ,C1,C2 7d)

= E "1 max Pr T mn,q) = Sk]
m4=D(1*1), 1" 4= Ao(), g% T2(m,n) P skeZy [T q) ]
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n—1 E p sk _ :|
n«—r(l*)Jneer(n)[p q«_Tz(M)[maX r[T1(m,n) = sk | Ta(m,n) = q]]

skezn
q(N)

— E n—1 P — sk) A _

m4—D(12), 17 «—Ap(m) P Zs?(leaz)% r((Ti(m,n) = sk) A (Tl n) = )]

a(N)
- 1 q(A)

< p ! P =sk|]| < E g\ =1 < .
o 7r<-(-F 1>‘ ZSII?GaZ)% 1'7-1 7T n) S ] B W«‘F(IA), |:p q< ) pn:| o 2>‘_1

1”%&./40(71') ].n«—.Ao(ﬂ')

Adding all our estimates above we obtain Inequality (17) for the algebraic unpredictability advantage.
This concludes the proof. O

REMARK. It is tempting to consider an alternative reduction (S, D) that uses the challenge oracle only to
compute cg, and instead calculates ci by itself using the real group operation. This appears to be a natural
choice since only co depends on the challenge bit d, and would yield tighter bounds on the advantages
because of a reduced number of oracle calls. Unfortunately, such a source is not guaranteed to be statistically
algebraically unpredictable. Indeed, recall that P receives ¢; and ¢’ and, being unbounded, can compute r
as the discrete logarithm of ¢; to base ¢’. Now, if A is a KDM-CPA adversary returning a low-entropy p,
e.g., in the single-key setting, P can easily find a non-trivial linear combination.

REMARK. We observe that, since our GGM feasibility result allows sources full access to the group injection,
as a corollary we obtain KDM security in the presence of preprocessing attacks in the generic-group model.

6.4 IND Security of Deterministic ElGamal

DETERMINISTIC PKE AND 1TS SECURITY. We call a PKE scheme E deterministic if E.Enc is a deterministic
algorithm. Deterministic PKE was introduced by Bellare, Boldyreva, and O’Neill (BBO) [BBOO07|. Our
security notion is based on the work of Bellare, Dowsley, and Keelveedhi [BDK 15|, which incorporates an
additional adversary that can pass state to the second-phase adversary.'? In keeping with our syntax, we
allow the message samplers to depend on system parameters.

IND SECURITY. Let E be a deterministic PKE scheme. The advantage of an adversary A = (Ag, A1, .A2)
in the IND game of E is defined as

Aded (/\) = 2.Pr [INDEA(A)] -1,

where the IND game is defined in Figure 31 (top left). Here, Ag and A; can be unbounded with polynomially
bounded output, and Ao is PPT. We require that the vectors returned by A; be of the same length, and that
each vector contain pairwise distinct messages. Also, we require that (Ap, A1) be unpredictable, meaning
that for any (possibly unbounded) predictor P,

red
AdvEG 4, p(A) = Pr[PredE 4 4, (V)]

is negligible, where the Pred game is given in Figure 31 (top right). We say that E is IND secure, if the
advantage of any A as above in the IND game for E is negligible.

We note that the notions of statistical and non-uniform computational unpredictability in the Pred
game coincide. Indeed, via a coin-fixing argument we may assume, without loss of generality, that P is

19This ensures a closer correspondence between idealized models of computation and the standard model as the state can be
used for consistency and lazily sample ideal objects.
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Game INDE(\): Game PredEAmA1 (A):

d 4 {0,1}; m «— E.Setup(1?) 7 4— E.Setup(11); st «— Ag()

st «— Ao(m); (mo, my) «— A;(st) (mg, m;) 4 A (st); m' «— P(,st)
(Sk,pk) “— E.KGen(W); C < E.Enc(Tr,pk, md) return (m/ € mgyU ml)

b «— As(m, pk,c,st); return (d = d')

ElwH[T', H].Setup(1*): ElwH[T, H].KGen(7'): ElwH[T", H].Enc(7', pk, m):

(7'[' = (O,go,p)) “— F(].A) (w> O,gl’p) ' (pk17pk27 hk) A pkv T H(hkv m)
v« T g gg' s «— Ln; pky + g ¢1 4 pki; ca < mo pky; return (c1, c2)
w % H.Setup(G, Z,) sk «— Z,; pky < g's*

return (7’ := (w, 0,4, p)) hk «— H.KGen(my) ElwH[I', H].Dec(n’, sk, c):

pk < (pkq, pko, hk) k

(c1,c2) <= ¢; return cg o ¢ ®
return (sk, pk)

Auxiliary masking source S(): PGG distinguisher D(w, (y, L)):
d 4= {0,1}; (0,90,p) 75 7/ 4= Ly ¢ = gf (d, sto, w', hk) < L

w «— H.Setup(G,Z,); hk «— H.KGen(w); n’ < (w,0,¢',p) (c, pky, pks) <y

st «— Ao(7'); (mo, my) «— Ai(st); t «— Zy; sk « Zy; q < [mg d' «— Aa(n', (pky, pka, hk), c, st)

fori=1to qgdo return (d = d')
x[i] < t - H(hk, my[i]); x[i + q] < sk - x]1]
m[i] < 1; m[i + q] < mg]i]

x[2q 4+ 1] + t; x[2¢ + 2] + t - sk; m[2q + 1] + 1; m[2¢ + 2] «+ 1

L « (d,sto, 7, hk); return (x,m, L)

Figure 31 — Top left: The IND security game for a (deterministic) public-key encryption scheme. Top right: The secu-
rity game defining unpredictability of the messages output by A. Center: The ElGamal-with-Hash scheme ElwH[I", H]
with user-specific randomized generator included in the public key as pk,. bottom: Parallel PGG source and
distinguisher associated with an IND adversary A against ElGamal-with-Hash.

deterministic. Next we may hard-wire the value returned by P (whose computation may be non-polynomial
time) as non-uniform advice. As such, our results in this section also hold when Pred is defined (only) with
respect to non-uniform predictors.?’

CONSTRUCTION. We formalize the ElGamal-with-Hash deterministic encryption scheme, which is a special
case of the general encrypt-with-hash (EwH) construct of BBO. Let I' be a computational group scheme,
and let H be a hash function family. The associated ElGamal-with-Hash scheme EIwH[I', H] is defined in
Figure 31 (center).

We now prove that the encryption scheme ElwH[I", H] associated to a computational group scheme T’
and a hash family H is IND secure under PGG and LDD.

Theorem 6.4 (PGG A LDD = ElGamal-with-Hash is IND). LetT" be a computational group scheme, and H
be a hash function family. If T is PGG[S& N 8™ secure and H is LDD[S®"P] secure, then E := EIwH[T', H]
is IND secure. More precisely, for any adversary A = (Ag, A1, A2) in the IND game for E, there are an
adversary (S, D) in the PGG game for T, and an adversary (S', Ac) in the LDD game for H such that

4N +1) | (2400 +2)*
221 22—-1

AdvEG (V) <2 AdvPEE 5 (A) +g(\)? - AdvifS o, (A) +

29This observation does not hold in the presence of parameters. Despite this, our results extend to a setting where Ag
and A; receive m but Pred is statistical.
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Here, q()\) is an upper bound on the length of the vectors returned by Ay. Furthermore, S € S8 N §msk
and, for any predictor P there exists an adversary A’ such that

A)? 8(q(\) + 1)
AdvPEREI(N) < 21 Advigh o (A) + q(2) AV, (V) + e+ 1) 2); r

Moreover, 8’ € S*P and, for any predictor P’ there exists a predictor P" such that

AdVE'S p/(A) < AdVES 4 50 (A).

Proof. For the proof of this theorem we consider the source and distinguisher in Figure 31 (bottom). Here,
the source computes a random generator ggl so as to be able to compute the public parameters for the
scheme. The source then computes the public key and ciphertexts as in the scheme using the EXP oracle.
Note, however, that these group elements will have an extra randomness component r due to the randomized
generator in the PGG game, whereas they need to be computed with respect to g(’)"/ as public parameters
are set up. However, since we choose a random ¢ for the exponent of the first component of the public key,
the effective randomness in the reduction is 7’t/r, which is randomly distributed. From here the proof boils
down to arguing for the algebraic unpredictability of the source. For this we first invoke the Schwartz—Zippel
lemma, so that any algebraic relation between the exponents queried by the source reduces to one among
the exponents for the second ciphertext elements only. This, however, leads to a break of LDD security
since the message sampler for is unpredictable.

More formally, given an adversary A in the IND game, define the masking source S via auxiliary
algorithm S and distinguisher D as shown in Figure 31 (bottom). It is easy to see by inspecting the code
in Figure 31 (bottom) that S places no EXP queries and returns vectors x and m of equal length. Thus,
S € Smsk,

ADVANTAGE BOUND. Let b denote the challenge bit in the PGG game. We claim that
Pr[PGGSP(\) |b=1] = Pr[INDE(V)] .

When b = 1, the exponentiation oracle is implemented via the real group operation. The source computes
the system parameters by picking a random group generator ¢’ and a hash key hk. It then generates the
two message vectors via Ag and A;. The initial phase of the source also picks random ¢ and sk. Here, sk
will act as the secret key. On the other hand, ¢ is not the random exponent of the first element of the public
key; rather, the exponent is s = rt/r’/, where r is the exponent sampled in the PGG game.

The source computes each ciphertext via two oracle calls. These take the form ggtrm and ggtSkrm,
where r[i] = H(hk, mg4[i]) is the hash of the message. It then computes the public key as (g5, g5'**). Note
that these are correctly distributed as in the scheme where rt/r’ is the exponent of the first element of the
public key, which is uniform as ¢ is uniform. The addition of the extra group element in the public key
essentially re-randomizes the generator allowing the first stage of the attack to fully depend on the public
parameters.

We now claim that

q(\)?

2(gN) +1) | (2¢(N) +2)°
5 :

2)\71 2/\

Pr[PGGYP (M) [b=0] < % + Advi{S 4, (N +
The public key is distributed randomly and is independent of d. We show that the rest of the group elements
are also independent of d. To this end we transition to a game where we replace EXP with a random oracle.
The two games are identical up to RF/RP switching advantage (2q()\) + 2)2/2*.

Next we replace the random oracle by a forgetful function. Unless there is a point that is queried twice
to EXP the two games are identical. We show this event leads to breaking the LDD property. Consider
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the LDD source &’ that runs the PGG source S, which itself runs (Ag,.A;). Suppose collisions in the
inputs to EXP happen. Consider now an LDD adversary A, against the source that picks two distinct
indices 7, j € [g] and sets a; = —a; = 1 and the rest of the s to zero. Whenever there is a collision in the
outputs of H, and if ¢ and j are guessed correctly (which happens with probability (Q(Q)‘)
the LDD game, unless the collisions were due to ¢ and ¢- sk, which happens with probability 2(g(A)+1)/
Note that here we rely on the fact that A; outputs distinct messages. It remains to be shown that this LDD
source is unpredictable. This follows from the fact that any predictor against this source can be converted

to a DE predictor against (Ap, A1), as we will show momentarily below.

)), the adversary wins
221,

ALGEBRAIC UNPREDICTABILITY. We now show that the PGG source defined above is algebraically
unpredictable. To this end we show that if there is an algebraic predictor against this source, then there is
an LDD adversary against an unpredictable LDD source.

We first modify the algebraic unpredictability game and transition to a new game where EXP is a
forgetful oracle. As argued above this change is negligible and we pick up similar terms as those given up.
In this modified game, any algebraic predictor P against the PGG source can be converted to an LDD
adversary A’ as follows. Algorithm A’ runs the PGG algebraic predictor P on 7’ and sty and simulates the
leakage for it by sampling the ciphertexts and the public key randomly from the group. It also picking a
random d «— {0, 1}, which is correct with probability 1/2. Hence

AdvGIReePred () < 9. Advifd, (V).

LDD SOURCE UNPREDICTABILITY. It remains to show &’ is unpredictable. To this end, we show that any
LDD predictor P’ against S’ can be converted to a predictor P against the message-sampler A;. This is
immediate as the LDD source runs the message sampler and picks one of the message vectors randomly.
Any predictor for this LDD source can be converted a predictor P” for the message sampler by simply
running the LDD predictor and outputting the result:

red red
Advﬂg,ﬂy(}\) < AdvEZO’Ahp,,(A) :

This concludes proof of the theorem. O

6.5 RKA Security of ElGamal

In a related-key attack against a public-key encryption scheme, an adversary is able to obtain encryptions
of messages under public keys that may be correlated.?’ This notion was introduced by Biham and
Knudsen [BK98| in the context of symmetric encryption, and was later considered in the public-key setting
by Goyal, O’Neill, and Rao [GOR11]| and Bellare, Cash, and Miller [BCM11]. Here, we focus on a non-
adaptive version of RKA security under chosen-plaintext attacks (RK-CPA) as in [GOR11|, and prove that
a modified version of ElGamal scheme where one hashes randomness via an LDD to derive secret keys is
RKA secure. We call this scheme “shielded” ElGamal.

RK-CPA secuURrITY. Let E be a PKE scheme. The advantage of a PPT adversary A = (Ap, A1) in
the RK-CPA game for E is defined as

Advg{P*(V) =2 Pr[RK-CPAE (V)] - 1,

where the RK-CPA game is defined in Figure 32 (top left). We require that, for all 1 < ¢ < |r|, each r[i] be
unpredictable given st and the equality pattern of r. Formally this means that, for any (possibly unbounded)
predictor P,

red
AdvE.Setup,Ag,’l’()‘) =Pr [PredESetup,Ao ()‘>]

21 A stronger, chosen-ciphertext notion, which we omit here, allows the adversary to make decryption queries under correlated
secret keys.
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Game RK-CPAZ()\): Auxiliary dUber source S():
b« {0,1}; m 4= E.Setup(1*); (r,st) «— Ag(1") | (o, go0,p) < m; ©’ «— E.Setup(1?)

for i =1 to |r| do 7 %— H.Setup(G, Z,); hk «— H.KGen(my)
(sk[i], pk[i]) + E.KGen(7;r[i]) (sk, st) «— Ag(1*)
Y &« ARKENG(7 bk st); return (b = b) fori=1ton do
s[i] «— Zy; sk'[i] + H(hk, skl[i]); t[i] < sk'[i]-s[i]
Proc. RKENC(i, mg, my) return ((1,sk’, s, t), hk, st)

return E.Enc(pk[i], my)
PGG distinguisher D(7, (y,y1,¥2,¥3,st)):

Game PredEAO()\): d « {0,1}; " < (o,y,p, hk)
/ RKENc(/
7 4 E.Setup(1Y); (r,st) 4= Ao(1*) d © Ald L (7, y1,8t)
for i =1 to |r| do return (d = d)
(pk[il], sk[i]) + E.KGen(m;r[i]) . .
Zeoll < CO”S(Sk); (i, Sk) “— 7)(7'(', st, Zco“) Proc. RKE'NC(Z’ mo, ml)
return (sk[i] = sk) return (yz[i], ma © ysli])

Figure 32 — Top left: The RK-CPA game for a public-key encryption scheme E. Bottom left: The unpredictability
game for Ag. Right: Reduction from an RK-CPA adversary A to a PGG adversary (S, D).

is negligible, where the Pred game is given in Figure 32 (bottom left). Here, Colls(sk) returns the repetition
pattern of sk.?> We say that E is RK-CPA secure, if the advantage of any A as above in the RK-CPA game
for E is negligible.

Theorem 6.5 (PGG = Shielded ElGamal is RK-CPA). Let I" be a computational group scheme, and H
be a hash function family. If T is PGG[S¥& N S| secure and H is LDD[SSP] secure, then E = EI[T, H]
is IND secure. More precisely, for any adversary A = (Ao, A1, A2) in the RK-CPA game for E, there are
an adversary (S,D) in the PGG game for T, and an adversary (S', Ae) in the LDD game for H such that

3(g(N) +1) | (2¢(N) +2)?
2A-1 22-1

AdveSPH(A) < 2 AdVPEE (V) + ¢(V)? - Advids o, (V) +

Furthermore, S € S8 N ST and. for any predictor P there exists an adversary A’ such that

S(gN) +1)°

2
AdvPEPE () < 2 Advifs (M) + % Advi§% 4, (N + o

2

Moreover, 8" € S*P and, for any predictor P’ there exists a predictor P” such that

3(eN) +1)
22

red red
AdVELS',P’()‘) < AdVE,AO,’P"()‘) +

Proof Overview. Let A = (A, A1) in the RK-CPA game for EI[I']. For simplicity, we assume .4; makes one
encryption query per index i. The proof extends to the general case but requires a bit more bookkeeping. If
there are at most genc(A) encryption queries, we need to prepare genc(A) ciphertext components for each
public key in case all encryption queries are requested for the same public key.

Let |sk| = n. Define the dUber source S via auxiliary algorithm S and distinguisher D as shown in
Figure 32 (right). (It’s easy to see by code inspection that this source is indeed dUber.)

22Typically RK-CPA secure is considered with respect to claw-free function. This is a special case of our definition where
the collision pattern is trivial.
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Note that if b = 1, A is playing the real RK-CPA game. Indeed, the ciphertexts and public keys are
computed with respect to the same generator as that for the PGG group.

Pr[PGGEP(N) [ b= 1] = AdviiP (V).

Moreover, when b = 0, we can argue that A gets no information about d since the group element masking
the message is uniformly distributed. In other words

PrPGGEP () [b=0] ~ ;.

The precise upper bound proceeds similarly to the reduction for deterministic encryption by first running
out collisions in EXP inputs via LDD security, and then replacing EXpP by a forgetful random oracle via
RF/RP switching lemma.

ALGEBRAIC UNPREDICTABILITY. The algebraic unpredictability of the PGG source is reduced to the
unpredictability of the RKA adversary A and the security of LDD. Consider an algebraic predictor against S.
This predictor outputs values (g, a1, ..., Qn, B1y -+ Bns Y1y - - -, Yn) such that

ag-1+ Y a;-sk[i] + ZBZ- -sli] + ZW -sli]sk’[i] = 0.

i=1
Applying Schwartz—Zippel over s[i] for each ¢ we obtain that except with negligible probability
Vi : Bi—i—'yi-sk’[i] =0.

If for some i, 7; # 0, we can use the corresponding equation to compute sk[i| = —f;/v;, and win the
unpredictability game for Ag. On the other hand, if «; = 0 for all 4, then necessarily we also have that 5; = 0.
Hence,

ao + Zai -sk'[i] = ag + Zai -H(hk,skli]) = 0.
i=1 i=1

This, however, translates to a break of LDD security since by the security of Ay the keys sk[i] are
unpredictable. [
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A  Proof of Lemma 2.2

In this section we prove the game-based version of the Schwartz—Zippel lemma. We start with a preparatory
lemma, which essentially is Lemma 2.2 but for fixed parameters mw, polynomial P, and y = 0. The general
proof then follows by averaging this intermediate result. We observe that the proof of Lemma A.1 strongly
resembles the proof of the classical Schwartz—Zippel lemma.

The results in this section are first presented using the (game-based) language of unpredictability, better
suited to applications in cryptography, and only later reformulated in the setting of min-entropy.

Lemma A.1. Let a,m,p € N with p prime, and let S1,...,Sy be distributions over Fpa such that, for
every i € [m] and every (possibly unbounded) predictor P,

Advgreg = Pr [Predg_] <k €eR,

where the game Predzg) is defined in Figure 33 (left). Then, for every non-constant polynomial P €
Fpa[X1,. .., Xm], we have

Pr [P(l‘l,,ZEm):O]Sdeg(P)k’P,

1 6&81, ey T 4—Sm,
where kp = max;er, k; and Tp = {i € [m]|degy,(P) > 0}.
Proof. We prove the statement via induction on m. For m =1, let 71, ..., 7, be the roots of P in F,a. Then

observe that, since P is non-constant, it has at most deg(P) roots in Fpa (i.e., £ < deg(P)), which means
that

4
P [P(e) = 0] < ZPr [S1 = 7i] ZAd VR < deg(P) - ki = deg(P) - kp,

where P[r;] is the predictor that sunply returns ;. Now assume that the statement holds for all non-constant
polynomials in m > 1 variables, and consider a non-constant polynomial P € Fpo[Xy,..., X 41]. We
distinguish two cases: If m +1 ¢ Tp, then P € Fpa[X1,...,Xp] C Fpa[X1,..., Xpm41], and the result
follows from the inductive hypothesis because

Pr [P(z1,...,Tmt1) =0] = Pr [P(z1,...,Tm) = 0] < deg(P) - kp.

1481, ., Tm4+14=Sm+1 T14=S1,...,Tm4Sm
Now assume that m + 1 € Tp. Consider the decomposition
deg(P)
P(X1,..., Xms1) Z Xiq - PiX1, . X)),

and let 0 < j < deg(P) be the maximal index i such that P;(X1,...,X,,) # 0. Observe that P; has total
degree deg(P) — j. By mutual independence of the distributions Sy, ...,Sy+1 we have

Pr [P(x1,...,Zm+1) = 0]

21451, , Tm+14Sm+1

- Pr [P(z1,....%m Zmi1) = 0] - P

( Z $m+1«_1‘8m+1[ (iEl, y Lmy T +1) 0] r /\(Sm:l'm)

Tl Tm
- Z T +15-r5 +1[P(Q?1,...,xm’xm+1)—0]-PI’[ /\(S =x )

P A

Pr [P(z1,...,%ms @mi1) = 0] - P ,
’ ( Z) xm“«_rsmﬂ[ (1, T Tmt1) | r[ AN (Sm = )
Tl Tm )y

Pj(xl,...,l‘m)7£0
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Game Pred’: Source Z;(m): Game Predé’P:

T4 S; 7« P (x,2) « Si(m) (= (p*,m,st)) + Ag; (z,2) « S(7)
return (z = z’) return z 2« P(m,2); return (x = z’)

Figure 33 — Left: The prediction game from Lemma A.1. Center: Definition of the source Z;(mw). Right: The
prediction game from Theorem A.2.

where the sum extends over all tuples (z1,...,z,) € Fpe such that the probabilities Pr[S1 = =1],...,
Pr[S,, = ] are non-zero. We now bound the first term in the first sum with 1. Furthermore, observe that
if Pj(x1,...,2m) # 0, then P(x1,...,2m, Ximy1) is a polynomial in one variable of degree j, so that the
first term in the second sum can be bounded with jk,,+1 by the base case. Continuing the above chain of
inequalities, this yields

(S1=z1)A---
< > Pr[ A (S = )

+ Z jkarl'Pr[(Sl.:xl)/\'-. ]

(@1, (@1, ), A (S = wm)
Pj(z1,...,xm)=0 Pj(@1,..,2m)#0
< 1_128_[133'(961, vy T) = 0]+ 7 k1 < deg(Py) - kp, + - ks

= (deg(P) — j)kp; +j - km+1 < (deg(P) — j)kp +j - kp = deg(P) - kp

Here, the third inequality holds by the inductive hypothesis. O

Theorem A.2 (General game-based Schwartz—Zippel). Let A = (A, A1) be a two-stage algorithm, where
Ao takes no input and returns a set of public parameters © = (p*, m,st) € N? x {0, 1}* with a,p € N and
p prime, and Ay takes m and values z1, ..., zy, € {0,1}* as input and returns a non-constant polynomial
P € Fpa[Xy,...,Xy] and a value y € Fpa. Consider a family of sources S == {S; | i € N}, each taking
7 as input and returning values (z, z) € Fpe x {0,1}*, and let Z;(m) be the projection of S;(m) onto the
second coordinate, as shown in Figure 33 (center). Assume that, for every i € N, every m and z such that
Pr[Ay = 7] > 0 and Pr[Z;(7) = z] > 0, and every (possibly unbounded) predictor P,

Pr[Pred” | (Ao = m) A (Zi(r) = 2)] < ki(m,2) € R,
where the game Predé’P is defined in Figure 33 (right). Then

PI‘[SZ?} < WEA() [deg(P) 'kP(Tr,Zl,...,Zm)] ’
(21,21)%=81(m), ..., (Tm,2m ) 4Sm (),
(Pyy)«—A1(m,21,.32m)

where the game SZ? is defined in Figure 3 (left), kp(m, z1,. .., z2m) = max;er, ki(m, 2;), and Tp denotes the
set Tp := {i € [m] | degy,(P) > 0}.

Proof. For every i € N, every m1 € N2 x {0,1}* with Pr[4y = 7] > 0, and every z € {0,1}* with
Pr[Z;(m) = z] > 0, consider a source X;(m,z) which follows the conditional distribution of S;(7) given
Zi(m) = z, i.e. verifies

Pr[X;(m, z) = x] = Pr[Si(7) = (2, 2) | Zi(7) = 2]
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Game SZQQX: Game SZ3“§X:

(m = (p*,m,st)) « Ao (m = (p™,m,st)) « Ao

for i € [m] do for i € [m] do z[i] «— Z;(m)
Z[Z] “K— Zi(ﬂ'); X[Z] “K— Xi(ﬂ',zi) (P, y) “— ./41( ,Z)

(P,y) «— Ai(m,z) for i € [m] do x[i] «— X;(m, z;)

return (y = P(x)) return (y = P(x))

Figure 34 — The modified versions of the Schwartz—Zippel game.

for every x € Fpo. Then observe that, with these definitions, we can rewrite the game SZ? as shown in
Figure 34, ignoring outcomes with probability zero. By the law of total probability,

Pr[SZA] = Pr[S724 4] = Pr[S734 4]
- Pr|S734 ) A /\ Zi(m) =z ] [ (Ag=m) A /\(ZZ(W) = ]
i [ e = ) A(Ar(r.2) = (P.y)

<ZZZdeg (R [ v <Zi<w>=zz->]

= E deg k‘p(ﬂ',zl,.. ) .
7r«—./40,
(21,21)«=81(7), ..., (Tm,2m ) 4Sm (7)
(va)«_Al(ﬂ- 21, 7Zm)

Here, the sums range over all = with Pr[.Ag = 7] > 0, for every such 7 over all z with Pr[Z;(7) = 2;] > 0 for
every i € [m], and for every such w and z over all (P,y) with Pr[A;(7,z) = (P,y)] > 0. Furthermore, the
inequality follows from Lemma A.1. O

The game-based Schwartz—Zippel lemma is now an immediate consequence of Theorem A.2.
Proof (of Lemma 2.2). We start by observing that, for every i € N and every predictor P,
Pr [Predg? | (Ao =) A (Zi(m) = 2)] < maxPr[X; =z | (Ag = 7) A (Zi(7) = 2)]

1 1
T H (G (A=mAZi(1)=2)) | oHoo(Xi(Ao=mA(Zi=2))

Using Theorem A.2 and monotonicity of the expected value we then obtain

1
A
Pr[SZ5] < o deg(P) - max ool ao—mn (zz-—z»]

(371721)«—81 (71')7 RS (wmvzm)+5”l(ﬂ)7
(va)+Al (7T721 rnyzm)

1
<d- .
- d W«EE.Ao, |:2mini€[m] Heo (Xll('A():ﬂ—)/\(lez)) :l

(z1,21)4«=81(7), ..., (Tm,2m)4—Sm(7)

This concludes the proof. O

We can also use Lemma A.1 to give a direct proof of the classical Schwartz—Zippel lemma.
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Proof (of Lemma 2.1). If the polynomial P is a non-zero constant, the result is obviously true, so assume
that P is non-constant. Consider, for every i € [m], a source S; which returns a uniformly random element
from S. Then we can choose k; = 1/|S] for every i € [m], which means that also kp = 1/|S|. Thus
deg(P
Pr [P =0 = Pr [Pl ) = 0] < dog(P) - ke = S

T1yeey T 4—S T14=851,...,Tm%Sm

by Lemma A.1, and the result follows.
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