TACR Transactions on Symmetric Cryptology
ISSN 2519-173X, Vol. 0, No. 0, pp. 0-0. DOI:10.13154/tosc.v0.i0.0-0

Addendum to Linear Cryptanalyses of Three
AEADs with GIFT-128 as Underlying Primitives

Ling Sun’*3, Wei Wang!'® and Meiqin Wang(8&9)!:34

! Key Laboratory of Cryptologic Technology and Information Security,
Ministry of Education, Shandong University, Jinan, China
2 State Key Laboratory of Cryptology, P.O.Box 5159, Beijing, 100878, China
3 School of Cyber Science and Technology, Shandong University, Qingdao, China
4 Quan Cheng Shandong Laboratory, Jinan, China
lingsun@sdu.edu.cn, weiwangsdu@sdu.edu. cn, mqwang@sdu.edu.cn

Abstract. In ToSC 2021(2), Sun et al. implemented an automatic search with the
Boolean satisfiability problem (SAT) method on GIFT-128 and identified a 19-round
linear approximation with the expected linear potential being 27743 which is
utilised to launch a 24-round attack on the cipher. In this addendum, we discover a
new 19-round linear approximation with a lower expected linear potential. However,
in the attack, one more round can be appended after the distinguisher. As a result, we
improve the previous optimal linear attack by one round and put forward a 25-round
linear attack. Given that the optimal differential attack on GIFT-128, for now, covers
27-round, the resistances of the cipher against differential and linear attacks still have
a 2-round gap.
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1 Introduction

In [SWW21], Sun et al. conducted linear cryptanalyses on three Authenticated Encryptions
with Associated Data (AEADs) with GIFT-128 [BPP*17] as underlying primitives and
the block cipher in itself. Based on a 19-round linear approximation with the expected
linear potential being 2711743, they launched a 24-round linear attack on GIFT-128. The
dominating trail in the 19-round linear approximation is an optimal trail with the maximum
correlation 27°°. On the contrary, we notice that the dominating trails utilised in the
attacks on three AEADs do not possess the maximum correlation, and the authors also
mentioned that the optimal 10-round trails could not lead to good performances in the key-
recovery attacks. Thus, we wonder about the possibility of improving the existing 24-round
linear attack on GIFT-128 by a distinguisher with a lower expected linear potential.
Likewise, we exploit the automatic methods in [SWW18, SWW21] to accomplish the
search for distinguishers. Since GIFT-128 achieves full diffusion after four rounds, we
intend to attach four rounds and three rounds before and after the distinguisher. Firstly,
the objective correlation is set as 275, and we obtain 303616 trails in total. After that,
we examine the feasibility of employing the 303616 trails to implement 26-round attacks
and observe that none of the trails can actualise a valid attack for the considerable time
complexity. Then, the objective correlation is reduced to 27%!. The SAT solver returns
420701 trails and terminates the search for memory error. Again, none of the 420701
trails enables us to perform a 26-round attack in a reasonable amount of time. Therefore,
the objective correlation is further reduced to 2752, Among the 389171 trails yielded by
the solver, we choose the unique one attaining the minimum number of guessed subkey
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bits as the final distinguisher in the attack, which is the dominating trail in the linear
approximation in Sect. 2. However, after a careful investigation, we notice that the time
complexity of the 26-round attack goes beyond 2!?8. Thus, we finally launch a 25-round
linear attack with the newly identified 19-round linear approximation. An overview of the
attack result can be found in Table 1. A description of GIFT-128 is provided in Appendix A,
and more details about the method to evaluate the quality of a linear approximation are
supplied in Appendix B.

Table 1: Summary of cryptanalytic results on GIFT-128.

Attack ‘Rounds‘ Time ‘ Data ‘Memory Success probability‘ Ref. ‘

23 9120.00 | 9120.00 986 - [ZDY19]
2% 9l24.42 | 9l24.42 9109 - [LWZZ19]
Differential . .
2% 9123.25 | 9123.25 9109 - [JZZD20]
27 9124.83 | 9123.53 980 - [ZDCT21]
29 9117.00 | 9117.00 978 - [ZDC™*21]
Linear 24 2124.45 | 9122.55 2105 80.01% [SWW21]
25 2126.77 2124.75 296 50.00% Sect. 3
25 2127.77 2125.75 296 75.00% Sect. 3

2 19-Round Linear Approximation of GIFT-128

The 25-round linear attack is based on a 19-round linear approximation a 19-round, B with

the expected linear potential being ELP (v, 3) = 2712311 where

a = 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x1011,
B = 0x0044 0x0000 0x0022 0x0000 0x0000 0x0000 0x0000 0x0000.

Details for the linear approximation are provided in Appendix C.

3 25-Round Linear Attack on GIFT-128

In this section, we propose a linear attack on 25-round GIFT-128. This attack utilises the
19-round linear approximation described in Sect. 2 from round 3 to 21. The key-recovery
attack is demonstrated in Figure 2 of Appendix D. In the following, P is the 128-bit
permutation of the PermBits operation, X* and Y denote the 128-bit input and output
of the SubCells operation in the i-th round (0 < i < 25), 7 represents the 128-bit state
P(Y?), EY" stands for the 128-bit state P~1(X*1), RK"® is the i-th round key, and EK*
is referred to as the equivalent round key P~'(RK?). The j-th bit of a state X is denoted
as X[j]. The attack procedure is as follows.

S0 Collect N plaintexts with corresponding ciphertexts. The time complexity of this
step is equal to N 25-round encryptions.

S1 Allocate a counter Cq[21] for each of 296 possible values of
2 = Z°[48-63,112-127]| EY #[Index®! (EY *4)],

where Index®* (EY?24) = {8-s+b | s and b are integers, 0 < s < 15,0 < b < 3} is an
index set recording the bit positions that should be memorised. Calculate the number
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of plaintext-ciphertext pairs with given values z; and save it in Cq[z;]. The time
complexity of this step is composed of N memory accesses, (16 - N) GS operations,
and O(N) Shift and XOR operations. Following the idea in [SN14], we view one
memory access to a large table as one 25-round encryption. Hence, the dominant
time complexity is N memory accesses to a table with 27¢ elements.

S2 Allocate a counter Cy[zs] for each of 26° values zo = EY?4[Index®! (EY24)]||to, where

to = (X?[8]AX?[79)) @ Z'[76] @ Z'[77] & X°[78] B X°[79] B
(X?[110] A X?[111]) @ Z'[108] @ Z'[109] @ X>[110] @ X*[111] &
(X?[126] A X?[127]) @ Z'[124] @ Z'[125] @ X?[126] & X [127].

For each possible 19-bit subkey value RK°[24-31,56-63]|| RK[39,55, 63], compute
the value of z5 and update Ca[zo] with Ca[z9] + Cq[21]. Similarly to the case in S1,
the dominant time complexity of this step is 276 - 219 = 2115 memory accesses to a
table with 2% elements.

S3 Allocate a counter Cs|z3] for each of 232 possible values of

z3 = BY?3[0-3,8-11, 32-35, 40-43, 64-67, 72-75, 96-99, 104-107] | to.
For each possible 24-bit subkey value
EK?%0,4,5,8,12,13,16, 20, 21, 24, 28, 29, 32, 33, 37, 40, 41, 45, 48, 49, 53, 56, 57, 61],

compute the value of z3 and update Cs[z3] with Cs[z3] + C2[22]. The dominant time
complexity of this step is 26° - 219 . 224 = 2108 ;memory accesses to a table with 233
elements.

S4 Initialise a counter X. For each possible 18-bit subkey value
EK?2[20,23]|EK?3[0,1,4,5,16,17, 20,21, 32,33, 36, 37, 48,49, 52, 53],
we compute the value of

t1 = to® (EY??[8] A EY??[11]) @ EY?*[9] & EY?*[10] & EY **[11] & X*?[42] &
(EY*2[12] A EY??[15]) @ EY??[13] & EY??[14] & EY??[15] & X *2[46].

If ¢; equals zero, we update ¥ with ¥ + C3[z3]. The time complexity of this step is
composed of (233 -243.218.10) GS operations and O(2%%) Shift, AND, and XOR
operations. So, we conclude that the time complexity of this step is bounded by 2%4
25-round encryptions.

S5 We set the threshold as 7. The key guess will be accepted as a candidate if the
condition |X/N — 0.5| > 7 holds for the counter ¥. Then, all master keys compatible
with the guessed 61 subkey bits are tested exhaustively against a maximum of two
plaintext-ciphertext pairs.

Complexity Analysis We set the advantage of the attack as a = 2.2 and the number of
plaintext-ciphertext pairs N as 212475, So, the data complexity of the attack is 212475,
With the method from [BN17], we calculate the success probability as Ps = 50%. The time
complexity of steps SO - S4 depends on the number of accesses to the memory. Following the
idea in [SN14], we regard one memory access to the largest counter C;[z1] as one 25-round
encryption. The time complexity of steps SO - S4 is bounded by (N + N + 2115 42108 4 994)
25-round encryptions. The time complexity of S5 is about 2128 .27¢. (1 + 27128) 25-round
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encryptions. Then, the time complexity of the attack is about 212677 25-round encryptions.
As the counters in S1 occupy the largest memory, the memory complexity is roughly 2.

Note that the success probability of the above 25-round attack can be improved by
repeating the entire work with a new group of plaintext-ciphertext pairs. Accordingly, the
success probability is 75%, the data requirement is 2'2°7°, the time complexity is 212777,
and the memory complexity is still 2.
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A Description of GIFT-128

GIFT-128 is one version of GIFT [BPPT17] with 128-bit block size. It exploits the
Substitution-Permutation Network (SPN) and iterates the round function 40 times. Denote
boby - - - bio7 the plaintext of the cipher, where by stands for the most significant bit. Apart
from the plaintext, the cipher also accepts a 128-bit key K = kol|k1|| - - - ||k7, where k;’s
are 16-bit words. The round function of GIFT-128 is composed of the following three
operations.

SubCells An invertible 4-bit S-box GS, provided in the following, is applied to every
nibble of the cipher state.

T 0x0 | Ox1 | Ox2 | 0x3 | 0x4 | Ox5 | 0x6 | Ox7 | Ox8 | 0x9 | Oxa | Oxb | Oxc | Oxd | Oxe | Oxf
GS(x) || 0x1 | Oxa | Ox4 | Oxc | 0x6 | Oxf | 0x3 | 0x9 | 0x2 | Oxd | Oxb | 0x7 | 0x5 | 0x0 | 0x8 | Oxe

PermBits This operation maps the i-th bit of the cipher state to the P(i)-th bit, i.e.,
bpiy < bi, 1 €{0,1,...,127}. The permutation P is specified as follows.

i 0 1 2 3 4 5 6 7 8 9 10 | 11 12 13 14 | 15
P(i) || 96 1 34 | 67 | 64 | 97 2 35 | 32 | 65 | 98 3 0 33 | 66 | 99
i 16 17 | 18 | 19 | 20 | 21 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29 | 30 | 31
P(i) || 100 | 5 38 | 71 | 68 | 101 6 39 | 36 | 69 | 102 | 7 4 37 | 70 | 103
i 32 | 33 | 34 | 35 | 36 | 37 | 38 | 39 | 40 | 41 | 42 | 43 | 44 | 45 | 46 | 47
P@) || 104 | 9 42 | 75 | 72 | 105 | 10 | 43 | 40 | 73 | 106 | 11 8 41 74 | 107
1 48 | 49 | 50 | 51 52 | 53 | 54 | 55 | 56 | 57 | 58 | 59 | 60 | 61 | 62 | 63
P() || 108 | 13 | 46 | 79 | 76 | 109 | 14 | 47 | 44 | 77 | 110 | 15 | 12 | 45 | 78 | 111
i 64 | 65 | 66 | 67 | 68 | 69 | T0 | 71 72| 73| 74 | 75 | 76 | TT | T8 | 79
P(i) || 112 | 17 | 50 | 83 | 80 | 113 | 18 | 51 | 48 | 81 | 114 | 19 | 16 | 49 | 82 | 115
1 80 | 81 | 82 | 83 | 8 | 8 | 8 | 87 | 88 | 89 | 90 | 91 | 92 | 93 | 94 | 95
P(i) || 116 | 21 54 | 87 | 84 | 117 | 22 | 55 | 52 | 8 | 118 | 23 | 20 | 53 | 86 | 119
i 96 | 97 | 98 | 99 | 100 | 101 | 102 | 103 | 104 | 105 | 106 | 107 | 108 | 109 | 110 | 111
P() || 120 | 25 | 58 | 91 88 | 121 | 26 | 59 | 56 | 89 | 122 | 27 | 24 | 57 | 90 | 123
1 112 | 113 | 114 | 115 | 116 | 117 | 118 | 119 | 120 | 121 | 122 | 123 | 124 | 125 | 126 | 127
PG) (| 124 | 29 | 62 | 95 | 92 | 125 | 30 | 63 | 60 | 93 | 126 | 31 28 | 61 | 94 | 127

AddRoundKey This operation consists of adding the round key and the round constant.
Adding the round constant does not influence the validity of the attack in this paper
and is not introduced here. For the adding round key operation, we first extract
a 64-bit round key RK from the key state and split it into two 32-bit words as
RK =U|V =wuguy - - - us1||vovy - - - v31. Then, U and V are XORed with the cipher
state as b4.i+1 < b4.i+1 b u;, b4.i+2 — b4.i+2 D v, 1€ {O, ]., e ,31}

The key state is updated according to the following approach.

Key schedule In each round, the round key is first extracted as U = ko||lks and V' = kg|| k7.
After that, the key state is updated as follows,

kollkill - - - k7 = (ke >> 2)|(k7 =>> 12)||ko]| - - - |kl k5.

B General Method to Select the Linear Approximation

Note that the block size n and the key size of GIFT-128 are the same. Given a linear
approximation with the expected linear potential (ELP) being close to 2-7/2 the data
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requirement of the corresponding linear attack should be comparable to 2". For this
kind of attack, controlling the time complexity is an intractable task, and the critical
step is to construct a counter (cf. the counter Cq[z1] in Sect. 3) after gathering plaintext-
ciphertext pairs. This kind of counter, denoted by Cj,it, draws valuable information, which
is used to calculate the empirical ELP of the linear approximation in the key-recovery
attack, from the plaintext-ciphertext pairs. Moreover, if the size of the counter Cjj; is
significantly smaller than the data requirement, controlling the time complexity in the
subsequent subkey enumeration phase is possible. Consequently, the criterion for the linear
approximation is whether we can create a counter with fewer than 2!2® elements after
obtaining plaintext-ciphertext pairs.

In this work, the search of linear trails and the sieve of candidate distinguishers
are realised separately. The automatic search of linear trails is based on the method
in [SWW18, SWW21], and we write another C program to accomplish the selection of
distinguisher in the key-recovery attack. These programs can be found at https://github.
com/SunLing134340/Addendum_GIFT-128. Note that the size of Cjy;; is determined by the
number of bits involved in the attack. Specifically, the bits are located at the output of the
first SubCells operation (cf. the state Y? in Figure 2) and the ciphertext (cf. the state X 25
in Figure 2). For each trail returned by the SAT solver, the selection program first tracks
the bits participating in the key-recovery procedure and marks them with flags. Then,
it estimates the size of Cix by counting the number of flags in states Y9 and X?°. The
distribution for the number of linear trails with different counter sizes is listed in Table 2.
The linear approximation exploited to launch the 25-round linear attack in Sect. 3 is the
unique one with log, (|Cinit|) = 96.

Table 2: Distribution for the number of linear trails.

303616 trails with correlation 276 || 420701 trails with correlation 276 || 389171 trails with correlation 2762
10gy (|Cinie]) | #{Trails} 10g (| Cinie|) | #{Trails} 10g (| Cinie]) | #{Trails}
160 1928 160 1217 96 1
176 25680 172 273 112 13
188 2048 176 20310 128 39
192 147752 188 5396 144 117
204 512 192 124083 160 1098
208 31232 204 1413 172 95

220 1536 208 49295 176 17195
224 53248 220 3858 188 2514
236 1536 224 101329 192 116587

240 36096 236 5516 204 471

252 512 240 87657 208 64737

256 1536 252 2715 220 1931
- - 256 17639 224 106014
- - - - 236 2550
- - - - 240 56950
- - - - 252 1068
- - - - 256 17791

logs (|Cinit|) is the binary logarithm of the size of the counter Cjys.

#{Trails} represents the number of trails with the specific counter size.
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C 19-Round Linear Approximation

The number of characteristics belonging to this linear approximation with different corre-
lations is illustrated in Figure 1. The dominating linear trail with correlation ¢ = 2752 is
given in Table 3.

2
el

7
5

The number

Linear correlation of one characteristic

Figure 1: Distribution of characteristics belonging to the 19-round linear approximation.

Table 3: 19-round trail with correlation ¢ = 2762.

‘ State ‘ Linear mask

e, 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x1011
r 0x0000 0x000c 0x0000 0x000a 0x0000 0x0000 0x0000 0x0000
r2 0x0000 0x0000 0x0000 0x0000 0x0202 0x0000 0x0000 0x0000
Ffu 0x0000 0xa000 0x0000 0x0000 0x0000 0xa000 0x0000 0x0000
F‘iln 0x0000 0x0000 0x0200 0x0200 0x0000 0x0000 0x0000 0x0000
Fi’n 0x0022 0x0000 0x0011 0x0000 0x0000 0x0000 0x0000 0x0000
F:?n 0x8080 0x0000 0x8080 0x0000 0x0000 0x0000 0x0000 0x0000
r?, 0x5050 0x0000 0x0000 0x0000 0x5050 0x0000 0x0000 0x0000
ré, 0x0000 0x0000 0xa000 0xa000 0x0000 0x0000 0xa000 0xa000
e, 0x0000 0x0000 0x0022 0x0022 0x0000 0x0000 0x0000 0x0000
1—‘12 0x0099 0x0000 0x0000 0x0000 0x0066 0x0000 0x0000 0x0000
ri 0x0000 0x0000 0xc000 0xc000 0x0000 0x0000 0x0000 0x0000
1—‘13 0x0000 0x0000 0x0000 0x0000 0x0011 0x0000 0x0000 0x0000
Fiﬁ 0x0000 0x0000 0x0000 0xc000 0x0000 0x0000 0x0000 0x0000
F%ﬁ 0x0000 0x0000 0x0002 0x0000 0x0000 0x0000 0x0000 0x0000
rs 0x0000 0x0000 0x0000 0x0000 0x0020 0x0000 0x0010 0x0000
ris 0x0000 0x0000 0x0000 0x8080 0x0000 0x0000 0x0000 0x0000
Fiz 0x0005 0x0000 0x0000 0x0000 0x0005 0x0000 0x0000 0x0000
r 0x0000 0x0000 0x4000 0x4000 0x0000 0x0000 0x0000 0x0000
Fiﬁt 0x0044 0x0000 0x0022 0x0000 0x0000 0x0000 0x0000 0x0000
I'{,: The input mask of the r-th round.
I'f.: The output mask of the r-th round.




D An lllustration for the 25-Round Key-Recovery Attack
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Figure 2: Key-recovery attack on 25-round GIFT-128.
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