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Abstract. The MPC-in-the-Head paradigm is a useful tool to build practical signature schemes. Many
such schemes have been already proposed, relying on different assumptions. Some are relying on existing
symmetric primitives like AES, some are relying on MPC-friendly primitives like LowMC or Rain, and
some are relying on well-known hard problems like the syndrome decoding problem.

This work focus on the third type of MPCitH-based signatures. Following the same methodology as the
work of Feneuil, Joux and Rivain (CRYPTO’22), we apply the MPC-in-the-Head paradigm to several
problems: the multivariate quadratic problem, the MinRank problem, the rank syndrome decoding
problem and the permuted kernel problem. Our goal is to study how this paradigm behaves for each
of those problems.

For the multivariate quadratic problem, our scheme outperforms slightly the existing schemes when
considering large fields (as Fa2s6), and for the permuted kernel problem, we obtain larger sizes. Even if
both schemes do not outperform the existing ones according to the communication cost, they are highly
parallelizable and compatible with some MPC-in-the-Head techniques (like fast signature verification)
while the former proposals were not.

Moreover, we propose two efficient MPC protocols to check that the rank of a matrix over a field F, is
upper bounded by a public constant. The first one relies on the rank decomposition while the second
one relies on g-polynomials. We then use them to build signature schemes relying on the MinRank
problem and the rank syndrome decoding problem. Those schemes outperform the former schemes,
achieving sizes below 6 KB (while using only 256 parties for the MPC protocol).
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1 Introduction

The MPC-in-the-Head paradigm [IKOS07] is a versatile framework to design zero-knowledge proofs of knowl-
edge, by relying on secure multi-party computation (MPC) techniques. After sharing the secret witness, the
prover emulates “in her head” an MPC protocol with IV parties and commits each party’s view independently.
The verifier then challenges the prover to reveal the views of a random subset of parties. By the privacy of
the MPC protocol, nothing is revealed about the witness, which implies the zero-knowledge property. On
the other hand, a malicious prover needs to cheat for at least one party, which shall be discovered by the
verifier with high probability, hence ensuring the soundness property.

Combined with the Fiat-Shamir transform [FS87], the MPCitH paradigm provides a useful tool to build
practical signatures. The security of the resulting scheme only depends on the security of commitment/hash
functions and the security of a one-way function. The choice of this one-way function is left to the signature
designers. A first research track [ARST15DKR™21] consists to design MPC-friendly primitives and to use
them with the MPC-in-the-Head paradigm to get short signatures. This methodology has the disadvantage
to require deep cryptanalysis of the introduced primitives. Another strategy would be to use well-known
symmetric primitives like AES as security assumptions for the MPCitH-based signatures, but it tends to



produce larger signatures. As a last option, we can rely on a hard problem, ideally an NP-hard problem,
which exists for a long time and thus which are well understood. For example, [FJR22] succeeds to design an
efficient signature scheme using the syndrome decoding problem (over the Hamming weight), which is one
of the oldest problems of code-based cryptography. The case of the syndrome decoding problem has been
covered, but a natural question would be

Which performances can we have when using
the MPC-in-the-Head paradigm with other hard problems?

Some articles [Wan22[FJR21BG22JFMRV22] already apply this paradigm to hard problems (multivariate
quadratic problem, MinRank problem, subset sum problem, ...). One of the drawbacks of almost all the
schemes is that, when there is no structure to exploit, they need to rely on protocols with helper [Beu20].
This technique introduced by [KKW18] and formalized by [Beu20| is quite powerful, but suffers from a high
computational cost. As consequence, the number of parties involved in the MPC protocol must stay low
to have a practical scheme (in practice, we often take 32 as a limit for the number of parties), preventing
achieving smaller sizes. Recently, [BG22| succeeds to leverage the structure when considering structured
hard problem (as the ideal rank syndrome decoding problem) and thus succeeds to achieve smaller sizes by
removing the helper from [FJR21].

The present work aims to complete the state of the art of the MPC-in-the-Head applied to hard problems.
Table |1} overviews schemes producing the shortest signatures for some hard problems.

| Hard Problem [ Best scheme [ Achieved sizes
. . Over Fy4, [Wan22] 8.4—9.4 KB
Multivariate Quadratic Over Fas, our work 6.9 83 KB
Min Rank Our work 5.4—7.0 KB
Permuted Kernel [BG22] 8.6 —9.7 KB

Subset Sum [EMRV22] 21.1-33.2 KB

Over Fz, 10.9 — 15.6 KB
Over F256, 8.3 — 11.5 KB
Syndrome Decoding (Rank) Our work 58 -T7.2KB

Syndrome Decoding (Hamming) [EJR22]

Table 1: State of the art of the MPCiH-based signatures, including this work.

Our contribution. In this article, we consider several hard problems for which we propose new zero-knowledge
proofs using the MPC-in-the-Head paradigm.
First, we propose a new zero-knowledge proof of knowledge for the multivariate quadratic problem. The
resulting signature scheme outperforms [Wan22] only when the base field is large enough (e.g. Fasg).
Secondly, we propose two efficient MPC protocols which take as input a matrix M € Fy*™ and which
check that the rank of M is upper bounded by r, where r is a public positive integer:

— the first one decomposes M as a product TR where T' € Fj*" and R € F;*™, and uses an MPC protocol
that checks the correctness of a matrix multiplication;

— the second one relies on the fact that the rows of M (represented as elements of Fym) are roots of a
g-polynomial of degree ¢" and on the fact that computing a g-polynomial is efficient in MPC while
exploiting the linearity of the Frobenius endomorphism v — v9.

We then use those protocols to build efficient signatures relying on the MinRank problem or on the rank
syndrome decoding problem. Our schemes outperform all the previous proposals, by achieving sizes below 7
KB. They also outperform the [BG22]’s proposals which use structured problems (as the ideal rank syndrome
decoding problem) to achieve small sizes.



Finally, we propose a new zero-knowledge proof of knowledge for the permuted kernel problem. The exist-
ing proposals are already quite efficient, achieving sizes below 10 KB [BG22]. They all rely on permutations,
which is quite natural since the problem itself uses permutations. However, securely implementing permuta-
tions is a tricky exercise. Our proposal achieves larger sizes, but uses no permutation at all. Our proposal is
also compatible with the techniques proposed by [FR22] (as fast signature verification), while the previous
proposals for PKP are not.

Paper organization. The paper is organized as follows: In Section [2] we introduce the necessary background
on the MPC-in-the-Head paradigm. We present our general methodology in Section |3 Then we apply it to
the multivariate quadratic problem in Section [4] to the MinRank problem and the rank syndrome decoding
problem in Section [5} and to the permuted kernel problem in Section [6}

2 Preliminaries

Throughout the paper, F shall denote a finite field. For any m € N*, the integer set {1,...,m} is denoted
[m]. For a probability distribution D, the notation s <— D means that s is sampled from D. For a finite set .S,
the notation s «— S means that s is uniformly sampled at random from S. For an algorithm A, out < A(in)
further means that out is obtained by a call to A on input in (using uniform random coins whenever A is
probabilistic). Along the paper, probabilistic polynomial time is abbreviated PPT.

In this paper, we shall use the standard cryptographic notions of (honest verifier) zero-knowledge proof
of knowledge and secure multiparty computation protocols (in the semi-honest model). We refer to [FR22]
for the formal definition of those notions.

2.1 The MPC-in-the-Head Paradigm

The MPC-in-the-Head (MPCitH) paradigm introduced in [IKOS07] offers a way to build zero-knowledge
proofs from secure multi-party computation (MPC) protocols. Let us assume we have an MPC protocol
in which N parties Pi,..., Py securely and correctly evaluate a function f on a secret input x with the
following properties:

— the secret x is encoded as a sharing [z] and each P; takes a share [z]; as input;
— the function f outputs ACCEPT or REJECT;
— the views of t parties leak no information about the secret x.

We can use this MPC protocol to build a zero-knowledge proof of knowledge of an « for which f(x) evaluates
to ACCEPT. The prover proceeds as follows:

— she builds a random sharing [z] of x;

— she simulates locally (“in her head”) all the parties of the MPC protocol;

— she sends commitments to each party’s view, i.e. party’s input share, secret random tape and sent and
received messages, to the verifier;

— she sends the output shares [f(z)] of the parties, which should correspond to ACCEPT.

Then the verifier randomly chooses t parties and asks the prover to reveal their views. After receiving them,
the verifier checks that they are consistent with an honest execution of the MPC protocol and with the
commitments. Since only ¢ parties are opened, revealed views leak no information about the secret z, while
the random choice of the opened parties makes the cheating probability upper bounded by (N —t)/N, thus
ensuring the soundness of the zero-knowledge proof.

All MPC protocols described in this article fit the model described in [FR22], meaning that the parties
take as input an additive sharing [z] of the secret x (one share per party) and that they compute one or
several rounds in which they perform three types of actions:



Receiving randomness: the parties receive a random value € from a randomness oracle Ogr. When calling
this oracle, all the parties get the same random value €.

Receiving hint: the parties can receive a sharing [8] (one share per party) from a hint oracle Og. The
hint 8 can depend on the witness w and the previous random values sampled from Og.

Computing & broadcasting: the parties can locally compute [a] := [¢(v)] from a sharing [v] where ¢ is

an F-linear function, then broadcast all the shares [a]1, ..., [a]n to publicly reconstruct o := ¢(v). The
function ¢ can depend on the previous random values {¢'}; from O and on the previous broadcasted
values.

We refer to [FR22|] for the detailed transformation of such MPC protocol into zero-knowledge proofs of
knowledge and for the resulting performances.

3 Methodology

In each of the following sections, we focus on a specific hard problem which is supposed quantum-resilient:

Section |4 Multivariate Quadratic Problem;

Section Min Rank Problem;

— Section 5.3} Syndrome Decoding in the rank metric;
— Section [Bt Permuted Kernel Problem.

For each of them, we will use the MPC-in-the-Head paradigm to build a new zero-knowledge protocol.
To proceed, we will first describe the MPC protocol we use. This MPC protocol will fit the model described
in [FR22| and will satisfy the following properties:

— it takes as input an additive sharing of a candidate solution of the studied problem, and eventually an
additive sharing of auxiliary data;

— the MPC parties get (only once) a common random value from an oracle Op;

— when the tested solution is valid (i.e. a solution of the studied hard problem) and when the auxiliary
data are genuinely computed, the MPC protocol always outputs ACCEPT; otherwise, it outputs ACCEPT
with probability at most p (over the randomness of Og), where p is called the false positive rate;

— the views of all the parties except one leak no information about the candidate solution.

By applying the MPC-in-the-Head paradigm to this MPC protocol, we get a 5-round zero-knowledge proof
of knowledge of a solution of the studied problem (see [FR22, Theorem 2]), with soundness error

1 1 1
vy
where N is the number of parties involved in the multi-party computation. We do not exhibit the obtained
proof of knowledge since the transformation is standard. We refer the reader to [FR22] for a detailed expla-
nation about how concretly apply the MPC-in-the-Head paradigm.
To obtain a signature scheme, we apply the Fiat-Shamir transform [F'S87] to the previous protocol. Since

this protocol has 5 rounds, the security of the resulting scheme should take into account the attack of [KZ20].
More precisely, the forgery cost of the signature scheme is given by

. 1 T2
s =\ S

where 7 is the number of parallel executions.

Remark 1. For the permuted kernel problem, the MPC protocol we propose slightly differ from the above
description. The parties call the oracle Og twice (instead of once). The resulting scheme is a 7-round proof
(not a 5-round proof) with the same soundness error as before. However, the forgery cost is not the same
(see Section [G)).



Finally, we compare the resulting scheme with all the former schemes which are non-interative identi-
fication schemes based on the same security assumption. To proceed, we first list all these schemes with
their formulae of the forgery security and of the communication cost. Since some quantities occurs several
times, we define some notations to ease the readability. For the forgery cost, we introduce the two following
notations:

— Enelper (T, M, €) is the soundness error of a protocol with helper [Beu20] when the helper entity is emulated
by a cut-and-choose phase. M is the total number of repetitions in the cut-and-choose phase, ¢ is the
soundness of the unitary protocol relying on the helper, and 7 is the number of repetitions of this unitary

protocol. We have
k
o (Mf‘r) L gk—(M—7)
Ehelper(T’ M’ E) T M—r‘lr'lfai{SM { (MM ) ) } |

—T

— KZ(p1,p2) is the forgery cost of [KZ20] for a 5-round protocoﬂ We have

1 1
KZ = i i p
(rp)i= | min { S (R o }

For the communication cost (i.e. the signature size), we introduce the following notations:

— lseed 18 the cost of sending a A-bit seed;
— Wdig 1s the cost of sending a 2A-bit commitment/hash digest;
— Uhelper 1S the cost (per repetition) of using the helper technique of [Beu20], this cost satisfies

M
,uhelper § (,useed + ,deig) . 10g2 7

where M is the number of repetitions involved in the cut-and-choose phase emulating the helper. It
corresponds to the cost of revealing M — 7 leaves among M in a seed tree, with the cost of sending the
authentication paths of 7 leaves among M in a Merkle tree.

— pmpcith is the fixed cost (per repetition) of using the MPC-in-the-Head paradigm, we have

HUMPCitH = Hseed * 1085 N + UUdig-

It corresponds to the cost of revealing all the leaves but one in a seed tree of N leaves (plus a commitment
digest).

Then, to get a numerical comparison, we select one or two instances of the studied hard problem and we
compare all these schemes for these precise instances. To proceed, we need to select the parameters of the
schemes when relevant. The signature schemes based on the MPC-in-the-Head paradigm have as parameter
the number N of parties involved in the multi-party computation. When taking a small N, we get a faster
scheme, but when taking a large N, we get shorter signature sizes. To have a fair comparison between the
different schemes, we will always take the same N:

— when the protocol relies on a helper, we take N = 8 to have a fast scheme and N = 32 to have short
sizes.
— otherwise, we take NV = 32 to have a fast scheme and N = 256 to have short sizes.

3.1 Matrix Multiplication Checking Protocol

In our constructions, we need an MPC protocol that checks that three matrices X, Y, Z satisfy Z = X - Y.
We describe in Figure (1) such a protocol I}, which has a positive parameter 7). This protocol is a matrix
variant of the multiplication checking protocol of [BN20].

3 in the case where the verifier can not perform some checks after receiving the first response (see [KZ20] for details).



Inputs: Each party takes a share of the following sharings as inputs: [X] where X € F;**?, [Y] where Y € F*",
[Z] where Fi**™, [A] where A has been uniformly sampled from F5*"7, and [C] where C' € F;**" satisfies C = X A.

MPC Protocol:

. The parties get a random X € Fy*".

. The parties locally set [D] = [Y]X + [A].

The parties broadcast [D] to obtain D € FF*".

The parties locally set [V] = [X]D — [C] — [Z] ~.

. The parties open [V] to obtain V.

. The parties outputs ACCEPT if V = 0 and REJECT otherwise.

o U W

Fig. 1: The MPC protocol I}, which checks that Z = X - Y.

Lemma 1. If Z = XY and if C are genuinely computed, then II};,, always outputs ACCEPT. If Z # XY,
then IT},, outputs ACCEPT with probability at most ﬁ

Proof. We have

V=XD-C-2ZX
=XYX+A)-C-2zZX¥
= (XY = 2)¥ — (C — XA).
If Z=XY and C = X A, V is equal to zero and thus the parties will always output ACCEPT. In contrast, if
Z # XY, then there exists (¢, j*) € [m] x [n] such that Z;+ ;- — (X -Y);- j» #0. Given k € {1,...,n}, X
is unlformly sampled in Fy and then ((Z — X -Y)X);- ; is uniformly random in Fy (because one of the sum

term is uniformly random) Thus, the probability that V' is zero is at most the probability that (Z - X -Y)X
is equal to (C'— X A) on the row i* whereas the row i* of (Z — X - Y)¥ is uniformly random in F, i.e. the

probability that V' is zero (at row i*) is at most q%,.
]

4 Proof of Knowledge for MQ

We want to build a zero-knowledge proof of knowledge for the multivariate quadratic problem:

Definition 1 (Multivariate Quadratic Problem - Matrix Form). Let F, be the finite field with g
elements. Let (m,n) be positive integers. The multivariate quadratic problem with parameters (q,m,n) is the
following problem:

Let (Ai)ieim], (bi)icim),  and y be such that:

1. x is uniformly sampled from Fy,

2. for alli € [m], A; is uniformly sampled from Fy*™,

3. for alli € [m], b; is uniformly sampled from Fy,

4. for alli € [m)], y; is defined as y; == 2T A;x + bl z.

From (( )ze[m]a( 1)i€[m]ay)7 find x.

The prover wants to convince the verifier that she knows z € Fj such that

y1 =2l Ayx + bz

Ym = 2T Az + b1

To proceed, she will rely on the MPC-in-the-Head paradigm: she will first share the secret vector x and then
use an MPC protocol which verifies that this vector satisfies the above relations.



MPC' Protocol. Instead of checking the m relations separately, we batch them into a linear combination

where coefficients 71, ..., 7y, are uniformly sampled in the field extension F4». The MPC protocol will check
that .
Z%(yi — 2T Az —blx) = 0. (1)
i=1

If one of the relations was not satisfied, then Equation would be satisfied only with a probability q%].
We can write the equality as

Z Yilyi — by @) = Z%(ITAM)
i=1 i=1
=z’ (Z 'YiAi> x
i=1
= (z,w) where w:= (Z 'yiAZ) x
i=1

By defining z := 1", v (y; — bl ) and w := (3.~ 7:4;) z, proving Equation is equivalent to proving
that
z = (x,w).

And to prove the above equality, we can rely on the subprotocol ITyy described in Section (assuming
that all the scalars live in Fn). Thus, the MPC protocol proceeds as follows:

1. The parties get random 71, ..., vm € Fgn.

2. The parties locally set [2] = > 1%, vi(y; — bf [2]).

3. The parties locally set [w] = (31~ viA;) [=].

4. The parties execute the protocol ITypy to check that z = (w, ).
Since this sub-protocol ITyry produces false positive events with a rate of -, if  does not satisfy the m
MQ relations, the complete MPC protocol outputs ACCEPT only with a probability of at most

1 N1 2
TR TR Ty

The complete MPC protocol is described in Figure

Public values: The matrices Ay,..., Ay € Fg™", the vectors by,. .., b, € Fy, and the outputs y1,...,ym € Fq.

Inputs: Each party takes a share of the following sharings as inputs: [z] where € Fy, [a] where a has been
uniformly sampled from Fy», and [c] where ¢ € Fyn satisfies ¢ = —(a, x).

MPC Protocol:

. The parties get random ~1,...,7vm € Fgn and a random € € Fyn.
The parties locally set [2] = S°7  vi(ys — bf [z]).

The parties locally set [w] = (31, 1:A:) [«].

. The parties locally set [a] = ¢ - [w] + [a].

The parties open o € Fn.

The parties locally set [v] = ¢ - [2] — (o, [2]) — [].

The parties open v € Fgn.

. The parties outputs ACCEPT if v = 0 and REJECT otherwise.

0N DT e

Fig.2: An MPC protocol that verifies that the given input corresponds to a solution of an MQ problem.



Proof of Knowledge. Using the MPC-in-the-Head paradigm (see Section [2.1)), we transform the above MPC
protocol into an interactive zero-knowledge proof of knowledge which enables to convince a verifier that a
prover knows the solution of a MQ problem. The soundness error of the resulting protocol is

1 L (1 1 2 1
€= — =) l=-=).
N N qn g
By repeating the protocol 7 times, we get a soundness error of €. To obtain a soundness error of A bits, we
-2
log, €

thanks to the Fiat-Shamir transform [FS87]. According to [KZ20], the security of the resulting scheme is

can take 7 = —‘ . We can transform the interactive protocol into a non-interactive argument / signature

1
= i N
COStorge S 23S L { S Op—p— + }

2 1
where p = qT — an

The communication cost of the scheme (in bits) is

AN+ 7 | (n-logy(q) +n-n-logy(q) +1-logy(q) + A - logy N + 2A
T o c MPCitH

where A is the security level, 7 is a scheme parameter and 7 is computed such that the soundness error is of
A bits in the interactive case and such that costsorge is of A bits in the non-interactive case.

Performances and comparison. In what follows, we compare our scheme with the state of the art on two
M Q instances:

Instance 1. Multivariate Quadratic equations over a small field:

(g,m,n) = (4, 88, 88),

Instance 2. Multivariate Quadratic equations over a larger field:
(g,m,n) = (256, 40,40).

Both of these instances are believed to correspond to a security of 128 bits [BMSV22].

We provide in Tables 2] and [3] a complete comparison of our scheme with the state of the art. Over a
small field, the Mesquite [Wan22)] scheme has the smallest communication cost, even if our scheme produces
competitive signature size. Over a larger field, we can produce signature size close to 7 KB, and thus we
outperform all the former schemes.

Remark 2. In constrast with the former state of the art, the communication cost of our scheme is independent
to the number m of MQ relations.

5 Proofs of Knowledge for MinRank and Rank SD

In this section, we propose arguments of knowledge for the MinRank problem (Section and the Rank
SD problem (Section . But before that, in Section we propose two efficient MPC protocols which
check that a matrix M has a rank of at most 7.

In what follows, we denote wtg(M) the rank of a matrix M.



Scheme Name Security Signature Size

MUDF1sH [Beu20] | enetper(T, M, ) | ptig + 7 [2pvar + Hour + 2fiseed + pdig - 1082(¢') + finelper]

Mesquite [Wan22] | eneiper (7, M, )" Hdig + T [fvar + fout + UMPCitH + [helper)

Our scheme KZ(% — qu,,, %) 2ptdig + 7 [(1 + 1) - fivar + 7 - logy ¢ + pvpcicn]

Table 2: Sizes of the signatures relying on the MQ problem (restricting to the schemes using the F'S heuris-
tics). The used notations are: iy, := nlog, q, pout := mlog, g, plus all the notations defined in Section

Parameters
Instance | Protocol Name | Variant Signature Size
N[M[r]n]|™®
MUDFISH [Beu2()] B 4 [191]68] - 14640 B
g=4 _ Fast || 8 |187/49] - 9578 B
m = gg | Mesauite [Wan22]| o 1l 20 539008 - | 8609 B
n =88 Our seh Fast ||32] - |40 6| 10764 B
ur scheme Short ||256| - |25/ 8 9064 B
Fast || 8 |176]51] - 15958 B
o= 256 MUDFISH [Ben20]l gy o |l 16 250(36| - | 13910 B
- . Fast || 8 |18749] - 11330 B
’:__fg Mesquite [Wan22) | g} 4 || 32 |389| 28] - 9615 B
= Onr schome Fast |[32] - |36] 2 8488 B
Short |[256| - |25/ 2| 7114 B

Table 3: Sizes of the signatures relying on the MQ problem (restricting to the schemes using the FS heuris-
tics). Numerical comparison.

5.1 Matrix Rank Checking Protocols

We want to build MPC protocols which check that a matrix has a rank of a most r. Such MPC protocols
will be used for arguments of knowledge with the MPC-in-the-Head paradigm. We propose two protocols:

— the first one relies on the rank decomposition of matrices. It has the advantage to be quite simple, but
its false positive rate is large.

— the second one relies on linearized polynomials. It has the advantage to have a very small false positive
rate, but it sometimes requires to manipulate field extensions of large degrees.

Using Rank Decomposition. Let us design an MPC protocol which checks that a matrix M € F™*™ has
a rank of at most r, i.e. wtg(M) < r. To proceed, we will rely on the decomposition rank:

a matrix M € Fy*™ has a rank of at most r
if and only if there exists T' € Fj*" and R € F;*™ such that M = TR.

In practice, our MPC protocol that we will denote T} pp takes as input such matrices T and R (in
addition to M) and simply executes the matrix multiplication checking protocol IT},, (see Section [3.1)), for
some positive integer 7.

Theorem 1. If wtr(M) < r and if T, R are genuinely computed, then II}, pp always outputs ACCEPT. If
wtr(M) > r, then Il gc.pp outputs ACCEPT with probability at most % More precisely, if wtp(M) =w+0
1

with 6 > 1, then IT}}, . pp outputs ACCEPT with probability at most e

Proof. The final broadcast matrix V in IT), satisfies

V =(TR— M)X — (C — TA)



where matrices A and C have been built before receiving the random X~'. We have

WtR(M - TR) Z WtR(M) — WtR(TR)
>(r+d6)—r=94

It means that TR — M has at least 6 non-zero coefficients (i1, j1),. .., (i5, js) which are over § different rows
and over ¢ different columns, i.e.

Vkl,k2 S [5], (ikl 7& ikz) A (jk1 #j’w)'

Let us consider k € [d]. The jith row of X' is uniformly sampled in F}} and thus the iyth row of (M —TR)%
is uniformly random in F} (because one of the sum term is uniformly random). Thus, the probability that
the ixth row of V is zero is the probability that (M —TR)X is equal to (C' — T A) on the row i, whereas the
row i of (M — TR)X is uniformly random in [}, i.e. the probability that the ixth row of V' is zero is q%,.

By taking a union bound over all k, we get that the probability that V is zero is at most ﬁ |

Using Linearized Polynomials. In what follows, we represent a matrix of Fj"*" as an element of (]FT)”
We want to design an MPC protocol which checks that a matrix M = (21,...,2,) € (Fgm)™ has a rank of
at most r. Equivalently, it means that all z; belongs to an [Fy-linear subspace U of Fym of dimension r. Let

us define the polynomial Ly (X) as

Lu(X) = [ (X —u) € Fgn[X].
uelU

The degree of Ly is ¢" since U has ¢" elements. Showing that wt(M) < r can be done by showing that all
x;’s are roots of L.
According to [LN96, Theorem 3.52], Ly is a g-polynomial over Fgm, meaning that it is of the form

r—1
LX) = X7+ 3 A
i=0

Such polynomials are convenient for multi-party computation since the Frobenius endomorphism X — X9
is a linear application in field extensions of I, and thus it is communication-free to compute [z9], [[xq2]], .
from [z].

The core idea of the rank checking protocol is to check that Ly (1) = Ly(x2) = ... = Ly(x,) = 0. To
proceed, the MPC protocol will batch these checkings by uniformly sampling 1, ..., v, € Fym and checking
that

> 5 Luy(a;) =0. (2)
j=1

If one x; is not a root of the polynomial Ly, then Equation is satisfies only with probability q}n. Let us
rewrite the left term of :

n n r—1 )
Z'Yj Ly (zj) = Z%‘ : (Igr + Zﬂﬂf?)
J=1 j=1 i=0

r—1 n )

q" q"

Vi Xy +§ Bi - E Vi
i=0 j=1

I S —

=—z =w;

[
NE

<.
Il
-

By defining z := — Z?=1 v; ~xg-r and w; := Z;‘Zl fijqi for i € {0,...,r}, proving Equation is equivalent
to proving

z = (B, w).
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Our MPC protocol that we will denote ITf} | p takes as input [z1],..., [z,] and [Ly] = X9 +Z:;é [8:]X9
proceeds as follows:

1. The parties get random 71, ...,7v, € Fgmn.

2. The parties locally set [2] = — 77 v;[z;]7 .

3. The parties locally set [w;] = Z?Zl vz for all i € {0,...,7 — 1}.

4. The parties execute the protocol Iy to check that z = (5, w) over Fymn.

Theorem 2. If wtg(M) < r and if Ly are genuinely computed, then II}, . ; p always outputs ACCEPT. If

1 1
g ) g

wtr(M) > r, then II} ., p outputs ACCEPT with probability at most qm% + (1 -

Proof. [Ly] is a g-polynomial over Fym of degree exactly ¢”. It means that its number of roots is at most ¢”.
According to [LN96, Theorem 3.50], the roots form a Fy-linear subspace V of the field extension Fy= of Fym.
Since Fym is also a linear subspace of Fy=, V NF,m is a linear subspace of Fy= (and of Fym). Its dimension is
at most r (since it has at most ¢" elements). It wtg(M) > r, there exist i* such that

Ly(zi-) # 0.
We then have two options resulting in II}} | » outputing ACCEPT:
— Either 327, 7 - Lu(z;) = 0, which occurs with probability q,%n;
— Or 320 vy Lu(a;) # 0, d.e. 2 # (B,w) and Iy outputs ACCEPT, which occurs with probability ﬁ
since Iy has a false positive rate of ﬁ

]

5.2 Proof of Knowledge for MinRank
We want to build a zero-knowledge proof of knowledge for the MinRank problem:

Definition 2 (MinRank Problem). Let F, be the finite field with q elements. Let m, n, and k be positive
integers. The MinRank problem with parameters (q,m,n,k) is the following problem:

Let My, My, ..., My, E and x such that:
e 1 is uniformly sampled from ]F’; ,
e for alli € [k], M; is uniformly sampled from Fy>™,
o E is uniformly sampled from {E € Fy*™ : wtp(E) < w},
o My is defined as My = E — Zle x; M;.
From (Mg, My, ..., My), find x.

The prover wants to convince the verifier that she knows such an z. To proceed, the prover will first share
the secret vector x and then use an MPC protocol which verifies that this vector satisfies the above property.

MPC Protocol. We want to build an MPC protocol which takes as input (a sharing of) x and which outputs

Accert if wtg (E) <r
REJECT otherwise.

where E := My + Zle i M;.

Given [z], the parties can locally build [E] as My + Z:le[[xl]]MZ It remains to check that [E] cor-
responds to the sharing of a matrix of rank at most r. It can be done using one of the two rank checking
protocols described in Section IT} ¢ rp relying on the rank decomposition or I | p relying on linearized
polynomials, for some parameter 7.

The complete MPC protocol is described in Figure [3] when relying on the rank decomposition and in
Figure [4] when relying on linearized polynomials. In the second case, the rows of the matrix E are rewritten
as elements of Fym, but when m # n, it can be more convenient to work on the columns (depending of the
values of m and n).
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Public values: Mo, M, ..., M, € F3*™.

Inputs: Each party takes a share of the following sharings as inputs: [z] where = € FF, [T] where T’ € F7*", [R] where
R € F;*™, [a] where a has been uniformly sampled from F;*", and [¢] € F2*", such that Mo + 2% | #;M; = TR
and ¢ = Ta.

MPC Protocol:

. The parties get a random X € Fy**".

. The parties locally set [E] = Mo + Y5, [:] M.

The parties locally set [a] = [R]X + [a].

. The parties open o € Fy*".

. The parties locally set [v] = [T]a — [c] — [E]X.

. The parties open v € Fy*".

. The parties outputs ACCEPT if v = 0 and REJECT otherwise.

S =S I N R

Fig.3: An MPC protocol based on the rank decomposition technique (IIrc.rp) which verifies that the given
input corresponds to a solution of a MinRank problem.

Public values: Mo, My, ..., M, € Fg*™.

Inputs: Each party takes a share of the following sharings as inputs: [z] where z € ]F’;, [Lu] == X7 4 Zl;& [[ﬁi]]qu
where Ly (X) := [[,cp (X —u) € Fgm [X], [a] where a has been uniformly sampled from Fgm.», and [c] € Fgm-n, such
that ¢ = — (3, a).

MPC Protocol:

. The parties get random v1,...,7vn € Fgmn.

. The parties get a random & € Fgm-n.

The parties locally set [E] = Mo + ¢, [2:] M.

The parties locally write the rows of [E] as elements (e1,...,em) of Fgm
. The parties locally set [z] = =327, v; [e;]7".

The parties locally set [wi] = >7_, v; [e;] for all i € {0,...,r —1}.
The parties locally set [o] = ¢ - [w] + [a].

. The parties open a € Fymn.

. The parties locally set [v] = e - [2] — («, [8]) — [c]-

. The parties open v € Fgmn.

. The parties outputs ACCEPT if v = 0 and REJECT otherwise.

—

Fig.4: An MPC protocol based on the technique using linearized polynomials (IIrc.p) which verifies that the
given input corresponds to a solution of a MinRank problem. U is a F4-linear subspace of Fym of dimension

r which contains the rows (eq,...,e,) of E:= My + Zle x;M; € Fy*™ represented as elements of Fym.

Proof of Knowledge. Using the MPC-in-the-Head paradigm (see Section [2.1)), we transform the above MPC
protocol into an interactive zero-knowledge proof of knowledge which enables to convince a verifier that
a prover knows the solution of a rank syndrome decoding problem. The soundness error of the resulting

protocol is
€= e + {1 e
N N )P

where p,, := q% when using [T} zp and p, := q,f.,? — (12%,, when using ITj} ; p. By repeating the protocol

T times, we get a soundness error of €7. To obtain a soundness error of A bits, we can take 7 = LO;)‘E-‘. We
2

can transform the interactive protocol into a non-interactive proof / signature thanks to the Fiat-Shamir
transform [FS87]. According to [KZ20], the security of the resulting scheme is

. 1
COStforge 1= min + N2

T1,T2:T1+T2=T Z;—:Tl (:)p?r](l _ pn)f—i
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When using ITrc.rp, the communication cost of the scheme (in bits) is

AIAN+7- | (k +rxm+rxn+rxn+nxn)- logyq+ A logy N + 2\

T R T « c MPCitH

where A is the security level, r is a scheme parameter and 7 is computed such that the soundness error is of
A bits in the interactive case and such that costsorge is of A bits in the non-interactive case.
And when using IIgc.rp, the communication cost of the scheme (in bits) is

AIAN+7- | (k +rxm+rxmxn+mxn)-logyq+ A-logg N+ 2)
~ = —— = —_———

z Ly a c MPCitH

Performances and comparison. In what follows, we compare our scheme with the state of the art on the
MinRank instance [BESV22]:

(g,m,n, k,r) = (16,16, 16,142, 4).

We provide in Tables[f]and [5]a complete comparison of our scheme with the state of the art. To provide a fair
comparison, we propose two variants for [Cou0I] and [SINY22]: the first one corresponds to the scheme as
described in the original article and the second one is an optimized version. This optimized version includes
the following tricks:

— Instead of revealing all the commitments during the first round, the prover just send a hash digest of
them. Then, to enable the verifier to recompute this digest, the prover just need to send the commitment
digests that the verifier can not compute herself.

— The random combination used in the schemes (usually denoted () is derived from a seed. Then, instead
of sending the coefficients of 3, the prover can just send this seed. Moreover, this seed and the masks
involved in the schemes (usually denote T, S and X) are also derived from a common seed.

— Instead of revealing two matrices such that the difference are of rank (at most) r, the prover send one
of the matrices and directly the difference (which is cheaper to send), and thus the verifier can deduce
the non-sent matrix.

In the comparison we put how [BG22, Section 2] would perform if we apply the same technique for MinRank
problem ([BG22] does not consider the MinRank problem in their article).

First, let us remark that [SINY22] presents no advantage compared to [Cou0I]. The soundness error of
each iteration is 1/2 instead of 2/3, but each iteration is more expensive. The achieved communication cost
is thus equivalent to [Cou0l]. [BESV22] is a protocol with helper [Beu20]. The components in the proof
transcript are the same as for [Cou0l] (and [SINY22]), but it succeeds to achieve a bit smaller signature size
just by sending a smaller number of seeds and digests. The MPC-in-the-Head paradigm enables to obtain
much smaller sizes. Using techniques from [BG22|, the resulting size is around 10 KB. In an independent
work, [ARZV22] proposes very recently a new scheme using techniques which are similar to our protocol
with ITrc.rp- They succeed to produces signature with sizes below 8 KB. Our scheme with IIgc.rp achieves
similar sizes than [ARZV22], but our scheme with IIgc.p outperforms all the previous ones achieving sizes
below 6 KB.

5.3 Proof of Knowledge for Rank SD
We want to build a zero-knowledge proof of knowledge for the rank syndrome decoding problem:

Definition 3 (Rank Syndrome Decoding Problem - Standard Form). Let Fom be the finite field
with ¢™ elements. Let (n,k,r) be positive integers such that k < n. The rank syndrome decoding problem
with parameters (q,m,n, k,r) is the following problem:

13



Scheme Name Security Signature Size

[Coul1] (3/2)" 37« ptaig + T [ 2 fmat + 2 flcombi + 2 fisced
[Cou01], opt. (3/2)7 praig + T [3 (Hmat + frank + feombi + 2ftsced) + fdig]
[SINY22] 27 67 - ftaig + T [fimat + 3 fcombi + 2 fsced]
[SINY22], opt. 27 Baig + T [ 5 (lmat + frank + Heombi + 3ftsced) + 2fidig)
[BESV22] Enetper (T; M, 1)1 | paig + 7 [ (ftmat + firank + Heombi + Hseed) + Hdig + fhelper]
[BG22] Enetper (T, M, )71 dig + T [Hhcombi + firank + UMPCitH + [thelper]
[ARZV?22] KZ(2, &) 2ptaig + T [freombi + (n* + 2rn — r?)log, ¢ + pivpcin]
Our scheme (RD) KZ( 1{,) 2tdig + T [Hcombi + frank + (1 + 1) log, ¢ + pmpcith]
1

Our scheme (LP) |KZ(=27 — e %) 2pdig + T [ftcombi + Tm10g, ¢ + n(r + 1)mlog, ¢ + pmpciu]

g

Table 4: Sizes of the signatures relying on the MinRank problem (restricting to the schemes using the FS
heuristics). The used notations are: fimat := mnlog2q, pirank := 7(M + n)1ogy ¢, tecombi := klogs g, plus all
the notations defined in Section

Instance | Protocol Name Variant ]\}) T;\a{rr‘le:eﬁsn Signature Size
K| opyiminea | | - 1o | 385751
SISYZ) | opimied |~ | |12s| | w1
q=16 IBESV22] - - 256(128| - 26405 B
woie | B | gion | slsselas| - | 1oorn
k7'::142 [ABZY22] Sﬁif; 23526 : ?2 : 170412126];3
Ourseheme (RD)| ot ozl ~ |10]o| 11
Our scheme (LP) | g |ysg) - |18 1| 55188

Table 5: Comparison of the signatures relying on the MinRank problem (restricting to the schemes using the
FS heuristics). Numerical comparison.

Let H, x and y be such that:

1. H is uniformly sampled from {(H'|L,—y), H' € E;fn k)xn},
2. x is uniformly sampled from {x € Fy.. : wtr(z) <7},

3.y is built asy := Hx.

From (H,y), find x.

Remark 3. The rank wtr(z) of an element x of Fy.. is the dimension of the FF,-linear subspace spanned by
T1,...,Tn. Equivalently, it is the rank of the matrix M for which the rows are x1,...,x, represented as
vectors of Fy".

The prover wants to convince the verifier that she knows such an z, i.e. a vector x € Fj.. such that
y = Hz and wtg(z) < r. Previous works propose proofs of knowledge where the constraint on the weight is
an equality, but it is sometimes easier to just prove an inequality (see [FJR22|] for the case of the Hamming
weight). To proceed, the prover will first share the secret vector z and then use an MPC protocol which
verifies that this vector satisfies the above property.

Remark 4. In the above definition, the parity-check matrix is in standard form. It does not decrease the
hardness of the problem (since the transformation into a standard form is a polynomial transformation), but
it enables to simplify the contruction we propose.

14



MPC Protocol. We want to build an MPC protocol which takes as input (a sharing of) 2 and which outputs

AcceptT if y = Hz and wtg(z) <r
REJECT otherwise.

Since H is in standard form, having the equality y = Hx is equivalent to define = as

LA
y—H/l‘A

for some x4 € IF’;. Therefore, we will build an MPC protocol which takes as input (a sharing of) x4 and
which outputs
. A
< =
AccepT if wtg(z) < r where <y B H’:z:A>
REJECT otherwise.

Given [z ], the parties can locally build [xg] as [zg] := y — H'[z ], and so they can deduce a sharing
[«] of z (simply by concatenating the shares of [x4] with the shares of [xg]). It remains to check that [z]
corresponds to the sharing of a vector of Fy.. of rank at most r. The latter can be done using one of the
two rank checking protocols described in Section IT] « grp relying on the rank decomposition or IT« | p
relying on linearized polynomials, for some parameter 7.

The complete MPC protocol is described in Figure [5| when relying on the rank decomposition and in
Figure [6] when relying on linearized polynomials.

Public values: H = (H'|I,—) € F(2 %™ and y € FIF.

Inputs: Each party takes a share of the following sharings as inputs: [z4] where x4 € Ffm, [T] where T € Fp*",
[R] where R € Fy*™, [a] where a has been uniformly sampled from Fy'*", and [c] where ¢ € F;*", such that ¢ = Ta
and X = TR where X is the matrix form of z.

MPC Protocol:

. The parties get a random X € Fy**".

. The parties locally set [zg] =y — H'[za].

The parties locally write [z] := ([za], [zB]) as a matrix [X].
The parties locally set [o] = [R]X + [a].

The parties open o € Fy'*".

. The parties locally set [v] = [T]a — [c] — zX.

. The parties open v € Fg**".

. The parties outputs ACCEPT if v = 0 and REJECT otherwise.

Fig.5: An MPC protocol based on the rank decomposition technique (IIrc.rp) which verifies that the given
input corresponds to a solution of a rank syndrome decoding problem.

Proof of Knowledge. Using the MPC-in-the-Head paradigm (see Section [2.1)), we transform the above MPC
protocol into an interactive zero-knowledge proof of knowledge which enables to convince a verifier that
a prover knows the solution of a rank syndrome decoding problem. The soundness error of the resulting

protocol is
-2 + 11 !
€= ~ ) P

where p,, := qin when using T}« rp and p, := q,,%_n — ﬂ#-n when using ITj} | p. By repeating the protocol

T times, we get a soundness error of £7. To obtain a soundness error of A bits, we can take 7 = [ﬁ-‘ We
2
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Public values: H = (H'|I,_x) € Ff;;.,ﬁk)xn and y € F.".

Inputs: Each party takes a share of the following sharings as inputs: [x.4] where z € Ffm, [Ly] = X4 +312, [[ﬁi]]Xqi
where Ly (X) := [[,cp (X —u) € Fgm[X], [a] where a has been uniformly sampled from Fgm-n, and [¢] € Fgm-n, such
that ¢ = — (8, a).

MPC Protocol:

. The parties get random ~1,...,vn € Fgmn.

. The parties get a random & € Fgm-n.

The parties locally set [zg] =y — H'[za].

The parties locally set [2] = =377, v; [z;]9"

The parties locally set [wi] = 3°7_, v [;]¢" for alli € {0,...,r —1}.
. The parties locally set [a] = ¢ - [w] + [a].

The parties open « € Fym.n.

. The parties locally set [v] = e - [2] — {(«, [8]) — [c]-

. The parties open v € Fgmn.

. The parties outputs ACCEPT if v = 0 and REJECT otherwise.

—_

Fig.6: An MPC protocol based on the technique using linearized polynomials (IIxc.p) which verifies that
the given input corresponds to a solution of a rank syndrome decoding problem. U is a [F-linear subspace
U of Fgm of dimension r which contains z1,...,z,.

can transform the interactive protocol into a non-interactive proof / signature thanks to the Fiat-Shamir
transform [FS87]. According to [KZ20], the security of the resulting scheme is

1
— mi N
COStforge 7'1,7'211}'111‘1""17—2=T { Z;—:Tl (:)p?’](l - pn)T_i i }

When using ITrc.rp, the communication cost of the scheme (in bits) is

AN+7- | (k-m+wxmt+wxn+wxn+nxn) - logyqg+ A-logyg N + 2\
T N Y —_—

ra R T a c MPCitH

where A is the security level, 5 is a scheme parameter and 7 is computed such that the soundness error is of
A bits in the interactive case and such that costorge is of A bits in the non-interactive case.
And when using IIgc.rp, the communication cost of the scheme (in bits) is

AAN+7- | (k-m+rxm+rxmxn+mxmn)-logyqg+ A-logy N + 2\
N M —— N —_——

ZA Ly a c MPCitH

Performances and comparison. In what follows, we compare our scheme with the state of the art on the
Rank Syndrome Decoding instance [BG22]:

(g,m,n, k,r) = (2,32,30,14,9).

We provide in Tables [6] and [7] a complete comparison of our scheme with the state of the art. To get a more
complete comparison, we include the schemes [Ste94], [Vér96] and [FJR21] which can be easily adapted for
the rank metric (by replacing the permutations by rank isometries). Moreover, we put in Tablethe achieved
performances of [BG22] when relying on structured rank syndrome decoding problem (the parameters of the
structured problem come from the original article).

The first schemes [Ste94] and [Vér96] can achieve signature sizes of around 30 KB (let us remark that
some optimization tricks have been used to achieve these sizes). Then, using the MPC-in-the-Head technique
of the “shared permutation”, [FJR2I] and [BG22] divide this size by half, achieving communication cost
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around 15 KB (13 — 19 KB). Finally, our new schemes outperform all these schemes by achieving sizes
around 6 — 11 KB. The scheme using a ¢-polynomial even outperforms the [BG22]’s proposalsﬂ which rely
on structured rank syndrome decoding problems.

Scheme Name Security Signature Size
[Steo4] (3/2)7 fraig + T [5(2tmat + frank + 2ftscea) + flaig)
[V&r96] (3/2)7 pig + T [3 (Hmat + Pptx + frank + 2fisced) + i)
[EJR21] Enetper (T, M, %) Hdig + T [Bmat + Kptx + frank + UMPCitH + [helper)
[BG22] Enetper (7, M, %) 7" Hdig + T [mat + firank + UMPCitH + Mhelper)
Our scheme (RD) KZ(%, %) 2pdig + T [Hptx + frank + 1(n + 7) 10gy ¢ + pmpcitn]
Our scheme (LP) KZ(W% - ﬁ, )| 2dig + 7 [pptx + rmlogy g 4+ n(r + 1)mlog, g + pnpcitn]

Table 6: Sizes of the signatures relying on the rank syndrome decoding problem (restricting to the schemes
using the FS heuristics). The used notations are: fimas = mnlog2q, thank = 7(m + n)logy q, pptx =
mklog, ¢, plus all the notations defined in Section

Instance | Protocol Name | Variant ]\F TE&ITe:_er‘Sn Signature Size
Stern [Ste94] - - | - [219] - 31358 B
Véron [Vér9g) - - | - [219] - 27115 B
Fast 8 18749 - 19328 B
gz 31 (1521 Short | 32(389(28|-| 14181 B
n :30 [BG22 Fast 8 18749 - 15982 B
& _ 15 : Short || 32 |389| 28 | - 12274 B
T: Our scheme (RD) Fast 32| - 3319 11000 B
- ’ Short |256| - |21 |24 8543 B
Fast 321 - 1301 7376 B
Our scheme (LP) | gy 1t |l2s6] - |20 1| 5899 B

Table 7: Sizes of the signatures relying on the rank syndrome decoding problem (restricting to the schemes
using the FS heuristics). Numerical comparison.

Parameters
N [ T
Fast 32 37 12607 B

Protocol Name | Structure | Variant Signature Size

[BG22] Ideal RSD| o) 4 |l 256 | 26 10126 B
Fast 32 | 27 9392 B
[BG22] Ideal RSL | ot 1l 256 | 17 6754 B

Table 8: Sizes of the signatures relying on the structured rank syndrome decoding problem (restricting to
the schemes using the F'S heuristics).

4 Theses sizes are larger than the ones in [BG22] because they take N = 1024, but here to have a fair comparison
with the other schemes, we take N = 256.
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Remark 5. Let us focus on the zero-knowledge proof relying on linearized polynomials. Thanks to the struc-
ture of the MPC protocol, it is possible to use Shamir’s secret sharings over F,= instead of additive sharings
(even if the base field is F, due to the F,-linearity of the Frobenius endomorphism). We describe in Ap-
pendix [A] how the MPC protocol behaves when using Shamir’s secret sharing. That implies that we can use
techniques from [FR22], with a very large number N of parties (N is upper bounded by ¢™). This is not true
for the zero-knowledge proof relying on the rank decomposition, or for both zero-knowledge proofs about
the MinRank problem. For those proofs, the number N of parties would be upper bounded by ¢, which is
small when considering concrete instances.

Remark 6. Tt is possible to transform a proof of knowledge for rank syndrome decoding (RSD) problem in a
proof of knowledge for sum-rank syndrome decoding (SRSD) problem. The latter consists, given (H,y), i
finding € F™ such that y = Hz and

wtsr(z) <7

where wtsp((21,...,Tn/0)) = > ; /o wtr(z;) with £ a SRSD parameter and with z; € F*. Let us denote
X, X1,...,X=n the matrix form of x,71,...,2=. Proving that x (or equivalently X) satisfies wtgr(z) < r
can be done by proving that the matrix

Xo

Xn
[
has a rank of at most r. Thus all proofs for RSD can be used for SRSD, but they must handle a large matrix.

We propose in Appendix Bl another MPC protocol to check that wtgr(z) < r, which does not rely on the
above transformation. The core idea of this protocol is to transform z into a vector d (using ITyv) such that

WtSR(lL') = WtH(d)

Then using the MPC protocol of [EJR22], we can check that wty(d) < r and thus we get the desired
inequality.

6 Proof of Knowledge for Permuted Kernel Problem

We want to build a zero-knowledge proof of knowledge for the permuted kernel problem:

Definition 4 (Inhomogenous Permuted Kernel Problem). Let F, be the finite field with q elements.
Let m and n be positive integers. The permuted kernel problem with parameters (q,m,n) is the following
problem:

Let H, y, v and o be such that:

1. H s uniformly sampled from F>",
2. v is uniformly sampled from Fy,

3. o is a random permutation of [n],
4. y is built as y := Ho(v).

From (H,y,v), find o.

The prover wants to convince the verifier that she knows a permutation o such that y = Ho(v). Sharing the
permutation seems the natural strategy, all the previous works adopt it. However, implementing permutations
in a secure way (secure against timing and cache attacks) is a tricky exercise. We propose here a new
proof of knowledge which has a larger communication cost, but which has the advantage of not relying on
permutations. To proceed, the prover will first share the secret vector x := o(v) and then use an MPC
protocol which verifies that this vector satisfies the desired property.
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MPC Protocol. We want to build an MPC protocol which takes as input (a sharing of) = := o(v) and which
outputs
AccepT if y=Hz and do: 2 = o(v)
REJECT otherwise.
Proving that y = Hx is easy since it is linear. The hard part is to prove that there exists a permutation

between x and v, without using any permutation. To proceed, we will check that the two following polynomials
are equal:

PX)=(X—-21)...(X —2,) and QX)=(X—wv1)...(X —vp).

If they are equal, it means that they have the same roots, and thus we can deduce that z := (z1,...,2,)
and v := (vy,...,v,) are equal up to the order of their coordinates. In practice, to check that that P(X)
and Q(X) are equal, we will rely on the Schwartz-Zippel Lemma: we sample a random evaluation point &
in the field extension Fyn, (for some positive integer 777) and we check that P() is equal to Q(&). If the two
polynomials are not equal, the probability to get P(£) = Q() is upper bounded by

_n
|Fq"1 |

since n is the degree of P(X) — Q(X). Thus, the MPC protocol will compute P(§) = (§ —z1)...(§ — xn)
from a sharing [«] of 2 and will compare the result with Q(¢&).
Given an evaluation point &, let us denote

s1:= (£ — 1)

Sni=(E—21)(E—22)...(E —xp)
The MPC protocol could proceed as follows:

1. The parties get a random evaluation point £ € Fyn, .
2. The parties get as hints [s1], ..., [$n—1] (which dependent on &).
3. The parties execute a multiplication checking protocol to check that

Vi € {1,...,7?,—1}, Si * Ti+1 = Si+1
where s, := Q(&).

However, all existing multiplication checking protocols induce a communication cost which depends on
the bitsize of the multiplication triples. In what follows, we assume that n is even. Let us define
tl =T T2

t2 =234

tn/2 = Tp-1-Tn
To save communication, the MPC protocol we consider will proceed as follows:

. The parties get a random evaluation point £ € Fgn: .

. The parties get as hints [¢1], ..., [t,,/2] which live in F,.

. The parties get as hints [s4],[s¢], ..., [Sn—2] which live in Fgn, .

. The parties execute a multiplication checking protocol to check that

=W N

Vi € {1, ey n/2}, To;_1 - To; = t;.
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5. The parties execute a multiplication checking protocol to check that
Vie{2,...,n/2}, spi2- (€% — (maim1 + 22)E + 1) = 52
where so := (£2 — (z1 + 22)€ + t1) and s, == Q(&).

Since t;’s bitsize is 77 times smaller than s;’s, the communication cost of this MPC protocol is smaller
than the previous one.

The MPC protocol is completely described in Figure [7] As batch multiplication checking protocol, we
use the MPC protocol ITgyc described in Figure (8| (inspired from [BAK™21]).

Public values: H € F"*", y € Fy" and v € Fy.
MPC Protocol:

1. The parties get a random & € Fyni .
2. The parties get as hints [t1], ..., [tn/2] where

. n
Vi e {1, ey 5}, ti = Tai—1 - T2i.
3. The parties get as hints [s4], [ss], .., [sn—2] where

Vi € {27<-<7g — 1}, s2i = s2i—2 - (§ — w2i—1) - (§ — T2)

with s := (f — :If1)(f — l‘z).
4. The parties execute in parallel the MPC protocols

[z1], [=2], [t:]
[z2], [wals [te]

[vi] < ITEeE

[en-r], [l It

and
[s2], € — ([ws] + [a]) - € + [t2], [sa]
[s4]. € — ([zs] + [ze]) - € + [tal, [se]
[ve] = g3 :
[sn-al, € = ([zn-s] + [zn-2]) - € + [tz 1], [sn-2]
[saol. €= (znarl +[eal)-€+[t5], Q)
where [s2] = €2 — ([&1] + [22]) - € + [ta]-
5. The parties open v1 and va.
6. The parties outputs ACCEPT if v1 = 0 and v2 = 0, and REJECT otherwise.

Fig.7: An MPC protocol which verifies that the given input corresponds to a solution of a permuted kernel
problem.

Proof of Knowledge. Using the MPC-in-the-Head paradigm (see [FR22], Theorem 2]), we transform the above
MPC protocol into an interactive 7-round zero-knowledge proof of knowledge which enables to convince a
verifier that a prover knows the solution of a permuted kernel problem. The soundness error of the resulting
protocol is

1 1
e=gtU—§)Pmm

n n—1 1
p771>772 =1- <1 B q’h) <1 o q7]1'772> (1 o q7]1'772> :

where




Inputs: Each party takes a share of the following sharings as inputs:

1], 1], umu)
[ra], [sal, [ta]

MPC Protocol:

1. The parties get as hints [a], [b] and [¢] where a and b are uniformly random in K and ¢ = a - b.
2. The parties locally build the polynomials [R] and [S] such that

vi € [nl, [R](vi) = [ri]
[ST(v:) = [s:]
3. The parties get as hints [tn41], ..., [t2n—1] where
Vi € [” - 1}7tn+i = (R : S)(%Hi)-
4. The parties locally build the polynomial [T such that
Vi€ 2n— 1], [T]1(v) = [t]-

. The parties get random r,e € K.
. The parties locally set [« = ¢ - [R](r) + [a] and [8] = [S](r) + [b]-

. The parties open «, 8 € K.
. The parties locally set [v] =¢ - [T](r) — [c] + - [b] + 8 - [a] — - B.

o = O Ot

Fig.8: An MPC protocol T}~ which verifies that, for all ¢ € [n], r; - s; = t;, where all (14, s;,t;)’s belong to
a field F. Let us denote K the field extension of degree 7. 71, . ..,von—1 are distinct elements of F (we assume
that [F| > 2n — 1).

By repeating the protocol 7 times, we get a soundness error of £”. To obtain a soundness error of A bits,
-2
log, €

thanks to the Fiat-Shamir transform [FS87]. According to [KZ20] (adapted for 7-round proof), the security
of the resulting scheme is

we can take 7 = { —‘ . We can transform the interactive protocol into a non-interactive proof / signature

1 1
. NTZ
TlJrglJlrI‘}‘a:T { SPMF(Ta Tl7p1) * SPMF(T - T],TQ,]92) i }

COstiorge 1=

where SPMF (7, 7/, p) :=>7__, (7)p'(1 —p)™" and

i=71" \4

b1 = q?a

~1 1
1— <1 - ) <1 - ) .
q771‘772 q771‘772

The communication costﬂ of the scheme (in bits) is

P2 :

AN+ 7 - — -1 mi -logy N + 2
7+ | (n=m)-logy g + pmisc + A - logy N + 2A
TA MPCitH
with n n n n
Pmise = (5 + M (f - 2) + (f - 1) +m (f - 2) +5mn2) - logy q
2 2 2 2 ——

tl,...,t%7847...,sn72 T

a,b,c

® The formula of this cost assumes that the matrix is in standard form (as in Section [5.3). We omit this detail in
Figure m for the sake of simplicity.
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where A is the security level, (11, 72) are scheme parameters and 7 is computed such that the soundness error
is of A bits in the interactive case and such that costiorge is of A bits in the non-interactive case.

Performances and comparison. In what follows, we compare our scheme with the state of the art on the

permuted kernel instance [Beu20):
(g,n,m) = (997,61, 28).

We provide in Tables [0 and [I0] a complete comparison of our scheme with the state of the art. To get a more
complete comparison, we include the schemes [Ste94], [Vér96] and [FJR21] which can be easily adapted for
the permuted kernel problem.

The first schemes [Ste94] and [Vér96] can achieve signature sizes of around 20 — 25 KB (let us remark
that some optimization tricks have been used to achieve these sizes). Then, using a protocol with helper,
Beullens [Beu20] reduces the sizes to around 15 KB (12—18 KB). Thanks to their MPC-in-the-Head technique
of the “shared permutation”, [FFJR21] achieves similar performances. [BG22] then succeeds to remove the
helper from [FJR21] by leveraging the linearity of the permuted kernel problem and thus currently has the
best sizes from the state of the art (9 — 10 KB). Our scheme has similar signature sizes than [Beu20] and
[FJR21], and is outperformed by [BG22]. However, our scheme presents several advantages:

— instead of using permutations, our scheme works on polynomials, which is easier to securely implement;

— our scheme is more parallelizable since all the parties run computation in parallel, whilst the parties in
[FIR21] and [BG22] run computation in series;

— our scheme is more compatible with existing MPC-in-the-Head techniques. As example, our scheme is
compatible with techniques from [FR22], like fast signature verification, while the previous schemes based
on PKP were not.

Scheme Name Security Signature Size
[Steod] (3/2)7 pdig + T [ 5 (2htmask + femall + 2ftsced) + fdig]
[Véro6) (3/2)" paig + 7[5 (Hmask + fiptsc + Hsmall + 2Mseed) + fidig)
SusnyFisH [Beu20] | enetper (7, M, 2) ™" | patig + 7 [tmask + psman + 2ftscea + paig - 108(¢) + pineiper]
[FJR2T] Enelper (T, M, ﬁ)_l Hdig + T [Hmask + Mptx + Msmall + UMPCitH + Hhelper)
[BG22] KZ(ﬁ7 +) Hdig + T [fmask + Hsmall + LMPCitH + [helper]
Our scheme KZa(p1, pay 1) 2pdig + T [fptx + fimise + HUMPCitH]

where pmise == ((n — 1)(m + 1) + n1(5n2 — 3)) log, g

Table 9: Sizes of the signatures relying on the permuted kernel problem (restricting to the schemes using the
FS heuristics). The used notations are: pmask := 110g2q, fsman := n10gs N, lpix = (n — m)log, ¢, plus all
the notations defined in Section [3|

7 Conclusion

In this work, we studied how the MPC-in-the-Head paradigm behaves for the multivariate quadratic problem,
the MinRank problem, the rank syndrome decoding problem and the permuted kernel problem.

While a straight application of this paradigm to the permuted kernel problem seems to produce schemes
with limited performances, it enables to reduce communication cost when considering the multivariate
quadratic problem larger field as Fas6.

The main contribution of this work is to reduce the task of proving the low rank of a matrix to proving
that some field elements are roots of a g-polynomial. Such polynomials are MPC-friendly thanks to the
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Table 10:

Instance | Protocol Name | Variant Parameters Signature Size
NM] 7 |m |9
Stern [Ste94] - - fero] - | - 23848 B
Véron [Véroo] - S I T R 21272 B
Fast 4 1191168 | - | - 18448 B
. SusuvEisi [Ben20)| g ¢ |l1oslot6| 20 - | - | 12145 B
n = 61 [FTRZI) Fast 8 [187|149| - | - 15420 B
m — 33 y Short | 3238928 | - | - 11947 B
[BG22 Fast 32| - |42 - | - 9896 B
: Short |256| - [31| - | - 8813 B
Our scheme Fast 32| - |41] 2 | 2 16373 B
Short ||256] - [24| 3 | 2 12816 B

Sizes of the signatures relying on the permuted kernel problem (restricting to the schemes using

the FS heuristics). Numerical comparison.

linearity of the Frobenius endomorphism. Using this reduction, we can produce signatures relying on the
MinRank problem and on the rank syndrome decoding problem with sizes below 6 KB.

As future work, it would be interesting to build optimized implementations of those schemes to compare
their computational performances with other schemes like [F.JR22].
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— Supplementary Material —

A Using Shamir’s Secret Sharings in the Proof of Knowledge for Rank SD

Let us focus on the MPC protocol described in Figure [6} This protocol checks that a vector corresponds to
a solution of a rank syndrome decoding problem, by using a ¢-poynomial. In what follows, we describe how
the MPC protocol behaves when replacing additive sharings by Shamir’s secret sharings over Fym.

To share a secret value v € Fgm, the (¢ + 1, N)-Shamir’s secret sharing scheme proceeds as follows:

— sample r1,...,r, uniformly in Fgm,

— build the polynomial P as P(X) = v+ Y3\_, 1 X",

— build the shares [v]; as evaluations P(e;) of P for each i € {1,..., N}, where ey,...,ey are public
non-zero distinct points of Fym.

From a sharing [v] of v, the parties can easily build a sharing of v?: they just need to compute
[v?]: < [olf

for all . However, the parties’ evaluation points of [v?] are not ey, ..., ey, but they are e, ..., €% . Indeed,
we have

Vi q
P(X)1 = <v + Zrﬁ(’)
=1
4
=7 4+ Z T?X‘”
=1

4
=l 4+ (X9
=1

¢
= P'(X9), where P':=v7+ ngXi.

i=1

Thus for all 7, we get
[v]} = P(ei)? = P'(ef) = [v']i

if P is the polynomial which encodes [v?].
Adding two sharings is possible if and only if those two sharings have the same parties’ evaluation points.
The MPC protocol described in Figure [f] satisfies this property, enabling us to replace the additive sharings

by Shamir’s secret sharings over F,m. If we denote e, ..., en the parties’ evaluation points of [z ], then
— for all i € {0,...,r — 1}, the parties’ evaluation points for Jw;], [a;] and Jo;] are e‘{l, e e}]\;,
— the parties’ evaluation points for [8], [2] and [c] are e‘f' b ,e?\;.

B Proof of Knowledge for Sum-Rank SD

We want to build a zero-knowledge proof of knowledge for the sum-rank syndrome decoding problem:

25



Definition 5 (Sum-Rank Syndrome Decoding Problem). Let F,m be the finite field with ¢™ elements.
Let (n,k,£,1) be positive integers such that k < n and £ | n. We define the sum-rank weight wtsg(z) of an
element of Fym as

n/l

wtsgr(z) := Z Wt g (i),

with x := (v1,...,22). The sum-rank syndrome decoding problem with parameters (q,m,n,k,{,r) is the
following problem:

Let H, x and y be such that:

1. H is uniformly sampled from {(H'|I,—1), H' € ]Féﬁl_k)xn},
2. x is uniformly sampled from {x € Fyn : wtsr(z) < r},
8.y is built as y :== Hz.

From (H,y), find x.

The prover wants to convince the verifier that she knows such an z, i.e. a vector x € Fj.. such that
y = Hx and wtggr(z) < r. To proceed, the prover will first share the secret vector z and then use an MPC
protocol which verifies that this vector satisfies the above property.

MPC Protocol. As in Section [5.3] H is in standard form and we split the secret

— TA
v () )

We want to build an MPC protocol which takes as input (a sharing of) x4 and which outputs

T
. n/l . o A
Accepr if 37 wtr(z;) < 7 where = <y _ H'$A>
T3
REJECT otherwise.

For each chunk z; € F... with i € [%], let us define the binary vector d; € {0,1}* as

0 if ((ﬁl)J € Vect]pq((xi)l, ey ((Ei)jfl)
1 otherwise

Vi€ l, (di);:= {

and let us remark that there exists a lower triangular matrix 7; € Fg” with the form ) such
* *

* % x 1
that

di ox; = TZSL'Z

where o is the component-wise multiplication. The matrix T; corresponds to the process of removing depen-
dencies in x;. We have

WtH(dl) Z WtH(di o .’EZ) = WtR(di o xz)

since each non-zero coordinates of d; o x; are independent by definition of d;. Moreover, we have

WtR(di o {)Si) = WtR(TiSUZ‘) = WtR(LL‘i)
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since T; is invertible. By defining d := (dy, ...,d=), the MPC protocol will check that wt(d) < r, and since

% 2
wtg() =Y wtr(diow;) <Y wty(d;) = wta(d)
=1 =1

'Mw

=1

the desired inequality would be checked. In order to check wty(d) < w, we will use the protocol of [FJR22).
To sum up, to check the weight inequality, the MPC protocol takes as input the vectors d ...,d=z and
the matrices 71,...,T» (in addition to x4) and proceeds as follows:

(y —[[ffil[][}mﬂ ) '

2. The parties execute the [FJR22]’s protocol to check that wtg(d) < 7.

3. For i€ {1,..., %}, the parties check that d; o x; = T;x; as follows:
— The parties locally set [D;] € F{*¢ as a diagonal matrix for which the diagonal is the vector [d;].
— The parties executes the protocol II{},; to check that (D; — T;)x; = 0.

1. The parties locally build [z] as

The MPC protocol is completely described in Figure [0}

Proof of Knowledge. Using the MPC-in-the-Head paradigm (see Section [2.1)), we transform the above MPC
protocol into an interactive zero-knowledge proof of knowledge which enables to convince a verifier that a
prover knows the solution of a sum-rank syndrome decoding problem. The soundness error of the resulting

protocol is
1 1 1
EIZN"— ].—N max q777767717"72

where 0y, . is the false positive rate of [FJR22]. By repeating the protocol 7 times, we get a soundness error

—A
log, €

of 7. To obtain a soundness error of A bits, we can take 7 = { —‘ We can transform the interactive

protocol into a non-interactive proof / signature thanks to the Fiat-Shamir transform [FS87]. According
to [KZ20Q], the security of the resulting scheme is

costy, = min 1 + N
orege T1,T2:T1+To=T Z‘ir:ﬁ (:)pl(]_ _ p)Tfi

o 1
where p := max (q7757z1,n2>-

The communication cost of the scheme (in bits) is

n(l—1¢ n n .
4)\+T-((k-m—|—ZT+Z(€— 1)+Z(n-€)+n~m1n{m,€—l}+
A ———
Tl,‘u d17... Cy,(X1 ...

2rny + 3mne) - logy g + A - logy N 4 2))
SDitH MPCitH

where A is the security level, r is a scheme parameter and 7 is computed such that the soundness error is of
A bits in the interactive case and such that costsorge is of A bits in the non-interactive case.
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Public values: H = (H'|I,—x) € Fon ™" and y € FI. "
Inputs: Each party takes a share of the following sharings as inputs:

— [za] where z € ]F';m7
;.- I3 ] where d € and Th...,Tn € such that
|IdI|7|IT]]7 7[[T2] h d {0,1}" d T 7TZ ng[ h th

We{ly---a%}7di0$i=Til‘i

= [ail,....[an] where ay,...,an € Fpxe,

— [c] where ¢ € Fl.. such that ¢ = > | aiz

= [Q] where Q =], .o(X — ) € Fgm [X]

— [P] where P € Fym [X] satisfies SQ = F'P with F'(X) := [[;¢(,,)(X — ) and S the unique polynomial of degree
n — 1 such that S(v;) = d; for all ¢ € [n].

— [a'],[¥'], [¢'] where o', b, ¢’ € Fymna such that ¢ =a’ - b'.

[T] where T € Fy** and [R] where R € Fy**™, such that X = T'R where X is the matrix form of x.
MPC Protocol:

1. The parties get random Xy,...,Xn € IFZXZ.
2. The parties get random 7,&" € Fyninz.

3. The parties locally compute [S] by interpolation such that Vj, [S(v:)] = [d;] € F,.
4. The parties locally compute [S(7)], [Q(r)] and [P(r)].

5. The parties locally set [o/] = &' - [Q(r)] + [@'] and [B8'] = [S(r)] + [¥']-

6. The parties open o’ and 3.

7. The parties locally set [v'] = ¢’ - [(F - P)(r)] =[]+ - [¥'] + 8 - [a'] - -5
8. The parties locally set [zg] =y — H'[z4].

9. The parties locally set [z] = ([za], [zB])-
10. Fori e {1,..., %},
— The parties locally write [d;] as a diagonal matrix [D;] € F&**.
— The parties locally set [oi] = Zi([D:] — [T3]) + [a:]-
— The parties open a; € F7*%.
11. The parties locally set [v] = Zil aqz:] — [c].

12. The parties outputs ACCEPT if v = 0 and v’ = 0, and REJECT otherwise.

Fig.9: An MPC Protocol that verifies that the given input corresponds to a solution of a sum-rank syndrome
decoding problem. 1, ..., are distinct points of Fymn
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