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Abstract

We present two infinite families of APN functions in triviariate form over finite fields of the form Fosm.
We show that the functions from both families are permutations when m is odd, and are 3-to-1 functions
when m is even. In particular, our functions are AB permutations for m odd. Furthermore, we observe that
for m = 3, i.e. for Fyo, the functions from our families are CCZ-equivalent to the two bijective sporadic

APN instances discovered by Beierle and Leander.

1. INTRODUCTION

We consider (n,n)-functions, that is, mappings over the finite field Fo» or, equivalently, over the vector
space 5. Such functions play an important role in i.a. symmetric cryptography where they are used as
substitution boxes, or S-boxes, in practically all modern block ciphers. Since the S-boxes are typically the
only nonlinear components of the cipher, its resistance to various kinds of cryptanalytic attacks directly
depends on the properties of its S-boxes. For this reason, it is necessary for the design of secure ciphers to
find (n,n)-functions with good cryptographic properties.

One of the most important such properties is the differential uniformity which measures the resistance of
a function to differential cryptanalysis. The differential uniformity should be as low as possible in order to
provide good resistance against this type of attack, and its lowest possible value is equal to 2. The (n,n)-
functions attaining this optimal bound are called almost perfect nonlinear (APN), and have been the subject
of multiple studies since their introduction in the early 90’s. APN functions are also of interest due to their
correspondence with optimal objects in coding theory, combinatorics, and other areas of mathematics and
computer science.

Unfortunately, very few constructions of APN functions are known to date; these include six infinite
families of APN monomials, and around 20 (depending on how one counts and classifies them) infinite
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families of APN polynomials (here “infinite” refers to the fact that these constructions provide APN
functions over Fay. for infinitely many values of n). Furthermore, it is clear that this small number of
known constructions covers only a tiny portion of what is possible: we are aware of thousands of distinct
APN instances in dimensions n as low as n = 8, and only a handful of these are explained by the known
infinite families. Constructing APN functions is thus a very difficult problem, especially when APN-ness is
combined with other desirable properties such as bijectivity.

In this paper, we introduce two new infinite families of APN functions for dimensions of the form n = 3m.
We identify the finite field Fosm with the vector space F3,. which lets us represent the functions in “trivariate
form”. This, in turn, allows us to express the families of functions in a simple and tractable way. We also
show that the constructed functions are almost bent permutations in the case of odd dimensions, and are
3-to-1 in the case of even dimensions. We note that while APN permutations are of particular interest (since
they combine two desirable properties), very few constructions of APN permutations are known at present.
To the authors’ knowledge, besides the infinite APN monomial families over Fo» with n odd, there is only
one infinite family of APN permutations, namely the one given in [10, Corollary 1].

Even in the case of sporadic instances (as opposed to infinite families), few APN permutations are known.
In [3], Beierle and Leander presented 35 new instances of APN functions over Fos. Two of these instances are
permutations, and are thus of particular interest. A triviariate representation of these two APN permutations
as f(x,y,2) = (2% + uy?z,y> + uxz?, 23 + ury) was given and further studied in [2] in the hope that
it could lead to further instances of APN permutations in higher dimensions. However, in [1], Bartoli and
Timpanella proved that the above trivariate representation does not contain any other APN permutation for
larger dimensions.

Remarkably, the APN permutations arising from the families that we introduce in this paper over Foo are
CCZ-equivalent to the two APN permutations found by Beierle and Leander in [3]. We have thus not only
provided two new infinite constructions of APN permutations, but also classified the aforementioned two
instances (up to CCZ-equivalence) into infinite families.

The rest of the paper is organized as follows. In Section 2, we provide the necessary background used
in the rest of our work. In Sections 3 and 4 we introduce two new infinite families of APN functions
which are bijective in odd dimensions. In Section 5 we present some computational data that demonstrates,
among other things, that the our new infinite families give rise to functions CCZ-inequivalent to any of the

previously known constructions. Section 6 concludes the paper.

2. PRELIMINARIES

Let n, k be a natural numbers. We denote by o~ the finite field of extension degree n over Fo, and by
IF"Q“W, the k-dimensional vector space over [Fo-; in particular, % is the vector space of dimension n over the
prime field o, which can be naturally identified with Fan. An (n, m)-function is any mapping F' from F%
to [F5*. When m = 1, we call such functions Boolean functions. For values of m greater than 1, we refer to

(n, m)-functions as vectorial Boolean functions. This name is due to the fact that any (n,m)-function F



can be represented as a vector F' = (f1, fa,..., fm) of Boolean functions fi, fo,..., fm : Fy — Fa. These
Boolean functions are called the coordinate functions of F'. The component functions of F' are all non-
zero linear combinations of its coordinate functions, i.e. all Boolean functions of the form F,. = Zﬁl ¢ fi
for ¢ = (c1,¢2,...,cm) € F5* with ¢ # 0.

We will mostly concentrate on the case when m = n. While by definition (n,n)-functions are mappings
from [y to 5, they can equivalently be seen as functions from Fa» to F2». Any such function has a unique
representation as a univariate polynomial of the form

2m—1

F(z)= Z a;x’
i=0

with a; € Fon. The algebraic degree deg(F') of F' is defined as the largest binary weight of any exponent
1 with a; # 0, i.e.
deg(F') = max{wta(i) : 0 <7 <2" — 1] a; # 0}.

A function of algebraic degree at most 1 is called affine, and an affine function mapping 0 to 0 is called
linear. Functions of algebraic degree exactly 2 are called quadratic.

In the case when n = 3m for some natural number m, we can also represent an (n,n)-function F' as a
triple F' = (f, g, h) of (3m,m)-functions f, g, h so that

F(x,y,z) = (f(x,y,z),g(x,y,z),h(x,y, Z))

for any z,y, 2z € Fam. We will refer to this representation as the trivariate representation of F'. We note
that bivariate representations (when the dimension n is divisible by 2) have been used in some constructions
of infinite families before (see Table III) since some functions having a complex univariate representation
can be expressed more simply in bivariate form. In the sequel, we follow a similar rationale and consider
APN functions with a succinct representation in trivariate form. To the best of our knowledge, no infinite
families of APN functions in triviariate form are given in the literature at the time of writing.

The differential uniformity A(F) of F' : Fan — Fan is the maximum number of solutions x to any
equation of the form F'(a + z) + F(x) = b, i.e.

A(F) = max{#{z € Fon | F(a+z) + F(z) = b} : a,b € Fan | a # 0}.

The function D, F(x) = F(a + z) + F(x) is called the derivative of F' in direction a € Fa.. Intuitively,
it expresses the difference between two outputs F'(z) and F(a + x) of the function when we know that
the difference between their corresponding inputs is a € Fa». Roughly speaking, differential cryptanalysis
exploits dependencies between the input and output of a function [6], which is why the differential uniformity
should be kept as low as possible in order to prevent this. Clearly, A(F) > 2 for any F': Fon — Fa., and
if A(F') =2, then we say that F' is almost perfect nonlinear (APN).

The multiset of all values dp(a,b) for all 0 # a € Fon and b € Fan is called the differential spectrum



of F. In particular, the differential uniformity of F' is the largest element in its differential spectrum.
Another important property of vectorial Boolean functions is the nonlinearity which measures their
resistance to linear cryptanalysis [31]. Intuitively speaking, the nonlinearity [ is the distance between any
component function of F' and any affine Boolean function. Recall that the Hamming distance dg(f,g)
between two Boolean functions f,g : Fy — [Fo is defined as the number of inputs on which f and g
disagree, i.e. dy(f,g) = #{x € F} | f(z) # g(x)}. The nonlinearity of an (n,n)-function F' is then

defined as
NL(F)= min dg(F.a),

c€lF3,, ,a affine

where a goes through all affine (n, 1)-functions.

The nonlinearity is desired to be high, and its value for any (n,n)-function can be upper bounded by
2n—1 _ 9(=1)/2 [20]. The functions that attain this upper bound with equality are called almost bent (AB).
Any AB function is APN, but the converse is not true; however, we know that any quadratic APN function
over Fo» with n odd is AB [18].

Due to the large number of (n, n)-functions, they are usually considered up to some notion of equivalence.
At present, the most general notion of equivalence used in practice is that of CCZ-equivalence. We say that
F,G : F} — F% are CCZ-equivalent if there exists an affine permutation A : F3" — F3" mapping the
graph I'p = {(z, F(z)) : ® € F4} of F to the graph I'; of G.

While the definition of CCZ-equivalence is straightforward, deciding whether two given (n, n)-functions
are CCZ-equivalent is a hard computational problem. However, since APN functions are classified up to
CCZ-equivalence, being able to demonstrate that the functions arising from some new construction are
inequivalent to the previously known ones is a crucial part of showing that a given construction is new.

Fortunately, justifying the CCZ-inequivalence of two quadratic APN functions can almost always be done
very easily by means of their so-called orthoderivatives. An orthoderivative of an (n,n)-function F' is an
(n,n)-function g such that 77(0) = 0 and for any 0 # a € Fa», we have 7p(a) - (F(z) + F(a + ) +
F(a) + F(0)) = 0 for all € Fan, where “-” denotes some scalar product over F4. It is known that any
quadratic APN function has a uniquely defined orthoderivative [17].

Refuting CCZ-equivalence through the orthoderivatives involves going through some notions of equiva-
lence less general than CCZ-equivalence, which we define now. Let F, G be (n,n)-functions and suppose
that A; o F'+ Ay + A = G for some affine functions A;, As, A, where Ay, Ay are permutations. Then we
say that ' and G are extended affine (EA) equivalent. If A = 0, then we say that F' and G are affine
equivalent. If, in addition, A;(0) = A2(0) = 0, we say that F' and G are linear equivalent.

We know that two quadratic APN functions are CCZ-equivalent if and only if they are EA-equivalent
[34]; and that if F' and GG are EA-equivalent, then mr and 7g are affine equivalent. This means that any
property that is invariant under affine equivalence, when applied to 7r and mg, can be used to distinguish
between CCZ-inequivalent quadratic APN functions. In particular, it is known that the differential spectrum

is invariant under affine equivalence (and, more generally, under CCZ-equivalence), and it is observed in



TABLE I
KNOWN INFINITE FAMILIES OF APN POWER FUNCTIONS OVER Fan

’ Family \ Exponent \ Conditions \ Algebraic degree \ Source ‘

Gold 2"+ 1 ged(i,n) =1 2 [25, 32]
Kasami 2% _ 9t 4+ ged(i,n) =1 1+1 [28, 29]

Welch 2t + 3 n=2t+1 3 [22]

. 2t +21/2 _ 1 ¢ even t+2)/2

Niho |, +‘5(3t+1)/2 | m=2tt ( t++ )1/ [21]
Inverse 22t 1 n=2t+1 n—1 (5, 32]

Dobbertin | 2% + 237 + 220 + 27 — 1 n = 5i i+3 [23]

[17] that computing the differential spectra of the orthoderivatives is almost always sufficient to distinguish
between CCZ-inequivalent APN functions. There are some rare cases in which CCZ-inequivalent functions
have orthoderivatives with the same differential spectrum, in which case other invariants such as the Walsh
spectrum can be applied to the orthoderivatives. In our case, the differential spectra of the orthoderivatives
of the functions that we construct are already distinct from those of all known quadratic APN functions,
and so we do not need to take any further steps like this.

Despite the large number of known APN instances over Fa. for e.g. n = 8§, see e.g. [3, 35], very few of
them have been generalized into infinite families. Table I lists the known infinite families of APN monomials,
while Tables II and III list the known non-monomial families. The former lists the families given in univariate

form, while the latter lists those given in bivariate form.



TABLE I

KNOWN INFINITE FAMILIES OF QUADRATIC APN POLYNOMIALS OVER [Fan IN UNIVARIATE FORM

’ ID ‘ Functions ‘ Conditions ‘ Source ‘
Fl- | 2211 o2 —1g27 #2707 n = pk,ged(k,3) = ged(s,3k) = 1,p € [10]
F2 {3,4},i = skmodp,m = p — i,n >

12, u primitive in F3»
F3 spitl 4 gty e D g2ty | g = 9™ = 2m, ged(i,m) = 1, ¢ € [9]
g2+ Fan,s € Fan \IF‘q,qu'1 +eX? 41X +
1 has no solution z s.t. 297 =1
F4 | 2 +a ' Tr,(a®2°) a#0 [11]
F5 23 + a7 M3 (a®2® + a2'®) 3n,a#0 [12]
F6 | 2+ a 'Trd (a®2'® + a'22%0) 3|n,a #0 [12]
Fl- | we? a2 T e iy [ = 3k, gcd(k,3) = ged(s,3k) = L,v,w € [7]
F9 | wu? g2 2t For,vw # 1, 3|(k + s), w primitive in F5n
FI0 | o222 T 4+ 0222 4 [ n= 3m,m odd, L(z) = az® " + bz +cx [8]
az®" 2 4 622" 2 4 (2 4 )2 satisfies the conditions of Lemma 8 of [8]
FIl | 2° + a@® ™) + 0% + | n=2m =10, (a,bc) = (3,1,0,0), i =3, | [13]
c(inMn"'zm)zk k = 2, B primitive in Fy2
n =2m, m odd, 3{m, (a,b,c) = (ﬁﬂﬁz7 1),
B primitive in Fy2, i € {m — 2,m,2m —
1,(m—2)"" mod n}
F12 | aTx? (b +1) + a9l (cx? 1) n =2m,modd, ¢ = 2™, a ¢ Fq, gcd(i,n) = [36]
1, 1, s, b, ¢ satisfy the conditions of Theorem 2
F13 | L(2)?" ! 422" 1! ged(s,m) = 1,v € Fom,p € Fism, L(2z) = [30]
274 122" + z permutes Fosm

3. AN INFINITE FAMILY OF APN FUNCTIONS OVER F3,,

Theorem 1. Let gcd(i,m) =1, ¢ = 2' and

Assume that the polynomials X0+ 4 X 41, XU+t 4 X0 41 gnd XC+atl 4 X&'+ L xotl 4 X 41

F(z,y,2) = (2 + 292 + y2%, 2% + ¢ 2y + %2 + 2971

have no roots in Fom, and the polynomial

XOCHHl L Xy CHa 4 Xy 4 XOH 4 X9y T 4 XCY 4 yCHetl Ly @ L ye Ly 4

has no roots in F3,.. Then F is APN over F3,..

Proof. Since F' is quadratic and F'(0,0,0) = (0,0, 0), it suffices to show that the equation

Flz+a,y+bz+c)+ F(x,y,z)+ F(a,b,c) = (0,0,0)



TABLE III
KNOWN INFINITE FAMILIES OF QUADRATIC APN POLYNOMIALS OVER Fy2/m IN BIVARIATE FORM

| ID | Functions | Conditions | Source |

F14] (zy, 221 + ay@ D2 [ ged(k,m) = 1, m even, o not a cube | [37]

F15| (zy, 22" t27 + | 22"t 4+ ax + b has no root in Fom [33]
az? "2 4 by? )

F16| (zy,z* ! + | (ca® Tt 4 ba? 4 1)2" L 4 g2 [15)
22" 2" 4 by + | has no roots in Fan
Cy21+1)

F17| (" +  ay®  + | ged(3i,m) =1 [26]
g2 g2l gt
y22i+1)

FI18| (21 + 2y + | ged(3i,m) = 1, m odd [26]
g2t 22y 1 ay?™)

FI9| (23 +xy® +y5 +ay, 2°+ | ged(3,m) =1 (30]
zhy + o5 + zy + 2%y?)

F20| (29t + Byl a™y + |0 < k < m, ¢ = 2F, r = 2FM2 | [27]
Zzy") m = 2 (mod 4), ged(k,m) = 1,

a € F;m,/z, B € Fom, B not a cube,
BItT £ qat!

F21| (z9F1  +  ay?  + [ k,m > 0, ged(k,m) = 1, ¢ = 2F, | [16]
aydtl 2T 4 axCy + | a € Fom, 2971 + 2 + o has no roots
(1+ a)%zy? + ay? ) | in Fam

F22| (23 +xy+ay’+ay’, 2°+ | o € Fam, 23 + 2 +  has no roots in | [16]
ry+ar?y? +axty+(1+ | Fom
a)?zyt + ay®)

has exactly two solutions in F3,. for any (a,b,c) € F3,.\{(0,0,0)}. By simplifying, Eq. (1) is equivalent

to the following equation system:

(a+c)x?+ alx + Ay + bz + a2 = 0, 2.1
cx? + by? + by + a2z = 0, (2.2)
bz + (a+c)y? +ez94 (094 c?)z = 0. (2.3)

Next we divide the proof into several cases and sub-cases depending on whether the elements a, b, c are
Zero or non-zero.

Case (I): a = 0. In this case, Egs. (2) become

cx? 4+ Ay + b2 =0, (3.1)
cx? 4+ by? + b1y = 0, (3.2)
bl + cy? + 2+ (b1 +c?)z = 0. (3.3)



Subcase (I.1): b = 0,c¢ # 0. In this subcase, by Eq. (3.2), we have x = 0 and then y = 0 from Eq.
(3.1). Together with z = y = 0 and Eq. (3.3), we know that cz? + ¢?z = 0, implying that z € {0, ¢} since
ged(z,m) = 1. Thus Egs. (2) have exactly two solutions (z,y, z) € {(0,0,0),(0,0,c)} in this subcase.

Subcase (I1.2): b # 0,c = 0. In this subcase, from Eq. (3.1) and Eq. (3.2), we can get z = 0 and
by?+bly =0, i.e., y € {0, b}, respectively. Moreover, by Eq. (3.3), we have x = 0. Therefore Egs. (2) have
exactly two solutions (z,y, z) € {(0,0,0),(0,b,0)} in this subcase.

Subcase (1.3): bc # 0. In this subcase, we replace x,y, z by cz, by, cz, respectively in Egs. (3) and get

29 4+ bely + belz? = 0, “4.1)
AT 4 pIHyd 4 p1y = 0, (4.2)
blex + bley? + 7127 + (e + 1)z = 0. 4.3)

It is clear that the numbers of solutions of Eqgs. (3) and Eqgs. (4) are the same. After multiplying % (resp.
bqﬂl, lec) into the two parts of Eq. (4.1) (resp. Eq. (4.2), Eq. (4.3)), we obtain

Az?+y+29=0, (5.1)
AT 4yl 4y =0, (5.2)
z+y? + A%+ (A7+ 1)z =0, (5.3)

where A = {. By Eq. (5.1), we have y = Az?+ 27 and then plugging it into Eq. (5.2) and (5.3), we obtain

A%29 + AAT + 1)z + 27 4+ 29=0 (6)
and
Az 4o+ 27 4 A2 4+ (A4 1)z =0, (7)
respectively. After summing Egs. (6) and (7), we get
AAT+ 1)z 4+ 2+ (AT4+1)(274 2) = 0. (8

Raising Eq. (8) into its ¢-th power and plugging 29" + 29 = Az? + A(A?+1)z? from Eq. (6) into it, we
acquire
AYAT + 1)z? + 29 + (AT + 1) (A% + A(A? + 1)z9) =0,

Le.,
(ATFaHL f ACHL L ATHL LA 1) = 0. 9)

According to the condition that polynomial X" te+1 4 X'+ 4 X491 4 X 4 1 has no roots in Fom, we
have ¢ = 0, i.e., x = 0. Plugging it into Eq. (6) and y = Az? + 27 (from (5.1)), we get 29 4 21 = ()
and y = z9, respectively. Thus z € {0,1} and y = z9. Namely, Eqgs. (2) have exactly two solutions in this



subcase.

Case (II): a # 0.

Subcase (II.1): b = ¢ = 0. In this subcase, from Egs. (2), we obtain ax?+a%z = 0, a?z = 0 and ay? = 0,
respectively. Thus it is trivial that Egs. (2) have exactly two solutions (z,y, z) € {(0,0,0), (a,0,0)} in this
subcase.

Subcase (IL.2): b = 0, ¢ # 0. In this subcase, Egs. (2) become

(a+c)z? + alz + cly + a2 = 0, (10.1)
cx? 4 alz =0, (10.2)
(a+c)y! +cz9 42 =0. (10.3)

We replace z, z by ax, cz, respectively in Egs. (10) and get

(a+ c)alz? + a? ™z + ¢y + alez = 0, (11.1)
alex? + alcz =0, (11.2)
(a+c)y? + 721 + 2) = 0. (11.3)

From Eq. (11.2), we have z = z? and then plugging it into Eq. (11.1) and Eq. (11.3), we obtain

al a2l +z)+cly =0 (12)

and
(a+ c)y? + A (a7 +29) =0, (13)

respectively. Summing the ¢-th power of Eq. (12) multiplied by ¢?*! and Eq. (13) multiplied by a9" 9, we

obtain
2 2 2
(aq +q+1 4 q +4. 4l +q+1)yq =0.

If @@*+a+! 4 q@ e 4 9+ = 0, then (¢/a)? t9+! +¢/a+1 = 0, which contradicts the hypothesis. Thus
y = 0. Plugging y = 0 into Eq. (12), we have a9"!(z? + z) = 0, implying 2 € {0, 1}. Therefore, Egs. (2)
have exactly two solutions in this subcase.

Subcase (I1.3): b # 0,c¢ = 0. In this subcase, Egs. (2) become

ax? 4+ alr + bz 4+ a%z = 0, (14.1)
by? + by + alz = 0, (14.2)
blx + ay? + b2z = 0. (14.3)



We replace x,y, z by az, by, az, respectively in Eqs. (14) and get

alt 29 4+ o9 g 4 a%b29 4+ a2 = 0, (15.1)
by 4 ity 4 ity =0, (15.2)
ablz + ably? + ab?z = 0. (15.3)

Let A = 3. Then we obtain 294z +Az7+2 = 0, z = A9 (y9+y) and z = 2419, respectively, from Egs.
(15). From the last two equations, we have z = (1 + A9t1)y? + A9tly, Plugging it and z = A9 (y? + y)

into 9 4+ z + Az9 4 z = 0, we acquire
(1+ ATt + Aq2+r1+1)(yq2 +y9) = 0.

By the condition that the polynomial X% +9t1 4 X +1 has no roots in Fom, we easily know that 1+A%"+4 4
AT+ £ () and thus y¢° +y? = 0, i.e., y € {0,1}. Therefore, Eqs. (2) have exactly two solutions in this
subcase.

Subcase (I1.4): bc # 0. In this subcase, we replace x, y, z by ax, by, cz, respectively in Egs. (2) and get

(a9 + a9c)z? 4 a® 1z + bely + btz 4 alez = 0, (16.1)
adex? + b0y 4 by 4 a9cz = 0, (16.2)
ablz + (ab? + bic)y? + 127 + (ble 4 1)z = 0. (16.3)
By Eq. (16.2), we have
pa+l pa+1

O L S R (17
alc

alc
After plugging Eq. (17) into Eq. (16.1) and multiplying it by a?’, we obtain
a®belz® 4 T gl g ATy pCHaHy @ it (g8 48Ty 4 g T (b7 )y = 0. (18)
After plugging Eq. (17) into Eq. (16.3) and multiplying it by a?’ e, we acquire
@ Hapat1 0 aq2+qc(bq + %)z + @ tatlpa, 4 aqbq2+qcyq2 +
b (a®HIH 4 g F e 4 q0bT ¢ 4 o BT 4 a9 be?)y? + a? BT (BT + )y = 0. (19)

Summing the left-hand side of Eq. (18) multiplied by a%c and that of Eq. (19) multiplied by b, we get after
dividing by ag®
ale(a®™ + b1 £ bel)x? + a9 (a%c + b )z + BT (a9 £ BT 4 bet)y? +

(a%c + b 4 bet)y = 0. (20)



Raising Eq. (20) into its g-th power, we have

a® (a4 pT T 4 pIc) 2T 4 T8 4 bT ) gl 4 b (@D o pTHI a0y

(a ¢ 4 b7 ) (BT 4 b8 )y = 0. (21)

Summing the left-hand side of Eq. (21) multiplied by b with that of Eq. (18) multiplied by a?**+? + b4’ 4 4+

b9c?°, we obtain after dividing by a?”

aQ(aq"’JrqH + ab? 4 + abic? + al’ bl + bq2+q+1)xq + aq+1(aq2+q + pa°+a + chcf)x +

BT (T H 4 a9bT 4+ b7 HT 4 51T b7 el 4 T )yl 4 b(bT + ) (a? T4 b7 4 69T )y = (22)

Summing the left-hand side of Eq. (21) multiplied by a%c and that of Eq. (19) multiplied by a4’ 4+ p2*+4 4

b9c?, we obtain after dividing by a?” b

aqc(aq2+q + adp?’ + pa°+a + b’ + b 4 + cq2+q)xq + aq+1(aq2+q + pa°+a + chqZ)w +

Sy + b(b? + ¢0)(a? T 4+ b7 4 pIcT )y = 0, (23)
where

2 2 2 2 2 2 2 2
S = T2l | et lpd®ra o qatlpa 9t 4 024 4 20597 o 4 @7 Fapatl @7 aped 4 dpdi e 4

adbdcPHL L qap@ atl | qapa a1y pa®+2a+1 4 p2a+1a° | pa*Hatlaa et
Adding Eq. (22) and Eq. (23), we can find that
AT (29 + y) = 0, (24)
where
T = a? T 4 b9 apleT +aT e+ albT 4 a? bel 4bT TIH L pT T4 pled T 4 p0 0 (a7 HaHL

IfT=0,let A=2 and B = %. Then we have

T

T = ATHaH L ABTH 4 ABT 4 AT 4 AIBT 4 AT B4 BY et L BIta 4 BT L BT 1 =,
c

which contradicts the condition that the polynomial
XOCrarl § xy@©ta 4 xye 4 XOH 4 X9y 4 XCY 4 YCterl Ly @t Ly L ya 4
has no roots in F3,.. Thus we get z = y by Eq. (24). Now we plug = = y into Eq. (20) and get

(alc 4+ b (a9t 4 b9 4 be?) (z + 27) = 0. (25)



If a%c + b9t = 0, plugging ¢ = bz; and x =y into Eq. (18), we obtain

2 2 2 2 2 2
a? Tt 4 gt Tty 4 (@€ I 4 pT T2 4 (@7 pITE 4 pT Iy =,
ie.,

(aT T+ 4 @ paH! 4 p? (29 4 ) = 0.

Since a? Tl 4 q@°patl 4 pa*+tatl £ () thanks to the condition that X9 T9t1 4 X7 + 1 has no roots in
Fom, we have 29+ z = 0, i.e, x € {0,1}. Thus Egs. (2) have exactly two solutions when alc + pitl = 0.
If a?t! 4+ b2+ 4 bt = 0, plugging be? = a9 4 b97! and x = y into Eq. (18), we can get

2 2 2 2 2 2 2
(aq +q+1 +ql bq-i-l)wq + af +q+1xq + al -i-q—&-lgU iy +q+1xq +
2 2 2 2 2
VI (a? 407 )2 + (a? b1 4 o T 4 T Iy = 0,
1.€e.,

(a®Hatl g€ path 4 p@tatly(z@* 4 49) = 0.

Clearly, we have 2 4 29 = 0, implying € {0,1}. Thus Egs. (2) have exactly two solutions when
ale+ bt = 0.

If (a9c+b9t1) (a9t + b9 4+ be?) #£ 0, then by Eq. (25), we have 29+ = 0, and then = € {0, 1}. Thus
Egs. (2) have exactly two solutions when (a%c + b9+1) (a9t + b971 + bed) # 0.

In conclusion, Egs. (2) have exactly two solutions in this subcase.

Together with the above two cases, we can conclude that Egs. (2) have exactly two solutions in F3,. and
thus F' is APN. O

We now show that when m is odd, the functions described in Theorem 1 are permutations.
Theorem 2. Let ged(i,m) = 1, m be odd, ¢ = 2* and
F(z,y,2) = (297" + 2% + yz?, 2% + yI oy? + 02 + 2711)

Assume that the polynomials XU+t 4 X 41, X+t 4 X¢° 41 and XT+atl 4 X+ 4 xaotl 4 X 41

have no roots in Fom, and the polynomial
XCHatl § Xy @©Ha p Xy 94 XOH 4 Xy T 4 XTY 4 Yy Crarl py @t yd pya g
has no roots in F3... Then F is a permutation over F3,.

Proof. Tt suffices to show that the equation

Flz+a,y+b,z+4c)+ F(z,y,2) = (0,0,0) (26)

has no solutions in F3,. for any (a,b,c) € F3,.\{(0,0,0)}. By simplifying, Eq. (26) is equivalent to the



following equation system:

(a4 )zl + alz + ly + b27 + a%2 = a9 + alc + be?, (27.1)
cx? + by 4 bly + a9z = alc + b, (27.2)
bz + (a+c)y? +cz? + (b + ch)z = ab? + blc + ctT (27.3)

Next, we divide the proof into two cases depending on whether a = 0 or a # 0. For each case, we consider
several sub-cases depending on whether the elements a, b, ¢ are zero or not.
Case (I): a = 0. In this case, Egs. (27) become

cx? + Ay + bz = bl (28.1)
cx? + byt + bly = pit (28.2)
bix + cy? + 2 4 (b 4 1)z = blc + 1T, (28.3)

Subcase (II.1): b = 0, ¢ # 0. In this subcase, by Egs. (28), we get cx?+cly = 0,cx? = 0 and cy? + cz?+
¢z = ¢4t respectively. Thus it is clear that z = y = 0 and cz? 4 ¢z = c4*!, which implies (%)q +Z=1

Applying the absolute trace function Tr,, to both parts of the above equation, we have
q
0 = Ty, ((3> + f) = Trp(1) = 1,
c c

where the last equality holds due to m being odd by assumption. We thus obtain a contradiction, and
therefore Egs. (27) do not have a solution.

Subcase (IL.2): b # 0,c = 0. In this subcase, from Egs. (28), we obtain bz? = 0, by? + b9y = b?*! and
bz 4+ b9z = 0, respectively. Similarly to the proof of Subcase (II.1), we can conclude that Eqs. (27) have
no solutions in this subcase.

Subcase (I1.3): bc #£ 0. After replacing x, y, z by cz, by, cz in Egs. (28) and simplifying, we get

Axl+y+274+1=0, (29.1)
A0 Lyl 4y 41 =0, (29.2)
r+y! + AT+ (1+ A%z + 1+ A7 =0, (29.3)
where A = 7. From Eq. (29.1), we have y = Ax? + 27 + 1. Plugging it into Eq. (29.2) and Eq. (29.3), we
get
A9z7 4 (AT 4 A)z? + 29 + 2941 =0, (30)
and
ATp® g+ 27 4 A%27 4 (1 + A%z + AT =0, G1)

respectively. Summing Egs. (30) and (31), we obtain

(AT L Ayt 424+ (AT +1)(27+ 24+ 1) = 0. (32)



Raising Eq. (32) into its ¢g-th power, we get
(ATH L AT 429 4 (AT +1)(27 4+ 2741) = 0. (33)
Adding the left-hand side of Eq. (30) multiplied by A7 +1 and that of Eq. (33), we acquire

(AT | ATHL AT LA 4 1) — 0, 34

From the fact that the polynomial X +e+1 4 X¢+1 4 x9¢+1 4 X 4 1 has no roots in Fon and Eq. (34),
we know that x = 0. Plugging it into Eq. (30), we get 27 4241 =0. Applying the absolutely trace
function Tr,,(-) to the above equation, we have 0 = Tr,,(0) = Tr,, (27" + z + 1) = Tr,,,(1) = 1, which is
a contradiction. Therefore, Eqgs. (27) do not have a solution.

Case (II): a # 0.

Subcase (IL.1): b = 0, ¢ = 0. In this subcase, from Eqgs. (27), we have ax? + a%x + a9z = a?t!,a92 = 0
and ay? = 0, respectively. Similar to the proof of Subcase (II.1), we can conclude that Eqs. (27) do not
have a solution.

Subcase (IL.2): b = 0, ¢ # 0. In this subcase, Egs. (27) become

(a+c)x? + alr + cly + alz = a + ale, (35.1)
cx? 4+ alz = ale, (35.2)
(a+c)y? +c29 + ¢z = I, (35.3)

By replacing z,y, z by ax, cy, cz, respectively, and simplifying, we get

(AT 4 ANzt + AT gy 4+ y + A%z + AT+ AT =0, (36.1)
29+ 2+1=0, (36.2)
(A+Dy?!+27+2+1=0, (36.3)

where A = 2. From Eq. (36.2), we get z = 27 + 1. Plugging it into Eq. (36.1), we have
y= ATzl x4+ 1). 37)
After plugging z = 29 + 1 and Eq. (37) into Eq. (36.3) and simplifying, we can obtain
(Aq2+q+1 + ATt 1)($q2 +29+1)=0.

According to the condition that X2°+2+1 4 X 41 has no roots in Fom, we know that AT+l L AC°+a4 1 £ ()
and thus 29" + 2741 = 0, which implies a contradiction since Tr,, (2% +x%) = 0 but Tr,, (1) = 1. Therefore

Egs. (27) have no solutions in this subcase either.



Subcase (I1.3): b # 0,c¢ = 0. In this subcase, Egs. (27) become

az? + az + bz + alz = a?, (38.1)
by? + by + a%z = b7, (38.2)
bl + ay? + b7z = abl. (38.3)

After replacing x,vy, z by ax, by, az, respectively, we get

2 +r+ A1+ 241=0, (39.1)
ATy 4 ATy 42 4 AT =, (39:2)
r+y!+2+1=0, (39.3)

where A = 3 From Eq. (39.2), we have z = A% (y? + y + 1). Summing Egs. (39.2) and (39.3), we get
x = (1+ ATyt 4 ATy 4 ATTL 1, (40)
Plugging Eq. (40) and z = A9 (y? + ¢ + 1) into Eq. (39.1), we can obtain
(AT T+ L ATH L 1) (y 447 + 1) = 0.

Similarly to the proof of Subcase (II.2), we can conclude that Eqgs. (27) have no solutions in this subcase.

Subcase (I1.4): be # 0. After replacing x, y, z by ax, by, cz, respectively in Egs. (27) and simplifying, we

have
(a9 4+ ad¢)z? 4 a? a4 bely + be?29 + alcz = at + ale + bed, 41.1)
adexd + b y? 4 b9y 4 adcz = ade + b, (41.2)
ablz + (ab? + blc)y? + 121 + (ble + 1)z = ab? + blc + AT (41.3)
By Eq. (41.2), we have
patl patl patl
z=x7+ y? + y+ + 1. (42)
alc alc alc

After plugging Eq. (42) into Eq. (41.1) and multiplying it by a?’, we obtain

2 2 2 2 2 2 2 2
aq bcqxq + aq +Q+1$q + aq +Q+1x + bq +Q+1yq + bCI+1(aq + bq )yq +

al b(b? + 1)y + a? Tt 4 g0 patl 4 p@ et — (43)
Next, we plug Eq. (42) into Eq. (41.3), multiply it by a?"*4, and get

2 2 2 2 2 2 2 2 2 2
a® Tt gt 4 g Hae(p? 4 1)z 4 a T plr + a®bT My + b(a? T 4 o e 4 a9 ¢ + a? BT+

a® be?)y? + a® b (b + 1)y + aT TITIPE 4 g AT @ p2atl g @ patl e 4 pT e — 0, (44)

Summing the left-hand side of Eq. (43) multiplied by a?c and that of Eq. (44) multiplied by b, and dividing



by a?’, we get
ale(a®™ + b0 4 bet)a? + a? (ae 4 0T )z + b1 (a7 4+ 57T 4 bet)y +
(a%c 4+ b (BT 4 be?)y 4 (a%c + b (a9 4 b7 4 be?) = 0. (45)
Raising Eq. (45) into its g-th power, we have
aqch(aq2+q +pT a4 chqz)qu + aq2+q(aqch + bq2+q)xq + bq2+q(aq2+q 4 pIra 4 chqz)qu +
(aq"’cq + bq2+q)(bq2+q + chqg)yq + (aq"’cq + bq2+q)(aq2+q +prt e 4 chq"’) =0. (46)

Summing the left-hand side of Eq. (46) multiplied by b and that of Eq. (43) multiplied by a? t7+57 447",

and dividing by a?’, we obtain
aq(aq2+q+1 + ab? T 4 qbe? 4 bl + bq2+q+1)xq + aq+1(aq2+q 4 pe a4 chqz)x +
bq+1(aq2+q + @9 4 pT T 4 paed” 4 pe el Cq2+q)yq + b(b? + Cq)(aq2+q +pT e chqz)y +
(a9 4 pTFT 4 p0cT) (a0 4 b7 4 bet) = 0. (47)

Summing the left-hand side of Eq. (46) multiplied by a?c and that of Eq. (44) multiplied by a? 9+ 7" +9 4

b9¢?°, and dividing by a? b7, we obtain

ale(a T4 a®bT 4+ b7 4 plct” 4 b7 el 4 0T 4 @8 (@ T 4 50T 4 51T )2 +

Sy + b7 + 1) (T 4 bTH 4 p0eC )y + (aT T4 bEH 4 2T (a7 4 b 4 be?) = 0, (48)
where

2 2 2 2 2 2 2 2
S = g +2g+1 + aq+1bq +q + aq+lchq + +2qc 4 a?qbq c+ al +qbq+1 4 qf +qbcq + adbl? +qc +

2 2 2 2 2 2 2
alblcl +1 + alb? cq+1 4+ alct +q+1 Sy +2q+1 + b2q+lcq 4 b +q+1cq 4 bq+lcq +q'

Summing Eqgs. (47) and (48), we get
alT(x?+y?) =0, (49)

where
T = @9 L b 4 qb?6? 4 e 4 909 ¢+ a2 bed + bC TaHL 4 p@® a0 4 pa o0+ | atl | a*+atl
Similarly to the proof of Theorem 1, we have 1" # 0 due to the condition that the polynomial

XOarl § xy@©ra 4 xye 4 XOH 4 X9y 4 XCY 4 YOterl f y @t Ly L ya 4

has no roots in F2,.. Therefore by Eq. (49), we see that we must have z = y. Now we plug = = y into Eq.
(45) and get
(a%c + b7 (a?™ 4 b9 4 be?) (29 + 2 + 1) = 0. (50)



If ac + b9t = 0, plugging ¢ = bz; and x = y into Eq. (43), we obtain

2 2 2 2 2 2 2 2 2
al Tt gl 4 g0 g 4 (@0 pIT 4 pT T 4 (@@ pIHE 4 pT FUH) gy g FOHL 4 q@ et T et — )

ie.,
(a®Tatl 4 q@patt L p@Hatly (g9 4 2 4 1) = 0.

Since a? Tl 4 ¢’ patl 4 pa*+ta+l £ () thanks to the condition that X9 T9t1 4 X7 4 1 has no roots in
Fym, we have 27 + z 4+ 1 = 0, which has no solutions in Fom since m is odd. Thus aZc + b9+! #0.

If 9! + p7+! 4 bet = 0, plugging be? = a?t! 4+ b9+ and 2 = y into Eq. (43), we can get
(af TaH1  q@patl o p@*Hatly(pa® 4 9 4 1) = 0.

It is clear that we have z¢° 4+ 27+ 1 = 0, which has no solutions in Fon, either. Thus a9t 4+ b9t 4 be? £ 0.
Therefore, Eq. (50) implies 9 + x + 1 = 0 which once again leads to contradiction.

We have thus shown that Egs. (27) have no solutions in F3,., and thus F is a permutation as claimed. [J

The APN-ness and bijectivity of the functions described above depends on several polynomials not having
roots. In the following proposition, we use Theorems 1 and 2 to give a direct construction of APN functions

over [Fos» which are bijective for odd values of m.
Proposition 3. Let gcd(m,7) =1,
F(z,y,z) = (a:3 + 22z 4y, 22+ 2 ey + P + 23) .
Then F' is APN over F%m. In particular, when m is odd, F is AB and is also a permutation over Fg’m.

Proof. In Theorem 1, let ¢ = 2. Then it can be easily verified that X7 t9t1 4 X +1 = X7 + X + 1,
XOHatl f X 41 = X7 4 X441 and XCHoH 4 XOH L Xo+l L X 41 = X7+ X5 4 X3+ X + 1 are
irreducible over Fs. Since ged(m, 7) = 1, the polynomials X*+X +1, X"+ X4 +1, X"+ X5+ X3+ X +1
are also irreducible over o and then clearly have no roots in Fom.

Now it suffices to show that the polynomial
FIX,Y) = XOCHaotl 4 xy@*+a L Xy 4 X+ 4 X9y e 4 XCy 4 y@rerl Ly @y @y
=X+ XYV XV X XYV XY Y YO vt YR
has no roots in F3,. when ged(m,7) = 1. Let w be a primitive element of For. Then it is easy to check that

6
FY) = T[(X + Y +w2),
=0
Thus, if f(X,Y) has a root (g, o) in F3.., then there must exist some 0 < i < 6 such that zo 4+ w? yo +
w92 = 0. Hence xo or yq is in Fyr and then Far C Fym, which contradicts ged(m,7) = 1.

The permutation property of F' is directly from Theorem 2. O



Remark 4. In the case of even dimensions, it is easy to see that the functions from Theorem I are 3-to-1.
Indeed, if n = 3m is even, then m bust be even as well, and the condition ged(i,m) = 1 implies that i
must be odd. Then q+ 1 = 2™ + 1 is divisible by 3. We can readily verify that the (multivariate) degree of
all terms in the trivariate expression of F(x,vy, z) from Theorem 1 is precisely q + 1. Therefore, denoting
by w a primitive element of Fy, we have F(w'z,w'y, w'z) = F(x,y, z) for any i € {0, 1,2}. Consequently,
the exponents of the univariate representation of F' must be multiples of 3, and by [19], F is 3-to-1.

This has two immediate but important consequences. As shown in [19], we can see that in the case of
even dimensions, F' has a Gold-like Walsh spectrum. On the other hand, as proven in [14], in the case of
doubly even n, we know that F' cannot be CCZ-equivalent to a permutation.

We computationally verify that the Walsh spectrum is also Gold-like for n = 9. We observe that F' is
CCZ-equivalent to the Gold function x> for n = 6, and so it cannot be CCZ-equivalent to a permutation.
We leave the computation of the Walsh spectrum of the family from Theorem I and the question of whether

it can be CCZ-equivalent to a permutation over singly-even dimensions as problems for future work.

4. ANOTHER INFINITE FAMILY OF APN FUNCTIONS OVER F3,.

In this section, we introduce a second family of APN functions over Fos». Once again, we express this
family using the trivariate representation. In Theorem 5 we show that the family consists of APN functions,

while in Theorem 6 we show that the functions are permutations over odd dimensions.
Theorem 5. Let ged(i,m) =1, ¢ = 2° and
F(x,y,2) = ($q+1 + 2y? 4+ y2?, xy? + qu,a:qz + yq+1 + yqz) .

Assume that the polynomials XO Tt 4 X9+l 4 X0 4 X 41, XO+Tetl 4 X 41, XC+Tt 4 X 4+ 1 have

no roots in Fom, and the polynomial
XOHetl L Xy ® | Xy 4 XIY9 4 XTY 4 XO 4y ot p ya@+l  ydta L yd
has no roots in F,.. Then F is APN over F3,..
Proof. Since F' is quadratic and F'(0,0,0) = (0,0, 0), it suffices to show that the equation
F(x+a,y+b,z+c)+ F(z,y,2)+ F(a,b,c) = (0,0,0) (51)

has exactly two solutions in F3,. for any (a,b,c) € F3..\{(0,0,0)}. By simplifying, Eq. (51) is equivalent

to the following equation system:

azx? + (a? + bY)z + ay? + ¢y + b27 =0, (52.1)
blx 4+ ay? + cz? + ¢z = 0, (52.2)
cx? + (b+ c)y? + bly + (a? + b?)z = 0. (52.3)



Now we divide the proof into several cases and subcases depending on whether the elements a, b, ¢ are
Zero or non-zero.
Case (I): a = 0. In this case, Egs. (52) become

bz + y + b2 =0, (53.1)
blx + cz2? 4+ 12 = 0, (53.2)
cx? + (b+ c)y? + by + bz = 0. (53.3)

Subcase (I.1): b = 0, ¢ # 0. In this subcase, by Egs. (53), we get c?y = 0, cz?94+c¢?z = 0 and cz?4cy? = 0,
respectively. Thus z = y = 0 and z € {0,c}. In other words, Egs. (52) have exactly two solutions
(x,y,2) € {(0,0,0),(0,0,c)} in this subcase.

Subcase (I.2): b # 0,c = 0. In this subcase, by Egs. (53), we have b%x + bz = 0, b%c = 0 and
by? + b%y + bz = 0, respectively. It is easy to get x = z = 0 and y € {0,b}. Thus Egs. (52) have exactly
two solutions (z,y, z) € {(0,0,0), (0,b,0)} in this subcase.

Subcase (1.3): be # 0. In this subcase, we replace z, y, z by bz, by, cz, respectively in Egs. (53), simplify,

and obtain
z+ Ay + A927 =0, (54.1)
T4+ AT 4 ATHL, =, (54.2)
Azt + 1+ Ay +y+ Az =0, (54.3)

where A = 7. Adding Eq. (54.1) and Eq. (54.2) and dividing by A9, we get

y=(1+A)z9+ Az. (55)
Summing the g-th power of Eq. (54.1) multiplied by A with Eq. (54.3), we obtain

(AT LA+ )yt +y+ AT L Az =0 (56)

We now compute the summation of the g-th power of Eq. (55) multiplied by ATHL LA 41, Eq. (55) and
Eq. (56), and obtain
(ATFaHL L AT L AT L A 4 1)(27 4 29) = 0.

Since A ta+! L Aa+l L A4 A 41 £ 0 according to the condition, we have 2% + 29 = 0, i.e., z € {0,1}.
Then we can see that Egs. (52) have exactly two solutions in this subcase.

Case (IT): a # 0.

Subcase (II.1): b = ¢ = 0. From Egs. (52), we get ax? + a%x + ay? = 0,ay? = 0,a%z = 0, respectively.
Then it is trivial that x € {0,a},y = z = 0. Consequently, Egs. (52) have exactly two solutions (z,y, z) €
{(0,0,0), (a,0,0)} in this subcase.
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Subcase (I1.2): b = 0, ¢ # 0. In this subcase, Egs. (52) become

ax? + alz + ay? + y = 0, (57.1)
ay? +cz?+ 1z =0, (57.2)
cx?+ cy? + alz = 0. (57.3)

We replace x,y, z by ax, ay, cz, respectively in Eqs. (57), simplify, and get

29+ x+yl + Aly =0, (58.1)
Y+ AT (214 2) =0, (58.2)
24yl +2=0, (58.3)

where A = ¢/a. From Eq. (58.3), we get z = 27 + y? and thus
Atz =0T a4yl 4yl = (AT + 1)y, (59)
where the second equality is due to Eq. (58.1). Plugging Eq. (59) into Eq. (58.2), we obtain
(Aq2+q+1 + AT 4 1)yl =0,

According to the condition that the polynomial X @*+atl 4 X9* 4 1 has no roots in Fom, we know that

ATFatl L Aet 4 1 £ () and then y = 0. Moreover, from Eq. (58.1) and Eq. (58.3), we have 7 + z = 0

and z = x4, respectively. Thus = € {0,1} and then Egs. (52) have exactly two solutions in this subcase.
Subcase (I1.3): b # 0,c¢ = 0. In this subcase, Egs. (52) become

azx? + (a? + 09)z + ay? 4+ bz? = 0, (60.1)
bx + ayq =0, (60.2)
by? + b1y + (a? + b7)z = 0. (60.3)

Replacing z,y, z by ax, by, bz in Egs. (60) and simplifying, we get

AT gd (AT L Az 4+ Ay? + 29 = 0, (61.1)
x4+ y?=0, (61.2)
Yy + (AT 4+ 1)z =0, 61.3)

where A = 7. From Eq. (61.2), we have x = y?. Plugging it into Eq. (61.1) and simplifying, we obtain
29 = A9ty 4 A9+1y4. Raising Eq. (61.3) into its g-th power and plugging 29 = A%T1y?" 4 A9ty into
it, we acquire

(Aq2+q+1 4+ AT 1)(yq2 +y9) =0.

Again, AT Tt L A1 1 o£ 0 according to the hypothesis. Thus y¢ + 39 =0, i.e., y € {0,1} and then
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z = 0. In particular, Egs. (52) have exactly two solutions in this subcase.

Subcase (I1.4): be # 0. In this subcase, we replace x,y, z by az, by, cz, respectively in Egs. (52) and get

a1 z? + (a7 4 abh)x + aby? + bty + belz2 = 0, (62.1)
ablz + ablyd 4 A1 29 4 1Ty = 0, (62.2)
alex? + (VI 4 ble)y? 4+ b7y + (alc + blc)z = 0. (62.3)
By Eq. (62.2), we have Lt 1
z=1y?+ qu + Wz. (63)

After plugging Eq. (63) into Eq. (62.1) and multiplying it by b2’ T4, we obtain
aq+1bq2+qu2 + aq+1bq2+qu + bq2+q+1cqy + bl T 4 (achq2+q 4 pO et
alb? T 4 pT AT D) 20 4 (g9pT AT 4 pT It 2 = 0, (64)
Further, we plug Eq. (63) into Eq. (62.3) and multiply it by be’, obtaining
aqbq2cyq2 + (bq2+q+1 + bq2+qc)yq + bq2+q+ly 4 el e et (aqquc + bq2+qc)z =0. (65)

After summing the left-hand part of Eq. (64) multiplied by ¢ with that of Eq. (65) multiplied by ab?, and
dividing by b7°, we get

ab(alc + b + blc)y? 4+ b7 (ab? + Iy + T (a%e + 7T+ bic) 2T +
c(a? 4 b7)(ab? + Tz = 0. (66)
Raising Eq. (66) into its g-th power, we get
adp?’ (aqch 4 pItra 4 qucq)qu + quJrq(aqbq2 + Cq2+q)yq + Cq2+q(aqch +pT a4 bQQCQ)ZQQ +
(a4 b7) (a%T 4 I H) 27 = 0. (67)

After summing the left-hand side of Eq. (64) multiplied by a?’c¢? + b9’ T4 + b2’ ¢4 with that of Eq. (67)
multiplied by ab? and dividing by b7’ ¢?, we obtain

ab?(a® 9 4 a0bT + b7 )y 4 I (0% 9 + bT 4 b7 )y +
S29 4 c(a? + b)(a® T + b7 T4+ b7 1)z = 0, (68)
where

2 2 2 2 2 2 2
S = g9 tatlpe + adt1ipe+a + ab?dc4 + a +q,9+1 + q?p? Te 4 g9pe st +at patlaa +

2 2 2 2 2
al chq+1 iy +2q+1 Syt +q+1cq 4 b +2qc 4 b +ch+1'
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Further, summing the left-hand side of Eq. (65) multiplied by a? ¢4 4+ b%° 9 + b%°¢? with that of Eq. (67)
multiplied by ¢ and dividing by b?’, we obtain

bq(aqbqgc 4 aChel 4+ T catl L p@*atl 4yl 4 @t a 4 et g+l 4 cq2+q+1)yq + bq+1(aq26q +

pa°+a + qucq)y + Cq+1(aq2+q + adp? + quqQ)Zq + c(a? + bq)(anC‘l +petta 4 quCq)Z = 0. (69)
Now we sum Eqgs. (68) and (69), and get

VIT(y? + 27) = 0, (70)

where
T = a1+ 4 g0 T 4 abeT +a0bT c4a® bel +af T 4T TITLpp@H el 4 p8 e 87 a0t

I[fT=0,let A= and B = g. Then we have

T

oy = ATHORL ATHI BT AT A1BT 4 AT B4 AT+ BTl pUEL L gy BT =,
(&

which contradicts the condition that the polynomial
XOCHeHl p xatlyd® | XY9 4 XIyT 4 XTY 4 XT 4 YOt py @+l ydta g yd g

has no roots in F,.. Thus T # 0 and then y = 2 by Eq. (70). Furthermore, plugging y = z into Eq. (66)
yields

(ab? + Tt (a%c + b + be) (y? +y) = 0. (71)
If ab? 4 91 = 0, after plugging ab? = c?*! and y = z into Eq. (65), we have
(bq2+q+1 + pe°+a, + Cq2+q+1)(yq +y)=0.

Since b7 tatl 4 pe*+e¢ 4 2*+a+1 £ () due to the condition that X7 t9+1 4+ X + 1 has no roots in Fon, we
can see that y? +y = 0, i.e., y € {0,1}. Together with z = y and Eq. (63), we know that Egs. (52) have
exactly two solutions when ab? + ¢t = 0.

If a9c + bi+1 4 bic = 0, after plugging ac = b9™! + b9c and y = z into Eq. (65), we get

(bq2+q+1 4+ p e cq2+q+1)(yq2 +y9) =0.

We thus have 44" +y? = 0, i.e., y € {0,1}, and Eqgs. (52) have exactly two solutions when aZc+bit! +blc =
0.

If (ab? + ¥ (alc + b9t + bic) # 0, then by Eq. (71), we can see that y4 +y = 0, i.e., y € {0,1}.
Thus Eqgs. (52) have exactly two solutions in this case as well.

We thus see that F'(z + a,y + b,z + ¢) + F(x,y, 2) + F(a,b,c) = (0,0,0) has at most two solutions in

all cases, and therefore F' is APN as claimed. O
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As mentioned previously, the functions from Theorem 5 are permutations over fields of odd degree. We

formalize this in the following theorem.
Theorem 6. Let gcd(i,m) =1, m be odd, q = 2% and
F(z,y,z) = (xﬁl + ay? + y2?, oy + 27 29z 4 0T 4 yiz).

Assume that the polynomials X¢ o+l 4 Xotl 4 X0 4 X 41, XO+etl 4 X 1, XO+et 4 X 41 have

no roots in Fom, and the polynomial
XOrerl | xatlyd® | xye 4 X9y 4 XCY 4 XC 4 y@ratl Lyl | yeta  ye'
has no roots in F2,., then F is a permutation over F3,..
Proof. 1t suffices to show that the equation
F(x+a,y+b,z+c)+ F(z,y,2) = (0,0,0) (72)

has no solutions in F3,. for any (a,b,c) € F3..\{(0,0,0)}. By simplifying, Eq. (72) is equivalent to the

following equation system:

azd + (a? + b))z + ay? + cly + bz? = o + ab? + bel, (73.1)
bz + ay? + ez + 1z = ab? 4 4, (73.2)
cx® + (b + e)y? + by + (a? + b7)z = alc + b1 + bie. (73.3)
The proof is similar to that of Theorem 5 and we omit it here. O

As in the previous section, we now use Theorems 5 and 6 to give a direct construction of APN functions

over Fosm.
Proposition 7. Let gcd(m,7) =1,
F(z,y,z) = (x3 +xy? 4yt oy? 4+ 22, 2% + P + y2z) .
Then F is APN over F3,.. In particular, F is AB and is also a permutation over F3,, when m is odd.

Proof. In Theorem 5, let ¢ = 2. Then it is clear that X7 0+ 4 X +1 = X7+ X +1, X +otl 4 X¢° 41 =
X7+ X% 41 and XOHetl 4 XOH 4 X0t 4 X 41 = X7+ X® 4+ X3 4+ X 41 are irreducible over
Fs. Since ged(m,7) = 1, the polynomials X7 + X + 1, X"+ X4 +1, X7 + X5+ X3 + X + 1 are also

irreducible over Fam and then clearly have no roots in Fom.
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Let w be a primitive element of Foz. Then it is easy to check that

XOCrarl | xatlyd® | xye 4 X9y 4 XCY 4 XC 4 y@ratl Ly @+l L yete  ye'

= X'+ XV XY+ XV XY+ X YT+ Y+ YO 4 Yt
6
= J](x + 02y + ).
=0
Thus, if f(X,Y) has a root (zg, o) in F3.., then there must exist some 0 < i < 6 such that zg +w' ' yo +
w2 = (. Hence xo or yq is in Fyr and then Far C Fym, which contradicts ged(m,7) = 1.

The permutation property of F' then follows immediately from Theorem 6. O

Remark 8. We can make similar observations to those in Remark 4. More precisely, it is easy to observe that
the functions from Theorem 5 are 3-to-1, and so have a Gold-like Walsh spectrum for even dimensions, and
cannot be CCZ-equivalence to permutations for doubly-even dimensions. We also computationally verify that
these functions have a Gold-like Walsh spectrum for odd dimensions, and that for n = 6 they are equivalent
to 23 and thus cannot be CCZ-equivalent to a permutation. We leave the computation of the Walsh spectrum

for odd dimensions and that of their potential CCZ-equivalent to permutations as problems for future work.

5. CCZ-INEQUIVALENCE TO THE KNOWN FAMILIES

It remains to show that the functions arising from Theorems 1 and 5 are CCZ-inequivalent to represen-
tatives from the known infinite families. We recall that two quadratic APN functions are CCZ-equivalent
if and only if they are EA-equivalent [34], and so it suffices to consider EA-equivalence. In the case of
quadratic APN functions, the most efficient and convenient way to show inequivalence is via the differential
spectrum and the Walsh spectrum of their associated orthoderivatives [17].

In Table IV, we list the differential spectra of the orthoderivatives of all functions from the known infinite
families in Tables I and II. We note that since 9 is odd, none of the functions from Table III are defined
over this dimension. Similarly, families F1-F2, F7-F9, F11, and F12 are not defined for dimension 9. Out
of the monomial functions in Table I, only the Gold functions are relevant, since the remaining families
consist of functions of algebraic degree greater than 2.

We now proceed to compute the differential spectra of the orthoderivatives of the functions from Theorems

1 and 5. The function from Theorem 1 for n = 9 is
Fi(z,y,2) = (23 + 222 +y2°, 222 + 32, 2y + 2 + 23),
or

Fl(a;) — 04373.1’192 + 04492511136 + a414:c129 + a98x80 4 045031’66 + a488x24 + 04464$17 + 04405.T10 + a428x3

in univariate form (where « is a primitive element of F99), and its orthoderivative has the differential spectrum

0 x 164199,2 x 76734,4 x 13524,6 x 4312,8 x 2205,12 x 147,16 x 294,18 x 147,20 x 49,22 x 21.
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TABLE IV
ORTHODERIVATIVE DIFFERENTIAL SPECTRA OF ALL PREVIOUSLY KNOWN QUADRATIC APN FUNCTIONS OVER [Fy9

Family | Orthoderivative differential spectra

Gold | 0 x 153811, 2 x 96579, 6 x 10731, 8 x 511
0 x 159943, 2 x 78183, 4 x 18396, 6 x 4599, 8 x 511

F4 0 x 159016, 2 x 79389, 4 x 19089, 6 x 3483, 8 x 493, 10 x 144, 12 x 18

F5 0 x 159226, 2 x 78813, 4 x 19683, 6 x 3201, 8 x 529, 10 x 162, 12 x 18

Fo6 0 x 160525, 2 x 77058, 4 x 19467, 6 x 3792, 8 x 598, 10 x 126, 12 x 45, 14 x 12, 16 x
9

F10 0 x 160097, 2 x 79128, 4 x 17808, 6 x 3269, 8 x 700, 10 x 357, 12 x 231, 14 x 42
F13 0 x 168994, 2 x 68712, 4 x 15141, 6 x 6279, 8 x 1659, 10 x 336, 12 x 21, 14 x 21, 16
x 105, 18 x 147, 20 x 189, 24 x 21,26 x 7

0 x 169022, 2 x 68341, 4 x 16093, 6 x 5621, 8 x 1561, 10 x 364, 12 x 91, 14 x 63, 16
x 140, 18 x 196, 20 x 84, 22 x 35,24 x 7,26 x 14

0 x 169428, 2 x 68040, 4 x 15561, 6 x 6034, 8 x 1533, 10 x 420, 12 x 126, 14 x 21, 16
x 84, 18 x 189, 20 x 126, 22 x 63, 26 x 7

0 x 169484, 2 x 68159, 4 x 15463, 6 x 5719, 8 x 1736, 10 x 420, 12 x 105, 14 x 63, 16
x 133, 18 x 175, 20 x 126, 22 x 28, 24 x 21

0 x 170079, 2 x 66297, 4 x 16737, 6 x 6160, 8 x 1407, 10 x 420, 12 x 21, 14 x 42, 16
x 63, 18 x 210, 20 x 133, 22 x 63,

0 x 170100, 2 x 67592, 4 x 15232, 6 x 5628, 8 x 1848, 10 x 553, 12 x 98, 14 x 98, 16
x 126, 18 x 189, 20 x 126, 22 x 28, 24 x 14

0 x 170667, 2 x 66297, 4 x 15911, 6 x 5705, 8 x 1974, 10 x 385, 12 x 140, 14 x 84, 16
x 168, 18 x 147, 20 x 63, 22 x 63,24 x 21,26 x 7

0 x 171430, 2 x 64617, 4 x 16842, 6 x 5733, 8 x 1932, 10 x 483, 12 x 105, 14 x 21, 16
x 147, 18 x 105, 20 x 154, 22 x 21, 24 x 42

The function from Theorem 5 for n = 9 is
Fy(z,y,2) = (23 + xy? +y22, a1y + 23, 222 + % + 9°2),
Fy(z) = Q32192 | (222,136 | (147129 | 426,80 | 469,66 | (435,24 | (352 17 | 499,10 | 3493
in univariate form (where « is a primitive element of Fos), and its orthoderivative has the differential spectrum

0 x 172557,2 x 68355,4 x 12201, 6 x 3871,8 x 1638, 10 x 735,12 x 1470, 14 x 49,
16 x 147,18 x 441,20 x 147,42 x 21.

One can easily verify that the above differential spectra do not appear among the ones given in Table IV,
and therefore our construction produces APN functions inequivalent to the known ones in dimension 9.

While the functions do not intersect any of the known families, they are equivalent to sporadic instances
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documented in [3]. More precisely, the differential spectra of the orthoderivatives match those of represen-
tatives nos. 34, and 35 from the representatives listed in the dataset [4]. Using the linear code equivalence
test [24], we can verify that our functions are, in fact, CCZ-equivalent to the representatives from [3]. We

note that these are precisely the two instances that were observed to be bijective in [3].

6. CONCLUSION

We have described two new infinite families of APN functions over [Fos» in trivariate form. We have shown
that these functions are AB permutations whenever m is odd, and that they are 3-to-1 functions whenever
m is even. We have computed the differential spectra of the orthoderivatives of these functions over Foo,
and have computationally verified that they are equivalent to the sporadic APN permutations of Beierle and

Leander discovered in [3]; we have thus generalized these sporadic instances into infinite families.
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