Dynamic Decentralized Functional Encryption with Strong Security

Ky Nguyen, David Pointcheval, and Robert Schadlich

DIENS, Ecole normale supérieure, CNRS, Inria, PSL University, Paris, France

Abstract. Decentralized Multi-Client Functional Encryption (DMCFE) extends the basic functional
encryption to multiple clients that do not trust each other. They can independently encrypt the multiple
inputs to be given for evaluation to the function embedded in the functional decryption key. And
they keep control on these functions as they all have to contribute to the generation of the functional
decryption keys.

Dynamic Decentralized Functional Encryption (DDFE) is the ultimate extension where one can dy-
namically join the system and the keys and ciphertexts can be built by dynamic subsets of clients.
As any encryption scheme, all the FE schemes provide privacy of the plaintexts. But the functions
associated to the functional decryption keys might be sensitive too (e.g. a model in machine learning).
The function-hiding property has thus been introduced to additionally protect the function evaluated
during the decryption process.

In this paper, we first provide a generic conversion from DMCFE to DDFE, that preserves the security
properties, in both the standard and the function-hiding setting. Then, new proof techniques allow us to
analyze a new concrete construction of function-hiding DMCFE for inner products, that can thereafter
be converted into a DDFE, with strong security guarantees: the adversary can adaptively query multiple
challenge ciphertexts and multiple challenge keys. Previous constructions were proven secure in the
selective setting only.
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1 Introduction

Functional Encryption. Public-Key Encryption (PKE) has become so indispensable that without
this building block, secure communication over the Internet would be unfeasible nowadays. However,
this concept of PKE limits the access to encrypted data in an all-or-nothing fashion: once the
recipients have the secret key, they will be able to recover the original data; otherwise, no information
is revealed. The concept of Functional Encryption (FE), originally introduced by Boneh, Sahai and
Waters [55, 22], overcomes this limitation: a decryption key can be generated under some specific
function F', namely a functional decryption key, and enable the evaluation F'(z) from an encryption
of a plaintext x in order to provide a finer control over the leakage of information about z.

Since its introduction, FE has provided a unified framework for prior advanced encryption notions,
such as Identity-Based Encryption [56, 30, 21] or Attribute-Based Encryption [55, 40, 54, 14, 53], and
has become a very active domain of research. Abdalla et al. [3] proposed the first FE scheme (ABDP
scheme) that allows computing the inner product between a functional vector in the functional
decryption key and a data vector in the ciphertext, thenceforth coined IPFE. The interests in FE
then increased, either in improving existing constructions for concrete function classes, e.g. inner
products [10, 17, 24] and quadratic functions [15, 36, 13, 46], or in pushing the studies of new
advanced notions [38] as well as the relationship to other notions in cryptography [12, 19]. While
FE with a single encryptor, i.e. single-client FE, is of great theoretical interest, there is also a
motivation to investigate a multi-user setting, which might be applicable in practical applications
when the data is an aggregation of information coming from multiple sources.

Extensions of FE in the Multi-User Setting. Goldwasser et al. [37, 39] initiated the study
of Multi-Input Functional Encryption (MIFE) and Multi-Client Functional Encryption (MCFE). In
MCFE particularly, the encrypted data is broken into a vector (z1,...,z,) and a client i among n
clients uses their encryption key ek; to encrypt x;, under some (usually time-based) tag tag. Given
a vector of ciphertexts (cty < Enc(ekq,tag, x1),...,ct, < Enc(eky,tag, x,)), a decryptor holding a
functional decryption key dkp can decrypt and obtain F'(x1,...,x,) as long as all cty,...,ct, are
generated under the same tag. No information beyond F'(x1,...,z,) is leaked, especially concerning
the individual secret components x;, and combinations of ciphertexts under different tags provide
no further information either. Furthermore, encrypting x; under different tag’ # tag might bear a
different meaning with respect to a client ¢ and thus controls the possibilities constituting ciphertext
vectors'. This necessitates the encryption keys ek; being private. The notion of MCFE can be seen
as an extension of FE where multiple clients can contribute into the ciphertext vector independently
and non-interactively, where encryption is done by private encryption keys. After their introduction,
MIFE/MCFE motivated a plethora of works on the subject, notably for the concrete function class
of inner products [33, 27, 28, 4, 2, 1, 45, 29, 5, 49)].

Decentralized Multi-Client Functional Encryption. The setup of MCFE requires some authority (a
trusted third party) responsible for the setup and generation of functional decryption keys. The
authority possesses a master secret key msk that can be used to handle the distribution of private
encryption keys ek; and deriving functional decryption keys dkp. When clients do not trust each
other, this centralized setting of authority might be a disadvantage. The need for such a central
authority is completely eliminated in the so-called Decentralized Multi-Client Functional Encryption
(DMCFE) introduced by Chotard et al. [27]. In DMCFE, only during the setup phase do we need
interaction for generating parameters that will be needed by the clients later. The key generation
is done independently by different senders, each has a secret key sk;. Agreeing on a function F,

! In contrast, MIFE involves no tags and thus a large amount of information can be obtained by arbitrarily combining
ciphertexts to decrypt under some functional decryption key.



each sender generates their functional key dkg; using sk;, the description of F', and a tag tag-f.
Originally in [27], the tag tag-f can contain the description of F' itself. Using DMCFE, the need
of an authority for distributing functional keys is completely removed, with minimal interaction
required during setup. The seminal work of [27] constructed the first DMCFE for computing
inner products (IP-DMCFE), where n clients can independently contribute to the ciphertext vector
(ct; < Enc(eky,tag,z1),...,ct, < Enc(ek,,tag,z,)) and n senders can independently contribute
to the functional keys dky 1 <— DKeyGen(sky, tag-f,41), ..., dky » < DKeyGen(sky, tag-f, y,,) of some
vector y = (y1,...,Yn). For the function class to compute inner products, many follow-up works
improve upon the work of [27] on both aspects of efficiency as well as security, or by giving generic
transformation to (D)MCFE from single-client FE [45, 2, 1].

Dynamic Decentralized Functional Encryption. In [29], Chotard et al. generalized DMCFE and de-
fined the notion of Dynamic Decentralized Functional Encryption (DDFE) that allows users” to join
at various stages during the lifetime of a system, while maintaining all decentralized features of
DMCFE. Notably, the setup of DDFE is non-interactive and decentralized, while that of DMCFE is a
priort interactive. When joining a DDFE system, each user ¢ can run a local setup algorithm, which
uses some public parameters that is set by a global setup algorithm, so as to generate their own
secret key sk;. A set Ups of users can use sk; to independently encrypt their data, contributing to a
list of ciphertexts (ct;)icu,,. In the same way, a set Uy of users can use their sk; to independently
contribute to a list of functional keys (dk;)ic, . In the end, a DDFE scheme allows aggregating data
from different sources by decrypting (ct;)icz,, using (dk;)icu, , which are fabricated in a completely
decentralized manner, while requiring no trusted third party. Being dynamic, a DDFE scheme does
not demand in advance a fixed number of users in Uys nor Ug . The authors of [29] provide a concrete
construction of DDFE for the function class computing inner products (IP-DDFE). A recent work
by Agrawal et al. [8] revisits the notion of DDFE and provides a construction of IP-DDFE with
stronger security guarantees (see below). To date, these works provide the only two known IP-DDFE
candidates in the literature.

Other Notions of FE in the Multi-User Setting. Many more multi-user FE primitives have been
defined, such as Ad Hoc Multi-Input Functional Encryption [6] and Multi- Authority Attribute-Based
Encryption [25]. Interestingly, Agrawal et al. [8] proposed the very general notion of Multi-Party
Functional Encryption (MPFE). The important concept behind MPFE is to cover all existing notions
of FE in the multi-user setting, including DDFE/(D)MCFE.

Function Privacy in FE. Standard security notions of all primitives mentioned above ensure
that adversaries do not learn anything about the content of ciphertexts beyond what is revealed by
the functions for which they possess decryption keys. However, it is not required that functional
decryption keys hide the function they decrypt. In practice, this can pose a serious problem because
the function itself could contain confidential data. For example, the evaluated function may represent
a neural network. Training such networks is often time-consuming and expensive, which is why
companies offer their use as a paid service. However, to ensure that customers continue to pay for
the use of the product, it is crucial that the concrete parameters of the network (i.e. the computed
function) remain secret. This additional security requirement for functional encryption schemes is
known as the function-hiding property.

2 The terminology for the participants in the various FE models is not unique in the literature. The encryptors
i in MCFE are usually referred to as clients who hold an encryption key ek;. This term is adopted in [27] for
DMCFE, but the key-generating parties are referred to as senders who possess secret keys sk;. In the definition of
DDFE introduced in [29], encryption and key generation are performed by the same parties, which are then simply
referred to as users, and which have secret keys sk;. We follow these namings accordingly when discussing DDFE
and DMCFE.



Besides practical applications, function-hiding FE schemes for restricted function classes (such as
inner products) have also proven to be an important technical building block for the construction of
FE schemes for broader function classes: Lin [46] employed a function-hiding IPFE (FH-IPFE) to
obtain an FE scheme for quadratic functions. A different technique was also introduced by Gay
in [36] equally aiming at constructing FE for quadratic functions. With several technical novelties,
Agrawal et al. [7, 9] were able to generalize the aforementioned constructions to obtain MIFE for
quadratic functions.

Ezisting Function-Hiding FE Schemes in the Literature. Bishop et al. [18] presented the first IPFE
scheme that guaranteed a weak variant of the function-hiding property. Shortly afterwards, the
construction was lifted to fully function-hiding security by Datta et al. [31, 32]. This was further
improved in terms of efficiency and/or computational hardness assumptions by works of [59, 42, 41].
The constructions of [18, 31, 59] all leverage the power of dual pairing vector spaces (DPVSes)
developed by Okamoto and Takashima in [51, 52, 53|. In 2017, Lin [46] used a different approach
that used the ABDP IPFE to get simpler constructions of FH-IPFE. Using the same blueprint and
exploiting the specific algebraic properties of the underlying inner-product MIFE scheme carefully,
Abdalla et al. [4] were able to construct function-hiding MIFE for inner products (FH-IP-MIFE).
In [8], Agrawal et al. came up with the first construction of function-hiding MCFE for inner
products (FH-IP-MCFE) that is inspired by the FH-IP-MIFE by Datta et al. [33]. Very recently, Shi
and Vanjani [57] presented a generic transformation from single-client to multi-client functional
encryption, preserving the function-hiding property and leading to the first FH-IP-MCFE with
adaptive security. Remarkably, their security proof does not rely on random oracles. We are not
aware of any construction of function-hiding DMCFE or DDFE for inner products (FH-IP-DMCFE
or FH-IP-DDFE) whose security proof does not use the random oracle model (ROM). Again in [§],
the authors were able to lift their aforementioned FH-IP-MCFE scheme to FH-IP-DDFE, following
the approach of Chotard et al. [29] who presented a similar transformation in the non-function-
hiding setting. So far, the scheme of [8] is the only FH-IP-DDFE in the literature. They achieve
indistinguishability-based security in the ROM.

All known constructions that guarantee function-hiding security rely on pairings. A recent work by
Unal [60] shows that in the manner of most lattice-based approaches, there is little hope to attain
function privacy in IPFE schemes, in the setting of multi-user or not.

Repetitions under One Tag. Involving tags at the time of encryption and key-generation
restricts that only ciphertexts and functional keys having the same tag can be combined in the
notion of DMCFE. This raises a natural question: what security can we guarantee when one client
uses the same tag on multiple data? We call such multiple usages of the same tag in a DMCFE system
repetitions. In the formal security model of (D)MCFE in [27] and subsequent works [45], once the
adversary makes a query for (i,tag), further queries for the same pair (i,tag) will be ignored. This
means repetitions are not taken into account. The authors of [27] argued that it is the responsibility
of the users not to use the same tag twice. However, a security notion for DMCFE that captures a
sense of protection even when repetitions mistakenly /maliciously happen will be preferable, e.g.
this is indeed studied in some other works [2, 1]. No tags exist in the general definition of DDFE.
However, jumping ahead, the specific inner product functionality considered in this paper involves
tags, so the previous reasoning in the context of DMCFE carries over to the DDFE case as well. In
addition, when repetitions are allowed for ciphertexts, the security model of MCFE encompasses
MIFE, where there is no tag, by just replacing tags with a constant value.

1.1 Owur Contributions

To the best of our knowledge, the only candidates of DDFE for the class of inner products come
from [29] (standard security) and [8] (function-hiding security). Both constructions achieve only



selective security under static corruption, ¢.e. the adversary makes all encryption, key-generation and
corruption queries up front in one shot. [29] allows repetitions for both encryption and key-generation
queries, whereas [8] allows them only for encryption. This state-of-the-art leads us to the following
question:

How far can we raise the security level of (function-hiding) DDFE?

In this paper, we give several candidates for IP-DDFE that strictly improve on various aspects of
security compared with [29, 8]. Below and in Table 1 are presented a summary of our contributions
and a comparison with existing works:

1. From DMCFE to DDFE. Inspired by the (non-generic) lifting result from FH-IP-MCFE to

FH-IP-DDFE of [8], we present a generic conversion from DMCFE to DDFE that works both in
the standard and function-hiding setting. Our conversion mostly preserves the security level of
the underlying DMCFE scheme (e.g. adaptive oracle queries and repetitions) or even improves
it: we are able to generically remove the so-called complete-query constraint, a restriction that
many previous (D)MCFE schemes suffered from [27, 45] (see constraint 4 of Definition 4). The
only restriction in the security model that we do not know how to avoid in our constructions is
static corruption.
By demonstrating how to plug various IP-DMCFE schemes into our generic conversion, we obtain
a number of new IP-DDFE candidates with previously unattained properties that are emphasized
in what follows. Specifically, we employ an FH-IP-DMCFE scheme that is also constructed in this
work (see item 2 below) to obtain an FH-IP-DDFE where both encryption and key-generation
queries can be made adaptively and with repetitions. The security is based on SXDH in the ROM.
Furthermore, we show that the IP-DMCFE schemes of [27, 45] can be lifted to IP-DDFE using
our conversion. The latter gives us the first adaptively secure IP-DDFE scheme based on LWE
in the standard model. Since the IP-DMCFE of [45] does not support repetitions, the obtained
IP-DDFE does neither. A high-level overview and the technical details are given in Sections 3
and 4, respectively.

2. Function-Hiding IP-DMCFE. As a stepping stone to our FH-IP-DDFE, we construct the first
FH-IP-DMCFE that tolerates adaptive encryption queries (with repetitions) and adaptive key-
generation queries with repetitions, under static corruption. It uses pairings and is provably secure
in the ROM. The only existing FH-IP-DMCFE in the literature is the one that follows implicitly
from the FH-IP-DDFE of [8] and thus inherits the restrictions of the security model, i.e. selective
oracle queries, no repetitions for key-generation queries and static corruption. The high-level
ideas of our construction are explained in Section 3.1, details can be found in Section C.1.

3. Technical Contribution. Along the way, we push forward the study of DPVS techniques. We
state a novel lemma that shows the indistinguishability of two distributions in a setting where
not all input data is known up front. This lemma proves to be the key ingredient for the security
proof of our FH-IP-DMCFE scheme in the adaptive setting. Due to its generality, we believe
that the lemma can find other applications in the future. The formal statement can be found in
Lemma 34 in Section C.2. An overview on how the lemma is used is included in Section 3.1.
Basic definitions for the DPVS framework are provided in Section 2.1

2 Preliminaries

For integers m and n with m < n, we write [m;n] to denote the set {z € Z : m < z < n} and
set [n] := [1;n]. For a finite set S, we let 2° denote the power set of S, and U(S) denote the



Oracle Queries

| | .
Scheme Type FH Assumptions | ROM

‘ ‘ ‘ ‘ OEnc ‘ OKeyGen ‘ ‘ ‘
‘ [8, Section 6.2] ‘ IP-MCFE ‘ v ‘ sel, w-rep ‘ sel ‘ SXDH, pairings ‘ v ‘
‘ [57, Section B.3] ‘ IP-MCFE ‘ v ‘ adap, w-rep ‘ adap' ‘ D-Lin, pairings ‘ Xt ‘
‘ Section C.1 ‘ IP-DMCFE ‘ v ‘ adap, w-rep ‘ adap, w-rep ‘ SXDH, pairings ‘ v ‘
‘ [29, Section 7] ‘ IP-DDFE ‘ X ‘ sel, w-rep ‘ sel, w-rep ‘ DDH ‘ v ‘
‘ Section 4 + B.4 ‘ IP-DDFE ‘ X ‘ adap, w-rep ‘ adap, w-rep ‘ SXDH, pairings ‘ v ‘
‘ Section 4 + B.5 | IP-DDFE ‘ X ‘ adap, no-rep ‘ adap, no-rep ‘ LWE ‘ X ‘
‘ [8, Section 6.3] ‘ IP-DDFE ‘ v ‘ sel, w-rep ‘ sel, no-rep ‘ SXDH, pairings ‘ v ‘
‘ Section 4 + B.3 ‘ IP-DDFE ‘ v ‘ adap, w-rep ‘ adap, w-rep ‘ SXDH, pairings ‘ v ‘

T For MCFE, there is no notion of tags for key generation, hence no notion of repetitions.
¥ This is the only FH-MCFE that is provably secure without the ROM. To our knowledge, there is
no FH-DMCFE nor FH-DDFE in the literature that does not use ROs. In Remark 10, we discuss
whether our constructions could be made non-ROM using similar techniques.
Table 1: We compare our constructions with existing works, in terms of the type of primitives

(Type), whether the scheme provides standard security (X) or the stronger function-hiding security
(V') (FH), whether the encryption oracle (OEnc) and key-generation oracle (OKeyGen) can be
queried adaptively and with repetitions (Oracle Queries), which assumptions are used for the
security proof (Assumptions), and whether the security is proven in the ROM (V') or not (X)
(ROM). The shorthands (sel,adap) denote selective or adaptive oracle queries. The shorthands
(w-rep, no-rep) indicates whether the adversary can demand repetitive queries to the same slot and
tag or not. All schemes are defined for the inner-product functionality of their respective type of
primitive (see Def. 2 and 8) and consider only static corruption. Preferred properties are underlined.

uniform distribution over S. For any ¢ > 2, we let Z, denote the ring of integers with addition and
multiplication modulo ¢. For a prime ¢ and an integer N, we denote by GLn(Z,) the general linear
group of of degree N over Z,, and use non-boldface capital letters B, H, ... for scalar matrices in
GLN(Zq). We write vectors as row-vectors, unless stated otherwise. For a vector x of dimension
n, the notation x[i] indicates the i-th coordinate of x, for i € [n]. We will follow the implicit
notation in [34] and use [a] to denote g* in a cyclic group G of prime order ¢ generated by g,
given a € Z4. This implicit notation extends to matrices and vectors having entries in Z,. We use
boldface letters B, b, ... for matrices and vectors of group elements. We use the shorthand ppt for
“probabilistic polynomial time”. In the security proofs, whenever we use an ordered sequence of
games (Go, G1,...,G;,...,Gyr) indexed by ¢ € [0; L], we refer to the predecessor of G; by G;_1, for
j € [L]. We recall the hardness assumption used throughout this work in Appendix A.1.

2.1 Dual Pairing Vector Spaces

Our constructions rely on the Dual Pairing Vector Spaces (DPVS) framework in the prime-order
bilinear group setting (Gi, Gz, Gy, g1, g2, gt, €, q), and G1,Gy, Gy are all written additively. The
DPVS technique dates back to the seminal work by Okamoto-Takashima [51, 52, 53] aiming at
adaptive security for ABE as well as IBE, together with the dual system methodology introduced by
Waters [61]. In [44], the setting for dual systems is composite-order bilinear groups. Continuing on
this line of works, Chen et al. [26] used prime-order bilinear groups under the SXDH assumption.



Formalizations. Let us fix N € N and consider G{V having N copies of G1. Viewing Zflv as a vector
space of dimension NN over Z, with the notions of bases, we can obtain naturally a similar notion of
bases for G{V . More specifically, any invertible matrix B € GLn(Z,) identifies a basis B of GJlV , whose
i-th row b; is [ B;], where B is the i-th row of B. It is straightforward that we can write B = [B]; for
any basis B of GI¥ corresponding to an invertible matrix B € GLy(Z,). We write x = (my,...,my)B
to indicate the representation of x in the basis B, i.e. x = Zf\il m; - b;. At some point when we
focus on the indices in an ordered list L of length ¢, we write x = (mp[, ..., mry)B(r)- Treating
GY’ similarly, we can furthermore define a product of two vectors x = [(my,...,my)], € GY,y =
[(ki,. . kn)]y € GY by x xy =TI, ex[i], y[i]) = [{((m1, ..., mn), (k1, ..., kn))],. Given a basis
B = (b;)icn of GY, we define B* to be a basis of GY by first defining B* := (B~1)" and the
i-th row b} of B* is [B}],. It holds that B - (B*)" = Iy the identity matrix and b; x b} = [4i ],
for every i,j € [N], where §;; = 1 if and only if i = j. We call the pair (B,B*) a pair of dual
orthogonal bases of (GYY,GY). If B is constructed by a random invertible matrix B <> GLy(Z,),
we call the resulting (B,B*) a pair of random dual bases. A DPVS is a bilinear group setting
G = (G1,Gp, Gy, g1, 92, g, €, ¢) with dual orthogonal bases. We denote by DPVSGen the algorithm
that takes as inputs G, a unary 1V, and some random coins r € {0,1}*, then outputs a pair of
random matrices (B, B*) that specify dual bases (B = [B],,B* = [B*],) of (G}, GY). Without
loss of generality, when the random coins r are fixed we assume that DPVSGen(G,1V;7) runs
in deterministic time poly(logg). Further details on DPVS-related techniques can be found in
Appendix A.2.

2.2 Dynamic Decentralized Functional Encryption

In this section we recall the notion of Dynamic Decentralized Functional Encryption with standard
security (DDFE) and the strong function-hiding security (FH-DDFE). This notion was introduced
first in [29] and later defined in [8, Section 6.1] as a special case of the Multi-Party Functional
Encryption notion. Let {IDy}xen, {Kx}ren, {Ma}reny and {Ry}ren be families of identity, key,
message and output spaces, respectively, where all of which are indexed by a security parameter
A€ Nand Ky = ICy pri X Ky pubs Mx = M pri X M pup consist of a private and a public component
each. We consider a functionality

dyn n "
fon = { 3 Unen(IDa x K3)™ X Upen(IDx x My)™ — R’\}AEN '

Definition 1 (Dynamic Decentralized Functional Encryption). A DDFE scheme & for the
functionality f&" comprises five algorithms:

GSetup(1): Take 1* as input and output a set of public parameters pp.

LSetup(pp): Take as input pp, output a public key pk; and a secret key sk;. We assume that pk;
implicitly contains pp and that sk; implicitly contains pk;.

KeyGen(sk;, k = (Kpri, kpub)): Given a secret key sk; and k € ICy, output dk;.

Enc(sk;, m = (Mpri, Mpub)): Given a secret key sk; and m € My, output ct;.

Dec((dk;)ictuy s (Cti)ieuy,): Given (dk;)icuy s (Cti)ieu,, for Uk, Unr C ID, output either an element in
Ry or L.

Correctness. & is correct if for all X € N, sets Ur,Unr C IDy, keys (4, ki )icrre € Upen(IDx X K2)™,
and inputs (7, m;)icu; € Upen(IDa X M)), we have



pp<—GSetup(1’\)

Vi € U UUps: (pk;, sk;) < LSetup(pp)
Pr|d = f{"((i, kit » (6 mi)icrny,) | Vi € Uy s dk; < KeyGen(sk;, k;) =1,
Vi € Ups: cti < Enc(sk;, m;)

d = Dec((dk;)icuy , (Cti)icty, )

where the probability is taken over the random coins of the algorithms.

Functionalities. We consider DDFE for two concrete function classes.

(Dynamic) Inner-Product Functionality. We define the function family f9™P of bounded-norm
inner-product functionalities. Previous works on DDFE [29, 8] use the same functionality.

Definition 2 ((Dynamic) Inner-Product Functionality). For A € N, let Tag, = ID) =
{0’1}poly()\)’ Ry = Z, IC/\,pub = M/\,pub = 2IPx x Tag)\ and ’C)\,pri = M/\,pri = [_B;B]N for
polynomials B = B(A) and N = N(A\): N — N. The (dynamic) inner-product functionality
feyn-ip — {f;iyn-m: Unen(IDx X Kx)™ X U,en(IDa x M2)™ = Ra}aen is defined via

YicuXi,y;) if condition (x) holds

dyn-ip /- ; =
’L’ k . , 1/7 m . =
IR Ra)icuge s (6 mi)icun, ) {J_ otherwise

for all X € N, where condition (x) holds if Ux = Uy (in which case we define U = Uk ) and there
exist tag, tag-f € Tag, such that for each i € U

o k; is of the form (kipri = y;, kipun = (U, tag-f)), and
« m; is of the form (m;pri = X4, My pup = (U, tag)).

All-or-Nothing Encapsulation (AoNE). The notion of AoNE is a particular functionality of DDFE
introduced by Chotard et al. [29]. In the transformation of [28, Section 5.2], AoNE appears under the
name Secret Sharing Layer (SSL). In [8], AoNE also serves as a building block for their FH-DDFE
scheme and it is pointed out that function-hiding and standard security are the same for AoNE, for
which there is no concept of keys.

Definition 3 (All-or-Nothing Encapsulation). For A € N, let Tag, = IDy = Ry = {0, 1}PoV(),
Kx =9, Mypuh = 2!Px % Tag, and M i = {0, 1} for a polynomial L = L(\): N — N. The
all-or-nothing encapsulation functionality f2°"¢ = {f3°": U, cn IDX X U,en(IDx X MX)™ = Rataen
is defined via

"R (i j Ti)icu,, if condition (x) holds
FIMP(Yicrtr (i miictn) = (@i)ictns . (+)
1 otherwise

for all X € N, where condition (x) holds if there exists tag € Tag, such that for each i € Uy, m; is
of the form (my pri == x;, My pup = (Unr, tag)).

This means in particular that KeyGen is unnecessary and Dec works without taking secret keys as
input because Ug can be the empty set. From [29], it holds that AoNE can be constructed generically
from identity-based encryption, or from bilinear maps under the Decisional Bilinear Diffie-Hellman
(DBDH) assumption. The first construction is secure in the standard model, but ciphertexts have
size linear in |Ups|. On the other hand, the size of ciphertexts in the construction from DBDH is
independent of |Uys|, but the security proof resorts to the ROM.
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Security. We recall standard and function-hiding security for DDFE below.

a DDFE scheme & for a functionality

£ = L2 Upen(Da %K) X Upen(IDa x M2)™ = R}y

r--- T - - T T T T A
we define the experiments ExpgﬁA(l)‘) and | ExpzpafA(l)‘) ' as shown in Figure 1. In the following

all variables are indexed by A, we omit the ind;éefsf)fx7fb?s§fnﬁicity. The oracles OHonestGen, OEnc,

OKeyGen and OCorrupt can be called in any order and any number of times.> We recall that for the

oo L0, (1) ‘
(¢, k;) v and (i,m;’,m;’), there are private
L |

S
=

queries to OKeyGen and OEnc, namely | (i, k", k{")

(b) . (b) . . .
parts kri7m§7b£)ri and public parts kub,mgllub in the keys as well as in the messages. We require
mg?}))ub = m%ub = Mpup | and kéf’gub = ké}gub = kpup | because the public data is not hidden. The

adversary A is NOT admissible with respect to C, Qgnc, QKGen, denoted by adm(A) = 0, if one of
the following holds:

1. There exists a tuple (i,mgo),’mgl)) € Qgnd or there exists (i, k;o),k‘gl)) € OKGen | such that i € C

(0) (1) (0) 1) |4
and m;’ #m;’ |or k"~ #k; :

2. For b € {0,1}, there exist (i,k)ieuK € Unen(ID x K)™ and (i,m{”)ict; € Upen(ID x M)™
such that o
o (i,m”,m{") € Qgnc and (i,| k\*, k" ki 1) € Qkgen for all i € H,

1

R o _ @1 0) _ 7.(1) ;
m; =m; |and k;’ =k;” | for all i € C, and

(0)

) . R .
.« fY ((Zaki.)ieu;(; (i, Victtr,) # fY ((ka)iEMKa (i,m$ictn, )-
Otherwise, we say that A is admissible w.r.t C, Qgne and Qkgen and write adm(A) = 1. We say

Alternatively, £ is said to be ‘function—hiding‘ if for all ppt adversaries A,

Advl z 4(1%) = [Pr [Expl £ 4(1*) = 1] — §|

is negligible in . _ ) o .
Weaker Notions of Security. One may define several weaker variants of indistinguishability by

restricting the access to the oracles and imposing stronger admissibility conditions.

1. Security against Static Corruption: The experiment Expfgtf’}'ia(l)‘) is the same as Expf; F, A1),

except that all queries C = {i} to the oracle OCorrupt must be submitted before Initialize is called.

The challenger then performs LSetup(pp) — (pk;, sk;) for each i € C and return (pk;, sk;)icc to

A. In the same vein, we can define experiment Expg 7 4 (11).

3 W.l.o.g, we assume that each 4 is queried at most once to OHonestGen and OCorrupt, and that a query OCorrupt(3)
is always preceded by a query OHonestGen(3).

4 This condition was introduced in [27] then used in all other works on (D)MCFE [27, 45, 2, 1] and later on DDFE [29, §].
A recent work [50] studies the relaxation that removes this condition for (D)MCFE, i.e. more attacks are considered
admissible, and gives a provably secure DMCFE candidate computing inner products. We are not aware of any
DDFE scheme in the literature which is proven secure under the stronger notion from [50].
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INT AN R
I”'Z'iﬂzig 1)}' (’)KeyGen(z7 | k )
H7 C’ QEnm QKGen «9 QKGen — QKGen ) {(Zy ! k )}
pp + GSetup(1*)
Return pp Return dk; + KeyGen(sk;, ki )
OHonestGen(3): OEnc(i,m{”,m{"):
(pk;, ski) < LSetup(pp) Qknc ¢~ Qenc U {(4,m;”, m{")}
HeH U {i} Return ct < Enc(sk;, m( )
.Re.turn/ pk; OCorrupt(4):
Finalize('): If ¢ ¢ H: (pk;,sk;) < LSetup(pp)
If adm(A) = 1, return B+ (b' = b) HeH\{i}; CCU{i}
Else, return 0 Return sk;

Fig. 1: Security games Expng(l)‘) and | Expng( ) for Definition 4

2. Security against Selective Challenges: The experlment Expf;'}t‘A(l/\) is the same as Expg 7, A1,

except that all queries to the oracles OEnc and OKeyGen must be submitted before Initialize is

called. In the same vein, we can define experiment Expzel'fc'j(l’\)

3. Security against One Challenge: Exp1Cha| Hh(12) is as Expng(l ), except that the adversary

must declare up front to Initialize additional public information for challenge messages and
challenge keys Mpub, Fpub SO that:

o if (4, m m“)) € QEnc and miol))ub = m%ub # Mpub, then m;

. if (i k<°> ki) € Qkcen and k7 = ki) # kpun, then k” = kY.

y e ™Yy (2 pllb

0) _ (1)

=m,

In the same vein, we can define experiment Expécgftéfpa(lA)

4. Security against Complete Challenges: Let ID be an identity space and Tag be a tag space. For a
functionality f" with A,pub = My pub = 2IDx % Tag,, we consider a weakening of the security
model with an additional constraint termed complete challenges. Specifically, the experiment

Expgf’;gﬂ:‘7 A(l/\) is the same as Expfghﬁ fam, A(l)‘), except that we add the following condition 3 for

adm(A) = 0:

3. There exists mpu, = (U, tag) such that a query OEnc(, (mg?}lri, Mpub); (mégri, Mpub)) has
been asked for some but not all i € H MUy, or there exists kyu, = (U, tag-f) such that a

query OKeyGen (i, (kl(ogn, kpub), (k,fl;n, kpub)) has been asked for some but not all i € H NU.
pos-cpa (1)\)
£ fdyn

5. Weakly Function-Hiding: We can weaken the function—hldlng property by changing condition 2

for adm(.A) = 0. More specifically, we replace it by the following condition 2"

2. Forb € {0,1}, there ezist (i, k" icte € Unen(ID X K)™ as well as (i, m{")icu,, € Upen(ID X
M)™ such that
o (i,m”,m{") € Qgnc and (i, k", ki) € Oxgen for all i € H,

y Vg Vg

. mi ) — mil) and k:l(-o) = k:(l) for alli e C, and

In the same vein, we can define experiment Exp

¢ f((% kEO))ieuxa (i7 meO))lEUM) # f((z k(O))'LEuK7 (Z mil))lEUM)
f((za kz('O))iGZ/{Ka (iamél))IEUM) 7& f(( 7k71( ))IEUKa ( il))leuM)
f((l, kEO))iGMKa (Z, mg)))iEuM) 7& f((% kz(l))ieuka ( il))ZGUM)

The weakly function-hiding experiment is denoted by Exp"gvf% A1),

Lemma 5 uses a standard hybrid reduction to prove that in the weakly function-hiding setting (or for
standard security), one-challenge security is equivalent to multi-challenge security. For completeness,
the proof in the (more challenging) weakly function-hiding setting is given in Appendix A.6.
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Lemma 5. Let & = (GSetup, LSetup, KeyGen, Enc, Dec) be a DDFE scheme for a functionality f. If
£ is one-challenge weakly function-hiding, then it is also weakly function-hiding. More specifically,
for any ppt adversary A, there exists a ppt algorithm B such that

AV (1) < (g +a6) - AdVERS (1Y)

where g. and g, denote the maximum numbers of different mpu, and kpy, that A can query to OEnc
and OKeyGen respectively, and xxx C {stat, sel, pos, wfh}.

The works of [47] and [4] present generic transformations that turn weakly function-hiding (multi-
input) functional encryption schemes into full-fledged function-hiding schemes. A similar trans-
formation, stated in Lemma 6, is also applicable in the case of IP-DDFE. The proof is given in
Appendix A.7.

Lemma 6. If there exists a weakly function-hiding DDFE scheme & for f%"P_ then there exists a
(fully) function-hiding DDFE scheme &' for f%™P. More precisely, for any ppt adversary A, there
exists a ppt algorithm B such that

xxx-fh A xxx-wfh A
AdVg/,fdyn—ip,A(1 ) <3 Adv&fdyn—ipﬁ(l )

where xxx C {stat, sel, 1chal, pos}.

2.3 Decentralized Multi-Client Functional Encryption

The notion of Decentralized Multi-Client Functional Encryption (DMCFE) introduced in [27] can
be identified as a special case of DDFE, where (1) the number of users is fixed in advanced by a
(possibly interactive) global setup and there is no local setting up so that a new user can enter the
system (2) the key of a user can be an encryption key to encrypt their private individual data (the
user is a “client” in the terminology of [27]) or a secret key to generate a functional key component
(the user is a “sender” in the terminology of [27]). Moreover, for efficiency, prior papers (such as
[27, 28, 2, 1, 45, 29]) considered an additional key combination algorithm that, given n functional
key components (d ktag-f,i)ie[n} generated for the same tag tag-f, outputs a succinct functional key
dkiag-f which can be passed to decryption Dec(dkiag.f,c). Without loss of generality, the DMCFE
notion in this paper implicitly includes the key combination algorithm in the decryption algorithm
and whenever we refer to other existing DMCFE schemes, they are syntactically understood as such.
The formal definition of DMCFE that is used in this paper is given below.

Let {Tagy}aen, {Da}ren, {Rataen and {Paramy}icn be sequences of tag, domain, range and
parameter spaces, respectively. We consider a function class F = {F;, y}n ren, where each F,, =
{fan@iyn) Hyi,oyn) cONtains functions fy, 3 (1.0 Py — R described by their parameters

(Y1s--.,Yyn) € Param}.”

Definition 7 (Decentralized Multi-Client Functional Encryption). A DMCFE scheme &
for F between n senders (S;)icn) and a functional decrypter FD consists of the four algorithms

defined below:

Setup(1*,1™): This is a protocol between the senders that eventually generate their own secret keys sk;
and encryption keys ek;, as well as the public parameter pp. We will assume that all the secret
and encryption keys implicitly contain pp.

5 Implicitly, we use a deterministic encoding py : Fx — Paramy X --- x Paramy in order to associate each function to
its parameters.
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DKeyGen(sk;, tag-f,y;): On input a secret key sk;, a tag tag-f € Tag, and parameter y; € Paramy,
this algorithm outputs a partial decryption key dkeagf ;-

Enc(ek;, tag, z;): On input an encryption key ek;, a tag tag and a message x; € Dy, this algorithm
outputs a ciphertext Ctiag,;-

Dec(d, c): On input a list of functional decryption keys d := (dkiag-£,i)i—; and a list of ciphertexts
¢ := (Ctrag,i)i—y, this algorithm runs a key combination if necessary, then outputs an element d €
Ry or a symbol L.

The definitions of correctness and security (including all weaker notions) can be derived from that of
DDFE (Definition 4). For completeness, we recall the explicit definitions for DMCFE in Appendix A.3.
The function family F,f of bounded-norm inner-product functionalities with n inputs is defined as
follows.

Definition 8 (Inner Product Functionality). For A € N, let Dy = Param) = [-B; B]" and
R\ =Z, where B = B(\) and N = N(\): N = N are polynomials. We define the inner-product
functionality F'P = {‘7:,?7,\}71,)\61\1 for .7-"7';),)\ ={fo yry,): DX — RA}(yl,...,yn)eParam’; as the family
of functions fy \ v,y ) (X155 Xn) = D00 (X, ¥5) -

3 Technical Overview

In this section, we give an overview about our generic conversion from DMCFE to DDFE as well as
our FH-DMCFE scheme for inner products. The concrete construction of our FH-DMCFE heavily
relies on the DPVS framework. We therefore divide this section in two parts. First, we discuss the
main ideas behind our constructions on a high-level and compare them to existing schemes in the
literature. Subsequently, we give a more technical overview about our FH-DMCFE scheme and its
security proof in Section 3.1.

As a starting point, we attempt to follow the blueprint of Agrawal et al. [8]. They provide a
construction of a FH-IP-DDFE scheme proven secure under selective key-generation and encryption
queries as well as static corruption. Furthermore, their proof uses an additional constraint on
the adversary termed one key-label restriction. Our goal is to have a conversion that can be
used independently of the function-hiding requirement, while achieving adaptive security for both
encryption and key-generation queries under static corruption without relying on the one key-label
restriction. The construction of [8] proceeds in two steps: Firstly, the authors build an FH-MCFE
scheme, followed by a non-black-box transformation to DDFE. We recall their construction and
explain our modifications that allow us to prove security in a stronger model. Furthermore, we
identify specific structural properties that allow us to perform the second step in a black-box manner.
By applying this generic conversion to our scheme built in step 1 as well as to other existing DMCFE
schemes in the literature, we obtain several new DDFE constructions with previously unattained
security guarantees.

Step 1: Function-Hiding (D)MCFE. We start by recalling that MCFE is a special case of
DMCFE where a trusted authority is responsible for the generation of the functional decryption keys
as well as the encryption keys (ek;);c[n) for the n clients. The key held by the authority is called the
master secret key msk.

% The one key-label restriction is an additional constraint on the adversary in the security game of FH-DDFE for the
inner-product functionality f&™". Specifically, an adversary satisfies the one key-label restriction if their queries
satisfy the following additional condition: The query OKeyGen(i, (Ko, kpub), (Kpeis kpub)) for kpun = (*, tag-f) is
made only once for each pair (i, tag-f).
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From Previous Works - The Function-Hiding MCFE of [8]. In their scheme, the encryption key ek;
of a client 7 € [n] consists of a master secret key msk; of a (single-input) FH-IPFE scheme. The
key-generating authority holds msk = (msk;);c[,- Given a tuple (i, tag,x;), the encryption algorithm
defines an extended vector of the form x; = (x;,w,---), where w = H(tag) is a hash of the
tag, and returns an encryption ct; of X; under msk;. The dots --- in the extended vector X;
represent additional coordinates that are only used in the security proof and are 0 in the real
scheme. Similarly, a functional decryption key dky for a vector y = (y;)c[y is created by choosing
a random secret sharing (s;);c|, of 0, defining y; = (y;,si,--+) and returning dky = (dk;)ic[n]
where dk; is a key for y; that is generated using msk;. Intuitively, decrypting ct; with dk; gives
(xi,¥;) + ws;. Since the value s; is secret, the term ws; serves as a mask that hides the partial
inner product (x;,y;). On the other hand, if one has a ciphertext ct; for each client i € [n] and
all ciphertexts are encrypted w.r.t the same tag, then the sum of the partial decryptions gives
D iem) ((Xiy ¥a) +wsi) = D e (Xis ¥a) + @ Diepn) 8i = Dien)(Xir Yi)s a8 (8i)ig[n] Is a secret sharing
of 0. The scheme is proven to be secure against selective adversaries that submit all oracle queries
up front.

Achieving Adaptive Security. Before describing our changes from their scheme, it is instructive to
analyze the difficulties that arise when attempting to build a simulator that is able to respond
to encryption and key-generation queries adaptively. The admissibility for adversaries in the
function-hiding security game for MCFE specifies global conditions. In the case of the inner-product
functionality, they are of the form Y7  (x{”,y'”) = 3" (x{V, y{!). However, it is not excluded
that locally at client i we have (x{”,y'") # (x{", y‘"). Therefore, during the security proof, switching
from (x\”); to (x{"); will introduce a non-zero difference if the adversary tries to distinguish using
the fact (x\”,y{”) — (x{",y") # 0. This non-zero difference caused by (x\”,y{”) — (x{",y{")

(2 (2

must be compensated for the sake of indistinguishability between subsequent games in the security
proof. For this reason, it happens that some queries (X;O),Xgl)) or (yﬁo),ygl)) to the encryption or
key-generation oracle must be “mixed” and embedded in the responses to prior or subsequent
queries. In the adaptive setting, this can lead to the situation that the simulator needs to embed
values into keys or ciphertexts before they were even input to an oracle query.

In the MCFE of [8], this problem is solved by resorting to selective security. In this case, the simulator
knows all inputs from the beginning and can use them whenever necessary. In contrast, we provide a
concrete instantiation of the underlying single-input FE scheme for each msk; based on DPVSes. If
the simulator gets into a situation where it would have to use inputs (Xgo),Xgl), ygo), yi”) that have
not yet been queried by the adversary, we make it guess them. Even though this guess degrades the
probability of a successful efficient simulation by an exponential factor, it does not help the adversary
because we design the games to have perfectly identical views, thanks to information-theoretic
properties of the DPVS setting. In fact, this is the only point in our security proof where we crucially
rely on DPVSes. Everywhere else, we could also employ a (black-box) single-input FH-IPFE scheme,
as done in [8]. The technical details of our DPVS-based construction are quite involved and as
mentioned above, we therefore describe them separately in Section 3.1.

Security against Repeated Key Queries. Even if the one key-label restriction (see footnote 6) is
a constraint on the security model of the final DDFE scheme, the key for us to remove it is a
modification in the underlying MCFE scheme. Therefore, we discuss this aspect at this point rather
than below in Step 2 of the construction. Firstly, observe that both the syntax and the security
definition of a function-hiding DDFE scheme (Definitions 1 and 4) are completely symmetric with
respect to encryption and key generation. In particular, both ciphertexts and decryption keys are
generated independently by each client, and an adversary is allowed to submit repeated queries
(under the same tag) for both of them. On the other hand, there is an inherent asymmetry in the
MCFE model. This consists in the fact that decryption keys are generated by a central authority
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rather than by the clients themselves, as is the case for ciphertexts. Moreover, the adversary can
submit only global key queries on (y,); containing for each sender i a sub-vector y,. Intuitively, when
viewing MCFE as a restricted particular case of DDFE (centralized setup and key generation with a
fixed number of clients), these global queries (y;); w.r.t the security model of MCFE correspond
to a set of key queries w.r.t the security model of DDFE, namely exactly one query for each y;,
under the same tag. Looking at the one key-label restriction, it can be noticed that this is exactly
what is required therein. Phrased differently, the one key-label restriction imposed on the security
model of DDFE by [8] seems to be exactly related to the structure of the MCFE model and the fact
that [8] built their DDFE from MCFE. In order to lift this restriction, our approach to obtain a
DDFE scheme whose security does not rely on this assumption is to directly build a scheme that is
able to deal with repeated key queries. Then, using this newly built scheme, the DDFE scheme that
is constructed below in Step 2 inherits the stronger security notion.

The natural generalization of MCFE that implements the concept of a local key query (i.e. a partial
query y, for only one sender i at a time) is the DMCFE model. Therefore, our first part of the
construction is not an MCFE but a DMCFE scheme which is secure against repeated key queries. As
mentioned above, the desired security model is completely symmetric with respect to encryption and
key generation. Therefore, it seems natural to aim for a symmetric construction, too. Inspecting the
MCFE scheme of [8], it turns out that the asymmetry lies in the second component of the extended
vectors X; and ¥, i.e. the pair (w, s;) where w is a hash of the ciphertext tag tag and (s;);c[,) is a
secret sharing of 0. Intuitively, the randomness of s; hides the partial inner product (x;,y;) even if
the adversary submits encryption queries for several x;. By adding a flipped pair of tag and secret
share to x; and y;, we can obtain the same properties for repeated key-generation queries. More
precisely, if u = H(tag-f) denotes the hash of the function tag tag-f and (%;);|,) is another random
secret sharing of 0, we set X; = (X;,w,t;,---) and y; = (¥;, Si, i, - - ). The resulting scheme can
be proven to be a FH-DMCFE whose security proof does not rely on the one key-label restriction
anymore.

Security against Incomplete Queries and Multiple Challenges.

We recall from the above paragraph that our first step is constructing an FH-DMCFE scheme that is
secure against repeated key queries. However, the security model of our initial construction suffers
from two other restrictions that we call one-challenge security and the complete-queries constraint.
(See conditions 3 and 4 in Definition 21 in the appendix for DMCFE, or conditions 3 and 4 in
Definition 4 for the more general DDFE case). The complete-queries constraint is not particular to
our construction and appears in many schemes in the literature, e.g. [8, 27, 1, 45]. On the other
hand, the reason for the restriction to one-challenge security is due to technical subtleties in our
security proof and does not occur in [8]. Intuitively, the above-mentioned information-theoretic
arguments in the DPVS framework force us to consider queries one by one, whereas [8] can deal
with all challenge queries at the same time in a uniform way. Fortunately, there exist conversions
that remove both restrictions in a generic manner. For the sake of a more general result, we discuss
them below in the DDFE setting (see paragraphs Adaptive Security against Incomplete Queries. and
Security against Multiple Challenge Queries). Nevertheless, we emphasize that exactly the same
transformations also work for (D)MCFE schemes and in the end our FH-DMCFE is secure against
multiple adaptive challenge encryption queries and multiple adaptive challenge key-generation queries,
where all queries are allowed to be incomplete and repetitive, under static corruption.

Step 2: Transformation from (D)MCFE to DDFE. The main difference between a DMCFE
and a DDFE scheme for the inner product functionality is how the setup algorithm is executed. In the
case of DMCFE, this is an interactive procedure with no easy way of adding new participants, while
DDFE allows users to join the system at any time without interaction with the other users. Note
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that the dynamic set of users is also reflected in the DDFE version of the inner-product functionality
which allows arbitrary support sets (Definition 2). This case is not considered in the DMCFE setting,
as the set of clients is fixed up front (Definition 8). For the transformation from DMCFE to DDFE,
it is therefore not enough to set up only one instance of the underlying DMCFE, but one needs
to emulate an independent instance for each support, without interaction and for an exponential
number of possible supports.

From Previous Works - The Transformation of [8]. Let ID be some set of identities. The transfor-
mation of [8] uses two key ideas.

Firstly, recall that the encryption keys in their MCFE are independent master secret keys of a
single-input function-hiding IPFE scheme. To generate them on demand and without interaction,
each user i in the DDFE is equipped with a key K; for a family of pseudorandom functions { Fx } k.
To obtain the encryption key w.r.t some support & C ID, user i € U evaluates Fi,(U)— r; and
runs the setup algorithm of the single-input FE scheme with fixed random coins 7;. In this way it
is guaranteed that user i encrypts messages for the same support under the same key, but uses
independent keys for different supports.

Secondly, the key-generation algorithm of the MCFE makes use of a random secret sharing (Si)ie[n]
of 0, i.e. Zle[n s; = 0. For the transformation to DDFE, it arises the question of how such sharings
can be generated in a decentralized and non-interactive manner. As a solution, the authors use
a technique introduced in [29] under the name decentralized sum (DSum). This technique uses a
clever interleaving of a non-interactive key exchange (NIKE) scheme and a PRF to generate a fresh
sharing for each function.

A Generic Conversion from DMCFE to DDFE. We observe that both techniques mentioned in the
previous paragraph can be applied in a much broader setting. Intuitively, we show that a DMCFE
scheme can be lifted to DDFE whenever secret and encryption keys are of the form sk; = (si, sk; i)
and ek; = (sl,ek ), where (s;); is a random secret sharing of 0 and sk; and ek; are generated
independently of other users. As in [8], we use a DSum instance to compute a secret sharing (s;);
and a PRF to generate the independent key components sk; and ek;. In [29], it was shown that the
DSum technique extends to any finite Abelian group A. This allows us to apply the conversion to
our FH-DMCFE scheme where the shares s; are vectors in Zg. (Recall that we use two scalar secret
sharings, one in the keys and one in the ciphertexts). This gives us the first function-hiding IP-DDFE
construction with adaptive security in the literature. Similarly, our conversion can be applied to
the DMCFE scheme in [27] where shares s; are matrices in Z2*?. Furthermore, we observe that if
the sum s := ) . s; is only needed at decryption time, then we are not limited to secret sharings
of s = 04, but s can be chosen from a large variety of distributions. For instance, our technique
extends to the case where s is a sum of independent discrete Gaussian random variables. In this way,
we are able to apply our conversion to the lattice-based DMCFE scheme of Libert et al. [45] which
yields a IP-DDFE whose security is based solely on LWE in the standard model. Both properties were
previously unattained. The details of our conversion are presented in Section 4, the instantiations
are discussed in Sections B.3, B.4 and B.5.

Security against Incomplete Queries. To remove the complete-queries constraint (constraint 4 in
Definition 4), previous works [29, 8] make use of a technique called all-or-nothing encapsulation
(AoNE). Roughly, AoNE allows all parties of a group to encapsulate individual messages, that can
all be extracted by everyone if and only if all parties of the group have sent their contribution.
Otherwise, no message is revealed. In the DDFE constructions of [29, 8], such an AoNE layer is
added on top of both ciphertexts and keys. Intuitively, this approach allows the following reasoning:
if an adversary makes encryption queries for all (honest) clients under some tag tag (i.e. the global
query is “complete”), then the AoNE scheme allows to obtain all ciphertexts, and we can rely on the
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security of the DDFE scheme that is secure against complete challenges. On the other hand, if the
adversary queries only some but not all honest clients (i.e. the global query is “incomplete”), then
the security of the AoNE scheme guarantees that the adversary does not learn anything about the
encapsulated messages. While this construction is well known, previous DDFE constructions prove
only selective security, even if the employed AoNE scheme is adaptively secure. Therefore, we think
it is important to show that this AoNE layer indeed preserves adaptive security if the underlying
scheme, which is only secure against complete queries, has this property. To our knowledge, the
only known conversion that preserves adaptive security has been presented by Abdalla et al. [1].
The drawback of their construction is that global ciphertexts (i.e. one ciphertext for each client)
grow quadratically in the number of clients. So, in conclusion, we show that the AoNE technique of
[29] achieves the same security level as [1], while having global ciphertexts of only linear size if an
appropriate instantiation for the AoNE scheme is used.

We present our result in form of a generic conversion that turns any one-challenge DDFE scheme
secure against complete queries into one that is also secure against incomplete queries. The formal
description of the conversion is provided in Appendix B.2. Security is stated in Lemma 14. On an
intuitive level, our simulator initially guesses whether or not the encryption queries for the challenge
public input kgub (or m;ub) will be complete. If the guess was “complete” and this guess turns
out to be correct at the end of the game, then the simulator attacks the underlying DDFE scheme
that is assumed to be secure against complete queries. If the guess was “incomplete” and the guess
is correct, then the simulator attacks the security of the AoNE scheme. If the guess was incorrect
(which happens with probability 1/2), then the simulator aborts with a random bit. In this way, we
can upper bound the advantage of a distinguisher between two successive hybrids in terms of the
advantages that efficient adversaries can achieve against the underlying AoNE and DDFE schemes.
We point out that this argument crucially relies on the one-challenge setting. Due to the guess
on the (in)completeness of the query, we lose a factor 1/2 in the security proof. Thus, a hybrid
argument over a polynomial number of incomplete queries would incur an exponential security loss.
Therefore, it is important to add security against incomplete queries in the one-challenge model.
Afterwards, one can obtain security against multiple challenges by using the conversion described in
the next paragraph.

We mention that a concurrent work by Shi and Vanjani [57] presents a similar conversion in the
MCFE setting.

Security against Multiple Challenge Quertes. It remains to discuss how a one-challenge DDFE scheme
can be made resistant against multiple challenge queries. Firstly, observe that the equivalence of
one-challenge and multi-challenge security in the standard setting (without function-hiding) is trivial.
Indeed, the proof can be done by a sequence of hybrids over the different public inputs queried to the
encryption oracle. This approach, however, does not directly generalize to the function-hiding setting.
The problem is that now both encryption and key-generation queries depend on the challenge bit
b € {0, 1}. Since ciphertexts and keys can be arbitrarily combined in general, such a sequence of
hybrids leads to a situation where an adversary is able to mix ciphertexts that encrypt the left
message with keys generated for the right function or vice versa. However, the function-hiding
admissibility does not provide any security guarantees in the case of such a mixed decryption.
Therefore, we cannot change ciphertexts and keys one by one anymore. We solve this problem by
first proving security in the weakly function-hiding setting (see Lemma 5). This model provides us
exactly with the necessary guarantee for mixed decryptions, which allows a hybrid argument over
public inputs to subsequently swap keys and ciphertexts. Afterwards, we apply another standard
transformation that turns weakly function-hiding DDFE schemes for inner products into full-fledged
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function-hiding DDFE (see Lemma 6). Previous works [47, 4] presented that transformation for
single-input and multi-input FE schemes.

3.1 Our Function-Hiding DMCFE for Inner Products

We give a simplified overview of our FH-DMCFE scheme in Section C.1 for the function class Fp
defined in Definition 8. Specifically, we show weakly function-hiding, one-challenge security against
complete queries under static corruption. As discussed earlier, the first three restrictions can be
removed by applying several generic conversions. In this way, we obtain a FH-DMCFE for inner
products whose only constraint on the security model is static corruption.

Construction. We work in the bilinear group setting (G1, G2, Gy, 91, 92, 1, €, ¢) assuming SXDH.
Our construction relies on the notion of Dual Pairing Vector Spaces (DPVS). See Section 2.1 for basic
definitions and Appendix A.2 for further details. During the setup, we sample two random secret
sharings (5;);e[n]; (fi)icy) of 0 and an independent pair of dual bases (B; = (b;;);, B} = (b7 ;);) for
each i € [n]. Then we set sk; = (5;, B}) and ek; = (#;, B;). Each sender can use their secret key sk;
to independently generate a partial functional decryption key d; for y,; € Zflv , and each client can

use their encryption key ek; to independently compute a ciphertext c; of their data x; € Z(]]V . We
use two full-domain hash functions H; : Tag — G1 and Hso : Tag — G2 to process the encryption
and key-generation tags, where Tag denotes some set of tags. Given tag for encryption and tag-f
for key generation, we denote w ~ Hi(tag) and p ~ Hy(tag-f) to indicate that [w], = Hi(tag) and
[1], = H(tag-f). Recall from paragraph Security against Repeated Key Queries that we encrypt and

generate keys for extended vectors of the form x; = (x;,w,t;,--+) and y, = (y;, Si, i, - - - ) where
(si); and (t;); are two secret sharings of 0. To generate (s;); in a decentralized manner, we use
the secret sharing (§;); fixed during the (interactive) setup procedure and randomize it by setting
(si)i = (u8;);. Under the DDH assumption in Gg, such a multiple of (§;); cannot be distinguished
from an independently randomly chosen secret sharing of 0. The same technique is applied for the
decentralized generation of (t;);, i.e. (t;); == (ut;); for the secret sharing (¢;); fixed during the setup.
More specifically, the ciphertexts c¢; and keys d; in our FH-DMCFE have the following form:

ci=( xi | w~ Hi(tag) ti = tiw 0 | pi )B;
d; = ( Yy S; = §Z,LL o~ Hg(tag—f) T 0 )BT*
where m;, p; <+ Z4 are random scalars, and the dots - - - represent additional coordinates that are

only used in the security proof and are 0 in the real scheme.”

Security. We recall that the one-challenge restriction (constraint 3 in Definition 21) allows only one

tag tag* to the encryption oracle OEnc(i, tag*, x(? xil)) having xgo) =+ xgl). Other tags tag, # tag*

7 0
and their corresponding inputs (xéog,xﬁ ) to OEnc are indexed by ¢ and it holds that xzog = xéli), SO

we can omit the superscript in this case. In the formal proof of Theorem 32, we add indices j to
denote repeated queries to the same client-tag pair. That is, the j-th query to OEnc for client ¢ and
tag tag” (respectively tag,) is denoted by (x{"”, x{**") (respectively x{)). In the same manner, there
exists only one tag-f* queried to the key-generation oracle ODKeyGen(i,tag-f*, y @, y*) having
y© #£ y® while for other tag-f;, # tag-f* it holds that y© = y®. We denote the j-th query to
: - : (0,3) ,(1,5) : (4
ODKeyGen for client i and tag tag-f* (respectively tag-f;,) by (yi ", y;”) (respectively Yii)- In
this overview, for the ease of reading we omit the index j when we do not differentiate the way

7 Careful readers may have noticed that the encryption algorithm cannot compute w € Zg, but only H; (tag) — [w], €
G1. Hence, to enable an efficient computation of c;, we actually include the scalar vectors B; n+y1, Bi,n42 € Zév
into ek;, as opposed to b;ni1,bini2 € GIY. Similarly, to enable an efficient computation of d;, we include
Bl ni1,Binye € Zflv instead of b} yy1,b; nyy2 € GY into sk;.
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we handle repetitions for a specific . To summarize, in the security game with the challenge bit
< {0, 1}, the adversary obtains the following ciphertexts and keys:

X | we ~ Hi(tag,) te; = Liwe 0 Pe,i

Cei = ( )Bi
Cc;, = ( (.b) w ~ H1(tag*) t; = Ezw 0 Pi )Bi (1)
d; = ( y;b) Si = Silt o~ Hz(tag—f*) T 0 )BT
dei=( Y | ki =S8k | pr~Ho(tag-fy) | ms | O )B:
where m;, i, pi, pei <= Zg are random scalars. Our goal is to switch ( ,y(b))i in (¢;,d;); to

(x ;D, y“)) so that the game does not depend on b anymore, and the adversary s advantage becomes

0. We recall that variables with letters ¢, d, x, y, @ and p implicitly carry an additional index j for
repetitions. On the other hand, the secret sharings (s;, t;, Sk.i, tri)i ke depend only on the tags and
a fixed secret sharing generated at setup time, hence they are the same across repetitions under the
same tag. We denote 1 = [n] \ C the set of honest clients. Note that the secret shares s;,t;, sk, te,;
itself are hidden to the adversary for i € ‘H. However, their sums

Si= D ien i Sk = D ien ki Ti=3 ey ti To=ien te (2)
can be computed (e.g. via S = =3 ;i3 Si)-

Concrete Interpretation of the Admissibility. The general conditions for an adversary A to be
admissible (i.e. adm(A) = 1) are given in Definition 21. A step of vital importance in our proof is
an interpretation of the admissibility for the concrete case of F,} which gives us:

o Weakly Function-Hiding Security (Condition 2’ in Definition 21). In general, weakly function-
hiding security requires that for all functions (f, f®) and messages (z\”, xf))ze[n] queried to
OKeyGen and OEnc under the same tag, it holds that f©(z{",... %)) = fO(2”,... 2y =
f (”(;1:(11) .,z4). Translating this equation into our setting Wlth one- challenge security and
inner- product functionality, we obtain for all messages (x<0> x<-1>)i€[n] and function parameters

(0)

AR ey
(v; ,yZ Nie c[n) queried w.r.t the challenge tags tag* and tag-f* that

Zié[n]< EO)’YE,O)> Zze[n]< 50),}’2 > Zze[n]< §1>7y§1)> . (3)

Note that for non-challenge tags, this equation holds trivially since left and right messages and
function parameters must be the same.

* Restricted Queries for Corrupted Clients (Condition 1 in Definition 21). If a client ¢ € [n] is
corrupted by the adversary, then the challenge queries at ¢ must be on equal messages x ; ) = x(1>
and function parameters yi = yil)

Thus, the honest clients H C [n] satisfy
8.9 (4)
Yien(x”y") = ien®”.y1") = Tientx”v) - (4)

The Swapping Lemma. The swapping lemma will be the centerpiece of our security proof. It features
a number of interesting properties, which we believe make it of independent interest. Due to space
limitations, we provide a separate overview of this lemma in Appendix C.4. The formal statement is
presented in Lemma 34 and proven in Appendices C.5 and C.6. Here, we only state a simplified
version.
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Lemma 9 (Swapping —Informal). Let H, K, L,N, R, Ry, ..., Rk be public scalars and (B;, B} )ic(m

be pairs of random dual bases that are kept secret. For each i € [H|, consider public vectors

H H
(uw Uy i, U‘K z?V(O) Vgl)ﬂvkﬁ)ke[K]lG[M € ZQJDV so that Zi:1<ui,vi~0>> = Zz 1<u27v(1>>'

$ H
For secret r,7¢, pi, pe,is Tis T, Oy Okyi <= ZLg such that Y ;" 0; = R and Zi:l oki = Ry, for all

k € [K], the following distributions are computationally indistinguishable under the SXDH assump-
tion:

(s, wf s, 7, 0, Péz»"')Bi)f;[Z]] (Wi, 15, 7e,0, PM"')Bi)f:[[?]
([, 0] 7,0, pis )82 ) e (O i) 7,0, pis )B4 ) s
(i v, 00,m,0, By ) s (v Vi 00 w7, 0, )8t ) s
(( ((

kE[K]
Viyis Viis Ok,is Thyi 0 )BY )

ke[K]
Vik,is Vk,i; Ok,is Tk 1707"')]3,*-‘)- 1€[H]

i /i€[H]

Similar to above, all variables with letters u, v, m and p implicitly carry an additional index j
representing repetitions (e.g. we can have multiple u, u’ for a fixed (¢,4)), but we omit it in this
general overview for the sake of simplicity. We further note that this informal statement only reflects
a “selective” variant of the real lemma. To prove adaptive security for the DMCFE scheme, we will
use a stronger version, where all vectors with letters u and v can be chosen one by one.

We stress that this lemma is strictly more powerful than what can be done with black-box (single-
input) FH-IPFE. If one replaces each pair (B;, B}) with an independent FH-IPFE instance and
encodes all vectors in B; (resp. B}) in ciphertexts (resp. secret keys) of the i-th FH-IPFE instance,
then one cannot conclude the above indistinguishability since the local inner products (at a single
FH-IPFE instance) may be different. Indeed, the lemma does not require that (u;, vi”) = (u;, v{")
so the admissibility is not satisfied and the FH-IPFE does not provide any security guarantees for
this case.

Y

Finishing the Proof. Being armed with Lemma 9, we are ready to tackle the security proof of our

FH-DMCFE from Section C.1. First of all, since we consider only static corruptions, the simulator
knows the corrupted clients from the very beginning and performs all changes only for honest i € ‘H
whose sk; = (§;,B}) and ek; = (¢;, B;) are never revealed to the adversary. We start by modifying
the vectors as shown below (for details, see paragraph Computational Basis Change of Section A.2).

Note that we use some of the auxiliary 0-coordinates represented by --- in (1). For clarity, the
changes are highlighted with .

cei =( Xu we te 0 pei 0 )B,
ci = ( (.” w t; 0 Di 0 )B; 5)
di=( y» Si W s 0 )B:

dii = ( Ve | Ska | Bk | Tk 0 Vi )B:

As a sanity check, observe that all vectors in B; have only zeros in the coordinates corresponding to
the newly introduced [y'"| and [y, ] in B}, so the inner products of vectors in B; and B} do not
change. Now we are ready to use Lemma 9. We start with the challenge ciphertext c¢;. Our goal is

to move the vector , which currently faces yi in d;, to the position that faces y( ) for all i € H.

(0 b)
) u“._x“,u“.—O v, ) —y; ,

(b>)

To this aim, we apply the swapping lemma by setting u; == x;

(1) = yi”, Vii = Y 7= W, T = Wy, 07 = S, and o ; = s ;. The constraints on (u;, v and

R, Rk are verified by equality (*) (4) and by (2), respectively. Similarly, we perform a sequence



21

of hybrids over distinct tags tag, and apply the lemma to each xh, to finally arrive at:

r--n

coi=( [0] we e 0 Pei | Xeyi )B;
ci = ( @ w t; 0 pPi )B; (6)
di=( " | s | w | m | 0 |y | e

di,i = ( Yii | Sk Lk Tk,i 0 Yi,i )Bf

Since the first N coordinates of all vectors in B; are equal to 0 now, we can also replace the
corresponding positions in d; and dj; with 0, relying again on computational basis changes:

(1)

0 Y:

0

di = ( Si 1% T3

dr = (

)B;

9 (M)
@ Sk,i Mk Tk,i Yk,i

)B}

Note that at this point all keys d; and dj,; are independent of the challenge bit b. Next we apply a
sequence of basis changes symmetric to (5), (6) and (7), to achieve the same for the ciphertexts. We

first use computational basis changes to introduce and in ¢; and ¢y, using the fact that
the first N coordinates of all d-vectors are 0. Then we apply Lemma 9 to swap yi” in the challenge

key relying on the equalities (2) and (A) in (4). In the same vein, we go over all tag-f;, to swap all
y,“ Eventually, we clean || and [x\”|. At this point the game is independent of the challenge bit

7

b, so the adversary’s advantage is 0.

cei = ( i )B;
e W | w | 6] 0| n .
d; = ( [}}9} si u T 0 0 )B:

dii=( Yea | Ski | B& | Thi 0 0 )B>

Remark 10. (Usage of the ROM in FH-DMCFE/FH-DDFE) In a concurrent work, Shi and
Vanjani [57] propose the first FH-MCFE for inner products using pairings that is provably secure in
the standard model. An important building-block in their FH-MCFE is the primitive of correlated
pseudorandom functions (Cor-PRFs) from [20, 1, 58]. Using such a Cor-PRF, it is possible to generate
a secret sharing of 0 in a decentralized way without interaction. In their scheme, each client embeds
one share of such a secret sharing in their ciphertexts, similarly to our (¢;);. To tie the ciphertexts
of the different clients together, their key components use common randomness in the coordinates
facing (¢;);, similarly to our . In this way, the ¢;’s cancel out during decryption so as to enable
correct decryption. In MCFE, the use of such common randomness in the keys does not pose a
problem, as the functional key generation is centralized. Moving to the decentralized key generation
of DMCFE, however, we do not know how to make key components agree on such a randomness
without relying on ROs.

4 From DMCFE to DDFE

In this section, we generically build DDFE schemes from DMCFE, PRF and NIKE schemes. If
the underlying DMCFE scheme satisfies the strong function-hiding security, so does the obtained
DDFE. Furthermore, we present a black-box conversion that allows us to remove the incomplete-
queries constraint in certain cases. The underlying DMCFE schemes are required to satisfy simple
structural properties that are satisfied by our function-hiding IP-DMCFE in Section C.1 and various
constructions in the literature [27, 45]. Even though all our instantiations are DMCFE schemes
for the inner-product functionality, we believe it is interesting to note that our conversion does
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not require this. For instance, some works in the literature [5, 49] build functional encryption
schemes for the inner-product functionality combined with fine-grained access control. Thanks to its
general description, our conversion could also be applied to DMCFE schemes for this more complex
functionality.

We start by formally defining the structural properties that a DMCFE scheme must meet to be
compatible with our conversion to DDFE. For a positive integer n and a finite Abelian group A, we
define the set of sharings of 0 as S(n,A) = {(Si)icpy) € A : X1 Si = 04} Overloading notation,
we also denote by S(n, A;r) a ppt algorithm that outputs a uniformly random element of S(n, A)
using random coins r.

Definition 11 (Dynamizability). Let A be a finite Abelian group. A DMCFE scheme & =
(Setup, DKeyGen, Enc, Dec) is called A-dynamizable if there exist ppt algorithms SetupPP, SetupUser
and functions Py, Pac: {0, 11198181 — {0, 13108181 50 that for (pp, (ski, eki)icin]) < Setup(1*,1™;7),
(8i)icpn) < S(n, A;7rs), pp SetupPP(1%;7¢) and {(eAkZ,sAkZ) < SetupUser(pp; 7i) }ic[n), the following
distributions are equal:

{pp, (ski, eki)icpn } = {55, (Psk(siaS/I\(i)7Pek(5iae/I<i))ie[n]} ,

where the probability is taken over the random coinsr < {0, 1}P°Y XN and rs, o, ... 1, < {0,1}PO¥ON)

Next, we define the DDFE functionality f¥" that we will obtain when plugging a DMCFE scheme
for a function class F into our conversion.

Definition 12 (Corresponding DDFE Functionality). Let {Dy}x, {Ra}a, {Paramy}, be
families of domain, output range and parameter spaces, respectively. Consider a DMCFE function
classe F = {Fnr}naen, where each Fpx = {fax (y1,un) ) (wi,n) CONLains functions of the form
T @ryn): DN = Ra. Furthermore, let {Tagy faen, {IDa}aen, {Kataen and {M}iren be families
of tag, identity, key and message spaces, respectively, where Tagy = IDy = {0,1}*, IC\ = K pri X
K pubs M = M pri X My pubs K pri = Paramy, M pri = Dy and Ky pub = M pub = 2'P* x Tag,,.
The DDFE functionality f&" = {ff\iy": Unen(IDx x K2)™ X Upen(IDx X MA)" — Ra}ren corre-
sponding to F is defined via

noo , i i Zi)ieu if (%) holds
f,c\jy ((Z) ki)iEU}(a (/Lvmi)iEUM) = |Z/{k|,)\7(y ) EMK(( ) © M) ( ) .

1L otherwise
for every A\ € N, where condition (%) holds if Ux = Ups (in which case we define U == Ug ) and there
exist tag, tag-f € Tagy such that for each i € U, k; is of the form (k;pri = i, ki pup = (U, tag-f)),
and m; is of the form (m; pri = T4, M; pub = (U, tag)).

As an example, we observe that the DDFE inner-product functionality f&™P (Definition 2) corre-
sponds to the DMCFE inner-product function class P (Definition 8). Our conversion employs an
A-dynamizable DMCFE scheme &' = (£'.Setup, £/ .DKeyGen, £’ .Enc, £’.Dec), a NIKE N = (N .Setup,
N .SharedKey) and two families of pseudorandom functions {Fx}xex and {F }keks, where the
range of {Fj }kexs is a subset of A. The details of our DDFE scheme £ = (GSetup, LSetup,
KeyGen, Enc, Dec) are given in Fig. 2. Decryption correctness is verified in Appendix B.1. Security
is stated in the following theorem and also proven in Appendix B.1.

Theorem 13. If N is an IND-secure NIKE scheme, {Fg}kecx and {Fj.}kexr are families of
pseudorandom functions and £ is a dynamizable (function-hiding) DMCFE scheme for a function
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GSetup(1): On input the security parameter 1*, run £.pp < £’.SetupPP(1*) and N .pp + N .Setup(1?) and return pp := (£’.pp, N.pp)

LSetup(pp, i): On input the public parameters pp and a user ¢ € ID, sample K, & K, generate (N .ski, N.pk;) < N .KeyGen(N .pp) and return
the key pair (sk; := (N .sk;, K;), pk; = N .pk;).

KeyGen(sk;, k): On input a secret key sk; = (N.sk;, K;) and k = (y;, (U , tag-f)) such that i € Ug, compute and return dk; as follows:

Vi€ Uk \ {i}: K;J < N .SharedKey (N .sk; , N.pk;)

si= > (-1)I'FL, (Uk)
JeUr\{i} o

(eki, sk;) « &' SetupUser(£.pp; Fic, (Usc))
dk; < &’ .DKeyGen(Py(s;, 517), tag-f,y;)
Enc(sk;, m): On input a secret key sk; and m = (x;, (Ups,tag)) such that ¢ € Up;, compute and return ct; as follows:

Vi€ Up \ {i}: K;j < N .SharedKey (N .sk;, N.pk;)

si= > (=D)IN'Fr, (Uap)

jeup\{i} o
(eki, sk;) < & .SetupUser(£”.pp; Fic, (Unr))

ct; < &' .Enc(Pu (s, eAki), tag, x; )

DeC((Ski)z‘euK s (Cti)iGZ/{M ): On input a list of decryption keys (dki)z‘euK and a list of ciphertexts (cti)ieuM, if Uy # Ups abort with failure,
otherwise compute and return out <— g,<DeC<(dk@)'iEI/{K s (Ctﬂi)ie(/{M ).

Fig.2: DDFE scheme & = (GSetup, LSetup, KeyGen, Enc, Dec) built from an A-dynamizable DMCFE
scheme & = (&'.Setup, £’ .DKeyGen, £".Enc, £’'.Dec), a NIKE scheme N = (N .Setup, N.SharedKey)
and two PRFs {FK}KEIC and {F[/(}KEIC’

class F, then the DDFE scheme & in Fig. 2 for the functionality f&" corresponding to F is also
(function-hiding) secure. More precisely, let q be the mazximum number of queries to the oracle
OHonestGen and let g, be an upper bound on the number of distinct sets U C ID that occur in
an encryption or key-generation query. Then, for any ppt adversary A, there exist ppt algorithms

Bi,...,By such that

AdvPe® (1) < g - AdVPT L o (1) + g} - AdviKg, (17)

S7fdyn7A {FK}aBl
+q- Adv?g;(,},Bs(l/\) + qu - Adv?,ftf_fgi{pa(ﬂ) ,

where xxx C {1chal, pos, sel, wfh, fh}.

Upgrading the Security Model. By adding a layer of AoNE encryption on top of both ciphertexts
and keys, we can make a DDFE scheme £ secure against incomplete queries. While this technique is
well known from [29, 8], we provide a new proof showing that the conversion preserves adaptive
security if both £ and the AoNE scheme are adaptively secure.

Lemma 14. Assume there exist (1) a one-challenge (weakly function-hiding) DDFE scheme EP®®
for a functionality f&" that is secure against complete queries, and (2) an AoNE scheme £2°
whose message space contains the ciphertext space of EP°. Then there exists a one-challenge (weakly
function-hiding) DDFE scheme £ for f&" that is even secure against incomplete queries. More
precisely, for any ppt adversary A, there exist ppt algorithms By and By such that

1chal-xxx-yyy-cpa /4 \ 1chal-pos-xxx-yyy-cpa /4 A lchal-xxx-cpa /1 )\
Adv&fdyn’A (1 ) S 6- Advgpos}fdyn7Bl (1 ) + 6- Advgaone’faone’82(1 ) 5

where xxx C {stat,sel} and yyy C {wfh}.

Details are given in Appendix B.2. Subsequent to the conversion in Lemma 14, an application of
Lemma 5 shows that the obtained construction is also secure against multiple challenges. However,
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we stress that the security proof of Lemma 14 crucially relies on the one-challenge setting. For
instance, if £P% is {pos, fh}-secure, then our proof technique does not allow to remove the pos
restriction directly. Instead, we first observe that {pos, fh}-security implies {1chal, pos, wfh}-security.
Then we can apply Lemma 14 to obtain {1chal, wfh}-security (which requires the 1chal restriction),
followed by an application of Lemma 5 to obtain {wfh}-security (which requires the wfh restriction).
Finally, if £P% is a DDFE scheme for the inner-product functionality f4™P_ then we can even
upgrade wfh back to fh by using Lemma 6. We summarize our results in the following corollary.

Corollary 15. Let e denote the empty string. Assume there exist (1) a dynamizable xxx-yyy DMCFE
scheme &' for a function f, where xxx C {1chal, pos, stat,sel} and yyy € {e,wfh,fh}, and (2) an
AoNE scheme E£2°" whose message space contains the ciphertext space of £'. Then there exists
an Xxx-yyy DDFE scheme £ for the same functionality f, where Xxx = (xxx N {sel}) U {stat}, and
YWy = € if yyy = €, yyy = wfh if yyy € {wfh,fh} and f # &P and yyy = th if yyy € {wfh,fh} and
f = pomie,

Concrete Instantiations. We can apply Corollary 15 to our FH-DMCFE presented below in

Section C.1 as well as existing schemes in the literature [27, 45]. In this way, we obtain several
IP-DDFE schemes for the functionality f%¥™P with previously unattained properties, which we

highlight by a [ frame].

Corollary 16. « Conversion of the FH-DMCFE of this work (Fig. 7). There exists an FH-IP-DDFE
scheme that is ‘ adaptively secure‘ while allowing | repetitions for key-generation queries|, against
static corruption, under the SXDH assumption in the ROM. For details, see Section B.3.

« Conversion of the DMCFE of [27]. There exists a IP-DDFE scheme that is ‘ adaptively secure‘
against static corruption under the SXDH assumption in the ROM. For details, see Section B.J.
« Conversion of the DMCFE of [45]. There exists a IP-DDFE scheme that is ‘ adaptively secure‘

against static corruption under the ‘ LWE assumption‘ in the ‘ standard model ‘ For details, see
Section B.5.
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A Supporting Materials — Section 2

A.1 Hardness Assumptions

We state the assumptions needed for our constructions.

Definition 17 (Decisional Diffie-Hellman). In a cyclic group G of prime order q, the Decisional
Diffie-Hellman (DDH) problem is to distinguish the distributions

Do = {([1], [al , [o] , [ab])} Dy ={([1], [l [61, [<D)}-

for a,b,c & Z,. The DDH assumption in G assumes that no ppt adversary can solve the DDH
problem with non-negligible probability.

Definition 18 (Decisional Separation Diffie-Hellman). In a cyclic group G of prime order g,
the Decisional Separation Diffie-Hellman (DSDH) problem is to distinguish the distributions

Do = {(z,y,[1], [a] , [] , [ab + «])} Dy = {(z,y,[1], [a] , [0] , [ab + y])}

for any x,y € Zq, and a,b <* Zy. The DSDH assumption in G assumes that no ppt adversary can
solve the DSDH problem with non-negligible probability.

It can be shown straightforwardly that given a cyclic group G and ¢, we have AdeSDH(lA) <
2- AdvRPH(1%).

Definition 19 (Symmetric External Diffie-Hellman). In the bilinear setting G = (G1, G2, Gy, 91, 92, 9+, €, q),
the Symmetric eXternal Diffie-Hellman (SXDH) assumption makes the DDH assumption in both Gy
and Go.

We denote by GGen(1*) the algorithm that on input the security parameter outputs a description of
a bilinear group G = (G1, G2, Gy, g1, 92, ¢+, €, q) that satisfies the SXDH assumption.

Definition 20 (Learning with Errors). Let o : N — (0,1) and m >n > 1, ¢ > 2 be functions of
a security parameter A € N. We write vectors as column vectors. The Learning with Errors (LWE)
problem consists in distinguishing between the distributions (A,s' A +e') and U(Zy=™ x Zy),
where A ~ U(Zy*™), s ~ U(Zy) and e ~ Dgm oq. For a ppt algorithm A: Zg*™ x Zj* — {0,1}, we
define

AdviWVE (A) =

q7m7n7a

Pr[A (A,STA + eT> =1]—-Pr[A(A,u) =1],

where the probabilities are over A ~ U(Zy*™), s ~ U(Zy), u ~ U(Zy'), € ~ Dgm oq and the
internal randomness of A. We say that L\WE, ;,, » o s hard if for all ppt algorithm A, the advantage
AdvIWE (A) is negligible in .

q,m,n,o

We require that a > 24/n/q for the reduction from worst-case lattice problems and refer the readers
to, e.g., 23] for more details.

A.2 Dual Pairing Vector Spaces

Basis Changes. In this work, we use extensively basis changes over dual orthogonal bases of
a DPVS. We again use G{' as a running example. Let (A, A*) be the dual canonical bases of
(GY,GY). Let (U = (w;);, U* = (u});) be a pair of dual bases of (G, GY), corresponding to an
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invertible matrix U € Zév XN Given an invertible matrix B € Zév *N the basis change from U w.r.t
B is defined to be B := B - U, which means:

N
(xl,...,xN)B:inbiz(xl,...,:EN)'B:(xl,...,a:N)-B-U
=1

= (y1,...,yn)u where (y1,...,yn) = (z1,...,2N) - B .

Under a basis change B = B - U, we have

(xlv"‘va)B:((:Clv'--)xN)'B)U; (yla”'uyN)U:((yl)"'ayN)'B_1>B . (8)
The computation is extended to the dual basis change B* = B’ - U*, where B’ = (B‘l)T:
(z1,..,zn)B = ((@1,...,2Nn) - B) s (W1, yn)us = ((yla‘--vyN) : BT)B* : 9)

It can be checked that (B, B*) remains a pair of dual orthogonal bases. When we consider a basis
change B = B - U, if B = (b; ;) ; affects only a subset J C [N] of indices in the representation w.r.t
basis U, we will write B as the square block containing (b; ;)i ; for 4, j € J and implicitly the entries
of B outside this block are taken from the identity matrix .

The basis changes are particularly useful in our security proofs. Intuitively these changes constitute
a transition from a hybrid G having vectors expressed in (U, U*) to the next hybrid Gnext having
vectors expressed in (B, B*). We focus on two types of basis changes, which are elaborated below.
For simplicity, we consider dimension N = 2:

Formal Basis Change: We change (U, U*) into (B, B*) using

10 1-1
= B/ = (Bil)T:
11 01
1,2 1,2
B=B-U B*=B-U".

We use this type in situations such as: in G we have vectors all of the form (z1,0)y, (y1,0)u=
and we want to go to Gex having all of the form (z1,0)B, (y1,[y1])B+. The simulator writes all
vectors (z1,0)u, (y1,0)u« in (U, U*) and under this basis change they are written into

(z1, )y = (21 =0, 0)B = (21, 0)B; (y1, O)u= = (y1, O+ y1)B* = (Y1, Y1)B*

following the calculations in (8) and (9). The products between two dual vectors are invariant,
all vectors are formally written from (U, U*) (corresponding to G) to (B, B*) (corresponding to
Grext ), the adversary’s view over the vectors is thus identical from G to Gpext. In particular, this
is a kind of information-theoretic property of DPVS by basis changing that we exploit to have
identical hybrids’ hop in the security proof.

Computational Basis Change: Given an instance of a computational problem, e.g. [(a,b,c)], of
DDH in Gy where ¢ — ab = 0 or § < Z,, we change (U, U*) into (B, B*) using

10 T 1—a
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One situation where this type of basis change can be useful is: in G we have some target vectors
of the form (0, rnd)y, where rnd <* Z, is a random scalar, together with other (z1, 22)yu, and
all the dual is of the form (0, y2)u+. We want to go to Gpext having (, rnd)g masked by
some randomness rnd <> Zq, while keeping (0, y2)B+. Because [a], is given, the simulator can
simulate vectors (z1, 22)u directly in B using [a]; as well as the known coordinates z1, 2. The
basis change will be employed for the simulation of target vectors:

(¢, by + (0,rmd)g = (¢c—a-b, rd + b)B;
(07 yQ)U* = (07 Y2 +a- O)B* = (07 yQ)B*

where all vectors in B* must be written first in U*, since we do not have [a],, to see how
the basis change affects them. Using the basis change we simulate those target vectors by
(c—a-b, rnd + b)g with rnd implicitly being updated to rnd 4 b, the uninterested (21, z9)p are
simulated correctly in B, meanwhile the dual vectors (0, y2)p+ stays the same. Depending on
the DDH instance, if ¢ — ab = 0 the target vectors are in fact (0, rnd)g and we are simulating G,
else ¢ — ab = 0 < Z4 the target vectors are simulated for Gpex and rnd == 6. Hence, under the
hardness of DDH in G, a computationally bounded adversary cannot distinguish its views in
the hybrids’ hop from G to Gpext.

We remark that the basis changes will modify basis vectors and for the indistinguishability to hold,
perfectly in formal change and computationally in computational changes, all impacted basis vectors
must not be revealed to the adversary.

Additional Notations. Anyx = [(m1,...,my)]; € GY is identified as the vector (my,...,my) €
Zflv . There is no ambiguity because Gj is a cyclic group of order ¢ prime. The 0-vector is
0 = [(0,...,0)];. The addition of two vectors in GY¥ is defined by coordinate-wise addition.
The scalar multiplication of a vector is defined by ¢ - x := [t- (m1,...,mp)];, where t € Z,; and
x = [(m1,...,my)];- The additive inverse of x € G} is defined to be —x = [(—ma1,...,—mn)];.

The canonical basis A of GI¥ consists of a; :== [(1,0...,0)],,a2 = [(0,1,0...,0)];,...,an =
[(0,...,0,1)];. By convention the writing x = (my,...,my) concerns the canonical basis A.

A.3 Function-Hiding Decentralized Multi-Client FE

This section complements Section 2.3 with additional definitions.
Correctness. ¢ is correct if for all A,;n € N, (z1,...,2,) € DY, fo (y1,..yn) € Fn,x having
parameters (yi,...,Yyn) € Paramy, and for any tag,tag-f € Tag,, we have

(PP, (ski)icrn: (eki)iein)) « Setup(1*,17)
Vi € [n]: dkeag.f i <— DKeyGen(sk;, tag-f, y;)
Vi € [n]: Ctag,i < Enc(ek;, tag, x;)

d := Dec((dktag-,i)ic[n] (Ctrag,i)icin])

Pr|d= fn,)\,(yl,...,yn) (.771, ceey l‘n) =1

where the probability is taken over the random coins of the algorithms.

Security. We define function-hiding and standard security for DMCFE. In the seminal work by
Chotard et al. [27] and its follow-up study [29], the security notion does not cover the function-hiding
requirement for DMCFE or its more general sibling DDFE. Until recently, the work by Agrawal et
al. [8] abstracted out DMCFE into the notion of Multi-Party Functional Encryption (MPFE). The
authors of [8] also used MPFE to spell out the function-hiding security for MCFE as well as for DDFE.
The latter does capture DMCFE as a particular case but for convenience of the reader, we introduce
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the detailed function-hiding security for DMCFE, without going through all the abstraction of MPFE
nor of DDFE.

function class F = {Fpatnr and a ppt adversary .A we define the experiments Expfaf7A(1)‘)

‘Expzp;_-A(l)‘)} as shown in Figure 3 and set H = [n] \ C. The oracles OEnc, ODKeyGen and

(’)Corrupt can be called in any order and any number of times. The adversary A is NOT admissible
with respect to C, Qgnc, QKGen, denoted by adm(A) = 0, if either one of the following holds:

1. There exists a tuple (i,tag, z."” (1)) € QEnc | or (i, tag-f, ylw),yl(l)) € OKGen | sSuch that i € C and

7
x§0> #* xEl)g, or yZ ) £ y(l) .
2. There exist tag,tag-f € Tag, two vectors (x io))ie[n] (z §1))ie[n} € Dy x -+ x Dy and func-

; (0) (1) (0)
tions f A, ) f D) e F fn AL seeesUn 6.7-" having parameters | (y; ,yZ )1€[n]

. (z tag, ZO>, (1)) € Qgnc and (i,tag-f, yl(o),yi1 Ly}]) € QKGen for alli € H,

.z and y(o) = yl(1> for allieC, and
(0) (o) (0) (1) (1)

. f O] (0)( )#f (1) (1)($1 v @n).
TAY TheeYn )yl s Yn

Otherwise, we say that A is admissible w.r.t C, Qgnc and Qgen and write adm(A) = 1. We call €

function-hiding ' 'IND- secure‘ if for all ppt adversaries A,

1s negligible in \.

Weaker Notions. One may define weaker variants of indistinguishability by restricting the access
to the oracles and imposing stronger admissibility conditions.

1. Security against Static Corruption: The experiment Expg3| (1% is the same as Expf" ', A1)

except that all queries to the oracle OCorrupt must be submitted before Initialize is called. In

the same vein, we can define experiment Exp?aft_cja(l’\)

2. Security against Selective Challenges: The experiment Expsel fh ' (1?) is the same as Expg F, A1
except that all queries to the oracles OKeyGen and OEnc must be submitted before Initialize is

called. In the same vein, we can define experiment Expsgel'fc'j(lA)

3. One-time Security: The experiment ExplCha' fh(l)‘) is the same as Expg FA(l)‘) except that the
adversary must declare up front to Initialize two additional * ‘challenge” tags tag*,tag-f* € Tag
such that for all tag7 tag-f € Tag:

. if (i, tag, <0), 1>) € Qenc and tag # tag™, then ;1:(0) = a:m

« if (i, tag-f yio),y;”) € OkgGen and tag-f # tag-f*, then yio) yiY.

8 We refer to Footnote 4 for a discussion on this condition.
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Initialize(1*): OEnc(i, tag, ", z{"):
C QEnm QKGen — 2 b+ {0 1} \ QEnc% QEnc @] {(Z tag,x im,l‘il))}
(PP, (ski)icin), (eki)ic[n)) + Setup(1*,17) Return ct <« Enc(ek;, tag, z"”)

Return pp

(’)DKeyGen(i,tag—f,m nyQ:
OKaen + QkGen U { (1, tag-f, m | Yi J‘)}

Return dky ; <— DKeyGen(sk;, tag-f, y)

7

OCorrupt(4):
C+CU{i}; return (sk;,ek;)

Finalize('):

If adm(A) = 1, return 8+ (b
Else, return 0

and ‘Expgp;'E et

Fig. 3: Security games Expng(l)‘)

. . 1chal-
In the same vein, we can define experiment Expgc}f’1 e

(1Y)

. Security against Complete Challenges: The experiment Expfg’o]&_-ft'4

except that we add the following condition 3 for adm(.A) = 0:

3. There exists tag € Tag so that a query OEnc(i, tag, io),

not all ¢ € H, or there exists tag-f € Tag such that a query OKeyGen(i, tag-f, y
been asked for some but not all i € H.

(1) is the same as Exp{ z 4(1*)

) has been asked for some but

,yz(l)) has

In other words, we require for an adversary A to be admissible that, for any tag, either A makes

no encryption (resp. key) query or makes at least one encryption (resp. key) query for each slot
pos-cpa (1)\)

i € H. In the same vein, we can define experiment Expg 7

. Weak [Function— Hiding|: We can weaken the function-hiding property by changing condition 2
for adm(A) = 0. More specifically, we replace it by the following condition 2:
2’. There exist tag,tag-f € Tag, (:ri-O))ie[n} and (xil))ie[n] in D; X +--

X D, and two func-

tions f(o) 4y f(l) W . € F| having parameters (yZ ,yl(l))Z 1 such that
yl 9 7Z/n (yl EN 7yn )
e (i,tag, z (O) il)) € Qgnc and (i,tag-f, yz(o),yl(l)) € QKGen for all 1 € H,
. (0> (1) and O = P for alli € C, and
Y =Y )
(0) (0) (0) (1) (1) (1)
f A (0))(931 yoees X)) F f e (1))(1‘1 ) ,Zrn’) OR
1 enYn Y1 “reeln
(0) (0) (0) (1) (0) (0)
f (yio)’ w glo))(fﬁ y e ) # f y£1>7 » 7(11>)(3’51 ) ;zn’) OR
(0) (0) (1) (1) (1)
f(l)( - ) # f A, (1))(x1 ooy Tn’)
1 Y

The experiment in this weak functlon—hiding model is denoted by Exp"gvf}‘_-’ A

().

A.4 Pseudorandom Functions (PRF)

Let X, Y and K be sets representing domain, range and key space, respectively. We assume that they
are implicitly indexed by the security parameter A. Furthermore, let R be the set of all functions
with domain X and range ). A family of functions {Fix} xex that consists of efficiently computable
functions Fg: X — Y is called pseudorandom (PRF) if for any ppt adversary A, the following

advantage is negligible in A:

Advprf A1) =

Pr[AFK(')

:1}

— Pr[ARC) = 1]| |
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where K < K and R < R.

It is well-known that PRFs can be constructed under DDH, e.g. the Naor-Reingold construction [48].
or under the Learning with Rounding (LWR) [16]. The LWR problem is shown to be as hard as
LWE if the modulus and modulus-to-noise ratio’ are super-polynomial [16, 11].

A.5 Non-Interactive Key Exchange (NIKE)

A NIKE scheme N = (Setup, KeyGen, SharedKey) for a key space K is a tuple of three efficient
algorithms defined as follows:

Setup(1"): On input the security parameter 1%, the algorithm outputs the public parameters pp.

KeyGen(pp): On input the public parameters pp, the algorithm outputs a pair (sk, pk) consisting of
a secret key sk and the corresponding public key pk.

SharedKey(sk, pk’): On input a secret key sk and a (usually non-corresponding) public key pk’, the
algorithm deterministically outputs a shared key K € K.

Correctness. A NIKE scheme is correct if, for all A € N, we have

pp < Setup(1?),

(pky,ski1), (Pky, ska) <~ KeyGen(pp),
K < SharedKey(skq, pky),

K 1 < SharedKey(ska, pky)

Pr|Ki; = Kj; =1

)

where the probability is taken over the random coins of the algorithms.

Security. For a NIKE scheme N and a ppt adversary A we define the experiment Exp?\i/lfjb as

shown in Figure 4. The oracles OHonestGen, OReveal, OTest and OCorrupt can be called in any
order and any number of times. The adversary A is NOT admissible, denoted by adm(A) = 0, if
either one of the following holds:

1. There exist public keys pk; and pky such that .4 made the following queries
» OCorrupt(pky),
« OTest(pk;, pky) or OTest(pky, pky)’

2. There exist public keys pk; and pky such that A made the following queries
« OReveal(pky, pky) or OReveal(pky, pk;),
« OTest(pk;, pky) or OTest(pk,y, pky).

Otherwise, we say that A is admissible and write adm(A) = 1. We call N' IND-secure if for any ppt
adversary A, the following advantage is negligible in A:

Adv?\i}fi(lA) =

Pr [Exp?\iflfjl(ﬂ) = 1} —Pr [Exp?\iflff[\o(ﬂ) = 1} ’ .

NIKE can be constructed based on a variant of the Decisional Bilinear Diffie-Hellman assumption in
the standard model [35, Section 4.3]. In a recent work [43], it is shown that NIKE can be constructed
from LWE with polynomial modulus-to-noise ratio and satisfy strong security properties in the
standard model.

9 The modulus-to-noise ratio q/o is defined for the LWE problem over the ring of integers modulo ¢ and the errors
are sampled from a discrete Gaussian distribution D,. The approzimation factor in reducing LWE to a worst-case
lattice problem relates closely to this ratio.
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Initialize(1*):
pp < Setup(1*); H+ @
Return pp

OHonestGen():
(sk, pk) < KeyGen; H <+ H U {(sk, pk)}
Return pk

OReveal(pk,, pk,):
If Jsky s.t. (ski, pk,) € H,

return K < SharedKey(ski, pk,)
If 3ska s.t. (ske, pky) € H,

return K < SharedKey(sks, pk; )
Return L

OTest(pky, pky):

If {(5k17 pk1)7 (Sk27 pk2)} g H7
return L

If b= 0, return K <& K
Else, return K < SharedKey(ski, pky)

OCorrupt(pk):

Recover sk s.t. (sk,pk) € H

H <+ H\ {(sk, pk)}
Return sk

Finalize(V'):

If adm(A) = 1, return B+ (b' = b)
Else, return 3 <& {0,1}

Fig. 4: Security game Exp}‘\i}fib for b € {0, 1}

A.6 From One-Challenge to Multi-Challenge — Proof of Lemma 5

Lemma 5. Let £ = (GSetup, LSetup, KeyGen, Enc, Dec) be a DDFE scheme for a functionality f. If
& is one-challenge weakly function-hiding, then it is also weakly function-hiding. More specifically,
for any ppt adversary A, there exists a ppt algorithm B such that

AV (1) < (g +06) - AdVERS> (1Y) |

where ge and gy, denote the mazimum numbers of different mpu, and kpy, that A can query to OEnc
and OKeyGen respectively, and xxx C {stat, sel, pos, wfh}.

Proof. Let A be a ppt adversary in the experiment Expgfﬁfh(l)‘) and b < {0,1} be the challenge

%)ub’ ey mg;b. Similarly,

we denote the g, distinct &y, that can occur in queries to OKeyGen by kpl)ub’ cee kgﬁb' We define a

bit. We denote the g. distinct mp,;, that can occur in a query to OEnc by m

sequence of hybrid games:

xxx-wfh

Game Gy ; for j € [0;gx]: This hybrid is the same as Expg’s ') (1*) except that a query OKeyGen(i,
(k;?i, kﬁub), (kzsr)i, k:f;ub)) is answered by a decryption key for (ksr)l, kf;ub) if ¢ < j, and by a de-

cryption key for (kgi«)vkﬁub) if £ > j. Note that Gy = Expé’fﬁﬁfh(ﬁ), conditioned on b = 0

as the challenge bit. The indistinguishability between G; ; and Gy j_1 for j € [gi] is proven in
Lemma 22.

Game Gy ; for j € [0;¢c]: This hybrid is the same as Gy 4, except that a query OEnc(i, (mg?i, mf;ub),
(ml(:)lr)i, mf)ub)) is answered by an encryption of (mgr)i, mﬁub) (as opposed to (méolfi, mf)ub)) if £ <j.
Note that Go g = Gi 4, and G, = Expg}"‘ﬁfh(l)‘), conditioned on b = 1 as the challenge bit.

The indistinguishability between Go ; and Gy j_1 for j € [ge] is proven in Lemma 23.
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For any hybrid G ;, with ¢t € [2],j € [0, ge] U [0, gx], we define the event G;; = 1 to indicate that A
outputs 1 in G; ;. We calculate the advantage as follows:

Adveah (1t
1
— 5 - |PrA outputs 1 in Expgi™(1) |6 = 1]
—Pr[A outputs 1 in Exp¢’f th( b= 0] ‘
1
= 5 . ‘PI‘ [G2,qg = 1] — Pr [GI,O = 1”
1 9k ge
= 5 . Z(Pr [Gl,j = 1] — Pr [Gl,j—l = 1]) + Z(PI‘ [GQJ‘ = 1] —Pr [Gg’j_l = 1])
j=1 j=1
1 qk de
< 5 . Z‘Pr [GL]‘ = 1] — Pr [Gl,j—l = 1” + Z‘Pr [GQJ‘ = 1] — Pr [G2,j—1 = 1”
j=1 j=1

< (gk + ge) - AdVERFM (1Y)

where the last inequality is a consequence of Lemmas 22 and 23. O

Lemma 22. If £ is weakly function-hiding, then we have for each j € [qx] that

‘PI’ [Gl,j = 1] —Pr [Gl,j—l = 1]| <2 Advéf??llg_xxx_\’vfh(l)\) .

Proof. Let A be an adversary trying to distinguish between G; ; and Gy j—1. We construct a ppt

adversary B playing against Expg";

Lehabooewth (12) that uses black-box access to A. B simulates the

view of A as follows:

Initialization: Upon A calling Initialize(1"), B runs the initialization procedure

J * . 0]
Initialize(1*, pub = K s My = M)

1cha| xxx-wfh (1)\)

of Exps; and forwards the response to A.

Encryptzon Queries: Upon A querying OEnc(i, (mg?l, mfmb) (mélr)l, mfmb)), B queries the oracle

OEnc of Expéfj'}f’llgxxx"’"fh(l’\) on input (¢, (mgrl, mfmb) (mgn, mf;ub)) and forwards the response
to A.
Key-generation Queries:

Upon A querying OKeyGen on input (3, (k:l()ori, kf;ub) (kgr)v k:f)ub)) B does:

1. If ¢ < j, B queries (i, (k:llm, kf)ub) (k:én, k:f)ub)) to the oracle OKeyGen of Exp1Cha| oocwfh (1A
and forwards the response to A.

2. If £ = j, B queries OKeyGen(i, (2., kY ), (kL. kY )) and forwards the response to A.

pri> “pub/?» \™pri> “pub
3. If ¢ > j, B queries OKeyGen(i, (k‘grl, k:f;ub) (k:grl, k:f;ub)) and forwards the response to A.

Corruption Queries: Upon A querying OCorrupt(i), B queries OCorrupt of Explcg‘ca' 0o0e W‘ch(l)‘)
on the same input 7 and forwards the response to A.
Finalize: Upon A calling Finalize(d'), B passes the same bit b’ to its own Finalize procedure.

We note that A is an admissible adversary in Gy ; and Gy ;_; if and only if B is an admissible

adversary against Exp

1c;la' ooewfh (1) Moreover, we observe that B simulates Gy j_1 to A if b =0,
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and Gy ; otherwise. Thus, we calculate

|Pr[Gi; =1] —Pr[G;—1 =1]| = ‘PI‘[B outputs 1 in Exp‘lgf??gxxx"”fh(l)‘) | b=1]
— Pr[B outputs 1 in ExplcjhcaI oocwfh(1A) | = 0]‘
<9. Advg:?’aé—xxx—wfh(lx\)
and the lemma is concluded. O
Lemma 23. If £ is weakly function-hiding, then we have for each j € [qe] that
|Pr[Gs,j = 1] — Pr[Gyj_1 = 1]| < 2+ Advg (1)

Proof. Let A be an adversary trying to distinguish between Gg ; and Go j_1. We construct a ppt
adversary B playing against Exp1Cha| ooewfh (1A that uses black-box access to A. B simulates the
view of A as follows:

« Initialization: Upon A calling Initialize(1?), B runs the initialization procedure

Initialize(17, k5, = Ky Mpun = M)

of Expld“"'I oocwfh (14) and forwards the response to A.
* Encryption Queries: Upon A querying OEnc(i, (m g?l, mf;ub) (mgﬁl, f;ub)) BB behaves as follows:
1. If £ < j, B queries (i, (ml()r)l,mfmb) (mgr)l,mpub)) to the oracle OEnc of Expld‘a"xXX whh (1)

and forwards the response to A.
2. If ¢ = j, B queries OEnc(i, (m%, mf ), (m'": m’ .)) and forwards the response to A.

pri’ ""“pub/» pri’ ""“pub
3. If ¢ > j, B queries OEnc(i, (m;Or)l, mf)ub) (mg)r)l, mfmb)) and forwards the response to A.

« Key-generation Queries: Upon A querying OKeyGen (i, (kgn,kpub) (kén,kpub)), B queries (i,

(ksr)l, kf)ub) (k:gr)l, k:f;ub)) the oracle OEnc of Exp1Chal oocwth (14) and forwards the response to A.
o Corruption Queries: Upon A querying (’)Corrupt( ) for some i € [n]|, B queries the oracle
OCorrupt of Expg?f’gxxx"”fh(l)‘) on the same input ¢ and forwards the response (ek;, sk;) to A.

* Finalize: Upon A calling Finalize(d'), B passes the same bit b’ to its own Finalize procedure.

We note that A is an admissible adversary in Gg; and Go ;1 if and only if B is an admissible
adversary against Expk;laI xocwfh (1A) Moreover, we observe that B simulates Goj—1 if b= 0, and
Gy ; otherwise. Using the same calculation as in Lemma 22, we conclude that

‘PI‘ [GQJ‘ = 1] — Pr [G27j_1 = 1” S 2- AdV(]c:-C’??llg_xxx_th(l)‘)

and the proof is completed. O

A.7 From Weak to Full Function-Hiding — Proof of Lemma 6

Lemma 6. If there exists a weakly function-hiding DDFE scheme & for f™P then there exists a
(fully) function-hiding DDFE scheme &' for f&™P. More precisely, for any ppt adversary A, there
exists a ppt algorithm B such that

xxx-fh A xxx-wfh A
Advg,7fdyn,ip7A(1 ) S 3- Advg,fdy"’ip,B(]‘ ) )

where xxx C {stat, sel, 1chal, pos}.



37

Proof. Given £ = (GSetup, LSetup, KeyGen, Enc, Dec), we define the fully function-hiding scheme
&' = (GSetup’, LSetup’, KeyGen’, Enc’, Dec’) for f4™P as follows:

* Global Setup: GSetup’(1*) runs (pp) < GSetup(1*) and outputs the public parameters pp.

s Local Setup: LSetup’(pp) runs (pk;,sk;) < LSetup(pp) and outputs (pk}, sk}) := (pk;, sk;).

* Key Generation: KeyGen'(sk, k, = (y;,Uxk i, tag-f;)) parses sk; = sk;, runs dk; + KeyGen(sk;, k; =
(y; || OV, Uk ;,tag-f;)) and outputs dk; == dk;.

* Encryption: Enc'(eki,m; = (x;,Un;,tag;)) parses ek, = ek;, computes a ciphertext ct; <+
Enc(ek;, m; = (x; || OV, Ui, tag;)) and outputs ct’ == ct;.

* Decryption: Dec((dk})icu , (cth)icu,, ) outputs d < Dec((dk})icuy , (cth)ictiy, )-

The correctness of £’ follows immediately from that of £ and the fact that

<(Xi H ON)iE[n] ) (yi H ON),-GM> = <(Xi)i€[n]7 (yz')z‘e[n}> )

where we denote (z;)icl,) = (21 || ... || zn) for arbitrary vectors zi,...,z,. Furthermore, we
show that £ enjoys the function-hiding property. Towards this, we consider a sequence of hybrid
xxx-fh

games Go, ..., Gz where Gg equals Expy, dyip A(l)‘), where the challenge bit is 0, and Gz equals
xxx-fh

Expy, raynip A(l’\), where the challenge bit is 1, and A is a ppt adversary. For i € [3], we denote the
event G; = 1 to signify that A outputs 1 in the hybrid G;.

Game Gy: This is Exp?fjﬂ;n_ip’ A(l)‘) conditioned on the challenge bit b = 0. We recall that in this
specific functionality f&™P, there is the concept of tags in the public information of keys and
ciphertexts. We denote the ¢-th distinct tag that occurs in a query to OEnc by tag,. Similarly,
tag-f, refers to the k-th distinct tag in a query to OKeyGen. Queries to OEnc and OKeyGen are
answered as follows:

« Upon A querying
OEnc(i, (x\”, Unr i, tag;), (x5, Uns i, tag;))

the challenger queries to its weakly function-hiding oracle for
Cly; < Enc(i, (XEO) || ONvuM,ivtagi)a (XEO) || ONauMJ’tagi))

and returns Ctlf,i = Cty ;.

« Upon A querying OKeyGen(i, (yéo),UKﬂ-, tag-f;), (yf),Z/{K,i,tag—fi)), the challenger queries to
its weakly function-hiding oracle for

dky,,; + KeyGen(i, (yi” || OV, Usc i, tag-f,), (yi” || OV, Uk i, tag-F;))

and returns dkj ; = dkp ;.
We note that N; are included in pk; which can be known to the simulator via queries to
OHonestGen, upon requests from A. In other words, the ciphertexts (ct'&i)z‘euM encrypt the
vector (x.” || 0V);cu,,, and the partial decryption keys (d K :)icuy allow for the computation of
the inner product with the vector (y{” || 0™)icrsy -
Game G;: We modify the definition of OEnc and OKeyGen as follows:
» Upon A querying
OEnc(i, (XEO),Z/{MJ, tag;), (xﬁl),L{M,i, tag;))

the challenger queries to its weakly function-hiding oracle for

cte; + Enc(i, (07 || ", Unri, tagy), (0N || x;”, Unr,, tagy))

1

and returns Ct/e,i = Cty,;.
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« Upon A querying OKeyGen(i, (yéo),L{Kﬂ-, tag-f;), (yﬁl),UK,i,tag—fi)), the challenger queries to
its weakly function-hiding oracle for

dky,; < KeyGen(i, (yi” || yi", Uk i, tag-F,), (3" || y§" Us i, tag-f;))

and returns dkj ; = dkp ;.
Thus, the ciphertexts (ct},)icu,, encrypt the vector (0N | x{")icu,, (as opposed to (x{” ||
0™);eu,, in Go), and the partial decryption keys (d k;m-),-euK allow for the computation of the
inner product with the vector (y{” || y{"”)icus (as opposed to (y\” || 0™)iczye in Go). Let
n = [Ux| = [Up| in case of correct evaluation in f¥™P. The admissibility of A states that

(i) S iem) = (X$)ieqm)» (75 iepn)) Which implies that
<(X§0> I ON)ie[n] (] ON)ie[n}> = <(X§0) I ON)ie[n] e ygl))ie[n}>

= <(ON I Xgl))ie[n] (v I ygl))ie[n}>

And our simulator’s queries are admissible in the weakly function-hiding model. Then it follows
by the weak function-hiding property of £ that there exists a ppt adversary B such that

|Pr[G; = 1] — Pr[Gy = 1]| = ‘Pr [B outputs 1 in Expé’f;},"y",,f_'i‘pﬁ(l’\) |b=1]

—Pr[B outputs 1 in Expg?}j";’,ﬁ‘pﬁ(l/\) | b= 0]‘

<2 Advah (1)

The simulator’s queries change only the function’s contents while relaying Uy, tag-f;, queried by
A. The same will hold for the following hybrids.
Game Go: We modify the definition of OEnc and OKeyGen again.
e Upon A querying
OEnc(i, (x\”, Unr i, tag;), (x5, Uns i, tag;))

the challenger queries to its weakly function-hiding oracle for
Ctyi < Enc(z’, (Xi-l) H ONﬂuMﬂ'?tagi)? (XED ” ONauM,iatagi))

and returns Ct/&i = Cty ;.

« Upon A querying OKeyGen(i, (yéo),UKﬂ-, tag-f;), (yf),Z/{K,i,tag—fi)), the challenger queries to
its weakly function-hiding oracle for

dkp,i < KeyGen(i, (v || yi", Uk, tag-f), (yi" || yi", Uk i, tag-f;))

K3 (2

and returns dkj ; = dkp ;.
That is, the challenger provides a ciphertext of (x{"” || 0");c,, and a decryption key for
(v || y§")icus» as opposed to (0N || x{")icuay, and (v || v )iewy in Gu. Let n = [Ux| = [Un|
in case of correct evaluation in f%™P. Notice that

<(ON I Xgl))ie[n] (v [ yi?),s [n}> = <(0N I Xél))z’e[n] (vl yél))ie[n}>
= (0 1 0™ gy 5 i) -

And our simulator’s queries are admissible in the weakly function-hiding model. Then it follows
by the weak function-hiding property of & that there exists a ppt adversary B such that

|Pr[Gy = 1] — PGy = 1]| <2 Adveal, 5(1%).
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Game G3: We modify the definition of OKeyGen as follows (The definition of OEnc is as in Ga.)
« Upon A querying OKeyGen(i, (yEO),UK,i, tag-f,), (yz Uk i, tag-f;)), the challenger queries to

its weakly function-hiding oracle for
dky,; + KeyGen(i, (y;" || 0%, Us;, tag-f,), (v || 0V, tag-f;))

and returns dkj, ; = dkp;.
Thus, the challenger provides a decryption key for (yil) | 0M)icuty , as opposed to (y! W (1))

in Go. Let n == |Ug| = [Ups| in case of correct evaluation in f9™P. We have

(110 G 1)) = (10 g 110 i)

And our simulator’s queries are admissible in the weakly function-hiding model. As above, it
follows by the weak function-hiding property of £ that there exists a ppt adversary B such
that |Pr[Gs = 1] — Pr[Gy = 1]] < 2- Adv??}}’yvf?pB(l)‘). Note that Gs equals the experiment

xxx-fh

Expg o A(l)‘) conditioned on b = 1.

1€UK

Using a hybrid argument, we conclude that:
13
AdVE Dy 4 (1Y) = f\Pr[ 3=1]=PrlGy=1]| < 5 > [Pr(G; = 1] — Pr[Giy = 1]]
i=1
<3. Advxxx—wfh (1/\)

£,fomip,B

and the lemma is proved. O

B Supporting Materials — Section 4

B.1 Details about our DDFE in Section 4
Correctness Using the correctness of the NIKE scheme A that gives KZ’ ;=K j’z for all 4,5 € U,

we have
Z Z ]<zF/ (UK) -0

1€UK jEUR\{i}

Thus, (s; = EjeMK\{i}(_l)KiFI/(f (Uk))icu, € S(Uk|,A). The argument for Uy proceeds in
V)

exactly the same way. Then the correctness of £ follows from the correctness of £ and the

decomposition of the setup algorithm according to the dynamizability.

Security We prove the security of our DDFE scheme below.

Theorem 13. If N is an IND-secure NIKE scheme, {Fk}kex and {Fj. }krexr are families of
pseudorandom functions and £ is a dynamizable (function-hiding) DMCFE scheme for a function
class F, then the DDFE scheme £ in Fig. 2 for the functionality f&" corresponding to F is also
(function-hiding) secure. More precisely, let q;, be the mazimum number of queries to the oracle
OHonestGen and let q, be an upper bound on the number of distinct sets U C ID that occur in

an encryption or key-generation query. Then, for any ppt adversary A, there exist ppt algorithms
Bi,...,B4 such that

AdvIERoP (1) < g - AdVPE o (1Y) + gF - AdviFg, (1)

Ve, jam.A {Fk}.B1
+qj - Adv?g;(,},sg(l )+ qu - Adv ?/a}-'xg P21

where xxx C {1chal, pos, sel, wfh, fh}.
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Proof. We consider the case that xxx N {wfh,fh} # @. Standard security (i.e. xxx N {wfh,fh} = @)
can then be treated as a special case where inputs to OKeyGen(i, k\”, k!") are always of the form

LRt A e )
(i, ki, k;). The proof is done via a sequence of hybrid games.
stat-xxx-cpa (1)\)
£ fdyn

Game Gi: In all key-generation and encryption queries of the form (i, *,*) with i € H, we replace
Fg, with a random function R;. By the security of the PRF, we have |Pr[G; = 1] — Pr[Gp = 1]| <
qn - Adv?g‘;{},&(l)\)‘

Game Gy: Foralli, j € H, we choose K ; = K}, <> K’ instead of K ; < N.SharedKey (N .sk;, N.pk;)
when replying to key-generation and encryptlon querles The mdlstmgulshablhty directly follows from
the security of the NIKE scheme. Specifically, we have |Pr[Gy = 1] — Pr[G; = 1]| < ¢3 - Adv}‘\'/k%Q(l)‘).

Game Gz: For all 4,5 € H, we replace I, = =F » with a random function R} ; = R’ in all

Game Gp: This is the game Exp

key-generation and encryption queries. The 1ndlst1ngu1shab1hty dlrectly follows from the Securlty of

the PRF. More precisely, we have that |Pr[Gy = 1] — Pr[Gy = 1]| < ¢ - Adv?;ﬁ, }83(1/\).
K

Note that in Gg, for each set U that occurs in an encryption or key-generation query, (s; =
> e iy (— )J<’R’ (Uk))ieunn is uniformly random subject to the condition that » ;5 =
— Y icunc Si- Thus, by the dynamizability of &', it follows for i € U NH that sk; = Sk(si,ski)

and ek} = Puy(s;, e/l\(z) computed for responses to OKeyGen and OEnc queries now follow the same
distribution as “real” keys generated by £’.Setup. This allows us to rely on the security of £ in
what follows.

Let Uy, ..., Uy, denote the g, different sets that occur in an encryption or key-generation query
where they are sorted e.g. ascending in the order in which they are queried for the first time. For

k € [0; qu), we define the hybrids Gy, as follows:

Game G, for k € [0;qy] :  This game is the same as G3 except that the generation of ciphertexts and
secret keys is modified as follows. Upon receiving a query OKeyGen(i, (yio)7 (U;, tag-f)), (yil)7 (U;, tag-))),
the simulator computes

&' DKeyGen(sk, tag-f,y'”) if j <
' &' DKeyGen(sk}, tag-f,y'”) if j > & .

Similarly, upon receiving a query OEnc(i, (x§0), (U;,tag)), (x; ) , (Uj,tag))), the simulator computes

&'.Enc(ek}, tag,x\") if j <k
C; <
&' Enc(ek], tag,x\”) ifj>r .

Note that Gg = Gz and G, is independent of the bit b. For & € [g,], we have [Pr[G, = 1] —Pr[G,_; =
1]] < Advsz}?fngh(lA). O

B.2 From Complete to Incomplete Challenges — Proof of Lemma 14

Lemma 14. Assume there exist (1) a one-challenge (weakly function-hiding) DDFE scheme EP®®
for a functionality f&" that is secure against complete queries, and (2) an AoNE scheme £3°
whose message space contains the ciphertext space of EP°. Then there exists a one-challenge (weakly
function-hiding) DDFE scheme & for f&™ that is even secure against incomplete queries. More
precisely, for any ppt adversary A, there exist ppt algorithms By and By such that

lchal-xxx-yyy-cpa /4 A lchal-pos-xxx-yyy-cpa /4 A lchal-xxx-cpa /1A
Ad 5 fdyn (1 ) < 6 Advgpos fdyn (1 ) + 6 : Ad gaone faone B (1 ) 9

where xxx C {stat, sel} and yyy C {wfh}.
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Proof. We consider only the weakly function-hiding setting, i.e. yyy = {wfh}. Standard security (i.e.
yyy = @) can then be treated as a special case where inputs to OKeyGen(, k:go), kl(-l)) are always of
the form (i, k;, k;).

Let EP% = (pGSetup, pLSetup, pKeyGen, pEnc, pDec) be a one-challenge, weakly function-hiding
DDFE scheme for the function class f®" that is secure against complete queries, and let £2°"¢ =
(aGSetup, aLSetup, aEnc, aDec) be a DDFE scheme for the AoNE functionality F2°"¢. We construct
a one-challenge, weakly function-hiding DDFE scheme & for the function class f®" that is secure
against incomplete queries. The details of £ = (GSetup, LSetup, KeyGen, Enc, Dec) go as follows:

GSetup(1*): On input the security parameter 1*, run
pPP < pGSetup(1%); aPP <« aGSetup(1*)

and return PP := (pPP,aPP)
LSetup(PP,i): On input PP and a user i € ID, generate

(pSK;, pPK;) < pLSetup(pPP); (aSK;,aPK;) « alLSetup(aPP)

and return (SK; := (pSK;,aSK;), PK; := (pPK;, aPK;)).
KeyGen(SK;, k): On input a secret key SK; and k = (Kpsi, kpub), compute

pDK; < pKeyGen(pSK;, k); aDK; < aEnc(aSK;, (pDK;, kpub))

and return DK; := aDK;.
Enc(SK;,m): On input a secret key SK; and m = (mpri, Mpub), compute:

pCT; < pEnc(pSK;,m); aCT; < aEnc(aSK;, (pCT,, mpup))

and return CT; := aCT;.
Dec((DK;)ictuy» (CTi)icu,,): On input a set of secret keys (DK;)icy,, and a set of ciphertexts
(CT4)icuy,, compute

(PDK, )icury < aDec((aDKi)icur);  (PCT,;)icuy, < aDec((aCT;)icy) -

If one of these decryption processes returns L, return the same value. Otherwise, return
out < pDec({pDKi}ieuK, {pCTi}iEUM)'

The correctness of £ follows immediately from the correctness of £P°® and £2°"¢. Turning to its
security, we introduce a sequence of hybrids G, ..., Gys. For ¢ € [0;4], we denote Adv®i(A) =
|Pr[G; = 1] — 1/2|. To improve readability, we introduce the shorthands

ip ip\ . 1chal-pos-xxx-yyy-cpa /1 A 1chal-pos-xxx-yyy-cpa /4 A
(ExpB1 , Adel> = (Expgpos’fdyn’g1 (1%), Advgpos’fdyn’B1 (1)
aone aone) .__ 1chal-xxx-cpa by 1chal-xxx-cpa A
(EXPBQ 9 AdV82 ) o (Expgaone7faone732 (1 )7 Advgaone7]_‘aone782 (1 ))

The hybrid games are defined as follows.
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lchaLxxxyyycpa(lk)

Game Go: This game equals Expy pa A Go — Advichat Xxx'yyy'Cpa(l’\)

g fdyn

Recall that one-challenge security states that the adversary must declare up front to Initialize
additional public information for challenge messages and challenge keys mpu]D = (U}, tag"), k;:k)ub
(U5, tag-f*) so that:

so we have Adv

. if (1, m(o) m(l)) € Qgnc and mior)mb = m%ub # My, then m(o) = m(l),

. if (i k:“” kM) € Okgen and k) k“>ub # k¥, then k[ = kY.

LR, R i,pub

We define events Fy and F; as follows:

(Eo) A has asked queries of the form OKeyGen(i, (-, k5 ;,), (-, k3,,)) for all or no ¢ € H N U.
(E71) A has asked queries of the form OKeyGen(i, (-, pub) (-, k%)) for some but not all i € HNU},

» Vpub
i.e. B = ~FEy.

Game Gp: This is the same as Gp except that the simulator chooses a random bit d <+ {0,1}
during Initialize. Upon A calling Finalize, if (d = 0 and E; happens) or (d = 1 and Ej happens),
the simulator outputs 0 and aborts. Note that the simulator’s behavior is independent of the bit d
before Finalize is called. Therefore, we have Adv®! (A) = 1/2- Adv®°(A).

Game Gy: If d = 1, then the simulation works exactly as in the previous game. Otherwise, the
simulator acts as an adversary B in the game Exp'gl. Specifically, if d = 0, the simulation works as
follows. W.l.o.g., we assume that each ¢ € ID is queried at most once to OHonestGen and OCorrupt.

A

* Initialization: Upon A calling Initialize(1 By chooses a random bit b < {0,1},

initializes empty sets C and H, runs

*
Tnpub’ pub)

pPP «+ Expilgl.lnitialize(l)‘); aPP « £%°" GSetup(1?)

and returns PP = (pPP, aPP).
» User-Generation Queries: Upon A querying OHonestGen(i) for some i € ID, By queries and
computes

pPK; Expigl.(’)HonestGen(i); (aSK;, aPK;) « &%°"¢.LSetup(i) ,

adds i to H and returns PK; := (pPK;, aPK;).

o Corruption Queries: Upon A querying OCorrupt(i) for some ¢ € ID, By first checks whether
OCorrupt has previously been called on the same input and returns the same calue as before in
this case. Otherwise, By checks whether i € H and calls OHonestGen(4) if this is not the case
yet. It then removes i from #, adds it to C, queries pSK; < Exp'gl.(’)Corrupt(z’) and returns
SK; = (pSK;, aSK;), where aSK; is known from the corresponding query to OHonestGen.

 Encryption Queries: Upon A querying OEnc(i, (mi)oﬁi, Mpub); (mgr)i, Mpub)), B1 queries and com-
putes

pCT, Expigl.(’)Enc(z’, (Mo, Mpub), (MY mpub)); aCT; < £2°™.Enc(aSK;, (pCT;, mpup))

and returns CT; := aCT;.
« Key-Generation Queries: Upon A querying ODKeyGen on input (i, (k;r)l,k b), (kpr)l’ kpub)), Bi
does the following:

o If kpur, = k7, B1 queries

pub’

pDK; %Exp OKeyGen( (kg’r)l, ;ub),(ké?i, bub));  aDK; <= £3°"€.Enc(aSK;, (pDK;, kjup))

and returns DK; := aDK;.
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o If kpub # klyp, then kS = ki) and By queries

pDK; < Expj .OKeyGen(i, (k{2 ki), (k0 ko)) aDK; < £2°™ Enc(aSK;, (pDK;, k)

and returns DK; := aDK;.
* Finalize: Upon A calling Finalize(t'), By forwards the same bit to its own challenger by calling
Expj; .Finalize(?').

In the end, we have [Adv®?(A) — Adv® (A)| < Advigl.

Game G3: We do a similar modification in the simulation for the case d = 1. That is, for
queries of the form OKeyGen((4, (k;?i,k:;ub), (k;t)i,k;ub))), the simulator now outputs a key for
(kl(;r)i, k;‘;ub) instead of (kg’r)i, k;‘)ub). The indistinguishability between Gs and Gy reduces to the security

of £2°". We construct a reduction By that acts as an adversary in the experiment Expp. Bs

replaces all £2°" algorithms with calls to the respective oracles of Expy)'¢, in the same vein as

B1 does with calls to oracles of Expig1 in Gg. In particular, upon A querying ODKeyGen on input
(i, (K, kpub), (K2, kpun)), B2 does the following:

pri’ pri’

o If kpup = K1, B2 queries

pub’
pDK; « £P%° KeyGen(pSK;, (ki, kb))
pDK] «— £P%° . KeyGen(pSK;, (ky), Kpub))

aDK; « Expj"®.OEnc(i, (pDK;, ;ub),(pDK’i, pub))

and returns DK; := aDK;.
o If kpub 7 Ky, then k5H = k)

pri ori and Bs queries

pDK; « £P%°.KeyGen(pSK;, (ky), kpub))

aDK; « Exp?g‘;”e.(’)Enc(z’, (PDK;, kpub ), (PDK;, Kpub))

and returns DK; := aDK;.

In the end, we have [Adv®s(A) — Adv©®(A)| < Adve™e.

Game G;:  We answer queries of the form OEnc((i, (m®:, m* . ), (m) my.))) by encryptions of

pri’ ""“pub pri’
(mgr)i, m;ub) as opposed to (mg’r)i, m;ub) using a similar sequence of hybrids as Gy, Gy and Gg, but

with flipped roles of the oracles OKeyGen and OEnc. Note that G4 is independent of the bit 0. In
the end, we obtain Adv® (A) < 2. (Adv®i(A) + Advy + Advy™)

To conclude, we compute
Advéf;jyl;’fj'yyy'cpa(lA) — Adv©o (A)
=2.Adv®(A)
<2 (Adv®(A) + AdvE)
<2 (Adv® (A) + AdvE + AdvE™)
<4 Adv©(A)+6- AdvE +6- Advire
=6-Adv) +6- AdvE™ |

where the last equality follows from the fact that G4 is independent of b. O
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B.3 Instantiation of the Generic Conversion with Our FH-DMCFE

The following lemma argues that our DMCFE depicted in Fig. 7 fits into the framework of dynamizable
DMCFE schemes.

Lemma 24. The IP-DMCFE in Fig. 7 is Zg—dynamizable.

Proof. The scheme admits the following implementation of the algorithms SetupPP and SetupUser.

SetupPP(1*): Run G = (G1, Gy, Gy, g1, 92, gt, €, q) < GGen(1?) and sample two full-domain hash
functions Hy; and Hy onto G? and G3 respectively. Return pp = (G, Hy, Hz).
SetupUser(pp): Generate (B;, Bf) + DPVSGen(G, 14V+5) and return (ek;, sk;) computed as follows:

T . * * * * *
sk; = ( 159 D5 N Bi,N+1a Bi,N+27 bz’,N+3)

ek; == (bi1,...,bin, Bint1, Bin+o, binia)

Furthermore, we define Psk(si = (51,72),511) = <§Z,S/|\(l) and Pek(si = (51,@)767(1) = (fz,eE) We
note that when (51,%1), ..., (5,,1,) < Zg satisfying Y | & = > i ;1 t; = 0, Pa(si = (3;,1;),5k;) and
Pe(si = (3i, 1), eAkZ) = (;, eAkz) give the keys sk; and ek; in our construction of Fig. 7, respectively.

Then the following distributions are equal
{pp, (ski, eki)icpn } = {557 (Psk(Si,ST(i)aPek(Si,&i))ie[n]} ;

where (pp, (ski, €k;)ic[n)) Setup(1*) and si,...,s, ¢ ZZ conditioned on )" ;s; = 0. O

The DMCFE scheme in Fig. 7 was proven to be one-challenge, weakly function-hiding secure against
complete queries under static corruption in the ROM. Our conversion yields a (fully) function-hiding
DDFE scheme without the one-challenge and complete-queries constraints. Specifically, we obtain
the following corollary of Corollary 15.

Corollary 25. There exists a FH-DDFE scheme for the function class f&™P that is secure against
static corruption under the SXDH assumption in the ROM.

B.4 Instantiation of the Generic Conversion with the DMCFE of [27]

We recall the construction of [27] in Fig. 5 using our notations. The scheme considers a restricted
variant of the inner-product functionality F'P where each user encrypts sub-vectors of length 1. The
original syntax used in [27] differs from ours in a few aspects, which we list below. For details, see
Sections 2.3 and A.3.

¢ The scheme of [27] considers an additional algorithm DKeyComb that, given n functional key
components (dktag_fﬂ-)ie[n] generated for the same tag tag-f, outputs a succinct functional key
dktag-f which can be passed to the decryption algorithm. Instead, we implicitly include the
DKeyComb in the decryption algorithm.

e The key generation algorithm of [27] (called DKeyGenShare in their syntax) takes only two
arguments, a secret key sk; and a tag tag containing a description of the corresponding function.
However, this syntax does not allow considering repetitions in the key generation. Therefore,
our tags do not define the entire function, but we pass a third argument to the key generation
algorithm containing the part of the function description necessary to compute the decryption
key.
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Setup(lA, 1™): On input the security parameter 1* and the number of clients 1", run G =
(G1, G2, Gy, g1, g2, gt, €,q) GGen(l/\) and sample two full-domain hash functions H; and H2 onto G%
and G3 respectively. For each i € [n], generate s; <& Zi and T; < Zi“ such that > T; = 0. Return
(pp == (G, H1,Ha), (ski == (ss, T:), eki :=8)ien])-

DKeyGen(sk;, tag-f,y;): On input a secret key sk; = (s;, Ty), a function tag tag-f and a scalar y, € Zq, compute
[m], = Ha(tag-f), [di], = [y:i - si + T - u], and return dk; := [ds],.

Enc(ek;,tag, z;): On input an encryption key ek; = s;, a tag tag and a scalar x; € Zg, compute [w], = Hi(tag),
[ei], = [{w,s:) + @:], and return ct; == ([ci], , tag).

Dec((dki)icn, (cti)icn)): On mput a list of decryption keys (dk; := [d;],)ic[n) and a list of ciphertexts (ct; =
(el - tag,)ic ), i Hi(tagy) = -+ = Hi(tag,) = [w], compute

fout], = Z?:l leily x [yily = [wly x [dil,

then find and output the discrete log out. Otherwise, abort with failure.

i1€[n]

Fig.5: DMCFE scheme £ = (Setup, DKeyGen, Enc, Dec) presented in [27]

¢ The decryption algorithm of [27] explicitly takes the ciphertext’s tag tag as an additional
argument. Without loss of generality, this tag can be included in the ciphertexts to match our
syntax.

The following lemma shows that the construction of [27] fits into our framework of dynamizable
DMCFE schemes.

Lemma 26. The DMCFE scheme & in Fig. 5 is Zg“-dynamizable.

Proof. The scheme admits the following implementation of the algorithms SetupPP and SetupUser.

SetupPP(1"): Run G = (G1, G, Gy, g1, 92, g1, €, q) GGen(l)‘) and sample two full-domain hash
functions Hy; and Hg onto G? and G3 respectlvely Return pp = (G, Hy, Ha).
SetupUser(pp): Sample s; <= Z? and return (ekZ7 sk, i) = (si,s;).

Furthermore, we define Py (T;, ski) = (T, ski) to be the identity function and Pe(T;, eAkZ) = ek; to
be the projection onto the second coordinate. Then the following distributions are equal

{pp, (Skiv Ekz)ze[n}} = {557 (Psk(Tu Sk ) ek(Tz, ek ))ze[n]} )

where (pp, (ski, ek;)ic[n]) < Setup(1?), (eAkZ-, sAkZ) + SetupUser(pp) for all i € [n], and Ty,..., T, <
22** conditioned on ) " | T; = 0. O

The IP-DMCFE scheme of [27] was proven to be adaptively secure without repetitions against
complete queries under static corruption in the ROM. By an application of Corollary 15, we obtain
the following result.

Corollary 27. There exists an IP-DDFE scheme where each user encrypts vectors of length 1 that
is adaptively secure without repetitions (neither for OEnc nor for OKeyGen queries) against static
corruption under the SXDH assumption in the ROM.

B.5 Instantiation to Obtain an Adaptively Secure LWE-based DDFE for Inner
Products

We recall the construction of [45] in Fig. 6. For the ease of comparison with [45], we now use ¢ to
denote the number of clients, as well as the number of senders. The scheme considers a restricted
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variant of the inner-product functionality FiP = {FP,,}, (compared to FP from Definition 8)

where 3—'\‘;@’/\ = {JEZ,A,( :D{ — R,\}(y1 ¢ as the family of functions

Y1) ,Yg) EParamy

V4
ff,A,(yl,m,ye)(Xl’ s Xg) = Z Yir Xi
i=1

where D) = [~ X, X]|", Param) = [-Y,Y] for some bound [|y|s <Y with y = (y1,...,30). We
then propose a variant of [45], where the differing details in DEQ}EG,S]- A proof of security for our

proposal is given in Theorem 30 and more importantly, this variant fits into our framework from
Section 4 following Lemma 29.

Preliminaries. If X and Y are distributions over the same domain D, then A(X,Y’) denotes
their statistical distance. For the preliminaries on lattices, homomorphic encryption, and admissible
hash functions, we refer to [45, Section 2].

Probability. Let ¥ € R™*" be a symmetric positive definite matrix and ¢ € R’ be a vector. We define
the Gaussian function over R” by ps ¢(x) = exp(—7n(x — ¢) "= (x — ¢)) and if ¥ = ¢2 -1, and
c = 0, we write p, for px ¢. For any discrete set A C R", the discrete Gaussian distribution D, s ¢

has probability mass Prx~p, s [X = x| = Zi‘ﬁ;, for any x € A. When ¢ =0 and ¥ = o2 -1,

we denote Dy s ¢ by Dy . We also apply the Chernoff-Cramér method to derive a tail bound for
Gaussian random variables. The proof is classic and omitted.

Theorem 28. Let X ~ N(0,v) where v > 0 is the variance. For any > 0, it holds that

62
Pr|X] > 6] < 2 exp (—2>

Finally, we also need some inequalities from calculus:

+x/2
e’ < (14—{)” “/
n

;o 1+ <e” (10)
for z,n > 0.

Constructions. The construction of [45] and our variant Ej] are presented in Fig. 6. We use the
following global public parameters

cp = (A7£maX7X)X7 }/7 Yyn()a nl)ﬁlang)ﬁgu m,m,
aq, C_Vla 0_75—7£t7£f7 L7 q, Q7AHF7 AHFfa[M])

where [l\:/lj is a new additional parameter for our variant Ej] The security parameter is A and other
quantities follow the below setting:

— Let oy = A, 0y = A, d = 3d4+k—1,qg = 22" g = 22X iy = Ay = 273 T Hdlog 5 —
2—Ad’1+JlogA7 o — Q_ﬁ,no Anax = O(AT72), ng = O()\d_Q),ng _ O()\2d_1),ﬁg = O(Nid+k=2),
X=Y=10= 2)‘d_1*2/\,5 = 2>‘d_1*2)‘, X=20-Y- o/Mg and the rest Y, m,m = poly(\).

— The tag lengths ¢, € ©(\) for encryption and {5 € ©(A) for key generation.

— The dimensions ng, m,ng,n1, g, m € poly(A) satisfy that ng > 3 - (ng + n1) - [logq], m >
2-ng - [logq|, ng >3- (ng+n1) - [logq], and m > 2 - ng - [logq].

— The description of balanced admissible hash functions AHF : {0,1}* — {0,1}* and AHF; :
{0,1}%r — {0,1}" for suitable L € poly(\).
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— A real a > 0 and a Gaussian parameter o > 0 so that the interval [—3, 8] = [—0,/ng, 0,/Tg]
specifies the domain for the secret vector’s coordinates (with overwhelming probability).
— The real ' M‘ =X

We recall the specification of the gadget matrix T

T =L, ®(1,2,4,...,2M187) [ 0" | ... | 0"] € Z[="™ .
The other gadgets matrices T, Ty can be defined similarly:

To = [In, ® (1,2,4,..., 2080 | gmo | ... | gmo] € Z0*™

T = (L, ®(1,2,4,..., 280 [ 07 | - | 0"] € Zg*™™ .

Dynamizability. The following Lemma 29 shows that our DMCFE scheme [é] can be plugged
into Theorem 13 to obtain a DDFE.

Lemma 29. The DMCFE scheme [é’] in Fig. 0 is [—M, M|"s-dynamizable.

Proof. The finite Abelian group A is A = [-M, M| defined for any ng, € N and [—M, M| =
[-)2.5,)% . 5]. It suffices to specify the ppt algorithms SetupPP, SetupUser as well as the two
functions Py, Pex: {0, 11198141 — {0, 1} =184 We give the details below:

SetupPP(1%;7(): Using the random coins 7o, sample the public parameters and matrices according
to the security parameter A, then output

PP = (cp, V, V., (Aip)iciiypefot> Bip)iei)pefo}) -

We note that SetupPP(1*;70) does not rely on the number of clients (or senders), which is
important in our deﬁmtlon of dynamizability.

SetupUser(pp, r;): Sample t; < Dan 5 and s; <~ Dzng , using the coins r;, then define ek; =
si,ski = (s, t;) and output (ek“skl).

Py (si,sk;): Given inputs sk; = (s, t;) and s; = v; such that (v;)ien, < S(n, A;rs), i.e. (Vi)ien,
is uniformly random shares of 0 in A following a ppt algorithm with random coins rg, output
(si, tg,w; = t; + vy). R

Pek(sz,ek ): Given inputs ek and s; = v; belonging to (v;)ien, ¢+ S(n, A;rs), output ek; = s;.

By construction, for any A\,n € N, the distribution {55, (Psk(si,ski), P (si, eki))iem} is identical
to {pp, (ski,eki)iem} from [é’] in Fig. 6. O
Security. We now prove the security of our DMCFE scheme [c‘;’] from Figure 6. The main theorem
is stated below.

Theorem 30. If the DMCFE scheme & in [}5] is secure against adaptlve key-generation and
encryption queries under static corruption, then so is our modified scheme ‘5 in Fig. 0.

Proof. Let A be an adversary in the experiment Expsg,at;pa (1*) attacking the security of 5 We
build an adversary B for the experiment Exp?i;ﬁpg(l’\) that attacks the security of the original

scheme £. For convenience, we introduce the shorthands

(Expj,Adv'p> = <EXpStat P2 (11), AdvSEteP? (1*))

€l £ FP, A
(Expf, AdvE) = (Expiia(1), Advia(1h))

The adversary B works as follows:
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Setup(cp, 1™): On input common global public parameters cp, the dimension n in unary, sample random matrices:

VEZZOX"E,VEZZLM%,(AMeZ"gxm> (BlbeZ"gxm>

ie[L),be{0,1} i€[L],be{0,1}

as well as gaussian samples t; & Dan 5,Si <& Dyns , for i € [n]. The sum of t; is denoted by t = "7, t;.

,,,,: ,,,,,,,,, iele] *

DKeyGen(sk;, tag-f,y;): On input a secret key sk; = (s; € Z"5,t; € AR [,:lii), a function tag tag-f and a scalar
yi € Paramy, where Paramy = [-Y, Y], compute
1. The hash Ttagt = Tragf[1] . . . Trag.f[L] := AHF¢(tag-f) € {0,1}* as well as the GSW evaluation

1 1 1
B(Tiogt) = Brorgir) - T (BLfl,nag.f[Lfl] "I Borg 20 T (Bl,nag.fm)))
TH(WT) e zZj= (11)

and W=T" .V ez ",
2. Sample etag1,i & Dm,aq and output dk; = (d- —T'. (yi - i) + B(Ttag- f) ~ti + eragf,i € Z | uz)
Enc(ek;,tag,x;): On input an encryption key ek; =s; € Z™#, a tag tag and a vector x; € [—X, X]"O compute
1. The hash Ttag = Trag[1] . . - Trag[L] = AHF(tag) € {0,1}* as well as the GSW evaluation

-1 -1 -1
A(Ttag) AL s Ttag [ L -T (AL 1,Ttag[L—1] * T ( o AQ,Ttag[2] -T (Al,‘rtag[l])))

W) ezgE (12)

and W =T -V €2, "=,
2. Sample ersg,i <& Dzm g and output ct; = Tg -xi + A(Ttag)T -s; + Cuag,i-
Dec((dk:)icqe, (cti)icig): On input a list of decryption keys (dki = (di, 1;))ic) and a list of ciphertexts

— T
(cti)ie[q, perform the key combination by | i ﬁrst computing t =3, , wi € Z"¢, | ' Teag-f = Trag-f[1] - - - Trag-f[L] =

AHF¢(tag-f) € {0,1}F, and d; := 2icl dk —B(Tiogf) ' -t mod g, where B(Ttag_ ) is get as per (11). Interpret
d; =T 'd; +&;, use the public trapdoor of A*(T) to compute ds. Next, compute Tiog = Trog[1] . . . Ttag[L] ==
AHF(tag) € {0,1}*, then zug = D icig Vi - cti— A(Tiag) " -df mod q, where A(7wyg) is computed as per (12).
Interpret zwng = Tg z + €, use the public trapdoor of A*(Ty) to compute z € [—£XY,(XY].

Fig. 6: The DMCFE scheme & = (Setup, DKeyGen, Enc, Dec) given in [45] and our variant [é’] with
differing details in ‘boxes‘

o Initialization and Static Corruption Queries: Upon A calling Exp JInitialize(1*), B calls Exp Initialize(1)
to obtain

pp = (cp, V, V., (Aip)icir) befo,1}> (Bis)icr) pefo}- t)

and sends jpp; = (cp, V, V, (Aip)icir)pefo,1ys (Bib)ie[r)befo,1}) to A. The adversary B aborts if
t ¢ [—M, M.

In the static corruption setting, A sends up front a set C C [¢] of corrupted i to Exp .OCorrupt.
For each i € C, B samples v; <> [—M, M]™s, queries EXpB OCorrupt(i) to receive (s; € Z"s,t; €
Z"™=), defines u; := t; +v; and sends {(ekz = s;,sk; = (84, t5,1;)) biec to A. Furthermore, for each
i € H = [{]\C, B samples vectors u; <~ [—M, M]" conditioned on Y, ,, w; =t =", o(t; +v;).
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o Encryption Queries: W.l.o.g, we assume that A will query Exp .OEnc(i, tag, x <O), o ) only for

1 € H. In that case B queries Expg OEnc(i,tag,x -O), (1)) and forwards the result to A.

* Key-Generation Queries: W.l.o.g, we assume that A will query Exp .ODKeyGen(i, tag-f yio),yil))
only for i € H. Then, B calls Expg.C’)DKeyGen(z,tag f,yio),yil)) to obtain d; and sends
@E} = (di,ui) to A.

* Finalize: Upon A calling Exp'}.Finalize(t), B calls Exp.Finalize(t').

For t = Zie[é} t; with t; <~ Dyng 5 i.i.d, it holds that t follows the Gaussian distribution Dyn, 5
where the standard deviation is multiplied by a factor £. By using the fact that the center of Dyag 4.5
is 0 together with the union bound, the Chernoff-Cramér bound (Theorem 28) applied for Gaussian
random variables yields:

Pr[B aborts on t] = Pr[3i € [(] : [t[i]| > M] < (- <2eXp<—2224;>>

which is negligible in A under the parameter choice M = \? - & with respect to £ and &. In what
follows, we condition on the event that B does not abort on t. By construction the public parameters,
encryption responses, and the corrupted keys provided by B are identical to those in the experiment
Exp'ji. It therefore suffices to show that the ODKeyGen responses dkl = (d;, u;) simulated by B
are indistinguishable from those in the experiment Expiz. Specifically, we show that the following
distributions are statistically close

p

{<ti’vi)}iec; VielC: A\ [ M M]

Dien Wi =t = ot +vy)

Di=Nray e | YiEWivie M ,
L e \ViE’H:ui ::tiJer-\

where Dy corresponds to the simulation of B and Dy corresponds to the responses in the experiment
Exp'fl.

We recall that U(S) denotes the uniform distribution on a finite set S, and that S(¢,[—M, M]™)
denotes the distribution that outputs v; <~ [-M, M]" for i € [¢] conditioned on > iepg Vi = 0.
W.lo.g, we extend U([—M, M]"s) over [—M, M]™ to over Z"s such that for any x € Z"\ [—M, M|"=
it holds Pry y(j—ar,ame)[X = x] = 0. For the ease of notation, we use boldface letters (T, U, V) to
denote collections of vectors sampled following a given distribution.

We will make use of the following lemma which is proven below.

Lemma 31. For each U € ([—M, M]")/"l we have

oM + 1) 2/, R
U= O e\ 557 — g ) T\ @ar w1 |

where B:=\-07
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We bound the statistical distance A(Dy, D1) as follows:

A(Dg, Dy) (13)
1)
< max |Pr[D; € §] — Pr[Dg € S]| + negl; (M)
SC([-M,M]"e)IH
2) 1 -1
[H|

UESC (|- M,M)7s)
YU€eS:Pr[D1—U]>Pr[D¢—U]|

We note that (1) follows from the definition of the statistical distance and Theorem 28, and (2)
applies the uniform choice of U in Dy. Next, we use Lemma 31 and obtain from (14) that

A(D()? Dl)
(2M +1)" < 2| H |y B2 >
B ng|H| 252 — 7. B2
UeSC([— M, M=) M| (2M +1)"= 0% — |[H|mng
YUESPr[D1—U]>Pr[Dy—U]

i <M>'”‘1 - (M)H_l> +negl; (A)

(2M +1)7 2|H|miig B?
. 1
Z (2M + 1)7s /Al T 262 — [H|rii, B2 + negly (A)

IN

UeSC([-M,M]"e) ]
YUES:Pr[D—U]>Pr[Do—U]

(3) 1 ~ 2|H|mng B?
= 2 g (27— e s )+ mesh ()
UeSC([—M,M)™)! ™! ¢
YUEeS:Pr[D1—U|>Pr[Dg—U]|

_ 2|H|rng B?
< exp <2Mng - Hlrng B2 — 257 + negl, (A)

where (3) uses the fact that 1 + 2 < e® from (10). To bound negl; (\), we can perform a similar
calculation as it is done for negly()) in the proof of Lemma 31. By parameter choices |H|migB? =

w(1)6? and M = o(|H|rB?), then exp (2Mﬁg — M%) is negligible in A and the proof is

completed. O
We now prove the lemma.

Proof (of Lemma 31). For U € ([-M, M]")| noting that in D; each t; < Dyng 5 is i.i.d by
construction, we compute

Pr[D; — U]

< > Pr[Vi € H : Dyne 5 — T[] - Pr[S(n, [-M, M]") — V] + negly())
Te([-B,B]"s) !l
Ve([—M,M]")H
T+V=U

M| .
_ Z H P&(Tm)
Te((-B,B]") ™ \i=1 pa (27)

Ve([_M7M]ﬁg)"H‘
T+V=U

) \H|-1
. <(2]\4+1)ng> + negly(N) (15)
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We denote the i-th vector in T by T[i] € [-B, B]™ and write ¥ := 2 - I. Then evaluating the
Gaussian term gives
po(Tll) _  po(TH) _ exp(—wTli] ST
00(@%) = pa([=B,BI%) _ Y pe(_p.pe exp(—7TT SIT)
_ exp(—||T[i]|[3/5%)
S vet oy 50~ TI3/72)
(i) exp(mig B?/5?)
- (2B+1)"e

oH|mngB2 ) /Il
2) <1 + 2&2—|H\7rgﬁg32)

- (2B +1)7s ’

(16)

where (1) follows from the fact that the squared Euclidean norm |T[i]||3 is bounded by 7z B?, and
(2) uses the inequality e” < (1 + %)nﬂ/g
V. Then plugging (16) into (15) implies
2B + 1\ "= 1M ) 1 1% 2|H| g B2
PrD;—» U] < [ —— M) ——— ] (1 . Ip(A
D= Ul < <2M+ 1) (@M +1) ((23+ 1)%) < %7 — [HjmngB? ) T hoel)
(2M + 1) 2|H|mig B?
= (2M + 1)7s[H] 262 — |H|rngB?
It remains to bound negly(\). By employing the independence of the mask V from T, we have
neglh(\) < > Pr[S(4,[-M, M]")— V] - Pr[T ¢ (=B, B|™) "]
Ve([-M,M))IH

from (10). We observe that any choice of T given U fixes

) + negly () . (17)

& g M L e N
< (2M+1)" <(2M+1)ﬁg) -Pr[T ¢ ([-B, B]")""]
4) _ 1 [H|-1 B2

< nglHl [~ .97 . =

= (2M + 1) & ((2M + 1)ng) Qng‘H’ €xp < 20.2)
(5) 1 [#H|-1 BZ
< - N .97 ) =
< exp (2Mng|H|) <(2M n 1)ﬁg> 2ng|H| - exp ( 262)

1 [H|-1 B B B2

(6) 1 M-
< - - - =
wr)

where (3) uses the union bound over all possible values of V and the fact that it is uniformly
distributed, (4) employs the Gaussian distribution of T and Theorem 28, (5) uses the inequality
1+ 2 < e® from (10) and (6) follows from the parameter choice M = o(B?). This concludes the
proof. a

C Supporting Materials — A FH-DMCFE for Inner Products

C.1 Construction

This section presents an FH-DMCFE scheme £ = (Setup, DKeyGen, Enc, Dec) for the function class
FP. We note that each client encrypts a vector padded to the same length of N € N. We work in
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Setup(1*,1™): Run G + GGen(1*) and DPVSGen(G, 1*N*?) for i € [n] to obtain n pairs of matrices (B;, B}) of
dimensions 4N + 5 that specify dual orthogonal bases (B;, B}).” Sample (5;):, (£;); <& Zy conditioned on
S Ei=00 t; = 0. Then, output the public parameters pp := G, secret keys sk; and the encryption keys
ek; as follows:

sk; == (51', (b;l7 e b;N, B;N.H, B:,N+27 bf,N+3))
ek; .= (i, (bi,1,...,bin, Bint1, Binta, binga)) .

DKeyGen(sk;, tag-f,y;): Parse sk; = (3:,(bj1,...,b} n,Bi yt1, Bi nyt+2,bi ny3)). Compute Ha(tag-f) — [u], €
G> and sample 7; <% Z,. Compute and output

N
:Zyl 1k+ 5iB; N+1+Bz Nt2) [[N]]z"’mb;N-&-B
=1

(

=W 51',[1/, My T, 07 03N+1)B*

Enc(eki, tag, x,-): Parse ek; = (t~1, (bi,h . 7bi’N7 Bi7]\/+17 Bi71\]+27 bi,N+4))- Compute H1(tag) — [[w]]l € Gy and
sample a random scalar p; <* Z,. Finally, compute and output

sz bi1 4+ (Bin+1 + t:Bint2) - [w], + pibi N4

= (Xi7 w, tiw, 0, Pis 03N+1) i

Dec(d, ¢): Parse d := (di);c[n) and c := (c;);. Compute [out], = >" | ¢; X d;, then find and output the discrete
log out.

“ For each i € [n], we denote j-th row of B; (resp. B}) by by ; (resp. b; ;). Similarly, B; x (respectively B; )
denotes the k-th row of the basis changing matrix B; (respectively B;).

Fig.7: FH-DMCFE scheme £ = (Setup, DKeyGen, Enc,Dec) for inner products. We work in the
prime-order bilinear group setting G = (G1, Gg, Gy, g1, g2, gt, €,q). We use two full-domain hash
functions Hy: Tag — G1 and Hs : Tag — Go.

the prime-order bilinear group setting G = (G1, Gz, Gy, g1, g2, g+, €, q¢) and G1, Gy, Gy are all written
additively. We employ two full-domain hash functions H;: Tag — G; and Hy : Tag — Go. The
details of £ are given in Fig. 7.

Correctness. The correctness property is demonstrated as follows:

n n
lout], = Zci xd; = E (xi,¥;) + Sipw + tlwuﬂ

= ﬂz X, Y;) + Wit - 2(51 +6)|| = Z(Xia}’i> )

=1 t =1 t
and we are using the fact that > ° ;3 = > £ = 0.

Security. The formal definition of security notions for FH-DMCFE is recalled in Definition 21 in
Appendix A.3. Theorem 32 states that the scheme is weakly function-hiding, one-challenge secure
against complete queries under static corruption. Below, we argue that most restrictions on the
security model can be removed by applying a sequence of generic lemmas.
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Theorem 32. The DMCFE scheme & = (Setup, DKeyGen, Enc, Dec) in Fig. 7 for the function class
F® is one-challenge, weakly function-hiding secure against complete queries under static corruption
in the ROM, if the SXDH assumption holds for (G1,G>).

More specifically, we let q. and q;, denote the maximum number of distinct tags queried to OEnc
and OKeyGen, respectively. Furthermore, for i € [n] and tag,tag-f € Tag, we define J;1ag and
ji,tag-f to be the numbers of queries of the form OEnc(i,tag, x,*) and OKeyGen(i,tag-f,x,*), and
we set J = maXc[y) tageTag Jitag 0N J = MaX;c(n] tag-feTag Jitag-f, resSpectively. Then, for any ppt
adversary A against £, we have the following bound:

AdvER P (%) < (e + 1) + (g + 1)) - (2N +8) + g + g + 8N +2) - AdvERH (1Y)

The proof can be found in Appendix C.3, whose ideas are presented in Section 3.1. In Section 2.3,
we argue that DMCFE can be viewed as a special case of DDFE. Therefore, it is possible to apply
generic lemmas stated in the DDFE setting to DMCFE schemes, too. Specifically, we first apply
Lemma 14 to allow incomplete queries, then Lemma 5 to allow multiple challenges, and finally
Lemma 6 to guarantee (full-fledged) function-hiding. In this way, we obtain a FH-DMCFE for inner
products whose only constraint on the security model is static corruption.

Corollary 33. There exists an FH-DMCFE scheme for the function class F'® that is function-hiding
secure against static corruption under the SXDH assumption in the ROM.

C.2 Swapping Lemma

In this section we state a technical lemma that will be the basis of the security analysis of our
function-hiding IP-DMCFE. An overview on how this lemma is used can be revisited in Section 3.1.
The proof is divided into three parts. We start with an informal description of the main ideas in
Section C.4. Then we formally prove an important special case in Section C.5, followed by a full
proof of the general lemma in Section C.6.

Lemma 34 (Swapping). Let A € N and H = H(\),K = K(\),L = L(\),J; = Ji(\), J; =
Ji(A\),N = N(\) € N where i € [H] and H, K, L, J;,J;, N : N — N are polynomials. Let (Bi,B}),
for each i € [H], be a pair of random dual bases of dimension 4N + 4 in (G1, G2, Gy, g1, 92, Gt, €, q).
All basis vectors are kept secret. Let R, Ry, ..., Rk € Zq be some public scalars. For i € [H|, { € [L]
and k € [K]|, sample 0,0, j,,7,7¢ <= Lq conditioned on Zie[H} o; = R and Zie[H] ok = Rj.

We consider the following oracles:

Oy: On input (£, i,xzi."),xle(;p)) € [L] x [H] x ZY x ZY, where rep € [Jj] is a counter for the number

of queries of the form (£,i,%,%), sample p;p) < Zq and output

(rep) __ ( (rep) /(rep)

(rep) 2N+1
uy; 0 )B

Xgl ) ng , Te, 0, p[’i )

i

: For b € {0,1}, on input (i,xéji)) € [H] X ZY, where jJi € [Ji] is a counter for the number of

queries of the form (i,*), sample pf” < Zq and output

[f: u(]z . r, 0 p(h 02N+l>
Fp=1: uf’= I r 0, 0, 0N g,
Oy: On input (i,y" 7, y\*") € [H] x ZN X ZN, where j; € [J;] is a counter for the number of
queries of the form (i,%,%), sample 7T < Zq and output

() (1,5 (0,53) (43) 2N+1
! (yzlayzlaaiaﬂ-il>070 )B;‘
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Oy: On inputs (k,z,ygef)) € [K] x [H] x Zg, where rep € [J;] is a counter for the number of queries
(rep)

of the form (k,i,%), sample w7 < Zq and output

(rep) __ ( (rep) (rep) (rep) 0 02N+1)
b

sz ykz’ykz’gk“ Trkz’ B} -

If Zz (x; x ) ,yio 9y = Zf{1< i) ,yil SN for all j; € [jz],]l € [Ji], then the following advantage is
negligible under the SXDH assumptzon:

04|04
PY[AOV,<1A N, H, K, L, (Ji, J:)ici), R, (ch)k:e[m)—> 1]

Ou|OL
— Pr [AOW(IA N,H,K,L,(J;, J;)icim), B, (Rk)ke[K])% 1]

< (2N +8)-J- AdvZ ¥ (1Y)

where J = maX;e[H] J; and A can query the oracles @u,,(’)v,@v adaptively, i.e. the queries
can be made in any order and any number of times respecting the (polynomial) upper bounds
K, L, (Ji, Ji)ieim)-

C.3 Proof of Security

Security The security of our scheme in Fig. 7 is proven below.

Theorem 32. The DMCFE scheme & = (Setup, DKeyGen, Enc, Dec) in Fig. 7 for the function class
F® is one-challenge, weakly function-hiding secure against complete queries under static corruption
in the ROM, if the SXDH assumption holds for (G1,G>).

More specifically, we let q. and qi denote the maximum number of distinct tags queried to OEnc
and OKeyGen, respectively. Furthermore, for i € [n] and tag,tag-f € Tag, we define J;1ag and
jmag_f to be the numbers of queries of the form OEnc(i,tagl*,*) and OKeyGen(i, tag-f, *,x), and
we set J = maX;c[,) tageTag Jitag 4Nd J = MaXc[n] tag-feTag Jitag-f, reSpectively. Then, for any ppt
adversary A against £, we have the following bound:

AdviBE P (1) < (g + )7+ (as+ DT) (2N +8) g5+ + 8N +2) - AdvERH(1)

Proof. The proof is done via a sequence of hybrid games. The games are depicted in Figure 8.

Game Gg: This is the experiment Exp(lscgflvfossm M(12) of a ppt adversary A, where b < {0,1}

is the challenge bit. Because we are in the one-challenge setting with static corruption, the
adversary will declare since Initialize the challenge ciphertext tag tag*, the challenge function tag
tag-f* as well as the set C C [n] of corrupted clients. We define H := [n] \ C. Knowing tag*, tag-f*,
we index by ¢ € [g] the ¢-th group of ciphertext components queried to OEnc for tag, # tag*.
Similarly, we index by k € [gx] the k-th group of key components queried to OKeyGen for
tag-f;, # tag-f*. For the ciphertext and key queries, challenge or not, the adversary can issue
repetitions and we index the repetition by j" € [J] (respectively j" € [J]) for the non-challenge
and by j € [J] (vespectively j € [J]) for the challenge ciphertext (respectively key) components,
where J, J are maximum numbers of repetitions at any position i € [n], over all queried tags, in
ciphertext and key components in that order.

There are 2 secret sharings of 0, namely (3;); and (#;);, that we generate from Initialize. For the
tag tag-f;, w.r.t non-challenge functional key queries, we denote Ha(tag-f,) — [ux], and define
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Game Go: Y7 & = Y0t = 0, Hi(tag,) — [we],, Hi(tag*) = [w],, Ha(tag-f,) — [urly, Ha(tag-f*) — [ul,,
b <% {0,1} is the challenge bit

Fig. 8: Games for proving Theorem 32

cé{i) =( xé{i) we tiwe 0 pgi) oN | 02Nt g,
d;cj,i) = ( Vi Sipk Ltk Trl(c];i) 0 oN 02N+1 )Bv
P =( xPP w Tiw 0 P I I R B
di_i) =( yibj) Sip L WZG) 0 oN 02N +1 )B-
Game G1: Y " Ski =D 0 8i =9 o tei =2 ., ti =0 (Randomization)
Cz(zfi) = ( Xz(zfi) we 0 Pz(zfi) o | 0*NVF! )B;
d) =( ypo | Ised | e | w7 |0 | OY ] 0PN )ps
@ =( x" w 0 @ | oV | 02N g,
d9 — ( y(b,5> M 7@ 0 o~ | 02¥FL g
Game Gz: (Subspace Indistinguishability)
d;cj,i) =( Yi,i Sk,i bk ﬂli{i) 0 )Bf
@@=y | o | w| 29 |0 )s:
Game G3: (Swapping - Lemma 34 - over OEnc tags)
ey = ( we | teq | 0| o) 0N ),
= @] | u o] s,
Game Gy: (Subspace Indistinguishability)
d;cj,i) = ( Sk,i 1223 771(@],1‘) 0 Yk, 02N+1 )Bj
dl(.j) = ( Si L 7'r§j> 0 El’j) 02N+l )B:
Game Gs: (Subspace Indistinguishability)
cir = B [ | e [0 ] 00 | w0 [ @
CEJ) — ( Xil,J) w t 0 ’EJ') ng'j) 02N+1 )B,,
Game Gg: (Swapping - Lemma 34 - over OKeyGen tags)
d;vj;i) =( Ski | Mk ﬂ-l(cj;i) 0 02 )B,f
dgj) _ ( yz(_l,j) i u 7.I_EJ) 0 02N+1 )Bf
Game Gr: (Cleaning - Subspace Indistinguishability)
= x| e | 0 [0 [ @] e
a0 = i | e |ome | mg) |00 | OY [ OPNFL gy
Ci'j) _ ( xgl’j) w t; 0 Pij) 02NV+1 )Bi
49 — ( y§1,i) . 1 e 0 oN 02N +1 )B*
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Skq = Mk - 5;. Similarly, for the only challenge functional key query to KeyGen corresponding
to tag-f*, we denote Ha(tag-f*) — [u]), and define s; := - 5;. We remark that for all k € [g],
(Ski)i is a secret sharing of 0, and the same holds for (s;); as well.

In the same manner, for the /-th non-challenge tag tag, we write Hi (tag,) — [w¢]; and tp; = wp-1;.
For the challenge tag tag*, we denote H;(tag*) — [w]; and ¢; == w - #;. In the end, the challenger
provides the key and ciphertext components as follows: for the challenge bit b

" _
Cﬁz

( ("

dz‘]z = (yggv Mksla BEs Tkis O ON O2N+1)B:
= (
(

7 G N 2N+1
nga we, weti, 0, pgjia 07,0 + )B

i

x" ) w, wit;, 0, p(]

(b,3) N n2N+1
y;: ’ ﬂsia Hy T4, 07 0 70 * )B:‘

(J) (b,9) ) ON 02N+1)B

i

d(J)

We index by (j,5’) (respectively (7,;')) the repetitions of challenge and non-challenge ciphertext
components (respectively key components). Note that the admissibility condition in Definition 21
requires that X(O 9 = X§1’j) (respectively y¥ = y1) for all queries to OEnc (respectively ODKeyGen)
where i € C. All transitions, by means of basis changes in DPVS, in this proof apply only to
pairs of bases (B;, Bf) where i € H. This means in particular that all basis vectors considered
in the proof are hidden from the adversary.

In the following we define event G; = 1 to signify that “The output b’ of A satisfies ¥’ = b in G;”.

We have Advzcgjl'possmt;vfh(lk) |Pr[Go = 1] — %] and a probability calculation shows that for
Ny Nnp?

two successive garﬂé's’ Gi—1,Gi, |Pr[G; = 1] — Pr[G,;_; = 1] is the difference in probabilities that
A outputs 1 in G; versus that A outputs 1 in G,_;. We now start the description of games.

Game Gp: The vectors are now:

i’ N 2N+1
G _ (3" ") 0 ,0 +)B

Coi = (Xéw we, witi, 0, Piis i
A7) = (v, mkdis ks T 0, 0N, 02N g,
(J) (Xib])7 w, wt“ O p(J) ON, 02N+1)Bi
d(]) - (va Msia My T, Oa ONv 02N+1)B’.‘
In this game we replace the shifted secret shares of 0 in d(J ) dkf i) (respectively ¢;, ¢ ) which

are s; == -8 and Sp; = py - 5; (respectively t; == p - t; and tri = wy - t;), while Hl(tag)

[w]y, Hi(tag) — [we]; , Ha(tag-f) — [u], , Ha(tag-f) = [ux], and Hy, He are modeled as random

oracles. We proceed as follows:

Go.1: We program H; at the points tag, (tag,)sc(q,] by sampling w, wy - Z, and setting Hi (tag) =
[wl;,Hi(tag-f) == [we];. The same programmation is done for Hp. This gives a perfect
simulation and Pr[Gg 1] = Pr[Gp].

Go.2: We replace the shifted shares in d(J ) d(] ) by random secret shares, while preserving their
sum. Our key observation is that: because We are in the static corruption model, all corrupted
i are known since the beginning. More specifically, the secret shares (§;)7_; are generated at
setup and Y4, 8 = — (3¢ Si) is fixed since the beginning. Therefore, upon receiving the
challenge tag tag-f (that is declared up front by the adversary in the current one-challenge
setting) as well as all other non-challenge tags tag-f;,, thanks to the programmation of the
RO from Gg 1, all the sums:

R::MZ@; Ry = Mkz§i

1€H 1€H
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are fixed in advance. We use this observation and the random-self reducibility of DDH in G
in a sequence of hybrids Gg 1% over k € [0, g + 1] for changing the non-challenge key query
dy i) under tag-f; as well as changing the challenge key query d(J ) undef tag-f.

In the hybrid Gg 15 with 0 < k < g, the first & non-challenge key queries d;jg are having a
random secret shares over ¢ € H:

G — () N 2N+1
dkj,i - (ij,zw 7 HEy Tk, 07 0 ) 0 )B:

where sy ; < Zg and Y, g Ski = Rp = i - D ;e 8- In the hybrid Go.1.4,4+1 we change the
challenge key query d;j )

d(]) (yzv Siy W, T, 0 ON 02‘N+1)B;k

where s; <~ Z, and ZZE% si=R=p-> iy 5 We note that the secret shares are the same
for all repetztzons j at position i under tag-f*, or j/ under tag-f,. We have Gg 1,0 = Go1 and
Go.1.qs+1 = Go.2-

We describe the transition from Gg k-1 to Goix for k € [gr + 1], using a DDH instance
([aly, [®],, [c]y) where ¢ — ab = 0 or a uniformly random value. Given a ppt adversary A
that can distinguish Gg 1.1 from Gg 1 that differ at the k-th key query (being the challenge
key if k = g + 1), we build a ppt adversary B that breaks the DDH:

— The adversary B uses [a], to simulate Ha(tag-f;) (or Ha(tag-f*) if we are in the last
transition to Go.1.¢,+1). This implicitly sets py, == a.

— The adversary B samples §; <= Z, for corrupted 4, as well as other parameters to output
the corrupted keys (ek;,sk;) to A. Then, B computes and defines Sy, == — >, 5;.

— Let us denote H := |H| the number of honest i. For ¢ among the first H — 1 honest clients
whose keys are never leaked, B uses the random-self reducibility to compute [u5;], for
responding to the k-th key query d(J ) (or the challenge d(” if k=qr+1).

— First of all, for ¢ among the first ]H| — 1 honest, B samples Qs Bri <= Zq and implicitly
defines by ; == oy b + Bii, cri = oy ic+ Bria. We note that

{Ubk,iﬂz = i [By + [Br.ill,
[erily = arilcly + Br[al,

are efﬁciently computable from the DDH instance. Then, B uses [cy;], in the simulation

of dY) (or A in the last hybrid).
— Next for the last H-th honest client, B computes and defines:

lewully =Sk -laly = > leril, (18)

€H\{H}

where S} is known in clear from above and other honest [cg;], can be computed as
explained. The adversary B then uses [ci i), to simulation the H-th key component
of the k-th key query. We emphasize that we makes use of the static corruption in the
simulation for honest 4, since we never have to compute the (cg ;)icy in the clear and can
embed the DDH instance so that on the exponents (of group elements) they sum to S.
It can be verified that if ¢ — ab = 0, then B is simulating the £-th query where B simulates
d;jy;) [N + 1] = ui8; == aby; and we are in Gg 1 ,—1; Else d;i;) [N + 1] = 533 = ¢y is a totally
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uniformly random value such that ), ¢k + tx D ;cc 5i = aSk + pg D ;cc 5 = 0 thanks
to (18) and the definition of Sk.

In the end we have |Pr[Go1x-1 = 1] — Pr[Go1x = 1]| < AdvgzDH(l)‘) and thus | Pr[Ggo =
1] = Pr[Go1 = 1]| < (g + 1) - AdvgoH(1%).

Go.3: We replace the shifted shares wti, wet; in c( ) (” ) by random secret shares t;,t,; for i € H,

while preserving their sum. We recall that because multlple queries, even for the same i € [n],
are authorized for the challenge ciphertext, the same wt; (replaced by t;) will be used for all
cij ) for all j. The random secret shares t;, t; <~ Zq satisfy:

Zti szfi; Ztm Zwezfi

1€H 1€H 1€H 1€H

where .y t; is fixed from the beginning due to the static corruption setting, and the
challenge tag is declared up front in the current one-challenge setting. We use the same
argument as from Gg i to G2, using DDH in G; and with (¢e 4+ 2) hybrids (to change ¢,
non-challenge ciphertext queries then the 1 challenge ciphertext). This gives us | Pr[Gg3 =
1] = Pr[Go.2 = 1]| < (e + 1) - AdvgPH (174).

After arriving at Gg 3 the vectors are now having the form:

ng) (X2]Z>7 Wy, 0 péjz)a ON 02N+1)Bi; dgz) (Yg,)7 7 Mk, Thyis 07 ON7 02N+1)B;‘
CEJ) ( (OJ)’ w, , 0, p(J) ON 02N+1)B¢§ d(J) y“ TR 0, 0N7 02N+1)B;‘

’L

as desired in Gy. As a result Gg3 = G1 and the total difference in advantages is | Pr[G; =
1] = PrGo = 1]| < (gx + 1) - Advg?"™ (1Y) + (ge + 1) - AdveP™ (1%).

Game Gy: We use DSDH in G; to make y(] ) appear in coordinates [N +5,2N + 4] of dg;), as well

as yf 7 in coordinates [N +5,2N + 4] of df). This is of type computational basis changes that
is reviewed in Appendix A.2, the calculation stays the same where we use DSDH to introduced
fized instead of random values.

We proceed by a sequence of N + 1 hybrids, indexed by m € [0, N], such that the first hybrid of
m = 0 is identical to G; and for m > 1 in the m-th hybrid the first coordinates [N +5, N +4+m]
of d;i;), df) are modified. For m € [N], the transition from the (m — 1)-th hybrid to the m-th
hybrid is described below. Given a DSDH instance ([a], , [b]5 , [c],) in G2 where 6 == ¢ — ab is
either 0 or 1, the bases (B;, B}) are changed following:

10 la

01
N+3,N+44+m N+3,N+4+m
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The bases B} can be computed using [a], and the key components can be written as follows:

477 = (), swis e 707, 0, w1, ey lm — 11,0,..,0, 02N ),

last (N—m+1)-th coords are 0
+ (02 by [m], 0, 0,..,0,cy}[m],0,..,0, 0*NF 1)y,

m-th COOI‘d among N
(ygz)a Skyy Mk, W;;l) +by(])[ ] 0 y(])[l]a 7y;€72)[ - 1] (5}’(7)[ ] 707 02N+1)B;‘
last (N—m)-th coords are 0
d,i-] = (y;b]7 Siy Wy T (J) Oa .'Y;'Lj)[l], 7y§1j)[ 1]707"707 02N+1)B’;
last (N—m+1)-th coords are 0
+ (02, by m], 0, 0,..,0,cy{"”[m],0,..,0, 0N )gy:

m-th coord among N

(yy)])a Siy My Wl(j)TLby;l’])[ ] 0, y(lﬂ[l}a 7y7E1J)[ ] 5}’(1])[ ]v--aoa O2N+1)Bf :

last (N—m)-th coords are 0

We update (7r,(j ) (J)) to (7T(J )+ by(] J[m, ZG) + bygl’j)[m]). Even though b; 4144, cannot be
computed due to the lack of ﬂa]]l, the simulator can write the c-vectors in H; to observe how
they are affected:

G _

(")
cﬁz

N 2N+1
Xg,’wéy tfho szao 0 )H

1

Xg,a we, tfia 0+0a péji)a ON 02N+1)B

ON 02N+1)B

i

i

(J) b,j) ON 02N+1)H

XE ) 270/)17
(

i

(
(
(Xgl, we, te, 0, Pha
=(
=(

b,7)

X; ) 270/)17

; ON 02N+1)B

If § =0 we are in the (m — 1)-th hybrid, else we are in the m-th hybrid. Totally, we proceed for
all i € H in parallel, after N transitions we arrive at G3 and obtain |Pr[Ge = 1] — Pr[G; = 1]| <
2N - Advedt (17).

Game Gj3: After Gy the vectors are now:

N n2N+1
Céjl) (Xélv we, tfza 0 péjl)7 0 ) 0 + )B

G _ i" G" 2N+1
dk]z (yk]za Sk,is Mk, ﬂ—kjl ) 0 7 0 )be‘
(J) (X(b J), w, t“ 0 p(J) ON 02N+1)Bi

G _ (b ) 5] 2N+l
AP = ("7, siy w7, 0, [y ) 02V g,
@) LG

We now swap x."” x;” from coordinates [1, N] to coordinates [N + 5,2N + 4] in ¢;”, ¢/,
respectively. ThlS can be done by a sequence of g. + 2 hybrids over the g, distinct tags tag, to
OEnc and the only challenge tag tag® that is declared at the beginning of the one-challenge
game. The first hybrid is the same as G3. The transition between each hybrid is done by an
application of Lemma 34. We first swap the challenge c(J ). then swap the non-challenge c ) one
after another on an ordering over wy, e.g. their order of appearances. We verify the constramts
required by Lemma 34.

Swapping the challenge xéb’j JE

i
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* First of all, thanks to the weakly function-hiding admissibility (condition 3 that is concretely
interpreted for inner products): for all j € [J],7 € [J]

n

8 )
Z< ('bj)’y;by) yil .7)> = Z< (ba)’y;by) yil .7)> 0
i€H i=1
where comes Irom condition at for corrupted 7 the challenge keys satisty Y, =Y
h f dition 1 that f ted i the challenge k tisty y 7 =y,

and (2) comes from the weakly function-hiding. This provides the conditions for the application
of Lemma 34.
» The sets of vectors, listed in the order of the lemma’s oracles, are ((cé]l))fei‘]], (ci’))zg_‘[ﬂ,
J iNg ET .
(dl”)fg{}, (dg,i))gei,l}ce[qk])' The constants will be R = 3", 5 si, R, = >, ey 5k, for k € [qi],
known thanks to the static corruption. The 4N 4+ 4 coordinates affected, in the order
w.r.t the statement of Lemma 34 so that they form a subspace of dimension 4N + 4, are
([L, N],[N +5,2N +4],N+1,N +3,N +4,[2N + 5,4N + 5]).
In the end, the security loss for this swapping is bounded by (2N +8) - J - Adv%)l(%;'(l)‘).
(J ) .

‘Swappmg the non-challenge x;

« First of all, thanks to the weakly functz’on—hz'dmg~ admissibility (condition 3 that is concretely
interpreted for inner products): for all 5’ € [J],j € [J]

H n
Z< XUy — )y @ Z< XYy — )y @
AR 7 AR 7
i=1 i=1
where (1) comes from condition 1 that for corrupted i the challenge keys satisfy ygo" = yil 2

(J)

and (2) comes from the weakly function-hiding while treating x;;’ as the challenge. This

provides the conditions for the application of Lemma 34.
m)JE[J} (C(]"))j’E[J}
i JieH 2\l JieH

(d(a>)z€€7[_{}, (d%ﬁ)zeeﬂ[ ée[q ))- The constants will be B =37y si, Ri = 39y sk, for k € [ax],
known thanks to the static corruption. The 4N + 4 coordinates affected, in the order
w.r.t the statement of Lemma 34 so that they form a subspace of dimension 4N + 4, are
([L, N],[N +5,2N +4],N+1,N+3,N +4,[2N + 5,4N + 5]).
Finally, the security loss for each swap over the ¢. non-challenge tags tag, # tag* to OEnc is
upper bounded by: (2N 4 8) - J - Adva%’:( ). In total, we have |Pr[Gs = 1] — Pr[Gy = 1]| <
(ge+1)- (2N +8)-J- Adva%:(l)‘) in which IV is recalled to be the length of vectors encrypted
by clients.
Game Gy: After Gs the vectors are now:

céjz) ( , We, tfw 0 szwL)v 7 02N+1)Bi

G _ (v GD G G" 2N+1
d] (YIg]'L? Skyis Mk, ﬂ-kaa 0 ykjﬂ‘a 0 )

(]) ( w, ti, 0, p(J) (bJ 02N+1)Bi
d(]) ( (bJ) Si, 0 y 02N+1)

+ The sets of vectors, listed in the order of the lemma’s oracles, are ((c

B;

By -

In this G4, we use DSDH to clean y(7 ) in coordinates [1, N] of d;j ) as well as y " in coordinates
[1, N] of dij).

We again exploit the randomness at coordinate (N + 3) of the d-vectors and proceed by a
sequence of N +1 hybrids, indexed by m € [0, N], such that the first hybrid for m = 0 is identical
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to Gz while in the m-th hybrid the first coordinates [1,m] of d¥”,d¥ are modified, for m > 1.
For m € [N], the transition from the (m — 1)-th hybrid to the m-th hybrid can be done by a
computational basis change using a DSDH instance ([a],, [b],, [c],) in G2 where ¢ == ¢ — ab is
either 0 or 1. The bases (B;, B}) are changed following:

la 10
B, = -H;; B = -H} .

1
m,N+3 m,N+3

The basis B} can be computed using [a], and the d-vectors are simulated below:

Gh _ G" G 2N+1
dkii - (07”707yk]7i [m]a‘WYkJ’i [N]a Skyiy Mk, Trkz ’ O yk17 0 )B:‘
first (m—1)-th coords are 0

+(0,..,0,—cy ) [m],0,..,0, 0%, by [ml], 0, 03N+

m-th coord among N
= (O 0 y(])[ ] 6y(])[ ]7 7YE€JZ)[N]> Sk,is Mk, W](gjl>+by(])[ ]7 07 yzjz)v 02N+1)B;k
first (m—1)-th coords are 0
A = (0,.,0,y{""[m], .. y\""[N], si, n,
first (m—1)-th coords are 0
+(0,..,0,—cy$"[m],0,..,0, 0%, by(""[m], 0, 0*N+1)gs
m-th coord among N
= (0,..,0,y8[m] = 6y [m], ..y VINY, swy g, w0l + by ml], 0,y 02N+ ).

first (m—1)-th coords are 0

13 n2N+1
(3 ? O )

@)
ﬂ-ij ’ 07 Y B}

Even though we cannot compute b;,, due to the lack of [a];, the c-vectors can be written
directly in H:

(J)f

N
Cji 0

(" (") 2N+1
y We, tf,iv Oa pg]z7 X/Z, 0 )H

i

=

0 (4" (" 02N+1)B

y We, tf,iv O—CZO sz’ Xfla

(
=
= O, w1 O, ) 7
=
=

i

)
(J) _ ON, w, t“ 0 p(J) (bJ), 02N+1)H

0

i

=z

b,j 2N+1
. w, tZ,O p(J) (]),0 +)B

If 6 = 0 we are in the (m — 1)-th hybrid, else we are in the m-th hybrid. Totally, after N

transitions we arrive at G4 and obtain |Pr[Gy = 1] — Pr[Gs = 1]| < 2N - AdVDDH(l/\).
Game G5: After G4 the vectors are now:

G _ (oN " (" 2N+1
ngl (0 y We, tﬁ,’ia 0 Pg]l ’ Xﬁjz , 0 )Bi

Cio G " 2N+1
dk-JZ ) Skyiy Mk, Trk]l ’ 0 yk;]Z ) 0 )B;k

("
(]) (ON, w, t“ 0 p(]) (bJ) 02N+1)Bi
(

1 2N+1
dE]) - Siy b, T (J) 0 y( J) 0 + )Bﬁ.‘ )

K3

We use DSDH in G; to make X(” appear in coordinates [1, N] of ¢ (] ), as well as x( ) in

coordinates [1, N| of c“) This is of type computational basis changes that is reviewed in
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Appendix A.2, the calculation stays the same where we use DSDH to introduced fized instead of
random values.

We exploit the randomness at coordinate (N + 4) of the c-vectors and proceed by a sequence
of N + 1 hybrids, indexed by m € [0, N], such that the first hybrid for m = 0 is identical to
G4 while in the m-th hybrid the first coordinates [1,m] of c%), cij) are modified, for m > 1.
For m € [N], the transition from the (m — 1)-th hybrid to the m-th hybrid can be done by a
computational basis change using a DSDH instance ([a]; , [b];, [c];) in G1 where § := ¢ — ab is
either 0 or 1. The bases (B;, B}) are changed following:

10 1—a

01
m,N+4 m,N+4
The calculation can be adapted from that in the transitions from G; to Go, except that now we will
do it dually for the c-vectors in the basis change from H; to B;. The B; can be computed using [a]; .
Even though we cannot compute b;,,, due to the lack of [a],, the d-vectors can be written directly
in H} and stay invariant thanks to the fact that their coordinates [1, N] are all 0 after G4. Totally,
after N transitions we arrive at G5 and obtain |Pr[Gs = 1] — Pr[G4 = 1]| < 2N - AdvngH(l’\).
Game Gg: After Gy the vectors are now:

7 .7 ./ IN-+1
3" 4" ") 0 +)B

Xgﬂ‘ , We, tf,ia 07 pg7i7 X@J'?

i

(
= </ <
d;qj,i) = (0N7 Skis Mk, 7'['](;2-), 07 y;j7i)7 [)2ZV+1)B;.k
(
(

(1,5) 4) (b,5) 2N+1
7 w, tiu 07 PZ‘J y X ! ) 0 )Bi
j N j 1,j 2N+1
d('J) =(0 y Siy My 7T('J)7 07 y( J)7 0 + )B’-‘ .

[ ) i

We apply Lemma 34 to swap yél’j ),ygv;) from coordinates [N + 5, 2N + 4] to coordinates [1, N] of
vectors dg ), dg;). This can be done by a sequence of g, + 2 hybrids over the ¢ distinct tags tag-f;,
to OKeyGen and the only challenge tag tag-f that is declared at the beginning of the one-challenge
game. The first hybrid is the same as Gs. The transition between each hybrid is done by an
application of Lemma 34. We first swap the challenge di”, then swap the non-challenge d;g;.) one
after another on an ordering over g, e.g. their order of appearances. We verify the constraints
required by Lemma 34.
‘Swapping the challenge yi-l’;)‘:

o First of all, thanks to the weakly function-hiding admissibility (condition 3 that is concretely

interpreted for inner products): for all j € [J], 7 € [J]

n
y FE)) g )
Z<y§1 g)’xgbg) N x;l J)> \ L/ Z<y§1 J)7X7(;bj) _ Xgl J>> =
1€EH i=1

where (1) comes from condition 1 that for corrupted ¢ the challenge messages satisfy xgb‘j ) =

xél’j ), and (2) comes from the weakly function-hiding. This provides the conditions for the
application of Lemma 34.

* The sets of vectors, listed in the order of the lemma’s oracles, are ((dg;))g,eijlle[qk}’ ( E;))ZEEM’

. iclJ -/ '/e J .
(CE]))gE’L{]’ (czi))geﬂ[ ]). The constants will be R = ), 5 ti, Re = > ;09 i for £ € [qel,
known thanks to the static corruption. The 4N + 4 coordinates affected, in the order
w.r.t the statement of Lemma 34 so that they form a subspace of dimension 4N + 4, are

([N +5,2N +4],[1,N],N +2,N +4,N + 3,[2N + 5,4N + 5]).
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Finally this swap incurs a security loss upper bounded by (2N + 8) - J - Adv%)f%g(ﬂ).

Swapping the non-challenge ygz)

e First of all, thanks to the weakly function—hidmg admissibility (condition 3 that is concretely
interpreted for inner products): for all j € [J], 7’ € [J]

H n

) gy 2
Z<y§gl)’ ’EbJ) Xily)> Z<y;€]2)7 iba) X£13)> =0
i=1 1=1

where (1) comes from condition 1 that for corrupted ¢ the challenge messages satisfy xib’j ) =

xgl’j ), and (2) comes from the weakly function-hiding. This provides the conditions for the
application of Lemma 34.

« The sets of vectors, listed in the order of the lemma’s oracles, are ((d(”)zg{}, (d;jz))zé_[[ ]le[qk}

(c i”)fé[i], (CEJZ))zEG[J]) The constants will be R = ) ;5 ti, Rp = > ;cqy i for £ € [qel,
known thanks to the static corruption. The 4N + 4 coordinates affected, in the order
w.r.t the statement of Lemma 34 so that they form a subspace of dimension 4N + 4, are
(I[N +5,2N +4],[1,N],N +2,N +4,N + 3,[2N + 5,4N + 5]).
Finally, the security loss for each swap over the g, non-challenge tags to OEnc is upper bounded
by: (2N +8) - J - AdeXDH( ). In total, we have |Pr[Gg = 1] — Pr[Gs = 1]| < (qx + 1) - (2N +
8) - J- Adva’%’:(ﬁ) in which N is recalled to be the length of vectors encrypted by clients.
Game G7: After Gg the vectors are now:

Céjz) (Xéjz)’ we, tf,ia 0 pgl)7 Xéjz), 02N+1)B,-
dg; (’ Skiis Wi W/E;Jz)a 0, [0V, 02N+1)B:
(J) (X<1]), w, 07 pi 7 ng’ﬂ, 02N+1)Bi
ng (7 P ngi)’ 0, ’ OQNH)BZ‘ .

We perform some cleanings to make the vectors independent of b. We use DSDH in G; to clean
éj ) in coordinates [N + 5,2N + 4] of c(J ), as well as x{"” in coordinates [N + 5,2N + 4] of ¢/”.
This is of type computational basis chcmges that is reviewed in Appendix A.2, the calculation
stays the same where we use DSDH to introduced fized instead of random values.
We exploit the randomness at coordinate (N + 4) of the c-vectors and proceed by a sequence of
N + 1 hybrids, indexed by m € [0, N], such that the first hybrid for m = 0 is identical to Gg
while in the m-th hybrid the coordinates [N + 5, N 4+ 4 + m] of C(J ), E” are modified, for m > 1.
For m € [N], the transition from the (m — 1)-th hybrid to the m- th hybrid can be done by a
computational basis change using a DSDH instance ([a], [b];, [c];) in G1 where § :== ¢ — ab is
either 0 or 1. The bases (B;, B}) are changed following:

1—a 10
B, = -H;; B} = -H} .
01 al
N+4,N+4+m N+4,N+4+m
The calculation can be adapted from that in the transitions from Gz to G4, except that now
we will do the cleaning dually for the c-vectors w.r.t the basis change from H; to B;. The B;
can be computed using [a];. Even though we cannot compute b;,, due to the lack of [a],,
the d-vectors can be written directly in H} and stay invariant thanks to the fact that their
coordinates [N + 5,2N + 4] are all 0 after Gg. Totally, after N transitions we arrive at Gy and
obtain |Pr[Gy = 1] — Pr[Gs = 1]| < 2N - AdvgPH(1%).
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In the end, we clean the coordinates and the vectors become
G _

(" G [AN] n2N+1
cgl nglv We, tf,ia O péjia 7 0 )Bi

(

d(J) (ygz)a Sk,is Mk, 7T](§JZ)7 Oa ONa 02N+1)B;‘
= (x|
= (

X 7 w7 tia 0 pz 02N+1)Bi

(2
(G _ (1,3)
d K3

79,0, 0N, 02N +)g.

y ) 827 M?

and they do not depend on the challenge bit b <~ {0,1} anymore and Pr[G; = 1] = 1/2. The
difference in advantages is

1
Advlchal—posstat—wfh(l/\) _ |PI‘[G0 — 1] _ 5‘

- |Pr[GO =1] — Pr[G; = 1]|
< Z | Pr[G —Pr[G;—; = 1]|

= (<(q6 + 1)+ (g + 1)J) (2N +8) +qr +qe +8N + 2) - AdvERH(1Y

and the proof is completed. O

C.4 Technical Overview of the Swapping Lemma 34

Lemma 34 (Swapping). Let A € N and H = H(\),K = K()\),L = L()\),J; = Ji(\), Ji =
Ji(A),N = N(\) € N where i € [H] and H,K, L, J;, Ji, N : N = N are polynomials. Let (B;,B}),
for each i € [H], be a pair of random dual bases of dimension 4N + 4 in (G1, G2, Gy, g1, 92, Gt, €, q).
All basis vectors are kept secret. Let R, Ry, ..., Rk € Zq be some public scalars. For i € [H|, { € [L]
and k € [K|, sample 0,0, 7,70 < Zg conditioned on Zie[H} o; =R and Zie[H] ok = Rg.

We consider the following oracles:

Ou: On input (¢,i,x %) € [L] x [H] x ZY x ZN, where rep € [J;] is a counter for the number

(rep)

of queries of the form (£,i,%,%), sample Pr < Zq and output

(rep) __

(rep) /(rep) (rep) 2N+1
u, ) (X 0 )B

£ Xgl y T, 0, PM )

i

(O] For b € {0,1}, on input (i,xgi)) € [H] x ZY, where Ji € [Ji] is a counter for the number of

queries of the form (i,*), sample piji) & Zq and output

[p=0: wuf I r 0, pf, 0PN,
If: ui]z _ . r 0 P(Jl 02N+1)

Oy: On input (i ,yil i ,yio ) e [H] x ZN X ZN, where j; € [J;] is a counter for the number of
queries of the form (i,*,*), sample 7T<“ < Zq and output

( ) (1,5 (0,54) (43) 2N+1
! (y217 Z-l,O'i,TFl,O,O )

* .
i B;

Oy: On inputs (k,z,ygi")) € [K] x [H] x Zq, where rep € [J;] is a counter for the number of queries

(rep)

of the form (k,i,x), sample w7 <+ Zq and output

(rep) __ (rep) (rep) (rep) 2N+1
sz (Ykzv}Ik;Zvo-kza Tr]f17070 )B;‘
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Isz 1( X7 7y20h ) = Zf{1< G0 vyzlm> Jor all 51

negligible under the SXDH assumptwn:

€ [Ji],ji € [Ji], then the following advantage is

POV
Pr[Agv’<1A N,H, K, L, (J;, J;)icim, R, (17“314)1%[}(})—> 1]

0u|OL ~
- Pr[A@V’(l)\v N,H,K, L, (J’La JZ)%E[H]v R, (Rk)kE[K]> - 1]

< (2N +8) - J - Adv (1Y)

where J = max;e( ] Ji and A can query the oracles @u,,Ov,@v adaptively, i.e. the queries
can be made in any order and any number of times respecting the (polynomial) upper bounds

K, L, (J;, jz‘)ie[H}-

The proof is done via a sequence of hybrids over the repetitions j € [j] where we separate the
repetition u“ b (if J; < j there is no change on u;) into isolated coordinates then apply a lemma
that treats the fundamental case where J = 1 (Lemma 35). A full proof of the general Lemma 34
can be found in Appendix C.6. Below we give the main ideas for the simpler case J=1.

Proof (Main ideas for Lemma 35). The sequence of games is given in Figure 9. We explain the
main steps in our proof as follows, where details about formal and computational basis changes
can be revised from the examples in Basis changes of Appendix A.2. We start from the game
where the sample given to the adversary A follows Dy and the changes on vectors throughout the
games are put in . We omit the index of repetitions over (u;);, because J = 1, for the ease of
presentation. For each i € [H], the value J; denotes the maximum number of possible repetitions
(uﬁ’”)rep, (vi");, and (v (ep))rep, indexed by rep and j over all ¢, k.

Our first step is to explmt the fact that r <> Z; is a uniformly random value and for each j € [J]
all the secret shares o; in V(J ) sum to a known constant R. This helps us perform a computational
basis change on (B;, B}) and introduce a value ' - Zy in u;[4N; + 4] as well as a random secret

sharing of 0, common for j € [J], namely (7;)2Z,, in (v"[4N; +4))[L,.

u; = ( X; oNi 0 | pi | 0N | O )B;
vl =( y |y o | 0 | 0N | oM )B:

We use the hypothesis that all basis vectors are kept secret so that the computational basis change
using DDH cannot be detected by the adversary. More details can be found in the transition Gg — Gj.
After Gy, we perform a formal duplication to go to Gy in which we duplicate coordinates [1, N;], [N; +
1,2N;] to [2N; +4,3N; + 3], [3N; + 4,4N; + 3] in vectors vgj) ('e") for all i € [H],k € [K],j € [J].

wl? = CoxgP g o |0 e | o oM Lo ),
u; = ( x; | 0N | 0 pi | 0N p 0N | ),
VO = (Y |y |, e 0 Y| O] | )B:
vid =C W | vid o | M7 |0 v | pEr) ] 0 e
The duplication is done for all vectors v ( ) V;:p) also across all repetitions rep € [J]. On a more

technical detail, this formal basis Change will affect all vectors u

(rep)

(X

,u; as well, also across all

repetitions rep € [J]. Roughly speaking, by the duality of (B;, B} ) this basis change will incur
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Game Gg: The vectors are sampled according to Dy.
Game G;: (Random 0-Secret Sharing) Vj € [J]: S 7 =0

w? = x| x| 0 | o | 0N [ 0™ |0 s,
u; = ( X oNi 0 pi oNi | oM )B;
Vz(']) — ( yil 23) yEOYJ') 7rEJ') 0 oVi oNi )Bf
it =C W | v o | w0 0T oM 0 s

Game Gs: (Formal Duplication from coordinates [1, N;], [N; + 1,2N;] to [2N; +4,3N; + 3], [3N; +4,4N; + 3] in B})

(rep) _ (rep) (rep)’ (rep) N,
u = %] Xy e 0 2 o

u; = ( X oNi r 0 pi oNi

( 1 (0,5) (1
v =yt | oy e | 0|y

(rep) _ (rep) (rep) ) (rep) ()
Vi =0 Yig Yk, Oksi | Thy 0

Game G3: (Computational Swapping between [1, NV;] and [2N; + 4,3N; + 3] in

uir;p) — ( xzryeip) X;’,rﬁip)l re 0 pérelm ONi ON'L 0 )Bi

w=( [ oNi r 0 [od [xi] ove | 7 e,
vl =0yt | v e | 0 |y v )
it =0 v | v | ok | ™D 0 vl | v | 0 e

Inside a complexity leveraging argument:
Game G4: (Formal Quotient on coordinates [2N; + 4,4N; + 3] in B;)

wP =( - oNi oNi 0 e,
w; = ( 1V oM r s,
v’ = | (xilmly Y mDm | almly " m)m | T )B;
it =( | GalmlyiPm)m | Galmlyi P [m)m | 0 )s;
Game Gs: Ay =yt g0 7 7 L (xl, Ay} (Formal Swapping)
u? = ( 0 0 0 s,
w=( ™ .
VO = (e | Gyl | almly ) | B ag
Vi = ( (xi[mlyy P ml)m | (xilmlyy P Iml)m | 0] sy
Game Gg: (Formal Quotient on coordinates [2N; + 4,4N; + 3] in B;)
u;:i-” =C x| e |0 |
=( oM oM r 0 Di
VO =y | o) o 7P 0
i = v | v ok | T |0

Game Gr: (Computational Swapping between [1, N;] and [3N; + 4,4N; + 3] in

(rep) — ( érebp) Xzieip)' re 0 pér;p) 0N71 ONi, 0 )Bi
=( oM T 0 pi ),
(/) ( y(_l,j) y(_O-j) o 71.(_j) 0 7 )B:‘
vi'=C vi? | vi? | ows | W7 |0 0 s
Game Gg: Undo G2, G; (Cleaning) — Vectors sampled according to D;.
UZ?’) =C x| 0 | Ay 0 s
=( oV X; r 0 @ )Bi
(J) ( y(_lyJ) yiﬂ 7) o 7T{J) 0 @ )Bj
v = v | v | o | w2 | 0 0 Jn;

Fig.9: Games for proving Lemma 34 in the particular case where J = 1. We omit the index of
repetitions over (u;); for the ease of presentation.
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“moving” coordinates [2N; +4,3N; + 3], [3N; +4,4N; + 3] to [1, N;], [IV; + 1, 2]V;] in the u-vectors. In
this simple G; — Gy the moved coordinates contain 0 and that poses no problems. All calculation
can be found in the full proof of Appendix C.5.

After Gy, we perform a computational basis change under SXDH in order to swap between [1, N;]
and [2N; + 4,3N; + 3] in u;. The randomness is taken from p; at coordinate 2N; + 3 in u;.

u; = ( 0Ni| | oM r 0 oNi | 7' g,
o _ (1.9) (0.9) ) (1.9) (0.9)

vir=0 vi" | v i my O ;" |vi” | = s
(rep) __ (rep) (rep) . (rep) (rep) (rep)

Vi, = ( Yk, Yii Ok | Tgy 0 Yii Yk,i 0 )Bf

We remark that this change preserves the products u; x vi’’ and u; x v{® for all k € [K],j € [J]
necessarily for the indistinguishability. Moreover, the computational basis c7hange allows us to target
only the vectors (u;);c[z) while maintaining ugzp) for ¢ € [L],i € [H] intact.

Upon reaching Gs3, we obtain the necessary ingredients for our proof. A formal basis change maintains
identical views for the adversary in two games, allowing a complexity leveraging argument. This
argument aims to demonstrate that the adversary’s views over two hybrids are perfectly identical,
resulting in a 0 difference in winning advantages under efficient simulation. Principally a complexity
argument consists of a formal argument on top of two identical variants of hybrids, which are usually
their selective variants, and yields a security loss of 0. Formal basis changes provide a way to link
underlying selective variants that require identical views. The formal changes highlight DPVS’s
information-theoretic properties, as discussed in Basis changes of Appendix A.2. However, the
primary obstacle is handling the modification of all vectors under basis changes.

We now explain the sequence of games on which the complexity leveraging is applied. We want to
perform some sort of swapping between coordinates [2N; + 4,3N; + 3] and [3N; + 4,4N; + 3] of u;
and reach Gg whose vectors are:

WP =P x| |0 [ oMot o s,
u; = ( o oM r 0 pi 0™ B,
vf):( y’(il,j) yEOJ) o 7%@ 0 yi'o’j) 7 )B?
i =W [ e | w0 | BT 0 Je; -

The complexity leveraging will be applied to the selective versions G5 — G} — Gf — G§ and only
formal basis changes will be used in between. In these selective versions the simulator guesses the

values (x;[k], ygl‘j ) yio’j >)z EE[[I‘? ke[Ni] and the hybrids are conditioned on a “good” event that happens
with fixed probability. This iea s to an identical adversary’s view:

Pr[G; = 1] = Pr[G} = 1] = Pr[G; = 1] = Pr[G; = 1] . (19)
We briefly highlight the selective games’ ideas below:

e In G — G} a formal basis change is applied to do a quotient by x;[k| for k € [n;] over
all coordinates [2NV; 4+ 4,3N; + 3] as well as [3N; + 4,4N; + 3| of v-vectors. There are some
technicalities when defining the basis matrices to ignore the quotient when x;[k] = 0 and we
refer to equation (22) in the proof for more details.

e Then, in G — Gf, we define a formal basis change that uses the fized randomness 1’ € Zy in
u;[4N; + 4] (introduced from Gp) to switch 1 to 0 at coordinates [2NV; +4,3N; + 3] and 0 to 1 at
coordinates [3N; + 4, 4N; + 3] of all u;. The matrix definition is given in equation (23). We note

that unlike u;, the vectors uy$’ stay invariant because uy [4N; + 4] = 0.
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— Dually, all v-vectors will be altered such that the accumulated differences Zk (V12N +
3+k]—vY[3N; + 3+ k]) will be added to v’ [4N; +4]. For V('ep) we have v('ep) 2N; +3+ k| =

(rep) P[3N; —l— 3 + k] and those differences are all 0, no matter Wthh repetltlon rep. The real

Challenge comes from the fact that we have one set of (u;)fL, but multiple sets of (vi")H,
for each j € [J], i.e. for a given k € [V;], the difference v’ [2N; +3 + k] — v’ [3N; + 3 + k] =
x; Ay'"[k], where Ay [k] = y""'[k] — y'*”[k], can be non-zero.

~ We note that for each i € [H], for all j € [J], the term (x;, Ay\”) = >kelN xZAy(”[k] isa

constant. Otherwise there exists @ # I’ C [H] and j', 7" € [J] so that

S ki, AyY) £ 3 (xi, AyY")

iel’ iel’

while

Z <xi,Ay§j/)>= Z <Xi,AZY§jN)>7

i€[H\I' i€[H\I'

which contradicts the hypothesis that Zfil (x;, y") = zfll<xl, yi') for any j € [J].

— Tt is at this point that we need to use the secret sharing (1;)Z; of 0 in (v{’[4N; + 4])1,
(introduced from Gy) as well as the above observation that for each i € [H], for all j € [J], the
term (x;, Ay} is constant. More specifically, adding Zg;l(vij '[2N;+3+k]—vY [3N;+3+k])
meaning adding a fixed multiple of (x;, Aygj )Y to 7;, which is constant for whatever j. This
fixed multiple of a constant (x;, Ay'”’) over j still keeps it a sharing of 0 over all 4 € [H] and
the new 7; still does not depend on j:

Z (Tz <X1, Aym> Z T + Z X, Aym =0.

1€[H]| 1€[H]| 1€[H)|

This “fixed multiple” depends only on ' <* Z7 (introduced from Gi) and thus preserves the
distribution of (7).
* Finally, in G; — G§ we redo the quotient, still being in the selective variants conditioned on the
“good” event.

The probability calculation (see footnote 11) of the complexity leveraging makes use of the fact
that the “good” event happens with a fixed probability in conjunction with property (19), leading
to Pr[Gs = 1] = Pr[G4 = 1] = Pr[Gs = 1] = Pr[G¢ = 1]. Coming out of the complexity-leveraging
argument, the very last step consists in swapping x; from coordinates [3N; + 4,4N; + 3] back to
[1, N;] (see G¢ — G7) and some cleaning in order to make the vectors follow D; (see Gy — Gg). O

C.5 Swapping without Repetitions — Proof of Lemma 34 (Special Case)

We prove a special case of Lemma 34 where J = 1. We omit the index of repetitions over (u;); for
the ease of presentation.

Lemma 35 (Swapping without Repetitions). Let A € N and H = H(A\),K = K(\),L =
L(N),J; = Ji(A),N = N(\) € N where 1 € [H] and H, K, L, Ji,ji,N : N = N are polynomi-
als. Let (B;,BY), for each i € [H], be a pair of random dual bases of dimension 4N + 4 in
(G1,G2, G, 91,92, gt, €,q). All basis vectors are kept secret. Let R, Ry, ..., Rg € Zq be some public
scalars. For i € [H], { € [L] and k € [K], sample 0;,0;,7,7¢ = Zq conditioned on ;e 0i = R
and Zze[H} Ok,i = Rk

We consider the following oracles:
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Ou: On input (£, i,xgezp),xle(;ep)) € [L] x [H] x ZN X ZN, where rep € [J;] is a counter for the number

(rep)

of queries of the form (£,i,%,%), sample Pri < Zq and output

(rep) __ (erezp)’ X/e(r:p)’ o, 07 pg’eip), 02N+1)B

i

|Oyf: Forb € {0,1}, on input (i,x;) € [H] x ZY, sample p; < Zq and output

If: u; = (’ ’ r, 0, pi, 02N+1)Bz’
IFp=1: w=(0" [k r 0, pi, 0> g, .

This oracle can be called only once for each i € [HJ.

Oy: On input (i,y" ", y\*") € [H] x ZN X Zf]v, where j; € [J;] is a counter for the number of
queries of the form (i,*,*), sample 71-% - Zq and output
(J) (yil 234) 7 yiO 2Ji) , O, Z(JZ 0 02N+1)B;‘ .

(rep))

Oy: On inputs (k,i,y € [K] x [H] x Zq, where rep € [J;] is a counter for the number of queries

(rep)

of the form (k,i,x), sample w7 <+ Zq and output

(rep) __ ( (rep) (rep) (rep) 0 02N+1)
9

Vii Yiis Yei > Okir Tgg s B; -

If ZZ 1(xz,yio Iy = Zf{1<x,, I for all j; € [J;], then the following advantage is negligible
under the SXDH assumption:

Ou,
[A@V’<1A N,H,K,L,(J;)iem, R, (Rk)ke[K]> — 1]

O, Ol
[,41@“(1A N,H,K,L,(J;)icim R, (Rk)ke[K]) — 1]

< (2N +38) - Adv (1)

where A can query the oracles @u,,OV,@V adaptively, i.e. the queries can be made in any order
and any number of times respecting the (polynomial) upper bounds K, L, (Ji)ic|m-

Proof (of Lemma 35). The sequence of games is glven in Figure 9. The changes that make

the transition between games are highlighted by a . For the sake of simplicity, we do not

mention explicitly the oracles for the generation of vectors in the proof. We write 0' to denote ¢

consecutive coordinates containing 0. For each i € [H]|, the value J; denotes the maximum number
(rep)

of possible repetitions (u,7)rep, (vi?);, and (v (ep))rep, indexed by rep and j over all ¢, k. We define
J = maxi € [H]J;. The details of the transition are given as follows:

Game Gy: The vectors are computed according to the interaction:

0u |0y
A@w(l)\? N,H,K, L, (JZ)lG[H]v R, (Rk)kE[K]> .

Game G;: We perform a computational basis change, making use of the randomness r <= Z, at
coordinate 2N + 1 of (u;)2L; and of o; <* Z, at coordinate 2N + 1 of (v;), so as to introduce
a new non-zero /' <& Z* at coordinate 4N + 4 in (u;)L; and secret sharings (7;)2; of 0 with
only non-zero 7; at coordinate 4N + 4 of (vi”)H, where j € [J]. We recall that for each j € [J],
it holds Z _, 0; = R for some fixed public value R. We proceed in two steps:
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Game Gg1: We first use the subspace-indistinguishability to introduce r’ < Zy at coordinate
4N + 4 of u;, while keeping v"[AN + 4] = ué';p) [AN +4] = ng’) [AN + 4] = 0. Given a DSDH
instance ([a], , [b];,[c];) in G1 where ¢ := ¢ —ab is either 0 or 1, the basis changing matrices
are:

la 10
B, — .H;; B! H:

1
2N+1,4N+4 ON+1,4N+4

All vectors changed under these bases are secret. We compute B; using [a], and write the
u-vectors as follows:

w; = (xi, OV, 7, 0, pi, OV, 0N, 0)p, + (0N, OV, &', 0, 0, OV, OV, e')m,

= (X’iv 0N77 07 pi? 0N7 0N7)Bi

( ) ! N N
uf:eip) = (Xzeip7 XZG?:P)’ T, 07 Peis 0 ) 0 ) O)B .

K3

We cannot compute b; 5y 1 but can write the v-vectors in H* and observe that they stay
invariant in B as the (4N + 4)-th coordinate is 0:
v = (0 g0 gy x @0, 0N, 0N 0)s
— (yél"j)’ yéo’j), T, 7T2(j), 0, ON, ON, O)B;
V;;f) = (yﬁfi’), y;ff;’), Okir Thir 0, O, OV, 0)m:
= YL YT o s 0, 0V, 0%, O)p;

If 6§ = 0 we are in Gq else we are in Gg 1, while updating r to r + br’'’. The difference in
advantages is | Pr[Gp1 = 1] — Pr[Gy =1]| < 2- AdvngH(l’\).

Game Ggpo: We use DSDH in G to introduce any chosen secret sharing (Ti)ie[H] of 0, i.e.
S 7 = 0, such that 7; # 0 for all 4, for every j € [J]. Given a DSDH instance
([als , [b]5, [c]y) in G2 where § := ¢ — ab is either 0 or 1, the bases (B;,B}) are changed
following:

10 la
B; = - Hj; B = .H*

K3 (2
2N+1,4N+4 01 2N+1,4N+4
All vectors changed under these bases are secret. We compute B} using [a], and write the

v-vectors as follows:

j 1,5 0,j J N N N N N N
vi' =y, y"7, o, w0, 0N, 0N, 0): + (0, 0N, b7, 0, 0, 0V, 07, cr)me

— 1, v b 7, 0. 0%, 0V, B

(rep) __ (rep) (rep) N N
ka’e: - (ykr;p7 ykr’efv Okyis Tkys 07 0 ) 0 3 O)BZ .

For each j € [J], the secret shares (0;)/L, are updated to (o; + b7;)L, and still satisfy:

H H H
Z(Ui +b7;) = (Z UZ‘> +b (Z Ti> =R
i=1 =1

i=1

10 Tt is thanks to the randomness of r <& Zq that allows us to update br’ without changing the distribution. When
applying this swapping lemma for our FH-DMCFE scheme, this random r is provided by the RO while hashing the
tags.
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because (Ti)fil is a secret sharing of 0. We cannot compute b; 4n44 but can write the
u-vectors in Hy, for v, ry <& Zy, v’ < Zy:

u; = (Xi7 0N7 Tl/? 07 Pi, 0N7 0N7 r/)Hi - (Xi7 ON7 7’”+a7'/, 07 Pis ON7 0N7 7/./)Bi
uzeip) = (XZZP)7 Xg;'p)7 Te, 07 Peis 0N7 0N7 O)Hz = (XZZP)’ Xé:eip)a Te, 07 Pris ON') ON7 O)BZ )
while simulating r := r” + ar’ perfectly uniformly at random in Z,. If § = 0 we are in G 1,
else we are in Gp2 = Gj. The difference in advantages is |Pr[G; = 1] — Pr[Go1 = 1]| <
2- AdvEPH (1),

After Ggo = Gy, the vectors are now:

/
ué,ip) = (Xéyip)v Xé,ip)a Te, Oa Peyis O2Na O)Bz’ u; = (Xi, O’ a Oa Pi, 02N7 )Bi

@) _ (1,9) (0,5) (4) 2N . (rep)  __ (rep) (rep) 2N
v, = (yl y Yi a T 07 0 ) )Bf;a vk,i - (yk’l 3 ykﬂ' y Okyiy Tkyis 07 0 70)B;‘

and in total | Pr[G; = 1] — Pr[Gy =1]| < 2- Adv&DH(lA) +2- AdV(B,lDH(l’\).

(1,5 (0,5) (rep) (rep)

Game Gy: We perform a formal basis change to duplicate (y; )73’1‘ ) (respectively (y. 7, y.7"))
from coordinates [1, N],[N + 1,2N] to [2N +4,3N + 3], [3N +4,4N + 3] of v\ (respectively of

V;:; )). The bases are changed following using the following matrices (we denote B;[row, col] the

entry at row row and column col of B;)

Bj[row,col] =1 if row = col
B — Bi[row,col] =1if (row,col) € {(2N +4+d,1+d):de[0,N —1]}
") Bi[row, col] =1 if (row,col) € {(3N +4+d,N+1+d):de[0,N—1]}
Bi[row,col] = 0 otherwise
T
Bl = (Bf)

We write the vectors as follows, observing that the u-vectors stay invariant because their
coordinates [2N +4,3N + 3], [3N +4,4N + 3] are all 0 and the duplication is done correctly for
the v-vectors:

( ) (rep) N oN ! N N
u[r;'p) = (Xgeip7 X[:eip)a T¢, 07 Peyis 0 ) 0 3 O)Hl = (Xg;'p)7 XZequ)v T, 07 Peyis 0 3 0 ; O)B

K3

N N / N N 1
u; = (X’i7 07 T, 07 Pi, 0 ) 0 y T )Hl = (Xi7 07 r, 07 Pi, 0 ) 0 , T )Bi
@) _ (1,9) (0,5) (49) N N _ (1,5) (0,5) (4) (1,5) (0,9)
V@'J - (ny ! y Y ! y Ois 7T@'J ; 07 0 y 0 ’ TZ)H;k - (yl ! » Vi ! y Ois 771'] ) 07 7 Ti)B:f
(rep) __ (rep) (rep) N N _ (rep) (rep) (rep) _ (rep)
Vk:f - (yk::7 y]:;) OFk,iy Tk, O) 0 ) 0 ) O)Hz‘ - (yk;p )y]:; s Ok,iy Tkyis 05 Yk;;p 7yk:; 70)B:< .

We are in G; in bases (H;, H}) and in Gy in bases (B;, B}). The change is formal and we have
PI’[GQ = 1] = PI‘[Gl = 1]

Game G3: We perform a computational change to swap x; from coordinate [1, N| to [2N +4,3N +3|
of u;, using the randomness p; at coordinate 2N + 3. We proceed by a sequence of N + 1 hybrids,
namely Gy i, for k € [0, N], such that Go g = G2 and in Gg i, the first coordinates [1, k| are swapped
to 2N +4,2N + 3+ k|, for k > 1. For k € [N], the transition from Gy j_1 to Gg is described
below. Given a DSDH instance ([a],[b];,[c];) in G1 where § := ¢ — ab is either 0 or 1, the
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bases (B;, B}) are changed following:

1 00 1 a O
B,=|-ala ‘Hi; Bi=1010 -H;
001 0—al
k,2N+32N+4+k—1 k,2N+32N+4+k—1

All vectors changed under these bases are secret. We compute B; using [a]; and write the
u-vectors as follows:

w; = (0,..,0,x;[k], .., x;[ V], oV, r, 0, pi, Xi[1], .., x;[k — 1],0, ..,0, oV, B,

first (k—1)-th coords are 0 last (N—k41)-th coords are 0
+ (0, ..,0, —ex;[k], 0, ..,0, 0N, 0, 0, bx;[k], 0,..,0,ex;[k],0,..,0, 0V, 0)u
k-th coord among N k-th coord among N
= (0, .., 0, [k] = 6x;[K]}, .., x:[N], OV, », 0, ,x;[1 —1],[6x, ..,0, 0V, g,
first (k—1)-th coords are 0 last (N—Fk)-th coords are 0

(rep) __ (,(rep) (rep)’ N AN
ueip (Xge@pa Xgip y Tty 07 Peyis 0 ) 0 ) O)Bz

We cannot compute b}, and by 5y 4441 due to the lack of ﬂaﬂ2, but the v-vectors can be

written in HY indeed they stay invariant: for instance we consider v; ) the same holds for V}:p)

() (1,9) (0,9) (4 (1,9) (0,5)
! (sz7y1]7ai7 zjaovayljaTi)H’.k

(1,9) (0,5) (49) (1,5) (1,9) (1,9) (0,5)
(yl],le,O'i, ﬂ-i]a aylj[k']—FG,y ][k] yljayzjv ')B*.‘

(y(l ) y(OJ o (J) 0, y(l 27) yIO 27) Ti)B*
2 ’ [ ) ’ z ’ ’ 7 ) o
If § = 0 we are in Gg 1, else we are in Go , while updating p; to p; + bx;[k| that stays uniformly
random in Z,. We have |Pr[Gyy = 1] — Pr[Gop_1 = 1] < 2- AdvngH(l/\) and in the end
| Pr[Gs = 1] — Pr[Gy = 1]| < 2N - Adv2PH(1%).
The vectors, when we arrive at Gg, are of the form:
ugelp) (Xérip)’ Xgelp)v Te, 0 Peis ON7 ONv O)Bla u; = (ON ON T, 07 Pi, Xi, 0N7 T,)B-

(0,9) (J) (1,9) (0,9) (rep) ( (rep) ,(rep)

() i : (rep)  ,(rep)
1'7 (yl ]’ Y, s Oi T, O Y, ¥ Ti)Bfa Vk@ b ® O)

yk:z 7yk1 aakl77rkl70 ykz 7yk

where for each j € [J], (1)L, is a random secret sharing of 0, with 7; # 0 for all 4, and r’ < Z.
Our goal in the next three games Gy, Gs, Gg is to swap x; from coordinates [2N + 4,3N + 3] to
coordinates [3N + 4,4N + 3] of w;, for all ¢ € [H]. The main idea is to consider the selective version

Gj for j € {4,5,6}, where the values (x;[k], yil 2 yEOJ))zS[[% ke[N] &T€ guessed in advance. We then

use formal argument for the transitions Gj — Gj; for j € {3,4,5} to obtain
Pr[G; = 1] = Pr[G} = 1] = Pr[G; = 1] = Pr[G; = 1] . (20)

In the end, we use a complezity leveraging argument to conclude that thanks to (20), we have
Pr[Gs = 1] = Pr[G4 = 1] = Pr[G5 = 1] = Pr[G¢ = 1]. For the sequence Gz — Gg, we make a guess

for the values (x;[k],y:"”, y >’ ))zee[[}ll]] ke[N] choose ' <* Zz, random secret sharings (i, 7). of
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0 for each j € [J], with 7;,7; # 0 for all ¢, and define the event E that the guess is correct on

(L) ,(0.9)\FE[]
(xi[k], ;" v )ze[H] k€[N] and
1
T, — T <xz, Ay(”)
where Ay“) = yil 7 ygo’j). Before elaborating the games, we note that for each i € [H], for all

J € [J], the term

(xi, Ay") = ) xiAy (K] (21)
kE[N]

is a constant. Otherwise there exists @ # I’ C [H| and j', " € [J] so that

D (ki Ay £ (i, Ay)

icl’ iel’

while

Yoo Ay = Y (xi AyEY)

i€[H\I i€[H\I'

which contradicts the hypothesis that 327 (x;, y ) = S22 (x;, y"?) for any j € [J]. We describe
the selective games below, starting from G%, where event E is assumed true:

Game G; : The selective version of G3z, assuming event F is true.

Game G} : Knowing (x;[k], yilj),ygoﬂ)z EE[[H}} ke(N] 1 advance, we perform a formal quotient on

coordinates [2N + 4,4N + 3] of u; and of v{”. The bases are changed following:

Bi[row,col] =1if row =col <2N +3

Bjlrow, col] = L if 3k € [2N] : row = col = 2N + 3+ k AND x;[k] # 0
B; = { B

Bi[

=1ifrow=-col>3N+3

= 0 otherwise

]
]
i[row,col] =11if 3k € [2N]:row =col =2N +3+k AND x;[k] =0 (22)
]
]

-
Bl = (B;l) B, = B;-H;; B=B H.

We note that the matrices, which have dimensions (4N +4) x (4N +4), depend only on ¢ and
not on j hence the basis change is well defined. The vectors change from H; and H to B; and
B} accordingly:

u(ﬁ’) (---,0,---,0,0,--- 7()7())]31_- i=(-,1,---,1,0,-- 7()77~’)
v = (- xlyd [ xa Ny N xa [y (1, - xa [Ny [N, 7i)B:
Vit = (- ’Xi[l]ygff)[l]w- X [Ny [N], iUy [1], -+ xi[ Ny P [N],0)B:

In summary, in bases (H;, H}) we have the vectors as in Gj, else we are in Gj. The change is
formal.
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: In this game we perform a formal basis change to move all the values 1 from coordinates

[2N + 4,3N + 3] to coordinates [3N + 4,4N + 3] of u;. The bases are changed following:

Bi[row,col] =1 if row = col
Bilrow,col] =% if 3k € [N] : (row, col) =
B — Bi[row,col] =0 if 3k € [N] : (row,col) =
") Bi[row, col] = = if 3k € [N] : (row, col) =
Bi[row,col] =0 if 3k € [N]: (row,col) =
Bj[row,col] = 0 otherwise

(4N +4,2N + 3 + k) AND x;[k ];&o
(4N +4,2N + 3+ k) AND x,[k] =

(4N +4,3N + 3+ k) AND xz[k:]
(4N +4,3N + 3+ k) AND x;[k] =

(23)

We emphasize the the matrices are defined based on the knowledge of (x;[k]);c[#) re[n) in this
selective hybrid. The vectors change from H; and H} to B; and B accordingly:

changed only if its N-th left coord. is 1

uérezp) ( ,07--' ’0,0,"' 7070)]31
ui:(...,17---71707"'70771/)Hz
:(, 1_1771_1 ’

only 1-coord is changed, 0-coord stays invariant

v = (ouxly L, Ny N x [y [,
- (... iy [ %[Ny IN] xil Ly 1], - -
7 +% > Xi[k]Ay(j)[k])Bf
x;[k]#0
— ( .. 7xi[1]y§l’j)[1], s [N]yil 9 [N]7 xi[l]ygjoyj)[l]? T
T+ : (xi, Ay‘”))
Vi = (L], - [N]yﬁff’ N xilllyi -
:(--~ iy [, xil Ny P INL xilLlyyf [ -
0+ xzwy;:: K] =y K]):

x;[k']#0
= (- xllly P,

041,

xi[Nly; IN], i1y, 7 [1], - -

,O—i-l ,T/)BZ.

In summary, in bases (H;, H}) we have the Vectors as in G}, else we are in G§. We emphasize that

the secret sharings are updated to 7; == 7; + =
to observation (2
formal.

1) that (x;,y"" — y"7) is ‘a constant for all jelJ],ie

L (x;, Ay{”) and are stil independent of j thanks

[H]. The change is
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Game Gj : We perform once again a formal quotient as from Gj to G}, on coordinates [2N +4, 4N +3]
of u; and of v(] ). The bases are changed following:

Bilrow,col] =1if row =col <2N +3
B — Bi[row,col] = ﬁ[k} if 3k € [2N] : row = col =2N +3+k AND x;[k] #0
' Bj[row,col] =1if 3k € 2N]:row =col =2N +3+k AND x;[k] =0
Bi[row,col] = 0 otherwise
1

Bl = (B) B, = B;-H;; B'=B H.

We note that the matrices, which have dimensions (4N +4) x (4N +4), depend only on ¢ and
not on j hence the basis change is well defined. The vectors change from H; and H to B; and
B; accordingly:

uy? =(---,0,---,0,0,---,0,0)B,
w=(-,0,--,0,1,- 1,7 g, = (- 0N x;, 7 B,
vi'=(-x [Hyil”[],- , %[Ny “”[ L[y [1, -+ i [Nlyy™” [N], 73w
:( ',YSJ)’YEO]) i)B*
Vit = Couxilly T [Ny IN] [y 11, xa [Ny [N, 0) e
= ( wYF?f),YE?{’%O)

In summary, in bases (H;, H) we have the vectors as in G}, else we are in G§. The change is
formal.

The above games demonstrate relation (20). We now employ the complexity leveraging argument.
Let us fix j € {3,4,5}. For t € {j,7+ 1} let Advy(A) = |Pr[G,(A) = 1] — 1/2| denote the advantage
of a ppt adversary A in game G;. We build a ppt adversary B* playing against G; such that its
advantage Adv;(B*) := |Pr[G}(B*) = 1] — 1/2| equals v - Adv,(A) for ¢t € {j,7 + 1}, for some
constant .

The adversary B* first guesses for the values (x;[k], y{"”, yi*’ ))fee[[é]] ke[N]

secret sharings (7;, %), of 0 for each j € [J], with 7;,7; # 0 for all i. Then B defines the event E

that the guess is correct on (x;[k],y'"", y'* J));Zee[[H}} ke[N]

chooses 7’ < Zy, random

and

1
T — T <xz, Ay(”)

where Ayi = y<1 9 yEO’j ). When B* guesses successfully and E happens, then the simulation of

A’s view in G; is perfect. Otherwise, B* aborts the simulation and outputs a random bit ¥'. Since FE
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happens with some fixed probability v and is independent of the view of A, we have:'!

Advi(B*) = Pr[G}(B*) = 1] — ;‘

2 2

_ |poE] - Pr[GH(BY) = 1| B+ LALE 1‘

1—~v-1
~ |- prisi ey =11 514 221

Y. ’Pr[Gt(A) =1] - ;‘ =7 Advy(A) (24)

where (%) comes from the fact that conditioned on F, B simulates perfectly G, for A, therefore
Pr[G,(A) = 1| E] = Pr[G}(B*) = 1 | E], then we apply the independence between E and
G¢(A) = 1. This concludes that Pr[G; = 1] = Pr[G;j;; = 1] for any fixed j € {3,4, 5}, in particular
Pr[Gg = 1] = Pr[G3 = 1]. After Gg, the vectors are now of the form:

ué:eip) = (Xz;p)v Xg;‘p)) Te, 07 Peiis 0N7 ON) O)B ;

i
() _ (L0 ,(0,5) )] (1,5) |, (0,5) 1 . (rep) __ (. (rep) _ (rep) (rep)  (rep)
v, = (yz yYi 00T, Oa Yy, Y, Tz‘)Bfa Vkﬁ' - (Ykﬂ ) Ykﬂ' > Okyir Tk i 07 kai ) kai ) O)Bz‘ .

u; = (07 07 T, O) Pis ON) Xi, 7"/)B'

(3

We redo the computational swap from Go to Gs so as to move x; from coordinates [3N + 4,4N + 3]
back to [N + 1,2N] of u;. The calculation is similar, using a sequence of N + 1 hybrids Gg x, namely
Ge.r for k € [0, N], such that Gg 9 = Gg and in Gg the first coordinates [3N + 3,3N + 3 + k] are
swapped to [N + 1, N + k], for k > 1. For k € [N], the transition from Gg_1 to Gy is described
below. Given a DSDH instance ([a]; , [0]; , [c];) in G1 where § := ¢ — ab is either 0 or 1, the bases
(B;, B}) are changed following:

100 1-a0
Bi=lal-a ‘Hi; By=1010 -H;
001 0al
N+k2N+32N+4+k—1 k2N+3,3N+4-+k—1

All vectors changed under these bases are secret. We compute B; using [a]; and write the u-vectors
as follows:

u; = (ON,Xi[l],..,Xi[k‘—1],0,..,0, r, 0, pi, ON,O,..,O,Xi[k],..,xi[N], r)B,

7

last (N—k—i—l)?trh coords are 0 first (k—1)-th coords are 0
+ (0M,0,..,0, ex,[k], 0, ..,0, 0, 0, bx;[k], OV,0,..,0, —ex;[k], 0, ..,0, 0)g;,
k-th coord among N k-th coord among N
= (0N, x;[1], .., xi[k — 1], [0%[K]), .-, 0, 7, 0, [pi + bx;[K], OV, 0,..,0,pi[k] = ox;[K], .., xi[N], 7')m,
last (N—k)-th coords are 0 first (k—1)-th coords are 0

(rep) __ ! N AN
u@,i - <Xf,7, ’ Xé,i y Te, 07 Peyis 0 ) 0 ’ O)BL .

"1 This calculation (24) to relate Adv}(B*) to Adv;(A) is the core of our complexity levaraging argument, being
built upon the previous information-theoretic game transtions and the probability of event E.
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We cannot compute b}y, and bj 3y 44 due to the lack of [a],, but the v-vectors can be

written in H indeed they stay invariant: for instance we consider v;, the same holds for vgelf’ )

1, 0,j 1, 0,
(J) (yi J)7 yz§ J)’ oi, T Z(J)’ 0 y( ]7 y; J)’ Ti)H*

(1,5) (0,5) (49) (0,5) (0,5) (1,59) (0,5)
(yﬂ,yz],ai, m, —ay; k] +ayy Uk v v Ti)B:

(1,5) (0,5) (4) (1,5) (0,5)
(y137y217 7TJ OijyljaTi)B:.‘-

If 6 = 0 we are in Gg 1, else we are in Gg, while updating p; to p; + bx;[k| that stays uniformly

random in Z,. We have |Pr[Gg = 1] — Pr[Gg—1 = 1]| < 2- AdvDDH(lA) and in the end | Pr[G; =
1] — Pr[Gg = 1]| < 2N - AdvgP"(14).

We redo the transition Gy — G to clean coordinates 4N + 4 of u;, v <] ). which leads to an additive

loss 2 - AdvDDH(lA) +2- AdvDDH( A). Then, we redo the transition G1 — Gg to clean coordinates

[2N +4,3N +3],[3N +4,4N + 3] of v“ep) 9. which is formal. Finally we arrive at Gg whose vectors
are computed according to the 1nteract10n

0ufOL
on,(ﬂ N, H, K, L, (Ji)ictm, Ry (Rk)’fG[K]> ’

implying | Pr[Gg] — Pr[Go]| < (2N +38) - Adv%)f?gg(l)‘) and the proof is completed.

O

C.6 Swapping with Repetitions — Proof of Lemma 34 (General Case)

Lemma 34 (Swapping). Let A € N and H = H(\),K = K()\),L = L()\),J; = Ji(\), Ji =
Ji(A),N = N(\) € N where i € [H] and H,K, L, J;, Ji; N : N = N are polynomials. Let (B;,B}),
for each i € [H], be a pair of random dual bases of dimension 4N + 4 in (G1, G2, Gy, g1, 92, Gt, €, q).
All basis vectors are kept secret. Let R, Ry, ..., Rk € Zq be some public scalars. For i € [H], £ € [L]
and k € [K]|, sample 0,0, ., 7,7¢ <= Lq conditioned on Eie[H} o; = R and Zie[H] ok = Ri.

We consider the following oracles:

Ou: On input (£, i, x5, %) € [L] x [H] x ZN X ZN, where rep € [J;] is a counter for the number

(rep)

of queries of the form (£,i,%,%), sample Pri < Zq and output

(rep) __ ( (rep) /(rep)

(rep) 2N+1
Uy, K 0 )B

X[Z 9 Xél 9 T€7 07 Pg’i I

P

: For b € {0,1}, on input (i,xgi)) € [H] x Z), where jJi € [Ji] is a counter for the number of

queries of the form (i,*), sample pf") < Zq and output

If: u(“ . r, 0, p(al 02N+1)
Fh=1: uf = I r 0, o7, 0PN g,

(0,55)

Oy: On input (i,y" 7, y\*") € [H] x ZN X ZN, where j; € [J;] is a counter for the number of
queries of the form (i,*,*), sample 771. < Zq and output

(0,5;) (JI 0 02N+1)

() (1,45)
T=y; 7y oiy B! -

Oy: On inputs (k, z,y;:;’)) € [K] x [H] x Zq, where rep € [J;] is a counter for the number of queries

(rep)

of the form (k,i,x), sample 7% <~ Zq and output

(rep) __ (rep) (rep) (rep) 2N+1
sz (Ykzv}Ik;Zvo-kza Tr]f17070 )B;‘
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If Zl L (x; x ) ,yio 2 ) = Zf{ﬁ i) ,yzl “)> for all j; € [jz],]z € [Ji], then the following advantage is
negligible under the SXDH assumptwn:

5000
Plr[,ét(?w(lA N,H,K,L,(Ji, J:)ieim, R (Rk)ke[K])—) 1]

Ou,
—Pr [A@v’(l)‘ N,H,K, L, (J’LaJ)zG[H]aRa (Rk)ke[K]>% 1]

< (2N +8) - J - Adv (1Y)

where J = maxX;e[H] J; and A can query the oracles @u,,(’)v,@v adaptively, i.e. the queries
can be made in any order and any number of times respecting the (polynomial) upper bounds

K, L, (Ji, J)icim)-

Proof (Of Lemma 34). We describe the games to change the vectors’generation as follows. For each
i € [H], the value J; denotes the maximum number of possible repetitions (ué lp)),ep, (V;j ) 4, and
(V;:Zp))rep, indexed by rep and j over all ¢, k. We define J := maxi € [H]J;.

Game Gy: The vectors are computed according to the interaction:

Ou,O
on,(ﬂ N, H, K, L (i Bieqas B (Ridkeqrq ) -

Game G;: We perform a sequence of hyrbids G, - for je [0, j] where Ggo = Gp and in the j-th

hybrid G ; we switch the first j repetitions of u(J ) (if J; < j there is no change on u;):
(w7 = G =i e 0, pf 0N, 0, 0)m) 2 ey
(uijl>:(x§j/), oN, r, 0, p, 0N, 0N, 00, )y 15>
ul = (O &L v, 0, 07, 0N, 0N, 0)m,), i 5 <
(V§j¢>:(y<1a,’ y;oh’ i, 790, 0N, 0N, 0)p )l‘e[l[j}]
(Vge:) (yge:)’ y;:;o’ Ol 771(::)’ 0, oV, ON 0)s );Z[GJL[}]J]RE[K]

This means Gg_; has all vectors sampled from D; and the proof is completed. For j € [j |, to go
from G0'571 to Go.j we apply Lemma 35. This can be done in a black-box manner, where at each
application we target only the j-th repetition of each uf ). We detail below how each transitions
from the proof of Lemma 35 is used:

-GOJ L0 Th1s1sG 1

. GOJ_L1 We use the same calculation as in Gy — G; in the proof of Lemma 35, noting that

it is completely computational and we can modify only the j-th repetition:
(uf = (7, 0N, 7, 0, pi7, 0N, O, O)Bi)ie[H] if ' >
( G X(:) ON’ r, 0, pm ON ON _)iE[H]
( (J) ON XE”,T 0, p(J) ON ON 0) )
( (G4)

(Vi =

e 17 <71

€l
v v e w0, 08, 0N, [7i)s: )Ze[l[{]}

(rep) (rep) (rep) N N repE[J]
ki Vit s Ok g 0, 0%, 0%, 0)Be )2 ey -

= (
= (
= (
(v
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where 7' - Zy and for all j € [J], the secret sharing (7;); in v;-vectors satisfies: S F=o0.
We emphasize that the same share 7; is used across all repetitions j; for a given i.
Gy - Fo120 We perform a formal duplication on all v-vectors:
( U _ ( (Li)) (0.5 () L 0ly (1 7 0.7 %) )jie[J]
Vi =Wy Y 00 T i b TIBY)ic[H]
re| re| re| re| re| re| re| E[J ]

(Vid = 07 YT ok w7 0, YE“"), Vit b OB )ie (el -
This is done for all < and and all repetitions rep € [J]. Dually, the destination coordinates in
the u-vectors are all 0 hence they stay unchanged. ]
Gy ;_1.3° We use a computational swap between [1, N] and [3N +4,4N + 3] in u'” using
(2N + 3)-randomness. It is important that the change is computational using DDH in Gy,
therefore we can target only the j-th repetition of (ugﬂ)i. For all other (uij )); where j' # j
their coordinates remain intact and are 0. The computation on the v-vectors can be done
similarly as from Gy — Gg in the proof of Lemma 35.

(u7(,3) = (7 0N7 T, 0 p(]) ’ ON’ r/)Bi)‘ [H

]
)B )JG[J]

1, 0, 1, (0,5)
( (3 _— <yi J)’ yi J), Oi, T Z(J)7 O y( 3)7 y! J7 7 el
(rep) __ ¢ (rep) _ (rep) (rep) (rep)  _,(rep) repE[J]
(sz (Yii s Y » Okis Mg s 0y Yo s Y » O)Bf)ie[m,ke[m :

Gy ;1.4 We now perform the complexity leveraging argument on coordinates [2N +4,4N +4],

in the same manner to Gg3 — G4 — Gs — Gg in the proof of Lemma 35. The transitions are
all formal and affect all vectors in both B; and B;:

o For the u-vectors, only the j-th repetition has a non-zero (4N + 4)-th coordinate and the
swapping will make change only to (u, G )) Moreover, other quotient changes are on 0
coordinates for j/-th repetition whose j/ # j and incur no modifications.

o For the v-vectors, all quotient basis changes will modify their coordinates [2N 4-4,4N +4]
with the same factor ( ij '[m])m. Later on, the formal swapping will modify the secret
sharings 7; into 7; + = ( 2 Ay” '), which stays a secret sharing of 0 for any fixed j, j

thanks to condition
H H

>yt = Doyt
i=1 i=1

and moreover the updated 7; does not depend on j, j thanks to the fact that (x i” ), yil A _

ygo‘j ') is constant for all j, j, for any fixed i € [H]. The argument can be made similarly
as in the observation (21).
. G0.371.5 = Go.f Finally we perform a computational swapping, after exiting the complexity

leveraging, then cleaning by reversing the transitions Go.j—l.o — G0.3—1.2:

(rep) (rep)’ (rep) ON ON 0)g, )repe[J]

Xy Xgg o5 T 05 Py i€[H],Le[L)]
x0N, 0, p90) 0N, 0N, 0)p D, Hifj’>5

= (
= (
(J) (’ X(] r, 0, p(J) ON ON O) )
= (
(

e 570
ielJ
( S YEO”, oir w0, 0%, 0%, 0)m:) )
rep) (. (rep) (rep) (rep) N N repE[J]
(ka Yii o Yii s Okis Ty 0, 07,07, 0)By )zep[H]ke[ K] -
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The computational changes help us target the necessary vectors, while the formal (de-
)duplication can be done without touching other u-vectors as the affected coordinates are 0.
We remark that the cleaning steps can be postponed until the very last Gy 7, , = Gy 7_; 5 =
G, j to save redundant security loss, while changing the definition of the hybrids.

After arriving at G, 7 = Gi, the vectors are computed following the interaction

@v,(’)v <1)‘, N, H7 K, L7 (Jla :]vl)ze[H}, R, (Rk/‘)kG[K}) R

the transitions are indistinguishable under SXDH, and the proof is finished. O
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