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ABSTRACT. DME is a multivariate public key cryptosystem based on the composition of linear
and exponential maps that allow the polynomials of the public key to be of a very high degree. A
previous version of DME ([3]) was presented to the NIST call for postquantum cryptosystems (in
the KEM category), but it did not qualify to the second round. This new version of DME adds
two extra rounds of exponentials to the first version, and only needs arithmetic in the finite fields
F, and F .2, dispensing the need for the field F .

1. INTRODUCTION

The main components of the DME cryptosystem are exponential maps E4 : K™ — K" associated
to matrices A = (ai;j) € Mpxn(Z), where K is a finite field, whose precise definition is given by the
following formula:

(1) EA(:EL T ,ﬂfn) = (x(lln et x?Llnw . 'axtllnl R l'?;m)-

For simplicity, we will use the notation Ex(z1,...,x,) = (x1,...,2,)?. The following two facts
are extremely useful and also easy to verify:
a) If A,B € Mpxn(Z) and C = B - A, then Fo = Fpo Fyu.
b) If det(A) = %1, then the inverse matrix A~! has integer entries, F4 is invertible on (F, \
{0})™, and its inverse is given by Fs-1.

The of monomial maps that are extensively used in Algebraic Geometry and produce birra-
tional maps. In Projective Geometry they are also called Cremona transformations. In [2] these
transformations are used to produce a multivariate public key cryptosystem.

If det(A) # £1, the monomial map is not birrational. In fact one has:

Proposition 1.1. Let Fy : K™ — K™ be a monomial map as (1), where K is an algebraically
closed field of characteristic zero. Then the monomial map F has geometric degree d := |det(A)|
on (K \ {0})", that is, for a generic x € (K \ {0})", the fiber F;*(x) has d preimages.

Let ¢ = p® be a prime power and F, denote a finite field of ¢ elements. It is not necessary to
consider exponents greater than ¢ —2 since 297! = 1 for all z € F,\ {0}. We take A € M, (Zg—1)
and then we have:

Theorem 1.2. Let A € Muxn(Zg—1) and G : Fy — Fy be the corresponding monomial map. If
ged(det(A),q — 1) = 1, and we set b := det(A)™! € Z,—1 and B := bAdj(A), then A~ = B €
Mopsn(Zg—1) and Fa : (Fg\ {0})™ — (F, \ {0})™ is bijective with inverse Fa-1.

Proof. The proof is immediate since, as we mentioned above, we can reduce the exponents modulo
g — 1. By construction, we have bdet(A) =1+ A(¢—1), so AB = bdet(A)I,, = I,, (mod ¢— 1) and

zAB = gln — g, 0

The exponential maps F4 can be used to build a multivariate PKC in the standard way by
putting powers of ¢ in the non-zero entries of the matrix A. For instance, if each row has 2 non
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zero entries ¢%9, then after composition with two linear maps at both ends, one gets a quadratic
public key, if we allow 3 non zero entries, we get cubic polynomials, and so on. We made extensive
computer tests leading to the conclusion that those systems are not safe against Grobner basis
attack for reasonable key size.

In order to make an scheme stronger against algebraic cryptanalysis we take ¢ = 2¢ and allow
the non-zero entries of A to be powers of 2 that are not powers of q. This choice produces final
polynomials with degree up to ¢ — 1 in each variable. The kernel of our scheme is a composition
of r exponentials with n variables and n + 1 linear maps, that we denote by DME-(r,n,2¢). We
have successfully built DME-(r, n, 2¢) schemes with n = 6,8 and 3 < r < 6. For simplicity, we take
r =4 and n = 8 in the following description of the DME.

2. MATHEMATICAL DESCRIPTION OF DME-(4, 8, 2¢)

The DME-(4, 8, 2¢) cryptosystem works with plain texts and cypher texts in Fg with ¢ = 2°. Let
u?+au+b € Fyu] be an irreducible polynomial, consider the field extension F 2 = Fglu]/(u*+au+b)
of degree two over [F,. Let ¢ : Fz — F,2 be the bijection defined by (z,y) — x + yu and let
¢ : F3 — (F,2)* be the map (1, ...,28) — (¢(x1,22), ¢(x3, 74), p(x5, 26 ), ¢(27, 28)). The values of
e,a,b are fixed during the setup of the system.

The DME-(4, 8,2¢) cryptosystem combines 5 linear+affine maps Lo, ..., L4 : ]FZ — Fg with 4
exponential maps F1,...,Ey: (F q2)4 — (Fq2)4. More precisely, the encryption map
F=Y(Ly,...,L,Er,...,E;) : F} - F}

is given by the composition

S|

Lo

8
Fq

F8 L, g8
q q

of the linear+affine and exponential maps interleaved with the bijections ¢ and ¢~ 1.

Fach linear+affine map L; is made up of four linear maps L;i,..., L : Fg — Fg and four
translation vectors a;1,...,a4 € Fg, so that

Li(x1,...,28) = (L (21, x2) + a1, Lio(x3, 4) + a2, Lis(Ts5, T6) + ai3, Lia(T7, 28) + ai4).

The matrices of the blocks L1, ..., L4 are A;1,..., A € Fg“, respectively.

In order to avoid failures of decryption (more technical details about this will be given below)
we use translations in only one intermediate step 1 <ig < 4 and set a;; = 0 for all ¢ # 4.

The exponential maps E; : (F,2)* — (F,2)* are defined by

(y1, Y2, Y3, Y1) = Fi, (Y1, 92, Y3, ¥4) = (Y1, Y2, Y3, ya)
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where F; = (a; ji)1<jk<4 is a 4 x 4 matrix with coefficients in [0, i 1]. Tt is not necessary to
consider exponents greater than ¢? — 1 since 27 =z forall z € Fp

The linear+affine maps L; : ]Fg — FS are invertible if and only if each of the 2 x 2 blocks
L1, Lo, L3, Lis have non-zero determinant. In this case, the inverse of L; is
Li_l(l‘l, RN .%'8) = (Lﬂl (xl, :L'Q) Li_llaﬂ, - ,Li_41(.%'7, xg) — LZ-_416L14),

ie. Li—1 is also a linear+affine map.

The exponentlal maps E; : (Fp2)* — (Fq2)4 are not invertible in general. However, their restric-
tions to the torus E; : (F* )4 — (IF »)* are invertible if and only if

ged(det(E;), ¢> — 1) = 1.

The inverse of E; is also an exponential map E; 1. (IFZQ) — (IF';2)4, given by the inverse of the
matrix E modulo ¢2 — 1. This matrix has coefficients in [0,¢? — 2]. Using the same matrix, we
extend E ! to an exponential map E; ' : D (Fpe)t — (Fpe)h

The private key consists of the coefficients of the linear+affine maps Lo, ..., L4 and exponential
maps F1,..., Ey. That information is enough to apply all those maps in reverse, that is, to being
able to decrypt. The public key is the polynomial representation of the composition of the maps,

F(zy,...,28) = (Fu1, Fao, Fa3, Fya,Fy5,Fy6,Fa7,Fsg)

3. COMPUTING THE MONOMIALS OF F

If 2 = (x1,...,28) € IFS are the initial coordinates, then the composition of all the maps allow
us to compute the components of F'(z) as polynomials Fy; € Fy[z1,...,xg]. In order to keep the
number of monomials small, we choose the matrices E; with the following properties:

(1) The entries of E; are powers of 2.

(2) Each row of E; has one or two non zero entries.

(3) If we define d; = m mod ¢2 — 1, then we have that d; has a big binary weight for some
1< <4

The inverse map F~! is also composition of 4 exponentials so if the number of monomials of F 1
is not very big, one can get the polynomial components of F~! by interpolation, provided enough
number of pairs (z, F'(z)). To avoid this attack we take some ¢ such that d; has a big binary weight
to ensure that the inverse E; ! has entries with big binary weight that will produce a big number
of monomial of the inverse F'~! above a given security level.

It is possible to get the monomials of the F; without computing the composition of all the maps.
It is easy to verify that after exponential E; plus ¢! the 8 resulting polynomials

Fi1,Fio, Fi3, Fi4, Fi5,Fig, Fi7, Fi g
verify that Fj op_1, Fj o, and Fj o1 +u.F; 91, share the same monomials M;;, unless some coefficient

vanish and also the same happens after we apply L;.

Let M = [m1,...ms] a list of monomials and « a power of 2, we define M* = [mg,...,m?]. If
M =[mi,...,ms] and N = [nq,...,n] are lists of monomials, we define

M*@ NP =[mf@n] 1<i<s 1<j<t,
that is, M @ NP is the Kronecker tensor product of M and N as row matrices.
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It is easy to verify that M7 ® Mfk is the list of monomials of the polynomial

(Fj9j-1 + .Fi9)* - (Fjop_1 + 4.Fjop)"

since the exponents o and 3 are powers of 2.

Let Mo = [x1, x2], M2 = [x3, x4], Mo3 = [x5, 6], Mos = [x7,x8]. We use the following notation
for the entries of each matrix E;: we call o 21— the first non zero entry of the row k and o 25, the
second non zero entry. If there is only one non zero entry, we just set a; o5, = 0.

We reduce the list of monomials when some of them are repeated. Let us define an operation
Rm(M) on a list of monomials M that removes all duplicates, keeping only the first appearance of
each monomial in the list and erasing the rest. The following algorithm, called MON, shows how
to compute the lists of monomials of the F;.;.

Algorithm 3.1 MON, compute the monomials in the public-key polynomials.
Input: (Ey,...,E;)
OUtput: (Mrh Mr27 MT‘37 Mr4)

1: fori=0tor—1do

2 for k=1to 4do

3 Mgy = Mo~ @ My " where M, = [1] if a0 = 0
4 Mk = Bm(Mi )

5 if a(i+1)k # 0 then

6: append 1 to the list M 1)

7 end if

8 end for

9: end for

The size of the lists M,; can be up to double exponential on the number of exponentials r for
instance if all the rows of the E; have two non zero entries then card(M,;) = 22" 'We can reduce
the size of the list of monomials by imposing some linear condition on the exponents e; ; of «; ;
(0 ; = 2%7), in such a way that some of the monomials become equal and the coefficient of the
repeated monomial is a sum of several terms, which will give us a defense against the structural
cryptanalysis. In fact, we need to take care of the following:

After the last exponentlal the final polynomials are obtained by computing F( e .2k

)k1 (r—1)k2*
Let Fi,"%f\0 = 3 Bim; and F"% =37 Cjn;. Then,

o - o, = (X0 Bimi) - (D2 Comy) = 32 BiCymn; = 37 Hygmn,.
Thus, we have H;; = B;Cj, and it is clear now that the coefficients H;; € F 2 satisfy H;;Hy =
H; Hy;, which will be called quadratic relations (QR) from now on. Since the coefﬁments of final
polynomials F}, ... Fy are obtained applying ¢! and L,, we can use the QR to compute equations

for the coefficients of the components of inverse of L. Given that the QR are homogeneous (of
degree two), one can solve those equations to find L ! and L, up to a constant.

In order to eliminate the QR among the H;;, the strategy is to force many coincidences among
the final monomials, that is, if H;; is a sum = ) B} it will by more difficult to get the quadratic
relations or any polynomial relations among the H;;. The implicit equations on the H;; are obtained
by computing the equations of the image of the map Q = (Q;), defined by H;; = Q;;(B,C) =
> ByCj, that is by eliminating the By and C; from the system [H;; — > BrC)

Q : qu [Bk, Cl] — ]FqQ [HU]
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For instance, for the second component of example 1 there are no QR, the source has 24 variables
and the target 48.

Assume that we are at the step ¢ of the algorithm MON and we are computing the list M; 1.
We can force a reduction of the monomials only if there are two non zero entries 2¢.2k—1 and 2¢.2k
in the corresponding row of the matrix E;, so we’ll have to compute M; 1), = Miil‘%*l ® M;;Qk
Now, we take a variable that is in both lists with exponent a power of 2, which for simplicity we’ll
assume it is z7. More precisely, the monomial x%ll -mq, where 1 = li(e;; : 1 <j<i—1)isa
linear form and m; is a monomial in the other variables would appear in M, , and x%lz -mg in the
list M;x,. By the method that the lists are constructed (z; and x2 play exactly the same role), we

. l l . . .
would also have the monomials 3" - m and 237 - my in the lists M;;, and M;y,, respectively.

Now, when we compute M;il’%*l, the exponent of z; in the first monomial is 21 7¢.2s-1 and in the
other list is 2/2F€i2k . We can forze that 2i1tei2r—1 = 2l2ateizk if we substitute €i ok by €;2k—1+11 — 12
and then the monomials in both lists became

olite;arn_1 2€i2k—1 olite;ar—1 2€i 2k—1
L © My y L2 © 1y

in the first list, and

oli+e;ar—1 2¢i2k—1+l1—l2  olite; o1 2€;2k—1+l1—12
Ty L) y L3 * My

in the second.

When the tensor product of both lists is computed, we get that two of the four monomials are

equal:
x%h-ﬁ-ei,nkﬂ ) m%ei,jzkﬂ ) x%ei,jZk—l'Hl—h ) mgei,j2k—1+ll—l2
_ :U%ll-i-ei,jzkﬂ ) m%ei,zkﬂj . m%ll-i-ei,jzkﬂ . m%ei,j2k—1+ll—l2.

If there are other variables repeated in both lists that have different exponents after the change
€iok = €;2k—1 + l1 — l2, we can repeat the same procedure of imposing a linear condition, but in
this case the linear equations involves terms e;; with j < ¢ — 1. In general, each linear condition
will produce the reduction of many monomials, but the actual number depends of the structure of
the matrices F; and it is not possible to give a formula for the final number of monomials of F'.
Next, we present an example of the procedure.

Example 1: For this example, we take ¢ = 2°, n = 6 and following matrices over Z,_;:

a1 0 oy agy g2 0 agr 0 aszo
Ei=1 a13 a1a O , FEo= 0 a3 asa |, Es=| azz azs O
0 0 o5 ass 0 age 0 a35 asg

As usual, oy ; = 2%J and e;; < e — 1. If the e;; are generic, the lists of monomials after

the first exponential (Mi1, M12, M13) have size (22,22,2), after the second exponential the lists
(May1, My, Ma3) have size (24,23,23), and after the third one the final lists (M3, M3, M33) have
size (27,27,25). We can apply the method in this section and find 7 independent linear conditions
on the e; ; as follows: after Ey, the lists (M1, M2, Mi3) have size (22,22,2), after Eo, we observe
that the list My, comes from tensoring My; and Mi3, which have x; and xg in common, so the
linear condition ez 2 = €11 + €21 — €13 reduces the number of monomials to 12. For My there are
no common variables and for M3 we get the condition ez 4 = —ea5 + €26 — €11 + €13 + €23, that
gives (12,23,6) monomials. Finally, after E3, the lists have size (72,96,48). For the list Mz, we
get the condition e32 = e31 4 e21 — ez 5 that reduces the size of M3y to 32. For the list M3z we
get the condition e34 = e33 + €11 + €21 — e1,3 + ez 3 that reduces the size of M3z to 38. There is
another independent linear equation —ej 2 +e15 — €13 — €23 + €24 that reduce the size of M3y to
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36. For the list M33 we get the condition ez = €35 — e1,1 + e1,3 — e25 + €2 3 that reduce the size
of M33 to 24.

By making the above linear changes in the exponents of the E;, new matrices £, and lists that
have (32,36,24) monomials appear, where one can verify that there are no quadratic relations
among the coefficients H;;. using a CAS system one can compute binomial relations of the type
[1(H;;) — [I(Hk;) up to some degree. In this example we check with Maple that there are no
binomial relations up to degree 10 .

This scheme can not be used for the kernel of the DME as is, because the three determinants
det(E!) are a power of 2 and then the inverse F~! will have a small number of monomials. If we
do not use the last linear relation we get Ms3 with 48 monomials, and there is no reduction of
monomials there are many QR which eventually will allow us to compute the last component the
matrix Ls. A priori, this is not a problem for the security of the schema because the other two
components of Lg can not be obtained.

By checking the final lists of monomials, we can observe and interesting structure:
if we make the changes of variables in Sy, Sy and Ss:

[ gesiteriten 9e3,1te1,1te2,1 9€1,4te1,1+e2,1—€1,3Fe3,1 7
g T = Y11, T2 = Y12, T3 = Y13,
1= 9e1,4te11te21—e1,3+e31 oe1,2tez1+e3 1 oe1,2te21+e31
Ly = Y14, X5 = Y15, Tg = Y16
[ ge3,iteriten ge3,1te1,1tea 1 ge1,4Fe1,1tez 1 —e1 3+e3,1 7
s T = Y21, T3 = Y22,T3 = Y23,
2= oe1,4tel,1tez,1-€e1,3+e3,1 ge1,2tez,1+e31 oe1,2Fez,1+e3 1
Ly = Y24, Ty = Y24, Tg = Y26
9¢e1,3Fte2,3+e3,3 oe1,3te2,3+e3,3 ge1,4te2,3te3 3
S T = Y31, Lo = Y32,T3 = Y33,
3= 9¢€1,4F€2,3+€3,3 9¢€1,2—€1,1+re1,3+e2,3+e3 3 9¢€1,2—€1,1+e1,3+e2 3+e3 3
T4 = Y34, Ts = Y35, Tg = Y36

we get polynomials F; = F;(y) € Fy[y11, .. - ys6] of low degree 6 or 7. Therefore, using S, S2, S3 and
F;(y) instead of F;(z) as public key will make faster encryption for DME-KEM and faster signature
verification for DME-SIGN.

4. COMPUTING THE COEFFICIENTS OF THE PUBLIC KEY F'

Once the list of monomials of the F); is obtained, one gets the coefficient of each group of
polynomials by evaluating the polynomials Fji,..., F;.g. The set of pairs (¢, F; ;(c)) should be
big enough to guarantee that the corresponding linear equations are independent. That is, if
Qr = [q1...qq) and F, ; = 2?21 frjiqi(z), we take vectors ¢y, ...,cp such that the linear equations
on the coefficients fy;; in Fi(ce) = > frjiqi(ce) are independent and can be solved to get the
coefficients of the polynomials F}.1,..., F}.3.

To compute the polynomials F,; faster we can use the same idea used to compute the lists of
monomials of the polynomial (Fjaj—1 + @Fj2;)*(Fiok—1 + HFi,zk)fB, lLe. M ® Mf}; Let s;; be the
size of the list M;;. Now, regard M;; as a 1 X s;; matrix, which by abuse of notation, we will still

write it as M;;. We denote by Cj; the s;; x 2 matrix of the coefficients of the polynomials Fj2; 1
and Fjo; on the monomials of M;;, as shown in the following formula:

i i

1 62
1] ]
€1 Coo
Cij = . .
ij ij
csij 1 Csij 2

Now we have that F; ;1 + @F;9; = M;; - Cy; - (1,0)".
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Ifa= Qb, then (Fi72j_1 -+ ﬂFivgj)a = Mic;- . Cf} . (1,ﬂa)t.
Applying the mixed-product property of the Kronecker product we get:
(Fy9j—1 + @F;05)* - (Fyop_1 + @F )"
= (M- Cf - (La*)) @ (M - Cf - (1))
= (Mo M})-(CoeCh) - (1,a% a, a*tP)!
Let’s call Uyg the 4 x 2 matrix defined by
(1,7% 4% @) = Ung - (1,0)".
Then, we have the following result:
Lemma 4.1. The matriz of coefficients of (F;2j—1 + uF;2;)* - (Fjop—1 + ﬁFi’zk)B with respect of
the monomials M & Mli is (CF ® C’Z’B,;) -Uap
Now, we can compute the coefficients of the F}. ; with algorithms similar to Rm and MON. Given
the matrices of coefficients (M, C) of a component we define Re(C) the matrix coefficient obtained

by adding of the coefficient of a the same monomial in the case that is repeated in the monomial
list M.

Algorithm 4.1 COE, compute the coefficients of the public-key polynomials.

Input: (Ey,...,E., Ly...L,)
OUtPUt: (Crla Cr27 CT37 Cr4)
1 Moy <= [x1, ®2], Moz « [x3, 4], Moz < [v5,26], Mos < |27, 28]
2: Co1 < Ap1,...,C04 < Aps
3: fori=0tor—1do
4: for k=1to4do

5 if Q; 2k # 0 then

6 C(H—l)k = (Ciol{c2172k71 ® C;Z%> ’ Uaz‘,Qk—Lai,zk
7 else

8 Clirnr = Cﬁsf’“‘l -(1,a%)

9: end if

10: Clirne = Re(Clipiyr)

11: if aiy1)r # 0 then

12: add a(;41)1, to the coefficient matrix C; 1y,
13: end if

14:  end for

15: end for

5. DME AS A TRAPDOOR ONE WAY PERMUTATION

Let’s assume that the public key is
F=V(Ly,...,Ly,Er,...,E) : Fy = Fo.
By construction, F is a composition of bijections of (F,2 \ {0})* if there is no affine translations
a; ; = 0 for all 7, that is:
Remark 5.1. Let U= ¢ ((Fp2 \ {0})*) C FS then F : U — U is a bijection.

If we add an affine translation in only the step g, then given z, € U the translation a;, ; can
produce a 0 in the step ig, which in turn will give F'(z) € U, so F' can not be inverted at F'(z). On
the other hand, if F'(z) € U, then F is invertible at F'(z), that is, we have:
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Theorem 5.2. Let F' be a public key map such that there is only one step 1 < 19 < r with non-zero
affine components then F is invertible at F(x) if F(z) € U. In other words,

F:UnFYU) - UNF@)
s a bijection.

Proof. Let z and y° = (yf, 49,43, 49) = ¢(Lo(z)) € (Fyp \ {0})*.

By construction, all the successive maps of which F' is made up are bijections in (F,2 \ {0})* or
U until we get the linear map L;,. If we have that L;,(z%) € U, this property is preserved by the
rest of the maps, so F(z) € U.

On the contrary, if L;,(z°) ¢ U, then there exist a k such that Liok(%ig 26—1, Tig 2k ) Faig & = (0,0).
As det(E;) # 0, there is a non-zero entry «;,; in the k-th column, y** = 0 and Fj,41(z) ¢ U
this property is preserved by the rest of the maps because there are no more translations, hence
F(z) ¢ U.

In this case, it is clear that there are some z such that F(z) ¢ U and therefore F(U) ¢ U. This
means that there will be messages that, after padding, z € U but can not be signed. By the same
argument above, those messages can be detected because F~1(z) ¢ U and the message can be
signed by changing the padding. O

In the case that there are affine translations in more than one step then can be failure of de-
cryption even if F(z) € U. In example 1, if we take a11 # 0,a21 # 0,a92 # 0 and the rest of the
aij are zero, after L1 we may have (x1,z1) = (0,0) and E1(y°) can not be inverted but as ag; # 0
and ags # 0 then we may have 22 € U and F(z) € U, but clearly F is not invertible at F(z). One
can check that if we take a13 # 0 and ag; # 0 then F' has the property that if F/(z) € U then
F~1(F(z)) = z, but the converse of this statement is not true because the matrices E; ! have all
the entries different from zero.

From now on, we will assume that there are non zero affine translations at one level 1 < ig < r—1.
Then, as shown above, F': UN F~1(U) — UN F(U) is a bijection. We can consider F as trapdoor
one way permutation. Given a message m, we add some padding to get x € U. Now we can get
F(z) ¢ U with probability 1/¢?, then we change the padding and try again. For the signature of a
message we can do the same. In this work, we are mainly interested into find out the performance
and security of the DME and we will not elabotrate more about padding . For padding, we use the
standards OAEP for PKE and KEM and PSS00 for signature, and we will denote by DME-OAEP
and DME-PSS the corresponding cryptosystem.

6. SECURITY OF THE DME

The security of the DME depends on the chosen settings and parameters. We will describe first
the setting of the the scheme DM E(r,n,2°):

6.1. The configuration of matrices. We define a Configuration of Matrices ( CM) as a list
of r matrices for the exponentials where the non zero entries are substituted by 1. We denote
such matrices by Ef. Let CM = [E},... EY] be a CM. Then, it is easy to get the number of
monomials of the each component of F' from CM if there are no repeated monomials, just compute
E* = E}---E} and let t;, be the sum of the entries in the kK — th row of E*, in which case the
number of monomials of the components Fyj,_1, Fyy, is 2t%. In the example 1 we have

31 3
E*=E, - E} - Ef=|3 2 2
2 1 3

and the corresponding number of monomials is (27,27, 2%).
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Another example is the configuration CMs that we study in the next section and we implemented
with ¢ = 264, The matrices of CM are:

1100 1100 1 001 1100
. [ 1000 . [ 0o1o0oO « |1 100 . [0 1 10
E1_0011’E2_1001’E3_0011’E4_0101
0001 0010 0110 0011

5 2 1 1

3 21 3

and the number of monomials is (29,29 28, 29). After imposing 8 linear conditions we reduce the
number of monomials to (72,90, 36,96) and there are no QR.

When we consider in 6.3 a possible attack of the DME by Weil descent, the t; give also the
degree of the components Fo,_ 1, For when we express them as polynomials over Fo. In fact one of
the main reason to use 4 or more exponentials is to increase the values in the list (¢1,to, t3,%4).

6.2. Reduction of the number of monomials. Given a CM, it is straightforward to use the
algorithm we describe in section 3 to reduce drastically the number of monomials of the F;, in fact
the linear relations depends only on CM and they are easy to compute. It is more complicate to
get the maximal reduction and simultaneously to produce a determinant det(F;) with a big binary
weight so that E; ! yields a large number of monomials. Nevertheless, it is possible to get a few
CM that verify that condition. Remember that the algorithm produce some linear condition on
the exponents of the matrices that allow us to eliminate some variables and find new matrices with
exponents in the remainder variables.

An important point for the security of the DME is that the final monomials depend on fewer
variables than the final matrices, this fact implies that given the monomials the public key F,we
can deduce the variables involved in the public key and the rest of variables will produce a big list
of matrices with the same exponents as F. In example 1, there are initially 17 parameters that
reduce to 12 after the reduction of monomials and examining the lists of exponents that appear in
(F,S1,52,53.54) we can verify that the exponents of F' depend only on 6 parameters, therefore,
by fixing these parameters, the exponents are determined. As the 6 remaining parameters verify
that 1 < e;; < ¢ — 1, given the exponents of the public key and the base field Fae there are 26(e+1)
matrices that can produce those exponents.

For the configuration CM; in section 7 , we have initially 23 variables and the reduction of
exponent left 16 free variables. Now the final exponents depend only on 8 variables, that means
that given the monomials of the public key there are 28(¢t1) sets of matrices that produce the same
monomials. This means that for ¢ = 264, there are 2°6 sets of matrices for a given public key.

For the configuration CM3 in section 7 we start with 28 variables e; ; corresponding to the non
zero entries in CMs and we impose 8 linear conditions to get (72,90, 36,96) monomials. We fix F),
in order to determine the monomials in F' we need to give values to 8 of the remaining variables
that is after we fix F' there are 12 free variables. For instance if ¢ = 26% the given F there are
212(et1) — 984 get of matrices from CM that give the same exponents as F.

Given two sets of matrices M A, and M As with the same final exponents we can ask if both
sets can give the same coefficients for F', that is M A; and M A, can produce equivalent private
keys. Counting the parameters on the coefficients of F' one can see that it is very unlikely that two
sets matrices M Ay and M A, gives the same F. For instance in example 1 the coefficients of F' are
polynomials on the entries of the matrices of the linear isomorphisms L;, that is 48 variables and
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(32 + 36 + 48)2 = 232 coefficients in F. The sets M A; and M Ay will give two different solutions to
this system of 232 equations with 48 variables.

6.3. Weil descent. Taking a base of F, over Fy, namely B = {vi,...,v.}, we can express the
polynomial of F as polynomials F in ne variables over Fy. It is easy to verify that before the
reduction of monomials, the degrees of the components of s F are (t1...tn/2). In fact the raise of
the binary degree of the public key was one of the reasons to use more than two exponentials on
the DME ([4] )

The reduction of monomials can produce also a reduction of the degrees of s F and it is not
possible to determine apriori the degrees of the s F. One has to examine the list of monomials
after the reduction and compute the degrees. For instance, in example 1 the degrees reduced from

(7,7,6) to (5,6,6) . For CM in section 7 the degrees of F are reduced from (9,9,8,9) to (7,8,6,7).

6.4. Grobner basis. To determine the resistance of a CM to the Grobner basis attack, we have
to estimate the complexity of computing the Grobner basis of the ideal

I= <f1(§) _ylw"?fn(&) - ynvx%e — L1, - 7$7%e _$n>
where F'(z) = y. Let sd(I) be the solving degree of I, i.e. the the highest degree of polynomials
involved in the computation of the Grobner basis. The complexity of computing the Grobner basis
using a algorithm like F4/F5 is bounded from above by

2) o((" +‘:Ld(l ))w)

where w is the exponent in the complexity of matrix multiplication. It is easy to see that this
upper bound is well above O(2256), since sd(I) is bounded below be degree of the initial basis I ,
;1:72; — xp, € I and a typical monomial of F' has from 4 to 8 variables we can force the degree of I to
be bounded below by 2¢. Now if we take a CM with 8 variables (2) is bounded below by 216¢. If
we use ¢ = 254 then the complexity is bounded by O(210%4),

We can safely assume that 2¢ < sd(I), the problem is that we do not know if the bound (2)
is accurate or not for the Grobner basis computation of this kind of ideals. In order to make an
experimental testing of the above bound, we used Magma in a cluster with several fat nodes with
512 Gb of RAM each. After an extensive series of computations, Magma can find the Grébner
basis only for ¢ = 2% and or ¢ = 2. For ¢ = 2° Magma exhausted the RAM before the end of the

computation. Here are the conclusions that we get from our experiments.

e Given a CM, the time of computing the Grobner basis depends mainly on the exponents
of F', but not of the actual matrices that give F.

e The initial basis I can be considered sparse because it has a low number of monomials by
rapport to the degree but the intermediate computations of Magma show that the number
of monomials can be very big.

e The upper bound (2) seems to be accurate, but further research is needed to confirm this
fact.

Of course those conclusions can not be extrapolated for higher ¢q. If any one can try to verify
those conclusion for e > 5 we can provide them the basis for different CM.

We can use the special form of the monomials that allow to substitute F'(z) by F(yii,...) as
described in example 1, but this will give a greater complexity because we will have much more
variables but the degree will not decrease much. Let’s explain this in the example 1. We have now

that F has 18 variables {y11,...,%36}. If we examine the relations among the x; and the Yjk given
by the lists S1, .59, S3 we find, for instance, x%e3’1+61’1+e2’1 = ygl,x%el’3+62’3+e3’3 = 131, SO we would

get a relation y3; = y3; for some a < ¢ and we would end with a basis I such that sd(I) > 2¢ as
before.
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6.5. Estimation of the number of monomials of the inverse. As we mentioned earlier we
set that 1/det(A;) has a big binary weight to get a number of monomials of the inverse big enough.
Next we will do a more precise estimation of this number of monomial. Lets denote by C; the
matrix obtained from Ai_1 changing the non zero entries by 1. If the entries of Ai_1 were powers of
two, then the number of monomials of F'~! is (s1, 52, 53, 54) where s; is the sum of entries of de row
i of C* = Cf --- CF but now each entry in A; ! is multiplied by 1/det(A;) or —1/det(A;). Let b; the
binary weight of 1/det(A;) mod ¢? — 1 then 128 — b; is the binary weight of —1/det(4;) mod ¢* — 1.
We can impose that b; < 128 — b; and then b; is a lower bound for the binary weight of each entry
of Ai_l. It is easy to verify that the number of monomial is bounded below be (s1b;, s2b;, $3b;, $4b;).
If the CM has two matrices A;, A; with determinant not a power of 2 then one get the bound
(Slbibj, Sgbibj, Sgbibj, S4bz‘bj).

For the configuration CM; with 3 exponentials only A3 has determinant not a power of 2. The
computation of C* gives

3333
C=C01-C-C=1 479777
6 6 6 6

This means that each polynomial has at least 2'2* monomials. If we take b3 = 10 they have at
least 2'2° monomials that gives a complexity of 120w > 256 bits .

For the configuration CMs with 4 exponentials A3 has determinant not a power of 2. The
computation of C* gives

1 4 4 4
=070y G0y = 4 12 12 12
9 9 9 9

This means that each polynomial has at least 2'3% monomials. If we take b3 = 9 they have at
least 2''7 monomials that gives a complexity of 117w > 256 bits .

6.6. Structural Cryptanalysis. In the structural cryptoanalysis we can start by considering that
given the monomials of the public key F' and CM,we get after the reduction of monomials 2/(¢+1)
matrices that get the same monomials for F', and different sets of matrices will give public keys
with hight probability. We can try to invert F' directly by starting with the inverse of the last
linear map L,. As we explained in section 3, for each linear map L,; we can use the the relations
H;; = Qi;(B,C) = BCj, to get homogeneous implicit equations for the H;; by eliminating By,
and C; from those equations. It is not clear what is the complexity of the Grobner basis computation
for eliminate the By, C; from the equations H;; = Q;;(B,C) but the number of variables is high,
for instance for the last component of CMy we have 96 + 36 = 132 variables.

We can give an upper bound of the cost using linear algebra as follows. Let n; the the number
of variables H;;, that is, the size of the corresponding list M, and let ny be the number of
variables By, C). Let Py(H;j) a homogeneous polynomial of degree d, by making the substitution
Q24(B,C) = Py(Q;j) we get a polynomial of degree 2d , Q24(B,C) in the variables By and C]
Taking the coefficients of Po(H;j) = Y ¢;jH;j as variables , the coefficients of Q24(B, C) are linear
forms on the ¢;; and we can impose the condition Q24(B,C) = 0 by solving the corresponding
linear equations. Let HM (n,d) = (n+2171) be the number of monomials of degree d in n variables.
In our situation HM (n1,d) < HM (n2,2d) for small d, but we can get HM (ny,d) > HM (ng,2d)
taking d big enought and the implicit equations on H;; can be obtained by solving those linear
equations. For instance, in for the second list of example 1, we have n; = 36, n2 = 12 + 8, and
for 25 < d one has HM (36,d) > HM 20,2d). For d = 25, HM (36,d) ~ 2°° and then solving the
linear equations take O(2%%%) = O(2'31).
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It is possible to get higher cost for solving the linear equations. For instance, we have a CM
with ny = 120, ny = 56, d = 45, HM (120, 45) ~ 2137 and solving the linear system requires at least
O(2317) operations.

This means that for each k£ < n/2 we would have a solution for the matrix of L4 that is defined
up to a multiplicative constant A, and given (A1, ..., A, /2) € Fy\ {0} we can find the inverse of the
L,). For instance, if we have n = 8 and ¢ = 2%, we have a choice of O(225%) vectors (A1, A2, A3, A1)
and the translations at round ¢g will prevent to transfer the A\ to the next rounds . For each vector
we have 27 possible matrices, where  is the number of free variables in the exponents.

7. IMPLEMENTATION AND TIMINGS

For test the timing we implemented two configuration of matrices CM; for DME-(3, 8,2%4) and
C My for DME-(4,8,2%4) for KEM (with OAEP as padding) and for SIGN (with PSS as padding)
For the implementation, we used the special instructions that modern Intel processors have to
perform arithmetic in finite fields, which gives th algorithm an impressive boost in performance.
In all the cases, when a hash function was needed, we used the NIST approved standard SHA-2
function.

The matrices for CM; with DME-(3,8,2%4) are the following:

1100 1 100 1 001
. |1 o100 . | 1010 . | 1010
E1_1001 ’E2_1001 ’E3_0101
10 00 0011 0110

4 1 1 1

Er=B B Bi=14 9 01

4 1 0 2

The number of monomials of F' before reduction is (27,27, 27, 27) and the binary degree (7,7,7,7).
As we explain in 6.1 and in example 1 in more detail, given the CM, the linear equations that reduce
the monomials are determined by matrices of the CM. The only alternative is if we use all the
linear equations for the reduction or we use all but one in order to ensure that det(FE;) is not 0
or a power of 2. For this CM in particular, we get 8 linear equations, one for each row from the
E5 and FE3. By substituting the 8 equations one get (40, 30, 30, 30), but then det(F3) = 0 which is
not valid. For this reason we drop the linear equation coming from the first row of F3 and we get
(72,30, 30,30). The equations that we obtain by method in section 3 are

€22 = €21,

€24 =€11+ €23 — €15,

€26 =€1,1 €25 — €17,

€28 =€15+ €27 —e17,

€34 = €21 + €33 — €5,

€36 = €23+ €35 — €25,

€38 =€11 —€15+e23+e37— €7

The equation that we do not use is ez 2 =e11 —e15+e21+e31 —e27. Asin example 1, we can
make a change to the variables y;;, which in this case are given by:
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ge3,1te1,1te2,1 9e3,2te1,5+e2,7 9e3,1te1,1tez21 ge3,2te15tea 7
Ty = Y11, ] = Y12, T3 = Y13, T2 = Y14,
Sy — oe1,2te21+e3 1 ge1,2tez11+e3 9€1,4te2,1+e31 oe1,4tez21+e31
1= (T3 = Y15, T4 = Y16, Ty = Y17, Tg = Y18,
ge1,6te2,7te3 2 9¢e1,6Fe2,71e3,2
T7 = Y19, Tg = Y1,10
ge1,1te21te3 3 9e1,1te2,1+e3,3 oe1,2tez,1+e3,3
S €Ty = Y21,T9 = Y22,T3 = Y23,
2= g¢e1,2tez1te3 3 oc1,4tez114e3.3 oe1,4tez114e3;3
T3 = Y24, T3 = Y25, Tg = Y26
9¢e1,1te2,1+e3.3 261’1+62,1+e3,3 oe1,2tez,1te3,3
S - €Ty = Y31, To = Y32,T3 = Y33,
3 g¢e1,2tez1te3 3 9¢€1,4F€2,1+€3,3 9¢€1,4Fe2,1+e3 3
Ty = Y34, T3 = Y35, Lg = Y36
9€1,1te2,3+e3 7 oe1,1tez,3+e3 7 o€1,2tez 3+e3 7
g Iy = Y41, To = Y42, T3 = Y43,
4= 9e1,2te2,3+e3,7 oe1,6te1,1tez2,3—€e1,5+e3,7 2¢€1,6Fe,11te2,3-€1,5+e3,7
T4 = Yaa, Ty = Y45, T3 = Y46

With this changes the degrees of F aree (5,8,7,7) and the binary degrees of F after Weil
descent are (7,6,6,6). The translations are in the first component of the third linear map, yielding
(78,36, 30, 30) monomials. The length of the secret key is 542 bytes, the length of the public key is
2739 bytes, and a ciphertext takes 64 bytes.

We take n = 8 and ¢ = 2%4, we have a choice of O(2%5%) vectors (A1, A2, A3, A4),and for each vector
(A1, A2, A3, \q) we get (by 6.5) [ = 8 free parameters for the matrices of this CM, i.e. 27 = 256
possible matrices, so this gives a total of O(2312) operations that are enough for the NIST level 5.

The matrices for CMy with DME-(4, 8, 2%4) are the following:

1100 1100 100 1 1100
. | 1000 . |l 0o1o0oO . | 1100 . | 0110
E1_0011’E2_1001’E3_0011’E4_0101
00 01 0010 01 10 0011

5 2 1 1

E:E4E3E2E1:5201

3 21 3

The number of monomial of F' before reductions is (27,27,28,2%). After imposing 8 linear con-
ditions we reduce the number of monomials to (72,90, 36,96) and there are no QR. The equations
that we obtain by method in section 3 are:

ez2 =e€11+ €21 — €13,

es4 =¢€11 —€e13+e21 —e23+ €33,

€36 =¢€17 —el16+e26 — €27+ €35,

esgs =e€13—€11+ex3—ex5+esr,

€42 =€31 —e€34+eq1,

eq4 =€21 —€25+ €33 — €35+ €43,

€46 =€1,1 —€13+e21 —€e23+ €33 — €37+ €45,

eq8 =€11 —€13+ €5 —e25+ €35 —€37+eqr
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As in the previous 3 round case one can make changes the to get the polynomials F(yw) and
after those changes the degrees of F are (9,9,8,9) and the binary degrees of F after Weil descent
are (7,8,6,7).

If we take the first component F; of F' we have ny = 72 monomials and n2 = 32 variables
B;,C; and for 22 < d we have HM(72,d) > HM(32,2d). For d = 22, HM(72,22) ~ 2™ and
finding the solutions would have complexity at least O(2'64) to find the matrix of the last linear
Ly41 up to a constant ;. Now we have a choice of O(22%%) vectors (A1, A2, A3, A4),and for each vector
(A1, A2, A3, \q) we get (by 6.5) [ = 12 free parameters for the matrices of this CM, i.e. 27 = 28
possible matrices, so this gives a total complexity of O(2340) operations that are enough for the
NIST level 5.

The translations are in the first component of the fourth linear map, yielding (80,90, 36, 96)
monomials. The length of the secret key is 675 bytes, the length of the public key is 4843 bytes,
and a ciphertext takes 64 bytes.

DME-(3, 8, 254)-SIGN-PSS DME-(3, 8, 254)-KEM-OAEP
KeyGen 731pus KeyGen 734pus
Sign 9Tus Decrypt 965
Verify 10us Encrypt 10us

FIGURE 1. Timings for DME-SIGN (100 byte messages) and DME-KEM

DME-(4, 8, 254)-SIGN-PSS DME-(4, 8, 25%)-KEM-OAEP
KeyGen 1808us KeyGen 1801ps
Sign 116us Decrypt 115us
Verify 13us Encrypt 13pus

FIGURE 2. Timings for DME-SIGN (100 byte messages) and DME-KEM

The timings of DME-KEM have also been measured with SuperCop, to allow a fair comparison
with other schemes. The DME implementation has been optimised for processors with the special
clmul operation (carry-less multiplication) that gives a considerable speed-up in the arithmetic
over finite fields of characteristic two. Currently, we are using a naive algorithm for computing
inverses in I, based on the binary exponentiation algorithm and the relation at = a?% Any

optimization here would translate in further improvements in the timings.

NSL | KeyGen Enc Dec
dme-4r-8v-64b-oaep | 5 3468004 80097 216374
dme-3r-8v-64b-oaep | 5 3831467 66365 538711
kyber1024 5 137520 147921 112820
ntrukem743 5 2002204 426806 610610
mcelice348864 1 | 120686580 | 75741 278278
sikep751 5 23110975 | 37404352 | 40155660
bikel3 3 2729828 385831 | 8923861

FIGURE 3. Average CPU cycles for KEM as measured by SuperCop on an Intel(R)

Core(TM) i7-1165G7 @ 2.80GHz
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NSL | KeyGen Sign Verify

dme-4r-8v-64b-pss 5 6301098 223276 52395

dme-3r-8v-64b-pss 5 1987123 339533 35163

dilithium2 2 169935 238597 147235

falcon1024dyn 5 | 78644060 | 2080846 310257
sphincsf256shake256robust | 5 | 23130618 | 530274683 | 25373313

FIGURE 4. Average CPU cycles for SIGN as measured by SuperCop on an Intel(R)
Core(TM) i7-1165G7 @ 2.80GHz (message length = 93 bytes)
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