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Abstract

Primal attack, BKW attack, and dual attack are three well-known attacks to LWE. To build efficient post-quantum cryptosystems in
practice, the structured variants of LWE (i.e. MLWE/RLWE) are often used. Some efforts have been spent on addressing concerns
about additional vulnerabilities introduced by algebraic structures and no effective attack method based on ideal lattices or module
lattices has been proposed so far; these include refining primal attack and BKW attack to MLWE/RLWE. It is thus an interesting
problem to consider how to enhance the dual attack against LWE with the rich algebraic structure of MLWE (including RLWE).
In this paper, we present the first attempt to this problem by observing that each short vector found by BKZ generates another
n — 1 vectors of the same length automatically and all of these short vectors can be used to distinguish. To this end, an interesting
property which indicates the rotations are consistent with certain linear transformations is proved, and a new kind of intersection
lattice is constructed with some tricks. Moreover, we notice that coefficient vectors of different rotations of the same polynomial
are near-orthogonal in high-dimensional spaces. This is validated by extensive experiments and is treated as an extension to the
assumption under the original dual attack against LWE. Taking Newhope512 as an example, we show that by our enhanced dual
attack method, the required blocksize and time complexity (in both classical and quantum cases) all decrease. It is remarked that
our improvement is not significant and its limitation is also touched on. Our results do not reveal a severe security problem for
MLWE/RLWE compared to that of a general LWE, this is consistent with the findings by the previous work for using primal and
BKW attacks to MLWE/RLWE.
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1. Introduction was first introduced in [3], and then thoroughly studied in [4].
Informally speaking, it replaces the single ring elements with
module elements over the same ring. So RLWE can be seen
as a special case of MLWE. These two variants have received
more and more popularity, and several candidate algorithms
based on them have been presented, for examples, RLWE-based
public key cryptographic schemes Newhope[5] and LAC[6],
MLWE-based key encapsulation mechanism Kyber[7], as well
as MLWE-based signature scheme Dilithium [8]. It is worth
noting that the last two algorithms have been selected as NIST

The rapid development of computing (especially quantum
computing) technology has made a huge impact on the widely
used cryptographic applications at present. For examples, sys-
tems based on factorization and discrete logarithm are no longer
secure in quantum computing framework, so gradual replace-
ment is necessary. It is believed that several fundamental lat-
tice problems are resistant to quantum attacks, among them, the
learning with error (LWE) problem introduced by Regev [1] in

2005 is considered as one of the most promising choices for
establishing secure and reliable post-quantum cryptosystems.
For LWE schemes, the security is not the only goal, a great
attention has been paid to its efficiency as well. In 2010, an
algebraic variant of LWE called Ring-LWE (RLWE) was pro-
posed by Lyubashevsky et al.[2]. It answered the open ques-
tion whether extra algebraic structure can be used to promote
the efficiency of LWE and its applications. RLWE has many
attractive features, for example, the size of the public key is re-
duced by a factor of n. The Module-LWE (MLWE) problem
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PQC standard.

The MLWE/RLWE achieve performance improvements, but
there are security concerns about additional vulnerabilities with
the injection of number-theoretical structure. To date, the the-
oretical foundation of RLWE has only been shown to be the
hardness of approximate-SVP on arbitrary ideals, usually in a
cyclotomic ring and for near-polynomial approximation factors,
(but not known to be equivalent). It was found in [9, 10, 11, 12]
that there exists an asymptotic gap between the search of mildly
short vectors in general lattices and in certain structured lattices
(i.e. ideal lattices), in other words, the search for short vectors
in such lattices (i.e. Ideal-SVP) is easier. However, these pro-
posed algorithms do not lead to practical attacks. On the one
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hand, the approximation factors in these methods are too large
to affect any actual RLWE schemes. On the other hand, the
gap between Ideal-SVP and RLWE is still unclear. In certain
sense, MLWE can be viewed as an interpolation between LWE
and RLWE. It is believed that MLWE provides both a better
security level than RLWE, and a better performance than LWE.

Since no effective attack method based on ideal lattices or
module lattices has been put forward so far, the security of the
schemes based on MLWE (including RLWE) is usually evalu-
ated by first converting the underlying MLWE instance into an
LWE one and then attacking it by the best known algorithms
against LWE. It is thus an interesting problem to consider how
to enhance the existing attacks against LWE with the rich al-
gebraic structure of MLWE. Actually, there have been some
such attempts. It is noted that there are three major attacks on
LWE, namely the primal attack, the dual attack, and the BKW
attack. In 2021, Nakamura and Yasuda [13] proposed a new
kind of extended lattice which contains multiple short vectors.
They found that performing the decoding attack (via Kannan’s
embedding [14]) or the primal attack (via Bai-Galbraith embed-
ding [15]) on the new lattice increases the probability of find-
ing a target vector by pruned ENUM. However, their increased
success rate sometimes is at the cost of enlarging blocksize.
Ring-BKW, a version of the Blum-Kalai-Wasserman algorithm
which respects the ring structure was presented in [16]. Its pri-
mary advantage is that there is no need for back-substitution,
and the hypothesis testing phase supports parallel processing.
Even so, only a polynomial factor speedup can be expected.

We fill the gap for the dual attack. To be specific, we im-
prove the original dual attack against LWE by exploring special
algebraic structure of MLWE (including RLWE). It is observed
that each MLWE sample produces n LWE samples. A rela-
tively simple case is discussed first, where the number of LWE
samples used (which is denoted by m) is a multiple of n. An
interesting property has been proven, which indicates that the
rotations are consistent with certain linear transformations. It
shows that with any short vector found by BKZ, the adversary
could construct n — 1 additional short vectors automatically (in-
stead of using BKZ). With some tricks, this conclusion is ex-
tended to the case of a general m by considering a new kind of
intersection lattice. In summary, we propose an enhanced dual
attack method in this paper. Short vectors are first searched in
the new lattice, and then the number of the vectors increases to
n times the original size by “rotation” operation. Finally, all of
these short vectors can be used to make a distinction.

Since the coefficient vectors of different rotations of the same
polynomial vector are all included, we suppose that they are
near-orthogonal, for sample independence. This could be re-
garded as an extension of the assumption under the original dual
attack against LWE. We give some theoretical explanations as
well as extensive experimental validation for this assumption.
By our improved approach, the required blocksize and time
complexity (in both classical and quantum cases) all decrease.
It is remarked that our improvement is not significant and its
limitation is also touched on. In conclusion, our results do not
reveal a severe security problem for MLWE/RLWE compared
to that of a general LWE, we notice that this is consistent with

the findings by the previous work for using primal and BKW
attacks to MLWE/RLWE.

The remaining of the paper is organized as follows. Sec-
tion 2 contains necessary notations, properties as well as useful
algorithms. In the first half of Section 3, we describe a way
of constructing more short vectors of the same length using
the ones found by BKZ. The complete enhanced dual attack
method against MLWE is given in the second half of Section
3, as well as its complexity and correlation analysis. Experi-
ments with this improved algorithm are conducted in Section 4,
corresponding results and some explanations are both provided.

2. Preliminaries

For any distribution D, we use x < D to express that x is
sampled according to D. The uniform distribution over some set
X is written as U(X). For any matrix A, we denote the submatrix
formed by its i-th to j-th rows by Ap.;;. While vy;.;; represents
the subvector that contains the i-th to the j-th entries of some
vector v. For any matrix B € R™", L(B) is the lattice generated
by B. For two vectors y, z € R, et 6(y, z) be the angle between
them.

2.1. Statistics

The Gaussian distribution is one of the most important dis-
tributions in lattice cryptography, as in most schemes based on
LWE or its variants, the coefficients of the error (sometimes as
well as the secret) are independently picked up from the discrete
Gaussian distribution.

Let o > 0. For any x € R, the density of the d-dimensional

centered Gaussian distribution with standard deviation o (i.e.
) _ I ..
Ng) is defined as p{(x) = —4— - ¢ 7. Reducing it modulo
Q)20

q gives the discrete Gaussian distribution G< 4 over Zf], whose

d
probability mass function (pmf) is g% (0 = W, Vx €
’ tezd Fo

Z8.

qRecall that the discrete Fourier transform (DFT) of a func-
tion f : Z¢ — Cis given by o) = Yeezd e_z%mf(x), Vy € Z4.
It is a powerful tool in cryptanalysis. For example, for any pmf
¢ over Zy, its bias is defined as B(¢) = E,4 [e_%] = a(l).
It has been shown in [17] that DFT can be used to derive the

distinguish advantage in a dual attack, and this idea was further
developed in [18].

Lemma 1. Given two positive integers d, g, let o > 0. Suppose
that x ~ Gﬁ’q is a random vector. For any v € Z¢, we denote the
pmf of (the random variable over Z,) (v,x) (mod q) by fi v,

_ 2202

then f(‘,:)(I) >e 7

Given the distinguish advantage, the well-known Chernoft-
Hoeffding inequality is useful for estimating the number of
samples required.



Lemma 2. Let &y, -, &y be real-valued independent bounded
random variables with &; € [c,d] and E[&;] = upj, j =
1,2,---, M. Then for any € > 0,

M

%Z(& —,u,-)

Jj=1

_2Mmé2
>el<2-e @2,

Pr

The following lemma is used to assess the independence (or
correlation) of multiple samples, as this is a requirement of the
Chernoff-Hoeffding inequality.

Lemma 3. ([19, Example 2.2]) Let X be a random vector in
R? whose covariance matrix is X. Then for any v,z € RY,

cov({X,y),(X,2)) = (y,X2).

It is known that for the X, y, z above, var({X,y)) = y'Zy and
var({(X, z)) = 7' £z, so we derive the corollary below.

Corollary 1. Let X be a random vector in R? whose covari-
ance matrix is . Then for any y,z € RY,

O, 2z2)
WTZy - V2

where r(-, ) denotes the correlation coefficient. In particular, if
T = o1, for some o > 0, then we have

r((X,y).(X,2)) =

0,2

r((X,y).(X,2)) =
Il - 1zl

= cos (6(y,2)) .

2.2. Lattice and BKZ

In this subsection, we shall provide some properties and al-
gorithms in lattice cryptography that are useful in our later dis-
cussion.

Recall that a d-dimensional lattice A is a discrete ad-
ditive subgroup of R?. The set {b j};:1 c R?is a ba-
sis of A, if by,---,b, are linearly independent and A =
{Z;zl Zibj:zj€ Z}. Then r is called the rank of A. We
write B = (by by --- b,), and the volume of A is defined as
vol(A) = +/det(BT B).

For a lattice A with basis B, its dual lattice is denoted by
A* ={y € Span(B) : Vx € A,{x,y) € Z}. It is easy to verify that

the dual matrix B~T of B is a basis of A*, and thus vol(A*) =
1

vol(A) * . .
The “primitiveness” of a set of lattice vectors is related to

its ability to be extended to a lattice basis. To be specific, the
column vectors of ® = (¢ ¢ -+ ¢;) are said to be prim-
itive with respect to A, if they are linearly independent and
A N Span(®) = L(D). The following lemma is a natural exten-
sion of lemma 12 in [20] and a proof is given in [21, appendix
B]. It predicts the volume of the intersection of a lattice and
some subspace, if certain primitiveness conditions are met.

Lemma 4. Given a lattice A. Suppose that ® = (¢, --- ¢,;)
contains a set of primitive vectors of A*, then A N Span(®)* is

a lattice of volume +/det (®T @) - vol(A).

The BKZ algorithm put forward by Schnorr and Euchner [22]
in 1991 is a strong tool of the dual attack. Since it was proposed,
there have been many variants of it, such as [23]. At present, the
BKZ algorithm with sieving [24] as the SVP oracle is regarded
as the most common and efficient choice. The “blocksize” b in
it is a core parameter. When applying the BKZ algorithm with

J
blocksize b (BKZ-b), the Hermite factor 5y(b) = (% (ﬂb)%)zw’”
[25] is useful for predicting the length of the output vectors. b
also determines the number of the output and the running time

of the algorithm.

Assumption 1. For a lattice A of rank r, given any of its basis
as input, BKZ-b with sieving as the SVP oracle provides 292073
short vectors in one run, whose norms are all close to 6(b) -

vol(A)%. This costs

2().292h

classical case
Tpgz(b) = { 0263

quantum case

Moreover, it is generally assumed that the short vectors found
by BKZ are non-directional. To be more precisely, each of their
coefficients independently obeys the same Gaussian distribu-
tion. This is also known as the BKZ balance assumption.

Assumption 2. Let v € R? be a short vector found by BKZ,
then each entry of v follows a Gaussian distribution with mean
0 and standard deviation 2.

vd

2.3. Rotations

Let n,q,k be three positive integers. In MLWE-based
schemes, we mainly work on the rings R = Z[x]/(x" + 1)
and R, = Z4[x]/(x" + 1). For any polynomial a = ap +
ax+ - +a Xl e R,, we define its coefficient vector as
a = (ag,ay,--- ,an_l)T € Zg. This could be easily extended to

@y
. ® k .
the case of a polynomial vector @ =| . |€ R;, whose coefficient
o

vector is € Zg'k.

The “rotations” are useful for simplifying the inner product
in R];. Fix a positive integer r, an r-rotation of a polynomial

vector a € R} is given by

o = (xr . a](x—l) (mod x" +1),--- ,x"- ak(x_]) (mod x" + 1))T ER

The following properties of rotations are also relevant to our
discussion.

Lemma 5. For any two polynomial vectors a, 8 € R’;, we have
. 1 =T 207+
(i) o' = T'd @ B,

(ii) For any integer r, ™" = —a'” and o«®"*" = o,

k
¢



(iii) Fix r € {0,1,---,n— 1} and k = 1. Let aj and o' be
the j-th (0 < j < n — 1) degree coefficients of a and a'”
respectively, then

i
a,;r) — J
—Apyr—j

We shall introduce some notations for the sake of the later
analysis. For any polynomial a € R, we write a to be the square
matrix consisting of the coefficient vectors of the 0-rotation to
the (n — 1)-rotation of @, i.e. @ = (a® a» --- a"D) e Z".
This concept also applies to polynomial vectors and even matri-

0<j<r
r+l<j<n-1

app - Ak
ces. That is, for any polynomial matrix A= : . . [€
12 I
R;Xk , we define
@@
A=|: € 7™, (1)
an @

and call A the H-rotation of A, as it contains the rotations of A
within half cycle.

2.4. Module-LWE

We focus on the case of Module-LWE (including Ring-LWE)
in this paper. They are structured variants of LWE that were
introduced to achieve higher efficiency.

Definition 1. Fix positive integers n, q, k and the secret s € R’;.
Let x be a distribution over Z, with a mean of 0 and a small
standard deviation of o,. Then an Module-LWE sample with
parameters (n,q, k, x) is of the form

(a,b) € Ry X R, with b={(a,s)+e,

where a «— U (R’;) and each coefficient of the error e € R,
is sampled independently according to y, i.e., e «— x". Fur-
ther, the Search-MLWE is to find s when given a limited number
of samples, while the Decision-MLWE asks for distinguishing
these samples between uniform ones.

Remark 1: When k = 1, the problem is reduced to Ring-LWE.

Reduction to LWE Although MLWE features more al-
gebraic structure, no more efficient algorithm has been
proposed based on this. The security of actual MLWE-based
schemes are usually assessed by first transforming the MLWE
instance to an LWE one and then attacking it by methods
against LWE.

The following describes a transformation way for an MLWE
instance (A,b = As +e) € R;Xk X Ry, consisting of t MLWE

samples. Some structure is preserved in the sample matrix of
b

the resulting LWE instance. Specifically, let b = [] and e =
by

e
[] We denote the i-th row of A = (a;;) by AiT. Then from

lemma 5 (i), we have

”_1—,T .
bi=Als+e=Y A) Sxite, =121 (2)
=0

Writing b; = Z;Zé bijx,e; = Z;Z(l) e;jx’, and comparing the j-th

(0 < j < n—1)degree coefficient of the two sides of equation
(2), we have

—T
bij=AY S+ej i=1,2,,1 j=0,1,---,n—1. (3

These make up ¢ - n LWE samples that can be reformulated as:

_
A(IO)
by A ey
= s+ (mod g), @)
b, A e
=

or further summarized as (a proof is given in Appendix A):

_ =T
b=AT -s+e (mod g). (®)]
Recall that A is the H-rotation of AT, and b, 3, ¢ are the coeffi-
cient vectors of b, s, e respectively.

From the above, ¢ - n LWE samples can be converted from ¢
MLWE samples, and the new (k - n)-dimensional secret s is the

coefficient vector of the original secret s. Some structure has

been preserved in the sample matrix AT . More specifically,
it is easy to see that for i = 1,2,--- ,¢, the (n- (i — 1) + 1)-th
—T

through the (n- (i — 1) + n)-th rows of AT respectively cor-
respond to the coefficient vectors of different rotations of the
same polynomial vector A;. This property is exactly what we
will use later to enhance the dual attack against MLWE.

—T —
Remark 2: It should be noticed that AT # A although
they are both tn X kn matrices. Actually, it is easy to verify that
. ﬁT ﬁT B
AT =1 .1 | and the reason why it is not equal to A
=T =T
arl ce Ak

is because {a_,]} and A are not symmetric.

Remark 3: For actual schemes such as MLWE-based
Kyber and RLWE-based Newhope, there are only k + 1 MLWE
samples available to the attacker, i.e., # < k + 1. So the number
of LWE samples used in a dual attack should be limited to
k+1)-n.

Remark 4: In the following, we focus on the case where
the coefficients of the secret s also obey the error distribution



y independently, ie., 5 « x*”. Then, the resulting LWE
instance is referred to as an instance in Hermite Normal Form
(HNF). This manner of selecting s is often used in practice, for
example, Kyber (with certain parameter sets)[7], Newhope [5],
FrodoKEM[26] and LAC [6] all use the same distribution to
sample the entries of s and the e. Moreover, a way was given
in [27] to transform the distribution of the secret to be that of
the error through Gaussian elimination.

3. Dual Attack against MLWE

This section discusses the dual attack against MLWE. The
special structure mentioned earlier of the resulting LWE sam-
ple matrix gives the possibility of making an enhancement to
the dual attack on it. Actually, as we shall see, each short vec-
tor found by BKZ contributes much more. To be specific, it
is described in Section 3.1 that, using a short vector found in
&’ (see equation (8)), the attacker can construct another n — 1
vectors in £ (see equation (6)) of the same length automati-
cally. All of these short vectors can be used to distinguish. Our
enhanced attack method utilizes this interesting property, and is
given in Section 3.2. Its complexity and correlation analysis are
also provided.

3.1. Constructing more short vectors in &

In this subsection, we describe a method of constructing
more short vectors from those returned by the BKZ algorithm.
Suppose that the goal of the adversary is to distinguish
whether a given instance (A, b) € R;Xk X R}, is from MLWE or
not. After performing the transformation described in Section

—T _
2.4, he/she gets an instance (AT ,b) € Z;"Xk" X 2.

There is a noteworthy phenomenon in the dual attack that
the optimal performance may not be achieved when all of the
obtained samples are used. The reason is that using more sam-

ples makes the dimension of the lattice higher. This means that
—T _
we may not have to use all of the samples in (AT ,b) . Let

m = hn+ g,0 < g < n. Without loss of generality, we assume
that the first n - h LWE samples come from the first # MLWE
samples, and the remaining g LWE samples are derived from
the (h + 1)-th MLWE sample.

In the following, let us start with a simple case: assume that
m is a multiple of n, i.e., m = (h+ 1) - n,0 < h < t. Then, the
LWE sample matrix used in the dual attack is of the form

A T — T T
) (n-1) ©) n-DY _ (A _ AT
(Al S AY T AL A ) - (Al '”Ah+l) - A[l:h+1] :
T —
To perform a dual attack on the instance (AT bri:n+17), the

[LA+1] 2
adversary considers the lattice

[ {(”) ¢ 7+ Dnthn
1%

Apu=y ot ©

It is an ((h + 1)n + kn)-dimensional lattice of volume qk" and
has a basis

B = [M O(h“)"Xk"] ¢ 7Dt ((et Dnsen)
= .
Al Gin
Short vectors will be searched in & by BKZ to distinguish
T
T

whether the instance (A“:h ] ,bp1:p+17) comes from LWE or
is uniform. The difference here is that, with any short vector
found in &, the adversary could construct n — 1 additional short
vectors in & by himself/herself (instead of using BKZ). This
means that if M short vectors in £ are obtained by BKZ, they
will be expanded to n - M short vectors in &, and then all of
these short vectors will be used for distinguishing. Therefore,
fewer short vectors are required during the BKZ search phase,
and the cost is thus reduced.

Before showing this interesting fact, we shall give a use-
ful proposition which indicates that the rotations are consistent
with linear transformations whose matrices are H-rotation ma-
trices.

Proposition 1. Given positive integers z, k. For any polynomial
matrix P € R’;XZ and polynomial vectors a € R%, B € R, if

P-an =0, then P- @+ = Br+D_r e {0,1,--- ,n — 2.
The proof of proposition 1 is given in Appendix B. From it

u ..
we know that, for any short vector € &, itis easy to find

polynomial vectors a € Ri*' and B € R} !, such that a® =y

and /,% =v. Then AT a® = W. By applying proposition

[L:h+1]

T
[1:h+1]

,@, j=1,2,---,n— 1. In other words, the attacker could use
YO

()= 5

short vectors (of the same length) in Z:

1 multiple times for = 0,1,--- ,n—2, we have A ca) =

to immediately construct another n — 1 different

D) (@ =D
gU '\ g®»)  lgn-D)°
To make it more clear, we give an example below.

h+1 = 2. Let

(6111) and
app

Example 1: Assume thatn = k =t =

— _ 1 k —
A = (a,'j)zxz, where ajj = Zk:O ajkX". Let A} =

al
Ay = , then
an
= = 5 O o 1
[L:h+1] a1, a» (0) () (0) (1) ao
ap an ap, a, ayy ayy

Uy —
u (0)
For any short vector (v) € &, we denote u= ( ‘] = (“1) and

ap
ario
apy
apg

asii
a10
ani
axg

azio
—azi1

ano
—an|

u
1223 Q(ZO)
u3

Vo —

(0)

_In]_ (B . .

y= [vz] = (ﬁ:‘”)’ where a1, as,B1,> are polynomials in R,. As
2

V3

UAs u, v are both short vectors in the g-ary lattice Z, it is natural to think
that their coefficients all belong to Z;.

]_



AT .y =v (mod q), we have,

ayjoUo + ainiy + azoUy + a1z = Vo
—diilo + aroUy — dzrily + azipUz = vy
AioUp + Aoy + dxpoly + AUz = V2

—aj1Uy t Aoty — AUy + dxpolUz = V3

(1
up Vi (Y(ll
Hl o™ de., | 2| is also a
usz ]])
1

—uy

This could be reformulated as AT .

-

=

(
(1)
2

. u
vector belong to & and it is as short as (v) O

Now we are ready for the discussion on the case where m
is not a multiple of n. This is necessary as in a dual attack
against actual LWE schemes, the lowest cost is usually obtained
when the number of used samples is not a multiple of n. Let
m = hn+g, where 0 < h < 1,0 < g < n. A naive idea is to
construct an analogue lattice to £ of dimension (hn + g + kn)
that considers the sample matrix

—_— — — T
(n=1) ©) (n=1) 4 (0) (-1
A e A ATTDAD) A ) . @)

However, since the last g columns do not form the whole

Ay, proposition 1 is not applicable. From another perspec-
tive, because the last g entries of u cannot constitute a complete
coefficient vector, rotations can not be applied on it to produce
more short vectors.

To deal with this problem, we come up with a new kind of lat-
tice where only m samples are used implicitly, and meanwhile
the missing entries of u are successfully padded. Specifically,
define the subspace 7" = {w € RB+Dn+kn (w, )/j> =0, j=
hn +g+1,---,(h + 1)n}, where vy; represents the unit vector
in Z+Dmkn with only the j-th coefficient being 1. Then the
attacker searches short vectors in

F'=LNnNT. ®)

Although &£’ € Z"+Dn+kn it is easy to see that rank(Z’) =
€ &, the

(hn + g + 1)-th through the (4 + 1)n-th entries of u are all 0,
making the corresponding columns (hn + g + 1) to (h + 1)n of

m + kn. Properly speaking, for a vector w =

Al Geo AE - ATTD) lose their effects. This implies

only m samples mentioned in equation (7) are used. According
to [20], a basis %’ of £’ could be computed by the following
way:

1. Calculate D = Iy - BT, where Iy is the orthogonal
projection matrix onto 7.

2. Apply the MLLL algorithm on D to eliminate linear de-
pendencies. Delete n — g zero vectors in the result and
denote the remaining vectors by Dy .

3. Output the dual matrix of Dy as B’.

We need to take care of the volume of £’, as it is closely
related to the cost of the dual attack (see Section 3.2 for details).

Actually, vol(¥#”) can be computed even without calculating

A[Tlh 1]
h+
Ty ———|is

B’ Since & is a basis of &, BT = 7
Oknx(ht1hn él kn

a basis of &Z*. It can be seen that {yh,,+g+1, e ,y(h+1)n} forms
a set of primitive vectors with respect to &*, as they can be

extended to 7. Then from lemma 4,
vol(Z") = vol(Z) = ¢*".

In conclusion, we reduce the rank of Z’ but without chang-
.. u . .
ing its volume 2. For any vector w = (v) € Z’, just like before,

we could find a polynomial vector n = (a) € R(qh+])+k, such that

B
a©® = u,,@ = v. Then uV,--- , u® D all have at least n — g
zero coefficients (but may not necessarily be in the last n — g

positions). As a result, all of D, --- ,p=D are short vectors
of length ||w|| in &. We should note that these vectors may not
belong to Z”’, but this has no effect on our dual attack as we
shall see later.

The above analysis is summarized as the following theorem.

Theorem 1. For any short vector (‘Lj) € L(or L) letn =

B
BO =y, thenyd e L, j=0,1,---,n— 1.

a ) p—
( ) € Rf;”l)”{ be the polynomial vector that satisfy «© = u and

Remark 5: It is not hard to see that Z is the lattice correspond-
ing to &’ when g = n. So for simplicity, we just say that short
vectors are found in &’ by BKZ in both cases.

3.2. The enhanced algorithm as well as its correlation and
complexity analysis

In this subsection, we shall give a detailed description of our
enhanced attack. Its correlation and complexity analysis are
also provided.

To distinguish the target instance (A, b) € RZ“xR!, of MLWE
from uniform, the adversary constructs the lattice &’ as in
equation (8) and looks for short vectors in it.

Suppose that M short vectors (5’) eZ,j=12,---,M

of length at most / are found. As described in the previous

. a; .
subsection, let r7; = ( ]) € Rf;“rl)ﬂ< be the polynomial vectors

Bi

2As we know, for the original dual attack against LWE, the volume of the
lattice depends only on the dimension of the secret, not on the number of sam-
ples used. So ¢ is exactly what we expect. It should be noted that the volume
of the intersection lattice is usually larger than that of the original lattice. This
is disadvantageous to an adversary who performs a dual attack, because it is
easier to find (unspecified) short vectors in a lattice of a smaller volume. Fortu-
nately, the new lattice &’ we constructed has the same volume as the original
lattice &, because certain primitiveness requirements are met.



that satisfy ari,o) = u; and ﬁ;.o) =v;,j=12---,M. Then
aﬂ)rding to theorem 1, the attacker obtains n - M short vectors
{77(;)} in&.
Jir

All of these short vectors will be used for distinguish-
ing. To be specific, the difference in the distributions of
{<a(jr),b[1;h+1]> (mod q)}‘ in the two cases is key to the

Jr

If b is uniform, then so is b1, and thus

<F,b[hhm> (mod q) — U(Z,). Whileif b = As+e, we
T

distinction.

have bj.p41) = A

T R < €[1:h+1]
-S+ep. mod g). LetS = -,
(Lh1] TSI q) ( < )

- (r) — -
P — . er: "N o .
then <a;),b[1:h+1]> = <[’%]( [l§’+]])> = <7]_(]-),S> (mod g) is
J

G

relatively small, as 1, ,S are both short vectors.

2ni a‘(/.r),b[ 1:ht1 ]>
3 q

nM

M osnle
In consequence, the attacker calculates ==1=r=0

n-1 7"

-0 (1)
" ("(,-r)-b[l:h-v-l])

nM
> refers to the pmf of <oz(jr), b[];h+1]> (mod ¢). The re-

as M increase, where

and it goes to

7

(l(l-r),b[l:lwl]
sult is O when b is uniform, and is

(r)

2.2

2wl

T Zh S e

>e f >e ¢ =€

nM

in the other case from lemma 1. The distinction is made
according to whether the calculated value is closer to 0 or e. To
achieve a constant success rate, by lemma 2, nM = short
vectors are sufficient.

0( o)

Remark 6: It is noted that lemma 1 is true for any v € Z‘;.

Hence, the fact that there are some zero coefficients in n;r) does
not have any effect on the above analysis.

Now we shall derive the cost model of our improved dual
attack method against MLWE, as well as the selection approach
of each parameter. From assumption 1, when BKZ-b is applied
and m LWE samples are used, 2020750 short vectors in &’ of
length I(m,b) = &7*"(b) - g will be found. By the way
described in Section 3.1, they can be extended to n - 202073
short vectors in & (of length /(m, b)), each giving a distinguish

20202 2 (mp)
advantage of e(m,b) = e 7

To achieve a constant success rate, 0( Z0nD) ) short vectors
are needed. So the BKZ search process has t0 be repeated at
least R(m, b) = max { 1 } times. Then the time com-
plexity is

1
> 220207502 (1. b

T(m,b) = Tpxz(b) - R(m, b).

Hence, the attacker should figure out the optimal blocksize
b* and the optimal number of samples m*, so that T'(m*, b¥) is
minimized (i.e. T(m",b*) = min,,; {T(m, b)}). As we know, for
the original dual attack against LWE, m* is actually a function

of b [28, 29]. That is, m* = *’mﬁ% — n. We notice that

an analogue of this relationship is still available in the case of

MLWE:
ey _ | kn-Ing
m*(b) = ‘{—ln( 50®) kn, ©))

as it is the only zero of the derivative of /(m, b) with respect to
m.

To sum up, only the optimal blocksize b* needs to be
searched to meet

0" = argmin, {T (m"(b), b)},

and then the optimal number of samples is m*(b*).

In the last part of this subsection, we further show the correct-
ness of the above algorithm. As mentioned earlier, the analysis
of the dual attack relies on the Chernoff-Hoeffding inequality,
which requires the independence between samples. We notice

that 17(0), r](l) , 77(" ! are coefficient vectors of different rota-
tions of the same polynomial vector, their correlations should
be examined for using Chernoff-Hoeffding inequality.

It is a widely used analytic approach for the dual attack
against LWE to suppose the so-called near-orthogonality as-
sumption of high-dimensional spaces and the balance assump-
tion of BKZ. These two assumptions will be used in our analy-
sis of MLWE as well. In our case, we only need to address the
issue of near-orthogonality.

Properly speaking, what we care about is the correlation be-

tween <§, n;:‘)> and <§, 1752 2)>. According to corollary 1, their

correlation coefficient is cos (0(77(]'1‘),77(,'22))). When j; # j», by

the BKZ balance assumption, n(”) and n(”) could be regarded

as random vectors whose d1rect10ns are umform Then from

the near-orthogonality assumption, 17 ) and r]( ") are close to be

perpendicular and hence the cosine of the angle between them
is close to 0. While for the case of j; = j, and r| # rp, owing
to the independence of the coefficients of 7, and the high di-

) (r2)

mension, cos (9 ("n N

)) will still have a very small absolute

value, meaning that they are less correlated as in the case for
(r1)

(r')

independent m;, and m, ) (j1 # j2)- This interesting observa-
tion is supported by extended experiments in Section 4.1. The

above analysis can be summarized as the following assumption.
Assumption 3. For 1 < j < M, if r;,rp € {0,1,--- ,n—1}

are chosen randomly, then cos (0 (77(.’ 2 n(m)) ~ 0 with an over-

whelming probability.

4. Experiments

‘We notice that our enhanced dual attack method is more suit-
able for RLWE-based schemes with small parameter sets. On
the one hand, for an MLWE-based cryptosystem, since the co-
efficient vector of the secret is of dimension & - n, at the same
security level, k = 1 obviously results in a larger n. This means
that the attacker is able to construct more short vectors for dis-
tinguishing from theorem 1. On the other hand, in a larger pa-
rameter set, although n is larger, however, so is the blocksize b.



original dual attack new algorithm in this paper

m’* 569 570

b 382.67 376.86
T 2 111.740 110.043
T: 101.408 999.868

Table 1: A comparison between the original dual attack and our improved al-
gorithm when attacking a Newhope512 instance.

As mentioned earlier, 2°207" short vectors will be provided by

BKZ in one run. In fact, the increase in n is small compared
to that in 20297* ' making the improvement effect relatively less
obvious. In the following experiments, Newhope512 is taken
as an example.

4.1. Newhope512

The RLWE-based Newhope [5] is a second round can-
didate in NIST’s post-quantum standardization effort. In
Newhope512, n = 512,k = 1,q = 12289. Each coefficient
of the secret and the error is independently picked up from the
centered binomial distribution yg * with a standard deviation of
2. As done in [5], we assume that this does not lead to much
difference in the conclusions we deduce earlier on the discrete
Gaussian distribution.

Table 1 compares the original dual attack against
Newhope512 with our improved one. The optimal block-
size and the optimal number of samples are denoted by b* and
m* respectively, and then the time complexity is 7 (T;) in the
classical (quantum) case. Although the blocksize b needs to be
selected as an integer in practice, setting its precision to 0.01
helps us to give a more accurate prediction.

It can been seen that, by taking advantage of the algebraic
structure in Newhope512, we reduce the blocksize b* by 5.81.
The time complexity is decreased by a factor of 2197 in the
classical case and 2'%? in the quantum case. The optimal num-
ber of samples is 570, which is very close to the predicted
value of 567.16 in equation (9). When taking b = 376.86,
the BKZ algorithm finds 20207337686~ 278 short vectors in
one run, the results from the previous section imply that the
attacker can actually have 512 - 278 = 287 short vectors avail-
able for distinguishing. We see that the improvement is not
that significant in the dual attack against Newhope512 (as well
as other MLWE/RLWE schemes), this is due to the fact that
9020750" 5, 5

We also conduct some experiments to show the rationality
of assumption 3. If m* = 549 LWE samples are used, the
lattice is of rank 549 + 512 = 1061 and dimension 1024 +
512 = 1536. The length of the short vectors found by BKZ

31t is known that the ideal discrete Gaussian sampler is not available in prac-
tical LWE schemes, not only due to the limitation of precisions, but also be-
cause of the high cost. Recall that the central binomial distribution ¢, is a
common substitute defined on the set X = {—y,—u+ 1,--- ,u— 1, u} with the
21

57 - Moreover, it has a
+u)?

probability assignment at k € X to be ¢, (k) = ( X

variance 5.

is 1(549,376.86) = 7612.185, hence each of their non-zero co-
efficients follows a Gaussian distribution with a mean of 0 and

Lo 7612185
a standard deviation of icer 233.696.

The steps below are repeated multiple times:

1. Take 771 < Ny

and define 7 = (0)71 )
475

2. Pick up ry,r5 <« U({0,1,---,n—1}) independently. If
r| # ry, then goto step 3, otherwise go back to step 2.

3. Compute cos (9 (W W))

0.1

c

0

L

&€

15}

o

o

o

Ke]

©
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o
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times
(a) The case of cos (9 ()7(’1), r]("2))).

0.1

c

0
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&
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©

°

S

o
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(b) The case of cos (8 (771, 72))-

Figure 1: The dispersion of the cosine values of the angles in the two cases.

Figure 1(a) shows the dispersion of the results of 500-times
experiments. We can observe that 'cos (0 (n(”), n02) )‘ is always
within 0.1. The independence is implied, as it is generally rec-
ognized that a coefficient with an absolute value within 0.1 in-
dicates a negligible relationship. For comparison, we also pro-
vide figure 1(b). The case of cos (8 (7;,7,)) is characterized,
where 71,7 < N, are independent. It should be pointed
out that the two situations in figure 1(a) and (b) is quite similar,
so it is reasonable to consider the coefficient vectors of different
rotations of the same polynomial vector to be independent and
nearly-orthogonal.
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Appendix A. The sample matrix of the LWE instance

We just have to prove that AT = (Aﬁo) S ATTD A0 -Aﬁ"’”).
an _ (an - @
LetA; =1 : eR’;,i:l,Z,n-,t,thenAT: : U
a; fr— —
. Ay - A
O} ~ =) FO) n=1)
Ay ay ey ey - o
0 n—1 0; n—1
_ _ _ (Aﬁ)"-A(l ). AD LA >).
) “n1) (0) “n-1)
e

Appendix B. The proof of proposition 1

From lemma 5 (iii), for r € {0,1,--- ,n
following equations:

— 2}, we have the

(r)
e+ _ ) %y =0
afr - a(r)ﬂ 1<f<n_l’ (Bl)
-1 =/ =
(r+1)
Fo =™ f=n-1 '
0
) B
We denote P = (P,-j)kX s = | and B = o Let
a, B

Pl'j,l’ ai,l’ﬁi,l? Pfjr)p f;)aﬁ(r) be the l th (0 < l <n- l) degree Co-

efficients of P;;, a;,3; and PE;) ) ﬁ(') respectively, then from

P-a® = B0, we have

Py .- Py, a(lr) :8(1r)
Py Pi) o ,({r)

Then fori=1,2,--- ,k,

(r)
@y o onel
PSRN - )| [SS
d=1 (r) d=1 ¢=0
Xyn-1

Compare the entries of the vectors on both sides of the above
formula, we have

Z

‘ " plo) G
ZZ%LPW By f=0.1,-.n

d=1 ¢=0

-L;i=12,-- k.

(B.3)
Now we consider the value of ﬂg’;l) in two cases of f = 0
and1 < f<n-1
Casel f=0.

equ.(B.1)

z_ n-l
(r) equ.(B.3) (r) p(c)
Bin - Z Z XacPian

d=1 ¢=0

z 2
equ.(B.2) (r+1) (c+1) (r+]) (0)
equ.(B.1) Z(Z R ( Pldo ) ( ) P:dO

=0

ﬁ(r+ 1

=4l ) ple) |, D) | plO)
(Zad( Pigot @ Pigg
=1 \o'=1

-1
_ (r+1) (c’)
- ad g Ptd 0°

"

c

Case 2 lsfSn—l.

z n-l
(r+1) equ.(B.1) () _equ(B3) ") p©)
ﬂ 'Bi,f*l Z Z ad,cPid,fq
d=1 =0
LquB2) D) plesl) |, () plr=1)
equ(B.1) Z(Zadwlpzdf + @, 1Py

z n—1
=+l (r+1) plc) (r+1) (0)
Z(Z @y Pyt a’do ) ( Pzdf)]

z n-l1

— ZZ (HI)P(C)
- id,f*

d=1 /=0

Combine case 1 with case 2, we get

z n-1
(r+1) (c) (r+1) - . _
a, Pldf ,6’ ,i=1,2 ky f=0,1,--- ,n—1
d=1 ¢=0
So
(r+1) p(c)
z n-1 adC P’do z n-1
(r+1) _ . _ (r+1) (c)
D 1 ) MR B Y Wl
d=1 ¢=0 (r+]) (c) d=1 ¢=0
ad(‘ Pldn 1
(r+1)
. 4.0 .
_ © -1 . _ D0
- SE - | |- SR
d=1 (r+1) d=1
ad,n—l
a(]r+l)
= (p, .- p—ld) Do =Pt i=1,2, k
CV(ZHI)
Then the conclusion is drawn since
> (r+1)
_ Pl ﬁ]
ﬁ, CY(H'I) — . a(r+l) — =18(r+1).
> (r+1)
P M
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