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Abstract. In data-intensive private computing applications various relations ap-
pear as or can be reduced to matrix relations. In this paper we investigate two
problems related to constructing the zero-knowledge argument (ZKA) protocols
for matrix relations (in commit-and-prove paradigm).

In the first part, we establish the ZKA for some bilinear matrix relations over
Fp. The relations in consideration include (1) general forms of bilinear relations
with two witness matrices and some most important special cases. (2) some
special forms of bilinear relations with three or four witness matrices. (3) ei-
genvalue relation. In private computing tasks various important relations are in-
stances or special cases of these relations, e.g., matrix multiplicative relation,
inverse relation, similarity relation, some structure decomposition relation and
some isomorphic relations for lattices and graphs, etc. Instead of applying the
general linearization approach to dealing with these non-linear relations, our
approach is matrix-specific. The matrix equation is treated as a tensor identity
and probabilistic-equivalent reduction techniques (amortization) are widely ap-
plied to reduce non-linear matrix relations to vector nonlinear relations. With
the author’s knowledge, currently there are no other systematic works on ZKA
for nonlinear matrix relations. Our approach significantly outperforms the gen-
eral linearization approach in all important performances, e.g., for n-by-t matrix
witnesses the required size of c.r.s (only used as the public-key for commit-
ment) can be compressed by 2nt times and the number of rounds, group and
field elements in messages are all decreased by ~1/2 for large-size matrix.

In the second part, we enhance knowledge-soundness of ZKA for the linear ma-
trix relation over the ground field F,. By treating the matrix in F;”*? as a nt-
dimensional vector over the d-th extended field over F, and applying appropri-
ate reductions, we decrease the knowledge-error of the original ZKA over F,
from O(1/p) down to O(1/p?). This is comparable to the general parallel repeti-
tion approach which improves knowledge-error to the same degree, but our ap-
proach (matrix-specific) at the same time significantly improves other perfor-
mances, e.g., smaller-sized c.r.s., fewer rounds and shorter messages.
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1 Introduction

1.1  Motivations and Related Works

Efficient zero-knowledge proofs for various relations are crucial techniques to support
multiparty private computing tasks[1-5]. In data-intensive private computation, lots of
data relations appear in the form of high dimensional vector or large-size matrix equa-
tions[3][4] and efficient zero-knowledge proof protocols (ZKP) with low message
complexity are highly valuable to support these applications in complicated network
environment or transformation into non-interactive schemes.

Recently, some innovative techniques have been developed in [6][7] to construct
highly efficient ZKPs for linear vector relation a'u = b and inner product relation u'v
= w over finite field. The constructed ZKPs have message complexity of only O(logn)
were n is the dimension of witness space, significantly improving previous works in
performance. This approach was further developed in [8] to construct ZKP for quad-
ratic relation u"Au + b'u = ¢ over finite field with logarithmic message complexity
and lots of other improvements in performance. This approach was also applied to
constructing ZKPs with logarithmic message complexity for bilinear relations on
groups with pairing structure[9][10] and partial-knowledge proof protocols[11].

After succeeding in developing efficient ZKPs for linear vector relations over fi-
nite field, it is natural to establish efficient ZKPs for nonlinear relations over finite
field and other arithmetic systems, e.g., finite rings Zy, or integer ring Z. In this direc-
tion, bilinear relation is the simplest non-linear relation which efficient ZKP construc-
tion was partially solved, e.g., [6][8] has established the protocols with logarithmic
message complexity in some special cases. More specifically, the protocols construct-
ed in [6][7] are only for inner-product relation, and the protocols in [8] are only for
quadratic relation with rank-1 coefficient matrix. So far with the author’s knowledge
there are no direct and systematic works on non-linear vector or matrix relations. In
addition, although any (linear or non-linear) matrix relation can be dealt with by
simply treating the matrix as a vector, some more direct, matrix-oriented approach
may be still necessary to significantly improve the performance relative to the general
approach. For non-linear relations, currently the most common and effective approach
is linearization[12]. In this approach, any relation over the finite field can be equiva-
lently transformed into a (maybe very high dimensional) linear relation through se-
crete-sharing techniques. On the other hand, as indicated in [9], the compilation from
nonlinear to linear relation comes at the price of losing conceptual simplicity and
modularity in protocol design. Therefore, developing direct approach for specific non-
linear relation is still valuable in theory and applications. [9][10][11] are heuristic
examples in this direction.

In many situations, parallel repetition is a simple and effective way to enhance
the interactive proof/argument protocols’ knowledge-soundness. Recently [21] proved
that t-fold parallel repetition of any special-sound multi-round public-coin interactive
proof/argument indeed (and optimally) reduces the knowledge-error from x down to
«". This elegant result is general, particularly valuable for those public-coin protocols
operating over relatively small challenge spaces. However, in some special situations



is there any simpler way to (flexibly and significantly) decrease the knowledge-error
just in a single protocol invocation? Another motivation to investigate this problem is
due to the fact recently proved in [22]: when applying Fiat-Shamir transform to t-fold
parallel repetition of a (ky,...,k,)-special-sound interactive proof/argument to get the
non-interactive scheme, there exists an attack resulting a security loss ~Q*/#*" in
knowledge-error (Q is the number of oracle-queries by the attacker) , while the trans-
form of one-invocation of the protocol only suffers a loss linearly in Q. Therefore, the
method to significantly decrease knowledge-error other than by parallel-repetition
will be helpful for constructing efficient non-interactive proof/argument schemes in
practice. In the second part of this work we present a positive and efficient solution to
this question for linear matrix relations over F,.

1.2  Contributions

In the first part of this paper, we establish the zero-knowledge argument (ZKA) pro-
tocols for a family of bilinear matrix relations over F, The investigated matrix rela-
tions include:
(1) General forms of bilinear relations with two witness matrices and some most
important special cases:

U'QV+VTRU+AUB +CVD=S,UQV +VRU + AUB + CVD =S
where U and V are witnesses (sec.3.1~3.4).
(2) Some special forms of bilinear relations with three or four witness matrices:

UTQW = WTRV+S, UQW = WRV+S, U;'QU, = V; 'RV, + S

where U,V,W or U;,U,,V1,V, are witnesses (sec. 3.5~3.6).
(3) Eigenvalue relation Ux = Ax where U and x are witnesses (sec.3.7).

In private computing tasks various important relations are instances or special
cases of these matrix relations, e.g., the isomorphic relation between two lattices is a
special case of relation U'QV =S (sec.3.1) with U = V while Q and S being the Gra-
ham matrices of the lattices; the multiplicative and inverse relations of matrices U and
V are special cases of UQV = S(sec.3.2) when Q = I, and Q = S = I, respectively; the
similarity relation between matrices U and V is a special case of UQW = WRV+S
(sec.3.5) when S = O and Q = R = |, . The relation with four witness matrices dis-
cussed in sec.3.6 is useful for proving some matrix decomposition with special struc-
tural features, e.g., diagonalization, upper/lower triangular decomposition, etc. where
all factor matrices are in privacy.

Instead of applying the general linearization approach to dealing with nonlinear
relations, our approach is matrix-specific. In our approach a nonlinear matrix equation
is regarded as a tensor identity and probabilistic-equivalence reduction techniques
(amortization) are widely applied to reduce these relations to a simpler vector bilinear
relation u'Dv =y in a space of higher dimension where u, v are vector witnesses, D, y
are public and D is diagonal. On basis of the ZKA protocol for this vector bilinear
relation, all the investigated matrix relations can be completely established.

With the author’s knowledge, currently there is no other direct and systematic
works on ZKA for nonlinear matrix relations. Compared with the general linearization
approach, important performances of these ZKA protocols for matrix bilinear rela-
tions constructed in our approach are significantly improved, as indicated by table 2



and 3. For example, for n-by-# matrix witnesses the required size of c.r.s (only used as
the public-key for commitment) can be compressed by 2n¢ times; when n >> ¢ or
t>>n, the number of rounds, group and field elements in messages are all decreased
by ~ 1/2; when n ~ ¢ >>1 (e.g., square witnesses) these are also decreased by ~1/2. In
summary, our approach significantly outperforms the general linearization approach
in all aspects, a result of making use of specific features of matrix algebra.

In the second part of this work (sec.5), by extending the tensorization technique
used in sec.3 we present a simple method to flexibly and significantly decrease the
knowledge-error of the ZKA for matrix relation over F, just in a single protocol invo-
cation. As the most fundamental relation, we investigate the linear matrix relation
over F, with matrix witness in F,"**?(d determined by the target knowledge-error).
Compared with the general parallel repetition approach, (with the same knowledge-
error ~ 1/p) our approach outperforms it with the number of rounds decreased by
2logd, total number of Fjelements decreased by dlogd and G elements decreased by
2dlogd. Also the size of c.r.s in our approach is reduced by d times. Although specific
to linear matrix relation, this positive result is interesting and it is worthwhile to in-
vestigate non-linear matrix relations in the same direction in future works.

2 Preliminaries

Notations and Conventions A usually represents the security parameter, poly(4)
represents a polynomial in A. A function &(4) is called asymptotically negligible or
simply negligible if lim;_,, poly(4)e(4) = 0.

P.P.T. means Probabilistic Polynomial Time.

R
u«<J means a random variable u is sampled on a set J under uniform distribution.
Two random variable ensembles {X;} and {Y,} are called statistically indistin-
guishable if the differences of their distribution is negligible:

2y |P[X; = u] = P[Y; = u]| < &(4)

{X,} and {Y,} are called computationally indistinguishable if for any P.P.T. algo-
rithm A the following inequality holds where the function (1) is negligible.

IPIA(X:)=1] - P[A(Y))=1]| < &(4)

2.1  Zero-knowledge Proofs/Arguments

A binary relation R is NP-class if there exists a polynomial-time algorithm A to de-
cide whether (x,w) is in R. L= { x: there exists (Xx,w) € R}.

In an interactive proof system (P,V) where P and V are P.P.T prover and verifier,
o represents the common reference string(c.r.s.), x represents the public information
for P and V, w represents the private information only for P, i.e., the witness,
<P(W);V>,(x) represents the output of V valued in {0,1} after the interaction with P
on input x and c.r.s. ¢, Tr<P,V>,(x) the trace during the interaction between P and V.
These notations have the same meaning for any interactive algorithms A and B.



Definition 1 (Zero-knowledge Proof) For a relation R and some given function (%),
an interactive proof system (P,V) is defined as a zero-knowledge proof of knowledge
for R, ZKPoK hereafter, if it has all the following properties:

(1) Complete For any (x,w)eR there holds P[<P(w);V>,(x) = 1] = 1.

(2) Knowledge-sound with knowledge-error k(2) There exists a polynomial q(.)
and an algorithm Ext (called extractor) with expected polynomial time complexity,
such that for any (maybe dishonest) prover P* which can be rewound by Ext there
holds

P[w —Ext" (6, x, Tr<P",V>,(x)): (x,w)eR] > (u(x) - k(x|))/q(lx])

where p(x) = P[<P";V>4(x)=1] > k([x]).

(3) Zero-knowledge There exists a P.P.T. algorithm S, called simulator, such that for
any (maybe dishonest) verifier V', the output of S(o,x) and Tr<P,V">,(x) are statisti-
cally indistinguishable for any xeLg,

For knowledge soundness, there is an equivalent definition ([18] sec. 4.7) that on
input of x and Tr<P",V>,(x) with <P",V/>,(x)=1 and Ext can rewind P", Ext outputs a
witness w': (x,w’)€R with the expected time at most q(Jx|)/(u(X)-(|X[)).

If knowledge soundness only holds for P.P.T. prover P", the proof system is
called knowledge argument, notated by ZKAoK hereafter.

Definition 2 (3-Protocol and generalized Y -Protocol) An interactive proof system
(P,V) for relation R is called a Y -protocol, if it has 3 rounds with the first message
from P to V and the second message just being a random coin from V to P independ-
ent of the session context.

An interactive proof system (P,V) for relation R is called a generalized } -
protocol, if it has 2k+1 rounds with the first message from P to V and any messages
from V to P just being random coins independent of each other and session context.

A generalized Y -protocol for relation R is called special honest verifier zero-
knowledge (SHVZK) if there exists a P.P.T. algorithm S such that for any verifier V',
the real trace Tr<P,V">4(x) and the output of S on input (c,X;es,...,e) have the same
distribution for any xeLg and independent random coins ey, ...,e.

Definition 3 ((uy,..., px)-special soundness and session-tree for a generalized ) -
Protocol) A (ug,..., px)-session-tree, denoted by T,(x), for the proof system of rela-
tion R with c.r.s. o is a tree in which:

(1) Each node is associated with a message instance from P to V in the interaction
between P and V with public information x, in particular the root is with the first
message in the interaction.

(2) Each edge is a random coin from V to P.

(3) At level-i (the root being at level-1) each node o has p; edges and the random
coin instances €y, ..., €y, associated with these edges are distinct. The down-
stream node of each edge is associated with the message instance of P in response
to the random coin.

Each integer y; is called the soundness factor of the i-th round.



Obviously, each path from the root to a leaf in the tree T,(x) is a complete session
instance, i.e., a trace. The number of paths in a tree T.(x) is ps... w. If the verifier V
outputs 1 on all these paths, the tree T,(x) is called accepting.

A generalized Y -protocol is called (ug,..., px)-special sound, if there exists a
P.P.T. algorithm (extractor) which with overwhelming probability outputs a witness
w': (x,w)eR on input of o, x and the accepting tree T,(X).

Recently [13] proved a fundamental fact that (ug,..., py)-soundness implies
knowledge soundness, a general fact without imposing any restrictions on the chal-
lenge set where the random coins are sampled.

2.2  Commitment Scheme

Definition 4 (Commitment Scheme) A Commitment scheme CS = (CGen, Cmt,
Cvf) is composed of three P.P.T. algorithms with the following properties:
(1) Complete For any message x there holds

P[pk—CGen(1); (c,d)«—Cmt(pk|x): Cvf(pk|c,x,d)=1]=1
(2) Binding There exists a negligible function &(4) s.t. for any P.P.T. algorithm A:
P[pk—CGen();(c,x1,%2,d),dr)—A(pk):Cvi(pkc,x1,d\ /=1 ANCVI(pk|c,x,dp)=1Ax17x,]<e(X)

(3) Hiding For any pk generated by CGen and any messages xi, X, in the same size,
the variables c¢;: (c),d))«—Cmt(pklx,) and ¢, : (¢,,d,)«—Cmt(pk|x,) has the same distri-
bution.

2.3 Discrete Logarithm Hardness and Pedersen Commitment Scheme

This paper deals with zero-knowledge arguments for linear algebraic relations over
finite fields on basis of discrete logarithm problem(DLP)’s hardness. More exactly, all
our ZKAoK protocols are established on the ensemble of groups {G,} where each G,
is a cyclic group of prime order and there exists a negligible function ¢(4) s.t. for any
P.P.T. algorithm A there holds

Plah < G;; u— A(@h): h=g'] <&(2)

For n-dimensional vector u = (uy,..., u,) over finite field F, and n-tuple g =
(91,..., gn) over group G, we frequently denote the expression gfl gy as g[u]; for
scalar e in F, we denote g5 ... g5 as g[e]. With this notation, DLP hardness is equiva-
lent to the following hardness statement where 1 is the unit element in group G, A is
any P.P.T. algorithm and <G> is the information encoded for the operations on G;:

Plg < G;; U A(<G,>, g): g[u] = 1 and u0 mod |G,[] < &(2)

Frequently we say “group G with DLP-hardness property” instead of the above
exact but long statement. Under this statement, Pedersen commitment scheme [19]
has all properties specified in definition 4. In Pedersen scheme, CGen(4) outputs pk =
(h,g) and Cmt(pk,(r,u)) outputs (c,d) where ¢ = h"g[u] and d = (r,u).



Besides the security properties, the algebraic homeomorphism properties of
Pedersen scheme are also fundamental to all our ZKAoK protocol constructions.

Generalization to Matrix Commitment Pedersen scheme can be straightforwardly general-
ized to committing to the matrix. Formally, let:

CGen(2) outputs the public-key pk = (h,g) as a system of randomly independent
elements in G where:

g = [gij i=1,...,n, j=1,....1]

Cmt(pk|U,r) outputs (c,d) on input of the matrix U = [uy,...,u,]€ Fp’”‘t and ran-
domness r where:
Uij

C:hr ?=1 }1=1gij ,d:(U,V) (21)

Cmt(pk|c,U,d) outputs 1 if the equality (2.1) holds for (pk, ¢, U, d).

Note that there is a bijective correspondence between a matrix U = [uy,...,u;] € Fp"Xt
and a column vector

u,
u = [ : ] € FM (2.2)
U

ie.,u = Uj; with the bijective correspondence between each {1,...,nt}3k = i-1+(j-1)n and (i,)):

i=1,...,n,j=1,....,t. On basis of this fact and the correspondence gk* = g;, we have :
Cmt(pk|U,r) = Cmt(pk |(u",r) (2.3)

It’s easy to prove that generalized commitment scheme is perfect-hiding and computa-
tional-binding. Properties (2.1)~(2.3) will be widely used in subsequent derivations.
Both notations Cmt(pk|U,r) and Cmt(pk |(z",r) will be used inter-changeably.

2.4  Probabilistic Equivalence Reduction

Two relations R(afx;u) and S(Bly;v) are called probabilistically equivalent to each
other if there exists negligible functions &;(1) and &,(4) such that

PLR(alx;u) | S(Bly;v)] = 1- €1(4) and P[S(Bly:v) | R(akx;u)] = 1- £x(4)

This equivalence is denoted by R(a\x;u)gS(B[y;v). In sections 3 and 5 probabilistic
equivalence reductions are widely used where frequently one of g;(4) or &(4) is 0, i.e.,
the reduction is deterministic in one direction but probabilistic in the other.

Let the reduction from R to S is deterministic, i.e., P[S(Bly;v)| R(afx;u)]=1, while
on the other direction it is probabilistic: P[R(alx;u) | S(Blv,;v,)] = 1- &/(4) where p is
the random variable. If there exists a P.P.T. algorithm A which can compute the wit-
ness u of R from at most m witnesses v,i,..., V,, of S with overwhelming probability,

. . . P/
we say this reduction has soundness factor m and denote this by R <5,
Some detailed analysis and useful examples of probabilistic reduction in zero-
knowledge proofs can be seen in [12].



3 Equivalence Reductions for Bilinear Matrix Relations

In this section we reduce a family of bilinear matrix relations over F; to the bilinear
vector relation u'Qv =y where u, v are vector witnesses, Q and y are public and Q is
diagonal. Many frequently appeared important relations in private computations are
instances or special cases of these matrix relations, e.g., the isomorphic relation be-
tween two lattices is a special case of relation U'QV = Y (sec.3.1) with U = V while
Q and Y being the Graham matrices of the lattices; the multiplicative and inverse
relations of matrices U and V are special cases of UQV = Y(sec.3.2) when Q = I, and
Q =Y = I, respectively; the similarity relation between matrices U and V is a special
case of UQW = WRV+S (sec.3.5)whenS=0andQ =R =1,.

We work in the commit-and-prove paradigm that all commitments to witnesses
are published prior to running any protocols. Since the commitments are independent
of specific parameter values used by any protocol instance, they can be reused in dif-
ferent protocol invocation when necessary.

3.1  Equivalence Reduction for U'QV =Y

Consider the bilinear matrix relation:
U'Qv=Y (3.1

where U,VE F;*, Q € F;>™, YE F/**, n and t are any integer. U and V are witnesses

while Q and Y are public.

For simplicity, Q is assumed diagonal in this and next section. However, this
assumption is not essential. Non-diagonal case will be dealt with in sec. 3.3.

Note that for t = 1, (3.1) is just a bilinear vector relation over F,. Fort =2, i.e,
Fp"XZ 3U = [ug,Up] and V = [vy,vo] with u;,vi €FY, (3.1) has the form:

Vi1 3’12] (3.2)

" | Qv =
ul LRIy ya2

or equivalently Aﬁj:l uiTQv,: yij- Given any p & F, randomly sampled by the verifi-
er, this relation is equivalent with probability > 1-3/p to the following bilinear equa-
tion:
(UrtpU ) 'Q(VitpVo) = Yi+pYartp’yiotp Y22 =Y,
which is furthermore equivalent to:
1.1 [Q P*QIa]_
AT TRy [ 7 (33)

Let u”,v'e F2" and Q, € E,*™*" be the vectors and matrix in (3.3), i.e.:



oy
u = ul]:|‘u1(n)| V= 171]:|171(71)|, Qp*z[Q p*Q

wl T, Tl Tl Tl pe
luz (n)J LJZ (n)J
As a result, the bilinear matrix relation (3.1) is reduced to a bilinear vector relation
(3.3).
For any t>1, i.e., i 3U = [uy,...,u] and v = [vy,...,v{] with u;, vi €F;, applying
the above approach (probabilistic-equivalently) reduces (3.1) to:

uTQ, V' =y, (3.4)
where u”,v'e Ff",Q, € F,"™™:
[ (1)] V. (D]
( ( t (t-De
uyp [ v;1 [V Ir Q P+Q - P +Q 1|
“*:[ 3 l: . v*:[ : l: o] QPR Pl 1? 1Qi(s.S)
Uu, ut.(l) Ve vt.(l) LDt_‘lQ pZt;lQ ptz_lQ J
LU, (n) . v, (n)

The above reductions also indicate that committing to vectors u”,v" is a reasonable
way to commit to the matrix witnesses U and V, so the generalized scheme for matrix
specified in sec.2.4 is used here and hereafter. Formally, we set the c.r.s 6 =[G, g, h,
h, p] with g = (911,..., Gtn) and h = (hyy,..., hey), compute the commitment W to wit-
nesses (U,V) as:

W = Cmt(c]U,V:r) = Cmt(o|u”,v";r)
= h'g1a[u1(D)]...genlu(n)]hy 1 [Va(D)]. .. hea[vi(n)] (3.6)

In order to construct the efficient ZKA protocol for (3.4), Q,f’s diagonality is
important. However, in general Qp* is not diagonal even Q is. This issue can be han-
dled in the following way with the observation that it is actually a tensor product:

Q, = AP)®Q (3.7)
where:
A() = [p®), pp®). Pp(V)..... PP € B p®)T =L, p, p%.... P € F

According to the general theory on quadratic forms over arbitrary fields[20],
there exist non-singular matrices @, ¥,eF, " and a diagonal matrix D, all of which

can be efficiently computed such that ( called Smith form):
A(p) = ®,'D,¥, (3.8)

Combining (3.8)~(3.9) and the well-known tensor identity (AB)®(CD) =
(AQC)(B&D), one can obtain the diagonal decomposition of Q,” as:
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Q, = (@,81,)'(D,RQ(¥,&1n) (3.9)

In summary, not only can Q,)* be diagonalized but also its diagonalization complexity
only depends on that of diagonalizing a relatively small matrix A(p). Note that A(p) is
of rank 1 so its Smith form has only one non-zero entry and its diagonalization can be
even pre-computed off-line by the verifier.

Now we use simplified notations to represent (3.9) as:

Q, =®'Dy¥ (3.10)
where Dq €F;**™* is diagonal. Let the new witnesses % and v be:
U=0u,v="v (3.11)
Simple calculations demonstrate:
u'Q, v =u'Dyv (3.12)
glu] =glu’], h[T] = h[v'] (3.13)
where: G, =TI, g " R, =TI, nY ™ ®Y) (3.14)

u, v=1,...,nt, each y=i-1+(j—1)n one-to-one corresponds to (i,j): i=1,...,n, j=1,...,t and
similarly for v. Note that if DLP is hard for (g,h,h) so is it for (g,h, k), which means
both of them are valid public-keys for the commitment scheme (or c.r.s.). Therefore
the bilinear relation (3.4) with witnesses u” and v" is probabilistic-equivalently re-
duced to a relation with witnesses u, ¥ and diagonal coefficient matrix Dq:

u'DgT=y, (3.15)
As a result, the bilinear matrix relation (3.1) is equivalently reduced with probabil-
ity > 1- nt/p to a bilinear vector relation in space F,". More formally:

Theorem 1 Define the bilinear matrix relation over F, as (variables in the frame are
witnesses):

MBLR!(c|I¥,Y,Q; [.U.V]): W= Cmt(s|U,V;r) A U'QV =Y (3.16)

where Cmt is the Pedersen commitment scheme with public-key ¢ = [G, g, h, h, p]
(also used as c.r.s.), F;*t 3U = [uy,...,u] and V = [vy,...,v] with u;, v; €E', QR
is diagonal, YeF>¢, then MBLR!' is probabilistic-equivalent to the following relation
with soundness factor nt:

VBLR'G|W, y,, Dg; I, 1, B): W= Cmt(@[w, 7; r) A& Dgv=y, (3.17)
where p is a randomness sampled by the verifier, w, veF,", y, =3¢ _ y;; pi~ 10U~
diagonal Do =D,®Q is specified in (3.10), 5= [G, g,h,h,p] with g and h computed

via (3.14), W = W. The witnesses of MBLR' and VBLR' are computationally related
via (3.11) and (3.5).
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3.2 Equivalence Reduction for UQV =Y
Consider the relation with witnesses U,VeF**™ and Q€ F;”™ diagonal:
uQv =Y (3.18)
which component-wise form is:
Y= QuUaVij=yy 6j=1,..n (3.19)

Given any random element p sampled in the field, by multiplying each equality on

both sides with p"**0™" and then making a summation, one has:
YhiLj=1 pimHU=DnQ ULV =Y, (3.20)
where Y, =Xl yyy pitrUOn (3:21)

In summary, bilinear matrix relation (3.18) is equivalent with probability > 1-
n%/p to a bilinear vector relation:

u'Qy =Y, (3.22)
where the square Q, of order n’ has its entries:
Q)i = Qup ™ K 1,0, j=1,...,n

Each double index i/, &j is correspondent with the single index in the way specified in
(2.2). Note that

Q, = Q'®A() (3.23)

So with the same method presented in sec.3.1 to diagonalize Q,, the relation (3.22)
can be furthermore reduced to a bilinear vector relation with n*-dimensional witnesses
and diagonal coefficient matrix, a result similar as that of theorem 1.

3.3 The Case of Non-diagonal Matrix Q

In matrix relations UTQV=Y or UQV=Y, usually a non-diagonal Q has some other
algebraic feature such as symmetry: Q" =Q. According to the general theory on quad-
ratic forms over arbitrary fields[20], there exist non-singular matrix W eF;**™ and

diagonal matrix Dg which can be efficiently computed such that:
Q=W'DoW

As an example, for the relation U'QV=Y we set the new witness matrices U,V:
U = WU, V=WV and simple calculation shows that:

U'QV=U"DyV
and Cmt(c]U,V;r) = Cmt(5|U,V;r)
where the original c.r.s. o = [G,g,h,p] and the new one & = [G,§,h,p] are related by:

—1.; ~ —1,;
Gy=Tlkr g, 9 Ry =Ty byy @ kj=1,...n (3.24)
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Even if Q is non-symmetric, we can still apply the diagonalization method in

sec.3.1 to diagonalize Q as:

Q=W'DM
where W and M are both non-singular. Set the new witness matrices U, V: U = WU,
V =WV, then U'QV = UD,V and the commitments are still unchanged. The c.r.s. &
is still computed by (3.24) with a slight modification that W(i,k) in the expression of
Ry is replaced by M(i k).

Since Q is public, the above pre-processing can be done off-line by the verifier.
As a result, the relation MBLR'(c|W,Y,Q; r,U,V) with arbitrary matrix Q is equiva-
lent to the relation MBLR'(G|W,Y,Do; r,U,V) with diagonal Dq. This transformation
keeps the dimension of witness so the message complexity is not changed.

For relation UQV=Y, the pre-processing can be done in a similar way as the
above: make diagonalization Q = WDuM and set new witnesses U=UW, V=MV. As
a result UQV =UDoV and Cmt(c|U,V;r) = Cmt(5|U,V;r) where G-elements in & is
computed by:

~ w3 3 M1 ik
Gy =TIl gn U0 =TT, hf 9 (3.29)

3.4 Equivalence Reduction for General Bilinear Relation with Two Witnesses
Consider the general bilinear relation with two witness matrices U, V eF™™:
U'QV+V'RU+AUB+CVD=S (3.26)

where Q,R,S,A,B,C,D are public and have appropriate orders. Following the methods
in sec.3.1, it can be probabilistic-equivalently reduced to a bilinear vector relation:

* * % * * * * *
u' Qv v IR U Amu +ky =5,

where matrices Q/,*, R/,* are computed similarly as in (3.7), m, = [pi'1+(”l)”]T(A®B)p,
k,=[p" " (CRD),, s,=%¢_;S;; pt1*U=DE This can be also represented as :

[, v [;?,, %"] [ etm," ] = 5,
Letw T=[u"", v erz’" so this equation becomes:
wIQw' + 5w =5, (3.27)
and is also equivalent to the symmetric quadratic form®:
w T(Q,+Q, W' +2y,Tw" =25, (3.28)

With the diagonalization method similar as in sec.3.3, (3.28) is equivalent to a bilinear
relation with diagonal D, :

w'D,w+2x,'W=S, (3.29)

PwTow'=wTQ,'w and w Ty=¢'w" so (3.27) and (3.28) implies each other.
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where Q,+Q,"=W, "D, W,and W, is non-singular. Let the new witness w € F7™be:
w=W,w' (3.30)

and let 6 =[G, g, h, h, p] be the c.r.s. with 1+2n¢ G-elements used as the public-key to
commit to matrices U,V (actually commit to the vector w"):

s

Cmt(c|U,V;r) = Cmt(o|w';r) = K g[u’ 1h[v’]
Note that
Cmt(c|w;r) = Cmt(c|w ;)

and G = [G,g,h,h,p] can be computed from M, and o by (3.24).
The bilinear form with witness sqaures U,V € F™":

UQV+VRU+AUB+CVD=S

can be reduced in a similar way as in sec.3.2 and the above.

3.5 Equivalence Reduction for Bilinear Relations with Three Witness Matrices

In this section we consider two classes of bilinear relations with three witness matri-
ces, i.e., U'QW = W'RV+S and UQW = WRV+S.
Reduction for the Relation U'"QW = W'RV+S

U'QW=W'RV+S (3.31)

In this relation the witnesses U, V, W€ E"**, public matrices Q, RE F;"", S€ F/**.
Let U = [uy,...,u,],V = [vi,...,v], W = [wy,...,w] with columns u;,v,w; € FJ* and let u,
v', w'be vectors corresponding to these matrices respectively (see e.g. (3.5)). (3.31)
can be reduced to a bilinear relation with the 3n#-dimensional vector witness

="y w (3.32)
Indeed, on basis of the component-wise form of (3.31):
Liet=1 Qua UaWyy = X511 R WiV Sy i j=1,...0¢ (3.33)

i-1+(-1)t

Given any randomness p multiplying these equalities by p on both sides and

then making a summation, one has:
Zk,izl,jpi_1+(j_1)t(le UpiWij — RgWy;iVij) =S, = 251:1 Sij pimI*U-VE (334)

The reduction from (3.31) to (3.34) has probability > 1-n#/p and (3.34) also has a
form:

S 0 0 Qruw
[w'v w']|O O O flv|=S, (3.35)
(0) —Rp O |Llw*

where the squares Q, and R, of order nt has their entries as:
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Q)kirii = Qup™ M, R)in = Rup™ Yk 1=1,. .m0, =1,...t

Each double-index ki, /j one-to-one corresponds to the single-index as specified in
(2.1). Let the coefficient matrix in (3.35) denoted by €,, & be the 3nt-dimensional
vector defined in (3.32), then the bilinear matrix equation (3.31) is probabilistic-
equivalently reduced to a vector quadratic relation:

&Qeé=5, (3.36)

This relation is furthermore equivalent to a symmetric one *:

&+, NE=12S, (3.37)

Let 6 =[G, g,h,k,hp] be the c.r.s with 14+3n¢ G-elements and used as the public-
key to commit to the witness matrices U,V,W:

Cmt(o|U,V,W;r) = Cmt(o|&;r) = W glu 1h[v k[w']

Diagonalizaing Qp+QpT in the method as in sec.3.1, (3.37) is equivalently transformed
to be:

§DE=S5, (3.38)

where %JrQ/)T: M, D,M,, D, is diagonal and M, is non-singular. Set the new
witness § € F;™ to be:

E=M,¢ (3.39)
Its commitment is related with the original commitment by:
Cmt(c|;r) = Cmt(c|&;r)

where the new c.r.s. 6 = [G,g,h k,h,p] is computed from M, and o by an algorithm
similar as (3.24). Formally:

Theorem 2 Define the bilinear matrix relation over F, as (variables in the frame are
witnesses):

MBLR"(6/K,S.Q,Rs,U,V,W): K=Cmt(c|U,V,W;)AUTQW=W'RV+S  (3.40)
where Cmt is the Pedersen commitment scheme with public-key o = [G, f, h, p] (also
used as c.r.s.) with 1+3nt G-elements in f, ;> 53U = [uy,...,u, V = [vy,...,v], W =
[Wi,...,w] with columns u;, vi, w; € ', matrix Q, ReF/"", SeFt, then MBLR" is
probabilistic-equivalent to the following relation with soundness factor nt:

VBLR'(G|K, S, D,; [, £): K = Cmt(B[E; r) NE'D,E =S, (3.41)

where p is a randomness sampled by the verifier, EerS‘“, S,, D, are specified in (3.34)
and (3.38) , G-elements in & are computed from o by the algorithm in (3.24), K = K
and & is computationally related with (U,V,W) by (3.32) and (3.39).

Reduction for the Relation UQW = WRV+S

2 &0Q,E=E0Q,¢ 50 (3.36) and (3.37) implies each other.
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UQW = WRV + S (3.42)

In this relation the witnesses U, V, We E;*™ and public matrices Q, R, S€ F;*™. The
same method as in the above can reduce this relation to
0O 0 O
LWTvTwT|0 O —-R}
Qb 0 O

*

w

v*l =S, (3.43)

and furthermore a similar result as in Theorem 2 can be obtained.

3.6 Equivalence Reduction for U,'QU, =V,'RV, + S

Here we consider a bilinear relation with four witness matrices, which instances and
special cases can be used for proving some matrix structural decompositions with all
factors in privacy:

U;'QU,=V;'RV, + S (3.44)
where U;,V; € >t are witnesses while Q, ReF;*™ and SeF;** are public. Given
any randomness p in Fp, fori,j=1,...,t k, I =1,...,n let:

SpE Zf,j:l Sij pi—1+(j—1)te Fp

Q)i = Qup™ U, (R = Rygp™ 0 (3.45)

In the same techniques as before, the relation (3.44) is equivalent with probability > 1
— nt/p to the relation:

U QUz =V RV, +S, (3.46)
which also has the form:
Q 0
| Rp _
f [ 0 _Rp]” - SP

where &"=[u;",v;"], #7=[u, ",v2 ']. The relation (3.46) is a bilinear vector relation
in space szm with witnesses (&,s) which commitment is also used as the commitment
to witness matrices (U1,U,,V1,V,) in relation (3.44). By diagonalization techniques
this relation can be further reduced to a bilinear one with diagonal coefficient matrix.

In private computing applications, one of the important usage of relation (3.44)
is to prove structural decomposition of some private matrix A while all factors U, D,
V must be kept in secrecy:

A =UDV (3.47)
When U and V are non-singular, this decomposition can be expressed as
WA =DV
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which is a special case of (3.44). Usually D is some canonical form of A and should
be proved having some structural feature, e.g., diagonal (in Smith decomposition),
upper/lower triangle (in Schur decomposition), etc. This structure features may be
represented via some additional equations, fro example, diagonality of D can be rep-
resented by a family of linear relations:

e 'd =0,k#i
where e, is the vector corresponding to the standard base matrix E,. With probability
> 1-(n?-n)/p > n%/p and soundness factor n(n-1), these linear equations can be further
reduced to a single linear equation:

i—1+(k—1)nd

Xle=t,izk P i-1+G-yn=0

As a result, the diagonalization relation (3.47) can be reduced to a bilinear vector
relation together with a linear relation in (3.48).

Another interesting special case of relation (3.44) is Schur decomposition,
which can be reduced to a bilinear vector relation with an additional linear relation
as:

i—1+(k—1)nd

2le=1,i5k P i-1+Gyn =0

3.7 Equivalence Reduction for Eigenvalue Relation Ux = ix

Consider the eigenvalue relation over Fy:
Ux = Ax (3.48)

where UE F,™ and x€ F' are witnesses while 4 is public (If U is public then the
proof will be trivial since both x and 4 can be efficiently computed from U; on the
other hand if x and 4 are public then this relation is just linear). Let:

x*TE [X1,...,X1,...,xn,--.,xn] (349)

which is the n>-dimensional vector corresponding to x, " be the vector corresponding

to matrix U = [u,...,u,] in the way specified in (2.2) and b the vector corresponding

to matrix B = U -1, = [by,...,b,]. Note that (3.48) is equivalent to the form:
iL,...x L) =", x;b; =0

Given any randomness p, left-multiplying the above equality with p(n)" = [1, p, p%...,

p""'1 on both sides leads to:

x, b =0 (3.50)
where xpTE [x1p(n),....x,p(n)]. (3.50) is an inner-product relation and the commitment
to witness U and x on the public-key 6 =[G g, h, &, p] is:

Cmt(o | U, x; 7)=Cmt(o |u’, x; r) = | gini Tica hf]jij

Note that:
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Cmt(c|b", x,’; ) = Cmt(o |, x5 H)([T%, hi')*

where 6 =[G g, h, &, p] is computed by:
_ =j — .
Gy =95 shy=hyij=1,..n (3.51)

In summary, the eigenvalue relation with witness matrix UE F;*™ and eigenvec-
tor x€ Fj:

Ux=Ax A W= Cmt(c |Ux; r)
is probabilistic-equivalent to a bilinear relation with witness b* and xp*E Fp”Z:
x, b =0 WL, hi)* =Cmt(G| b, x,’; 7) (3.52)
where & is computed by (3.51).

4 Complete ZKA Construction and Performances

Now we can complete the ZKA protocols construction for all the relations in sec.3 on
basis of the efficient ZKA protocol for the bilinear vector relation u'Dv =y where D
is diagonal. It is shown in sec.3 that various bilinear matrix relations can be reduced
to this relation. Table 1 presents performances of such a protocol constructed by line-
arization method[12].

Table 1. Performances of ZKA for u'Qv =y: u,ver", D diagonal
Linearization Approach[12]

# G-elements in c.r.s. 4k+3
# G-elements in commitment 1
# Rounds 2log(3k+5)+7
Message complexity # G: 2log(3k +5)

# Fp: log(3k +5)+9

Currently there are no other works on ZKA for matrix bilinear relations over
Galois fields comparable, so we make a comparison between our results and the gen-
eral linearization approach which compiles any non-linear arithmetic relation (circuit)
into a linear one via secret-sharing techniques (see Sec.6 in [12] for details). In the
following tables, performance results of linearization approach are straightforwardly
derived from the results in [12] while the performance results about our approach is
from combination of the above results (table.1) on ZKA protocol for vector bilinear
relation and the reduction results in sec.3 with (considering the costs in reduction) at
most 2 extra Fy-elements and 1 message added.

As demonstrated in table 2 and 3, for n-by-¢ matrix witnesses the required size of
c.r.s can be compressed by 2¢n times. As demonstrated in table 4, when n >> ¢t or £>>n,
the number of rounds, group and field elements in messages for our approach are all
decreased by ~ 1/2; when n ~ ¢t >> 1(e.g., square witnesses) these are also decreased
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by ~1/2. In summary, the matrix-oriented approach significantly outperforms the
general linearization approach in all aspects, a result of making use of special features
of matrix algebra.

Table 2. Performances of ZKA for UTQV=Y: U, VeFJXt
Linearization Approach[12]  Our Approach (3.17)

# G-elements

i 4n’t*+3 2nt +1
inc.rs.
# G-elements in 1 1
Commitment
# Rounds 2log(n*+(1+2n%)t?+4)+7 8+2log(4nt+5)
~ 2log(n*+t*+2n*?) ~ 2logn + 2logt
#G: 2log(n*+(1+2n?)t?+4) # G: 2log(3nt+5)
Message ~ 2 log(n*+t?+2n%?) ~ 2logn + 2logt
Complexity #Fp: log(n’+(1+2n)t°+4)+9 #Fy: log(3nt+5)+10
~ log(n?+t*+2n?t?) ~ logn + logt

Table 3. Performances of ZKA for U'QW= W'RV+S: U,V,WeF*!

Linearization Approach[12] Our Approach (3.41)
# G-elements in c.r.s. 8n’t*+3 3nt +1
# G-elements in 1 1
commitment
2log(2n*+(1+4n)t?+4)+7 8+2log(9nt+5)
# Rounds ~ 2 log(2n*+t>+4n’t?) ~ 2logn + 2logt
# G: 2log(2n®+(1+4n)t>+4) # G: 2log(9nt+5)
Message ~ 2log(2n*+t?+4n’t?) ~ 2logn + 2logt
Complexity # Fy: log(2n+(1+4n)t*+4)+9 #F,: log(9nt+5)+9
~ log(2n*+t*+4n*?) ~ logn + logt

Table 4. Asymptotic performances of ZKA for bilinear relations with witness matrices in FJ”

Linearization Approach Our Approach

n~t>>1 ~ 8logn ~4logn

# Rounds n>>t ~4logn ~ 2logn

t>>n ~ 4logt ~ 2logt

n~-t>>1 ~ 8logn ~ 2logn

#G n>>t ~4logn ~ 2logn
elements

t>>n ~ 4logt ~ 2logt

n~-t>>1 ~4logn ~ 2logn

#Fp n>>t ~ 2logn ~ logn
elements

t>>n ~ 2logt ~ logt
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5 Decreasing Knowledge-Error via Operations on Extended
Field: Arguments for Linear Matrix Relations

We now present a approach to enhancing knowledge-soundness of the ZKA’s for
matrix relations over the ground field F,. In this approach, we treat any matrix U in
Fp"“d equivalently as a nt-dimensional vector over the d-th extended field GF(p,d) =
Fo.[X1/(f(X)) and then, by appropriate reductions, we can decrease the knowledge-error
of the original ZKA over F, from O(1/p) down to O(1/p") while significantly improv-
ing other performances.

GF(p,d) = F[X)/(f(X)) is a finite field which elements are polynomials of degree
< d in Fy[X] and f(X) is a monic irreducible polynomial of degree d. In particular,
GF(p,d) is of cardinality p°. All analysis and results in the following does not depend
on any special selection of the extension degree d or f(X). In practice, d can be com-
pletely determined by the target knowledge-error ¢ (approximately by p® < ¢).

5.1 Generalized Pedersen Scheme for Vectors over Extended Galois Field

At first we generalize the Pedersen commitment scheme from committing to Fy-
vectors to committing to GF(p,d)-vectors. Let G be a cyclic group of order p with
DLP-hardness property, cmts(w; r): F' X F, — G be the Pedersen commitment
scheme for any n-dimensional Fp-vector w, S be the extended Galois field GR(p,d), u
be any n-dimensional S-vector, i.e.,

uy (X) u; (1) u,(1) uq (1)
u=| © |= S+l X+ ] D [x9tesm (5.2)
w0l @] lum 1y ()
with each u;(k) in Fp, k=1,..., n. define
cmt, (uy (1), ..., u (n); 1)
Cmt(olu; r) = € G%: S"xF,' »G® (5.2)
cmtd(ud(l),....,ud(n);rd)

as the commitment to the vector u. More explicitly, given the public-key 6 =[G, g, h,
p] with g = (03,..., gn), 0i and h being group elements, the commitmentto u is

I[hng;ll(l) 921(")}
Cmt(o|u; r) :| j ie G? (5.3)
lhrdgild(l) ---gzd(n)J

As hefore we frequently denote gl”l . gnas g[w] and g¢ ... g€ as g[e] to simplify
the expressions.

For any matrix F;***¢ 3U = [U,,...,U;] with each block Uj; in F;**¢ we associate
a S-vector u” with U as:
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1
Ul x

u=| [l X2 |es™ (5.4)
U, lX:d—lj

On basis of this association (which is obviously one-to-one) and given the public-key
o =[G, g, h, p] with g = (gi;) =(911,---, Onr), We define the commitment to matrix U as
the commitment to the nt-dimensional vector u’:

Cmt(c|U; r) = Cmt(c|u”; 1) (5/5)
More explicitly, for the matrix:
U (D), v, ug g (D), v, uy (1), e, uq (1)
U= € Xt (5.6)
Uy (), e, Uy g (M), v, Uy (M), e U g (M)
its associated S-vector is:
[, (1) + ug (DX + -+ uy g (DX
u;;(n) + u, (WX + et U g (n) X4t

u = : e st
U (1) + U (DX + -+ u g (DX

Lu,y, () + up, ()X P Upg (N)X41 ]
and the commitment is computed as:
cmty(ug, (1), oo, Uy (), v, U (1), o, Uy (1))
Cmt(s|U; 1) = f €6l (57)
cmty(Uugg (D), .oy Uqg (n.), v Ueg (1), v, urg(n))

Note that this definition of commitment to matrix is consisted with the definition in
(2.2)-(2.3) in case of d = 1.

Both generalized commitment schemes for vectors over GF(p,d) and matrices
over F, are perfect-hiding and computational-binding. Hiding property is easy to con-
firm. To prove binding property of the scheme for GF(p,d)-vectors, suppose some
P.P.T. algorithm A can output u and v such that u # v but Cmt(o|u;r) = Cmt(c|v;s).
By (5.2), this implies that there is some k such that (u;(1),..,u,(n)) #
(v (1), ..., v, (n)) but their commitments (the k-th component of Cmt(c|u;r) and
Cmt(o]v;s) are equal to each other:

cmt, (uy (1), ..., up (n); 1) = emt, (v, (1), ..., v (n); 58)

which ruins (computational) binding property of the underlying Pedersen commitment
scheme cmt,(.), a contradiction. Similar analysis can prove that binding-property
holds for matrix commitment scheme (5.5).
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It is also straightforward to show that these generalized schemes have the usual
homomorphism properties. In addition, the scheme Cmt(o]|.;.): S”><Fpd — G has an
algebraic property helpful in protocol construction.

Lemma 1 Let e be in Galois field S=GF(p,d)=F,[X]/(f(X)) and M€ F*? be its
associated multiplicative matrix, i.e., for any

U = UpHUpX+ugX2+.. + ugX®t e S
there holds .
eu=XL (X%, M, (i, D)X (5.8)

Also let the commitment to u be:

Cy
Cmt(olu;rn)=| " | e s
Ca

and u be the S-vector in (5.1), then :

[H Me(l )] 1
|
Cmt(cleu; s) _I ' | s=M,r, ie,s; =X M(L ) I=1,....d (5.9)

l d .C Me(d J)J
j=
Equality (5.9) is denoted by Cmt(c|eu;s) = Cmt(c|u;r)®.
Proof For each k =1,..., n let u’s k-th component be:
Ug = Z;’;luj ()X
so by (5.8) one has euc= X (X, M, (i, )w; (k)X hence

YL (X4 M, () (D)X "‘11|

I —]

eu = : I
S (29 M, (i, )y ()X
(X9 M (1, Dw; (1), ... ., ?lee(d,j)uj(n]l 1
: X
- : [| -
S, Mo (LD (n), e, Xy M (d, Dy () Lx 41
() w(D] ML) Me(d1) 1 1
= - H : : X =W X mod f(X)
IRORCEHE) | ACHI RS ACEL [ I [
u (1) - ue(l)
whereU=| " : ler"Xd and the Fp-matrix W = UMY = [uy,...,ug]MT
w(n) - ug(n)

= [wy,...,Wg] with column vectors w:
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Wi =34 M, (k, )u; k=1,...,d (5.10)

By Pedersen scheme cmt,’s homomorphism property, the k-th component of
Cmt(oleu) is (for simplicity we omit the randomness expressions):
Cmt(oleu) = cmty(wi) = cmt(X, M, (k, Huy) = [15-, emt, (u;)Me®)

Me(k.j)

i.e., Cmt(oleu)c=TI1{-, Cmt (o|w);

which proves the first equality in (5.9). The second equality s = M_r is easy to be
confirmed by the same calculation.

Remark 1 For any e in S and Fy-matrix U € F;>*¢ this proof also shows that
Cmt(s|UMYT) = Cmt(c|U)°.

Remark 2 According to the equality between randomness r, e and s in (5.9) and the
fact that M, is non-singular (actually M;* = M,-1 for any e # 0), r is uniformly dis-
tributed over F,” if and only if s is uniformly distributed over F," .

5.2 Knowledge-Soundness Enhanced ZKA for Linear Matrix Relations over F

Consider the linear matrix relation AU = B over F, with matrix witness U eF,*? and
public matrices AeF*N, B eF/*?. To construct the efficient argument protocol for
this relation with commitment to F,-matrix U and operations on S = GF(p,d), the first
step is to establish a relation over S which is equivalent to the given linear matrix
relation over F,.
For S = F,[X]/(f(X)) = GF(p,d) with degree-d irreducible monic polynomial f(X)
and matrix A er’XN, define a S-linear operator:
La: SY — 8" La(u)i =2V, ay w (X) mod f(X), i=1,...,1 (5.11)

where u(X) € S is the k-th component of vector u in S".
For F,-matrices

ul'(l) ud.(l)
W) -~ ug(V)
andeachi=1,...,1,k=1,..., N, let:

bi(X) = X924 bj (D) X7 = by (i) + b, (DX + -+ + by (D)X 4?
u(X) = uy (k) + u, ()X + -+ uy (k)X

Regard U and B as vectors with components u,(X)’s and b;(X)’s in S, their corre-
sponding S-vectors are:

[bl(l) bd(l)l
B=] : :
by(h) - ba(D)

U= (5.12)

1 1

[ Tx ] o x|

u=| - =U|X2IESN,b: ; =BIX2Ie51 (5.13)
un (X) [Xd:_lj by(X) [Xd:_lj
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Then for the S-vector u” corresponding to Fo-matrix U in (5.12) one has, for each i:
La(u)i= ZRoy age e (X) = X9y (BR=q age uj (k)X mod £(X)
As a result, there is the fact that:
La(u) =b"over S
if and only if X¥_; agu; (k) =Dby(i) foralli, j, i.e, AU=Bover F, (5.14)

Based on the fact (5.14), the problem of constructing a ZKA protocol for the
linear matrix relation over F, can be transformed into a problem of constructing a
ZKA protocol for a linear relation over the extended field S.

Let S = GR(p,d), o be the public-key of the S-vector commitment scheme and

used as c.r.s. of the argument protocol, the linear relation SLR on space S" is defined
as (variables in the frame are witnesses):

SLR(6|U, b, Ly; [r, a)): U= Cmt(olu; ) A La(u) = b

where L, is defined in (5.11) with AeE*V, beS' ; witnesses u is a N-dimensional S-
vector, r is a random vector in F,". The commitment to S-vector u is:

n cmt, (uy (1), ..., u  (N);1p)
A0 D= : (5.15)
ral lemty(ug (1), ..., ug(N);ry)

which is also the commitment to a Fy-matrix U, i.e., U = Cmt(c|U; r) (see (5.5)). This
reduction is the starting point to construct ZKA protocol for linear matrix relation
over F,. Formally, the linear matrix relation over Fy:

MLR(c|U, B, A; |, U)):U= Cmt(o|U;r) A AU =B (5.16)

u @) ue(D)

U=Cmt(o|u;r)=Cmt(o| “ :
u;(N) - ug(N)

with UeF"*4(witness), AeF*N, BeF*? is equivalent to the linear relation over Gal-
ois field S = GF(p,d) = F,[X)/(f(X)):

SLR(|V, b, Ly; [, u): V= Cmt(olu";r) A La(u") = b" (5.17)
where u’eS"(witness), L is the linear operator defined in (5.11), b*i=§‘,}i=1 b; (Hxi—1
and V = U. These two relations’ witnesses are related by the first equality in (5.13).

Note that La(u) = b in (5.17) is a system of | linear equations in S which can be
further reduced to only one linear equation via the standard amortization technique,
i.e., given any randomness p sampled by the verifier, with probability > 1 — Ip™ the
vector equation La(u) = b is equivalent to the scalar equation:

Yia(La@); —b)p™t =0
Obviously this reduction has soundness factor I. In summary, we have:

Theorem 5 Linear matrix relation MLR(o|U, B, A; in (5.16) is probabilistical-
ly equivalent to the linear relation (5.18) with soundness factor I:

sI-R(6|U, by, Ly, [r, w)): U= Cmt(olu";r) A Ly, (") = b, (5.18)
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where u'eS", p is a randomness sampled by the verifier, b=X!_,b;p" € S and the
S-linear functional 1,,, is defined as:

L (W) =iy XR_y ae wi pi ™t 8" —> S

The efficient ZKA protocol for linear matrix relation (5.16) over F, can now be
constructed equivalently for the linear vector relation (5.18) over the extended field S
via compressed techniques in [6][7][12]. For example, [12] presented such a protocol
framework with logarithmic message complexity and provided complete analysis
about its completeness, zero-knowledge and knowledge soundness properties. The
protocol will not be repeated here. The only modification is that in our approach all
arithmetic operations are in the extended field S so for any e in S and U=(Uy,...,Uy)
in G¥, U® is computed by(see (5.9) in lemma 1):

]

r Me(1 )]
|
| (5.19)

1
|
|

l ;1 L Me(d J)J

and all multiplications on G° is component-wise.

In general, for any t > 1: U = [Uy,...,U] € >, Ae F*", B = [By,...,B] €

F*t and AU = B we can apply the efficient ZKA protocol construction to the equiva-
lent linear relation A'U" =B, i.e

A .. 0][U; B, U
U I I I U R eFy=e (5.20)

o .. AllU; B, U,
with 1+nt group elements in c.r.s. o and the commitment to U (equivalently, to U’):
Cmt(o|U); = emto([u™7,..., u®eG, j=1,...,d (5.21)

where each F,-vector u,-‘k) is the j-th column in Uy. The corresponding S-linear relation
of (5.20) is specified on space S™ (see (5.18)).

Table 5 summaries the performance comparisons between our approach and the
d-fold parallelism one. Both approaches use the same ZKA protocol with logarithmic
message complexity.

In our approach the protocol operates over the extended field S = GF(p,d) with a
nt-dimensional witness vector over S and only 1 running instance, while in the paral-
lel repetition approach the protocol operates over the ground field F, with d running
instances in parallel and each with a ntd-dimensional witness vector (actually a n-by-
td matrix) over F,. The cardinality of challenge space in our approach is p” while in
parallel repetition approach is p. Since both protocols have exactly the same
(3,3,...,3)-special-soundness property, according to the general result in [21], our
protocol has the knowledge-error(theorem 3 in sec.3 of [21]):

Keours) = 1-TT)- (1——) 2ulp® with z2 = log(nt) (5.21)

while the d-fold parallel repetition approach has its knowledge-error (theorem 4 [21]):
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Kararept) = [1-TT7_, (1~ )1 ~ (2u/p)” wiith 4= log(ntd) (5.22)

In particular, for squares of order-n (in this case t = n/d) we have the simpler and
more explicit result that:

K(ours) ~ (4|09n_2|09d)/pd1 K(para.rept.) ~ (4|09n/p)d (523)
Since n is poly(logp), we have Kurs) ~ 1/pd ~ K(pararept..

Remark 3 By the inequality 1-(1-Xy)...(1-Xn) < Xg+...+Xy for any x; in [0,1], all the
terms on the right sides of (5.21~23) are upper-bounds of their left sides respectively.

Communication performances of both approaches are evaluated via the same
statement (e.g., theorem 2 in [12]). Note that due to reduction one extra message and
one S-element should be added in our approach.

In our approach, the objects under operations are polynomials of (d-1)-degree
with coefficients in F, which can be processed equivalently and efficiently as d-
dimensional vectors over F,, and the commitments are valued in G, so the total num-
ber of G and S elements are d times those over F,. For the parallel repetition ap-
proach, the same d factor also appears but due to d-fold parallelism. On the other
hand, since our approach is for the linear relation on nt-dimensional space (over S)
while the parallel repetition approach is for the relation on ntd-dimensional space
(over Fp), the number of rounds in our approach is decreased by logd. It is interesting
that due to the gap in dimensions our approach outperforms the parallel repetition one
by 2logd in number of rounds, dlogd in total number of F, elements and 2dlogd in
total number of G elements.

Our approach needs d G-elements for commitment, d times more than the paral-
lel one while the latter needs larger-sized c.r.s than ours by d times.

In summary, compared with the general parallel repetition approach, our ap-
proach (matrix-specific) to linear relation can reach the knowledge-error O(1/p?) with
almost the same computational complexity while significantly improving communica-
tion performances, i.e., smaller c.r.s., fewer rounds and shorter messages in total.

Table 5. Performances of different approaches for linear matrix relation AU=B: UeFj**¢

d-fold parallel repetition single invocation
over F, over GF(p,d)
Both with knowledge error ~ p®

#of G-elements

. 1+ntd 1+nt
inc.r.s.
# of G-elements

. 1 d
for commitment
# of rounds 2logn + 2logt + 2logd — 1 2logn + 2logt
# of G elements
in message (2log(ntd) — 2)d (2log(nt)-2)d
# of Fy elements (1+log(ntd))d (2+log(nt))d

in message
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Table 6 presents the special case of table 5 where U is a square with n =td.

Table 6. Performance of different approaches for linear matrix relation AU=B: UeF*"

d-fold parallel repetition single invocation Improvement
over F, over GF(p,d) in fraction
Both with knowledge error ~ p'd =
#of G-elements Lan? 14n2/d d
inc.r.s.
# of G-ele_ments 1 d 1d
for commitment.
# of rounds 4logn -1 4logn — 2logd logd/2logn
# of G elements
. 4logn — 2 4logn-2logd-2 logd/2l
in message (4logn - 2)d (4logn—2logd-2)d ogd/2logn
# of F, elements
. 1+21 2+2logn-| | 21
in message ( ogn)d ( ogn-logd)d ogd/2logn

5.3  More Linear Matrix Relations

Relation AUBT = C Consider the linear relation over F, for matrix A,B,C,U € F>"
where U is the witness, n = td is a power of 2 and d is the extension degree of Galois
field S = GR(p,d) which value is determined by the target knowledge-error. Let:

U =[Uy,...,U], C=[Cy,...,C] with each U;, C; eFy*¢

U, C1l
: : EFntxd
14
C

*

U =

*

yCE

U,
Both U™ and C” can be regarded as the matrices with row-index (kl) and column-
index h for k=1,...,n, I=1,....t, h=1,....d:
U = Uk gnasn Cian = Crgayasn

By reformulating the indices, the component-wise form of the equation AUB™ =
C can be represented as:

Ci, (1yo4q = D=1 Di=1 Thet Aik B(i—va+q,a-1a+rUka-1d+n
i=1,...nj=1,...t,g=1,...d
ie, €= QAB)U (5.22)
where C € Fp"ZXd has the entry C;,; = Ci,g-1a+q and Qer"ZX"f has its entry:
Qi = AiBaara, qnasn iy k=100 =10t (5.23)

In summary, the relation AUB™ = C with witness U € F;>™ is equivalent to the
relation (5.22) with witness U"e F**?. The ZKA protocol for the former relation can
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be equivalently constructed for the latter with the method presented in sec.5.2, with
the same performances indicated in tab.6.

Relation AU + UB' = C Consider the linear relation over residue ring Z,, for matrix
A,B,C,U € E;”™ where U is the witness, n = td is a power of 2 and d is the extension
degree of S = GF(p,d) over F, which value is determined by the target knowledge-
error.

Let U" and C” be specified as before, obviously in the same way as before equa-
tion AU + UB' = C is equivalent to the equation

€= (Q(Al,) +Q(l,B)U" (5.24)

where Q(A,B) is specified in (5.23) for any given matrix A and B. The ZKA protocol
for AU + UBT = C can be equivalently constructed for (5.24) with the method pre-
sented in sec.5.2, which performances are the same as in tab.6.

Relation A;UB;" +...+AUB,’ = C On basis of the above methods, the efficient
ZKA protocol for this general linear relation can be also constructed which perfor-
mances are the same as indicated in tab. 6.

Remark 4 Since any relation over F, can be reduced to a linear relation (via lineari-
zation), as a result any relation which can be reduced to a linear matrix relation can be
enhanced in knowledge-error by the above result.

Remark 5 The same approach can apply to some non-linear matrix relations, e.g.,
bilinear matrix relation UTQV =Y but will be more technically complicated, which
will be completed in future works.
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