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Abstract—Payment Channel Hub (PCH) is a promising solution
to the scalability issue of first-generation blockchains or cryp-
tocurrencies such as Bitcoin. It supports off-chain payments
between a sender and a receiver through an intermediary
(called the tumbler). Relationship anonymity and value pri-
vacy are desirable features of privacy-preserving PCHs, which
prevent the tumbler from identifying the sender and receiver
pairs as well as the payment amounts. To our knowledge, all
existing Bitcoin-compatible PCH constructions that guarantee
relationship anonymity allow only a (predefined) fixed payment
amount. Thus, to achieve payments with different amounts,
they would require either multiple PCH systems or running one
PCH system multiple times. Neither of these solutions would
be deemed practical.

In this paper, we propose the first Bitcoin-compatible PCH
that achieves relationship anonymity and supports variable
amounts for payment. To achieve this, we have several layers of
technical constructions, each of which could be of independent
interest to the community. First, we propose BlindChannel,
a novel bi-directional payment channel protocol for privacy-
preserving payments, where one of the channel parties is
unable to see the channel balances. Then, we further propose
BlindHub, a three-party (sender, tumbler, receiver) protocol for
private conditional payments, where the tumbler pays to the
receiver only if the sender pays to the tumbler. The appealing
additional feature of BlindHub is that the tumbler cannot
link the sender and the receiver while supporting a variable
payment amount. To construct BlindHub, we also introduce
two new cryptographic primitives as building blocks, namely
Blind Adaptor Signature (BAS), and Flexible Blind Conditional
Signature (FBCS). BAS is an adaptor signature protocol built
on top of a blind signature scheme. FBCS is a new crypto-
graphic notion enabling us to provide an atomic and privacy-
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preserving PCH. Lastly, we instantiate both BlindChannel
and BlindHub protocols and present implementation results
to show their practicality.

1. Introduction

Payment Channels (e.g. [2], [[16], [46]]) are regarded as
one of the most widely deployed solutions to the scalability
of Bitcoin. A payment channel allows users to deposit a
certain amount of coins in a shared address (the channel)
controlled by both. The corresponding transaction will be
stored on-chain. Both parties can then exchange authen-
ticated off-chain transactions to re-distribute the channel
funds. Users finally close the channel by publishing the last
authenticated transaction on-chain. This splits the channel
coins among parties according to the last agreed distribution.

The payment channel model allows payments between
only two users. If there are more than two users, each pair
of users needs to establish their own payment channel to
facilitate the payment, which is a non-scalable approach.
To solve this issue, Payment Channel Networks (PCN) (e.g.
[21]], [46]) enable two users with no direct payment channel
to pay each other through the channels of some interme-
diaries. Nevertheless, PCN payments may require multi-
channel paths and intermediaries to actively participate in
relaying the payments, which can lead to their failure.

As an alternative, a Payment Channel Hub (PCH) [20],
[25], 127]I, [29], [51]] deploys a star topology where users can
pay each other via a single intermediary (called the tumbler).
However, having a single intermediary raises two issues:
(i) The tumbler might steal coins from the sender by not
forwarding the payment to the receiver, and (ii) The tumbler
might link the sender to the receiver. These security and
privacy issues can be linked to atomicity, value privacy and



relationship anonymity properties [1[], [22], [25], [29], [36],
[51ﬂ Atomicity ensures balance security of honest parties
(i.e. sender, receiver, and tumbler), and value privacy and
relationship anonymity guarantee that the tumbler cannot
know the payment amount and cannot associate the sender
and receiver of a payment, respectively.

Another important property for a PCH is interoperability
which determines the variety of cryptocurrencies supported
by the PCH construction. A highly interoperable PCH allows
the tumbler to relay payments between users who possess
wallets in a wide variety of cryptocurrencies. Among the
existing PCHs, [25]], [51] provide the highest interoperability
by requiring the most basic functionalities from the under-
lying cryptocurrencies, i.e., digital signature and timelocks,
and hence supporting the most varied cryptocurrencies.

1.1. Problem Statement

To the best of our knowledge, all the existing Bitcoin-
compatible PCH constructions that guarantee relationship
anonymity would require the transaction amount to be fixed.
Fixing the amount requires either multiple PCH systems
or running one PCH system multiple times. For example,
assume Alice wants to pay Bob n coins, then it requires
either (i) |log, n| PCH systems, whose denominations are
fixed to 1,2,4, ... 29827 coins, respectively, or (ii) one
PCH system to be run for O(n) times. However, for the
first approach, it is unknown how to preserve the relation-
ship anonymity and atomicity across multiple PCH systems
simultaneously (existing fixed amount PCH systems only
guarantee the security of a single PCH system). Running
only one PCH system multiple times for one payment will
also be very inefficient.

This state of affairs in the state-of-the-art leads us to
consider the following question:

Is it possible to construct a Bitcoin-compatible PCH
system with value privacy and relationship anonymity that
also supports variable payment amounts?

1.2. Our Contributions

In this paper, we construct a new PCH as an affirmative
answer to the above question. Specifically,

o We introduce BlindChannel, a new bi-directional pay-
ment channel for privacy-preserving payments. In
BlindChannel, although both users reach an agreement
on each channel update, only one of the users sees
the way channel funds are redistributed. The other user
only learns the initial and final balances published on-
chain. We formalize BlindChannel in the Universal
Composability Framework [[10] and formally prove its
security. We believe BlindChannel does not only serve
BlindHub but also can be of independent interests.

1. In existing privacy-preserving PCHs [25], [29], [51], since the pay-
ment amount is fixed, the privacy goal (referred as unlinkability property)
does not deal with the value privacy. However, since we do not require
fixed payment amount, we modified the existing definitions for PCNs [[1]],
[22], [36] supporting variable values into the PCH model.

o We introduce BlindHub, a three-party (sender (S), tum-
bler (T), receiver (R)) protocol for private conditional
variable-amount payments, where T only pays to R if
S pays to T, but T could not link S and R. BlindHub
protocol only requires digital signatures and timelocks
from the underlying blockchain. Combining BlindHub
and BlindChannel, we give the first Bitcoin-compatible
PCH construction that achieves atomicity, relationship
anonymity, and supporting variable amounts simulta-
neously (see Fig. [7).

« We introduce a new primitive, as a building block of
BlindHub, namely Blind Adaptor Signatures (BAS).
BAS is an adaptor signature protocol built on top of
a blind signature scheme. We give a concrete instanti-
ation and the corresponding security proof of BAS.

e« We provide an instantiation of BlindHub based on
an ECDSA-based BAS and randomizable signatures
on randomizable commitments, which can be instan-
tiated by the scheme in [3]. To analyze the security of
BlindHub and inspired by Blind Conditional Signatures
(BCS) [25], we also introduce a new cryptographic
notion that we call Flexible Blind Conditional Signa-
tures (FBCS). This enables us to analyze the security
of BlindHub. Finally, we provide a concrete instanti-
ation of BlindChannel that is compatible with Bitcoin
utilizing garbled circuits-based zero-knowledge proofs.
The implementation results show that our protocol is
relatively practical, and by leveraging state-of-art proof
techniques can be further optimized. The source code
for implementation of our protocol can be found in
https://github.com/blind-channel/blind-hubl

1.3. Related Work

Monero and ZCash, the most famous privacy-preserving
cryptocurrencies, provide confidential transactions. To pro-
vide relationship anonymity, they use some on-chain crypto-
graphic mechanisms (e.g. ring signature and zero-knowledge
proof) that other currencies do not necessarily support. In
addition, Monero and Zcash have been a target of attacks
that reduce transaction privacy [11[], [15]], [31], [33], [42],
[155[, 571, [58]]. Towards a different direction, mixing pro-
tocols provide relationship anonymity using a centralized
tumbler that mixes users’ coins. Some of these mixing
protocols are on-chain and hence suffer the scalability issue
of their underlying blockchain [[7], [9]], [23]], [30], [38]l, [39],
[41], [481-1501, 152], [53[l, [59]]. In the off-chain protocols,
BOLT [27] is built upon Zcash, Perun [20]], NOCUST [32]
and MixCT [19] can only be deployed on Turing complete
blockchains (e.g. Ethereum), TeeChain [34] relies on trusted
execution environments (e.g. Intel SGX) and Tumblebit [29]]
and A2L [51] do not support variable amount payments. In
Table I} we present a comparison of the state-of-the-art off-
chain mixing services.

The authors of [29]] informally introduced the concept
of a synchronization puzzle enabling relationship anonymity
from a corrupt hub point of view in TumbleBit. In addition,
TumbleBit relies on hashed time-lock contracts (HTLCs),
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TABLE 1. STATE-OF-THE-ART IN OFF-CHAIN MIXING SERVICES.

Atomicity | Value Privacy | Relationship Anonymity Interoperability Amount Flexibility

BOLT [27] ) ) ) O (Blind signatures, Script modifications) )

Perun [20] [ ) O O O (Ethereum) o
NOCUST [32] [ ) O O O (Ethereum) [ )

MixCT [19] [} [ ) () O (Ethereum) [ )
Teechain [34] [ ) ] ]  (Trusted Hardware) [ )
Tumblebit [29] ) N.Ab ] @ (HTLC-based currencies) @)

A2Le [51]) [ ] N.Ab ] @ (Digital signature and timelocks) O

A2Lt, A2LUC [25) ® N.Ab ® @ (Digital signature and timelocks) O
BlindHub o ) [ ) @ (Digital signature and timelocks) o

@ The model of A%L is proven to be insecure by [25].
b N.A.: not applicable since the amount in these protocols is fixed.

which suggests it cannot be an interoperable solution. Tairi,
et al. [51] then introduced A%L and further gave a formal
security notion of synchronization puzzle in the universal
composability (UC) framework. The synchronisation puzzle
of [51] is more interoperable and efficient compared to the
one in TumbleBit. Very recently, Glaeser et al. [25] pointed
out that there is a gap in the security model of A%L, and their
UC proof is flawed. To amend this situation, they proposed
a new notion called blind conditional signatures (BCS) and
provided the corresponding game-based security definitions.
Besides, they proposed A?L*, a modified version of A%L,
and proved that A2L* satisfies the security notions of BCS.
However, we observe that the notion of BCS is limited.
If a coin-mixing service is built upon BCS, the messages
(transactions) shared between T and S/R are required to
be the same. This allows T to access the payment amount
on the transaction, which enables T to link the sender and
receiver through the amount when the amount is allowed to
be variable. We later introduce FBCS to tackle this issue.

Comparison with BOLT [27]. BOLT is also an off-chain
mixing protocol that achieves privacy-preserving variable-
amount payments. On a high level, BlindHub and BOLT
both achieve privacy for variable-amount payments by hid-
ing the amount and leveraging blind signatures to validate
the channel update. However, there are some differences
between BlindHub and BOLT. For example, BOLT relies
on the anonymous payment channel (APC) scheme that
allows different transactions in the same channel to be un-
linkable. This is important to achieve privacy and atomicity
simultaneously in BOLT. However, the APC scheme used in
BOLT utilizes a blind signature scheme that is not Bitcoin-
compatibleE] We use a different idea to achieve the privacy
and atomicity, for which we leverage adaptor signatures,
randomizable puzzles, and randomizable signatures. In par-
ticular, the adaptor signature enables the atomicity of the
payments on both sides of the tumbler. The randomizable
puzzle helps to transfer the adaptor witness in an unlinkable
way, and the randomizable signature is used to link the
adaptor witness and the amount.

2. In [40], it is conjectured that BOLT can be modified to be Bitcoin-
compatible with the cost of using hash-based commitments and generic
circuit-based multi-party computation for blind signing with ECDSA.

2. SOLUTION OVERVIEW

We first give the system model and security and pri-
vacy goals for the PCH construction, then, we provide
an overview of our solution. It is noted that the privacy
definitions are adopted from [22].

System Model. BlindHub, as a payment channel hub (PCH)
protocol, is composed of a payment hub (referred as Tum-
bler T) and multiple users, who have established payment
channels with the Tumbler T. PCH allows one user (referred
as Sender S) to be able to pay another (referred as Receiver
R) via T. Users have authenticated communication channels
with T, and any two users intending to make payments
also have a private communication channel. For the sake
of simplicity, we focus on the payment of a single pair of
sender and receiver. It is noted that there can be multiple
senders paying multiple receivers at the same time.
Threat Model. As commonly done in the literature [29],
[136[, [[37]], we consider a static attacker, who corrupts parties
at the beginning of each epoch. Note that the privacy of
sender/receiver could be compromised if the tumbler col-
ludes with receiver/sender. We will discuss this in more
details in the Appendix [A] Moreover, it is important to state
that Blindhub runs over epochs, and our privacy guarantees
are valid if the users do not abort during an epoch. More
specifically, Blindhub guarantees relationship anonymity
(which we will introduce later) when all the payments are
successful. However, anonymity can be undermined if the
tumbler launches the abort attack. In the case of an abort,
the anonymity set of the sender and receiver pairs will be
reduced from the epoch set to the uncompleted payments
within the epoch. For example, if the tumbler aborts a
payment from the sender, the receiver whose payment also
fails is regarded as the potential one that is linked to the
sender. Note that privacy in the presence of an abort is a
common problem in existing schemes that rely on epoch-
based anonymity sets, such as AL [S1], A2Lt/A%LYC [25]
and TumbleBit [29]]. However, we believe that a rational
tumbler would not abort because it would also hurt its
reputation. Yet, how to avoid the abort attack in the Bitcoin-
compatible PCHs remains an interesting open problem.

2.1. Security and Privacy Goals

We now informally define the security and privacy goals
of PCH. The formal definitions are given in Appendix



Griefing Resistance. The PCH should only initiate a pay-
ment procedure if R can prove that the payment request are
previously backed by some coins locked by a S during the
payment procedure.

Atomicity. For any payment of m coins from S to R, the
PCH should ensure that either R receives m coins from T
and T receives m coins from S, or both parties receive none.
Value Privacy. T should not know the payment amount
between S and R.

Relationship Anonymity. T should not be able to find out if
there is any relation between S and R of a specific payment.

2.2. Our Solution

We present a payment channel hub that achieves grief-
ing resistance, atomicity, value privacy and relationship
anonymity and supports variable amounts simultaneously.
Below we propose our solution in an incremental way. We
first give a naive approach to solve the problem, then we
discuss the challenges of this naive approach and show how
to overcome them. We repeat this process until we reach the
final version of our protocol.

Recall that in A%L [51] or Tumblebit [29], the amount is
required to be fixed for achieving the relationship anonymity
since, otherwise, T can easily link the corresponding sender
and receiver just by observing which sender-receiver pair
shares the same amount. To circumvent the fix-amount
limitation, our idea is to hide the amount from T, so that
T can no longer learn the relationship information from the
amount. Specifically, we hide the amount by committing
to it. However, using this approach for our purpose is far
from simple. Recall that in a payment channel, users need to
reach an agreement on the channel state when they update
the channel. If one user commits and hides the amount, the
other user will be prevented from confirming the channel
state, which will lead to a failure of channel update.
BlindChannel. For the challenge of updating the channel
while hiding the amount, we propose a new model for the
payment channel, to capture this scenario, called BlindChan-
nel, as shown in Fig.
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BlindChannel Update

Figure 1. Comparison between a normal channel and a BlindChannel. The
black colour represents the party that does not know the balance after the
update. c(m) denotes the commitment of m.

To present the idea of BlindChannel, we first recall some
background knowledge of payment channels. Suppose there
are two users sharing a channel, and their initial balances
are By and B, coins. Now one user (sender) wants to pay
the other user (receiver) m coins. After the payment, the

sender’s and receiver’s balances become Bs — m coins and
B: + m coins, respectively. In such a normal channel setting,
both parties are aware of the payment amounts and their
updated balances. However, in the BlindChannel setting,
only one user can know the channel balances, while the
other cannot. We call the former unblind party and the latter
blind party. To reach an agreement between the parties on
the payment amount and securely update the channel, we
utilize zero knowledge proofs [14], [43]. Roughly speaking,
each time they need to update the channel, the unblind party
is required to send the blind party the commitments of the
payment amount and their updated balances, and prove to
the blind party that the payment amount in the BlindChannel
equals the one committed in the given commitment. For ease
of presentation, we call this proof amount consistency proof.
Value Privacy: A Simple PCH from BlindChannel. To
further explain the idea, we present a simple payment chan-
nel hub based on BlindChannel, as shown in Fig.
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Figure 2. A simple PCH based on BlindChannel.

In this example, S and R try to make a payment via
T without revealing the amount. The order of payment is
as follows: first, T pays R, then, S pays T. Assume that
all parties are honest. Firstly, R invokes a channel update
request with T and performs the amount consistency proof
(step 1). After the success of the channel update, R sends
a commitment of m, com(m), to S (step 2). On receiving
com(m), similar to step 1, S invokes a channel update
with T and performs the amount consistency proof (step
3). This concludes the payment. With this example, we
show a private payment between S and R without revealing
the payment amount to T, assuming the honesty of the
parties. This assumption is critical to the above example
since otherwise, a malicious S can just refuse to pay T after
R is paid by T, hence a loss of T’s money. Namely, the
atomicity does not hold in the malicious case.
Atomicity: Linking Puzzle with Transaction Amount. To
ensure atomicity, we first try to use puzzles introduced in
A2L [47], as shown in Fig. [3| Then, we show that this is
not secure for the variable transaction amounts. Finally, we
give a solution by linking the puzzle with the amount.

4 .com(m,), com(y), puzzle(y), =,

2. com(y), puzzle(y)
~n_rr 1 /N
\J

[ Tcom(m)n | -
-—E..

Sender Tumbler

Rec]eiver
t

3. com(m,), com(y), puzzle(y)
Figure 3. Adding a puzzle to a PCH based on BlindChannel.

After adding a puzzle to our simple PCH based on
BlindChannel, R first sends the commitment of the amount



to T and gives the amount consistency proof. Afterwards,
T generates a puzzle to which it already knows the solution
and shares it with R. Then, instead of directly updating
the BlindChannel state with R to finalize the payment, T
updates the channel with R to a conditional state. Namely,
the channel update could only be completed if the condition
is satisfied. Now T sets the condition to be the puzzle being
solved. To solve the puzzle, R needs to send it to S, who
will buy the solution of the puzzle from T, and sends it back
to R, and finally, R can claim the same amount of money
from T with this solution.

However, this technique is not enough to guarantee the
atomicity when the amount is hidden and allowed to be
variable since a malicious sender can use another amount
m, which is smaller than m; to make the payment with
T. As a result, T receives less money than what he sends
out. Observe that the cause of this attack is that we do not
correlate the amount to the puzzle solution.

2 com(y). com(m), puzzle(y)
4 .[com(m), com(y)} puzzle(y), z,

1.com(m), 7
\ J e
—-._

Sender Tumbler Rec|e|ver

t
3..[com(m), com(y)} puzzle(y)

Figure 4. Linking the amount with the puzzle.

To address this issue, we should link the amount to the
puzzle solution. Besides, the /ink should be authenticated
by T. We capture the link using a red box and show this in
Fig. @] By linking the commitments, T is ensured that the
aforementioned attack cannot be launched.

Relationship Anonymity: Randomizable Commitment,
Puzzle and Linkage. So far, we build up a PCH satis-
fying atomicity, below we focus on how to guarantee the
relationship anonymity. Observe that T can easily know
the relationship between S and R by observing which pair
of sender and receiver share the same commitment of the
amount, the puzzle, and the link. To hide their relationship,
our approach is to make all the above primitives randomiz-
able. Specifically, each time R sends the required elements
to S, he sends randomized ones rather than the original ones.
In this manner, we can hide their relationship perfectly.

2 [com(y), com(m), puzzle(y)
4 5om(m), com(y), puzzle(y), 7,

1.com(m), 7,
h 4 e
—...—
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Figure 5. Rerandomize the commitment, the puzzle and the link.

Griefing Resistance: Linking Token with transaction
amount. The remaining security goal to achieve is griefing
resistance. The idea in A?L [51] to achieve griefing resis-
tance is as follows: S firstly asks for a one-time anonymous

credential from T and forwards it to R, who just shows the
credential to T before initiating the payment. But to apply
it to our scenario, we should also “link” the credential to
the amount, since otherwise, the aforementioned attack can
be carried out similarly.

4 Jcom(token),com(m), 7,

1. com(token), com(m), 7

Sender | L——— | Tumbler Receiver
2 .[com(token), com(m)

3. token,|com(token), com(m)

Figure 6. Protocol for the registration phase before initiating the payment.
Randomized contents are put in a box with different colours.

In more detail, our approach is illustrated in Fig. [6]

Firstly, S generates a token and commits it. Then, S
sends the commitment of the token, the commitment of
the amount, as well as an amount consistency proof to
T. Secondly, they involve in updating the channel to a
conditional state. The condition is set to be a timelock state.
Thirdly, if the channel update is successful, T returns a
linked commitment of the token and the commitment of the
amount to S, who forwards them to R. Then, R randomizes
the “linked” commitment of the token and the commitment
of the amount and sends them to T. To enable T to check the
uniqueness of the committed token, R attaches an additional
token-uniqueness proof 7y, to prove that the committed
token indeed has not been used before. Finally, T checks
the validity of the “link” and the uniqueness of the token.
If the check passes, R and T starts the payment.
Our solution Overview. After introducing our ideas in
several steps, we wrap them up now and give an overview
of our PCH protocol, as shown in Fig.[7] In our protocol, we
instantiate the link as randomizable signatures on random-
izable commitments (RSoRC), which will be introduced in
Section E[ Besides, we instantiate the randomizable puzzle
as linear-only encryption, which is similar to the approach
adopted in A?L* [25]). Also inspired by A%L and A%L* [25],
[51], we leverage adaptor signatures to realize conditional
channel update. Detailed descriptions of BlindChannel and
BlindHub are provided in Section [5] and [6] respectively.

3. PRELIMINARIES

We denote by 1%, for A € N, the security parameter.
We assume that the security parameter is given as an
implicit input to every function, and all our algorithms
run in polynomial time in A. We denote by z « $X the
uniform sampling of the variable x from the set X'. We
write < A(y) to denote that a probabilistic polynomial
time (PPT) algorithm A on input y, outputs x. We use the
same notation also for the assignment of the computational
results, for example, s <— s; + so. If A is a deterministic
polynomial time (DPT) algorithm, we use the notation
x := A(y). We use the same notation for expanding the
entries of tuples, for example, we write o := (01, 03) for a
tuple o composed of two elements. We say a function negl
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Figure 7. Overview of our solution. Sender pays receiver via tumbler. The overview can be divided into two layers: one layer is the BlindHub protocol,
which corresponds to the interactions in the gray box. BlindHub protocol can be divided into three phases: 1) registration, 2) puzzle promise, and 3) puzzle
solver. For the ease of presentation, we present the transcripts transferred among the paries and ignore the process of generating them. The definitions
of all the notations written in the gray box can be found in BlindHub protocol given in Section [6} Another layer is the BlindChannel protocol, which
corresponds to the interactions with the BlindChannel (the long red/black rectangle) in the green box. For the sake of simplicity, we just present the
simplified input and output of BlindChannel. c(-) denotes commitment. Bs, By denotes the balances of sender and tumbler in the channel shared with
sender. B, B denotes the balances of tumbler and receiver in the channel shared with receiver. The balance in the square bracket [-] represents that the
balance is still in conditional state while balance that is not in [-] represents that the balance is already in the normal state.

is negligible in A if it vanishes faster than any polynomial
with input A.

Commitment scheme. Denote message space, random-
ness space and commitment space as M, R, and CM,
respectively. A commitment scheme IIcom consists of the
following algorithms: on input m € M,r € R, (r,C)
+ Tlcom.com(m,r), and should satisfy hiding and biding
properties. Hiding states that given the commitment, one
cannot determine the values. Biding requires that one cannot
change the value after they have committed to it.
Non-interactive zero-knowledge. Let R be an NP relation
and L be defined as the set L := {z | 3w, s.t. R(z,
w) = 1}. We say R is a hard relation if: 1) there is a
PPT sampling algorithm GenR that on input 1* and output
a statement/witness pair (Y,y) € R. 2) R is poly-time
decidable. 3) for all PPT A, A on input Y outputs a
valid witness y with negligible probability. A non-interactive
zero-knowledge proof scheme Ilyjzk consists of two PPT
algorithms: Pyjzk (w, z): The prover algorithm that on input
a witness w and its statement x, outputs a proof m. Vizk (z,
m): The verification algorithm that on input the statement x
and the proof 7, outputs a bit b € {0,1}. The prover can
provide a verifier with 7w to convince her of the prover’s
knowledge of the witness w for the statement x without
disclosing any further information.

Linear-Only Homomorphic Encryption. A public key
encryption scheme Ilg,. with a message space M and
ciphertext space C consists of the following algorithms:
KGen(A): On input the security parameter A, outputs a key
pair (ek, dk). Enc(ek,m): on input the public key ek and
a message m € M, outputs a ciphertext ¢ € C. Dec(dk,
¢): A deterministic algorithm that on input the private key
dk and the ciphertext ¢ € C, outputs a message m € M.
Correctness of a public key encryption scheme IIg,. guar-
antees that for every message m € M and every key pair
(dk,ek) < KGen(\), Dec(sk, Enc(ek,m)) = m holds. The
encryption scheme that is used in this work is required to
provide CPA-security [26]. Also, IIg, is called additively
homomorphic if for every mi,ms € M and every public
key ek generated by (ek,dk) < KGen(}), it holds that
Enc(ek,mq) - Enc(ek,mg) = Enc(ek,mq + mg). Linear-
Only encryption (LOE) [28]] models homomorphic encryp-
tion by oracle queries rather than concrete algorithms. The
formal description of the oracles modelled by homomorphic
encryption can be found in Fig. [I§] By homomorphically
adding O to the desired ciphertext, this paradigm enables
(perfect) re-randomization of the ciphertext.

Digital signature scheme. A digital signature scheme %
usually contains three algorithms: KeyGen(1*): inputs a
security parameter 1* and outputs a secret key/public key



pair (sk, pk). Signg, (m): input a secret key sk and message
m € {0,1}* and outputs a signature o. Vfy(m,o): on the
input of a public key pk, a signature ¢ and a message m,
outputs a bit b indicating whether a signature is valid (b = 1)
or not (b = 0). The correctness property holds as long as for
any key pair (sk, pk) created by the key generation function
and any message m, if a signature o is produced using
the signing algorithm with input (sk,m), the verification
algorithm output 1 on input (pk, o, m).

Adaptor signature scheme. An adaptor signature scheme
is defined upon a hard relation R and a signature scheme
¥ = (KeyGen,Sign,Vf) and it consists of four algo-
rithms IIp 5, = (PreSign, Adapt, PreVf, Ext) with the fol-
lowing syntax: for each statement/witness pair (Y,y) € R,
PreSign(sk, m,Y’) is a PPT algorithm that outputs a pre-
signature & and o := Adapt(d,y) is a valid signature.
PreVf(pk,m,Y, &) is a DPT algorithm that outputs a bit b.
Finally, Ext(o, 6,Y) is a DPT algorithm that outputs witness
y, sit., (Y,y) € R. An adaptor signature achieves pre-
signature correctness if the pre-signature w.r.t. a statement
Y is valid and it can be adapted into a full signature,
from which we can extract the witness y. Adaptor signature
achieves unforgeability if producing a forgery for some
message m is hard even given a pre-signature on m Ww.r.t. a
random statement Y € Lg. Adaptor signature achieves pre-
signature adaptability if for any valid pre-signature w.r.t. Y
can be completed into a valid signature using a witness y
with (Y,y) € R. A more detailed description can be found
in the Appendix

Randomizable signatures on randomizable commitments
scheme. Randomizable commitment allows anyone to trans-
form a commitment into a fresh one of the same message.
In this paper, we need a signature scheme that satisfies
the following requirements: 1) it enables the issuance of
signatures on randomizable commitments and 2) anyone,
knowing neither the signing key nor the committed mes-
sage, can randomize the commitments, and compute a new
signature on these randomized commitments. Specifically,
we call a signature scheme randomizable on randomiz-
able commitments (RSoRC) if it provides the following
algorithms: RCSign and RCRand in addition to the ones
given by a standard digital signature scheme. Given a
set of randomizable commitments CMy, ..., CM,,, a signer
can generate a randomizable signature & < RCSign(CMy,
...,CM,,). Given a randomizable signature & , the corre-
sponding commitments CMy,...,CM,, and a randomness
r, anyone can generate a new valid randomizable signature
and a set of randomized commitments (CM},...,CM/
') < RCRand(¢,CMy,...,CM,,r). The signature that
fulfils these requirements, and which we use in our construc-
tion, can be instantiated by the signature on randomizable
ciphertexts scheme [3|]. Though in the scheme of [3|] the
message space is defined upon ciphertexts, actually, it can
also be defined upon commitments which can be presented
as group elements on the elliptic curves where discrete
logarithm problem is hard. We give the formal definition,
security properties and concrete construction of the primitive
in the Appendix [D}

One-more Discrete logarithm (OMDL) problem.
OMDL problem [5] says that one cannot solve g + 1
challenge group elements given only ¢ DL solving oracles.
A more detailed definition of OMDL can be found in the

Appendix [E2.2]
4. Blind Adaptor Signature

In this section, we introduce a new primitive called Blind
Adaptor Signature (BAS), which is an important building
block to construct BlindHub. Before introducing BAS, we
first briefly recall what a blind signature is. In a blind
signature scheme, a user can obtain a signature from a
signer on a message m such that: (1) the signer cannot
recognize the signature later (blindness, which implies that
the message m is unknown to the signer) and (2) the user can
compute only one single signature per interaction with the
signer (one-more unforgeability). A more detailed definition
of a blind signature can be found in the Appendix
Combining a blind signature and an adaptor Signature, we
give a new primitive called Blind Adaptor Signature. We
first give the formal definition as follows.

Definition 1 (Blind Adaptor Signature Scheme). A blind
adaptor signature (BAS) scheme llgas with respect to a
hard relation R with a language L := {Y |3y : (Y,y) €
R} consists of the following algorithms:

o BAS.Setup(1?*): It takes the security parameter 1* and
returns public parameters param.

o BAS.KeyGen(param): It takes the public parameters
param and returns a secret/public key pair (sk, pk).

e (b,6) < (BAS.PreSign(sk,Y), BAS.User(pk,m,Y))
an interactive protocol is run between the signer with
private input a secret key sk and the user with signer’s
public key pk and a message m as inputs. A statement
Y € Lg is the public input. The signer outputs b =1
if the interaction completes successfully and b = 0
otherwise, while the user outputs a pre-signature & if
interaction completes correctly, and L otherwise.

o BAS.PreVerify, BAS.Adapt and BAS.Ext are the same
as PreVerify, Adapt and Ext of the adaptor signature.

For a I-round (i.e., two messages) protocol, the in-
teraction can be realized by the following algorithms:
(msgy o) < BAS.Usero(pk,m), (msgs 1,b) < BAS.Sign,
(sk,msgu,),0 < BAS.User;(msgs1). Below we give in-
formal security definitions of BAS. We present the formal
definitions in the Appendix [B].

One-more Unforgeability. The unforgeability model is de-
fined to capture the attack that the adversary returns n dis-
tinct message-signature pairs when he is only given ko < n
pairs during the oracle queries. It is commonly known as
the one-more unforgeability in blind signature [24].

Blindness. In many scenarios, blind signatures should sat-
isfy the following blindness property: a signer cannot link a
message/signature pair to a particular execution of the sign-
ing protocol. But to realize the BlindChannel (as formally
defined in the Appendix we only need a weak blindness:



given the transcript, the signer could not figure out what
the message is. Compared to the normal blindness, weak
blindness allows the signer to link the message/signature
pair to a particular execution, as long as the signer can obtain
the message/signature pair.

Pre-signature Adaptability. The pre-signature adaptability
of Ilgas is the same as that of an adaptor signature. It is
because the PreSign algorithm is not involved in the model.
Witness extractability. The witness extractability guaran-
tees that given a valid signature/pre-signature pair w.r.t. a
message/statement pair (m,Y’) one can extract the corre-
sponding witness y of Y.

5. Description of BlindChannel

This section first provides some security and privacy
properties required by a payment channel in the BlindHub
protocol. Then, we present an overview as well as the
protocol description of BlindChannel, which was briefly
mentioned in Section 2] In the Appendix [I.2] we will prove
that BlindChannel is a secure realization of an ideal func-
tionality that achieves the security and privacy properties
stated in this section.

5.1. Security and Privacy Properties

Below we give informal definitions of security and

privacy properties required by BlindChannel. Appendix
provides more details.
The BlindChannel scheme Ilgc is secure if the followings
hold: 1) the blind party could not figure out the way channel
funds are redistributed. 2) A BlindChannel is successfully
created/updated only if both parties in the channel agree with
the creation/update. 3) An honest party P in the channel has
the guarantee that either the current state of the channel can
be enforced on the ledger, or P can enforce a state where
she gets all coins in the channel.

5.2. BlindChannel Overview

Similar to other payment channels, BlindChannel al-
lows two parties to pay to each other arbitrarily many
times without publishing every single transaction on the
blockchain. However, in BlindChannel protocol, only one of
the parties, i.e. the unblind party, determines the payment
amount and the other party, i.e. the blind party, cannot
see the payment amount. Also, as required by BlindHub
protocol, all payments are conditioned on solving a puzzle,
introduced in [37]. We start by reviewing the generalized
channels [2]], and then gradually introduce our solution.
Generalized Channel. To create a generalized channel [2],
Alice (denoted by A) and Bob (denoted by B) publish a
funding transaction TXpy to respectively send a and b coins
into a shared address. Both parties also hold the same copy
of two transactions, by broadcasting which they can close
the channel: 1) The commit transaction TXqy that sends the
channel funds, held in the funding transaction’s output, into

a new shared address and 2) The split transaction TXgp that
splits the channel funds, held in the commit transaction’s
output, among parties. So, the split transaction has two out-
puts holding a and b coins owned by A and B, respectively.

Now assume A decides to pay 0 < v < a coins to B. To
do so, A and B create a new commit and split transactions
where the split transaction contains two outputs holding a—v
and b+ v coins owned by A and B, respectively. Since one
of the parties may submit a stale state to the blockchain,
channel parties need a way to detect and penalize such
frauds. So, after each channel update, channel parties ex-
change revocation secrets that allow the honest party to send
all the funds in the stale commit transaction’s output to his
own address. But we still need a way to guarantee that the
malicious party cannot publish the stale commit transaction
and spend its output using her counter-party’s revocation
secret. In the generalized channel, the adaptor signature is
leveraged to guarantee that once a party, e.g. A, publishes
a commit transaction, a secret, called the publishing secret,
is revealed to B. Thus, once A publishes a stale commit
transaction, the honest party B can use A’s revocation secret
and A’s publishing secret to take all the channel funds.
Also, to guarantee that the malicious party cannot publish
both a stale commit transaction and its corresponding split
transaction, the split transaction cannot be published within
T rounds since the commit transaction is published on
the blockchain. Therefore, the commit transaction has one
output that can be spent by: 1) A if she knows B’s revocation
and publishing secrets, 2) split transaction after 7" rounds,
or 3) B if he knows A’s revocation and publishing secrets.
Adding Privacy to the Channel. Now assume two parties
U and B create a channel like a generalized channel.
However, we want the channel update in this channel to be
different from the channel update in a generalized channel.
Particularly, B in this channel is a blind party, i.e. he is
not supposed to see the payment amount. Since the commit
transaction contains no data about the payment amount
(i.e. v in the previously stated scenario), the two sides
can exchange their signatures on the commit transaction
like a generalized channel. But since outputs of the split
transaction reveal data about the payment amount, B should
blindly sign it. However, before signing the split transaction,
the unblind party U, using the zero-knowledge proofs and
without revealing the value of each output in the split trans-
action, performs amount consistency proof (as informally
defined in Section [2)) and also proves that the transaction
that B will blindly sign contains the correct elements, i.e.,
the correct input and outputs ( details of zero knowledge
proof used in BlindChannel are provided in the Appendix
H).

By publishing the latest commit and split transaction,
U can close the channel. However, since B does not hold
the split transaction, it is possible that after publishing the
commit transaction, U becomes unresponsive to lock B’s
funds in the channel and raise a hostage situation. So a new
sub-condition is added to the commit transaction’s output
that allows B to claim the output after 27" rounds. Thus,
once the commit transaction is published by either of two



parties, U has to publish its corresponding split transaction
within 27" rounds. Otherwise, B would get all channel funds.

Adding Conditional Payment to the Channel. In the
BlindHub protocol, which we will present later, a payment
from T to R is performed provided the corresponding pay-
ment from S to T completes. Correspondingly, BlindChan-
nel parties need to perform conditional payments. Let us
provide a high-level overview of the required modifications.
Assume that U and B have a and b coins in the channel,
respectively, and U wants to conditionally pay v coins to B
(for v < a). So, B and U create a new commit and split
transaction where the split transaction has three outputs: 1)
the first output holding a — v coins owned by U, 2) the
second output holding b coins owned by B, and 3) the
third output for conditional payment of v coins to the party
B where party B has a pre-signature from party U on a
transaction called the adaptor execution delivery (or briefly
delivery) transaction TX,gp that spends this output and sends
its coins to B. So if B has the corresponding secret to
adapt the pre-signature to a valid signature, he can claim the
third output of the split transaction. Otherwise, party U, who
has B’s signature on another transaction called the timeout
transaction TXtg, can claim the output after a timeout.

Although B receives U’s pre-signature on the delivery
transaction, the transaction body itself cannot be given to
B, as it reveals the payment amount; Only the hash of
the transaction body, which is used to create and verify
the pre-signature, is given to B. However, B should not be
able to guess the payment amount by exhaustively search-
ing all possible payment amounts to find the body of the
delivery transaction for which the hash value matches. This
requirement is satisfied if the delivery transaction’s input
or equivalently transaction identifier of the split transaction
is difficult to guess. To achieve this requirement, U keeps
the address that she is using in the first output of the split
transaction private. Then, finding the transaction identifier
of the split transaction and hence the body of the delivery
transaction would be infeasible to B. Nevertheless, U uses
zero-knowledge proofs to prove that once the split transac-
tion is published on the blockchain, B will learn the cur-
rently unknown elements of the delivery transaction, i.e., its
input transaction identifier as well as the payment amount.
Moreover, since the timeout transaction reveals data about
the payment amount, B should blindly sign it. However,
before signing the timeout transaction, the unblind party U,
using the zero-knowledge proofs and without revealing the
payment amount and the split transaction identifier, proves
the transaction that B will blindly sign is well-structured.

For the case where U is the payee of the payment,
everything is the same, but the delivery transaction is
signed by the payer using the BAS scheme, introduced in
Section Also, U’s signature on the timeout transaction
is given to the payer without letting him guess the body of
the timeout transaction itself.
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Figure 8. Creation of a Blind Channel

5.3. BlindChannel Protocol Description

The BlindChannel lifetime can be divided into 4 phases,
including ‘“create”, “update”, “close”, and “punish”. We
introduce these phases through the following sub-sections.

Create. A blind channel between two parties B and
U is created like a generalized channel [2], i.e. through
publishing a funding transaction TXpy, parties send their
coins into a joint account. However, to prevent parties from
locking each other’s coins into this joint account and raising
a hostage situation, they must commit to the initial channel
state in advance. So, before signing and publishing the fund-
ing transaction, parties create two transactions: 1) a commit
transaction TXcy that sends the channel funds into a new
joint address and 2) a split transaction TXEP] that distributes
the channel funds among parties. Fig. [8| summarizes the
channel creation phase. Following [2], we use charts to
show transaction flows. Each transaction is denoted by a
rectangle containing a box for each output. The output value
is written inside the box, and the output condition is written
above (used for timelocks) and below (used for public keys)
the arrow coming out of the output. Outputs with multiple
subconditions are denoted by a diamond inside the output
box with an arrow corresponding with each subcondition.
If a transaction contains a non-zero timelock, it is written
inside the transaction rectangle. Let us explain in more detail
the different steps of the channel creation phase.

1) Create [TXgy]: At the first step, B and U create the
body of the funding transaction [TXgy]. To do so, they
send each other their funding sources.

2) Create [TXcu]: Each party P € {B,U} generates a
revocation public/private pair (Rp,rp) < GenR and
a publishing public/secret pair (Yp,yp) + GenR, and
sends the public values Rp and Yp to the other party.
Using the transaction identifier of TXpy and each other’s
public values, parties create the body of the commit



11-12)

transaction, i.e. [TXay).
3) Create [TX[SP]] Using the transaction identifier of TX,
parties create the body of the split transaction [TX[ ]]
4-6) Create TXSP /TXen/TXpy: Parties exchange the re-
quired signatures to transform [TXéQP]] /[TXcu]/ [TXpy] into
TX /TXow/ Tpy.
7) Publish TXgy: Parties publish TXgy on the blockchain.
Update. Channel update is performed by adding a third
output for a conditional payment to the split transaction
where the payer in the channel between S and T (resp. the
channel between T and R) is S (resp. T). This third output
can be claimed by the payee if having the value of a secret,
the payee can adapt a pre-signature on the corresponding
delivery transaction to a full signature. Otherwise, after a
specific timeout, the payer publishes the corresponding time-
out transaction and gets refunded. Fig. [0 Summarizes the
channel update phase when the payer is the unblind party.
The channel update phase in more details is as follows.
1) Create [TXcy]: The same as step 2 in the create phase.
2) Create [TX[SP]}. Having the transaction identifier of TXcy,
U firstly creates the body of the split transaction [TXE;,]],
commits it into coms, and generates a zero knowledge
proof 7 to perform amount consistency proof and
also prove that comg is the commitment on the well-
structured split transaction.
Create [TX;gp]: Having the transaction identifier of
TXL)?;,], U generates the body of the adaptor execution
delivery (AED) transaction [TX,gp|, uses the adaptor
statement from the external application (e.g., obtained
in the puzzle promise phase of Ilgy) to generate a
pre-signature 6aU on [TXugp|, and also generates a zero
knowledge proof 7, to prove to B that the pre-signature
is on the well-structured delivery transaction [TXagp)-
Party U sends the pre-signature GU, the hash value
SigHash([TXgp]) and the proof to B.
Create [TX1g]: Having the transaction identifier of TX[S?,},
U generates the body of the timeout transaction [TXrp].
Create TXrg: U commits [TXgg] into comy, and gen-
erates a zero knowledge proof 7 to prove to B that
the committed message is the well-structured timeout
transaction [TXrg]. After verifying m, B generates a
blind signature oZ on TXyq for U.
Create TXQ: B generates a blind adaptor signature
with Yp as the adaptor statement on TXgp for U.
Create TX¢y: the same as step 5 in the create phase.
Revoke: Both parties revoke the previous state by ex-
changing the corresponding revocation keys
Create TX;zp: B adapts the pre-signature 5
and sends the corresponding witness y; to U
Create [TXgy] the same as step 2 in the create phase.
Create TXW /TXSP Having the transaction identifier of
TXcw, U ﬁrstly creates the body of the split transaction
[TX?P]], commits it into coms, and generates a zero
knowledge proof 7 to perform amount consistency
proof and also prove that comg is the commitment
on the well-structured TXgp. Then, B sends the blind

3)

4)

5)

6)

7
8)

U

9) into o,

10)

10

signature on TX[SZP] to U.

13 Create TXgy: the same as step 5 in the create phase.
14 Revoke: Both parties revoke the previous state by ex-
changing the corresponding revocation keys.

The case where the unblind party is the payee of payment is
similar to the above scenario. The main differences are that
B uses the BAS scheme to blindly create a pre-signature on
delivery transaction for U. Moreover, U sends her signature
on the timeout transaction to B without sending him the
body of the transaction. We refer the corresponding diagram
to Appendix [[] in Fig. 24] .

Close. To close the channel, party U reveals the value
of the latest split transaction and B verifies it. Then, U and
B collaboratively create a new transaction that spends the
funding transaction’s output, and its outputs are the same as
the latest split transaction. By publishing this transaction
on the blockchain, parties close the channel. Each party
P € {B,U} can also non-collaboratively close the channel,
given that the other party is unresponsive. To do so, if P is
an unblind party, he simply publishes the latest commit and
split transaction on the blockchain. If P is a blind party, he
publishes the commit transaction. Then, U will have to pub-
lish the corresponding split transaction within 27" rounds.
Given that the published split transaction contains a third
output with conditional payment, if U is the payer of that
conditional payment, either B extracts the split transaction
identifier and the payment amount from the published split
transaction, creates [TX,gp|, adapts U’s pre-signature &f{ into
o¥, and finally creates and publishes TX,gp before a specific
timeout or U publishes TXrg. For the case where U is the
payee, either U publishes TX,gp before a specific timeout or
B extracts the split transaction identifier and the payment
amount from the published split transaction, creates TXrg
and publishes it on the blockchain.

Punish. Once the latest commit transaction is published,
if U does not publish its corresponding split transaction
within 27" rounds, B uses the fourth sub-condition of the
commit transaction’s output to claim all channel funds.
Moreover, if one of the parties, e.g., U, publishes an old
commit transaction TXcy, B uses his own signature in TXcy
and its corresponding adaptor statement and pre-signature to
extract U’s publishing secret y;;. Then, having yy as well
as U’s revocation secret i, B claims TXqy’s output.

6. Description of BlindHub

In this section, we describe the protocol of BlindHub.
before the description, we first give the system assumptions.

System assumptions. As in TumbleBit [29], we assume
the protocols are run in phases and epochs. Each epoch is
composed of four phases: (i) registration phase, (ii) puzzle
promise phase, (iii) puzzle solver phase, and (iv) open phase.
We assume that both S and R have already carried out the
key generation procedure. We assume that communication
between honest sender and receiver is unnoticed by T
when exchanging the puzzle and its solution. We further
assume that T will provide NIZK proofs to prove to a
user during their first interaction that his encryption key
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Figure 9. Update of a Blind Channel Initiated by Payer

his verification key of RSoRC scheme are in support of

gne.KeyGen(1*) and Trsorc.KeyGen(17), respectively.
Protocol of BlindHub. We now describe the registration,
puzzle promise, puzzle solver and open phases.

1)

2)

3)

plet
1)

Registration. The Registration Phase is as follows:

S starts by generating a random token identifier tkid
and commits token tkid and amount amt to Cyq and
Camt respectively. Besides, S generates NIZK proofs
Ttkid, Tamt 10 prove knowledge of tkid and amt, re-
spectively. Then S sends Cikig, Camt, Ttkid, Tamt t0 T.
T aborts if mykig Or Tame is incorrect. Else, T generates
randomizable signatures on Cyiq and Comy @ Owkid
RCSign(Cikid, Camt) and sends oyq to S.
S aborts if oyjq is invalid. Else, S randomizes Ciyq,
Camt, Otkia to obtain Cj,.y, Co .. 074 and sends Cf.;,
Comes thid, Tiigs Tame: O 10 R, where 7y, 7, are
the openings of C;,., C. .. respectively.
Puzzle Promise. Once the registration protocol is com-
ed, the Puzzle Promise protocol starts and proceeds as:
On receiving Cjy,y, Clo, thid, 7y, "ames Ora» R gen-
erates a token-uniqueness proof 7, to prove the tkid
committed in Cj,;, has not been used before. In addi-
tion, R generates ., to prove knowledge of amt in

/ ’
Camt Then R sends Ctkld’ Camt’ Otkids Ttups T, amt to T.

11

2) ']T aborts if one of the followings is not valid: o7y, Teup,
Thme- Else, T firstly samples the adaptor witness and
statement (Y, y), encrypts the witness y into a cipher-
text ¢y, and produces a NIZK proof m, proving that y
is a valid solution to puzzle c,. Secondly, T performs
randomizable signatures of randomizable commitments
(RSoRC) on adaptor statement Y and the commitment
of the amount C,y : & + RCSign(Y, Come). After
these, T uses Y as adaptor statement to run the blind
adaptor signature protocol with R to generate &} on the
transaction for R : &} < BAS.Sign;(sk;*, h,Y), where
h = H(tx)(In BlindChannel , R has sent h to T and
proven knowledge of the pre-image of h, which is tx.
So T is convinced that % is a valid hash value). Finally,

T sends Y, ¢y, my, 0,0, to R.
3) R aborts if 7, is invalid. Else, R randomizes Y, C,_,,
(Y C;/mt7g/a/8) A RCRand(ppa Y Camt7a)’ and
the puzzle Cy el <— PRand(ﬂ,cy) Flnally, R sends

y
¢y, Y, Clne, 0’ and 3., the opening of CJ ., to S.

Puzzle Solver. The Puzzle solver protocol is follows:

1) S firstly randomizes c;,Y”’, Cl,, 5" received from R
into ¢, Y, CJli, 6" A preserve its own anonymity
and thwart attacks involving collusion of T and R.
Secondly, S generates 7 . to prove knowledge of amt

in C;’mt Thirdly, S generates a proof 7= to prove

that (sk>, pk>) is in support of ITas.KeyGen(1*). Then
Sgenerates an adaptor signature o, on the transaction
tx’ using the randomized adaptor statement Y : o, <
PreSign(sk>, 1/, Y""), where &' is already proven to
be a valid hash value in BlindChannel, as explained
before. Finally, S sends cg y” c 0s,0" to T.

amt? amt>

R amt» ;mt’
2) T aborts if one of the followmgs is incorrect: the

adaptor signature o5(T has obtained h' = H(tx') in
BlindChannel, so T is able to perform the veriﬁcation),
the randomlzable signature 6" and the proof 7 .. Else,
T decrypts c " to obtain the doubly randomized version

y" of the value y (i.e., the secret value required by
R to complete the adaptor signature &, from puzzle
promise). As y” is randomized, T cannot link it to
R and yet can adapt o, with ¢y’ to generate the full
signature o, which is then sent to S.

3) S aborts if the signature o, is not valid. Else, S ex-
tracts " using the adaptor signature o, and the valid
signature o, recovers ¥’ by getting rid of one layer of
the randomization and shares it with R.

Open. R further removes its part of the randomness from
y' and gets the original value gy, which it uses to adapt the
adaptor signature o into a full valid one o7}.

Figures illustrating the above protocols are given in the

Appendix [K] .
7. PCH Instantiation

Here we realize a PCH by combining BlindChannel and
BlindHub. In particular:

1) Collateral Setup: Before the BlindHub registration

phase begins, S updates the channel state of BlindChan-



nel to the conditional payment state with T to establish
an escrow for the remainder of the protocol between S
and T, where the payment amount is the one committed
in C,m¢ used in the BlindHub. It is noted here that since
it is in the BlindChannel setting, T has no idea how
much the collateral is, but T is still able to verify if
R has some collateral backed up in the puzzle promise
phase. Besides the invisibility, the collateral has two
other properties: 1) it can be recovered by S after the
timeout expires unless S authorizes the spending of it,
and 2) it is locked and cannot be reused before the
timeout unless T authorizes the releasing of it.
Payment channel update proposals: Before the puz-
zle promise phase of BlindHub starts T updates the
BlindChannel with R to conditionally pay m coins
from the balance of T to the balance of R, where m is
committed in C,; used in BlindHub. Here T cannot
see the amount, but T is able to verify if the same
amount of coins has been paid to itself when deciding
whether or not to release the coins to R. A similar
payment for the same amount of coins is proposed in
the BlindChannel between S and T before the puzzle
solver phase is initiated. As a part of atomicity, here
there is an expiration time set for both payments so
that the coins can be redeemed by the original owners
when the payment is not successful (e.g., one of the
parties does not collaborate).

Payment channel update resolutions: If BlindHub
protocol is finally successful, the channel between S
and T is updated first, and the channel between T and
R is updated next. On the other hand, if BlindHub
protocol fails, the balances of both channels are left
as before the start of the execution of the payment.
Collateral release: At the end of the protocol, the
coins locked by S at the beginning of the payment are
released and sent back to S.

2)

3)

4)

8. Flexible Blind Conditional Signature

In a recent work [25]], Blind conditional signature (BCS)
is proposed to capture the functionality of a synchronization
puzzle from [29]], [51]. Briefly speaking, synchronization
puzzle protocol is a protocol among S, R and T, where
R and T execute puzzle promise protocol and generate a
puzzle 7, which is used as input in the puzzle solver protocol
executed by S and T, and finally a signature is produced. We
refer reader to [25] for the original definitions. Below we
propose a variant of BCS to better capture the functionality
of BlindHub. We call it Flexible Blind Conditional Signature
(FBCS). The main difference between BCS and FBCS is
follows: 1) In BCS, the T and S/R can both have access
to the transaction, while in FBCS, only S/R can have
access to the transaction, and T can only access to the
commitment of the transaction. 2) In FBCS, we additionally
introduce RSoRC scheme Ilgsorc. 3) In BCS, the output
of the promise protocol is a puzzle 7 := (Y, ¢,), while in
FBCS, the output of the promise protocol includes 7 := (Y,
¢y, Camt, 7), where Y, ¢y, Came, & are as defined in Section
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[6] Tt is noted that since synchronization puzzle only covers
promise and solver protocol, the parts related to registration
phase in the promise protocol of BlindHub(the token tkid,
randomizable signature ¢ and the token-uniqueness proof)
are removed from the promise algorithm of FBCS.

Definition 2 (Flexible Blind Conditional Signature). A
blind conditional signature Tlggcs = (Setup, Promise,
Solver, Open) is defined with respect to two signature
schemes Ilps := (KGen, Sign, Vf),IIgas := (KGen, Sign,
Vf), Tlrsorc := (KGen,Sign, Vf) and consists of the fol-

lowing efficient algorithms.

o (eks,dk;) < Setup(1*): The setup algorithm takes as
input the security parameter 1 and outputs a key pair

(eke, dky ).

The puzzle promise algorithm is an interactive protocol
between two users T (Tumbler) (with inputs the
decryption key dk;, the si?(;ning key of the underlying
digital signature scheme ski’, the signing key of RSoRC
scheme sk, and a message mtr) and R (Receiver) (with
inputs the encryption key ek;, the verification key of the
underlying digital signature scheme pk?, the verification
key of RSoRC scheme pk* and a message mtr) and
returns 1 to T and either a puzzle T or 1 to R.

® ({(O'*a S)a J-}v {U*’ J-})

< S (k¥ eky, pk*, msr, 7)

Solver

T <dkt, Pk, pkX, com(mST))
solving algorithm is an interactive protocol between
two users S (Sender) (with inputs the signing key of the
underlying digital signature scheme sk, the encryption
key ek, the verification key of RSoRC scheme pkX, a
message mst, and a puzzle T) and T (Tumbler) (with
inputs the decryption key dk., the verification key of the
underlying digital signature scheme pksz, the signing key
skX of Tlrserc and a message mst) and returns to both
users either a signature o* (S additionally receives a
secret s) or L.

e {0, L} < Open(r,s): The open algorithm takes as input
a puzzle T and a secret s and returns a signature o or 1.

T <dkt, sktE,st, com(mTR))
e (L,{7,L}) + Promise .
R (ekn pk} ,PkX,mTR)

(_

>: The puzzle

The security of FBCS is defined as Correctness, Blind-
ness, Unlockablity, and Unforgeability. Below we only
present the informal definitions of these security properties.
We leave the complete formal definitions in the Appendix
1

IIFgcs is correct if S and R are able to obtain the valid
signatures on mgt and mTR, respectively after the BlindHub
protocol is successfully completed. Ilrgcs is blind if T
cannot link two promise/solve sessions together. Ilgcs is
unlockable if it is hard for T to generate a valid signature on
a message from S that prevents R from being able to unlock
the entire signature in the accompanying promise session.
IIegcs is unforgeable if R could not output a valid signature
on mTr before S successfully complete the solver protocol



with T. Ilggcs is secure if it is correct, blind, unlockable,
and unforgeable.

Finally, we can give our main theorem in this section.
The corresponding proofs can be found in the Appendix

Theorem 1. Let Ilg,. be a linear-only homomorphic en-
cryption scheme, Ilas is a secure adaptor signature scheme,
Ilgas is a secure BAS scheme, 1lrsorc is a secure signature
on randomizable commitments scheme, 1lnzk is a sound
proof system. Assuming the hardness of one-more discrete
logarithm problem, the BlindHub protocol is a secure flexi-
ble blind conditional signature scheme.

9. Security Analysis of PCH

We now analyze the security of our PCH system. More

formal security definitions and proofs of the following the-
orems can be found in Appendix [C] .
Griefing Resistance. It requires a user to prove that the
payment request is previously backed by some locked coins
during the payment procedure. In our construction, the
authenticity is enforced by T performing & < RCSign(Cyiq,
Camt) and securely updating the BlindChannel during the
registration phase, and R proving the uniqueness of the
token committed in Cyq as well as securely updating the
BlindChannel in the promise phase. The security depends on
the unforgeability of Ilrsorc, the biding property of Ilcom,
the security of IIgc and the soundness of IIyjzk.

Theorem 2. Assuming the security of llgc, the unforgeabil-
ity of llrsorc , the biding of llcom and the soundness of
IInizk, our PCH system achieves griefing resistance.

Atomicity ensures that the money received by R from T
should be the same as that received by T from S. Below
we analyze the balance security of T and S respectively. T
loses money if the money it paid to the R is more than that
received from S. This will violate either the unforgeability
of Ilggcs or the security of IIgc. S loses money if at the
end of the puzzle solver protocol T receives money, but R
does not get paid. This will violate either the unlockability
of Ilggcs or the security of Ilgc.

Theorem 3. Assuming the unlockability and unforgeability
of llggcs and the security of llgc, our PCH system achieves
atomicity.

Value Privacy requires that the payment value could not be
leaked to T. This is enforced by committing the amounts
throughout the protocol. The security depends on the blind-
ness of Ilggcs and the privacy of Ilgc.

Theorem 4. Assuming the blindness of llggcs and security
of the 1lgc, our PCH system achieves value privacy.

Relationship anonymity requires that the relationship of
S and R should be hidden from T. This is enforced as
follows. Firstly, we assumed that all protocols are phase-
and epoch-coordinated, which eliminates timing attacks in
which T purposefully delays or accelerates its interactions
with another party. Secondly, we assumed that S and R
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communicate through a secure and anonymous communica-
tion channel, so T cannot eavesdrop and utilize the network
information to link S and R. Thirdly, the elements generated
in the registration/promise phase will be randomized before
being used in the promise/solver phase. Fourthly, our PCH
system achieves value privacy, which prevents the tumbler
to learn the relationship from the payment value.

Theorem 5. Assuming the blindness of llggcs and security
of llgc, our PCH system achieves relationship anonymity.

10. Performance Analysis

Implementation details. To benchmark the performance
of our protocol, we implemented’| our protocol with Rust
programming language, Swanky*| multiparty computation
library, and ZenGo-X/curvE] curve library, where ZenGo-
X/curv is a pretty wrapper of the real Bitcoin curve library.
The GC circuit files are generated with Verilog hardware
description language and the Yosysﬂ tool.

We instantiate adaptor signature scheme and blind adap-
tor signature scheme as ECDSA-based adaptor signature
and ECDSA-based blind adaptor signature, respectively, and
both instantiations are over the elliptic curve secp256kli,
which is used on Bitcoin. We instantiate the RSoRC scheme
using the generalized version of the scheme introduced in
[3] over the BLS12-381 curveﬂ The linear-only encryption
scheme is instantiated using HSM-CL encryption scheme
[13]. We instantiate the commitment scheme as Pedersen
commitment scheme [44]]. We instantiate BlindChannel in
the Bitcoin setting, and we instantiate the proof used in
Bitcoin-based BlindChannel as garbled circuit-based zero
knowledge proof [14], [43]]. Concrete instantiation of our
whole protocol can be found in the Appendix

We leverage garbled circuit-based zero-knowledge proof
(GCZK) to prove the correctness of the committed transac-
tion. In a nutshell, the unblind party is going to prove the
following statements to the blind party: 1) the committed
message is a correct transaction, 2) the payment amount
written in the transaction is the one committed in a given
commitment, 3) the message is committed according to the
transaction digest algorithm defined in BIP—014 We de-
sign a circuit to capture the transaction digest algorithm. The
circuit for proving this statement uses 33 SHA-256 modules
and consequently reaches 721054 AND gates. More details
about the GCZK can be found in the Appendix [H]

Computation time and communication overhead. The
benchmark for the GCZK is taken on a Ryzen 5800H, 8GB
RAM laptop computer, where the test data is generated

3. https://github.com/blind-channel/blind-hub

4. https://github.com/GaloisInc/swanky

5. hhttps://github.com/ZenGo- X/curv

6. https://github.com/YosysHQ/yosys

7. To enable RSoRC over BLS12-381 curve to sign on group element
over secp256kl1 curve, we leverage an equality proof to bridge the gap

between these two different curves. Detailed discussions about this can be
found in the Appendix [K]

8. hhttps://github.com/bitcoin/bips/blob/master/bip-0143.mediawiki


https://github.com/blind-channel/blind-hub
https://github.com/GaloisInc/swanky
https://github.com/ZenGo-X/curv
https://github.com/YosysHQ/yosys
https://github.com/bitcoin/bips/blob/master/bip-0143.mediawiki

Role Bandwidth (KB)  Comp. (ms)  Optimized.Comp. (ms)
Sender 55843 8172 3083

Tumbler 87855 16245 8160

Receiver 32017 9063 6067

Phase Bandwidth (KB)  Comp. (ms)  Optimized Comp. (ms)
Register 23832 2687 594

Promise 23834 7887 5773

Solver 23831 4381 2267

Open 16357 2284 520

Total 87860 17239 9154

TABLE 2. BANDWIDTH OVERHEAD AND COMPUTATION COST. THE
OPTIMIZED COST IS OUR ESTIMATION OF THE PROTOCOL WITH [|50].

from Bitcoin regtest network’] In the local area network
(LAN) setting, performing this GCZK itself consumes 1.716
seconds. Besides, the circuit needs additional 5 seconds
to be read from the disk, but such a time cost could be
stripped since the circuit could be preloaded into RAM in
the real world. In addition, we use the tc tool (in Linux)
to emulate the WAN setting with 250mbps bandwidth and
200ms latency, and achieve an overall running time of ~31
s for one payment. We show the computation time and
communication overhead by phases in Table 2] Observe that
the required computation time for different parties varies
even in the same phase, which occurs when one party
finishes all the required computations and sends messages to
the other one while the other party needs to do verification
and other computation. And accordingly, the phase-based
computation time would contain some idle time. To capture
this, we also show the performance by role in Table

Discussion. We note that our implementation is a proof-
of-concept realization of our work, and the bandwidth and
computational cost can be improved by using alternative
zero knowledge proofs. Our implementation results given
in Table [2] show that our protocol is feasible and relatively
practical. However, replacing the GCZK protocol we used
to realize proofs for circuits, with other zero-knowledge
proof techniques (e.g., [4], [17], [54], [56]]) can provide
better efficiency. For example, Quicksilver [56] can prove
boolean circuits at a speeding of 7.7 million AND gates per
second and l1bit/gate in bandwidth. We conjecture that we
can finish the proof in less than 1 second and have 128 times
improvement in bandwidth usage by utilizing Quicksilver.
In this regard, we estimate the time and overhead of our
solution leveraging quicksilver and add them as optimized
computation time in Table [2]

Comparing performance with A?L versions. AL pro-
tocol completes in 3 seconds regarding the implementation
results given by the authors [51]]. However, as pointed out in
[18], the CL encryption parameterﬂ chosen in A%2L may not
be sufficient for security reasons. When, we use the param-
eters suggested in [18]], the A%L protocol is expected to run
in 6 seconds, which is in the same order of computational
cost of our protocol with the optimized implementation.

9. |https://developer.bitcoin.org/examples/testing.html

10. The discriminant, which is a parameter of unknown order group,
used in A2L is only around 1800 bits, which is lower than the required
length of 3800-bit pointed out in [18].
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11. Conclusion

We present the first Bitcoin-compatible PCH that
achieves value privacy, relationship anonymity and supports
variable amounts for payment. To achieve this, we pro-
pose BlindChannel, a new payment channel protocol for
privacy preserving payment, and BlindHub, a novel three
party protocol to synchronize the payment channel update
in the PCH. We formally analyze their security and give an
implementation to show their practicality.
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Appendix A.
Discussion Regarding Privacy

Here, we discuss additional aspects of our PCH per-
taining to privacy limitations. As mentioned in A%L [51],
these limitations are inherent in the PCH settings, and thus
affecting our construction as well.

Epoch anonymity. Our payment channel hub protocol
runs in epoch. The anonymity level of the PCH system
running in epoch depends on the number of the participants
within the epoch. Say, during an epoch, if there are k
payments completed successfully, the anonymity set is of
size k(i.e., k-anonymity), since there exists k compatible
interaction graphs, as defined in Section

However, the above k-anonymity can only be achieved if
there is no intersection between sender-receiver pairs from
different epochs. Otherwise, tumbler can further eliminate
the anonymity sets.

Intersection attack. The tumbler can correlate the infor-
mation across phases and epochs to eliminate the anonymity
sets. Namely, tumbler can observe which pairs of senders
and receivers fall in the intersection of different epochs and
break their anonymity. This is called intersection attack.

We observe that fix-amount PCH system are vulnerable
to intersection attack. Since unless the amount a sender
is going to pay the receiver is exactly the same as the
one fixed in the system, he needs to run the protocol for
multiple times for one payment, which means that he needs
to interact with tumbler for multiple epochs in order to
complete the payment. As a result, the tumbler can easily
link the sender and receiver by observing which pair of
sender-receiver appear continuously. That is, the tumbler
can break their anonymity by a simple intersection attack.
In contrast, BlindHub allows variable-amount payment. It
means that users only need to run the protocol once, which
protect them from the aforementioned intersection attack.

Tumbler-Sender(Receiver) Collusion. It is possible for
the tumbler T to figure out who the sender S (receiver R) is
if R (S) is corrupted. During some anonymous payments, S
or R does not want to reveal his real identity, T can leverage
the corrupted party to make some fake payment and explore
the real identity of the uncorrupted party. For example, when
R is corrupted, he can send a fake puzzle to S, and anyone
who is asking T to solve the puzzle will be identified as S
in this payment. This can be mitigated by requiring R to
prove that the given puzzle is randomized from the original
one. When S is corrupted, T can explore who the R is by
asking S not to send the witness to R. The one who fails to
provide the witness and claim coins from T is the potential
R.

Attacks with Auxiliary Information. The privacy prop-
erties are discussed without auxiliary information from the
outside. Otherwise, they cannot be guaranteed as well. For
example, when T knows that there is a certain S pays a milk
company every week at a certain time, and T can observe
such periodical payments and infer the users identify with
higher possibility. This can be mitigated by making the
unregular payment.

Appendix B.
Security Model and Concrete Construction of
Blind Adaptor Signature

Here, we give detailed security models, security analysis
and concrete construction of blind adaptor signature.

B.1. Security Model

Suppose that there are N, (resp. [V,) interactions by
the signer in the Sign(sk) (resp. PreSign(sk,Y")) algorithm.
We use (m/,sty) <+ Sign(sk,m) (resp. (m/,st1) <«



wBlindness 4 17, . (A)
1: (pk,mo,mi) < A(1%)
2: b<+s${0,1}
31 b AUk Userpkom 1) (1)

4: return (b==10")

Figure 10. Experiment wBlindness 4 17, ...

PreSign, (sk, Y, m)) to represent the first interaction, where
m is the message received by the signer, m’ is the mes-
sage output and st; is the internal state. Similarly, (m/,
st;) < Sign,(sti—1,m) (resp. (m’,st1) < PreSign;(st;_1,
m)) denotes the i-th interaction, for ¢ € [2, Ny, — 1] (resp.
i€ [2,N,—1]), and (m/,b) < Signy (stn,—1,m) (resp.
(m/,b) < PreSigny (stn,—1,m)) denotes the last interac-
tion, where b is a bit. Below we give the formal definitions
of the properties of BAS given in Sectiond]and give the one-
more unforgeability game of BAS in Fig.|[12] weak blindness
game in Fig. [I0] and witness extractability game in Fig. [T1]

Definition 3 (Weak Blindness). A BAS scheme Ilgas
achieves weak blindness if for every PPT adversary A
running the experiment wBlindness 4 1., defined in Fig.
Pr[wBlindness 4 ;1. (A) = 1] < negl(}).

Witness Extractability of BAS is different from that of
the adaptor signature. It is because the message signed by
the oracles Os and Ogs (as shown in Fig. @ is unknown
to the challenger. Hence, we have to change the definition
of the oracles to avoid giving a full signature/pre-signature
to the adversary.

Definition 4 (Witness Extractability). A BAS scheme Ilgas
is witness extractable if for every PPT adversary A run-
ning the experiment baWitExt 4 11, defined in Fig. [I1]
Pr[baWitExt 4 1, (A) = 1] < negl(}).

baWitExt 4 17, ,.(A)

1: (pk,sk) < KeyGen(1)

2 (M*,Y) « A% %% (pk)

& + PreSign(sk,Y) +» User(pk, M™,Y)

0" — A9 (5,Y)

y" + Ext(Y,0",5)

return ((Y,y") ¢ R AVf(pk,o™, M™) =1)

w

N W B

Figure 11. Experiment baWitEXIAynRﬁz. 0, O|’3$ are the same as Os,
Ops in Algorithm except that Os(-, Ns, "), Ops(-,+, Np,-) are not
allowed.

Definition 5 (One-more Unforgeability). A BAS scheme
IIgas is omaEUF-CMA secure if for every PPT adversary
A running the experiment omaSignForge 4 11, defined in

Fig. PrlomaSignForge 4 11, () = 1] < negl()).
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omaSignForge 4 17, _(A)

1:
2:

[o BN e Y N

S =0,8p :=0,ks;, :=0,kp, :=0,ks, :=0
(pk, sk) < KeyGen(1%)

(M7, ..., My) < A% (pk)
(¥,y) « GenR(1%)

&; + PreSign((pk,sk),Y, M;),Vi € [1,n]
(05, 00) « A9 (51, ... 6,,Y)
return (ks, <nAM; # M;,Vi# j € [1,n]A
Vi(pk, M, 07) = 1,Vi € [1,n]

Os(M, 1, j)

1:

10 :
11

15

2
3
4
5
6:
7
8
9

ifi=1:
ksy = ks, +1
(M/,stk51,1) + Sign, (sk, M)
Ss =8s U {ks}
return (ks,, M')
if i = N :
if j ¢ S; :return L
(M’,b) + Signy, (st;.x., M)
ifb=1:8=8:\{j}, ks, =ks, +1
return M’
ific[2,N,—1]:
if j ¢ S :return L
(M, st;;) + Sign;(stji—1, M)
return M’

return L

Ops(M. Y1, j)

=)

0 NN R W N =

ifi=1:
kp, = kp, +1
(M, stk,, 1) < PreSign, (sk, Y, M)
Sp = Sp U {kp, }
return (k,,, M’)

if i =Ny :
if j ¢S, :return L
(M',b) + Signy (stjn., M)
ifb:].:Sp:Sp\{j},kz:kg-f—l
return M’

ifie[2,Ns—1]:
if j ¢Sy :return L
(M’ st; ;) + PreSign,(stji—1, M)
return M’

return |

Figure 12. Experiment omaSignForgeAHBAS




2. Concrete Construction

We now construct a provably secure blind adaptor sig-
nature scheme based on ECDSA digital signatures that are
commonly used by blockchains. Although in the literature,
there are already blind signatures schemes [24], [47] that
are compatible with Bitcoin, their blindness property is
the strong one, which requires that a signer cannot link
a message/signature pair to a particular execution of the
signing protocol. Here the blind adaptor ECDSA we propose
satisfies weak blindness.

Blind Adaptor ECDSA Construction.

Setup. On input a security parameter A, it runs (p, G, G) +
GpGen(1*) and picks a cryptographic hash function H : {0,
1}* — Z,. It returns par = (p, G, G, H).
KeyGen. On input par, it picks sk := x <$ Z, and computes
pk := X = zG.
Sign. The signer’s input includes security parameter 1%,
signer’s public key X and secret key x, adaptor statement Y,
adaptor statement y, a and the proof of knowledge 7 of the
witness of Y. The user’s input includes security parameter
1%, signer’s public key X and the message to be signed m.
1) The user hashes the message m: h = H(m), and
generates a proof-of-knowledge 7, of the pre-image
of h. Then the user sends h, 7, to the signer.
On receiving h, 7y, the signer verifies the validity of
the proof 7, and aborts if the proof is not correct. Then
the signer samples k, from Z,\{0}, then computes
R kY = (r,-),R = k,G, and gives a zero
knowledge proof 7, to prove that R and R share the
same discrete log under Y and G respectively. finally,
the signer generates s’ = k, ' (h + rx), and sends R,
R, m,, s to the user.
The user aborts if s’ = 0 or PreVf(m,Iy;s’) = 0 or
NIZKVerify(m,) = 0. Else, the user returns (r,s’) as
the adaptor ECDSA signature.
Verify. To verify an adaptor signature 6 = (r,s,Y) for a
message m and a public key X Where Y is a adaptor
statement, it computes R = Y (2™ @G 4 £X). It returns
1 if r = f(R), or returns 0 otherwise.

Security Analysis. Now we analyze the security of the
blind adaptor ECDSA proposed above. Firstly, the protocol
achieves weak blindness trivially, since the user only for-
wards the hash of the message to the signer. Below we prove
the one-more unforgeability of our protocol by reducing it
to the EUF-CMA security of ECDSA adaptor signature,
which is introduced in [2]]. It is noted that the one-more
unforgeability of our blind adaptor ECDSA scheme does not
rely on ROS (Random inhomogeneities in a Overdetermined
Solvable system of linear equations) assumption, and thus
not affected by the ROS attack proposed recently [6].

2)

3)

Theorem 6. Assuming the unforgeability of ECDSA adaptor
signature and the soundness of non-interactive zero knowl-
edge proof, our blind adaptor ECDSA protocol achieves
one-more unforgeability.

Proof. Assume there is an adversary .4 that can break
the one-more unforgeability of our blind adaptor ECDSA
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protocol, we construct an algorithm B that uses A to break
the unforgeability of ECDSA adaptor signature. First, the
challenger C of the ECDSA adaptor signature gives param,
adaptor statement Y and pk to B. B forwards param, Y and
pk to A, and A outputs (M7,...,M}). When A queries
the signing oracle with h;, 7y, as input, B first extract the
pre-image M;* of h; from my,. Then B forwards (Y, M)
to C and returns the oracle reply to 4. After running n — 1
queries to the signing oracle, .4 outputs n distinct message-
signature pairs (Mj,0; = (sj,7;5)) for j € [1,n] such that
R; = Y(H(mJ G+ X) andr; = f(R;). Then B forwards
(M 07) asa forgery to C, where M has not been queried
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in the srgmng oracle. O

Appendix C.
Formal Security Analysis of PCH

Here, we formally define security properties of our PCH
and the proofs for the theorems given in Section [9]

Definition 6 (Griefing Resistance). A PCH system achieves
griefing resistance if for all PPT senders and receivers, at
any time t, the locked coins of the tumbler is no larger than
the locked coins to be sent to the tumbler.

Before proving Theorem [2, we first recall that in our
PCH construction, the griefing resistance is enforced as fol-
lows: firstly, before the registration phase, the sender S and
the tumbler T updates their BlindChannel to a conditional
payment state, where the payment amount is m committed
in the commitment of the amount C, ;. Then during the reg-
istration protocol, S sends the commitment of the token Cyyiq
and Cymt = com(m) to T. Then, T generates a randomizable
signature & upon Cyiq and Come to S, who forwards (Cj,q,
Clmt, @), which is the randomized version of (Ciid, Camt,

), to the receiver R. Before the puzzle promise protocol, R
and T updates their BlindChannel to a conditional payment
state with payment amount m. Later R shows (Cl,. , Cls,
¢') to T, and generates a token-uniqueness proof to prove

that the token committed in C/ +iq has never been used before.

Proof of Theorem [2] (Sketch). Assume there is an adversary
A that can break the griefing resistance of our PCH system.
It means that A is able to lock more coins of T than those
of S. Then, there are three cases:

1) Before the registration phase, S and T updates their
BlindChannel to a conditional payment state, where
the payment amount is m. But m < m’, where m’ is
committed in C,,;. But in the channel update phase, S
and T have reached agreement that the payment amount
equals to the amount committed in C,,;. This violates
the security of BlindChannel, which guarantees that
the BlindChannel is successfully updated only if both
parties in the channel agree with the update.

S and T have updated their BlindChannel to a con-
ditional payment state, where the payment amount is
m committed in C,;. But after receiving a random-
izable signature & upon Cygg and C,me = com(m),

2)



the adversary (S or R) forges a new randomizable
signature &' upon the new commitment of the token
Cuida = com(tkid’) and the new commitment of the
amount C/.. = com(m’), where m’ > m. This
voilates the unforgeability of andomizable signatures
on randomizable commitments.

In the puzzle promise phase, R shows (C,y, Chne, 0”)
to T, and provides a zero knowledge proof to prove the
token is unique, and the proof passes the verification
of T. But the token is not unique. This violates the
soundness of the zero knowledge proof.

3)

O

Value Privacy Game: Let T chooses two payment val-
ues vy and v; for a payment pair of sender and receiver
(S,R), where the both channels (with T) have sufficient
capacities for both values. Let b € {0,1} be chosen
randomly. Let pay, be the corresponding payment with
payment value v?. In case of successful payment of pays,
A wins the game by guessing the value of b: Pryp :

Pr [b’ =b: b« A b & {0, 1}} .

Definition 7 (Value Privacy). A PCH satisfies value privacy
if for every PPT tumbler T, the probability of winning Value
Privacy Game is Pryp = 1/2 + €, where € is negligible.

Proof of Theorem W (Sketch). In our PCH system, the infor-
mation of the value can either be obtained from Ilfgcs or
IIgc . If there is an adversary A (T) that can win the value
privacy game, i.e., guess the payment value with more than
1/2 probability, it implies that .4 is able to obtain useful
information of the value from Ilggcs or Ilgc , which violates
the blindness of Ilggcs and the security of Ilgc. ]

Relationship Anonymity Game: Let T chooses two can-
didate senders Sy, S; and receivers Ry, R;. Let b € {0,
1} be chosen randomly. If b = 0, then pay; = (S;,R;),
otherwise pay; = (S;,Ry_;) for i« = 0,1. Let M; be the
message(s) that T exchanged (sent and received) with the
corresponding parties for the payment pairs pay; for ¢ = 0,
1. In case of simultaneous successful payments of the pairs
payy and pay;, T wins the game by guessing the value of

b: Prga := Pr {b’ — b TMoM: b & 1, 1}} .

Definition 8 (Relationship Anonymity). A PCH satisfies
relationship anonymity if for every PPT tumbler T, the
probability of winning the Relationship Anonymity Game
is Prra = 1/2 + € where € is negligible in \.

Proof of Theorem |5| (Sketch). Assume there is an adversary
A (T) that can break the relation anonymity and guess the
right payment pairs with probability of 1/2+¢g, where ¢ is
non-negligible. It means the adversary can get information
of the relationship from either BlindChannel or BlindHub.
The only information in BlindChannel can reveal the in-
formation of the relationship is the payment amount. If the
adversary 4 can get information of the payment amount
from BlindChannel, it violates the security of IIgc. Other-
wise, since T can link the parties with the corresponding
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promise/solver sessions trivially, it means the adversary .4
can link the promise-solver sessions with probability of
1/2 + €y, where ¢p is non-negligible. This violates the
blindness of flexible blind conditional signature.

O

Definition 9 (Atomicity). Suppose s and -y, represent the
channels shared by (S, T) and (T, R), respectively. Let pay”
be the payment of (S,R) with payment value v. A PCH
satisfies atomicity if for every PPT sender S, PPT T and
PPT R, for any payment pay® of S and R with any values
v, the following conditions hold:

1) If S pays v coins in s, T pays v coins in ,.

2) If T pays v coins in ., S pays v coins in s.

Proof of Theorem |3| (Sketch). Assume the atomicity of our
PCH system is broken. There are two cases: 1) S pays T v
coins in +,, but R cannot receive any coin from T in .,
2) T pays v coins in v,, but S only pays T v’ coins in s,
where v/ < v. It is noted that since in BlindChannel, the
amount is picked by the unblind party(S/R). Assuming the
unblind party is rational, T can only pay v coins or 0 coins
in ~,.. Below we discuss these two cases separately:

1) S pays T v coins in s, but R cannot receive any coin

from T in ~,: in this case, T is the adversary A. This
means either A is able to generate a valid signature on
a message from the sender that prevents the receiver
from being able to unlock the entire signature on the
message from the T, or R cannot still claim coins
from the channel even if R obtain the full signature
on the message from the T. The former case implies
the unlockability of IIrgcs is broken, and the latter case
implies the insecurity of BlindChannel.
T pays v coins in ,., but S only pays T v’ coins in s,
where v/ < v: then, S and R are both adversaries. This
implies either the unforgeability of IIrgcs is broken, or
the insecurity of BlindChannel scheme.

2)

O

Appendix D.
Construction of Randomizable Signatures on
Randomizable Commitments

D.1. Preliminaries

Bilinear groups. We assume the existence of a proba-
bilistic polynomial-time (p.p.t.) algorithm BGGen that takes
as input an integer A in unary and outputs a description

of an (asymmetric) bilinear group (p,G,GG,G’,Gpe)

consisting of groups (G, +) and (G, +), generated by G
and G, resp., and (Gr, -), all of cardinality a prime number
pe{2*...,2""} and a bilinear map e : G x G — Gr,
such that e(G, G‘) generates G, called pairing.

The decisional Diffie-Hellman assumption for BGGen
states that no p.p.t. adversary .4 can distinguish a triple (dG,
rG, drG) for d,r < Z, from a random triple from G* with
better than negligible advantage.



Below we firstly give the definition of RSoRC and then
give the security definition of RSoRC. Finally, we give a
concrete instantiation of RSoRC.

We first give the definition of randomizable commitment
and randomizable signatures, following the definition of
randomizable ciphertext given in [8]]. It is noted that our
definition of randomizable signatures is slightly different
from the one given in [§]] in the way that we remove the
part of hash the message m and the corresponding proof of
knowledge of m.

Definition 10 (Randomizable Commitment Scheme). Let
Ilcom be a commitment scheme with the following addi-
tional algorithm:

- RndCM(C, ") input commitment C, using the addi-
tional random coins ' € R, output a new commitment
c,
A commitment scheme is called randomizable if for any
param < Setup(1*), message m € M, randomness r € R,
and commitment C = com(m;r), the following distribu-
tions are statistically indistinguishable: Dy = {r’ +s R :
com(m; ')} and D1 = {r’ +s R : RndCM(C; ")}

Definition 11 (Randomizable Signature Scheme). Let
(Setup, KeyGen, Sign, V) be a signature scheme, with the
following algorithm:

- RCRand(pk, m, o3 ') : input message m, signature o,
using the additional randomness v’ € R, outputs a new
signature o.

A signature scheme is called randomizable if for any
param < Setup(1*), message m € M, randomness r € R,
and signatures o = Sign(m;r), the following distribu-
tions are statistically indistinguishable: Dy = {r’ s R :
Sign(m;r’)} and Dy = {7’ <s R : RCRand(pk, m, o;7")}.
We now combine the randomizable signatures and random-
izable commitments:

Definition 12 (Randomizable Signatures on randomizable
commitments). A scheme of randomizable signatures on
randomizable commitments Ilrsorc (Setup, SKeyGen,
RndCM, RCSign, RCRand, RCVerify) with a message space
M, a randomness space R, a commitment space CM, a
signature space STG consists of six algorithms defined as:
pp < Setup(1?) : a PPT algorithm that on input security
parameter 17, outputs public parameters pp.

(skX, pk*) « SKeyGen(pp) : a PPT algorithm that on input
public parameters pp, outputs signing key/verification key
pair (sk, vk).

CM « com(m) : is a PPT algorithm that on input public
parameters pp and a message m, outputs a randomizable
commitment CM.

CM’ < RndCM(CM, ) : a PPT algorithm that on input
a randomization factor v and a commitment CM, outputs a
randomized commitment CM'.

o + RCSigngx (CMy, ...,CM,,) : input a secret key sk and
a set of randomizable commitment CMy, ..., CM,,, output a
signature o.

(CMY,...,CM! ;¢') « RCRand(CMy,...,CM,,,0,7)

L a
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Game CL-HIDgs (M)

pp S Setup(l/\)
CMy,---,CM,, +s A(pp)
CMoy, - -+, CMoy, <35 C My,
pS Rpp,b+s5{0,1}
CM1; := RndCM(CMoy;, ),
b s A(CMyp;, i =1,---,n)

return (b’ ==b)

~N N B WD =

Figure 13. Games for class-hiding

PPT algorithm that on input a randomization factor r, a
set of randomizable commitments CMy, ...,CM,, and a sig-
nature o, outputs randomized commitments CM7, ...,CM/,
and a randomized signature o’.

0/1 «+ RCVerify(pkX, o,CMy,...,CM,,) : a DPT algorithm
that on input public key pk, a set of randomizable com-
mitment CMy, ...,CM,, and a signature o, outputs 1 if the
signature o is valid or 0 otherwise.

We define the equivalence class [CMy,---,CM,] of a
set of commitments CMy,---,CM,, as all randomizations
of CMy,---,CM,, ie., [CM},---,CM!] {(CMy, - -,
CM,,)|3r € R : CM] = RndCM(CM;, 7), Vi € [n]}.

D.2. Correctness and Security Definitions

Correctness of RSoRC requires that the commitment
scheme and the signature scheme are correct.

Definition 13. A RSoRC scheme is correct if for all pp €
PP, for all pairs (skX, pkX) in the range of SKeyGen(pp),
respectively, and all m;,i=1,---,n € My, ry,i=1,---,
n € Rpp and CM;,i=1,---,n € CMpy:

Decom(r, Com(m;,r;)) = m;, and
o = RCSign(skX,CMy, - --,CM,,)

Pr[Verify(pk*,CMy,---,CM,,,0) = 1] = 1.

Note that together with signature-adaptation (Def. be-
low), this implies that adapted signatures verify as well.

Class-Hiding states that given a representative of an
equivalence class, then a random member of that class is
indistinguishable from a random element of the whole space.
We give a stronger definition, which we call fully class-
hiding (analogously to full anonymity).

Definition 14. Let game CL-HID be as defined in Fig.
A RSoRC scheme is fully class-hiding if for all p.p.t.
adversary A, the following function is negligible in \:
|Pr [CL — HID{s,rc(A) = 1]].

Signature-randomizability requires that signatures that
have been randomized are distributed like fresh signatures
on the randomized commitments.

Definition 15. A RSoRC scheme is signature-randomizable
(under malicious keys) if for all pp € PP, all (pkX,CMy,



Game UNFRSoRC( )

1: par < RSoRC.Setup(1*)
2: (skX, pk*) + RSoRC.KeyGen(par)

3: S:=0
4: (CM3,---,CM;, 0™) « ACRSEn (par, pk*)
5: return Verify(CM*{7 < CMy 07N
6 {[CMi.-- CM3]} ¢ S
ORcs.gn(CM1,~ ,CM,,)
1: o < RCSign(sk*,CMy,---,CM,,)
2: S:=SU{[CMy,---,CM,]}

3: return Sign(sk*,CMy,---,CM,)

Figure 14. The unforgeability game for RSoRC.

-, CMy, 0) € V), x CMP, X Sy, that satisfy Verify (pkX,
CMy,---,CM,,,0) = 1 and for all r € R,,, the output of
RCRand(o, ) is uniformly distributed over the set

{Ul € Spp |

RCVerify (ka, RndCM(CMy,7), -, RndCM(CM,,, 1),

Unforgeability. We present our notion of unforgeability,
which is defined w.r.t. equivalence classes. That is, after the
adversary queries a signature for (CM;, CMs), all tuples
(CMy, CM3) with CM7, CM5, € [CMy, CMs] are added to a
set S of signed objects. The adversary’s goal is to produce
a signature on a pair (CM}, CM3) that is not contained in
S.

Definition 16 (EUF-CMA). Let UNF be the game de-
fined in FiglI4 A RSoRC scheme is unforgeable if for all
PPT adversary A the following function is negligible in \:
Pr[UNFRSoRC()‘) 1].

D.3. Construction

Below we give the construction of randomizable signa-
ture on randomizable commitment (RSoRC). Our construc-
tion is almost the same as the generalized scheme in [3](the
generalized case is discussed at the end of the paper), except
that we replace all the encryption keys P; with generators
H;. This is correct, since for a user who does not know
the secret key sk, the encryption public key P = sk - G
is the same as a normal group element. Thus, the security
of our construction directly follows from the security of the
generalized case of their scheme.

Setup(1*): Define M,, = G,CM,, == G,
Ryp = ZpSKy = (2;)" VKp = (C)
and S, = G x G* x G* x G. Return
pp = p,G,G,Hi,i:1,"'7HEG,G,GEG,GT76>
«$ BGGen (1>‘)
KeyGen(pp) : pick zi,i = 1,---,n <$ Zj and set
i—leZ—l ,n. Output (sk = (z;,i = 1,--+,n),
vk = (V;,i=1,- n)

o') =1}
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GenCOM(m, G, H): pick t < Z,,, return CM = mG +tH.

RndCM(CM = mG + tH): pick p <s Z,, return

CM’' = mG +tH + pH.

RCSign(CMg, - - -, CM,,, skX: Given CMy,---,CM,, € G

of class [CM;],i = 0,---,n and secret key skX = (xq,
-, Zn), pick v s Z, output ¢ = (A,V,V,T),

with A = LG + ZOxCM) V = oG,V = oG,

T—E(xoG—i-Zl x; H,

RCRand(CMy, - - CMn,o i, pkX): Given representative

CMo, -+, CM,, € G,0 = (A, V,V,T), scalar u € Zy, and

pkX, pick ¢ - Z and return (CM; = CM; + puH;, 0') with
o (A =L (A+uT), V' =4V, V' =4V, T = IT).
RCVerify(o,CMy,---,CM,,) : Given representative CM,
- CM,, € G,0 = (4,V, V,T), return 1 if the following
conditions hold and 0 otherwise: e(A,V) e(G,
G) [T e(CM;, V) Ae(V, G) = e(G, V) Ae(T, V) = e(G,
Yo)e [[i_ (H;, Yi).
We define the equivalence class [CMy,---,CM,] of a

set of commitment CM;,i = 1,---,n as all randomizations
of (CMy,---,CM,,):

[CMy,---,CM,] := {(CM],---,CM
CM = RndCM(CM;, 1) }.

) |3 € Ry,

Appendix E.
Additional Preliminaries

E.1. Adaptor Signatures

Adaptor signature was firstly introduced as a mean to
exercute smart contracts off-chain by Andrew Poelstra [45].
It is also called “scriptless script”. Essentially, adaptor sig-
nature takes two steps to simulate a contract that authorizes
the completeness of a signature with leakage of a secret
value: firstly, an “incomplete” signature is generated such
that it can only be completed by someone knowing a certain
secret. Later this signature is completed, and the secret
will be revealed. Here we give a more detailed and formal
description of adaptor signatures, following the definitions
and security experiments from [2].

Definition 17 (Adaptor signature scheme). An adaptor sig-
nature scheme, w.r.t. a hard relation R and a signature
scheme Y. = (KeyGen, Sign, Vf) consists of four algorithms
Ery = (PreSign, Adapt, PreVf, Ext) with the following
syntax: PreSign(sk, m,Y) is a PPT algorithm that on input
a secret key sk, message m € {0,1}* and statement Y € Lg
outputs a pre-signature &. PreVf(pk,m,Y,5) is a DPT
algorithm that on input a public key pk, message m € {0,
1}*, statement Y € L and pre-signature & outputs a bit b.
Adapt(d,y) is a DPT algorithm thaton input a pre-signature
& and witness y , outputs a signature o, and Ext(c,5,Y) is
a DPT algorithm that on input a signature o, pre-signature
& and statement Y € Lp, outputs witness y, s.t., (Y,y) € R,
or L.



An adaptor signature scheme Zg s must satisfy pre-
signature correctness stating that for every m € {0,1}*
and every (Y,y) € R, the following holds:

PreVfp(m,Y;6) =1 (sk, pk) + KeyGen (1*)

A X .
LN & < PreSigny (m,Y) _
Pr prk(m/,\cr) =1 o Adaptpk(a ) =1
(K y/) c R = Etik(U O' Y)

Definition 18 (Existential unforgeability). An adaptor sig-
nature scheme Zg 5. is aEUF-CMA secure if for every PPT
adversary A = (A1, As) there exists a negligible function
v such that: Pr LaSigForgeAER_z()\) = 1J < v(A), where
the experiment aSigForge 4 = is defined as follows:

aSigForgeA’ERYZ (N

1: Q:=0

2: (pk,sk) « KeyGen(1")

3: (Y,y) < GenR()\)

4 M AV (pk,Y)
& < PreSign((pk,sk),Y, M™)
o A5 (5,Y)

w

6:

7: a1+ (M* ¢ Q)

8: a2+ Vf(pk,o, M")
9: return (a1 A az)
Os(m)

1: o < Sign(sk, M)
2: Q:=9U{M}

3: returnoc
Ops(m, Y)

1: 0 < PreSign(sk,Y, M)
2: Q:=9QU{M}

3: return o

Figure 15. Experiment aSigForgeA’l—[R .

Definition 19 (Pre-signature Adaptability). An adaptor sig-
nature scheme ZR s, satisfies pre-signature adaptability if
for every message M in the message space, every state-
ment/witness pair (Y,y) € Lgr and for all pre-signature
&, any key pair (pk,sk) « KeyGen(1*) with PreVerify(Y,
pk,6, M) = 1 and o + Adapt((Y,y), pk,5, M), we have
Verify(pk, o, M) = 1.

Definition 20 (Witness Extractability). An adaptor sig-
nature scheme Zg s, is witness extractable if for every
PPT adversary A running the experiment aWitExt =, ..,
PrlaWitExt 4 =, » (A) = 1] < negl(\).

E.2. Blind Signature

Following the definition of [24], we give the formal
security notions as follows:
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aWitExt 4 =, 5 (A)

1: Q=90

(pk, sk) < KeyGen(1™)
(M*,Y) = A% (pk)
& < PreSign(sk,Y, M™)
o+ A9 (5)
y" + Ext(Y,0",5)
a1+ (M™ ¢ Q)
a2+ (Y,y") ¢ Lr
as < Vf(pk,o™, M*) = 1)
10: return (a1 Aaz A as)
Os(m)

1: o <« Sign(sk, M)

2: Q:=QU{M}

3: return o
Ops(m7 Y)

1: & « PreSign(sk,Y, M)
2: Q:=QU{M}

3: return o

[\

N

S O 0 NN N W

Figure 16. Experiment aWitExt 4 17, .-

E.2.1. Security Notions. A blind signature scheme BS
consists of the following algorithms:

o BS.Setup(1*): It takes the security parameter A\ and
returns public parameters param.

o BS.KeyGen(param): It takes the public parameters
param and returns a secret/public key pair (sk, pk).

e (b,0) « (BS.Sign(sk), BS.User(pk,m)): an interactive
protocol is run between the signer with private input a
secret key sk and the user with private input a public

key pk and a message m. The signer outputs b = 1
if the interaction completes successfully and b = 0
otherwise, while the user outputs a signature o if it

ends correctly, and L otherwise.

o BS.Verify(pk, m, o): it takes a public key pk, a message
m, and a signature o, and returns 1 if o is valid on m
under pk and returns 0 otherwise.

For a 2-round protocol the interaction can be realized by the
following algorithms:

(msgy o, statey,o) < BS.Usery(pk, m)

(msgs 1, stateg) < BS.Sign, (sk, msgu.o)
(msgu,1, statey 1) < BS.User; (statey o, msgs,1)
b) < BS.Sign,(stategs, msgy,1)
o BS.USGFQ(StateU’hmsgs’g)

(msgs.2,

E.2.2. One-more Discrete Logarithm Problem. Here we
give a widely-used hardness assumption for blind signature,
which is one-more discrete logarithm problem(OMDL), in

Fig.



Game OMDLZ,,, . ()
(p,G,G) + Setup(1*); S := 0;
fori=1,...,n+1,
Ti <5 Lp; Xi = x;G
ai Vi€ [n+ 1] + A°°(p,G, G, Xy, . ..
return (z; == z},Vi € [n + 1])
Oracle DLo(W)
if i€ Sori¢ [n],return L
S :=SuU{i}
return log(W)

bl X”l+1)

Figure 17. The OMDL problem.

E.3. Randomizable puzzle

Below we give the definition of randomizable puzzzle,
which is introduced in [51].

A randomizable puzzle scheme PRand = (PSetup, PGen,
PSolve, PRand) with a solution space S (and a function ¢
acting on &) consists of four algorithms defined as:

(pp,td) < PSetup(1*) : is a PPT algorithm that on
input security parameter 1*, outputs public parameters pp
and trapdoors td.

¢y < PGen(pp,() : is a PPT algorithm that on input
public parameters pp and a puzzle solution (, outputs a
puzzle c.

¢ := PSolve(td, ¢,) : is a DPT algorithm that on input
a trapdoor td and puzzle c,, outputs a puzzle solution (.

¢, + PRand(cy,pp) : a PPT algorithm that on input a
randomization factor r and a puzzle ¢, outputs a random-
ized puzzle c;,.

A randomizable puzzle (RP) satisfies correctness, se-
curity and privacy properties. Correctness property ensures
that using the trapdoor we can always recover the correct
solution to the puzzle (where a randomized puzzle’s solution
depends on the randomization factor). Security property
ensures that it is infeasible for an adversary that has access
only to the puzzle and the public parameters to obtain the
underlying solution. Privacy property ensures that it is hard
to tell if a puzzle is randomized or not.

E.4. Linear-Only Encryption

The definition of Linear-Only Encryption oracles are
given in Figure
Definition 21 (LOE-Encryption Scheme). Below we give
a definition of linear-only encryption(LOE). The LOE-
Encryption Scheme is defined with respected to a linearly
homomorphic encryption scheme IIf := (KeyGen™, Enc”,
Dec®) over Z, with additional algorithms:

o KeyGen(1*) : Sample (ek”,dk*) < KeyGen*(1*) and
some o < Zy,. Return dk := (dk™, «) as the decryption
key and ek := (ek™,Enc*(ek™,«)) as the encryption
key.
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OGen (’L)
1: ek; +s{0,1}"
2. Either (i, ek;) into table K
3: return ek;
OFn<(ek;, m)
i ¢ +s{0,1}"
:  Either (m, c¢;) into table M;

1
2
3: return cj
OPe(ek;, c)
if (-,c) ¢ M; then return L

1
2: else

3: Look up m corresponding to ¢ in M;
4 return m

OAd(ek;, co, ¢1)

1: Look up (mo, m1) corresponding to co,c1 in table M;
2: ¢+s${0,1}"

3: Enter (mo + ma1,¢) into table M;

4: returnc

Figure 18. Oracles of Linear-Only Encryption

o Enc(ek®,z) Compute ¢ as (Enc*(ek”,z),Enc*(ek",
a - x)), where Enc®(ek™, a - ) is computed homomor-
phically using ek.

o Dec(dk™,c): Parse c as (co,c1) and compute Ty
Dec*(dk*, co) and z1 < Dec*(dk™,c1). If 11 = « - ¢
return xo, else return 1.

E.5. Castagnos-Laguillaumie Encryption Scheme

The Castagnos-Laguillaumie encryption scheme, known
as CL encryption, is the additive homomorphic encryption
with prime order message space, which was raised in 2015
[13]. This scheme works on class group of quadratic imag-
inary field K = Q(v/D) where D < 0 and square-free.
The discriminant of K is Axg = D if D = 1( mod 4) and
Ak = 4D otherwise. Let O be the subring of K and a
free Z-module of rank 2, then O is defined as order. Let
O, be the maximal order of K and f = [Oa, : O] the
finite index of any order O in Oa, . O could be written as
Z + fwigZ where wg = %. By taking f = p as
a prime and Ag = —pq divisible by f where pg = —1(
mod 4), we have A, = p? Ak for order Oa,. Accordingly,
we could pick g, to generate G, = (g,) such that F' = (f)
and G = (f - gq). Finding the discrete logarithm in F' is
easy.

The CL encryption is defined as the algorithm tuple as
(CLSetup, CLKeyGen, CLEncrypt, CLDecrypt, CLEvalScal,
CLEvalSum).

(param) <« CLSetup(1*) generates public parameter
param by security parameter 1.

(sk,pk) < CLKeyGen(param) picks secret key sk in
some space and set pk ggk.



(C1,C3) + CLEncrypt(param, pk,m) picks random-
ness p firstly and computes Cy < f™pk” and Cy < gf.

(m) « CLDecrypt(param,sk, Cy,Cy) computes M «+
Cy/ C;k and returns the discrete logarithm of M.

(C1,C3) <« CLEvalScal(param,Cy,Co,s) scalar the
encrypted message by s with Ci + C7 and Cy Cs.

(C1,Cs) <« CLEvalSum(param, Cy,Cy, C}, Ch) com-
putes the ciphertext of the sum of the two corresponding
messages by Cy < C1C] and Cy + CyC)

Appendix F.
Flexible Blind Conditional Signature

Here we give a complete formal definitions and security
properties of flexible blind comditional signature(FBCS).
We first repeat the definition of FBCS, given in Section
8]

Definition 22 (Flexible Blind Conditional Signature). A
blind conditional signature Ilpgcs (Setup, Promise,
Solver, Open) is defined with respect to a signature scheme
Ips := (KGen, Sign, Vf), Tlrsorc := (KGen, Sign, Vf) and
consists of the following efficient algorithms.

o (eks,dky) < Setup(1*): The setup algorithm takes as

input the security parameter 1* and outputs a key pair
(ekt, dkt)

T (dk , sk, skX, com(m )
o (L{r,1}) « Promise< o 5 ()
R (ekta pkf ) kaa mTR)
The puzzle promise algorithm is an interactive protocol
between two users T (Tumbler) (with inputs the
decryption key dkq, the siéning key of the underlying
digital signature scheme sk;’, the signing key of RSoRC
scheme sk, and a message mtr) and R (Receiver) (with
inputs the encryption key ek, the verification key of the
underlying digital signature scheme pktE, the verification
key of RSoRC scheme pk* and a message mtr) and
returns | to T and either a puzzle T or 1 to R.
° ({(U*,s)7j,},{a*,4L})

S (skE, ek;, pkX, msT, T)

Solver

<1r (dkh pkZ, ka7com(m5T))
solving algorithm is an interactive protocol between
two users S (Sender) (with inputs the signing key of the
underlying digital signature scheme sk?, the encryption
key ek;, the verification key of RSoRC scheme pkX, a
message mst, and a puzzle T) and T (Tumbler) (with
inputs the decryption key dky, the verification key of the
underlying digital signature scheme pkf, the signing key
skX of Tlrserc and a message mst) and returns to both
users either a signature c* (S additionally receives a
secret s) or L.

e {0, L} < Open(r,s): The open algorithm takes as input
a puzzle T and a secret s and returns a signature o or L.

%

>: The puzzle

The security of FBCS is defined as Correctness, Blind-
ness, Unlockablity, and Unforgeability, which are defined
below.

)
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Definition 23 (Correctness). A Flexible Blind Condi-
tional Signature llggcs is correct if for all A €
N, all (ek,dk;) in the support of Tlgnc.Setup(1?),
all (pkX,skX) in the support of Tlgsorc-Setup(1?t),
all (pk}”,ski), (pkZ,sk”) and pk>,sk> in the sup-
port of Tlps.KGen(1"), and all messages (mTr,msT),

it holds that Pr [Vf(pktz,mTR,Open(T,s)) = 1} =1

Pr [Vf(pkf,mST,a*) = 1} =1, where
T (dkt, sk, sk, com(mTR))
and
S (Sk§7 ekt7 ka7 mst, T)

R (ekt> pktE7 ka7 mTR)
T (dkt, pkf, skX, com(mST)>

)

o T Promise<

o ((0%,8),0%) + Solver< >

Blindness essentially states that the tumbler cannot link
two promise/solve sessions together. It is noted that there
are some differences between our blindness game and the
one defined in [25]]: firstly, the message held by the tumbler
is the commitment of the message(transaction) generated
by the user. Secondly, in the blindness experiment given in
[25]], the messages are output by the adversary .4, while in
our blindness experiment, the messages are sampled in the
message space M. The reason for this is that in BlindHub,
the amount is allowed to be variable. If it is the tumbler to
pick the message(transaction), it is easy for the tumbler to
break the blindness by picking transactions with different
payment amounts. Although the messages are chosen by
the experiment, the keys are still picked by the tumbler, and
thus we can still provide anonymity even when the tumbler
is malicious and picks its keys adversarially to try to link a
sender/receiver pair.

Definition 24 (Blindness). A Flexible Blind Conditional
Signature llggcs is blind if there exists a negligible function
negl(\) such that for all A € N and all PPT adversaries

A, the following holds: Pr [ExpBIndA (\) = 1} <ly

Tleges

negl(A), where ExpBInd is defined in Figure

Unlockability requires that it is hard for Tumbler to
generate a valid signature on a message from the sender
that prevents the receiver from being able to unlock the
entire signature in the accompanying promise session. In
the unlockability game, we only focus on the security issue
and ignore the privacy, so we allow that adversary(tumbler)
to choose even the messages used in the game.

Definition 25 (Unlockability). A Flexible Blind Con-
ditional Signature llggcs is unlockable if there exists
a negligible function negl(\) such that for all N €
N and all PPT adversaries A, the following holds:

PrLEprnlockﬁFBcs()\) = 1} < negl(\), where ExpUnlock
is defined in Figure 20]

To define unforgeability, we first define two sets: Stgr
and Sst. Str contains the amounts sent from the tumbler
to the receiver in the puzzle promise phase. Sst contains the
amounts sent from the sender to the tumbler in the puzzle



ExpBind{i. . (\)

(mTR,i, mst,;) s M,i=0,1
(eke, pkX, pki g, pky 1) + A(1Y)
(pkZ,, sk ;) « TIps.KGen(1*),i = 0,1
fori=0,1:7 <
Promise <A(Pk§0, pkil, com(mrr.:)), R(eke, pkX, Pkfi) mTR"i)>
b+ {0,1}
fori = 0,1+ (07,5:)
Solver <S (sksz,n eky, pkX, msT 5, Ti@b) A (com(msT,i))>
if (g =L)V(ei=L) V(@=L V(n=.1)
oo:=o01:=1
else
fort=0,1:0igp Open(n@l” Si)
b < A(0o,01)
return (b= b’)

Figure 19. Blindness experiment

ExpUnlockif _ ()

(eke, pkf7 pk*, mTr, msT) .A(l/\)
(pkZ, sk%) « IIps.KGen(1™)
T <+ Promise <.A(pk§)7 R(eke, pk;’, pkX, mTR)>

if r=_1:
(6,10) + A, bo := (VF(pk’,5,1m) = 1)

ifr# L
(o™, s) + Solver <S (sksz, eke, ka,mST,T) ,A>
(6,m) «+ A

by = (Vf(pk>,6,1m) = 1) A (1h # msT)

by := (VE(pk?, o™, mst) = 1)

bs := (Vf(pk; ,mst, Open(7,s)) # 1)
return bo V b1 V (b2 A b3)

Figure 20. Unlockability experiment

solver phase. Besides, we define m®™ as a transaction m
with a payment amount amt. Then we define unforgeability
as follows:

Unforgeability requires that sender and receiver could
neither produce more than ¢ — 1 signatures of the tumbler
after successfully querying the solving oracle for ¢ — 1
times, nor Sst ¢ Str. The former requirement is the
same as the definition of unforgeability of BCS [25]], while
the latter requirement ensures the set of the amounts sent
by S to T should be the subset of amounts sent by T
to R. This latter requirement captures the fact that in the
variable-amount PCH, the sender may cheat by sending to
T an amount which does not match the puzzle. These two
requirements implicitly requires that the sender and receiver
could not steal the tumbler’s coins. The winning requirement
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bo encapsulates the situation in which an adversary forges a
signature of the tumbler on a message that has never been
used in a promise oracle query. The remaining conditions
b1,b2,bs and by capture following scenarios: 1) adversary
outputs ¢ valid distinct key-message-signature tuples but
has only queried ¢ — 1 times for the solutions, 2) the set
of the amounts sent from the S to T should be a subset
of the amounts sent from the T to R. It is noted that
not only the first winning conditions(by) and the remaining
conditions(by, by, b3, by) are incomparable, but also b3, by are
incomparable: a successful attack under by does not imply a
successful attack under b1, bo, b3 /bs(and vice versa), and a
successful attack under by, b, b3 does not imply a successful
attack under by, b, by either(and vice versa). This is indeed
correct: in the condition by, the attacker comes up with a
fresh signature that is not the completion of any promise
interaction, while in the other conditions, the attacker only
manages to query the solving oracle in unexpected ways.
In the condition b3, the attacker tries to queries the solving
oracle less than required, whereas in the condition b4, the
attacker uses different set of amounts from the ones used in
the puzzle promise phase.

Definition 26 (Unforgeability). A Flexible Blind Con-
ditional Signature Ilpgcs is unforgeable if there exists
a negligible function negl(\) such that for all X €
N and all PPT adversaries A, the following holds:

PrLEprnforgéFBCS()\) = 1} < negl(X), where ExpUnforg
is defined in Figure
The security of FBCS is defined as follows:

Definition 27 (Security). A Flexible Blind Conditional
Signature Tlggcs is secure if it is blind, unlockable, and
unforgeable.

Theorem 7. Let 11 be an LOE scheme, 1las is a secure
adaptor signature scheme, llgas is a secure blind adaptor
signature scheme, Ilrsorc is a secure signature on random-
izable commitments scheme, 1lyzk is a sound proof system.
Assuming the hardness of OMDL, the BlindHub protocol is
a secure blind conditional signature scheme.

The proof for Theorem [7] can be found in Appendix

Appendix G.
Security Analysis of BlindHub

G.1. OM-CCA-BlindHub

In this section we present our security results. Before
proving our main theorem, we define a property which is
going to be useful for our analysis.

Definition 28 (OM-CCA-BlindHub). An encryption
scheme 1lg is one-more CCA-BlindHub-secure (OM-CCA-
BlindHub) if there exists a negligible function negl(\) such



ExpU nforg“ﬁlFBCS N

OM-CCA-BlindHuby;_,

L:=0,T:=0U:=0M:=0Q:=0
(eke, dk;) < Setup(1*)
(Pk*, skX) +— ITrsorc.KGen(1*)
{(pktz,i’ mgamti]v 0i) bvielq < AOPP(‘)’OPS(')(ekt, pkX)
bo := 3i € [q] s.t. (pky ;) € LA (pkfﬂmga"“i]) ¢Lr
AVE(pKZ,, mP™ o) = 1
) € £ AVF(pk;, m™)

7

[amti] Uz‘) -1

(pkr s, mP™ ) o) # (pkZ;, mE ™ o))

by = Vi € [q], (pk;, m

b2 : /\
i,5€lql,i#]

by :=(Q<qg—1)

by := (T ¢ {amtl, BRI amtq})

return b V (b1 A bz A (bs V by))

OPP(mE™™ C )

(pk;, ski’) « IIgas.KGen(1)
L= LU{(pky,mip ™)}

(.Y, Came, +) < Promise(T(dk, sk;, sk*, m{p"™

), A(pk;))

amtST])

OPS(pkZ, Y, ¢}, 5, Clpny, LY

Y

0" + Solver(A, T(dks, sk*, pk>, m2rstly)
if 0" # 1L then Q:=Q+ 1,7 := T U{amtst},
U:=UU{(amts,Y’, ¢}, Come, 6')}

Figure 21. Unforgeability experiment

that for all A € N, all polynomials ¢ = q()\), and all PPT
adversaries A, the following holds:

Pr[OM-CCA-BlindHubf}_ ,(\) = 1] < negl()),
where OM-CCA-BlindHub is defined in Figure

The following technical lemma shows that an LOE
scheme satisfies this property, assuming the hardness of the
OMDL problem.

Lemma 1. Let IIg be an LOE scheme. Assuming the hard-
ness of OMDL, 1lg is OM-CCA-BlindHub secure.

Proof. We proof by reduction. Let A be a PPT adver-
sary that can win the OM-CCA-BlindHub game with non-
negligible advantage. We construct another adversary B that
uses A to break the security of OMDL.

Firstly, B is given (Y1, -, Yy1) = (%, -+, g%+) by
the OMDL game. Then, it samples g + 1 uniform A— bit
strings (c;, 1, +, ¢, 441), Which are identically distributed
to outputs of O, It enters (Xl, C;,l) ey (XqH, c;q_‘_l)
into a table M, where the X, are random variables. Af-
terwards, B samples a random group elements as a com-
mitment of the amount C,,.. Then it signs the Y; and
Camt : 0; < RCSign(Y;, Camt), Vi € [g + 1]. Now it sends
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Q:=0

(ek, dk) < ITe.KGen(1)

(pk*, k) <= TTrsorc.KGen (1)

Yy Yg+l <—${0,1}A,Yi —g¥ii=1,---,q+1

Camt  O"M 5.« RCSign(skX, Came, Vi), i =1,---,q+ 1
cy,i + Ig.Enc(ek, y;)

(ylh cee 7y;+1) —

ACHTIE ans Mssorc (ek, K, (Cy.i, 9" Came, 1), Vi € [q + 1))
ify; =y Viel,...,q+1AQ < q then return 1

else return 0

OBIindHub

b X ~ ~
dk,ITg,TTgas, ITRsoRC (pks ,Pk*,m,5,Y, Cy, Camts U)

check if

vk € Supp(ITgas.KGen(1*)) A RCVerify(pkX, Y, Came, 6) = 1 :
y < e.Dec(dk, ¢y)

if Tlgas.PreVf(pk>, m,Y,6) =1Ag' =Y
Q:=Q+1
return o’ < Igas.Adapt(s,y)

else return L

Figure 22. OM-CCA-BlindHub game

(Cz,lu Y17 Can'lt7 61)7 Y (c;q+17 }/:1+17 Camh &q+1) to A For
A’s oracle queries to the encryption scheme oracles (%",
OFne OPec OAdd) " 3 just forwards them to the oracle and
returns the oracle replies unchanged, but records them in

M. When A makes some query (pk?i7 pkX,m;,05,Y/, ¢y,

Camt,i, 0;), B first check that if pky’ is in the support if

Igas.KGen(1*) and if the signature &; on Y; and Cypme; is

valid. After this, there are the following four cases:

D If ¢y, = ¢, and Y/ = Y} for some j, it checks
PreVf(pk; ;, mi, Y/, 6;) = 1 ARCVerify(pk*, Y7, Came,

;) = 1. If not, return L. Otherwise, it queries

the discrete log oracle on Y, to get y; and returns

HBAS.Adapt(&i,yi) to A.

2) if ¢y = c; ; but Y/ # Y*: return L.

3) if (-,cy;) & M: return L.

4) Otherwise, let p; be the plaintext entry corresponding
to ¢y; in M. Since we are in the linear-only encryp-
tion(LOE) model, p; must be a polynomial in Xy, -,
Xg+1 with deg(p;) < 1.

a) if deg(p;) = 0, which means p; is just a constant
value z;. In this case, BB uses x; to run the normal
OBlindHub and sends its output to A.

b) if deg(pz) 1, define Pi oo + Olle +
ot X B Y] = g T[]V = gPi and

Prer(pkEi,mi, Y/, 6;) = 1, B queries the discrete

log oracle on Y; and uses the oracle replies to adapt

6; and sends the full signature to 4. Otherwise,

returns L to A.



Finally, if A outputs (y1,---,Yyg+1), B returns them as
the answers in the OMDL game. Since .4 wins with non-
negligible probability, 5 wins the OMDL game with non-
negligible probability. The theorem follows. O

G.2. Proof of Theorem

Lemma 2 (Blindness). Assuming Ilnzk is sound, 1lz
achieves class hiding, llcom is randomizable, the BlindHub
scheme achieves blindness in the LOE model.

Proof. Fix any two Promise executions, we now show, via
a series of hybrid experiments, that the cases of b = 0 and
b = 1 are computationally close.

Hybrid Hg : Run ExpBInd with b = 0.

Hybrid #; : the same as #, except in both runs of Solver,
" + RCSign(sk*, Y CI .)

Hybrid H : the same as H; except in both runs of Solver,
sample y <5 Zg, and set Y < g¥ and c + Tgnc(eke, v),
" < RCSign(skX,Y"” CI )

Hybrid Hs3 : the same as Ho except that in both runs of
Solver, sample 7ame <$ Z,, compute C/ . < com(amt,
ramt)v&// < RCSlgn( kX Y/I C;/mt)

Hybrid H4 : Compute c” Y” honestly using 7; in the first
run of Solver and 7, in the second run of Solver.

Hybrid Hs : Compute CJ . honestly using 7y in the first
run of Solver and 7y in the second run of Solver.

Hybrid Hg : Compute 6" honestly using 71 in the first run
of Solver and 7 in the second run of Solver.

Hybrid H7 : Run ExpBInd with b = 1.

amt

Claim 1. For all PPT adversaries A,
EXECHmA ~ EXEC"HLA

Proof. The difference between Hy and H; is that in
‘Hi, rather than computing &” by (¢”,Y",Cl.) +«
RCRand(pk*,Y”’ C., ., «) for some randomness a, we first
randomize Y’ 7C’mt using the randomness «, than com-
pute 6”7 <« RCSign(skX,Y”’,C,..). The secret key sk*
is obtained by extracting the witness from the NIZK
proof given by the tumbler: g <« Pnizx{(sk*, pk¥)| €
Supp(ITrsorc-KGen(1*))}. Then the indistinguishability of
Ho and H; follows from the class hiding property of

O

IIrsorc-
Claim 2. For all PPT adversaries A,
EXECy, 4 = EXECyy, 4

Proof. Y are g raised to a uniform element and ¢ is an
encryption of the same uniform element in both experlments
conditioned on the ciphertext provided by the Hub being
well-formed. Thus, any distinguishing advantage necessarily
corresponds to a violation of the soundness property of
IInizk- It follows that the executions are statistically indis-
tinguishable. O
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Claim 3. For all PPT adversaries A,
EXECy, 4 =~ EXECy,, 4

Proof. Since we sample r,,¢ uniformly, due to the homo-
morphic property of Ilcom, the indistinguishability holds
unconditionally. O

Claim 4. For all PPT adversaries A,
EXECy, 4 = EXECy, 4
Proof. This holds by the same logic as Claim [2]
Claim 5. For all PPT adversaries A,
EXECy, 4 =~ EXECy; 4
Proof. This holds by the same logic as Claim [3]
Claim 6. For all PPT adversaries A,
EXECy, 4 =~ EXECy,, 4
Proof. This holds by the same logic as Claim [T}
Claim 7. For all PPT adversaries A,
EXECy,,4 = EXECyy, 4

Proof. The change is only syntactical and the executions are
identical. O

Hence, the cases of b = 0 and b = 1 are computationally
indistinguishable. O

Lemma 3 (Unlockability). Assuming that Ilas and llgas
are witness extractable, pre-signature adaptable, and un-
forgeable, the BlindHub scheme is unlockable.

Proof. the same logic as that in [25]. O

Lemma 4 (Unforgeability). Assuming the hardness of
OMDL and that Tlas is witness extractable and unforgeable,
the BlindHub scheme is unforgeable in the LOE model.

Proof. We give a series of hybrid experiments, show they
are indistinguishable, and prove by reduction to OM-CCA-
BlindHub that no adversary exists with non-negligible ad-
vantage against the final hybrid.

Hybrid #, : This is the normal game ExpUnforg.

Hybrid H; : the same as Hy except that all NIZK proofs
are simulated using IIyjzk.Sim.

Hybrid Hs : the same as H; except that if 3i € [g] such that

Vf(pkm, m;,0;) = 1 and (pkm, -) € Lbut (pkm,mi) ¢ L,
return 0.

Hybrid H3 : the same as Hy except that if 3i € [g] such
that Vf(pk;;, m;, 0;) = 1 and g&t(9%) £V, return 0.
Hybrid H, : the same as 3 except that if 7 ¢ {amty,-- -,
amt, }, return 0. O

Claim 8. For all PPT adversaries A,
EXECy, 4 ~ EXECy, 4



Proof. This follows directly from zero-knowledge of IIyjzk.

Claim 9. For all PPT adversaries A,
EXECy, 4 =~ EXECy,, 4

Proof. The hybrids differ only in the case where the attacker
returns a valid signature on a message that was not part of
the transcript. By the unforgeability of the adaptor signature,

this happens only with negligible probability. O
Claim 10. For all PPT adversaries A,

EXECy, 4 =~ EXECy,, 4
Proof. suppose the distinguishing advantage is non-

negligible. Then there exists an adversary that can output
tuples (pkzi,mi,oi) such that Vf(pkfi,mi,ai) = 1 and
gBt(@i:75) L Y, with non-negligible probability. Then we
can give a reduction to the witness-extractability of Ilas.
The proof for this is similar to the one given in claim 6,
lemma C.3 in [25], and we omit it here. O

Claim 11. For all PPT adversaries A,
EXECy,, 4 =~ EXECy, 4

Proof. Suppose there exists an adversary A with non-
negligible success probability in Hs. We can construct an
adversary B that uses A to break the unforgeability of the
RSoRC scheme. B is constructed as follows: at the begin-
ning, given pk* from the RSoRC challenger C, B set it be the
RSoRC signing key and forwards it to .A. When A queries
the puzzle promise oracle OPP, B computes everything
the same as the protocol, except following: 1) rather than
computing RSoRC signature by itself, 5 computes RSoRC
signature by forwards commitment of amount C,n: and
adaptor statement Y to the signing oracle of RSoRC and
sends the oracle replies & to .A. 2)5 records (y, Y, amt, Comt,
&) in the list ). Finally, A terminates and outputs { (pktz,i7
mgamti],oi)}\ﬁe[q] which satisfy conditions by, by, by. Since
L ¢ {amty,---,amt,}, B is able to figure out the difference
between £ and {amty,---,amty}: 7 = {amtst1, - -,
amtst o} — {amtst 1, -+, amtst o} N {amty, -, amt,}.
If Jamtst;+ € S~ such that amtst;+ ¢ {amty,---,
amtg}, then Y'*, CJr ., 6", which satisfies (amtst ;+, Y™,
L Ch ™) € U, is a valid forgery. If Vamt € S~1
amt € {amty,---,amt,}, B returns (Y** Cl% &%) as
a forgery, where (Y'** Cl* &"**) satisfies the following
requirements: 1)Jamti: € St ¢,/**, s.t., (amtés, Y/**,
C';/**a C;Tm:) &/**) € Z/{, 2) El(ya Y7 amta Camt7 5-) € ya s.t.,
amt = amtgy, (Chr, Y™, 6"**) = RCRand(Come, Y, 7, @),
where o = y**/y and y** is the solution of cj"".

O

Now we give a reduction from hybrid H4 to OM-CCA-
BlindHub.

Suppose there exists an adversary .4 with non-negligible
success probability in H4. We give a reduction that uses
A to win the OM-CCA-BlindHub game. The reduction

28

is given (cy.1,9Y),...,(cyq+1,9%e+"). It generates (ek,
dk) <+ Mg KGen(17), (pkX,skX) < TIrsorc-KGen(1?*)
and (pk;,sk;’) < KGen(1*) as in H3 and starts A on
input ek. For the promise oracle OPP queries, the re-
duction follows the same steps as Hs except it uses a
group element g¥(given by the challenger in the OM-CCA-
BlindHub game) as adaptor statement each time to generate
a pre-signature. When A queries solver oracle OPS, the
reduction computes the completed signature Ots as the output
of OBlindHub ryp on A’s outputs (pk;, mst, o, ey Y, Camt,
7). Note that since A makes at most ¢ non-_L queries to
OPS, the reduction also makes at most ¢ non-_L queries to
OBlindHub " a5 the oracles return L in exactly the same cases.

Once A returns g + 1 tuples (pkfi,mi,ai), , the re-
duction computes y; < HBAS.Ext(pkEi,mi,6i,oj,Yi),W,
j € [qg + 1] until it has ¢ + 1 non-_L values y; and outputs
those values. By the definition of Hj3, we have gV Y;
Vi € [q + 1]. By assumption, the reduction wins the OM-
CCA-BlindHub game with non-negligible probability. This
violates OM-CCA-BlindHub-security of IIg,.. The theorem
follows.

Appendix H.
Instantiation of BlindChannel based on Bitcoin

In this section, we show how to realize BlindChannel
for Bitcoin. Recall that in the BlindChannel model (de-
scribed in Section [5), when the unblind party updates the
channel with the blind party, the splitt transaction (TXsp),
the adaptor execution delivery transaction (TXgp) and the
timeout transaction (TXtg) should be hidden from the blind
party, otherwise the amounts on the transactions will be
revealed. However, the unblind party requires the signature
on the transaction from the blind party. To convince blind
party that the unblind party is honest, the unblind party
should prove the correctness of the hidden transaction before
the blind party blindly signing the protocol. Recall that in
ECDSA signature, the signing algorithm used in Bitcoin,
the message to be signed is hashed by a cryptographic hash
function. It means that the unblind party needs to prove
knowledge of pre-image of a hash value used in the signing
algorithm. But for different transactions (TXsp/TX1o/TXaep)s
the corresponding proofs are different. Below we present
details of the proof for each transaction.

H.1. Relations for Zero Knowledge Proof

Before we dive into the details, we first recall some back-
ground knowledge of blockchain transactions. According to
[2], a transaction tx can be formally defined as a tuple of
the form (txid, In, Out, Witness), where txid € {0, 1}* is the
unique identifier of tx and is calculated as txid := H(tx),
where H is a hash function and [tx] is the body of the
transaction defined as [tx] (In,Out); In ((tidy,
indy), ..., (tid,,ind,)) is a vector of strings identifying
all transaction inputs, where tid is the transaction id of
previous transactions and ind is the output index of them;



Out = (6y,...,0,) is a vector of new outputs, where each
output has two attributes: the value cash € Z* representing
the amount of coins and the function ¢ : {0,1}* — {0,1}
defining the spending condition; Witness € {0, 1}* contains
the witness to spend the transaction inputs. The signature
hash of a transaction can be formalized as h, := Hqg(tx),
where Hg;, is the cryptographic hash function mapping the
transaction to a hash value used in the signing algorithm.

For the ease of presentation, we use the notation in Fig.[]
and Fig.

1) TXgp: We parse TXgp as (txid, In = (tidrxy,0), Out =
(01 = (xlvpk/U)792 = (anapkB)a93 = (Z‘?,,(pk[],
pkg))), Witness). In can be revealed because TXcy can
be accessed by both parties. But amounts in Out should
be hidden and set as relation witness. All data in TXgp
could be revealed and become public inputs except
amounts and pkj;.

TXagp: We parse TXpgp as (txid, In = (tidryg,,0), Out =
(0 = (x3,9)), Witness). tidry,, in the TX,gp can not be
revealed, x3 in Out should be hidden and set as the
relation witness, otherwise the payment amount will be
leaked by brute-force. The correctness of tidryx,, relies
on the garbled circuit internal wires. We could compute
the TXgp.txid in the garbled circuit and fill up tidrx,
and let the circuit output hagp.

TXro: We parse TXrg as (txid,In = (tidrx,,0), Out =
(0 = (z3,¢)), Witness). The TXrg works indeed the
same as TX,gp except it contains a relative timelock,
which ensures TX,gp cannot be invalidated immediately.
Besides, the timelock needs to be a public input.

2)

3)

We merge all the three ZKGC relations into one as
the following. We remark that it’s essential to prevent
overflow of > TXgp.Out;.cash when checking the balance
since all the amounts are denoted in 64-bit unsigned
number. Otherwise, unblind party could cheat by setting
> TXgp.Out;.cash = (1 << 63) + TXcy.Out.cash.

Ran =

TXgp.txid,
TXgp.Outy.cash,
TXsp.Outs.cash,

¢ holds.
TXgp.Outs.cash,

A Cy = com(TXgp.Outy.cash)

TXgp.Out;.
SP 1, 14 A Co = com(TXgp.Outs.cash)
TXAED.In.tzd, /\C (TX O t h)
= com .Outs.cas
TXagp.Out;.cash amt sp 3
TXTU.ln.tid,

TX7g.Out;.cash

where the condition § is defined as
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TXgp.In.tid = TXey.txid

A ZTXSP.Outi.cash = TXcy.Out.cash
A hg = Hsig(TXSp)

A TXpgp.In.tid = TXgp.txid

A TXagp.Outy.cash = TXgp.Outs.cash
A haep = Hsig(TXazp)

A TXrp.In.tid = TXgp.txid

A TX1p.Out;.cash = TXgp.Outs.cash

A hto = Hsig(TXTD)

H.2. Transaction digest algorithm

According to BIP—014ﬂ the transaction digest algo-
rithm is defined as Double SHA256 of the serialization of:
1) nVersion of the transaction (4-byte little endian)
2) hashPrevouts (32-byte hash)
3) hashSequence (32-byte hash)
4) outpoint (32-byte hash + 4-byte little endian)
5) scriptCode of the input (serialized as scripts inside
CTxOuts)
6) value of the output spent by this input (8-byte little
endian)
7) nSequence of the input (4-byte little endian)
8) hashOutputs (32-byte hash)
9) nLocktime of the transaction (4-byte little endian)
10) sighash type of the signature (4-byte little endian)
From the above we see that our task is to prove the
knowledge of pre-image of hash values output from multiple
layers of hash functions. To perform such a zero knowledge
proof, we use garbled circuits based zero knowledge proof,
specifically the technique introduced in [43]].

H.3. Garbled-Circuits
Proof

Based Zero Knowledge

Before we give our GCZK protocol, we first give some
priliminaries of garbled circuits and committed oblivious
transfer. We follow the definitions of garbled circuits and
committed oblivious transfer from [43]].

H.3.1. Garbled Circuits.

Definition 29 (Garbled Circuits). A garbled circuit scheme
is a triple GC of ppt algorithms GC = (Garble, Eval, Verify)

where: ‘ ‘ ‘
e Garble(1,f) = (GC L, L i, (%0,
Z{Z)}ie[n]) on input \ and the description of a
Sfunction f : {0,1}™ — {0,1}"™, outputs a garbled

circuit, a set of m input label pairs and a set of n
output label {3 irs. _

o Eval(GC,{L )}16 — {Z(Z)}ie[n] on input a gar-
bled circuit and a set of input labels, outputs a set of
output labels.

11. https://github.com/bitcoin/bips/blob/master/bip-0143.mediawiki



o Verify(GC, {LY, LY icim {287, 27 Yicr)) — {0,
1} on input a garbled circuit, a function and a set
of input label pairs and a set of output label pairs,
outputs a bit (1 for acceptance and 0 for rejection).

We say a garbled circuit scheme is correct
if for all polynomial-size in A functions f : {0,
1}™ — {0,1}™ and all x € {0,1}™, for y = f(x),
the following probability is overwhelming in A,

(GC, {L(()Z)v ng) }ie[m]7 {Z(()Z>» Z{’L)}ie[n]) ]
Pr — Garble(l*, f), {Z(i)}ie[n] — Eval(GC, {L(Z'Zi)}ié[m]) :

20 = z{Ivi e [n]
We say a garbled circuit scheme has authenticity if for
all polynomial-size in A functions f : {0,1}™ — {0,1}"
and all x € {0,1}™, for y = f(x), and for all ppt
adversaries A, the following probability is negligible in A,
(GC ALY, L Yiepm {257, 2 i)
— Garble(1%, f), (Z*,i*) + A(f,®, GC, {L Y icm) :
75 =20
We say a garBled circuit scheme is verifiable if for all
polynomial-size in A functions f : {0,1}™ — {0,1}"
and all x € {0,1}™, for y = f(x), and for all ppt
adversaries A, the following probability is negligible in A,

(GC7 {L(()i)ergl)}ie[m]v {Z(()Z)7 Zil)}i-_e[n]) A 'A(lmv f)

{ZD}epny  Eval(GC, {L) Y ie ) :
Verify(GC, £, {LY", L }iepm), {1257, 2 Yierm) = 1
AZi € [n], ZD # z§)

Pr

H.3.2. Committing oblivious transfer. Below we describe
the ideal functionality associated to committing oblivious
transfer Fcot. We assume a fixed n € N :

1) Choose: on input (choose, {b;} ie[n}) from the receiver,
where b; € {0,1},Vi € [n], inform receiver that a
choice was received. ‘ ‘

2) Transfer: on input (transfer, {m((f),mgl)} : ]) from

i€[n

to the receiver.

the sender, send messages {méz)}
i J e

3) Open: on input (open-all) from the sender, reveal all

@ @

my’, My to the receiver and halt.

i1€[n]

We propose the overall GCZK protocol in Fig. The
protocol is roughly the same as the one in [43]], except that
we finally generate 3 different commitments respectively
for 3 different cashs in TXgp.Out. We give the definitions
of circuit public input Publn and circuit functionality f as
below, in which we use “ — 7 to denote set difference, i.e.
A— B ={z|zr € ANz ¢ B}. We remark that although the
circuit functionality contains no TXgp.txid as input, this value
could be computed from TXgp.In and TXgp.Out. Accordingly,
TXagp-In.ted and TXrg.In.tid could be filled internally using
the inner-computed value, the circuit is able to successfully
compute the signature hash for both transactions. We also
note that the changes of the GCZK does not affect the
security of our protocol, thus the security of our protocol is
also guaranteed by the proof given in [43]. We refer readers
to [43]] for the proof.

pairs
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TXgp.txid
TXcy.Outg.cash TXgp.Outq.cash
TXgp TXgp.Outs.cash
TXarp TXgp.Outs.cash

Publn = { TXrg — ¢ TXgp.Outy.@

hs TXpep.In.tid
haeD TXamp.Outy.cash
hto TX1g.In.tid

TX1g.Outy.cash

, if &’ holds.
, otherwise.

(Tnla ma, m3)

JPubIn(m1, ma, ms, pky) = {O

where condition ¢’ is defined as

0 holds when setting
TXgp.Outy.cash := m;
TXgp.Outs.cash := m»
8" = { TXgp.Outs.cash := mj3
TXgp.Outy. = pkys
TXpgp.In.tid := H(TXsp)
TXpo.In.tid := H(TXsp)

Appendix .
Complementary to BlindChannel Protocol

Figure [24] describes the process to update a BlindChan-
nel when the unblind party is payee.

Appendix J.
UC Model of BlindChannel

J.1. Universal Composability Framework

To capture the concurrent executions, we employ the
Universal Composability (UC) framework with gloable
setup [[10] to model the security and privacy of BlindChan-
nel. Let P = {P,...,P,} be the set of Turing machine
that are executing the protocol. We assume that all the
participated Turing machines are under static corruptions,
which are fully controlled by the adversary A for the entire
protocol execution. In order to capture the execution rounds,
we also assume synchronous communication among partic-
ipants and authenticated communication channels between
users with guaranteed delivery.

Let E be the environment including everything outside
the execution of the protocol. We denote II a real protocol
and A an adversary, EXECy; 4,¢ be the execution of II by
A. We also denote F the ideal functionality, S the simulator,
and EXECr s ¢ the distribution ensemble of the execution
of F by &. We then give the definition of Universal Com-
posability in Definition



Prover(mi, ma, ms, pky/; comy, coma, coms, fpubin)

Verifier(com1, coma, coms, fPublIn)

s = (m17m2’m3apkU)

Feot(choose,{si}iciza+s)

Garble(lk, fPubIn) —

{28 }iei30)  Eval(GC, {L" " }ici304))

GC, .FCOT(transfer,{Lg?}ie[3a+5])

(ch{Lg)v LY)}ZE[SOH»B]z {Z(()’L)v Z§7)}ZE[3Q])
Vi € [3a), zéw & Zpand set zln = zéi) +0

{céi),c§i>}ie[3a] @) @ @
Vb e {0,1},Vi € [3al, ¢, = z," + H(Z,"”)

Vi € [3a],set 2{Y := Y — H(Z)

set {1 i Zp; compute Bl = Z 2i_12§f)G +6HH

=1
2a ) )
N 2 VGt fhH

i=a+1

set {o & Zp; compute Bs

3a
set £3 é Zp; compute Bg = Z Qi_lzﬂg?G +5H

BAly BQ, B{S

1=2a+1

Fcot(open_all), {Z(()i>, Zl(i)}ie[lia] ,0

compute By := 5_1(B1 — Z 2i_lz(()i))
i=1

2a
compute By := 4§ *(By — Z 21'712(31'))
i=a+1

3a
compute Bs := 6" (Bs — Z 2i71z(()i))

set 240 = 2(9 4 (=1)%4,Vi € [3]
set th 1= 0 11, th =6 ‘o, th =6 i3
abort if Verify(GC, f, {L{", L{"},{Z§", z"}) = 0

or 3i € [3a],b € {0,1} : cé” o 20 + H(ZY)

PoK consistency for (B, Bi)ie[:;]

i=2a+1

accept iff PoK is accepting

Figure 23. Description of our protocol for hybrid statements for R,). The amount length is o and public key length is 3.

Definition 30 (Universal Composability). A protocol I1 UC-
realizes an ideal functionality F if for any PPT adversary
A there exists a simulator S such that for any environment
E the ensembles EXECy 4.¢ and EXECr s ¢ are computa-
tionally indistinguishable.

J.2. Ideal Functionality

For BlindChannel, there are unblind and blind parties
in a channel. Namely, one party (the unblind) knows the
transaction amount in each state within their channel, while
the other (the blind) knows nothing about these transactions’
amounts. We denote the unblind party by U and the blind
party by B.

Blind Channel Syntax. Let v be the BlindChannel with
a tuple of attributes (v.id,~.users,y.cash,~y.st), where
~v.id € {0,1}* is the channel identifier, y.user € {U,
B} defines the identities of channel users, y.cash € R=?
represents the capacity of 7, and ~y.st = (61,...,0,,) is the
state of « composed of a list of outputs. Each outputs 6
has two attributes: the value 6.cash € R representing the
amount of coins and the function 6. : {0,1}* — {0,1}
defining the spending condition.
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Before the formalization, we introduce some security
properties required by BlindChannel. BlindChannel inherits
all properties form Generalized Channel with an additional
properties Privacy.

Consensus on creation. A BlindChannel, v, is success-
fully created only if both parties y.users in the channel
agree with the creation.

Consensus on update. A blind channel v is successfully
updated only if both parties in vy.users agree with the up-
date. Moreover, parties in ~.users reach agreement whether
the update is successful or not after an a-priori bounded
number of rounds.

Optimistic update. If both parties in y.users are honest,
the update procedure takes a constant number of round
(independent of the blockchain delay A).

Finality with punish. An honest party P € y.users has
the guarantee that either the current state of the channel can
be enforced on the ledger, or P can enforce a state where
she gets all ~.cash coins.

Privacy. Only the unblind party knows the amount of
each payment, while the blind party knows nothing but the
amount is correct.

We assume our protocol is executed among a fixed set
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Figure 24. Update of a Blind Channel Initiated by Payee

P ={P,...,P,}. Let A be an adversary who can fully
control a party P; € P for the entire protocol execution.
All participants are connected to the environment £, which
represents anything “external” to the current protocol ex-
ecution. We also assume a synchronized network, so that
protocol is executed in round with the an authenticated
communication channel and guaranteed delivery. We assume
that local computation and any additional communication
(such as messages conveyed between A and &) take zero
round.

Since Blind Channel are constructed based on General-
ized Channel [2], our model inherits some notations from
them. First, we denote the global ideal ledger functionality
L(A,3), where A is an upper bound of the number of
blocks that takes to publish a transaction, X is the signature
scheme. To generalize BlindChannel’s construction, we use
T to denote the upper bounds the maximal number of con-
secutive off-chain communication rounds between channel
users, and k be the number of ways the channel state ~.st
can be published on the ledger. Let P be one of the channel
parties and () be the other one, where P € {U, B} and
Qe {U,B}\ P.
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This functionality keeps the list of (the public keys
of) the parties in PKI, and stores all the published
transactions in the ledger. A transaction is validated
with respect to the owners signature via X, and possible
other conditions. Once a valid transaction is posted, it
takes at most A rounds to be added in the ledger.

Register: Upon (register, pkp) <> P, add (pkp, P) to
PKI.
Post a transaction: Upon (post, tx) & P where P €

PKI and tx is valid, publish tx on the ledger £ in round
T1 S T0 + A.

As a global setup, we employ a simplified version
of global UC framework (GUC) expanding the basic UC
framework to explicitly model the security of our architec-
ture on off-chain channels. To capture the desired function-
alities, we construct the ideal functionality of BlindChannel
]-"BLC(A’E’V). The core construction of f§éA’E’V) is extended
from [2]], since our model is constructed based on them.

Create. A transaction tx is expected to be recorded on £

within time 7" after FgéA’Z’v) received messages (CREATE,

~, tidp) & P from both channel parties -y.users. tx spends
sources from both channel parties, and contains at least one
output y.cash. If it is true, ]-"BLéA’E’V) stores the channel
v and transaction tx in I' and informs both parties about
the successful channel creation via the message CREATED.
Since a successfully channel creation requires Ft™ =Y to
y q BC

receive the CREATE messages from both parties, the property
“consensus on creation” can be guaranteed.

Close. We consider two scenarios of channel closure:
First, fééA’Z’V) received (CLOSE, id) from both parties
within 7", which indicates that both channel parties agree to
close the channel identifier id. This scenario is regarded as
the “peaceful closure”. If a transaction tx;, whose input is
tx.txid and output is the latest channel state ~y.st, appears

on ledger within 75 + A, fééA’E’V) sends (CLOSED, id) to

both parties; otherwise, sends (ERROR) to both parties.

Second, .FEféA’E’V) received only one (CLOSE,id) mes-
sage within 7', the ForceClose subprocedure will be exe-
cuted in round 79 + 7. Let S := {~y.st | v € X}, if tx has
been spent and there is a transaction, whose output contains
S, ]-"BL(EA’E’V) sends (CLOSED, id) to both parties.

Update. There are two phases in a channel update: 1)
prepare phase, and 2) revocation phase{ﬂ Prepare phase
is for both parties to negotiate some auxiliary information
on a payment, such as the estimated time for processing
a payment and proof on the current payment to B, since

12. Actually, in the formal BlindChannel protocol, the update follows
the lock-then-pay rule, thus we have four phases to update a channel: 1)
preparing for the state ¢, 2) revoking for the state ¢ — 1, 3) preparing for
the state ¢ + 1, and 4) revoking for the state )



he cannot see the payment amount. The entire update are
processed as follows:

BlindChannel update is always triggered by U by send-
ing a message (UPDATE, id,g,tstp, (Yy,w,)) to ]-"BﬁéA’Z’V)
at time o, where id is the identifier of the channel to be
updated, 6 is the newest state, ¢, is the required number of
round for this update among channel parties, and (Y., w.,)

is a pair of statement and witness satisfying the relation R.

Prepare phase. The prepare phase then starts when
F§éA’E’V) receives a vector of transaction identifiers tid =
(tidy, ..., tids) from the simulator S, where k denotes
the number of ways the channel state ~y.st can be pub-

lished on the ledger. Functionality }'BﬁéA’E’V) then sends

(UPDATE-REQ, id, ts,) to B and (SETUP,id,tid,f) to U.
If received (SETUP-OK,id) from U within 7o + T + tp,

fé:C(A’E’V) sends (SETUP-0K,id) to B, else B can stop and

reject this close channel request or ]—"Bf (A2Y) tores the two

channel states T'(id) := ({,7'},tx) and ForceClose(id).
Since the blind party B cannot access the channel state in
the BlindChannel setting, we should take some additional
steps to guarantee the Prrvacy prog)erty' B sends a message
(VERIFY-REQ, id, Y’)) to fBC V) who checks itY, =Y,

and R(Y,w,) holds, .FBCA =V sends (VERIFIED7 id) to
B. Otherwise, ]-"BCA’Z’V) sends (NOT-VERIFIED,id) to B.

1t F5&Y) received (UPDATE-OK, id) from B, Fas™™Y)
forwards the same message (UPDATE-OK,id) to U Oth-

erwise, ]-"L(A =V) stops this channel update or executes
the ForceClose. In the optimistic case, U receives an

UPDATE-OK message from ]-'ééA’E7V) within 5T + 4.

Revocation phase. Revocation phase is also started

by ]—"L(A V) receiving a (REVOKE,id) message from U,

J—'EféA V) then sends (REVOKE-REQ, id) to B. If Fag ™Y

did not receive (REVOKE, id) message from U until 7o 4 47,

]-'EféA’E’V) sets I'(id) := ({7,7'}, tx), run ForceClose(id)
and stop. If received (REVOKE,id) from B, sets I'(id) :=
({+'},tx) and sends (UPDATED,id) to both parties within
To+5T1". Then channel v is updated to the new channel state.
Since a BlindChannel can only be updated successfully
if fé:C(A’E’V) received messages (REVOKE,id) from both
parties, the “consensus on update” is guaranteed.

Punish. To prevent the honest party from losing coins,
there is also a punishment mechanism in BlindChannel
model for satisfying the property “instant finality with pun-
ish”. ]-'BﬁéA’Z’V) checks at each round whether the funding
transaction (on-chain) is spent or not. If so, one of the
following is anticipated to occur: 1) a punish transaction,
which allocates all coins within the channel to the honest
party, appears on L, or 2) a transaction, which allocates
coins according to the latest channel state .st, appears on L.
3) the message (ERROR) returns to both parties. The security
property “instant finality with punish” can be guaranteed, if
no ERROR was returned.
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Upon (CREATE, 7, tidp) & P, distinguish:

Both agreed: If already received (CREATE, 7, tidg) &
Q, where 79 — 7 < T: If tx s.t. tx.In = (tidy, tidg)
and tx.Out = (y.cash, ¢), for some ¢, appears on L in
round 1, < 74+ A+ T, set I'(y.id) := ({7},tx) and
(CREATED, ~.id) NEN ~.users. Else stop.

Wait for Q: Else wait if (CREATE, id) T<<T—0>+T Q@ (in
that case “Both agreed” option is executed). If such
message is not received, stop.

Upon (UPDATE, id, 0, .sp, (Y-, wy)) LU

1) Parse ({7}, tx) := I'(id), set ' 1=, 7/.st := g;

2) Intound 1y < 719+7T, let S deﬁne tid s.t. [tid| = k.
Then (UPDATE-REQ, id, tid, t4,) <> B and (SETUP,
id, tid, 6) & U

3) If (SETUP-OK, id)
id) " B Else stop.

4) The verrﬁcatlon procedure is parameterized by a
binary relation R:

If (VERIFY-REQ, id,Y’) <> B:

« If Y, =Y, and R(Y,,w,) holds, (VERIFIED,
T4<T3+T

T2 <T1+tstp

U, then (SETUP-OK,

id) B.
Tu<73+T
« Else (NOT-VERIFIED,id) <3 B and stop.
Else stop.

5) If (UPDATE-OK, id) <> B, (UPDATE-OK,id) * 3 "

U.
Else distinguish:

o If B honest or if instructed by S, stop (reject).

e Else set T(id) = ({v,7'},tx), run
ForceClose(id) and stop.
6) If (REVOKE,id) <> U, send (REVOKE-REQ,

T6 <T5+T .
id) 3™ B. Else set I'(id) :=

ForceClose(id) and stop.
7) If (REVOKE, id) <T—5> B, set T'(id)
(UPDATED, id) "3~

Else set I'(id) :
and stop.

({7:7'} ), run

{7} ),

~.users and stop (accept).
({7 v}, tx), run ForceClose(id)

Upon (CLOSE, id) & P, distinguish:
Both agreed: If already received (CLOSE,id) <= Q,
where 79 — 7 < T, run ForceClose(id) unless both
parties are honest. In this case, let ({7}, tx) := I'(id)
and distinguish:
o If txy, with tx;.In = tx.txid and tx;.Out = ~.st
appears on L in round 71 < To+A, setT'(id) := L
send (CLOSED, id) <> (v.users) and stop.




A
« Else output (ERROR) T ~y.users and stop.

T<10+T
Wait for Q: Else wait if (CLOSE,id) <> @ (in

that case ‘“Both agreed” option is executed). If such
message is not received, run ForceClose(id) in round
T0+T.

At the end of every round 7y: For each id € {0,1}*
s.t. (X, tx) :=T'(id) # L,

o For U, check if £ contains tx; such that tx;.In =
tx.txid.

o For B, check if £ contains tx; such that tx;.In =
tx.txid, or txs such that txs.In = tx;.txid.

If yes, then define S := {y.st|vy € X}, 7:= 715+ 2A
and distinguish:

Close: If txg s.t. txsg.In = txs.txid appears on L in
round 71 < 79+ A, where tx3.0ut € S, set I'(id) := L

and (CLOSED, id) <> (v.P,~.Q) if not sent yet.
Punish: If txo s.t. txs.In = tx;.txid and tx,.Out =
('y.cash,One—Sigka) appears on £ in round 7 < T,
for P honest, set I'(id) := L, (PUNISHED,id) <> P
and stop.

Error: Else (ERROR) < v.users.

ForceClose(id):

Let 79 be the current round and (X,tx) := T'(id).
If within A rounds tx is still unspent on L, then

To+A .
(ERROR) < ~.users and stop. Note that otherwise,
message m € {CLOSED, PUNISHED, ERROR} is output
latest in round 79 + 4 - A + timeout-

J.3. Formal Description of BlindChannel

The party P € ~,.users maintains a set I'"’ that contains
data about all party P’s channels. Party P also maintains a
set ©F that contains all revoked commit transactions along
with their corresponding revocation secrets.

Blind Channel Protocol 7

Create

Party P upon (INTRO, v, tidp) Loe

1) Set id := ~.id, generate (Rp,rp) < Gen and
(Yp,yp) + Gen and send (createlnfo,id, tidp,

Rp,Yp) < Q. .
2) If (createlnfo, id, tidg, Rg, Yq) L* Q, create:

[TXpy] := GenFund((tidp, tidg), )
[TXcu] := GenCommit ([TXpy].txid||1, Ip, Ig)

[TX] := GenSplit2([TXey].txid||1, 7.5t)

for Ip = (pkp,Rp,Yp) and IQ = (ka,RQ,
Yo). Else stop.

P ._ G (2] sP .

3) Compute o, := Sign,,([TXg]) and 6. :=

PreSign (S[TXCM},YQ) and send (createCom, id,

skp
ol 60) =55 Q.

4) If  (createCom,id, 0%, 6%)) Lot Q
st. PreVfy, ([TXen, YpP; 69) = 1
and prkQ([TX[SQPJ];O'?) = 1, compute
JJ{D := Sign,, , ([TXpy]) and send (createFund, id,

2
of) L% Q. Else stop.

5) If  (createFund, id, o?) <t0—+3> Q st
prkQ([TXFULO-?) = ]., set TXFU = ([TXFU]7

{af,a?}) and post (post, TXpy) LF% . Else

stop.
6) If TXpy is accepted by £ in round t; < ty +

3+ A, set TXey := ([TXcu], {Signgs, ([TXen)),
Adapt(6Q.yp)}) and Xy = ([1X5], {07, 0Q}),
store FU(ryZd) = (7? TXFUa (TXCMa Tu, RB7 YB7

6U), x5, 1) if P = U and I'P(y.id) := (7,
TXry, (TXew, 78, Ru, Yir, 52), L, 1) otherwise and
send (CREATED, id) SN E. Else stop.

Update

t
Party U upon (UPDATE, id, v, tyimeout) < &

1) Generate (Ry,ry) < Gen and (Yy,yy) + Gen

and send (updateReq, id, Ry, Y, trimeout) & B.
Party B upon

(updateReq, id, Ry, YU, trimeout) AN

2) Generate (Rp,rp) < Gen and (Yp,yp) + Gen

and send (updatelnfo, id, Rp,Yp) U,
Party U upon (updatelnfo, id, Rg,Y5g) L2 p

3) Extract v and TXpy from I‘U(id) and create:

[TXcu| := GenCommit([TXpy].txid||1, Iy, I5)
[TxL)] := GenSplit3([TXey].txid| 1, v.st, v, I)
[TXaep) := GenAED([TXE].txid |3, |v], pk)

[TXro] := GenTO([TX] txid |3, |v], trimeout, PK)

for I = (pkapkvakb)’ IB = (pkBaRvaB)
and Iy := (pky, Ry, Yu) and with pk := pkp and
pk’ := pky if v > 0 (or equivalently if U is the
payer) and pk := pky and pk’ := pkp otherwise
(or equivalently if U is the payee). Else stop.

]:
]:
]:
]:
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4)

5)

0)

7

8)

9)

10)

11)

Compute (comg,decoms) PCOM([TXQ])~

If U is the payer, compute (com;,
decom;) < Pcom([TX1o]). Otherwise, compute
(com,, decom,) < Pcom([TXarp))-

Compute 7, 7, and 7. If U is the payer, com-
pute 67 := PreSign,,, ([TXuep], Ys) and h =
SigHash([TXAED]) and send (updateProofU, id, s,

+2
Ta, e, 61, h, comy, comy)) L2 B Other-

wise, compute of := Sign, ([TX1]) and h =

SigHash([TX1o]) and send (updateProofU, id, s,

to+2
Ta, T, 0, h, comg, com, ) —— B.

Party B
Extract v and TXgy from I'Z(id) and create:

[TXcn] := GenCommit([TXpy|.txid||1, Iy, I5)
ey

for IB = (pkB,RB,YB) and IU = (pkU,
Ry,Yy). If B is the payee and (updateProofU,
To+2

id, 7, Ta, T, 67 h,comg, comy)  «—— U, s.t.
s, Tay T, 60 are valid, or B is the payer
and (updateProofU, id, 7s, a, T, o , h, coms,
com,,) L2 U, st. ms,ma,m, 0] are valid,
then create 62 := PreSign,, ([TXen], Yu),
B = BI|ndS|g&kB (comy). Else stop. If B is the

payee, compute o; 7 := BlindSig,;, (com;) and
T0+2

send (updateComB, id,65, 038, 0;%) —= U.
Else compute 62 := BAS. Slgnlsk (com,,Y;) and
oxB . 6D) I,

'Y a

send (updateComB, id, 52
Party U

If U is the payer and (updateComB, id, 65, o

o:B) Jii“) B st PreVfy, ([TXod, Yy 6 By _
1 and 0B 0;B are valid, or U is the payee

and (updateComB, id, O'C ,orB 6B) &M Bt

PreVf, i, ([TXeu], Yir;6F) = 1 and 078,68 are

a
valid, then output (UPDATE — 0K, id) & E. Else

stop.
4
If (UPDATEB, id) &7 ¢ continue. Else send

(updateNotOK, id, /) <t—+4> B and stop.

If U is the payer, then sign of := Sign;., ([TXro)),
compute of = UnBImdSlg( i, decomy), set
TXro = ([TXgol, {0V, c0P}). Else sign oV =
Sign i, ([TXaep])-

Sign oV = SignpkU([TXé?;]]), compute of =
UnBIindSig(a;*B,decoms) set X = ([mx{),
{oY,aB}), signa := Signgy,, ([TXcu]), compute
oB = Adapt( B yu), set TXey = ([TXen), {07,

B}) sign 67 := PreSign,; ([TXe),Y5) and

send (updateComU, id, 5Y) L B,

Party B
In round 7y + 4, distinguish the following cases:

*B
)

o If (updateComU, id,5?V) S U, s

PreVf,i, ([TXeu], Yi; 6Y) = 1, then
sign 0f = Signg,([TXex]), compute
agf = Adapt(&g,yB), set TXem = ([TXcu),
{oY,0B2}) and output  (UPDATE — OK,
id) % ¢

To+4

o If (updateNotOK,id,ry) <—— B, s.t. (Ry,
ry) € R, then add ©5(id) := @B(zd) ([TXen],
ru, Yy, 68) and stop.

« Else, execute the procedure ForceClose®” (id)
and stop.

12) If (REVOKE, id) <" &, then parse I'B(id) as (v,
TXFU7 (ﬁCMa ?B7EU, ?U,ECB)7 J_, J_), update the
channel space as I'B(y.id) := (V,TXFU, (TXew, 7B,

Ry, Yu,68), 0, trimeout) With o := 6V if B is the

payee and o := o otherwise and send (revokeB,

: +4
id,Tp) <T0—> U. Else, execute the procedure

ForceClose®” (id) and stop.
Party U
13) Parse I'Y (id) as (7, TXgy, (ﬁC}MFUaEBvYBaES)v
1). If (revokeB,id,T5) L75 B st (Rp,
75) € R, (REVOKE — REQ, id) "5 &. Else execute
the procedure ForceCloseY (id) and stop.

14) If (REVOKE,1id) Jiﬁ’ &, continue. Else, execute
the procedure ForceCloseY (id) and stop.

15) Set ©V(id) := OY(id) U ([They]. 75, V5.5 E3)
If U is the payer, then set I'Y(v.id) = (v,
TXFU7 (TXCM7TU7 RB; YB) ) TX[SP]7TXTU) Other-
wise, set I'V (v.id) := (v,TXFU, (TXewm, 7v, BB, VB,
&Yy, TX[SP],([TXAED] {aY,6B}). Send (revokeU,

id, 7)) %% B, (upDATED) =*4 ¢
Party B

16) If (revokeU,id,7y) <T0—+6> U, st. (Ry,7y) € R,
set ©8(id) := ©8(id) U ([TXeu), 7v, Yv, 6, ) and
send (UPDATED, id) SLAR ) Else, execute the
procedure ForceClose®(id) and stop.

17) For the case where B is the payee, if (ADAPT,
id) <= & with 70 +6 < 71 < 79 + T}, then
send (adapt, ys, id) <% U. Else set n=71+T
and continue. For the case where B is the payer,
continue.

Party U

18) For the case where U is the payer, continue. For
the case where U is the payee, if (ADAPT, id) <i> &
with tg + 6 < ¢; < to + T}, then (updateReq, id,
Ys) X B. Else set t; = to + 17 and continue.
Party B

19) For the case where B is the payee, continue. For
the case where B is the payer, if (updateReq, id,
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20)

21)

22)

23)

24)

25)

26)

27)
28)

29)

ys) = U with 19+ 6 < 7, < 70 + T s.t. (Y,
ys) € R, continue. Else, execute the procedure
ForceCloseY (id) and stop.

For the case where B is the payee, continue. For

the case where B is the payer, if (UPDATE, id) =

&, send (updateReq, id) < U. Else, execute the
procedure ForceCloseV (id) and stop.

Party U

For the case where U is the payer , if (adapt, ys,

id) <5 B with to +8 < t1 < to + 2+ T1, sit.
(Ys,ys) € R continue. Else, execute the procedure
ForceClose! (id) and stop. For the case where U
is the payee, continue.

For the case where U is the payer, if (UPDATE,

id, 0) +5 £, then set to := t; and continue. Else,
execute the procedure ForceCloseV (id) and stop.

For the case where U is the payee, if (updateReq,

L t12 .
id) 5 B, then set t5 := t; + 2 and continue.

Else, execute the procedure ForceCloseY (id) and
stop.
Generate (Ry,ry) < Gen and (Yy,yy) + Gen

and send (updateReq, id, Ry, Yi7) L B
Party B

If (updateReq,id, Ry, Yy) U, Send
142

(UPDATE — REQ,id) —— &. Else, execute the

procedure ForceClose?(id) and stop.

If (UPDATE — REQ — OK,id) "> &, then Gen-
erate (Rp,rp) + Gen and (Yp,yp) + Gen
and send (updatelnfo, id, Ri3, Y3) "> U. Else,
execute the procedure ForceClose® (id) and stop.

Party U

T1+2

If (updatelnfo,id, R, Yp) Bchach B, create:

[TXcy] := GenCommit ([TXpy].txid||1, Iy, I)

[TX2)] := GenSplit2([TXey) txid||1, §)
for IB = (pkB,RB,YB)
(pku, Ru,Yy). Else, execute
ForceClose®” (id) and stop.

Compute (comg, decoms) «— PcoM([TXgU

and IU =
the procedure

Compute 7 and send (updateProofU,id, s,
tr+2

comg) —— B.

Party B

Create:

[TXcn] := GenCommit([TXpy|.txid||1, Iy, I)

for IB = (pkB,RB,YB) and IU = (pkU,

T1+4

Ry,Yy). If (updateProofU, id, mrs, coms)

U, s.t. ms,coms are valid, then create U;‘B =
BlindSig,; , (coms) and 67 := PreSign,;, . ([TXcu),
Y1) and send (updateComB,id, o5, 65) I

s 1Yc

30)

31)

32)

33)

34)

35)

36)

U. Else, execute the procedure ForceClose® (id)
and stop.
Party U
If (updateComB, id, 0*B,68) <2*% B st 028

(&
. . L ti+4
6B are valid, output (UPDATE — 0K, id) —— &.
Else, execute the procedure ForceCloseV (id) and

stop.
4
If (UPDATE,id) <> &, then create 6V :=

C

PreSign,;,, ([TXen], YB) and send (updateComU,
id,5Y) L, Else, execute the procedure
ForceCloseV (id) and stop.

Party B

If (updateComU, id, 6Y) BELAY N &Y is valid,

6
then output (UPDATE — OK, id) < . Else, ex-

ecute the procedure ForceClose”(id) and stop.

If (REVOKE, id) <" &, then set TXey := ([TXen],
{Sign.y, ([TXen]), Adapt(6¢’, yp)}), parse T'¥(id)
as (% TXFU) (ﬁCMv FBa RU7 YUa a-c )7Ea ttimeout)7
update the channel space as T'B(id) := (v, TXpy,
(TXew, 7B, Ru, Yir,68), L, 1) and send (revokeB,

C
D +6
id,TB) I . Else, execute the procedure

ForceClose®? (id) and stop.

Party U

If U is the payer, then Parse T'V(id) as (v, TXgy,

(TXew, 7, R, V5,5 ), TXe) TXpo). Else, Parse

IV (id) as (7, e, (Thaw, 70, B, V5,5, ) Tz

(TXam), {7V, 5. 1)). If (revokeB,id,7p) 2>

B, st. (Rp,7p) € R, (REVOKE — REQ, id)

Else execute the procedure ForceCloseY (id) and

stop.

If (REVOKE, id) <2=> &, set OU (id) := OY (id) U

(ﬁCM],?B,YB,Eg). Else, execute the proce-

dure ForceCloseY(id) and stop. Set TXgy :=

([TXou], {Signp, ([TXeu), Adapt(67, yur)}), Sign
) 2

oV = SlgnpkU([TX£J]), compute of =

UnBlindSig(o*5, decoms), set TXgp

)

o = (),
{O'g, 0'5 ), set PU(Zd) = (’7, TXFU7 (TXcm, ru, RB7

Y5,6Y), TXgp, L). Send (revokeU, id, /) Jiig

c

B, (UPDATED) 278 ¢ and stop.
Party B

If (revokeU, id, 7y) Iy, s, (EU,FU%E R,
set ©8(id) := 08 (id) U ([TXew), 7v, Yv, 6., ) and
send (UPDATED, id) AR ) Else, execute the
procedure ForceClose® (id) and stop.

Closure

Party U upon (CLOSE, id) PN
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1) Extract TXpy and TX[SQP] from T'Y(id) and create
[TXsp| as follows:

[TXsp) := GenSplit2(TXgy.txid||1, TX .Output)

Compute - := Sign,,, ([TXse]) and send

(closeReq, TXZ, [TXsp], 7¥) < B.
Party B upon (CLOSE, id) <= &

2) Extract TXpy and TXey from TE(id). If
(closeReq, X2 [TXsp), 7Y) j(—H’ U st
foku([szp];agf) = 1, [TXsp).Output =
TXSQP.Output, TXSi.Input = TXe.txid||1 and
[TXsp).Input =  TXpy.txid||1, continue. Else,
execute the procedure ForceClose®(id) and
stop.

3) Parse TXL as ([TX5a], {0V, 0B}). If Vi, (TR,
o) = 1, then Sign 57 := Signy,, ([TXs])
set TXgp := ([TXgp],{7¢,5P}), send (closeRes,
B) L U and post (post, TXsp) %% £ Else,

execute the procedure ForceClose®” (id) and stop.

4) If in round 71 < 19 + 2 + A, the transaction TXgp
is accepted by £, set I'B(id) :=1, ©8(id) :=L
and send (CLOSED, id) < £.
Party U

—_ to+2

5) If  (closeRes,7>) — B st
Vfpi, ([TXsp]; 72) = 1, then set TXgp := ([TXsp],
{7Y,55}) and post (post, TXgp) LF2 £ Else,
execute the procedure ForceClose!(id) and
stop.

6) If in round t; < tg + 2 + A, the transaction TXgp
is accepted by L, set I'V(id) :=1, OY(id) :=L
and send (CLOSED, id) < &.

Punish

Party P upon (PUNISH) Lo

For each id € {0,1}*, s.t. TP (id) # L, extract I'*(id)
as (’)/7 TXFU7 (TXCM, Tu, RB, YB, frg), TXSp, I) if P=U
or (v, TXpy, (TXew, 8, Ry, Y, 62), o) otherwise.
Check if TXgy is spent by any transaction TX s.t.
[TX] # [TXcn]. If yes:

o Parse ©P(id) == {([TX&],r9. Y 65 D)Yicm

and find 7 s.t. [TX&)] = [TX]. Then, parse the
witness as (07, 0%) := TX.Witness and set yg) =

Ext(ol, 65D v )y,
e Define the body of the punishment transaction
[TXpy| as:

TXpy.Input : = TX.txid||1
TXpy.Output : = {(v.cash, pkp)}

o Compute oy »

SignTg)([TXpU]), 05 < Signg,, ([TXpy]), set
TXpy = {[TXpu],{0¥,05,0)}} and (post,
TXpy) <% L.
o Let TXpy be accepted by £ in round t; < ty +
A. Set ©F(id) =1, T'P(id) :=1 and output
. t1
(PUNISHED, id) < &.

“— Sign (i)([TXpU]), or —
Yo

For the case that P is B, if TX.Output is still unspent
in round ¢ = tg + 27, then

o Define the body of the punishment transaction
[TXpy| as:
TXpy.Input : = TX.txid||1
TXpy.Output : = {(v.cash, pkp)}

B — SignskB([TXpu]), set TXpU =

p
{[TXpy], 0]} and (post, TXpy) RNy}

e Let TXpy be accepted by £ in round t; < ty +
2T +A. Set ©F(id) :==1, I'B(id) :=_L and output
(PUNISHED, id) SNy

Compute o

Close

Party U

For each id € {0,1}*, s.t. TV (id) # .1, extract 'V (id)
as (v, TXry, (TXew, 70, R, Y, 67 ), TXsp, ). If TXpy is
spent by a transaction TX s.t. [TX] = [TXcy], then

T
« Post (post, TXsp) SUAENYS

o Let TXgp be accepted by £ in round ¢; < tg+7T +
A.If z =1, then set ©F(id) :=L1, TF(id) =1
and output (CLOSED, id) <% € and stop.

o If U is the payer, set TXrg := x and tiimeout ‘=

ttimeout,

TX1o.nLT and post (post, TXrg) ——— L. Else,
parse z as ([TXup), {0, 52}), possibly adapt 62
to 0B, set TXpep := ([TXamp), {0, 05}) and post
(pOSt7 TXAED) i} L.

o Let TXgp.Output[2] (the HTLC output) be spent in
round to < tyimeout + A. Output (CLOSED, id) BN
& and stop.

Party B
For each id € {0,1}*, s.t. ['B(id) #L, extract ['B(id)
as (’77 TXFU> (TXCM7 B, RU; YU> &cB)y g, ttimeout)~ If

TXpy is spent by a transaction TX s.t. [TX] = [TXcu],
then

o If TX.Output is spent in round ¢; < tg + 27 by a
transaction TX', then if o #.:
- If B is the payee, set 6 := [TX'].Output[2] and
v := 6.Cash and create:
[TXaep] := GenAED([TX'].txid||3, v, pkp)
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[/——

, set 67 := o and possibly adapt 6V to
U
o

U, sign of = Sign,, ([TXam)), create
TXaep = ([TXamn), {0V, 05}), and post (post,

timeout —A
TXAED) ‘L‘—) E
- If B is the payer, set 6 := [TX'].Output[2] and
v := §.Cash and create:
[TXro] := GenTO([TX'].txid||3, v, ttimeout PEB)
, set of = o, sign of = Signg,, ([TXrd]),
create TXrg = ([TX1o],{cY,0P}), and post

(pOSt,TXTg) ttimeout I
— Let TXgp.Output[2] (the HTLC output) be spent
in round ¢ < ttimeout + A. Output (CLOSED,

id) < & and stop.
Else, Output (CLOSED, id) L & and stop.

Subprocedures

GenFund((tidp, tidg),~):

Return [TXpy] where [TXpy].Input := (tidp, tidg) and
[TXu].Output := (.Cash,Multi — Sig. \jers)

GenCommit(tid, (pku, Ru, Yv), (Pks, Rp, YB)):
Let (¢, Multi — Sig,, ) := [[Xeg].Output and
denote:

1 :=Multi —Sigp v, k0
2 :=Multi —Sigp . ko
(3 := CheckRelativer A Multi —Sig,. ;.

4 := CheckRelativesr A SigpkB

Return [TX] with [TX].Input := ¢id,
[TX].Output := (¢, p1 V 2 V 03 V ©4).

—

GenSplit2(tid, 0):
Return [TX] where TX.Input := tid and
TX.Output := 6.

GenSplit3(tid, g,v, (pkB, pku, pky)):
Return [TX] where TX.Input := tid and

TX.Output[0] := (#]0].Cash — v, One — Sig,u )-

TX.Output([1] := (0[1].Cash, One — Sig , ) and
TX.Output[2] := (v,Multi — Sig,, . )if v >0
and TX.Input := tid and
TX.Output[0] := (¢[0].Cash, One — Sigpk,U),

—

TX.Output[1] := (6[1].Cash + v, 0ne — Sig,; ) and
TX.Output[2] := (—v,Multi — Sig,;, 1)
otherwise.

GenAED(tid, v, pkp):

Return [TX] where TX.Input := tid and
TX.Output := (v,0One — Sig; ).

GenTO(tid, v, ttimeout, PEP):

Return [TX] where TX.Input := tid,
TX.Output := (v,0ne — Sig,, ) and
TX.nLT := tyimeout-

ForceClose® (id):
Let to be the current round. Extract TXey from I'F(id).
t
o Post (post, TXS,) — L.

(Publishing the corresponding split transaction takes
place in the Punish phase.)

J.4. Simulator

We provide the code for a simulator below. It simulates
the protocol of BlindChannel in the ideal world having ac-
cess to the functionalities of fé:éA’E’v). The main challenge
in providing a simulation in UC proofs usually arises from
the fact that the simulator is not given the secret inputs of the
parties in the protocol, which makes it difficult to provide a
simulated transcript that is indistinguishable to a transcript
of a real protocol execution. As both channel parties do not
obtain any secret inputs, and only receive commands from
environment, and hence the only challenge that arises during
the simulation is handling different behavior of malicious
parties. For this reason, we omit the case that both channel
parties are honest.

Simulator S for Create

Let T1 =3.

Case P is honest and @ is corrupted

Upon P sending (CREATE, 7, tidp) <> fé:éA’z’v), if Q

does not send (CREATE,~, tidq) < ]-"rféA’z’V), where

|70 — 7| < T1, then distinguish the following cases:

1) If @ sends (createlnfo,id,tidg, Rg,Yq) 3 p,
then sends (CREATE,y,tidp) <> fé:éA’z’V)
behalf of Q;

2) Otherwise stop.

on

Do the following:

1) Set id := ~.id, generate (Rp,rp) + Gen and
(Yp,yp) + Gen and send (createlnfo,id, tidp,

Rp,Yp) <> Q.
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2) If (createlnfo, id, tidg, Rg, Yq) <TO—+1> P, create:

[TXpy] := GenFund((tidp, tidg), )
[TXcu] := GenCommit ([TXpy].txid||1, Ip, Ig)
[TXSP} = GenSpllt([TXCM]tdel, "}/St)

for Ip = (pkp,Rp,Yp) and IQ = (ka,RQ,
Yo). Else stop.

3) Compute of := Sign,, ([TXsp]) and 67 :=
PreSign,;.., ([TXcu], Y) and send (createCom, id,
of 6f) =5 Q.

4) If  (createCom,id, 0%, 5%)) Q
s.t.  PreVf,, ([TXeu], Yp; 68) = 1
and  Vf, ([TXep;09) = 1, compute
of :=Sign  ([TXp]) and send (createFund, id,
0}3) LR Q. Else stop.

5) If (createFund, id, a?) Q st

prkQ ([TXFU] ] O'fQ) = 1, set TXFU = ([TXFU] N

To+2
%’)

Sk‘P

7'0-‘1-3

{U}D,a?}) and post (post, TXgy) D% 1 Else
stop.

6) If TXpy is accepted by £ in round 71 < 79+ 3+ A,
set TXcey = ([TXCM], {Signskp([TXCMD7Adapt(5§,
yp)}) and TXgp = ([TXsp], {oF,0%}), store
FP(szd) = (VaTXFUa (TXCM7TUaRB7YB75g);
TXgp, L) if P = U and T'B(y.id) = (7, TXpy,
(TXew, 78, Ru, Yir,58), L, 1, L) otherwise and
send (CREATED, id) < &. Else stop.

Simulator for Update

Let 7y = 2 and T = 1 and let [tid| = 1.

Case B is honest and U is corrupted

Upon B receives (updatelnfo, id, Rp, Yp) < U, send-
ing (UPDATE, id, f51p, (Yo, wy)) < Faa™ ™) on be-
half of U,ﬁif U not sends, where 7 < 79 + 17, and let
S define tid s.t. |tid| = k. If received (UPDATE-REQ, id,

- 2
tid, tsip) s fé:éA’E’v), proceed as follows:

1) Generate (Rp,rp) < Gen and (Yp,yp) + Gen
To+2

and send (updatelnfo, id, Rp,Yp) —— U.
2) If received (SETUP-OK, id) "5 FEA=Y)

sends (VERIFY-REQ, id, Y/ ) <% Fal>™),
3) Extract v and TXgy from I'B(id) and create:

, then

[TXcn] := GenCommit([TXpy|.txid||1, Iy, I5)

for IB = (pkB,RB,YB) and IU = (pkU,RU,
Yu).
Distinguishing the following cases:

4)

5)

6)

7)

8)

9)

If B is the payee and (updateProofU, id, 75, ma, 7y,

. +2
Y h,e, (m,com), (', com’)) S5 UL s Ts, Ta,
G, , or B is the payer and (updateProofU, id,

ﬂ-tvo'a 5

s, Ta, Ty, 0, hy €, comg, comy) D2, U, s.t. s,
Ta, e, 0, then create 62 := PreSign,; . ([TXcw],
Yu), 6P = BAS.Signyy, (com,Y/)). Else
stop. If B is the payee, compute o;f :=
BlindSig,;, . (com;) and send (updateComB, id,

~B ~B _xBy .T0t2 =B ._
6.,65,017) U. Else compute 5,° :=

BAS.Signi,,, (com’, YY) and send (updateComB,

B ~xB ~ +2
id,572,537,557) S U

44T
In round 7o +4, if (VERIFIED) " o FEAEY)
distinguish the following cases:

o If received (updateComU,id,5") 2y,

s.t. PreVfi, ([TXen],Y5;6Y) = 1, then sign
ol = Signgy, ([TXq]), compute oY :=
Adapt(6¥,yp), set TXey := ([TXen), {0V, 02})
and output (UPDATE — 0K, id) D e and

4
(UPDATE-OK) "5 FALA=Y),

o If (updateNotOK, id, ry) Pk B, s.t. (Ry,
1) € R, then add ©F (id) := OB (id) U ([TXcy),
ru, Yir,58) and stop.

« Else, execute the procedure ForceClose®(id)
and stop.

Otherwise stop.

If received (REVOKE,id) Pk &, then sends

(REVOKE, id) 3" FEAEY) 6on behalf of U,
if U not sends.

If received (REVOKE-REQ,id)
parse rs (Zd) as (/73 TXpy, (ﬁCMa TB, EU& ?Uv
Ef), 1,1), update the channel space as
FB ’yld) = (77 TXFU? (TXCMa B, RUv YU? 65)7 Y[/]v

To+4 AS
<0_) ]:'L( ,5,V)

BC >

5:B e o) with o := U if B is the payee and
_— +4
o = oV, and send (revokeB,id,7p) —— U.

Otherwise stop.

. o 6
If received (revokeU,id,Ty ) o8, U, set

OP(id) = ©P(id) U ([TXen], 70, Vs, 5) and

6
send (UPDATED, id) %% €, and send (REVOKE,

id) "5 FEAEV o (Ry,Fu) € R. Else,

execute the procedure ForceClose® (id) and stop.
For the case where B is the payee, if (ADAPT,
id) I g with 0+6 <71 < 19+ T, then
send (adapt, ys, id) <% U. Else set 1, = 70+ T4
and continue. For the case where B is the payer,
continue.

For the case where B is the payee, continue. For
the case where B is the payer, if (updateReq, id,

yl) <= U with 70 +6 < 1 < 794 T} s.t. (Y7,
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y.) € R, continue. Else, execute the procedure
ForceClose! (id) and stop.

10) For the case where B is the payee, continue.
For the case where B is the payer, if (UPDATE,
id,0) <= &, send (updateReq,id) — U. Else,
execute the procedure ForceClose! (id) and stop.

11) If received (updateReq,id, Ry, Yy) nt?

+—— U,
send  (UPDATE, id, 0, tsp, (Y-, w,)) k2
f,;éA’Z’V) on behalf of U, if U not send at 7, + 2.
Else, execute the procedure ForceClose!(id)
and stop.

12) If (UPDATE-REQ, id, tyy,) 4o FadtsY)

(UPDATE — REQ, id) "5 &.

13) If (UPDATE — REQ — OK, id) <> &, then gen-
erates (Rp,rp) < Gen and (Yp,yp) + Gen
and sends (updateInfo, id, RB,YB) I U, and

sends (SETUP-OK, id) gz ]:BC =Y) on behalf

of U, if U not sends at ty + 2. Else, execute the
procedure ForceClose®(id) and stop.

, send

14) If received (SETUP-OK,id) jpas fé:C(A’E’V),
countine.  Else, execute the  procedure
ForceClose” (id) and stop.

15) Create:

[TXcy) := GenCommit([TXpyl.txid||1, Iy, IB)
for IB = (pk’B»RB’YB) and IU =
(pku, Ry, Yu). If received (updateProofU, id, 7,
coms) Pt U, s.t. 7s,coms are valid, then

create o;F := BlindSig,;, (coms) and 67 :=

PreS|gn§kB([TXCM] Yy) and send (updateComB,

+
id, 0B 68) 5 U. Else, execute the procedure

ForceClose®” (id) and stop.

16) If received (updateComU,id,5Y) I8 U, s.t.

A . . . +T
6V is valid, or received (VERIFIED) i

.Flgc(A’E’v), send (UPDATE — 0K, id) I8 e and

6
(UPDATE — OK, id) % chA V) Else, exe-

cute the procedure ForceClose®” (id) and stop.
17) If (REVOKE, id) "% £, then set TXqy := ([TXa],
{Sign., ([TXew]), Adapt(6¢’, yp)}). parse I'(id)
as (7, Ty, (TXow, T3, R, V7, 6 ), Fromeout)s
update the channel space as I'B(id) := (v, TXgy,

(TXew, 78, Ru, Y, 62), 1, 1) and send (revokeB,

+
id,Tp) 7% U. Else, execute the procedure

ForceClose” (id) and stop.
18) Sends (REVOKE, id) 5" FEA"Y) on behalf of

U, if U not sends.
19) If (REVOKE — REQ, id) FesB=Y) | then
B

parse I'B(id) as (v, TXgy, (ﬁcM,FB,RU,?Uagc )s

T1+6

YIU,E*B €,0), update the channel space as
I'B(id) .= ('Y,TXFUy(TXCMaTBvRU7YU7 2)s L L,

1, 1) and send (revokeB,id,7p) ; U. Else,
execute the procedure ForceClose®” (id) and stop.

20) If received (revokeU,id, 7y ) I U o
(uPDATED. id) "5 FEEV) o1 (By.7) €

R, set ©8(id) := @B(zd) ([TXewl, 7v, Y, 0 B)

8
and send (UPDATED, id) <—+> E. Else, execute the
procedure ForceClose® (id) and stop.

Case U is honest and B is corrupted

Upon U receiving (UPDATE,id,d) <> &, sends
(UPDATE, id, 6, (Y, w)) AN féé"i’v), parses ({7},
tx) := TY(id), set 7/ = v, 7/.st := 0. If received

(SETUP, id, tid) <> Fai™Y

following cases:

, then distinguish the

1) Generate (Ry,ry) < Gen, (Yu,yu) < Gen and
(Y, y1) < Gen.

2) If received (updatelnfo,id, Rg,Yp) Lt B, cre-

ate:
[TXcu| := GenCommit([TXpy].txid||1, Iy, I5)
[TXsp] := GenSplit([TXey].txid||1,6)
[TXxz] := GenAED([TXgp]-txid |3, 4, pk)
[TXro] := GenTO([TXsp].txid||3, 0, timeout, ')

for IB = (pkB7RB,YB) and IU = (p]fU,.RU7
Yy ) and with pk := pkp and pk’ := pky if U is
the payer and pk := pky and pk’ := pkp other-
wise. Then sends (SETUP-0K,id) — 0+2 .7:§C(A’E’v)
as U. Else stop.

To+2

3) If (updatelnfo,id, Rp,Yp) +<+—— B, sends

(VERTFY-REQ,id,Y’) 25" FEAY) on behalf
of B, of B not sends in 79 + 2. Compute (coms,
decoms) + Pcom([TXsp]). If U is the payer, com-
pute (comy, decom;) < Pcom([TX1o]). Otherwise,
compute (com,,decom,) < Pcom([TXagp))-

4) Compute m,, m, and 7. If U is the payer,
compute &% := PreSign,, ([TXu),Y]), h =
SigHash([TXaep]), and ¢t := Ency ([TXAED])
and send (updateProofU, id, ﬂ's,ﬂ'a,ﬂ't,a Jhyct,
(m, com), (7', com’)) AL} Otherwise, com-
pute of := Sign,;, ([TXro]), h = SigHash([TXzo])
and ct := Ency; ([TXro]) and send (updateProofU,

. to+2
id, ws, Ta, T, 0, h, ct, com,, com;)) J—% B.
5) If received (updateComB, id, 62, 6:5,

018y &
e For the case U is the payer and
PreVf, i, ([TXeu], Yu;62) = 1, and o5,
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6)

7

8)

9

10)

11)

12)

13)

o B are valid;
. For the case U is the payee and
PreVfpk, ([TXeu), Yu;62) = 1, 028, 65.
« Send (UPDATE-0K) "5 FEASY) on be-

half of B, if he does not send If received
To+4

(UPDATE-0K) ¢o FE&=Y)

(UPDATE — OK zd) SN

If (UPDATEB, id) <—’ £, continue.; Else send

(updateNotOK, id, r¢/) <TO—+4> B, and stop.
If U is the payer, then sign o7 := SignskU([TXTo])
compute 0P = UnBIlndSlg( B decom)
set TXrp = ([TXgol, {0V, 0fP}). Else sign
ol = Signéku([TxAED]) compute &f =
UnBIlndSlg( B decom’).
Si . S (3] B _
gn of := Sign, ([TXg]). compute o =
UnBlindSig (o8, decoms), set TXE = ([Tx{)],
{cV,0B}), sign 0¥ := Sign,, ([TXcu]), compute
oB = Adapt(68,yr), set TXey = ([TXen], {07,
JCB}), sign &g PreSignSkU([TXCM],YB) and
To+4

send (updateComU, id, 6Y) —— B.

, then outputs
o+4

Parse I'Y (id) as (v, TXgy, (TXew, 7, RB, Y B, 0 CU)

1, 1). If received (revokeB,id,Tg) ik B,

st. (Rp, ) € R, sends (REVOKE,id) jfan
FEAEY) and (REVOKE — REQ, id) 5 £. Else
execute the procedure ForceCloseV (id) and stop.
If (REVOKE, id) <TO—+6> &, continue. Else, execute
the procedure ForceCloseV (id) and stop.
If (UPDATED,id) &  FEAEV et
OU(id) = ©Y(id) U ([TRal.75.Y 5.5, ).
If U is the payer, then set TV (y.id) := (7, TXpy,
(TXCM, T'U, RB, YB, ) TXSP, TXT()) OtherWiSC,
set LY (yid) = (y,TxFU,(TXCM,rU,RB,YB,
"), TXSP,([TXAED] {oU,551). Send (revokeU,
id, Ty) I p and (UPDATED) D e Also,
sends (REVOKE, id) "< ® & on behalf of B, if he
does not send.
For the case where U is the payer, continue.
For the case where U is the payee:

o if (ADAPT, id) <= & with 70+6 < 7, < 70+17,

and (updateReq, id, y.) SN B;
o Else set t; =ty + T and continue.

If received (UPDATE-REQ, id,¢sp) & B, then

« For the case where U is the payer, if (adapt, y/,
id) <5 B with to +8 < t; < to + 2+ T, sit.
(Y], y.) € R, continue.

« Else, execute the procedure ForceClose! (id)

14)

15)

16)

17)

18)

19)

20)

21)

and stop.

If received (UPDATE, id, f) <— &, sends (UPDATE,
- T L(AS,V)
id, 0, tsep, (Yo, W) — Fgo ,set 7o =Ty
and continue; Otherwise, execute the procedure
ForceCloseV (id) and stop.

For the case where U is the payee:

« if (updateReq, id) I72 B, then set 75 := 77 +2
and continue.

« Else, execute the procedure ForceClose! (id)
and stop.

If received (SETUP, id, tid, §) <> ]:BLd
Generate (Ry,ry) < Gen and (Yy,yu) + Gen
and send (updateReq,id, Ry, Yir) < B, sends

TSt ,
(SETUP-0K,id) = % F5&Y) Otherwise,

execute the procedure ForceCloseV (id) and stop.

If (updatelnfo,id, Rp,Y5) <72—+2> B,

sends
(VERIFY-REQ, id, Y’ ) "&5° FEA=Y)on behalf of

B, of B not sends in 79 + 2, then proceed as
follows:

AZY).

o Create:
[TXcu| := GenCommit([TXpy].txid||1, Iy, I5)
[TXsp] := GenSplit([TXey].txid||1, 6)

for IB = (pkB7RB,YB) and IU =
(pkv, Ry, Yy). Else, execute the procedure
ForceClose® (id) and stop.

o Computes (comg, decoms) < Pcom([TXsp))-

o Computes 7s and send (updateProofU, id, s,

242
comg) 5 B.
B st o}

If (updateComB,id, P, 68) +——
2+4

&B are valid, outputs (UPDATE — 0K, id) —— 5
Else execute the procedure ForceClose!(id)
and stop.

To+4

4
If (UPDATE,d) PEhut &, then create 6U :=

PreSign,;,, ([TXcu], YB) and send (updateComU

- +4
id, ") 2—% B. Else, execute the procedure

ForceCloseV (id) and stop.

If received (UPDATE-OK) <5 £
« For the case U is the payer, then parse FU(z'd) as
(v, TXry, (TXew, v, RB, Y B, 0, );ﬁ[s?;],ﬁm)

o for the case U is the payer, parse I'V(id)
as (’Y,TXF(J, (ﬁCM,FU,RB,?B,EU) TX[SP]7
(TXasn), {5, 55 1))s st (Bs,Ts) € R,
(REVOKE — REQ, id) 25 €.

Else execute the procedure ForceCloseV (id) and

stop.

If (REVOKE, id) <> &, send (REVOKE,id) 25

]-"BLC(;A’E’V) and set OUY(id) = ©Y(id) U

L(ADY).,

6
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([TXcu), rB,YB, ) Else, execute the procedure
ForceClose! (zd) and stop. Set TXcy := ([TXen],

{Sign,,, ([TXeu)), Adapt(“iyu)}) Sign o :=
Signpku([TX[ssz]) compute o2 = UnBllndSlg(a;‘B
decom,), set TXZ = ([TX[SQP]] {oV UB})

FU(Zd) (r}/a TXFU? (TXCMa Tu, RB7 YB7 [eps ) TXSPa
1).

22) Once received (UPDATED,id) jfany ]-'BﬁéA’Z’V),
sends (revokeU, id, 7ry) SERAN B,

6
(UPDATED) <=5 £ and stop.

Simulator for Closure

Let T} = 1.

Case B is honest and U is corrupted

Upon B receiving (CLOSE, id) < £, sends (CLOSE,
id) oY ]-"L(A =) , and sends (CLOSE, id) SN ]-"BLC(A’E’V)
on behalf of U, 1f U does not send, where 79 — 7 < 17,
proceed as follow:

1) Extract TXpy and TXey from TB(id). If
To+1

(closeReq, TXsgp, TXsp), 75 ) — U st
prkU([TXsp];ES ) = ]., [TXSP}.OUtpLIt =

TXsp.Output, TXsp.Input = TXey.txid||l and
[TXgp).Input =  TXgy.txid||1, continue. Else,
execute the procedure ForceClose®(id) and
stop.

2) Parse TXsp as  ([TXgp), {0V, 05,s}). If

then Sign @2

e = ([TXe], {77,
fTO—H> B and post

Vi, (TXspl. o).
Sign,y . ([TXsp]) set
751), send (closeRes, %)
(post, TXsp) D Else, execute the procedure
ForceClose®? (id) and stop.

3) If in round 71 < 79 + 2 + A, the transaction TXgp
is accepted by L, set ['B(id) :=1, ©F(id) :=L
and send (CLOSED, id) —> &.

Case U us honest and B is corrupted

Upon U receiving (CLOSE, id) &% £, then sends
(CLOSE, id) <% Fai®™Y) and sends (CLOSE,id) <%
fé:éA’E’V) on behalf of B, if B does not send, where
70 — 7 < 17, proceed as follows:

1) If  (closeRes,52) <t0—+2>7 B st
Vf,ks ([TXsp]; 75 ) = 1, then set TXgp := ([TXsp],
{7Y,5P}) and post (post, TXsp) Ry Else,
execute the procedure ForceClose!(id) and
stop.

2) If in round ¢; < tg + 2 + A, the transaction TXgp

is accepted by L, set I'V(id) :=1, ©Y(id) :=

and send (CLOSED, id) <> £.

Simulator for Close

Case U is honest and B is corrupted

Party U upon received (CLOSE) < £.

For each id € {0,1}*, s.t. FP(zd) #1, extract
FP(Zd) as (77 TXFU7 (TXCM7 Tu, RB7 YB, (o ) TXSPa ) If
TXpy is spent by a transaction TX s.t. [TX] = [TXcu], then

« Post (post, TXsp) LN

o Let TXgp be accepted by £ in round t; < 79+ 7T+
A. If z =1, then set ©F(id) :=L, TF(id) :=
and output (CLOSED, id) < & and stop.

o If U is the payer, set TXrg := =z and post
(post, TXg) ——"="“% L. Else, parse = as
([TXpe), {0¥,6B}), p0551b1y adapt 62 to o2,
set TXpep := ([TXamn), {oY,0B}) and post (post

TXAED) T1<Ttimeout — L

o Let TXgp.Output[2] (the HTLC output) be spent in
round 7o < Tyimeout + A.

o If received (CLOSED,id) < fé:C(A’E’V)

(CLOSED, id) <> £ and stop.

, Output

Case B is honest and U is corrupted

Party B upon received (CLOSE) <> £.

For each id € {0,1}*, s.t. TP (id) #.1, extract
FP(Zd) as (fyaTXFUa (TXCMa B, RU7YUa a-cB)7YL//'7OA-:Ba ¢,
o). If TXpy is spent by a transaction TX s.t. [TX] =
[TXCM], then

o If TX.Output is spent in round 7y < 79 + 27 by a
transaction TX', then if e #.1:

— Parse witness of TX' as (oY, 0F) =

TX'.Witness and set y;; := Ext(cZ,65,YY,). If

B is the payee ([TXxep]) := Decy, (e ( ) set 67 =

o and possibly adapt 6U to o¥, sign o :

Signgy,, ([TXaep]), create TXapp = ([TXagp), {0,

oBY), and post (post, TXep) T2STimeont =

If B is the payer ([TXro]) := Decy; (e), set

ol = o, sign of = Slgngk ([TXTO}), create
TXrg = ([TXro,{c¥,0P}), and post (post,

Ttimeout [,

TX

- Lezo'_gxsp.OutputB] (the HTLC output) be spent
in round 7o < Teimeowr + A. If received
(CLOSED, id) & Fal™*Y) output (CLOSED,
id) <= £ and stop.

Else, if received (CLOSED, id) <> Ty

put (CLOSED, id) <™ € and stop.

[:(A =V out-
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Simulator for Punish

Case P is honest and Q is corrupted

Party P upon received (PUNISH) &% &, For each
id € {0,1}*, s.t. TP (id) #1, extract I'F'(id) as (v,
TXFu, (TXCM,T’U,RB,YB,CATg),TXsp,x) if P=U or (")/,
TXry, (TXew, 78, Ru, Yu,62), Y], 635 e,0) otherwise.
Check if TXpy is spent by any transaction TX s.t.
[TX] # [TXcu]. If yes:

o Parse ©F(id) = {([Txg}],rg)?Yg),&f(“)}im

and find i s.t. [TX&)] = [TX]. Then, parse the
witness as (o, 0&) := TX.Witness and set y,,’ :=

Ext(of, 50, Y ).
e Define the body of
[TXpy| as:

the punishment transaction

TXpy.Input : = TX.txid||1
TXpy.Output : = {(v.cash, pkp)}

o Compute o) < Signym([TXpU]), A
“Q

Signré;)([TXpU]), ol < Signg, ([TXpy]), set
Thpy = {[TXpu],{0¥,05,0)}} and (post,
TXpy) > L.

o Let TXpy be accepted by £ in round 73 < 79 +
A. Set ©F(id) =1, T'P(id) :=1 and output
(PUNISHED, id) —» &.

For the case that P is B, if TX.Output is still

unspent in round 7 = 75 + 27, then

e Define the body of the punishment transaction
[TXpy| as:
TXpy.Input : = TX.txid||1
TXpy.Output : = {(v.cash, pkp)}

Compute o <« Signg, . ([TXpy]), set TXpy =

p
{[TXpu], 0’} and (post, TXpy) D

o Let TXpy be accepted by £ in round 71 < 79 +
2T + A. Set ©B(id) :=1.

o If received (PUNISHED, id) <> ]—'§C(A’Z’V), then set
I'B(id) :=_L and output (PUNISHED, id) —> £.

Simulator for ForceClose(id)

1) Extract TXcy and TXgp from I'(id).

2) Send (post, TXcy) <> L.

3) Let 4 < 79 + A be the round in which TXqy is
accepted by the blockchain. Wait for A rounds to

To+A

(post, TXsp) — L.

4) Once TXgp is accepted by the blockchain in round
3 < 7o + 24, set OF(id) =1 and T'P(id) =L
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Appendix K.
ECDSA-based Instantiation of BlindHub

Here we present a concrete instantiation of our protocol
that is compatible with Bitcoin. The procedures are roughly
the same as described in Section [6] here we mainly focus on
explaining the intritions behind some technical details and
concrete instantiations of the underlying primitives.

Let G be an elliptic curve group gf prime order ¢
with a generator g. Let (p,G, g, h1,h2, G, g, Gr,e) be an
(asymmetric) bilinear group, consisting of groups (G, +)
and (G,+) generated by 9/72 and g, resp., and (Gr, ),
and a bilinear map e : G x G — Gy such that ¢(G,G)
generates Gp. Let H : {0,1}* — Z, be a collision resistant
hash function. We instantiate the underlying cryptographic
primitives that are specific to our protocol as follows. For
the commitment scheme Ilcop, We instantiate it as Pedersen
commitment. For the basic signing algorithm ¥ used to
sign the transaction, we instantiate it as ECDSA-based 2-
of-2 threshold signatures, as described in [12], [35]]. For
the randomizable puzzle scheme, we set it to Castagnos-
Laguillaumie (CL) encryption scheme [13] on the group
(B,n,t,s,g, f,G, F) with the message space Z;, where ¢
is a prime number larger than p?q. For the RSoRC scheme
IIrsorc, We use the generalized version of scheme described
in [3](page 14), where n = 2.

For the ease of presentation, we assume that before
running the protocol, parties have already generated a joint
public kezy for the threshold signatures. That is, they will
share pkZ. in the puzzle promise protocol and pk;; in the
puzzle solver protocol. Besides, we assume that they have
already agreed on a committed transaction h = H(tx).
The reason why this assumption is reasonable is that, as
mentioned in the section of BlindChannel, the unblind party
will prove the pre-image of & is indeed a valid transaction.
For the sake of simplicity, we omit this detail in our concrete
instantiation and just assume the correctness of h. The
concrete instantiation of registration, puzzle promise and
puzzle solver protocols are shown in Fig. Fig. and
Fig[32) respectively. To ease the understanding of Fig. 30}
Fig. [31] and Fig[32] we provide figures Fig[25] Fig[26] and
Fig[27] for the general construction of BlindHub described
in Section [6] as comparisons.

Registration Protocol: At the beginning, S generates
two commitments: commitment of the token Cy;q and com-
mitment of the amount C, ;. Since later they will be signed
by T using RSoRC, which is a signing protocol based on
bilinear group, we instantiate Cyiq and C,me as Pedersen
commitments on group G with the generator g, h(line 6-9).
To fix in the structure of RSoRC, we additionally generate
Ry as a placeholder(line 7). Besides, S generates two NIZK
proof to prove the knowledge of Cyigq and Cyme(line 10, 11).
Then S sends Ry, Cikid, Camt, Ttkids Tamt t0 T. On receiving
Ry, Cikid> Camt, Tikid> Tamt» T firstly checks the validity of
Tekid, Tame- 1f both of them are valid, T performs RSoRC on
Cikia and C,nt and sends the signature to R, who aborts if
it is invalid(line 15). Finally, S randomizes Ry, Cikid, Camt,



1: S(pk*,amt) T(sk*, pkX)

2: Sample a token tkid and randomness 7ikid, Tamt

3: Cuig = COm(tkid, Ttkid)

4: Cyme = com(amt, ramt)

5 Ttkid < {tkid,’r‘tkid‘ctkid = com(tkid,rtk;d)}

6: Tamt < {amt, 7amt|Came = com(amt, 7ame) }

7 Cikid, Camt, Tekid Tamt Abort if:

8: NIZKVerify(mk;d) 75 1v
9: NIZKVerify(mame) # 1

Otkid Otkid <— RCSign(st, Cikid, Camt)

if RCVerify(pk™, owid) # 1 then abort
Cékid7 C;mh Otid < RCRand(Cid, C, otiid)
Send (tkid, Cikid, Came, Ttkid» Tamt Otkid) 10 R

’ ’ . ’ ’ ’
return (Ctkid7 Camh tk|d7 Ttkidy Tamt; Utkid)

return T

Figure 25. Registration Protocol.

Otkid tO obtain Ry, Cliigs Comes Otiiq and sends R, Cl.q,
rmts Tikids Tamts Owiq t0 R, where 7., 72 . are the openings
of Cl,;y Chne respectively(line 12-13).
Puzzle Promlse Protocol: On receiving RO, Cliid> Chmes
Thids Tamt Otkig» R generates a NIZK proof ). to prove
knowledge of C,.(line 6), and then a token-uniqueness
proof myp(line 7). The idea of the token-uniqueness proof
is follows. Since the commitment of the token Cj., =
gtkid hrikid is randomizable(it is a Pedersen commitment, and
we can easily randomize it by multiplying it by a K" for
some random ), it cannot be used to prove the uniqueness
of the token. Then we generate another commitment of tkid
D = g™ and perform an equality proof to prove that Cliid
and D share the same committed message. Since ¢t is
perfectly binding to tkid, tumbler can just store g*<d as a
tag to the token tkid. In this manner, the tumbler can detect
if the receiver has reused the token by observing if there are
two identical tags.

After generating the token-uniqueness proof, R sends
6s Ciid> Camts Otkid> Tame 0 T, who will abort if one of
the followings is not valid: o7y, Teup, Tame(line 8-12). If
they are all valid, the tumbler samples the adaptor witness
and statement (Y, y), generates the randomizable puzzle
cy. Meanwhile, T starts running the two-party ECDSA
protocol and randomizable signatures on randomizable
commitments(RSoRC) with R. For the two-party ECDSA
protocol, they firstly execute the coin-tossing protocol on the
randomness r = k; - k,.-y, where y is unknown to R(line 14-
25). Once the randomness is computed, T performs its side
of two-party ECDSA scheme using cg.», which is the en-

cryption of the sk,z. and the additive homomorphic properties
of the encryption scheme. It is noted that tumbler does not
embed the adaptor witness(i.e., y ') into the signature(line
23-25). Then the receiver is able to to compute the pre-
signature by decrypting the ciphertext received from the T
and performing his part of the signature(line 28-34).
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Besides running two-party ECDSA protocol, T gen-
erates randomizale signatures on adaptor statement Y, a
group element R; as a placeholder and commitment of the
amount C .. Here the adaptor statement can also be seen
as a randomizable commitment: the committed message
is zero and the adaptor witness is the randomness, and g
is the generator for the randomness. However, there is a
technical challenge to overcome for running the RSoRC

protocol. Since tpe scheme in [3|] is based on bilinear

group (p,@, g,h,G, f],GT,e), which is different from the
group(G, g, ¢)(on the elliptic curve secp256k1) used in the
ECDSA protocol, we cannot directly perform RSoRC on the
adaptor statement, which is a group element on (G, g, q).
We overcome this challenge by using an equality proof to
bridge these two different groups. Specifically, we generate
Y < g¥ on group G, and then we perform an equality proof
to prove that Y and Y share the same discrete logarithm. In
this way, T can perform RSoRC on (Y, C/, ) rather than (Y,

Cl e (line 18) and get &, and sends it to R, who will check
the validity of & and abort if it is invalid. Recall that in our
general protocol, we also require the tumbler to prove that y
is a valid solution to puzzle c,. This is also important, since
otherwise the tumbler can launch the following attack to
break the unlinkability, which is also mentioned in AZL [51]):
firstly T picks a receiver R* to attack. Then T generates (Y™,
y*) and ¢, where the solution to the puzzle ¢! is different
from y* and sends them to R, and performs the following
protocol. Later in the puzzle solver phase when the sender
S* gives out the randomization of Y and ¢y, T will find that
they are unmatched. Since tumbler only behaves maliciously
to R*, he can easily link S* and R*.

From the above we know that the tumbler needs to prove
that there is an integer y € Z’rnin{q,p,t}7 where ¢ is the order
of G, p is the order of G and t > p?q is the size of the
message space of CL encryption, such that Y =gy AY =

9Y Aey = Enc(y) (line 17 in Fig. [31). Assume ¢, = (f!/hl’



1: T(sky,skX,dk, pk, h = H(tx)) R(sk; , pk; , pk*, h = H (tx))

2: Tome

3: NIZK{(amt, 7oms)|Came = com(amt, 7ome) }
4- Ciid> Cames Otkid> Ttup, Tame Teup = NIZKiup (Cliia, thid)

5: Abort if :

6: RCVerify(Ciid, Cames 0tkia) 7 1V

70 NIZKVerify(mlm) # 1

8:  NIZKVerify(mup) # 1

9: Else add mp into T

10: GenR — (Y,y); Enc(dke, y) — ¢y

11: my < Pnzw{3y|(Y,y) € Lr A ¢y = Enc(y)}

121 Tdk, <

131 Pz {dke|(eke, dk:) € Supp(ITenc.KGen(1*))}

14 Tskx <

150 Puize{sk¥|(sk¥, pkX) € Supp(ITrserc.KGen(1*))}

16: & < RCSign(Y, Cime)

17: & < BAS.Signi(sk>, h,Y) Cy, Ty, T , Takox O, &

18 : Abort if:

19 : NIZKVerify(my, (¢y,Y)) # 1V
20 : NIZKVerify (mqx, ) # 1V

21 NIZKVerify(mekx ) # 1V

2: PreVf(pk;,Y,6;) # 1V

23: RCVerify(pk*,5) # 1

2% (Y, Clont» &, B) — RCRand(Y, Com, &)
25 ¢y + PRand(cy, 8)

26 : Let Clme = com(amt, 7)

27 : Send ¢, Y, Come, 7', &’ to Sender

28 : I, .= (ﬂ, (pktE, pk?) , tx(amt), (5‘;,0‘;))
29 : Il := (cy,Y7 Camt7&,c;,Y'7C;mt7&/)
30: return T return (IT;, IIy)

Figure 26. The Puzzle Promise Phase

") for some v, where h = g% , and H is a random oracle,
and g < p, such a proof can be provided as follows:

1) sample r € qu,t},t € B and compute hy = g", ho =
g",hs = g"ht, where B is the security parameter of
CL encryption.

2) compute the challenge e <— H(hq, ha, hs) € Z,

3) 21 < r+ey,z9 «+ t+ ev(z, 2y are integers without
modulo any order)

Besides, the prover performs a range proof myange to prove
that the solution in ¢, is smaller than g. The verifier aborts
if the following does not hold: g** = h;Y°® A g** =
hoY€ A G5h* = hscg, A NIZKVerify(mrange) = 1. The
security analysis for the above proof is follows. The com-
pleteness is straightforward. For the soundness, we perform
the classic rewinding technique to obtain two challenges
e €', such that z; = r +ey,z] = r + e'y,z0 = t + ev,
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2y =t4ev, g7 = Y AG? = hVAGh® = hgc;

’ ’ o — 7 -

and g1 = MY® A g = hY® A ghh* = hscy,
a7 mod 212 mod %

and thus we have g =<' T =Y, ge—" P =Y,

s1—2 _ ap—h

g c=< h =< = ¢, and the witness extraction follows. For
zero knowledge, since r > ¢2 is larger than ey < ¢?, 21, 2o
would not leak information about the witness y. Finally, the
range proof mange guarantees that y € Z,. This concludes
the proof.

Puzzle Solver Protocol: At the beginning, T starts
the coin tossing protocol similar to the one performed
in the puzzle promise protocol(line 4-11). Besides, when
S performs its coin tossing, he randomizes c;,Y"” Y
Cle, 0 and sends the randomized ones together with R,

7, to T(line 10-11). T checks the validity of them and
aborts if the signature ¢ or the proof my: is invalid. After-



1: S(Sk?,yl,c;, ~I»Clamt7pkt2)

T(sk;, pk, h’ = H(tX))

2: (Y”, C;’mt,&”,a) < RCRand(pp,Y’, Clns, &)

3: ¢y < PRand(c,a),Y” «+ Y@

41w < Pnize{(amt, 7o) |[Care = com(amt, rame) }

51 My < Puizk{sky|(sky’, k') € Supp(ITas.KGen (1))}

6: G5« PreSign(sk2,tx',Y")

/!
Y

Y//7 C

" ~/
amty O

! " ~
» Tamts 7Tsk§ yO0s

Abort if:

PreVf(cs,h,Y") # 1v
NIZKVerify(mgs) # 1V
NIZKVerify (Tame) 7 1V
RCVerify(6",Y", Clhe) # 11

:= Dec(sk;, cy)

11: y//
12: Os os + Adapt(Gs,y")
13:  Abort if: VF(pk,0,) # 1
14: y" := Ext(Gs,05,Y") and abort if ¢’ = L
15: y :=v"a " and send y’ to R
16: return gy’ return T
Figure 27. The Puzzle Solver Phase
R(ILy")
Parse II as (6, (pktz, pkf) X, (&Q,a;))
yey B!
o := Adapt (6, 9)
return (o;,0,.)
Figure 28. The Open Phase
wards, T solves the puzzle c’y’ to obtain y”, and aborts if
Y" 4 gv" vY” # g¥. Essentially, this checks whether 1: Open(Il,a’)
the amount and thc.a adaptor .witness are still linked to ea}Ch 5. Parse IT as ( B, pk=., tx, 3)
other. Recall that in our BlindHub protocol, we are using N
RSoRC to link the commitment of the amount C,,; and the 3: Seta+ao -f
adaptor statement Y so that we can link the amount and the 4: Sets+ s -a !
adaptor witness. But here in order to be compatible with s: return (', s)
Bitcoin, we generate Y on the curve Secp256ki, which is 6: Verify(Tl, o)
different from the one required by RSoRC scheme (RSoRC . ’ s
requires bilinear group). As a result, RSoRC can only link 7: Parse Il as (ﬂ s Pk X, ‘7)
Y" to CJ ., rather than link Y to CJ .. But the tumbler 8: return Vfecpsa(pko., tx, o)

can still checks whether Y is linked to Y by checking
whether the puzzle solution 3 is the witness of both Y
and Y. Since if Y does not link to Y, there will be a
solution that can fit Y”" and Y simultaneously. The rest
of the protocol is similar to that in the puzzle promise
protocol, where they compute a common randomness and
perform two-party ECDSA signature. Finally, T completes
the adaptor signature &, and share it with S, who extracts
the witness from it and sends it to R.
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Figure 29. Open and Verify of ECDSA-based Construction




1: Public parameters: (G1 g, q)7 (p’ G7 9s Blv h?v G: §7 GT7 6)
2: Common Input: pkX = (Y; = §%,i =0,1,2)
3: Tumbler’s private Input: sk} = (zo, 1, T2).
4: Sender’s private Input:amt
5: S T
6: tkid, 70, Twid, Tamt <% Zp
7: Ro=g"
N
Camt == 7amtﬁ;amt
10: Toid < {tkid, Tca] Coig = g R]H4}
11 Tramt <— {amt,'f'amtlcamt = 7amt}77’;amt}
RD, Ctkich Camh Tltkid y Tamt .
12 Abort if:
13: NIZKVerify (muiq) # 1V
. NIZKVerify (mamt) # 1
'RCVerify: N )
| Abort if the following does not hold: o Cuid ' RSoRC: 1 I
15 : 6(14, U) = 6(§, g)e(Rm YO)e(Ctkim Yl)e(camU Yv?) : LU S Zpa A= (gRgogfklidCfr?\t)E ’ T= (gm[]h’glﬁlh’;Q)E !
Ne(U,g) =e(gUN ! | owia — (A, U =g", U = §*,T) |
1e(T,0) = e(g, Yo)e(h1, Y1 )e(h2, Ya) ‘ ST h
::iiiiiiiiiiiiiiiiiiiiiiiiiiiii;ij
' RCRand: !
I , , I
1y 0 4= ZLip, Tamt $— Tamt + [, Tikig <— Ttkid + (4 1
| —r! =l |
160 1 Chine <= G hy™, Chig <= gH IRy !
| 1 ~ Al
VA (ATH)5, T« T5,U' «+ U\ U’ + U’
Lgtlkid «— (AU, U, T J
17: Send (Ro, Cia; Came, tkid, Tid, Tame Otkia) t0 R
18+ return (Ro, Cikig, Came, thid, kg, Tame, Otkid) return T

Figure 30. Registration Protocol of ECDSA-based Construction
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Public parameters: (G, g, q), (p, G, g, h1, h2,G, g,Gr, €)

l1:
2:  Common Input: pk?7 pky, pki.., pk\rp, cskr;,h = H(tx)
3: Tumbler’s private Input: sk;’, sk = (zo,z1,x2), td.
4: Receiver’s private Input:(ski- ,sk;p)
5: T R
6 Tt 4= NIZK{(@mt, ) [Come = 5™ R5™) }
'token uniqueness proof: g
/ ! ! ’ ’ : D = gtkld. / :
7. (R, Cikias Camts Ttkids Tame> Teup) } Teq,’r;q 2, E=g" F= gTE“B;eq. !
. | ceq = H(G, D, Chq, B, F). |
| Zeq = Teq + Ceq - tkid, 24g = Teq + Ceq * Thkid- !
1 Ttup < (D, B, F, Ceq, Zeq, 24q)- |
b e e e e e e e e e e e e e - = .
8: Abort if:
9: NIZKVerify (mrewp) # 1
10 : V NIZKVerify (i) # 1
11 vDeT
12 V RCVerify(Rg, Cikias Come, Otiia) 7 1
13: Else add D into T
14: Yy ke <$Zg,Y < g%, Ry < g™
15: ¢y < PGen(pp,y)
16: T, — Puzc({3ke|Re = g™}, ke)
17:  (cmy¢, decom:) < Peom(Re, Tk, )
18: Tk, < PN|ZK{dkt‘(ekt,dkt) € Supp(HE,‘c.KGen(lx))}
19 @ Tskx $— PN|ZK{SkX‘(SkX, ka) € Supp(HRscRc.KGen(lk))}
'RSoRC: k
\Y<—§y,r1<—Zp7R1<—h;1 |
Sro it o L _wo @i Taay L
1 5 Zyp, B = @YTORijC;mQt v, W = (g"hi*h3?)v ‘Cmt, Y, Ty, 9 ¢, Cys Ty Tskx, Ty, SRSoRC _
0 5, (BV =g",V =5, W) | : : It NIZKVerify(ry.v..,. (V. ¥, ¢,)) # 1V
: Try-ryvcy H, :
'Puzk({y]Y = ¥ A Y = g¥ Acy = Enc(y)}) !
1 Srsorc = (Y, R1, Cymy, 5) !
L e e e e e e e e e e e = d
21: NIZKVerify (mgex ) # 1V
2: NIZKVerify(mys ) # 1V
23 RCVerify(5,Y, R1,Cimt) # 1 then abort
24 : kr(—Zq;Rreng
Ry, Tk,
25 If NIZKVerify(R,, m,.) # 1 then abort t e, — Puzk({3k|Rr = ¢"" ), kv
26: Re<+ RY
270 mye < Puz({3y|Y = ¢" A Re = R}, y)
28: R+ RMY R:=(ry,ry);r < rp, mod q
29: ¢ < Enc(pky, k; ' h)
1 decomy, Ry, Tk, ), ¢, Re, Ty e
300 C2 4 (cskg)(kt) b 'Skf«z, céc1-co ( o R i) i Abort if:
31: Vfcom(cmf,, decomy, (Rt, Wkt)) ?é 1v
32 NIZKVerify(y o, (Re, Y)) # 1V
33: NIZK Verify(r,, Re) # 1
34 R « (R)" ;R := (rs,1);7 + rp, mod q
35: 5 + Dec(sky , ¢)
36 : Abort if: RS ™04 £ (pkZ)" - g
37: G5kt
38 (Y', Ry, Cle, 8", 8) < RCRand(pp, V', Ri, Cimt, &)
39 : ¢} < PRand(cy, 8),Y + Y’
40 : Send Y',Y', R}, ¢}, Carat, & to Sender
41: Set I := ([3, (pki) ,tx, 8)
4: return T return (11, (Y, Y, ¢y, Camt, 5, Y, Y7, ¢, Come, &)

Figure 31. Puzzle Promise Protocol of ECDSA-based Construction
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1: Public parameters: group description(G, g, q)
2: Common Input: eks, cys, b’ = H(tX)
3: S((ski,dks),pp, Y, Y, ¢}, 6") T(sky)
4 K, <5 Zq, R, < g"t
5: Ty 4= PN|ZK({Hk£|Rt = gkt}7 k;)
6 (em}, decomy) <= Peom(Ry, 711
7: cmy
8: ki <574, R, < g
9: T, < PNIZK({Hk?glR; = gks)
w: (Y, R{,Chm, 6", @) + RCRand(pp,Y", R}, Cime, )
11: ¢y < PRand(cy,a),Y" « Y@
12 Tome < Priz{(amt, 7ame) |Come = com(amt, 7me) }

/ " 1" " ~ 11 "
13: mye — Puze{skZ|(skZ, pk?) € Supp(Tlas.KGen(1))} Ry mug, €y, YO, Y, Comes 67 Tames o Abort if:
14 : NIZKVerify(Trk;,R;) #1v
15 NIZKVerify(mim:) # 1V
16 : NIZKVerify(mg=) # 1V
17 RCVerify (", Y", R, Clh) # 1
18 : y" = Dec(sk;, c})), Rl < R
19 Abort if: Y £ gV v Y £ g¥"
20: < Pazk({3y"|Y = ¢ AR.=RY },y")
21: R« (R)"Y R = (ra,ry);7’ < re mod g
2: ¢} + Enc(eks, (ki) ™" - 1)
23 ch (cs|‘52)(k;')7l'rl'skF
24 d=ch-ch
2 - (decomy, Ry, myy ), ¢, R, myn
26 1 Abort if:
27: Vf com (cm}, decom, (R;Jrk;)) £ 1V
28:  NIZKVerify(my, (R.,Y")) # 1V
29: NIZKVerify (my; , R}) # 1V
30: R« (R;)k;;R, = (14, 7y);7" 7o, mod ¢
31: s« Dec(dks,c)
32: Abort if: Rf/ mod q £ (pk,i)Tl »gh/
3: 54 s (k) modgq g s 5 ()"

. % ST

34 9" (g" (Pki)") 76" = (")
35 If 7" # r’ then abort
36: Else publish signature (7', s)
7y =(s-(3)7H
38: ¢ :=y"a ! and send y' to R
39: returny’ return T

Figure 32. Puzzle Solver Protocol of ECDSA-based Construction
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