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Abstract. We fully characterize the post-quantum security of the CBC,
CFB, OFB and CTR modes of operation by considering all possible no-
tions of qIND-qCPA security defined by Carstens, Ebrahimi, Tabia and
Unruh (TCC 2021), thus extending the work performed by Anand, Targhi,
Tabia and Unruh (PQCrypto 2016).

We show that the results obtained by Anand et al. for the qIND-qCPA-P6
security of these modes carry on to the other IND-qCPA notions, namely
the qIND-qCPA-P10 and qIND-qCPA-P11 ones. We also show that all of
these modes are insecure according to all of the other notions, regardless
of the block cipher they are used with.

We also provide two general results concerning the insecurity of com-
monly used properties of block ciphers, namely those preserving the
length of their input and those using the XOR operation as a way to
randomize the encryption. Finally, we use these results to highlight the
need for new quantum semantic security notions.

Keywords: Post-quantum cryptography - Block ciphers - Modes of op-
eration - qIND-qCPA security

1 Introduction

1.1 Context and results

While it is now common knowledge that traditional asymmetric cryptography
is threatened by quantum computers, notably due to Shor’s algorithm [I4], the
security of the currently used symmetric primitives is still under consideration.
Some work in this field includes for instance finding polynomial attacks against
symmetric systems using Simon’s algorithm [I0], evaluating the security of AES
in a quantum world [3J9] or defining quantum-aware security notions for cryp-
tosystems [2I5I6U7S].

The security of the CBC, CFB, OFB and CTR modes of operations has been
traditionally assessed via the IND-CPA security notion. In this notion, the ad-
versary can issue learning requests and challenge requests. Learning requests are
answered by an oracle implementing the encryption function which security is
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to be assessed. Challenge requests on the other hand are answered by an ora-
cle which nature depends on the “world” the game is taking place in. In the
“real” world, the challenge oracle behaves identically to the learning oracle. In
the “random” world however, the oracle first applies a permutation chosen at
random at the beginning of the game on the adversary’s queries. The goal of the
adversary is then to find out whether the game takes place in the real world or
the random one. A system is said to be IND-CPA secure if the optimal strategy
for such an adversary that runs in polynomial time provides low to no advantage
when compared to simply guessing at random.

This notion however, requires that both learning and challenge requests are
classical. Reasons for considering the security of cryptographic schemes when
using superposition queries have previously been given in the literature [TJ2l7].
The most sensible one is the fact that quantum communication protocols may
arise from the upcoming advent of quantum computers. In such a situation where
end-users communicate using quantum states, the question of encryption applied
on superposed states and its associated security are to be considered. Another
reason is that the security proof of a scheme that is meant to be used classically
may use the security against quantum superposition of its internal schemes.

Boneh and Zhandry showed that the immediate, natural translation of the
IND-CPA notion in a quantum world was not achievable [2]. Thus, they instead
proposed the IND-qCPA notion, where learning queries are quantum, but chal-
lenge ones are still classical. In the light of this new notion, Anand et al. proved
the IND-qCPA (in)security of the aforementioned modes depending on whether
they were used with a standard-secure block cipher or a quantum-secure one.

In the years following Boneh and Zhandry’s IND-qCPA definition, some work
has been performed to try to define other security notions for a quantum world
where both learning and challenge requests are quantum [2J6[7/TT]. These notions
essentially make use of different quantum oracles and different challenge queries.
Eventually, Carstens et al. defined all possible remaining notions and studied the
implications between them [5]. This resulted in 14 distinct equivalence classes
of qIND-qCPA notions. However the relevance of these notions is still discussed
because of their novelty.

In this paper, we extend Anand et al.’s work [I] by studying the security of
the CBC, CFB, OFB and CTR modes in all security notions defined by Carstens
et al. [B]. These results are summarized in Furthermore, we show two
general results about the insecurity of two common practices. Firstly, we show
that a scheme preserving the length of its input is not qIND-qCPA-P8 secure, thus
generalizing a result from Gagliardoni et al. [7]. We also show that randomizing
an encryption using a public function such as the XOR one while giving the asso-
ciated randomness to the adversary makes the scheme qIND-qCPA-P5-insecure.
The way all these are proved questions the relevance of some qIND-qCPA notions
and highlights the need for equivalent quantum semantic security notions.
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Table 1. Summary of our results. The v symbol means that all denoted schemes are
secure in this notion. The X symbol means that no denoted scheme is secure in this
notion. The € symbol means that there is at least one scheme secure and one insecure
in this notion. The superscripts indicate either the article in which this result was first
proved, the theorem stating it or the security notion implying it.

CTR/OFB CBC CBC CFB CFB
with PRP/qPRP|with PRP|with qPRP|with PRP|with qPRP
P1 X P53 X P X P53 X P53 X P83
P> X 6 X P2 X P12 X 16 FAC
P3 X P53 X3 X P53 X P13 X3
Pa X P53 X P83 X P53 X P53 X P
P5 X P53 X3 X P53 X P53 X3
P6 AL ¢ O A ¢ O s i
p7 X P53 X P83 X P53 X P53 X P
P8 X P53 X3 X P53 X P13 X3
P9 X P53 X P83 X P53 X P53 X P83
P10 /G L /o o’ v
P11 /e o0 /e o /T
P12 x Bl x Bl x B x Bl X Bl
P13 x4 xH xul xH x4
P14 v AL s AL s i

1.2 Owur contributions

IND-qCPA security We observe infappendix Althat the results found by Anand
et al. for the IND-qCPA using a standard oracle (qIND-qCPA-P6) security notion
carry on to the two other IND-qCPA notions, namely the one using an erasing
oracle (qIND-qCPA-P10) and the one using an embedding oracle (qIND-qCPA-
P11). In these notions, the adversary can perform their learning request on a
quantum oracle but is limited to classical challenge queries. In fact, the proofs
in these cases are adapted from the ones written in Anand et al.’s work [II:
simulating a quantum oracle that implements a CTR or OFB mode using classical
queries remains possible; we use a variant of the One-way to Hiding Lemma to
show the security of CBC and CFB when used with a qPRP and we use the same
attack up to an extra step to show that these two modes may be insecure when
used with a PRP.

qIND-qCPA-P13 insecurity Furthermore, we show in to

that these are the only security notions verified by these modes, since they are
qIND-qCPA-P13 insecure, no matter what the underlying block cipher is. As
shown on the qIND-qCPA-P13 security notion is the weakest notion in
which the challenge request is quantum. Thus, proving the insecurity of these
modes with respect to this notion carry on to almost every other notion.

In the qIND-qCPA-P13 security notion, the adversary is allowed classical
learning queries and a single real-or-random challenge query performed on an
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embedding oracle. It means that the adversary’s challenge query undergoes the
following transformation:

D aglr) = > aglz) [Enc (7 (2))))

with 7 being a random permutation. For the CFB, CTR and OFB modes of
operation, we prove this by showing that it is possible for the adversary to
disentangle the ciphertext register and the plaintext register in the real world,
while it is not possible to do so in the random world. Concerning CBC, we
show that for ¢ > 3, the adversary is able to separate the registers in two
identical states in the real world, which is not possible in the random world with
overwhelming probability. They are thus able to distinguish both cases using a
SWAP test.

General results and relevance of the qIND-qCPA notions We show in
two general insecurity results.

Firstly, we show that the way the encryption is randomized must be secretly
kept in order for it to be qIND-qCPA-P5-secure. In particular, randomizing the
encryption by XORing the input with a random string r which is provided to the
adversary does not yield a qIND-qCPA-P5-secure scheme.

We then show that in order for a scheme to be qIND-qCPA-P8-secure, the
length of the ciphertexts must be higher than that of the plaintexts. In particular,
if the randomness is not part of the ciphertext and if the encryption function is
bijective, the resulting scheme can not be qIND-qCPA-P8-secure.

We show as an example how the construction provided by Carstens et al.
which is secured in all qIND-qCPA notions satisfies both these conditions. We
then use these results to exhibit the need for new quantum semantic security
notions.

1.3 Previous work

Anand et al. studied in [I] the security of the modes of operation under the
standard IND-qCPA (qIND-qCPA-P6) security notion. Chevalier, Ebrahimi and
Vu showed in [6] that the CFB, OFB and CTR modes of operation cannot achieve
qIND-qCPA-P2 security. This result was later improved by Carstens et al. who
showed that CBC, CFB, OFB and CTR are not qIND-qCPA-P12 secure as long as
they use at least two blocks [5].

2 Prerequisites

2.1 Notations and definitions

Notations [a; b] represents the set [a; b] N N. An adversary .4 having access
to an oracle O is denoted A®. For a given permutation 7, we denote m,_,; the
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function which returns the bits of 7 from a to b inclusive, starting the indexing
at 0. The security parameter of a system is denoted A. For an arbitrary string a
and a bit b, a - b is set to the all-zero string if b is equal to 0 and to a if b = 1.

The advantage of an adversary 4 in the experiment Exp using the symmetric
scheme S is defined as, accordingly to the definition given in [11]:

Adv®(\) = |Pr[Exp3 (A, 4) = 1] — Pr[Exps (A, A) = 1]]

where Pr [Expf’g()\, A) = 1} is the probability that A returns 1 if the bit they have

to guess is set to b. We define the real world to be the one where b = 0 and the
random world to be the one where b = 1. Note that while the real-or-random
notion we use has originally been introduced in [I1], it was then named “real
or permutation”, and the convention for the real and random worlds was the
opposite of ours.

We denote H the Hadamard gate and X the NOT gate. If we want to name a

quantum register |1), we indicate its name as a subscript, like 1) .-

Modes of operations It is to be denoted that a key generation function is
supposed to be defined in order to properly define an encryption scheme. For
simplicity’s sake, we did not include it within the following definitions, since it
only consists in randomly choosing a key in {0,1}*.

Definition 1 (CBC mode, adapted from [I, Definition 6]). For a given
permutation Ey : {0,1}" — {0,1}", we define the CBC scheme with the following
encryption and decryption functions:

Enc%ﬁ%: For a message m = my ---my, choose randomly cy and return cy along
with ¢ = ¢y + -+ ¢y where, fori € [1; (], ¢; = Ex (m; ® ¢i—1).
Deci$: F phertext ¢ = d being gi t =
ecp, ¢: For a ciphertext c = cy -+ - ¢y and being given co, return m = my ---my

where, fori € [1;{], m; = Ek_1 (¢;) ®ci—q-

Definition 2 (CFB mode, adapted from [I, Definition 7]). For a given
function Ey : {0,1}™ — {0,1}", we define the CFB scheme with the following
encryption and decryption functions:

Enc%fi: For a message m = myq - --my, choose randomly cy and return cqo along
with ¢ = ¢1 + -+ ¢y where, fori € [1; ], ¢; = m; ® Ex (¢ci—1).

Dec%fi: For a ciphertext ¢ = ¢y - - - ¢ and being given cg, return m = my ---my
where, fori € [1; €], m; = Ex (¢i—1) ® ¢;.

Definition 3 (OFB mode, adapted from [I, Definition 8]). For a given
function Ey : {0,1}" — {0,1}", we define the OFB scheme with the following
encryption and decryption functions:

Enc%':’%: For a message m = myq ---my, choose randomly cq and return cy along

with ¢ = ¢1 -+ ¢ where tg = Ex (¢g) and, fori € [1; /], ¢; = t; @ m; and
t; = By (ti_l).
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Dec%':z: For a ciphertext ¢ = ¢ -+ - ¢g and being given cg, computes to = Ey (co)
and return m = mq ---myg where, for i € [1; €], m; = t; ® ¢; and t; =
Ey (ti—1).

Definition 4 (CTR mode, adapted from [1I, Definition 9]). For a given
function Ey : {0,1}" — {0,1}", we define the CTR scheme with the following
encryption and decryption functions:

Encgkr’?: For a message m = myq ---my, choose randomly co and return cy along
with ¢ = ¢y + -+ ¢y where, fori € [1; 0], ¢; =m; ® Ex (co®i—1).

Decg{?: For a ciphertext ¢ = c1 --- ¢y and being given cg, return m = mq ---my
where, fori € [1; €], m; =c¢; ® Ex (co @i —1).

In these definitions, co @1 — 1 represents the bitwise XOR between cy and a fixed
n-bit representation of i — 1.

Some things are to be denoted with these definitions. First of all, in the litera-
ture, the initialization vector ¢ is often returned as part of the ciphertext. Since
we want to apply these encryption schemes to quantum states, it is completely
equivalent to consider that the adversary classically knows ¢y and receives the
remaining of the ciphertext as a quantum state.

Furthermore, it is important to note that the maximal ¢ that such a mode
of operation accepts is assumed to be polynomial in A. In all of our proofs, /¢ is
assumed to be constant, that is we assume that the oracle only accepts queries
of size ¢, which covers the case where the oracle accepts queries of variable
length. Similarly, the block size, denoted n in the definitions, is also assumed to
be polynomial in A. This assumption is justified by the fact that often, n = A
holds. The same assumption is made in [I], since the authors claim that CBC
and CFB are qIND-qCPA-P6 secure when used with a qPRP by showing that the
adversary’s advantage is negligible with respect to n.

Security notions

Definition 5 (Standard and quantum-secure pseudorandom permuta-
tion, adapted from [19, Definition 3.1]). A permutation m depending on
a key k is a standard-secure (respectively quantum-secure) pseudorandom per-
mutation, which we denote PRP (respectively gPRP), if no polynomial quantum
adversary A making classical (respectively quantum) queries to both the permu-
tation and its tnverse can distinguish between a truly random permutation and
mk for a randomly chosen k.

Since we will consider different types of oracles in the following, we ought to
be more precise about what a quantum query is in the previous definition. In
particular, since an erasing oracle and a standard oracle can’t simulate each
other, the precision seems to have to be made. However, Carstens et al. showed
that a permutation that is quantum-secure with standard queries are also secure
with erasing queries, and reciprocally [5, Lemma 6].
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qIND-qCPA notions In [5], Carstens et al. defined 14 different equivalence classes
for qIND-qCPA notions. A notion is fully characterized by the oracle type on
which the adversary performs its learning queries, the one on which they perform
their challenge queries, the challenge type, like left-or-right or real-or-random,
and the number of challenge queries they are allowed to perform.

Oracle types Let f be the function implemented by the oracle the adversary
has access to. Note that it is sufficient to describe the behavior of an oracle
on the basis states to fully describe it. Four types of oracle are considered in
Carstens et al.’s work [5]:

Standard oracle: On a basis state |z, y), the oracle returns |z,y @ f(x)).

Embedding oracle: On a basis state |x), the oracle prepares a state |0) as
the output register and acts as a standard oracle, returning |z, f(z)).

Erasing oracle: This oracle requires f to be injective. On a basis state |x),
it returns |f(x)).

Classical oracle: This oracle only accepts classical queries.

It is important to note that the embedding oracle is the weakest of the three

quantum oracles, since it is possible to simulate such an oracle using either

one of the two others.

Challenge type Three challenge types are used in [5].

Real-or-random: On a challenge query, the oracle chooses a random per-

mutation 7 and applies 7° to the plaintext register before encrypting it.
This means that for a standard or an embedding challenge query, the
oracle performs this mapping;:

z,y) — |2,y ® Enci (7°(2)))

while it performs this mapping for an erasing oracle:

|z) — |Enck (7°())).
Note that such a permutation is chosen at random for each of the chal-
lenge queries the adversary performs.

Two-ciphertexts A challenge query is made of two states. On a challenge
query on a standard or an embedding oracle, the oracle performs the
following mapping;:

|20, 9o} |71, 51) — |0, Yo ® Ency () |1, 31 @ Ency (7))
while it performs the following mapping on an erasing oracle:

|zo) |#1) — |Ency (z5)) |Enck (273)) -

One-ciphertext A challenge query is made of two states |tg) and |11). The
oracle first measures W)g) and throws away the result. It then performs
the following mapping on a standard or an erasing oracle:

|70, Y0) |21, Y1) = |2p, yp © Enck (1))
while it performs the following mapping on an erasing oracle:

|J,‘o> |Z‘1> — |Ean (xb)> .
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It is immediate to see that the notions using the two-ciphertexts return type
implies those with the one-ciphertext one when using the same number of
challenge queries and the same learning scheme, since more information is
given to the adversary. However, Carstens et al. also showed that it just
happens that the same property is true concerning the one-ciphertext return
type and the real-or-random one [5]. As such, the real-or-random return type
is the weakest among all three.

At the exception of the qIND-qCPA-P13 and IND-qCPA notions, every security
notion is used at most once in our work. Thus, for clarity’s sake, we define these
notions just before their associated proof of (in)security. The IND-qCPA notions
are put with the associated proofs in and we define the qIND-qCPA-
P13 security notion here since it is widely used throughout this work.

Definition 6 (qIND-qCPA-P13 game, adapted from [5]). Let E be a cryp-
tographic scheme: E = (KGen, Enc, Dec). We denote by M the set of messages E
operates on, by CL — Enc the classical oracle implementing Enc and by EM — Enc
the embedding oracle implementing Enc. We say that E is gIND-qCPA-P13-secure
if no polynomial time quantum adversary A has an advantage larger than % +e
in the following experiment, with & being negligible with respect to \.

Ezperiment qIND-qCPA-P135,(), A)
k +$KGen (1*)

T +$6

(state, |)) 5 A“-E()()

) < EM — Enc (k [7(¢)))

b s ATE) (1 o)) | state)

/
return b

Intuitively, this notion is the weakest one can come up with using a quantum
challenge request. Indeed, the classical learning queries greatly limits the power
of the adversary, ans they are allowed a single challenge query on the weakest
quantum oracle, using the weakest return type. This intuition has been shown

by Carstens et al. [5] and is shown on

Note that the qIND-qCPA-P6 (in)security of the CBC, CFB, OFB and CTR
modes of operation is known from [I], and that the IND-CPA security of these
modes is also known (see for example [I7]). As such, these implications show
that in order to completely characterize the security of these modes, proving
their qIND-qCPA-P13 insecurity and their qIND-qCPA-P10 security or their qIND-
qCPA-P11 insecurity is sufficient.
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Other
qIND-qCPA
notions

IND-qCPA

Fig. 1. Relationships between qIND-qCPA notions, adapted from [5]. The IND-CPA
and qIND-qCPA-P6 (in)security of the CBC, CFB, OFB and CTR modes are known
from [IUI7]. Thus, proving their qIND-qCPA-P13 insecurity and their qIND-qCPA-P11
insecurity or their qIND-qCPA-P10 security fully characterizes them.

2.2 Lemmas

Lemma 1. We consider the quantum state \/%ZI |z) | f(2)) with f being a
function from {0,1}™ to {0,1}™. Applying an H gate to the first register and
then measuring it returns |0) with probability w3 2 }fﬁl(y)|2.

Proof. We first apply the H gate on the system, which puts it in the state:

QmZZ PR (@) = 552 [0) Zlf )+ g 2 S -DFE R ()

T k#0
(1)

The probability of measuring |0) is thus given by:

0) Y1/ ?imz )l 2)

O

Pr(|0)]

2.3 IND-qCPA security of CBC, CFB, CTR and OFB

In 2016, Anand et al. characterized the security of the CBC, CFB, CTR and OFB
modes of operation [I]. The notion they used is the IND-qCPA notion defined in
[2]. As its name suggests, in this notion the adversary is allowed to perform quan-
tum learning queries but is restricted to classical challenge queries. Arguably,
the term “IND-qCPA” is now ambiguous, for instance because of the different
quantum oracles that can be used to answer the quantum queries.

In this work, IND-qCPA refers to all the notions defined by Carstens et al. that
can be identified using the previous description [5]. This includes the qIND-qCPA-
P6 notion, which is the one defined in [2], and the qIND-qCPA-P10 and qIND-
qCPA-P11 ones. The former uses an erasing oracle to answer learning queries,
while the latter uses an embedding one.
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While these notions are not equivalent, their similarities allow us to reuse
almost identically the proofs performed by Anand et al. to show the (in)security
of the CBC, CFB, CTR and OFB modes of operation with respect to the qIND-
qCPA-P6 security in the qIND-qCPA-P10 and qIND-qCPA-P11 cases. As such, we

put these proofs and the relevant definitions in

3 Our results

3.1 qIND-qCPA-P13 insecurity of CTR and OFB

In this section, we show that, according to the only security notions that
CTR and OFB satisfy are the IND-qCPA ones by exhibiting an attack against
their qIND-qCPA-P13 security.

This proof only relies on the fact that in order to produce the ciphertext,
CTR and OFB perform a XOR between the message and a pseudorandom string
s. As such, our proof can also be applied to stream ciphers, and we will denote
m @ s an encryption of the message m using such a scheme. Note however that
this proof assumes that the ciphertext can be written as x @ s entirely. As such,
it doesn’t carry on to the GCM mode of operation which, though it uses the CTR
mode of operation, adds a tag at the end of the ciphertext.

Theorem 1 (Originally written in [12]). CTR and OFB are qIND-qCPA-
P13 insecure, no matter what the underlying block cipher is.

Proof. A prepares the state |[+) and performs their challenge query using it.
They thus receive:

Slz) |z & s) ifb=0

§ |z) |m(z) ®s) ifb=1 (3)

for a random permutation 7. By performing an X gate on the second register
controlled by the first one, the state becomes:

Zz:|x)|s> ifb=0

Slz)lz@n(z) @s) ifb=1" )
T
Thus, if b = 0, the two registers are not entangled: applying an H gate on the
first register and measuring it yields |0) with certainty. If b = 1 however, such
a procedure yields |0) with negligible probability. We can apply with
f=2— 2®n(x) s to show this formally. The probability to measure |0) if
b =1 is thus given by:

Prl0) [b=1] = o S0 (5)

Since the sum is going through all possible y, it is completely equivalent to
redefine f to be x — @ w(x). The following is a rewriting of the proof proposed
by Tosif Pinelis [13].
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We have, for a given y:
‘f_l(y)’ = Z ]lﬂ(z)::r@y (6>

thus:

TR D)) I A —— (7

X1 i)

thus:

E[lf @)= XY Prllr@) =@yl nir@) =z @) (8a)

r1 X2

= ZPT[T( (r1) =21 @D y|+

SN Prflr(an) = a1 @y N [ (22) = 22 © y]].

T1 ToFTy

Since 7 is a random permutation, all the events in (7 (1) = 21 ® y),, have the
same probability. As such:

B[/ 0] =14 5 3 3 Prlr () = m @y |r (o) = m@y). (80)
T1 ToFT

Similarly, since 7 is a random permutation, the events in (7 (z2) = 22 ®Y),, .,
have all the same probability being given that 7 (x1) = 21 @ y. Thus, we have:

_ 2
B[l )] =2 (84)
Finally, the probability of measuring |0) if b = 1 is given by:
1
All in all, the adversary’s advantage is given by:
ind- - 1

AdvVETRTors (V) = 1= 5oy (10)
In particular, it is not negligible with respect to A. ad

3.2 qIND-qCPA-P13 insecurity of CFB

Similarly to the CTR and OFB modes, we show that an adversary can win
with non-negligible advantage in the qIND-qCPA-P13 security game of the CFB
mode, no matter what the underlying block cipher is. Along with its IND-qCPA
(in)security proven in this fully characterizes it, according to

The qIND-qCPA-P13 insecurity of CFB, just like CTR and OFB, comes from
the fact that the adversary can disentangle the ciphertext register from the
plaintext register, which is not possible in the random world. The same strategy
as for these two modes can thus be used to distinguish both worlds.
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Theorem 2 (Originally written in [12]). CFB is qIND-qCPA-P13 insecure,
no matter what the underlying block cipher is.

Proof. A prepares the following state, where each register is made of n qubits:

/—1
= <® |o>) S ) (11)
k=1 x

and performs their challenge query using it. They thus receive, ignoring the first
¢ — 1 registers which are not entangled with the others:

vz 2 le) (@I’Ek (Co)>) v B (co) ) ifb=0

4
v ZI: |z) @ |- 1ynsin—1 (0 [ -+ 1 01| 2) ® Bx (ci-1(x))) ifb=1

1=

(12)

for a random permutation m, where ¢y is a random constant function and where
we have defined:

ci(@) € - 1ynasin—1(0 | - | 0] 2) ® By (ci—1(2)) .- (13)

By performing an X gate on the second register controlled by the first one, the
state becomes:

7= ; |) (f®i )Eki (Co)>> ‘Eﬁ (c0)> ifb=0

(14)
i 212 eon() ith=1
with f¢, ~ being defined as:
Ffoom(@) Lz s cr(@) || || comr(2) || (2 ® eola)) - (15)

Thus, if b = 0, the two registers are not entangled: applying an H gate on the
first register and measuring it yields |0) with certainty. If b = 1 however, such a
procedure yields |0) with negligible probability. We can use to prove
it. The probability to measure |0) if b =1 is given by:

Prl0) [b=1] = g3 3 [k W) (16)

The following is an adaptation of the proof proposed by Iosif Pinelis [13].
We have, for a given y:

e @) =D Ly mer= (17)

thus:

A1 s TR WP (18)

1 X2
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thus:

E[[725%@)] = 32 30 Prllfesr (1) = 6] 0 [fenr (22) = ] (19a)

1 X2

= Zpr[fcwr (z1) = y]+

! 19b
>N Prllfeer (@1) = YN [fep.m (22) = yl. o

T1 ToFT

Since 7 is a random permutation, 7(z) is uniformly random. As such, any bitslice
T(i—1)n—(in—1)(2) is also uniformly random. Note also that it is independent
from Ey (¢;—1(z)), thus every ¢;(x) is uniformly random. This property does not
depend on its input, hence this remains true for @ cy(z). As a consequence,
feo,x is uniformly random and we have:
. 9 on 1
E|f50)°] = o+ 3 20 2 Prlfens (@2) =y [ fepm (1) = ). (190)

T1 T2FTY

Since the value of f., r (z1) is known, it means that = (x1) has been specified.
As such, 7 (z2) can be equal to any value except 7 (x1).

Note that the probability that we want to compute is the probability that
¢i (1) = ¢;(we) for ¢ € [1; £ —1] and that ¢ (z1) ® 21 = ¢ (x2) ® x2. Using
the definition of ¢;, this is equivalent to computing the probability that 7 (1)
and 7 (z2) have the same (¢ — 1)n first bits and that their last n bits XOR up to
x1 @ x2. The probability of the first event is 2;—;1, since we can freely choose
the last n bits of 7 (x2) as long as they are not equal to those of 7 (x1), and the
probability for the second event being given the first one is Qn—! using the same
reasoning. All in all, we have:

N U | R ¢ L §
]E[|fco,ﬂ(y)! ] =om T 2%; g 1 o Ty (19d)
1 ToFT1

Thus, the probability of measuring |0) being given that b =1 is given by:
1 2n 2" (2" —1) 1 2" —1
P b=1]= = — | =— (1 .(2
I'H0> | ] 2277, ; (2@11 + 2£n (2271 _ 1)) on ( + 2£n _ 1) ( 0)

Thus, A’s advantage is given by:

i 1 2" —1
ind-qcpa-p13
AdV?47C'§Bp P (A) = 1 — 27 (1 + 2@71_1) . (21)
In particular, this advantage is not negligible with respect to A. a

3.3 qIND-qCPA-P13 insecurity of CBC

Finally, we show that CBC is qIND-qCPA-P13 insecure, no matter what the un-
derlying block cipher is. Contrarily to the three other modes, it is not possible to
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disentangle the ciphertext register from the plaintext one in this case. However,
we show that an adversary is able to separate the answer to its challenge query
into two identical registers in the real world, while it isn’t possible in the random
one. Thus, performing a SWAP test allows to distinguish both cases.

Theorem 3. CBC is qIND-qCPA-P13 insecure if it uses more than 3 blocks, no
matter what the underlying block cipher is.

Proof. Let us assume for now that ¢ can be written as £ = 2L + 1 with L > 1.
A sends |+) as their unique challenge query. They thus receive, if b =0 :

1
\/ 2¢én

Do @) lw2n) ay, B (1@ co)) ¢, [Bi (22 @ Bi (21 @ o)), -+

2
L1, ,T2L

(22)
Since they know c¢g, they can apply X gates accordingly on M; to XOR it with
o, thus creating the following state:

1
\/2¢n

Yo s lean) s, 1B (@n)e, [Bi (22 @ B (1)))g, -+ (23)

1, ,T2L

They now measure Cp1, thus getting the associated value ¢y 11 and disturbing
the superposition. Indeed, the following equation must hold:

cr1 = Ex (2p+1 @ Bk (v & Ei (- @ Ex (z1)--))) (24a)
= apn = B (cr) @ Bi(op @ B (- @ B (1) -++)).- (24b)

This equation shows that the value of the My register is now Ek_1 (cp41) @
Cr. Thus, performing an X gate on My 1 controlled by Cp sets the value of
My to E;l (cp+1)- As such, it is no longer entangled with the other registers.
Furthermore, the ciphertext registers Cp o, -+ ,Cyr are only function of ¢y 41
and the plaintext registers My o,---, Msr. Hence, the state is now separable
and can be written as:

1
(\/ﬁ Z 21, ) ’Enc%‘fio (||| IL)>> ®
o (25)

_ 1 CBC
Nom Do e ) ‘E“CEEL,cLH (@raa |-l sz)>

TL42,,T2L
where Enc%iCLm is the encryption function using the CBC mode of operation with
Ey as its block cipher, operating on L blocks and using r as its initialization
vector. Note that for any message set of messages (z;);, the following holds:

CBC CBC
Encp, Lepsy @rg2 |l - | @2n) = Encg 7 o (w12 ®epsa) [ -+ || 221) . (26)
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Since A knows cr+1 from the measure of C1, they can apply X gates on My 4o
to XOR it with cp41, thus creating the state:

1 CBC
(m S Jone ) [Enc®G g (@ | an)) | @
L1y TL

(27)

1
o, 2l EncE?S o (@rea I+ [l @20))

TL+2," 2L
:( 2anlx ‘Enc%‘fCLO >> ( NGIT Z|m ’Enc%‘f%o >> (28)

A now performs a SWAP test [4] on these two states, which is an algorithm that
runs in constant time, taking two quantum states |¢) and |¢) and returning
|0) with probability § + 3 [{(@|1)|?. Here, since these two states are identical,
performing a SWAP test on them will return |0) with probability 1.

Let us consider the case b = 1 now. The oracle A interacts with is depicted

on [Fig. 2|

|z) ]

0) EncEl2r 1.0 [—

Fig. 2. The oracle the adversary interacts with in the random world in the qIND-qCPA-
P13 security game of CBC. Note that Enc%ﬁ'fu“’co can be implemented as an erasing
oracle since it is bijective. ™ s a random permutation freshly chosen and implemented
as an embedding oracle.

Since 7 is freshly chosen and is implemented as an embedding oracle, we can
use [5, Corollary 11] to measure the input register before applying the embed-
ding oracle implementing 7. This Corollary ensures that A can distinguish the
previous oracle from this new one with probability at most 1;,;,? , with C being
an universal constant defined in [I8, Theorem 3.1].

Upon measurement, the input register collapses to a random message = and
is then passed to the encryption oracle. The resulting state is:

|.’L'17"' 7x2L>‘Clu"' 762L> (29&)
with ¢; being defined as:
Vi€ [15 2L], ¢; = Ex (Tin—s(it1yn—1 (x1 || Z2) & ci—1) (29b)

and with ¢g being chosen uniformly at random. A firstly measures cr1 and
performs a XOR operation between ¢y and x; and between cpy; and xp41.
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A will thus perform the SWAP test between |z1 @ co,x2, - ,zL)|c1, -+ ,cL)
and |zp40 B crt1,Tr+3, - ,Tar)|Cr42,+ ,car). Since these two states are ba-
sis states, they are either equal or orthogonal. If they are equal, the SWAP
test returns |0) with probability 1. If they are orthogonal, it returns |0) with
probability % Note that the following holds:

[V’L,I, = 517L+71+1] = [VZ, C; = CL+]+1} . (30)
Thus, the probability that these two states are equal is the probability that

each z; is equal to xp4;41, which happens with probability # All in all, the
probability of measuring |0) on average is equal to:

1 1 1 1 1
Thus, the following holds about A’s advantage:

1 1+C
-1 - . (32)

Ad qind-qcpa-pl3 A >
\% ( ) 2LTJ”+1 2@1’1

A,CBC

DN | =

In particular, this advantage is not negligible with respect to A. Note that if ¢
is odd, the adversary can simply set the first plaintext register to |0). That way,
the first ciphertext register will be used as an initialization vector. A can thus
measure it and apply the same strategy as outlined above. a

3.4 General results and discussion

The original idea of the IND-CPA security was intuitively to show that an adver-
sary does not even learn a bit of information by looking at the ciphertext. In a
quantum world, such a bit can represent quite abstract information, such as the
fact that the plaintext register can be be disentangled with the corresponding
ciphertext register, as shown by [Theorems 1] and 2] The fact that such strategies
can be applied to security notions gives rise to questioning their relevance. This
can be taken to the extreme, where commonly used practices kills the potential
security of a scheme with respect to some qIND-qCPA notions.

In this section, we prove two general insecurity results about schemes that
uses a public function to randomize their encryption (such as the XOR one for
instance) and those preserving the length of the messages they encrypt. The
former concerns the qIND-qCPA-P5 security notion, which we define below.

Definition 7 (qIND-qCPA-P5 game, adapted from [5]). Let E be a cryp-
tographic scheme: E = (KGen, Enc, Dec). We denote by M the set of messages E
operates on, by CL — Enc the classical oracle implementing Enc and by EM — Enc
the embedding oracle implementing Enc. We say that E is gIND-qCPA-P5-secure
if no polynomial time quantum adversary A has an advantage larger than % +e
in the following experiment, with € being negligible with respect to \.
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Eaxperiment qgIND-qCPA-P5% (), A)
ksKGen (1')

T <43 6|1u|

Y s ACL—Enc(k,»),EMfEnc(k,-,)on-b 0

/
return b

Intuitively, the qIND-qCPA-P5 security experiment is very similar to the qIND-
qCPA-P13 one. In fact, the only difference between these two experiments is that
the adversary is allowed to perform multiple challenge queries instead of a single
one.

We show that when using a public function to randomize the encryption and
providing the adversary with the randomness used, an adversary can manage to
get states independent of the said function and randomness in the real world.
As such, they can create two identical states and perform a SWAP test on
them to measure |0) with probability 1. In the random world however, a fresh
permutation is applied on the input register beforehand, making the overlap
{p|¥) exponentially small with high probability. The adversary can thus get an

1

advantage close to 5 by exploiting this method, which is what’s described in

eorem 4| and its associated proof.

Theorem 4. Let Enc be a randomized encryption function from {0,1}™ x{0,1}?
to {0,1}", with m being the message length and p being the randomness length.
If the randomness r is given to the adversary and if Enc can be written as:

Enc(z;r) = f(g(w;r))

with g being a public, efficient bijective function with respect to r, then there is
an adversary which has an advantage of% — 2% in the qIND-qCPA-P5 security
game of Enc.

Proof. First of all, let us consider the case b = 0. On a challenge request, if A
sends |+), they will receive the following state:

—o= 2l o). (33)

Since they know r, they can apply an erasing oracle implementing g(-;7) on the
first register to create the following state:

1 1
) = o %: lg(z;m)) [f(9(w;7))) = o %: ) |f (). (34)

Thus, they are able to create a state which is independent of the randomness
that is used. As such, they can perform two challenge request using this method
to get |¥) ® |¢). They can then perform a SWAP test using these two registers,
which will return |0) with probability 1.
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Let us now consider the case b = 1. Using the same method, A will get the
state:

2% <Z|g($o%7“0)> |f (g (70 (20) ;7”0))>> ® <Z g (@1571)) [f (9 (71 (21) ;’"1))>>

(35)
and we show that the probability of measuring |0) using the same strategy is
close to 2 5. In order to compute this probability, we need to compute the scalar
product of these two states. This scalar product is equal to:

o Z (o;70) » f (9 (o (20) ;70))lg (x1571), f (9 (1 (1) 571)))  (36a)

Z0,T1

sz (mo (x0) 570))| f (9 (1 (97" (9 (wo370) 571)) i71))) - (36b)

This scalar product is thus equal to Q—Ifn, where k is the number of messages my
such that the following equation is true:

f(g(mo (z0);7m0)) = f (g (7T1 (971 (g (xo370) ;7“1)) ;7“1)) . (37)
Since f has to be injective, the previous equation can be rewritten as:
g (g (7o (z0)570)571) = ™1 (971 (g (xo370) ;7”1)) . (38)

We now consider k and 7 to be fixed and we ought to compute the number of
permutations m; such that exactly k& of these equations are satisfied.
Note that the number of permutations such that at least k of these equations

m 2m
are satisfied is <2k ) (2m — k)! Z eyt 1) . Thus, the probability that exactly k

=0
2m —k ;
of these equations are satisfied is % > (]P . It is thus possible to compute
i=0

the expected probability of measuring |0):

271 2‘1@

E[P0)] =

2 for m2>1

Thus, A’s advantage is equal to % — Qim O

We now show an insecurity result with respect to the qIND-qCPA-P8 security
notion, which we define below.

Definition 8 (qIND-qCPA-P8 game, adapted from [5]). Let E be a cryp-
tographic scheme: E = (KGen, Enc,Dec). We denote by CL — Enc the classical
oracle implementing Enc, by ER — Enc the erasing oracle implementing Enc and
by M |1¥) the measurement in the computational basis of a given register [1)). We
say that E is gIND-qCPA-P8-secure if no polynomial time quantum adversary A
has an advantage larger than % + € in the following experiment, with ¢ being
negligible with respect to \.
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Eaxperiment qIND-qCPA-P8& (), A)
ksKGen (1')

(state, [po) , [ip1)) -8 ATTE(I()
M ep)

1) «<$ER —Enc(k,[¢n))

b s ATE0) () | state)

return b’

We show that an adversary can get an advantage of 2-¢ in the qIND-qCPA-P8
security game of a cryptographic scheme, where d is the difference in bitlengths
between the ciphertexts and the plaintexts. In particular, an encryption scheme
preserving the length of its input can’t be qIND-qCPA-P8-secure. This generalizes
a result from Gagliardoni et al., who showed this result for the qIND-qCPA-P1
security notion [7], which implies the qIND-qCPA-P8 one.

Theorem 5 (Originally written in [12]). Let Enc be a randomized encryp-
tion function from {0,1}™ x {0, 1} to {0,1}", with m being the message length
and p being the randomness length. There is an adversary which has an advan-
tage of 2~ in the qIND-qCPA-P8 security game of Enc.

n

Proof. A prepares the following states:

1
I+ =—=) Iz (40a)
and
m—1
+ _ 3” x 40b
) = 2l (40p)
and performs their challenge query using them. They thus receive:
1 .
Vo > (=1)"* [Enc (x,70)) (41)

They now apply an H gate on this state, which results in the following state:

mlm (1 e ) (42a)

Y

WZ 1) J0) + WZ ; (—L)vEeemo) [y (42b)

A now measures this state. Note that the probability of measuring |0) is

2 m
1 s ifb=0
——— ) (P =7 : 43
(\/ 2mtn %:( ) ) {0 otherwise (43)
The adversary can thus return b = 0 if they measure |0) and b = 1 otherwise.
O
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Thus, these two theorems give two necessary conditions for a scheme to
be qIND-qCPA-P1 and qIND-qCPA-P2-secure, since both these notions imply
the qIND-qCPA-P5 one. Additionally, they give another necessary condition to
be qIND-qCPA-P1-secure, since this notion implies the qIND-qCPA-P8 one. The
security with respect to these two notions is important, since Carstens et al.
proved that being secure with respect to these two notions implied the security
with respect to any qIND-qCPA notion [5].

For instance, Carstens et al. showed that the following construction is both
qIND-qCPA-P1 and qIND-qCPA-P2-secure:

Ency (m;r;7’) = gPRP,. (' || m) || PRPk(r).

Note that we can consider the second part of the ciphertext to be classically given
to the adversary. As such, the ciphertext is p bits longer than the plaintext, with
p being the bitlength of the randomness r’, which lower-bounds the advantage
of an adversary in the qIND-qCPA-P8 security game by 2%,, using
Furthermore, it is to be noted that the randomization of the encryption is not
done using a public function, which prevents from breaking its qIND-
qCPA-P5, and as such qIND-qCPA-P1 and qIND-qCPA-P2 security.

It is however important to consider what these results actually mean regard-
ing the security of the studied encryption scheme. For instance, one could argue
that in[Theorems 1} 2] and [} the adversary is able to win in the associated secu-
rity game without learning anything whatsoever about the encryption scheme,
which questions the relevance of the associated notions. While this adversary
did manage to win in these security games, it is not yet clear what does that
imply concerning the confidentiality of the ciphertexts for instance.

In the classical setting, this problem is solved by the semantic security notion,
which is equivalent to the IND-CPA one. The intuition behind this notion is that
there is low to no difference for an algorithm to be provided with a ciphertext
or to be provided with no ciphertext at all. In the quantum setting however, a
single quantum semantic security notion has been defined, which is equivalent
to the qIND-qCPA-P1 security notion [7]. In order to fully understand what the
insecurity with respect to the qIND-qCPA-P5, qIND-qCPA-P8 or qIND-qCPA-P13
security notions means, it is necessary to define the equivalent quantum semantic
security notions. Such a task will not only provide a better understanding of these
notions and of their relations, but will also help in defining what standard should
be adopted to evaluate the quantum security of an encryption scheme.

4 Conclusion

In this paper, we have shown that the standard IND-qCPA security results proven
by Anand et al. [I] carry on to the erasing and embedding IND-qCPA notions
defined by Carstens et al. [5].

We have also shown however that CBC, CTR, OFB, CFB are qIND-qCPA-P13
insecure, no matter what the underlying block cipher is. Since all the security
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notions but the IND-qCPA ones and the IND-CPA one imply the qIND-qCPA-P13
one, this fully characterizes the security of these modes.

Finally, we gave two general insecurity results on the schemes using a public
function to randomize their encryption and on those preserving the length of
their input. These two results give necessary conditions for a scheme to be secure
with respect to all qgIND-qCPA notions and we used these to highlight the need
for new quantum semantic security notions.
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A Adapting Anand et al.’s work to the more general
IND-qCPA notions

A.1 Definitions

Similarly to [I], we define last and droplast as the functions which return respec-
tively the last bit of their input and their input without their last bit.

We denote BCy the block cipher introduced by Anand et al. [I], which maps
x to:

Eh, () [droplast ()] || th, k) (2) if last(z) =0 (44)

B, (o [droplast [z & (k || D]] || [thepo o @ (k || D] @ 1] if last(z) =1
with £ being a PRP taking as inputs a key of length A\ — 1 and a message of
length A — 1 and returns a ciphertext of length A — 1, ¢ being a PRF taking as
input a key of size A and a message of size A and returns a single bit and with hy
and ho being two random oracles used to generate appropriate keys for £ and ¢
from the master key k. Anand et al. showed that this block cipher is a PRP [IJ.

We also define the relevant security notions.
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Definition 9 (qIND-qCPA-P10 game, adapted from [5]). Let E be a cryp-
tographic scheme: E = (KGen, Enc,Dec). We denote by M the set of messages
E operates on, by CL — 1lct — b — Enc the classical oracle implementing Enc in its
1-ciphertext version: it takes two inputs mg and mq and returns the encryption
of mp. We also denote ER — Enc the erasing oracle implementing Enc. We say
that E is qIND-qCPA-P10-secure if no polynomial time quantum adversary A
has an advantage larger than % + € in the following experiment, with £ being
negligible with respect to A.

Ezperiment qIND-qCPA-P105,(), A)
k <$ KGen (1)‘)

T 4% G\M\
b F$AERfEnc(k,-),C|_71c157177Enc(k,4)()

/
return b

Definition 10 (qIND-qCPA-P11 game, adapted from [5]). Let E be a cryp-
tographic scheme: E = (KGen, Enc,Dec). We denote by M the set of messages
FE operates on, by CL — 1ct —b— Enc the classical oracle implementing Enc in its
1-ciphertext version: it takes two inputs mg and mq and returns the encryption
of my. We also denote EM — Enc the embedding oracle implementing Enc. We
say that E is gIND-qCPA-P11-secure if no polynomial time quantum adversary
A has an advantage larger than % + € in the following experiment, with € being
negligible with respect to A.

Ezperiment qIND-qCPA-P115,(), A)
k <$ KGen (1)‘)

7T<—$G\M\

b g AEM—Enc(k,),CL—Tet—b—Enc(k,) 0

/
return b

These notions simply mean that in the qIND-qCPA-P10 game, the adversary is
allowed to perform erasing queries on the encryption function, while it is only
permitted embedded query in the qIND-qCPA-P11 one.

According to [Fig. 1| we ought to show the insecurity of the CBC, CFB, OFB
and CTR modes in the qIND-qCPA-P11 notion or their security in the gqIND-
qCPA-P10 one to fully characterize them.

A.2 Lemmas

Lemma 2 (Simon’s algorithm, adapted from [15]). Let s be a fized n-bit
string. Being given n— 1 states that can be written as |x) + |x @ s), it is possible
to recover s in polynomial time with probability at least i.
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Lemma 3 (One-way to Hiding Lemma, originally written in [12]).

Let H : {0,1}™ — {0,1}™ be a random bijective function and A be an al-
gorithm making at most q requests to H using either a standard oracle or an
erasing one, taking as input two n-bit strings r and y and returning a single bit
b. We define an algorithm B taking inputs similar to those of A and behaving as
follows. B chooses i € [1; q] uniformly at random and runs A" (x,vy) until just
before the i-th query to H, at which point it measures the input register in the
computational basis and returns the result. If A makes less than i requests to H,
B returns L ¢ {0,1}™.

For x being chosen uniformly at random, we define P}‘ to be the expected
probability that A returns 1 if its inputs are © and H(x). Fory also being chosen
uniformly at random, we define Pf‘ to be the expected probability that A returns
1 if its entries are x and y. Finally, we define Pg to be the expected probability
that B returns x or H~1(y) if its inputs are x and y. Then:

|P4 — P3| < 2qv/Ps. (45)

This lemma is a variant of the original One-way to Hiding Lemma introduced by
Unruh [I6], the only differences being the function being bijective, the possibility
to use an erasing oracle and the natural redefinition of Pg. As such, Unruh’s
original proof can almost be reused unmodified. Interested readers can find the

proof in

A.3 IND-qCPA security of CTR and OFB

In this section, we show that Anand et al.’s argument [1] to prove the qIND-qCPA-
P6 security of CTR and OFB can also be applied to prove its qIND-qCPA-P10
security.

Theorem 6 (Originally written in [12]). A system using a PRP in CTR or
OFB mode is gIND-qCPA-P10 secure.

Proof. We adapt the argument used by Anand et al.: a reduction R having
a classical access to the encryption function can perfectly simulate an erasing
oracle.

Indeed, without loss of generality, let us assume that the adversary has an
ancilla register and a query register, so that the sent state could be written
as Zzy 0y |2, y). The reduction queries for the encryption of 0 and receives
s@ 0 = s, since CTR and OFB operate as stream ciphers. R can then apply
X gates accordingly on the register it received, effectively creating the state
> wy Cay |7,y @© s), which is exactly the state the adversary would have received,
had they interacted with an erasing oracle.

Thus, the qIND-qCPA-P10 security of CTR and OFB can be reduced to their
IND-CPA security, which they satisfy as long as they are used with a PRP. 0O
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A.4 Potential IND-qCPA insecurity of CFB used with a PRP

We now show that, similarly to Anand et al.’s results [I], there is a PRP which,
when used in CFB mode, yields an IND-qCPA insecure scheme. We use the same
block cipher as Anand et al. and performs the same attack up to one detail:
Anand et al. used the fact that the adversary is allowed to query a uniform
superposition on the last qubit so that it is not entangled with the other register.
Using an embedding oracle, we cannot use such a trick and are forced to explicitly
disentangle this last qubit with the remaining of the state.

Theorem 7 (Originally written in [12]). There is a PRP such that the
system using it as a block cipher in CFB mode is qIND-qCPA-P11 insecure.

Proof. We use the same block cipher BCx as Anand et al. [I], as described in
The adversary can prepare the state:

£—2
<® o>) > 12)10) (16)

and performs a learning request using it, thus receiving the state, omitting the
registers that are not entangled with the others:

S @) as ’BCﬁ_l (co) ®x>01 BCi (Bcﬁ—1 (co) @x>> . (47)

Cy

The adversary then performs an X gate on M controlled by C1, thus putting

it in the basis state ‘BCﬁ_l (CO)>, which disentangles it from the other registers.

Hence, the state can now be written as:
BC, (Bcﬁ—1 (co) ® z>> (48a)

ZT: ‘Bcﬁ—l (co) @LL’>01 .
= Z 12) ¢, IBCk (), (48b)

= Z 1z) ¢, \droplast(BCM&I;)))CZ2 |Iast(BCk(aE))>CZ2 . (48c¢)

A then measures the Cy; register and gets a value z, disturbing the superposi-
tion. Indeed, a message x still present in the superposition must satisfy:

2 = Ep, ) (droplast (x @ [(k || 1) - last(x)])) (49a)
B lo() 110
T . )] = 1(k)
<~ z®[(k]|1)-last(x)] {Ezll(t)(z) I (49Db)

However, we know that for all Y, last(Y @ [(k || 1) - last(Y")]) = 0 holds. As such,
a valid message x must satisfy, denoting Z = E,;l(k)(z) || O for conciseness’ sake:

z®[(k]1)-last(z)] =2 (49¢)

A
@x:{Z@(k iy (49d)
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Thus, the resulting state is, omitting the now measured Csy ; register:

Z)e, thato (2)) g, , 12 & (kI D), [thato (2) 1), , - (50)

Finally, A can perform an X gate on Cy 2 controlled by the last qubit of Cj.
This results in the Cy 5 register now being disentangled from Cj, since it is now
in the basis state |th2(k) (Z)> Hence, the state the adversary is left with is:

1Z) +1Z @ (k] 1) (51)

The adversary is able to create such a state for each of their learning queries. In
particular, they can now make use of to recover (k || 1) and as such k.
They are now able to easily win in the qIND-qCPA-P11 game by performing a
classical challenge query. a

A.5 Potential IND-qCPA insecurity of CBC used with a PRP

We now show a similar attack on the qIND-qCPA-P13 security of CBC used with
a PRP to the one used for CFB.

Theorem 8. There is a PRP such that the system using it as a block cipher in
CBC mode is qIND-qCPA-P11 insecure.

Proof. We use the same block cipher BCy as Anand et al. [I], as described in
The adversary can prepare the state:

{—1
(@ |0>> > lz) (52)
i=1 T

and performs a learning request using it, thus receiving the state, omitting the
registers that are not entangled with the others:

Z 1) 3 ‘BCk (Bcﬁ—1 (co) ® a:)>c (53)

Note that A gets to know the value of BCﬁ71 (co) using the previous ciphertext
register, which is not entangled with the others. Thus, A can apply X gates on
M to XOR it with this value, thus creating the state written in
From there, they can apply the same method to recover k and win in the qIND-
qCPA-P11 security game. a

A.6 IND-qCPA security of CBC and CFB used with a qPRP

We show that Anand et al.’s proof for showing that CBC and CFB are qIND-
qCPA-P6 secure when used with a qPRP [I] can be adapted to show that they
are also qIND-qCPA-P10 secure. Similarly to their work, we perform the proof
for the qIND-qCPA-P10 security of CFB and point out the differences with the
one for CBC in brackets.
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Theorem 9 (Originally written in [12]). A system using a gPRP in CFB
{CBC} mode is gIND-qCPA-P10 secure.

Proof. We adapt Anand et al.’s proof [I] to the qIND-qCPA-P10 security notion.
In particular, A is allowed to perform their learning queries on an erasing oracle.
We first show a very similar lemma to Anand et al.’s Lemma 6.

Lemma 4 (Originally written in [12]). For a random permutation H, we
define Enc® as the function that returns i + 1 blocks of randomness, including
the IV ¢q, and then behaves like a standard CFB {CBC} mode to compute the
other blocks using H as its underlying block cipher. We stress that for i = 0,
Enc’ is bijective, and as such can be implemented as an erasing oracle. Let b be
a random bit. For every adversary A performing at most q quantum encryption
queries, the following holds:

[Pr[AE” (Enc’ (My)) = b | Mo, My  AF<"] —

Pr[ A= (Enc™! (My)) = b | Mo, My « A= ]

B (54)
o)

Proof. For simplicity, we denote Enc = Enc’. We define:

e(\,n) = [Pr[A= (Enc’ (My)) = b | Mo, My = A™] — (55)
Pr[AS€ (Enc™! (Mp)) = b | Mo, My + A™]|.
Similarly to Anand et al.’s proof [I], we also define:
E;]/Cl(MaCOa"'vci):éOH-éK (56)

where é; = ¢; if j < i and é; =m,; & H (¢;-1) {H (m; & éj_1)} otherwise. We
thus have, for ¢y, ..., c;11 being uniformly random:

e(A\,n) = ‘Pr{AE"C (Envc (Mb,co,...,cl-)> s ’MO,Ml — AE“C] -
+1 (57)

Pr {AE"C (Envc (My, o, . . ,cm)) —b ’MO,Ml “ AE"C} .

We can then replace ¢; and ¢; 1 by respectively x {:c &) mi‘“} and y@mzJrl {y},
where z and y are chosen uniformly at random, giving us the following value for
e(\,n):

Pr {AE"C (Eﬁc/:Z (My, co, .. -,Ci717$)> =b ‘Mo,Ml — AEnc} -

+1

Pr |:AEHC (EFI/Cl (Mb7 Coy-v3Ci—1,2,Y D mz+1)) =b ‘ Mo, M1 «— AEHC:| .

(58)
{[Pr[a®e (Enc’ (s, o, cor @ mit)) = b | Mo, My - B —

+1

Pr [.AEnC (Eﬁ(/:l (Z\lb,C()7 e, Cio1, T D mz+1,y)) =b ‘ Mo, M1 — AEnc:|

(58)
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——i+1
By definition of Enc , this is also equal to:

+1

‘Pr {AE"C (E;rcl (Mb7007 coyCim1, @, H(x) EBmzH)) =b ‘ My, My + AE"C] -

— i1 .
Pr |:.AEnc (Encl (Mb,C(), ey Cim1,2,Y D m;fl)) =b ‘MO, My +— AEnc} .

(59)

b

(59)

{’Pr[AE“C (Envci+1 (Myco, .oy, H(w))) = b ‘MO,Ml  AEe]

it ,
Pr [AE"C (Enc (Mb, COy vy Cio1, X, Y D m?fl)) =) ‘MO7 My AE"C}

Thus, similarly to Anand et al.’s proof, we can define the following adversary,
which can interact with a standard {erasing} oracle implementing H:

Adversary A4, (z,y)

Mo, M; « A

b+ {0,1}

COyeveyCim1 < {0, 1}”

Ci = X {x@ mffl}

cir1 =y & my {y}

for jin [ +2; /]

c; = m{) @H(Cj_l) {H (m{,@ Cj_l)}
b o— A5 (co--- )

return b=1"0

We now show that Apspy is able to answer A’s queries, since they are able to
implement an erasing oracle implementing H.

Aoopg uses a standard oracle to create ¢ from ¢_1 by simply feeding cx_1
and my to the standard oracle, which results in leaving the first register un-
changed and the second one in the state |my @& H (cx—1)), which is ¢; by defini-
tion.

{Ao2m uses an erasing oracle to create ¢j from c;_1 by applying an X gate
on my controlled by cx_1, and then feeds this register to the erasing oracle,
resulting in the state |H (my @ ci—1)), which is ¢ by definition.}

We denote go2 g the number of queries to H that this adversary performs. For
each query that A performs to compute My and M7, Apsy performs £ queries
to H. They will then perform ¢ — i — 1 requests to H in order to compute the
ciphertext, and finally will answer A’s queries one more time. All in all, Ap2g
performs at most (¢+1)¢—i—1 queries to H. Similarly to Anand et al.’s proof [II,
we respectively denote ¢q1, g2 and g3 the number of queries performed by Apsg
before, during and after the challenge query. (A, n) is then easily seen to be:

e(\,n) = |Pr [.AgQH(a:,H(a:)) = 1] — Pr[AgQH(x,y) = 1]‘ (60)
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with z and y being chosen uniformly at random. This allows us to use the [O2H]
emmal We thus consider the adversary B associated to Apsy as defined in the
lemma and denote the number of the query during which B measures Aopzp’s
input register by j and the associated probability by Pj.

If j < ¢q1: In this case, the challenge query hasn’t yet been performed by A.
As such, A does not know the arguments z and y using which Apsy has
been instantiated. Thus, its queries are independent from those parameters
and we have, by denoting (M = z) the event where B’s measure of Apap’s
register results in the string z:

Ph =Pr[[B(z,y) = 2] U [B(z,y) = H ()] |j < a1] (61a)
2" —1
1

<LZ::OPT[M:$I |j<(h,$/:x}27+
o0 1 (61b)
doPrM=y <oy =H ()] g
y'=0

1
<zt (61c)

If 4 <j <@+ go: In this case, the previous reasoning still applies to z, we

thus have:
N = , | A
Ph<gpt 50 D PrM=y [0 <j<qy=H'@] (62
y'=0

In this case however, Apoy performs their queries with inputs depending on
y. Note that the first query done to H is y & m?fl. Since A does not know y
when performing their challenge query, y and mffl are independent, which
means that y@mz+1 is uniformly random, since y is uniformly random. Using
a similar reasoning, each other query on H can be written as m’lf @ H (cp—1)
{mf &) Ck—l}, with ¢;_1 being uniformly random and independent from mf.
Every string has thus the same probability to be measured, even being given

that 3’ = H~1(y). This is thus similar to the previous case and we have:

1
on—1"

P} < (63)

If g1 + g2 < j: In this case, the query is performed after A has received the
challenge query. Note that we can use a similar reasoning to Anand et al.’s
one to argue that we can consider the queries as being classical. Indeed, as
described above, Apsg only applies permutation matrices on the state they
receive from A. We can thus move the measurement performed by B before
the first call to H to answer A’s query, which allows us to consider this query
classical.
Like the previous case, the queries performed on H can be written as m’g @
H (ck-1) {m’g D cp_1 } For k = 1, it is obvious that this quantity is uniformly
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random, since ¢y is chosen independently of m}. We thus now only have to
show that for cx_; being uniformly random, m’bc @ H (ck—1) {m’bC &) Ck—l}
is also uniformly random. It is for this enough to show that A did not get
to know H (ck—1) {H (mllf*1 @cj,g)}. Since H is a random permutation
queried at most qoog times, A got to know this value with probability at
most 4Z2%. We can actually do better by arguing that this probability upper-
bounds the one that at least one of the queries to H isn’t uniformly random.
In order to upper-bound P}, we consider the trivial upper-bound in the case
where A learned at least one such value, which happens with probability
at most q‘;fff , with 1. The other case is similar to the previous ones, which
means that B will return = or H~!(y) with probability 2% We upper-bound
the probability of being in this case by the trivial upper-bound, that is 1.

All in all, the following holds:

1 qo2m

Ph< o+ 0 (64)
Now, we can use the previous upper-bound for every j, which ensures that:
q4O2H
' 1 1+ qo2n
Pl = P < . 65
‘s g Booar S (65)

Finally, we have, according to the

1 63 3
(A n) < 2q02m/7+2qf” — 0< o ) (66)

O

We can now use this lemma to show the qIND-qCPA-P10 security of CFB {CBC
}. Since the underlying block cipher is a qPRP, we can replace it with a truly ran-
dom permutation H while only increasing .A’s advantage by a negligible amount.
Using triangle inequality and the previous lemma, the following then holds:

|Pr[ AR (Enc (M) = b | Mo, My + AP —

Pr {AE"C (Ence (Mb)> =b ’]\407]\41 - AEnc} (67a)

4
<) [|Pr[AR (Enc (M) = b | My, My + AF] —

ZPr [AE“C (Encf (Mb)> —b ‘Mo,Ml . AE"C] }
< O(\/é?) (67c)

Pr [AE”C (Ence (Mb)> =b ‘ My, My + .AE"C] is easily seen to be equal to %, since

in this setup we returned to the adversary a uniformly random string that is inde-

I
-

(67b)

I
=3




gIND-qCPA (in)security of the CBC, CFB, OFB and CTR modes of operation 31

pendent of their challenge query. This allows us to upper-bound A’s advantage:

] 0503
AdvIrgss3 (3) < O (@) + negl(A) (68)

where negl(\) is A’s advantage in distinguishing the underlying block cipher
from a truly random permutation. £ and n being polynomial in A, this ensures
that A’s advantage is negligible with respect to A. a

B Proof of the variant of the One-way to Hiding lemma

Proof. We follow very closely Unruh’s proof [16] since this lemma is a variant of
the original O2H one.

If A interacts with a standard oracle, it owns three quantum registers A, K
and V, using K as an input register to the oracle and V' as an output register.
If A interacts with an erasing oracle, it only owns two quantum registers A and
K.

Using the same notations as Unruh [I6], A’s state after having performed
i queries to an oracle Oy implementing an arbitrary bijective function H is
written as ’W}II?) = (UOx)" ¥, ), where U is an unitary operation chosen by
A and |¥, ) is A’s initial state, which depends on the classical inputs = and y
that A was called with. When A measures its final state, it returns a bit b. The
probability that A returns b while being in the state |+) is denoted Prjy)[A = 1].
Finally, for a bijective function f, we denote f, , the function that is equal to f
on every input except on x and on f~!(y), where it is defined as f, ,(z) =y and
fay (F7H(y)) = f(z). Finally, similarly as Unruh’s notation in his proof [16], we
define a as grjgow -
Using these notations, we thus have:

Pi=a ) Priyy [A=1] (69)
H,z,y e
and:
1
Pil=——3MP =1]. 70
AT onign ; r’%q{,x.H(m>>[A ] (70a)

Putting things differently, the situations we are interested in are those when A
interacts with any bijective function H as long as its second input y is equal to
H(z), where z is its first input. This allows us to write P} as:

Pi=a ) Pr|w >[A =1J. (70b)

H,_v,y‘z‘y
H,z,y
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Finally, we can write Pp as:

Pg=a Y Pr[[BY(x,y)=2] U [B"(z,y) = H '(y)] | H,z,y] (71a)
H,z,y
=« Z [Pr[BH(x,y) =z |H,x,y] +Pr[BH(x,y) =z ’H,z,y} -
e (71b)

O, H-1(y) Pr[BH(x,y) =z |H,a:,y“ .

Now, we define QQx as the projector on the subspace spanned by X on the A’s
K register, similarly to Unruh’s proof [16]. This allows us to rewrite Pg as:

. 2 . 2
Py=" Z[(l—&wl(y)) |@: [wii |+ @m0 %;,M] (71c)
. 2

=2 3 10 ber) Qo + Qa7 (714)

H,T,y7
2 2

_@ Z ( _ <y>) (@ + Qur) i) (71e)

H:byz

Let us denote T' the trace distance and D; g ., the trace distance between
}W}I“) and ’Wﬁwxy> Since the trace distance upper-bounds the probability

of distinguishing two quantum states, the following holds:

Pr -

| Hy y,z,y

YA = 1) =Prygy A= 1]‘ < Dytray (72)

and:

Dittay =T (UOx ‘w};;’y> U0y, ,

=7 (0n |#5k,) On.,

- y>) (73a)
wH—lry>) . (73b)

Thus, using triangle inequality:

Ditray < (OH\w;I;y>

i)+

T(on., %;y> On. . Hmlyxy» (74a)
T (0n |7k, ) On.., wg;y>)+Di71,H@,y- (74b)

Thus:

q
Doty = Doty < 3T (On| Wik, ) O, |W371,)) - (79)
i=1
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Note that Do g 5, = 0, since it is the trace distance between |¥, ,) and itself.
Now, if A interacts with a standard oracle, we can check that the following holds
by reasoning on the basis states:

Owu,, =0On (I — Qs — QH—I(y)) + Z la, x,v B y) {a,x,v| +

a,v

(76a)
S a H ), v e H(z)) (a, H (y), 0]

while we can write, if A interacts with an erasing oracle:

Ou,, =0 (I- Qs —Qu-1(y) + Z la,y) (a, x| + Z la, H(x)) (a, H ' (y)] -
’ ’ (76b)

This allows us to write Oy

i—1 .
Q’IH,z7y> as:

On (1= Q= Qu-1) Wik, ) + On Qs

Viity) +OnQu-) it y) (77

wi-t > as, in the case of a standard oracle:

and OHM Hoay

On (I - Qz — QH—l(y)) ‘W}{jy> + Z la, 2,0 ®y) <a, x,v‘@}jg},y> +

a,v

) ) - (78a)
Z |a, H (y),ve H(m)> <a, H™ " (y),v !P}I}y>
a,v
or, in the case of an erasing oracle:
On (1= Qo = Qu1p) | Wit ) + D lavw) (w7t ) +
“ (78b)

i—1
ery> :

Writing these states like this allows us to use Unruh’s Lemma 11 [I6], which
ensures that T’ (OH ‘W};;y> ,Og W}{jy>) is upper-bounded by:

> la H(w)) {a, H ()

2 0nQu |7k, ) + OuQury |7k )
<2[(Qu+Quw) |7k, (79b)
<2(1=bun1) [ (@0 + Quriy) |70, )| - (790)

Thus, using triangle inequality and and [75}

1 2 1—1 2
Pi-Pi<a 3 2(l-bune) Qe+ Quaw) |7ih,)| (80a)

H,z,y,i

‘ (792)

<2 Y Z\/(lém,H-l(y)) (@ + Qi) ‘%—,;’»HQ. (80D)

H,z,y,i
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Hence, using Jensen’s inequality:

. 2
Ph=PAl <20 [T 30 (1= bumr) | @+ Quovn) [Tt | (8D
H,z,y,i

At 61 - Y 2
We can then conclude by noticing that 1 — d, z-1(,) < (1 - Hfl“)) . O
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