PERMUTATION ROTATION-SYMMETRIC SBOXES, LIFTINGS
AND AFFINE EQUIVALENCE

TRON OMLAND AND PANTELIMON STANICA

ABSTRACT. In this paper, we investigate permutation rotation-symmetric (shift-
invariant) vectorial Boolean functions on n bits that are liftings from Boolean
functions on k bits, for & < n. These functions generalize the well-known map used
in the current Keccak hash function, which is generated via the Boolean function
1+ 2122 + x3.

We provide some general constructions, and also study the affine equivalence
between rotation-symmetric Sboxes and describe the corresponding relationship
between the Boolean function they are associated with. In the process, we point
out some inaccuracies in the existing literature.

1. INTRODUCTION AND MOTIVATION

One of the most basic primitives in symmetric cryptography is an Sbox, or a
“substitution box”, which, mathematically, is a map from the set of n-bit vectors to
the set of m-bit vectors. Symmetric ciphers are often made up as a combination of
Sboxes and only a few other operations that are usually linear. For example, the
substitution-permutation networks are all of this type, including the current block
cipher standard, AES. Therefore, as the main nonlinear part, Sboxes play a central
role in providing the confusion to the robustness of ciphers, and therefore, the security
of a cipher often relies heavily on the cryptographic properties of the Sbox involved.

Since lookup tables tend to have a large implementation cost, using an Sbox
with an easy description is favorable. Let Fy denote the vector space of n-bits, let
F:Fy — F3 be an Sbox and S be the (right) shift, that is, S(z1,22,...,2,) =
(p,x1...,Tp—1). Then F is rotation-symmetric (or shift-invariant) if F o S = So F,
and such functions can be completely determined by a Boolean function f: Fy — Fs.
Therefore, permutation rotation-symmetric Sboxes with good cryptographic properties
are good candidates to be used as a primitives in symmetric ciphers. In particular,
they are interesting for designing lightweight cryptography.

A Boolean function f on k bits determines a rotation-symmetric Sbox F' on n bits,
for kK < n, by

F(fL‘l,CCQ,...,LUn) - (f($1,$2,-.. ,.’Ek),f(.’EQ,.’L'g,...,‘Tk_;'_l),...,f(In,ZUl,CUQ,...,iUk_l)),

and when F' is a bijection we call such Sbox a (k, n)-lifting. The case where k < n
is especially interesting and the motivating example is the function x(z1, ze,z3) =
x1 + z122 + x3 (studied in Daemen’s thesis [4]), which gives rise to (3,n)-liftings for
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all odd n > 3. It has good cryptographic properties and is used in the current hash
function Keccak.

Bijective rotation-symmetric Sboxes and liftings can also be viewed as reversible
cellular automata, which are certain dynamical systems on the space of bi-infinite
strings of 0’s and 1’s, thought of as cells. They are defined by local updates rules,
depending on neighboring cells and uniformly applied to all cells at the same time.
Reversible cellular automata have many applications in physics and biology, typically
for simulation of microsystems.

Even though rotation-symmetric Sboxes (or cellular automata) are characterized
by simple rules, designing them so that they are permutation is a difficult problem.
There are only a few known classes and a limited number of available theoretical
results. On the other hand, previous works (and existing computational data) shows
that this is still a very rich class.

In this paper, we discuss various questions and techniques related to producing
new classes of (k,n)-liftings, and methods to determine whether a candidate is in
fact a lifting. We believe that finding the number of (k,n)-liftings is in general hard
when k < n, but we explain how it can be computed for k = n. However, when k is
small, computer experiments provide a bit of information. In Section [7] we present
two families of Sboxes, one that consists of (k, k 4 2)-liftings for all odd k&, and one
that consists of (k,n)-liftings for all 4 < k < n. The latter has a description by
certain conserved landscapes. We also present a few theoretical results and bounds.
Analysis of liftings that give rise to Sboxes with good cryptographic properties and
cost-efficient implementation is a trade-off among the sizes of k and n, the number of
nonzero terms, algebraic degree, and nonlinearity and differential uniformity.

Finally, let F' and G be two bijective rotation-symmetric Sboxes determined by
Boolean functions f and g, respectively. In Section [8] we investigate conditions
for when F' and G are affine equivalent, and in particular, what relationship this
corresponds to between f and g. Some of our observations and results illustrate
that the topic is more subtle than previous papers suggest. Most of this analysis is
conducted in a slightly more general setting than rotation-symmetry, for so-called
cyclic Sboxes, and in particular for k-shift-invariant permutations (both notions are
explained below).

2. BACKGROUND ON BOOLEAN FUNCTIONS

For a positive integer n, we let Fon denote the finite field with 2" elements, and
F3. = Fon \ {0} (for a # 0, we write 1 to mean the inverse of a in the considered
finite field). Further, let F3* denote the m-dimensional vector space over Fo. We call
a function from Fon to Fy a Boolean function on n variables. The cardinality of a
set S is denoted by #S. For f : Fon — Fy we define the Walsh-Hadamard transform
to be the integer-valued function Wy(u) = Z (=1)/@=Trn(2) ) e Fyn, where

zE€Fon
Tr, : Fon — Fo is the absolute trace function, given by Tr,(z) = ?:_01 22 If f is
defined over the vector space F3, we then replace the trace by the scalar product
u-z of u,xz € Fy.

Given a Boolean function f, the derivative of f with respect to a € Fon is the
Boolean function D, f(z) = f(x 4+ a) — f(x), for all x € Fan.
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For positive integers n and m, any map F': F§ — F5" is called a vectorial Boolean
function, or (n,m)-function. When m = n, F can be uniquely represented as a
univariate polynomial over Fon (using the natural identification of the finite field with
the vector space) of the form F(z) = 21226 Laiz', a; € Fyn. The algebraic degree
of F' is then the largest weight (in the binary expansion) of the exponents ¢ with
a; # 0. For an (n, m)-function F and a € Fan,b € Fom, we define the Walsh transform
Wg(a,b) to be the Walsh-Hadamard transform of its component function Tr,, (bF(x))
at a, that is,

WF(&, b) _ Z (_1)Trm(bF(m))—Trn(a;t)’
zE€Fon
with the same caveat that the traces are to be replaced by the regular scalar product
when working over the corresponding vector spaces.

Given a vectors z = (z1,...,2,) € 5, its Hamming weight is wt(z) 1= Y i 2,
and for two vectors xz,y, then Hamming distance is d(z,y) = wt(x +y). For functions
f,g, we let the Hamming weights/distance be the Hamming weights/distance of their
truth (output) table. We define the nonlinearity for a Boolean functions to be Ny =

1
min{d(f,¢) : ¢ affine function}, which is known to be equal to 2"~ ! — 5 Mmax |We ()],

and upper bounded by Ny < on—1 _ 9n/2=1 4ttained for n even (by bent functions).
We further define the nonlinearity of a vectorial Boolean (n,m)-function F' to be the
smallest nonlinearity among its component functions b - F', for b € F5*. The largest

nonlinearity of a Boolean function in odd dimension is n is odd is > 2¢~1 — 255+
(this is known as the bent concatenation bound).

Given an (n,n)-function F, and a,b € Fan, we let Ap(a,b) = #{x € Fon :
F(zx 4+ a) — F(z) = b}. Then Arp = max{Ap(a,b) : a,b € Fan,a # 0} is the
differential uniformity of F'. If Ap = 4, then we say that F' is differentially J-uniform.
Since, for fixed a, any solution zy comes along with another, a + z¢, then we can have

either 0,2 and above solutions. If 6 = 2, then F is called an almost perfect nonlinear
(APN) function.

3. CELLULAR AUTOMATA

Let A = {0,1}* = {(xi)iez : i € Z} be a bi-infinite string of 0’s and 1’s. Define
the shift-operator S: A — A by S(z); = x;—1. For a function F: A — A, let
fi: A —{0,1} denote its i’th coordinate function, that is, F'(x); = fi(x). Let j,¢ € Z.
Then F satisfies the identity F o S7 = S o F if and only if

fioS? = f;_,, forallieZ.

It follows that F' is completely determined by fi,..., fr. A function F: A — A is
said to be shift-invariant if F'oS = So F, and is then determined by a single function
[+ A—{0,1}, sometimes called a “local rule”.

In particular, let k£ > 1 and let f: {0,1}* — {0,1} be any function. Then f induces
F: A — A defined by

filx) = fo STTY(x) = f(Titw, - - Tizwik_1), for all i € Z, and some w € Z.

In this case F'is called an infinite cellular automata. If we give A the product topology,
then F': A — A is an infinite cellular automata if and only if it is shift-invariant
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and continuous (see [7, Theorem 3.4]). An infinite cellular automata F': A — A is
reversible if it is bijective and F~! is an infinite cellular automata.

For each n > 1 define A, C A to be the subset of n-periodic strings. That is,
Ay ={x e A:S"(x) =z} ={r € A:x; =24y, forallicZ}.
Then F restricts to a function A,, — A, if and only if fi1,(z) = fi(x) for all z € A,
and all i € Z. Suppose that F oS = S0 F for some ¢ > 1 and that F restricts to
Ay, for some n > 1 with ged(¢,n) = 1. Then F is completely determined by a single

function f: A, — {0,1}. Indeed, let m be the inverse of ¢ modulo n and it follows
that (see Lemma [8.5| below)

filz) = foSU=m(z), for all i € Z.

A function F': A,, — A, is called a (finite) cellular automata if it is induced from
a Boolean function f: {0,1}" — {0, 1}, i.e., with diam(f) = n, by

filx) = fo S (x) = f(w4,...,Titn_1), foralli € Z,

and in this case, F' is a cellular automata if and only if it is shift-invariant. Moreover,
F is a reversible cellular automata if it is bijective on A,.

Let f be a Boolean function defining F by setting f; = f o S1=*. Then (somewhat
counter intuitively) f is called locally invertible if F' is a reversible infinite cellular
automata on A, and globally invertible if there is some n > diam(f) such that F' is a
reversible cellular automata on A,. It can be shown that f is locally invertible on A if
and only if it is globally invertible on A,, for every n > diam(f) (see [9, Theorem 4]).

3.1. Rotation-symmetric Sboxes and liftings. If a function F': A — A restricts
to a function A, — A,, it is natural to identify A, with F§ via the map = —
(z1,...,2y), and also identify F' with a function Fy — F3.

Henceforth, we let S denote the shift on F7}, that is,

S(x1y. o xn) = (Tpy @1, .oy Tpe1).

A function F': F§ — F3 is called a rotation-symmetric Sbox if So F'= F o §, i.e., if
F is shift-invariant. For every rotation-symmetric Sbox F', it is easily checked that

there is a unique Boolean function f: F5 — Fy such that (we let x = (x1,...,2,))
F(a) = (f(2),f o 87 (@), fo S72(x),..., fo ST ()
= (f(x1,22...,2p), f(22, . Zpy 1)y ooy (T, X1y ooy 1))

Let f be a Boolean function on k variables. Then f induces rotation-symmetric
Sboxes F': Fy — o for all n > k. Our goal is to study situations where F'is a
permutation .

Definition 3.1. We say that a rotation-symmetric (shift-invariant) F is a (k,n)-
lifting for k < n if F: F} — F¥ is induced from a Boolean function f: F§ — Fy
by

F(a:l,xQ, e ,l‘n) = (f(xl, Ty ,wk), f(wg,m'g, e ,{L‘k+1), ey f(xk,wl, e ,xk,l)).

This setup is a special case of the above approach, where we restrict to Boolean
functions f: Fy — Fo that only depend on the first £ arguments.
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For 1 < k < n < 4 there are no nonlinear (k,n)-liftings, and in general it seems
hard to compute the number of (k, n)-liftings when k& < n. However, partial nontrivial
results can be obtained. For example, there are four nonlinear (3, 5)-liftings without
a constant term that are all essentially equivalent (see Section , and one of them is

1+ x129 + I3,

which is used in the current hash function Keccak, see e.g., [I4, mid-p. 8] and [0,
p. 3]. In fact, we suspect that there are no nonlinear (3,n)-liftings when n > 3 is
even, and for every odd n > 3, all the (3, n)-liftings are coming from the (3, 5)-liftings
described above.

All new classes of (k,n)-liftings should be of interest, and we will display our
findings below. The task is to find shift-invariant permutations with sufficiently
“good” cryptographic properties. Moreover, we would like to determine when such
functions give rise to affine equivalent Sboxes. It is also of interest to investigate the
cryptographic properties of the Boolean functions that induce such permutations, the
nonlinearity, their differential uniformity, etc.

4. FINDING ALL BIJECTIONS

For an element z = (z1,x9,...,x,) € F4, the cycle ¢(z) of x is the set
clx) ={S'(z):i=0,...,n—1}
={(z1,22,..., %), (T2, ..., Tn, 1), .oy (Tny T1y oo, Tne1) )

The size of this set is called the length of the cycle. In particular, that there are
exactly two elements with a cycle of length 1, namely,

0=1(0,0,...,0)and 1 = (1,1,...,1),

and we call these the trivial cycles.
The cycles are the smallest sets X that are shift-invariant, i.e., that satisfy S(X) =
X.

If F' is shift-invariant, then
S(F(c(x))) = F(S(c(x))) = F(c(x)),

for every cycle ¢(x), that is, the image of every cycle is contained in a cycle.

Henceforth, we assume that F' is shift-invariant and bijective. Since the set
X = F(c(x)) must have the same size as c¢(x), and since it satisfies S(X) = X, it
must be a cycle of the same length as ¢(z). Let

ce ={X CF5: X =¢(z) for some = and |X| = /¢}.

A function F' that maps cycles to cycles of the same length induces a function ¢, — ¢
given by X — F(X). We conclude that:

Proposition 4.1. A shift-invariant function F is bijective if and only if it maps
cycles to cycles and induces bijections on ¢y for every £.
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For example, ¢; consists of 0 = (0,0,...,0)and 1 = (1,1,...,1), so a shift-invariant
bijection F' must either satisfy F'(0) = 0 and F'(1) = 1 or vice versa, i.e., F'(0) =1
and F(1) =0.

For n = 3 the nontrivial cycles can be represented by elements (1,0,0) and (1, 1,0),
each of length 3. There are 23 = 8 elements in F3, so F is determined by its values
at these elements, together with the trivial cycles. There are 2 possibilities for F'(0),
then 1 possibilty for (1), then 6 possibilities for F'(1,0,0), determining also (0, 1,0)
and F'(0,0,1), and then finally 3 possibilities for F'(1,1,0). Thus, in total there are
2-1-6-3 = 36 bijections.

For n = 4 the nontrivial cycles are (1,0, 1,0) of length 2 and (1,0,0,0), (1,1,0,0),
and (1,1,1,0), each of length 4. Counting bijections as above, starting with the
cycles of smallest length, we get that there are 2-1-2-12-8 -4 = 1536 bijections.

Here are a list of some more computation results:

n | decomposed bijection count | number of bijections
112-1 2
212-1-2 4
312-1-6-3 36
412-1-2-12-8-4 1536
5(2-1-30-25-20-15-10-5 22 500 000
6(2-1-2-6-3-54-48---12-6| 263 303 591 362 560
712-1-126-119---14-7 large number

Obviously, one can easily reduce these numbers by splitting the count into equivalence
classes. For example, just by requiring F'(0) = 0 and F(1) = 1, we can divide all
counts by 2.

The above does not seem to be well known (see [13], Table 3]), although a formula
was given in [10, Proposition 14]. Following the above approach and inspired by [10]
Proposition 14], we can give a more general result.

Let X be a set of n elements and let G be a subgroup of the symmetric group S,.
Let H denote the group of permutations on X that are invariant under G, that is,
H = Cg, (H), the centralizer of G in S,,. To compute the number of elements in H,
recall that the orbits Gx = {gz : g € G} form a partition of X. Let d be the number
of distinct sizes s1,..., 84 of the sets Gz, x € X, and let ¢; be the number of orbits
of size s; for 1 < i < d, so that

d
Z tiSi =n.
i=1

Then the size of H is
d

i=1
One situation that is of particular interest is when p is a prime number and X = Fp",ﬁ,
son = pf" and G = {87 : 0 < j < m}, where S denotes the permutation on X
given by S(v1,22...,%m) = (Tm, T1,...,Tpm—1) for z; € Fr. In this case, one may
also define the subgroups L and A of S, consisting of all linear and affine bijections
X — X, respectively, when X is viewed as an m-dimensional vector space over F .
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The size of L is given by

m .

H <pkm o pk(zfl)) 7

i=1
where the reasoning is that the first row can be any nonzero element, and for ¢ > 2,
the 7 + 1’th row must be outside the span of the first ¢ rows. The size of A is then
p*™ times the size of L. We remark that the group of invertible circulant matrices
coincides with C1(G) = Cs, (G) N L, and its size is computed above in Theorem
in the case p* = 2.

5. LIFTINGS AND SOME OPEN QUESTIONS

Computing the number of (k,n)-liftings for £ < n seems much more difficult than
the computation for k = n. In general, if f is a (k,n)-lifting there may be other m’s
such that f is also a (k,m)-lifting, so we define the set

inv(f) ={n >k : f induces a bijection Fy — Fy}.

Then f is locally invertible if inv(f) = {n : n > d} and globally invertible if
inv(f) # @. In the latter case it is natural to distinguish between the functions f for
which the set inv(f) is finite or infinite.

Consider the two commuting maps 5 — [ given by complementing and reflecting,
ie.,

(r1,22,...,2n) — (T1,T2,...,Ty) and  (x1,22,...,2n) = (Tn, Tp1,.--,21)-

We say that f and g are essentially equivalent (surely, a subclass of the well known
extended affine equivalence notion) if g can be formed by composing f with any
combination of these two maps, modulo adding a constant term. Clearly, the
invertibility properties are preserved under essential equivalence.

The functions f(z1,...,2;) = z; for 1 < j < k generate invertible (k,n)-liftings,
for all n > k, and for k = 1, 2,3 there are no other locally invertible functions. For
k = 4 the following function, originally described by Patt [I5], is the only locally
invertible up to essential equivalence:

To + T1T324.

Below we present what we believe are all functions f: F3 — Fo for which inv(f) is
infinite, found by experiments, up to essential equivalence. The following induce
permutations for all odd n, but not for even n, i.e., inv(f) = {5,7,9,11,... }:

To + X1X3T4, X1+ X2T3, X2+ X3T4,

the latter two coming from a 3-variable function. The following induce permutations
for all n not divisible by 3, i.e., inv(f) = {4,5,7,8,10,11,... }:

T1 + 222374, X1+ T2X324.

For n > 5 some examples are given in [4, Appendix A.3].
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The table below shows the number of (k, n)-liftings for £ = 4 and 5 on the left and
right, respectively.

— < Z
Z #I;félsngs deg8_ 1 degg 5 2 n | #liftings | deg < 1 | deg < 2

5 | 11250000 15 1890
5 236 8 40

6 12 336
6 22 6 14

7 12 89
7 30 6 14

8 16 16
8 20 8 8

9 12 33
9 22 6 14

10 15 19
10 20 8 8

11 16 40
11 32 8 16

12 12 12
12 10 6 6

13 16 40
13 32 8 16

14 12 16
14 18 6 6 15 9 95
15 22 6 14

An exhaustive search reveals that there are 94 functions of deg < 2 that are (5,n)-
liftings for some 7 < n < 15. In other words, there are only 5 functions amongst these
that are not (5, 7)-liftings. Some of these are (5, 9)-liftings, but not (5, m)-liftings for
any other 5 < m < 15.

Question 5.1. There are several counting problems related to (k,n)-liftings.

(i) How many locally invertible functions in k variables are there?
(ii) How many globally invertible functions in k variables with infinite inv(f) are
there?
(iii) Can one find upper bounds on the number of liftings of various types? We
provide partial results below for (3,n) and (4, n)-liftings.
(iv) Does there exist a bound, say 7(k), such that if f is a (k,n)-lifting for some
n > k, then there exists m < 7(k) such that f is a (k, m)-lifting?

Remark 5.2. If f is a (k,n)-lifting and £ < m < n such that m divides n, then f is
also a (k, m)-lifting. In [4, after Proposition 6.1] it is explained that this leads to a
way of describing inv(f) by a set of integers denoted by £. Experiments indicate that
& may be finite for many functions f, but the same experiments also indicate that this
is not always the case. We note that for every example in [4, after Proposition 6.1],
the set £ is given as a small finite set. In general, it seems difficult to find a proof
that determines inv(f) based on partial knowledge of inv(f). In fact, even proving
whether or not inv(f) is infinite seems hard.

6. GENERAL RESULTS AND BOUNDS ON (k, n)-LIFTINGS

We observed computationally and then showed (see also [3, Theorem 2.5] that if a
Boolean function f is a (k, n)-lifting, then the algebraic degree of f is smaller than k.

Theorem 6.1. Let f be a (k,n)-lifting, n >k > 3. Then deg(f) < k.

Proof. Let the vectorial function F' : [y — 4 be the lift of f. Since F'is a permutation
, then (at least) its first component must be balanced. We will show that if f contains
the term z1xs - - -k, then f cannot be balanced (this last claim can be shown from
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what we know about the weight distribution of Reed-Muller codes, but we provide
below an argument avoiding that).

Let f(x) = fr(x) + x129 - - - 1, Where f; has degree less than k. It suffices to show
that

(1) Z fe(z) =0 (mod 2),

xng

for each k = 2,3, ..., since then the truth table of zyxs -z + fr(x) will have an
odd number of 1’s.

We shall prove by induction. The initial case k = 2 is obviously true, so we
assume holds for k and prove it for k+ 1. Given f(z) = fr41(z) + 2122 - - - Tp41,
deg(fr+1) < k+ 1, we distinguish two cases in the proof.

Case 1. If there exists x; which occurs in every term of degree n in fi41(z) then

fO = fk-i—l(xla oy im1, 0,240, axk-i-l)
and
Ji=ferr(@r, @i, Lwig, o Tg)
have degrees < k — 1. So (below, we let * = (x1,...,2541)) by the induction
hypothesis
Z fot1(z) = Z fo+ Z fi=0+0=0 (mod 2).
zcFhT! z€RET! z€FhiT!
x; =0 ;=1

Case 2. If there is no z; as in Case 1, then f11(z) contains all (kzl) possible terms

of degree k. Remove the term ¢(z) = x2 - - 241 from fi41(x) and let the resulting
function of degree < k be gi+1(x). Define

9o = gr+1(0, 2, ..., Tp41)
and

91 = gr+1(L, @2, .o, T ).

Then gp and g; have degrees < k — 1, as in Case 1 and we have, using the induction
hypothesis twice

Yo fer@) = D go+ D> g+ tx)

z€FET! z€FET! z€FET! z
x1=0 r1=1
=0+ Y ta)+ > tx)=0 (mod2).
w€F§+l :L’EIFI;'H
ZT41=0 Tp41=1
The claim is shown. O

In the course of the previous proof, we used the fact that the first coordinate (or
any other, for that matter) must be balanced. We shall use this idea in the proof of
the next result, which gives bounds for the number of (3, n)-liftings, n > 4.
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Proposition 6.2. Let n > 4. The number of (3,n)-liftings (with no constant term)
is upper bounded by 8, and the bound is attained. The number of (4,n)-liftings, n > 6,
is upper bounded by 146 (it is unknown, if attained). If 3 < n < 15, the number of
(3,n)-liftings is < 8. If 6 < n < 15, the number of (4,n)-liftings is < 32. The exact
counts up to n = 15 is given in Section |§|

Proof. Let f be a (k,n)-lifting and F' = (f1, f2,..., fn) be the bijection on F%
obtained from f, where f; = f o S*~!. Surely, the coordinates of any bijection must
be balanced, and in fact, any block of coordinates (fi,, fi,,-- -, fi;) (for some ¢ > 1)
must be balanced, that is, each vector of F4 must be attained the same number of
times, namely, the frequency of each block must be 2"~!. We also note that each
coordinate of a bijection F', hence the (k,n)-lifting f must contain an odd number of
terms. We will use these observations to prune down the list of potential liftings.

There are 20 balanced functions in 3 variables (with no constant term) containing
an odd number of terms, namely,

T, T1Xx3 + To + 3, T2x3 + X1 + 3, 1T2 + 123 + Tox3 + 1 + T2,

r1x3 + T2x3 + x1,T1,T1T2 + 123 + T2x3 + T2 + T3, T1T2 + T2 + T3, X3,
r1x2 + x12x3 + T2, T1x2 + X123 + Tox3 + X1 + T3, T1X2 + T2x3 + 1,

1T + X1 + X3, T2x3 + X1 + T2, T1T2 + T2T3 + X3, 1 + T2 + T3,

T1Xo + 123 + Tox3, 123 + T1 + X9, X1T2 + 123 + T3, 1T3 + T2T3 + Ta.

Among these, there are 10 balanced functions, namely,

X1,22,X3,L1 + T2 + T3,X1T2 + X1 + 3,T1T2 + T2 + T3,T2X3 + L1 + T2,

Tox3 + X1 + X3, X1T2 + T1X3 + X2x3 + T1 + T2, X1T2 + T1x3 + X2x3 + T2 + T3,

for which a block of two consecutive coordinates of F', namely (f(x1, x2, x3), f(z2, z3,24)),
which are balanced, for n = 4. Increasing to a block of size 3,4, for n = 5,6, the set
of potential (k,n)-liftings does not get pruned down, however, for n > 7, the block

(f(x1,132,$3), f(x% z3, ZE4), f(l‘3,l’4,l’5), f($4>$57x6)7 f(x57$67$7))7

is not balanced anymore for two out of ten functions, as the set of values (running
with (21,22, ...,27) through F}) contains only 30 values in lieu of 2° = 32. Surely,
the same block, if n > 7 is also not balanced. The surviving lifters are

x1,T2,T3,T1 + x9 + 3,12 +x1 + xs,
T1T9 + X9 + 3, T2x3 + T1 + L9, Tox3 + L1 + T3.

A similar method works on the (4, n)-liftings, though we could not go below 146
(see below) potential “lifters”. Out of the 3432 balanced functions in 4 variables,
containing an odd number of terms (recall that this is necessary, otherwise they
cannot lift to a permutation), going to n = 8, and taking consecutive blocks, we
pruned down the list to 146 potential lifters. The computational results regarding
the (3,n), and (4, n)-liftings (exact counts up to n = 15 are displayed in Section [9))
were obtained (and rechecked) via some SageMath programs. The claims of our
proposition are shown. Il
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7. NEW CLASSES OF LIFTINGS

We start with some considerations from Daemen’s thesis [4, Appendix A.2].
The Boolean function, or the rule, f that determines an infinite cellular automata
can either be described by a polynomial, or by “landscapes” (or “complementing
landscapes” as Daemen calls them [4, Section 6.6]). More precisely, a landscape is a
sequence L = (Ei)fz_ol with an origin £; = x for some j and the other elements being
denoted by 0,1 or —. If a rule is defined by one such landscape, then the bit in
position x is flipped if it fits into the landscape.

A landscape is called conserved if remains unchanged after one iteration, in other
words if the rule defines an idempotent bijection.

In [4, Appendix A.2], the technique used to show that certain shift-invariant
functions are invertible, is to apply a method called “seed and leap”, which constructs
the inverse of any element, i.e., the method shows that the function is surjective.

We start with a family of (k, k 4 2)-liftings, for any k£ > 3 odd.

Theorem 7.1. For an odd number k > 3, consider the Boolean function f: F5 — Iy
given by

k—2
Sl ak) =21+ Ty 4 Tpoy + TR+ Y TiTiga,
i=1
and the corresponding S-box on Fy,n =k + 2, given by
F(l’l,l’Q,---,xn) = (f(xla"'7xk’)af(x27"'7$k‘+1)7--'af(xkaxla--'awk—l))-

Then, F is a bijection on Fy. Moreover, f is balanced and its nonlinearity is

Ny = gk-1_9%5" (matching the bent concatenation bound). Furthermore, Np < 272
and 273 < §p < 2772,

Proof. To show the bijectivity of F', we will describe a transformation on the co-
ordinates of F' rendering a simpler system (for the one to one property). Let

filz1, o ah, pgr, wn) = ST o f = f(@i g1, Thgio1), and 80 fi(X1, .., T, Tpy1, Tn) =
f(x1,...,xx). The transformations (and their rotation symmetries) depend upon k
(mod 8), precisely, they are
k—1
4
For k=1 (mod 8), fi+ Z f1ui = Ty + Tp42T1 + T2,
i=1

e

w

For k=3 (mod 8), frit1 = xp + TiTt1 + T2,

> .
LM
[S ]

[+

For k=5 (mod 8), (faiv1 + faive + fair3) + fr + froe1 = Tp—2 + Tp—2xp—1 + 24,

s
Il
o

k-3
I
For k=7 (mod8), fi+ Y (fait2 + fai+s + f1i+a) = Thsa + Tppow1 + T2
=0
We shall show that the transformation renders the claimed trinomial, only in the
case k =1 (mod 8), as the others are rather similar.
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S}
We let £ = 1 (mod 8) and write the expanded version of the sum f; + Z fai,
splitting the sum (for better understanding) at n = k + 2. We get =
1+ 22 + (X122 + -+ + Th—2Xp—1) + Tp—1 + Tg
4 + x5 + (425 + - + Tpp1Tps2) + Thgo + 21
+x8 + 29 + (2879 + - + Tpy1Th12) + Tpp2T1 + (172 + D223 + T3T4) + Ty + T5

txp_1 + ) + (Th—12k + TRThg1 + Thp1Th42)
+ TpyoT1 + ($2$2 + -+ xk,(;l'kﬂr)) + X5+ Ti_4.

We then see that when these equations are added, all terms cancel out (because of
the parity of k — 1) except for xg, Tr19, xrox1 from the first, second, respectively,
third lines.

We therefore recover the (3, k + 2)-lifting of [4], which we know is a bijection.

Surely, any function g(x1,...,2;) + x4 is balanced, hence f is balanced, since
it is of this form. We now concentrate on the nonlinearity of f. We shall use now
a result of Dickson [12, p. 438], which states that a (balanced) quadratic Boolean
function in k variables is affine equivalent to x1z2 + 324 + - - - + Tog—1T24 + T2d+1,
for some d < 251 (d is called the Dickson rank). Moreover, the nonlinearity of such a
function is 2#~1 — 28=1=4_We shall show that our function f has its Dickson rank
equal to k—gl, which will render our claim.

We therefore write

flag, ... xk)

=T+ T2+ 2122 + Tox3 + X3%4 + -+ Tp_3Tk—2 + Tp—2Tp—1 + Tp—1 + Tk

=x1 4+ x2 + z122 + x3(x2 + x4) + x5(Ts + 26) + - + Tp_o(Tp_3 + Tp—1) + Tp_1 + Tk
=T+ T1%2 +T3Ys + 0+ Tp—2Ygk—1 t Y2 T Ya+ o+ Yp—1 + Tk,

where

Ty =T+ Yg
Te = T2+ Y4+ Ys

Th—1=2T2+Ys+Ys+ -+ Yp—1-

Since k — 2 = 2% — 1, then the Dickson rank of f is % and the first claims are
shown.

We now concentrate on the nonlinearity and differential uniformity of F'. We first
use the fact that F' is affine equivalent the rotation-symmetric function generated
by h(x1,z2,23) = 1 + x122 + X3, so the nonlinearity and differential uniformity is
preserved.

It is easy to show that h(z1, z2,z3) = 21 + 2122+ 23 is APN (as a classical Boolean
function), since, for a = (a1, az,a3) € F3,b € Fy, a # 0, the equation

h((x1, %2, x3) + (a1, a2,a3)) + h(x1, x2, x3) = b,
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is equivalent to

a1x2 + asxr1 = b+ a1 + aras + as,
which has at most two (bound attained for ajas # 0) solutions, and so, 0, = 2
(APN). By [13, Lemma 1], we know that N; = 2"73.2 = 2"~2 where h(z1,...,2n) =
h(x1,22,23). Further, the differential uniformity of h is 6; = 2n=36;, = 2" 2. Us-
ing [13, Theorem 1], we then get that (we denote by h; = ho S™1!)

Nr < min{Np,, Ny, ..., Ny, } = Njy =22
(in fact, this is attained) and
273 < gp < 22
(the upper bound is attained). The proof of our theorem is shown. O

Remark 7.2. The function f(z1,...,2%) =21 + 22 + xp—1 + Tf + Zf;f Z;Tir1 has
higher nonlinearity, namely 2+~1 — 2%, compared to nonlinearity of 2 (in dimension
3) for 21 + x129 + 3, or even 2872 (considered in dimension k, like our f). Moreover,
with a bit more work, one can show that the differential uniformity of f is in fact 2¥=2,
since the equation f ((z1,...,2%) + (a1,...,ax)) + f(z1,...,2x) = b, (a1,...,ax) €
IF";, b € Iy, is equivalent to

azxy + (a1 + az)ry + -+ (ap—3 + ap—2)Tp—2 + ar—oxp—1 = b+ f(a,...,ax),

whose maximum (attained) number of solutions is 2¥=2. Furthermore, both f,h
generate equivalent S-boxes, hence having the same nonlinearity and differential
uniformity.

It turns out that one can give a general class of (n, k)-liftings that happen to
be conserved landscapes for any dimension n > k > 4. For a binary string B,
we let len(B) be its length. Further, we take the concatenation of two binary
strings (of arbitrary length), BoB; and a shift to the right s;(B2B;) (by an arbitrary
step, say ¢) of ByB; and we find the length of the largest overlap of consecutive
bits between BoB; and sy(ByBi), which we denote by ov(ByBy N s¢(B2By)). For
example, if By = 11, By = 10, then ov(1011 N s1(1011)) = 1, ov(1011 N s9(1011)) = 1,
ov(1011 N s3(1011)) = 1.

Theorem 7.3. For a fized k, and s < k, we shall denote the polynomial
Ts+ (w1 +e1)(ra +€2) - (Ts—1 + €s-1)(Tsy1 + €s41) -+ (Tq + €), € € {0, 1},

by
€1...€5—1 X €g41..-€Ek.

We now let 1 < s < k and f of the above form, that is, f(x1,...,x5) = xs + (21 +
€1)(xate€r) + (Ts—1+€s—1)(Ts1+€s41) - (xg+€r) = BixBa (in the above notation),
where By = €1...€5-1,By = €s41...€x are binary strings satisfying ov(B2B1 N
s¢(B2B1)) < min{len(B1),len(Ba)}. Then the rotation symmetric vectorial function
F(z1,...,2n) = (f(x1,...,2k), ..., f(Tg, T1, ..., 2Tk_1)) is a permutation (k,n)-lifting
Sbox.
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Proof. The function f was chosen this way, since for any binary string o = (o, ..., )
asan input to F(z1,...,zy) = (f(x1,...,2k), f(z2, ..., 2ks1), - s (@0, 21, .o, TE—1)),
the value of F' will not flip the bits in « unless the occur in the position of * with By
to the left and By to the right. Moreover, the imposed condition on Bj, Bs ensures
that the function F'is 1-1, since there are no instances when the “flipped” bit occurs
in blocks in other than the x positions, which never overlap with non-star positions.
This show that the vectorial function F' is injective, and therefore bijective. O

We give below some precise examples.

Corollary 7.4. The following are (k,n)-liftings for alln >k > 4:

k=4: 1x01l =29+ 23+ 2123 + T304 + 12324
k=5: 10 % 10 = z3 4+ o5 + 12905 + ToX4X5 + T1T2T4T5
k=6: 110 x 01 = x4 + 2375 + T1X3%5 + ToT3x5 + T1T2X3L5 + L3T5X6

+ Z123T5T6 + T2X3T526 + T1X2T3L5T6

k=7": 1110 % 10 = x5 4+ 427 + 12427 + T2T4T7 + T1T2T4TT7 + X3T4T7 + T1X3T4X7
+ ToT3X4T7 + T1T2T3T4T7 + T4TeX7 + T1T4TT7 + T2X4TeX7
+ Z1T2T4T6X7 + T3T4T6TT + T1T3T4TeL7 + T2XL3T4T6TT + T1T2T3L4L6XT7

are all liftings for any dimension n > k. More generally, for k > 5,

k—4 times
k even : 11...1)0%01
k—4 times
kodd:  (11...1)0%10.

8. AFFINE EQUIVALENCE AND CYCLIC FUNCTIONS

The cycle of an element z € F} is the set c(z) = {S’(z) : j € Z}, whose size
must divide n. Two cycles are either equal or disjoint, so the collection of cycles
X = {c(x) : x € Fy} forms a partition of Fy. A map Fy — F% is called cyclic if it
restricts to a map X — X, for every cycle X, that is, if the image of every cycle is
contained in a cycle.

Lemma 8.1. If F': F} — F% is a function satisfying F'S = SFF for some 1 < k < n,
then F' is cyclic. ‘
Moreover, for every 1 < j,£ < n, consider the set X;, = {F:Fy — Fy | FS7 =
SF}. Then X0 is a subset of the set of all cyclic functions if and only if ged(j,n) =
1.
If ged(j,n) = 1, then there is some 1 < k < n such that X, = Xy .

Proof. Suppose that F.S = S¥F and let x € F}. Then S¥F(z) = F(S'z), for all 4,
that is, the image of the cycle of x belongs to the cycle of F(z).

If ged(j, n) > 1, then define the element x to be the element formed by repeating the
string 1,0...,0 of length ged(j, n) a number of n/ ged(j, n) times. Define F' by taking
F(S?&dUm) ) = (1,1,...,1) for i > 0, and F(y) = (0,0,...,0) for all other y € F3.
Then F satisfies F.S7 = S*F for all £ and maps c(z) to {(0,0,...,0),(1,1,...,1)}, so
it is not cyclic.
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If ged(j,n) = 1, then there exists 1 < k < n such that jk = ¢, and computations
show that F'S = S*F if and only if FS7 = S‘F. O

Note that there exists a cyclic function /' and integers j, £ with ged(j,n) > 1 such
that FS7 = S'F, but there is no k such that F'S = S*F holds (for this particular
F), so the above result only applies to this class of functions.

Definition 8.2. A function F': F§ — [} is called k-shift-invariant if it satisfies
FS = S*F for some 1 < k < n. If k=1, then F is shift-invariant, as above.

Remark 8.3. We want to point out that the concept of k-rotation-symmetric Sboxes
has been previously defined (see [I0]): a function F : F} — FZ satisfying S¥F = FS*
(for k dividing n) is called k-rotation symmetric. However, as we point out below, for
us it is more natural (given the connection with circulant matrices) to consider the
above definition. If ged(k,n) = 1 and FS* = S¥F, let m be so that mk = 1 (mod n),
and then F'S = FS™ = §mk[ = SF so F is shift-invariant. If gcd(k,n) > 1, then
we can potentially be in a rather different setting, e.g., if

A=

o 0o e

b
f
d
h

o 2 o

d

h

b )
g f
then AS? = S2A, but A (or AT) is not necessarily k-circulant for any k.

The set of cyclic functions and the set of shift-invariant functions are both closed
under composition, while a product of an m- and k-shift-invariant function is mk-
shift-invariant. Thus the set of all functions that are k-shift-invariant for some k is
also closed under composition.

We denote a k-circulant matrix by

ai a2 s an

An—k+1 an—k+2 An—k

Chlar,...,an) = | @n—2k+1 Gn-2kt2 " OGn-2k
Ap+1 Q-2 e a

Lemma 8.4. Let A be a matriz. The following are equivalent:

(i) the linear transformation x — Ax is cyclic,
ii) there exists a vector b € Fy and an integer 1 < k < n such that
2

column i of A = §—Dkyp for all 1 <i<n,

that is AT is k-circulant.
(iii) there is an integer 1 < k < n such that AS = SFA, that is, the linear

transformation x — Az is k-shift-invariant.
We say that the matrix A is cyclic if any of these equivalent conditions hold.

Proof. The equivalence between (ii) and (iii) follows from [5, Theorem 5.1.1].
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Suppose that  — Az is cyclic. Then the image of the cycle {ey,...,e,} must be a
cycle. The image Aeq, ..., Ae,, that is, the columns of A, therefore make up a cycle,
and thus (ii) holds.

Suppose (iii) holds, i.e., AS = S*A for some k, and let z € F}. Then, since
Sc(z) = c(x), we have Ac(x) = ASc(x) = S¥Ac(x), that is, S* maps the set Ac(z)
to Ac(x), and thus Ac(z) must be contained in a cycle. O

An affine transformation x — Az + c is k-shift-invariant if and only if x — Ax is
k-shift-invariant and S*c = ¢. Indeed, assuming F'S = S*F, and setting = = 0, gives
that S¥c = ¢, and then the k-shift-invariance of the linear part follows.

If AS = S*A with ged(k,n) = 1, then there exists a unique 1 < m < n such
that SA = AS™. Indeed, given such a k, there is a unique m such that mk = 1
and then SA = S™*A = AS™. In particular, by using that ST = S~!, this means
that ATS = S™AT | so the transpose of A also induces a cyclic linear transformation
z— ATz,

Moreover, if F' is k-shift-invariant and ged(k,n) = 1, then the image under F of a
cycle is always equal to a cycle (not just contained in one), and for a k-shift-invariant
function to be bijective it is necessary that ged(k,n) = 1, otherwise the elements
e1 takes the same value as e; for some ¢ > 1, where e; denotes the vector with 1 on
position 4, and 0 else. Indeed, F(e3) = S¥F(ey1), F(e3) = S¥F(e2) = S?*F(ey), etc.

Lemma 8.5. Let F' be k-shift-invariant and ged(k,n) = 1. Then F is completely
determined by a single Boolean function [ by

F=(f,foS™™, fo 872, .. fos~nlim),
where m is the inverse of k modulo n.

Proof. As usual, let f; denote the coordinate functions of F' so that f; = f. Then
the identity fi oS = fi_ (mod n) leads to

ka—‘rl o SE = f(e—l)k‘-i-l e} Sf—l = ... fk—i—l o S_l — f17

for 0 < ¢ <n—1,50 fopy1 = foS% Nowset i = lk+1 (mod n), so that £ = m(i—1)
(mod n), where m is the inverse of k, and then we get that f; = f o S~™(~1), O

In general, two functions F,G: Fy — F5 are said to be affine equivalent if there
exist invertible matrices A, B: Fy — 5 and elements d, e € F5 such that

F(Az +e) = BG(z) +d.

Lemma 8.6. Let F,G be two functions Fy — Fy with F(Az +e) = BG(z) + d and
assume that A and B are invertible and satisfy AS = S¥A, BS = S*B for some
1 <k <n. Assume also that d,e belong to {(0,0,...0),(1,1,...,1)}. Then

(i) For every 1 < m < n, F is m-shift-invariant if and only if G is m-shift-
nvariant,
(ii) F is cyclic if and only if G is cyclic,
(iii) F' is bijective if and only if G is bijective.
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Proof. If F' is m-shift-invariant, then
S™G(z) + B 'd=S"BT'F(Ax 4 ¢) = BTS*F(Ax +e)
= B7F(S*¥Az +e) = BT'F(ASz +¢)
= G(Sz) + B4,

so G is m-shift-invariant, and the same argument applies in the opposite direction.
The cyclic and the permutation properties follow by the composition of functions. [

In light of the above we introduce the following notion.

Definition 8.7. Two functions F,G: 3} — F5 are said to be cyclically equiva-
lent if there exist invertible cyclic matrices A, B: 5 — F5 and elements d,e €
{(0,0,...0),(1,1,...,1)} such that

F(Az +e) = BG(z) + d.

Let F and G be two cyclically equivalent bijections, and let A and B be the two
implementing matrices. Suppose that F, G, A, B have degrees j, k, £, m, respectively.
Then

SHF(Ax +e) = F(ASx + e) = BG(Sz) +d = S BG(z) + d = S F(Ax + e),

so j¢ = km (mod n), and in particular, F' and G have the same degree if and only if
A and B have the same degree.

Lemma 8.8. If F' and G are two affine equivalent cyclic bijections, and F is affine,
then F and G are cyclically equivalent.

Proof. If I is affine and cyclic, then F(z) = Dz + b for some k-circulant matrix DT
with ged(k,n) = 1 and some b € {(0,0,...0),(1,1,...,1)}. Indeed, evaluating S*F
and F'S at 0 gives that S¥b = b, and it follows that SD = DS. Since G is affine
equivalent to F', then G is also affine, and therefore of the same type. Now just pick
Az + e to be G(z) and Bz + d to be F(x). O

Question 8.9. Clearly, if two functions are cyclically equivalent, then they are affine
equivalent. Does the converse hold in the k-shift-invariant case? That is, F' and G
are k-shift-invariant and affine equivalent, are they necessarily cyclically equivalent?
If not, can we produce a counter-example?

Experimenting in small dimensions suggests that affine equivalence may imply
cyclically equivalence, but finding a proof in general seems hard.

Note that in [I0, Theorem 10] it is indirectly claimed that the result holds, since
the author attempts to compute the number of elements in the affine equivalence
classes, but only attempts to compute it for the cyclic equivalence classes, and the
number computed is also incorrect (see Remark below). The result is also cited
and used several places, e.g., on [I3], p. 58] and on [2], p. 362].

Lemma 8.10. The number of k-shift-invariant functions in the affine equivalence
class of the identity matriz I is two times the number of invertible k-circulant matrices
of dimension n.
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Proof. Suppose that I(Ax + e) = BG(x) + d for all z, i.e., G(x) = B~'Ax + ¢ for
some ¢ and all z. Setting z = 0, this gives that G(0) = ¢, so ¢ = (0,0,...,0) or
(1,1,...,1). This again implies that the transpose of B~!A is k-circulant.

The factor 2 comes from the two choices for ¢, and the result follows. O

The union of sets of all invertible k-circulant matrices forms a group under matrix
multiplication and inverses, containing the set of invertible circulant matrices as a
commutative subgroup.

If A is k-circulant and invertible, then ged(k,n) = 1, the cycle of the first row has
maximal length n, and the Hamming weight of the first row is odd. If ged(k,n) =1,
then the number of invertible k-circulant matrices is the same as the number of
circulant matrices. If n is a power of two, then the circulant matrices are precisely those

coming from a first row with odd Hamminf weight, i.e., the number is > 44 < » (TZL) =

on—1,

More generally, we can exactly characterize invertibility of circulant matrices. The
following result can be found, for instance, in [I, Theorem 2.2], or [17], although the
result appears much earlier in [§].

Theorem 8.11. Let C be a (binary) circulant n x n matriz whose first row is

(a1,...,an), and F(2) = a1+ agz + - - - + an2" ' € Falz] be its generating polynomial.
Then C is invertible if and only if gcd(F(2),2"™ — 1) = 1. Moreover, the first row
(a1,...,ay) of the inverse C~' is a solution of

(al)"'7an)'02(1707"'70)7

and furthermore, if F*(2) = a1 + oz + - + 0, 2" L is the generating polynomial of
C~1Y, then F(z)- F*(z) =1 (mod 2" — 1).

If k =1, then Ck(aq,...,a,) = C(a,...,a,). When ged(k,n) = 1, then the rows
of the k-circulant matrix A cycle through every shift of the first row in some order and
so, there is a permutation matrix P such that PA = PCy(ay,...,a,) = C(a,...,ay).
Therefore, the invertibility of a k-circulant matrix A, under ged(k, n) = 1, is described
by Theorem When ged(k,n) > 1, a k-circulant matrix is never invertible. The
following result follows easily.

We recall now the notion of cyclotomic cosets. If ged(n, g) = 1, then the cyclotomic
coset of ¢ modulo n containing i is C; = {i - ¢ (mod n),j = 0,1,...}. A subset

{i1,...,1;} is called a complete set of representatives of cyclotomic cosets of ¢ modulo
n it Cy,,...,C;, are distinct and Z,, = U;-:lCZ-j. For example, the cyclotomic cosets
of 2 modulo 15 are:

e Co ={0};

o Cl == {17 2747 8}7

e C3=1{3,6,9,12};

e C; = {5,10};

o C7 ={7,11,13,14};

e the set {0,1,3,5,7} is a complete set of representatives of cyclotomic cosets

of 2 modulo 15.
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Theorem 8.12. Let n be odd, m be the order of 2 modulo n, t be the number of
distinct cyclotomic cosets of 2 modulo 2™ — 1, of sizes £1,0o, ..., 4. The number ¢,
of invertible circulant n X n matrices over Fy is

=20 —1)(2%2 —1).-- (2% —1).

If 28| (that means that 2t |n and 2!T% fn), t > 1, the number of invertible circulant

n X n matrices over Fy is
n(2t—1)
2 20 ¢cn.
ot

Proof. We shall use Theorem and what is known about the factorization of
™ — 1 over a finite field to derive formulas about the number of invertible circulant
matrices over Fo.

It is known that if « is a primitive element of Fym then the minimal polynomial of
o' with respect to F, is

() = T[ (o o),
JeC;

where C; is the unique cyclotomic coset of ¢ modulo (¢ —1) containing i. For example,
if o is a root of 22 + z + 2 € F3[x], F52 = F3(), then the minimal polynomial of o?
is m?(z) = (x — o?)(z — af), since the cyclotomic coset of ¢ = 3 modulo n = 32 — 1
containing 2 is Cy = {2,6}. Moreover, the factorization of ™ — 1 over [, is therefore

¢
1= H mUa" = 1)si/m) (g,
i=1
where m is the least integer such that n|¢™ — 1, and sq,. .., s; is a complete set of
representatives of ¢ modulo n.

The circulant n x n matrices over Fo form a ring which is isomorphic to the factor
ring Fo[z]/(2™ 4+ 1). We apply the previous considerations to our situation. We let
q = 2, n odd, and m be the order of 2 modulo n, that is, the smallest integer such
that n|2"™ — 1. Let ¢ be the number of distinct cyclotomic cosets, whose sizes we
label by ¢1, /s, ..., ¢;. Since 2™ + 1 can be factored over Fy as a product of irreducible
polynomials of degree, which is the size of the cyclotomic cosets, we conclude that the
ring R is isomorphic to a product of fields R = F,e; x -+ X Fy,. A similar argument
works for n not coprime to the characteristic, since cos = 2°¢c5 (see also [11]). Thus,
if 2!(|n, so n = 2¢s, then

n,n n
Lo=22T At are,

ot

n,n
) :2§+ZCL =

n
cp =22c

<
<

N
L

We can compress the exponent using the sum of a geometric sequence and the claims
are shown. 0

Remark 8.13. We can easily get the count for the number of invertible circulant
matrices using the above theorem, and we display below this count for 1 < n < 32: 1,
2,3, 8, 15, 24, 49, 128, 189, 480, 1023, 1536, 4095, 6272, 10125, 32768, 65025, 96768,
262143, 491520, 583443, 2095104, 4190209, 6291456, 15728625, 33546240, 49545027,
102760448, 268435455, 331776000, 887503681, 2147483648, 3211797501, 8522956800,
12325233375, 25367150592, 68719476735, 137438429184, 206007472125.
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Remark 8.14. In [10, Theorem 10] it is claimed that the number of elements in an
affine equivalence class is given by a particular formula. Computing the number for
1 <n <5 gives 4, 8, 96, 128, 720 elements, respectively. This is claimed to hold for
all equivalence classes, including the one for the identity, which contradicts our result
above. Note also that the number of elements in an affine equivalence class is not
constant.

Although the result [I0, Theorem 10] is incorrect, it is possible that the formula
gives an upper bound for the number of elements in an affine equivalence class.

The number of invertible circulant n X n-matrices is a multiple of n, since shifting
all elements of the matrix one step to the right produces another invertible circulant
matrix.

Thus, the number of invertible circulant matrices divided by n is the number of
“basis cycles”, that is, cycles that spans the whole F5. More generally, one may
consider the dimension of the span of a cycle, and note that a bijective cyclic linear
transformation must take a cycle to a cycle with the same dimension.

If two shift-invariant bijections F' and G are affine equivalent, what can we say
about the equivalences of the corresponding Boolean function f and g7 This result
gives a precise condition for cyclic equivalence.

Theorem 8.15. Let f and g be two Boolean functions inducing shift-invariant
functions F' and G. Then F and G are cyclically equivalent if and only if there are
an invertible cyclic matriz A, a vector (bj )J_1 with the property that any cyclic matriz

it defines is invertible, d' € {0,1}, and e € {(0,0,...0),(1,1,...,1)} such that
@ S bylgo S9) (@) +d = f(Au+e)
j=1

Proof. Let F and G be cyclically equivalent, i.e., there exist A, B,d,e such that
F(Ax + e) = BG(z) + d for all z. Recall that A and B must be invertible and cyclic
of the same degree, i.e., there is a k (which is here equal to the inverse of the degree)
such that AS* = SA and BS* = SB. Then the i’th coordinate function f; for the
map x — F(Az + e) is given by

fix) = (fo S (Az +€) = fF(AST Pz 1 ¢).
Let (b;)7_; be the first row of B. To compute the i’th coordinate function g; for the

map = — BG(x)+d, we first note that the i’th row of B has by in column 1+ (i —1)k.
Thus g; is given by

gi(z) = (row i of B) - (go ST (z) + d’

:Z gOSl J—(1=1+(— l)k)))( +d = Zb goSl J+(1=i)k )(z) +d,
: ,] 1

where d’ is the first entry of d. For each i, we replace SU~9%z by y, and then
fily) = gi(y) coincides with the equation (2

For the converse direction, if ([2) holds, then we construct B from letting (b;)7_;
be its first row and shift by k, where k is the degree of A, and d is constructed
the obvious way from d’. Then the define f;(z) = (f o Slfi)(Ax +e) and g;(z) =
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(row i of B) - (go 8% (z) + d'. The above computations give that f; = g; for all i,
hence F(Az + e) = BG(x) + d. O

The above result also holds when F' and G are k-shift-invariant with ged(k,n) = 1,
just by replacing S1~7 by S1-9)m in , where m is the inverse of k.

Recall that two Boolean functions f and g are said to be affine equivalent if there
is an invertible matrix A such that g(x)+d = f(Az +e). It is also known that in the
degree 2 case, then f is equivalent to g if and only if Ny = Ny and wt(f) = wt(g).

Definition 8.16. We say that two functions F' and G are strongly affine equivalent
if there is an invertible matrix A such that

F(Az +e)=G(x)+d
for some d, e € {(0,0,...0),(1,1,...,1)}.

Lemma 8.17. Two cyclic bijections F' and G are strongly affine equivalent if and
only if the corresponding Boolean functions f and g satisfies

f(Az +e) =g(z) +d
for some circulant matriz A, d' € {0,1}, and e € {(0,0,...0),(1,1,...,1)}.
Proof. Note first that if F' and G are strongly affine equivalent, then
Az +e=F'G(z) + Fld,

so F~1G(z) is cyclic and affine, that is, equals Dz + b for some k-circulant matrix
DT and b € {(0,0,...0),(1,1,...,1)}. Thus AT is also k-circulant and d,e €

{(0,0,...0),(1,1,...,1)}.
Moreover, the ¢’th coordinate functions of F' and G are given by

FoSUk(Ax +e) = F(ASOFz 4 e)  and goSUF(z)+d,
where d’ is the constant entry of d. Since these are equal for all y = S~

have that f(Ay +e) = g(y) + d', so f and g are affine equivalent.
The converse is similar. [l

T, we must

Question 8.18. Let F' and G be shift-invariant bijections with corresponding Boolean
functions f and g and define the Boolean function g, by , that is,

(@) =3 by(g0 ') () + d.
=1

Clearly, if b = ey, then g = g, +d’, but is it possible that g and g, are affine equivalent
also when this is not the case? It follows from Theorem that affine equivalence
of f and g and cyclic equivalence of F' and G are related via affine equivalence of g
and gp.
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8.1. Does affine equivalence imply cyclic equivalence? The following discus-
sion is meant to shed some light on Question and to simplify notation, we ignore
the constants and say that F' and G are linearly equivalent if there exist invertible
matrices A and B such that F'A = BG.

If FA = BG for some A, B, there are also many other pairs of matrices A’, B’
such that FA’ = B'G. If F and G are cyclic and FA = BG, the question is whether
one can always find a pair of cyclic matrices A’, B’ such that FA’ = B'G. Clearly, if
F A = B@G, this also holds when the maps are restricted to the set of cycles. While F
and G potentially can have any possible cycle map, for linear transformations the
number of possible cycle maps is fairly small, so there must be a strong relationship
between the cycle maps of F' and G.

Suppose that F' and G are two linearly equivalent shift-invariant bijections. We
define the intertwiner sets

int(F,G) ={(A4, B) € GL(n,F2) x GL(n,F3) : FA = BG}
int(F) = {(A, B) € GL(n,Fs) x GL(n,Fy) : FA = BF'}
int(G) = {(A4, B) € GL(n,F3) x GL(n,Fs9) : GA = BG}.

We may note that the last two sets are actually groups under the pointwise product
(A,B)(A",B") = (AA’, BB'). Moreover, suppose that (A, B) and (A4’, B") belong to
int(F,G). Then
FA'A™' = BBGA™' = B'B7'F,

that is, the pair (A’A', B’B~!) belongs to int(F). Similarly, (A'A’, B~'B) belongs
to int(QG).

In other words, there is a one-to-one-correspondence (bijection) between any two
of the above sets. Indeed, fix some (A, B) € int(F, G) and consider the map

int(F) — int(F,G), (Ap,Br)— (ArA, BpB).

It is also straightforward to compute that if (A, B) € int(F,G), (Ar, Br) € int(F),
and (Ag, Bg) € int(G), then (ApAAg, BPBBg) € int(F,G), and thus

int(F,G) = int(F) - (A, B) = (A, B) - int(G) = int(F) - (4, B) - int(G).

For example, if F = I, and FA = BG, then G = B~'A must be linear and cyclic,
and in this case, int(F) = {(4, A) : A € GL(n,Fy)}.
The above at least indicates that int(F, G) is typically a fairly large set.

9. NEW CLASSES FOUND COMPUTATIONALLY

In the below, when f is a Boolean function in (at most) k variables and k < m, we
let inv(f)N{k,k+1,...,m} be denoted by inv,,(f). There are probably a great deal
of overlap between the classes we present and the ones listed in [4, Appendix A.3]
with a different description, but there are certainly examples below that are not in
[4].

There are 82 nonlinear functions that are (5,n)-lifting for some 7 < n < 15 and
coming from a Boolean function with only quadratic terms. We display below the
equivalence class representatives with at most five quadratic terms (we will also
compute the permutation (PP) or non-permutation (N-PP) properties, nonlinearity
(nl), differential /boomerang uniformity (DU/BU) and plateaued (p) or non-plateaued
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property for n = 7). We shall not compute the boomerang uniformity if the Sbox is
not a permutation. Recall that the largest nonlinearity for n = 7 is 48 (some of our
examples below achieve that). To have a benchmark, we compute these parameters
for the Patt function, x1 + z1x9 + z3, for n = 7, obtaining (PP, nl,p, DU, BU) =
(1,32,1,32,96) (we put a 1 (respectively, 0) in the respective positions if the function
is (respectively, it is not) a permutation, or plateaued).

invi5(f) | polynomial (PP,nl,p, DU, BU)
odd |z + 23+ 2129 (1,32,1,32,96)
ntd T+ 5+ 21703 (1,32,1,32,96)
odd | x1 + 22 + wox3 (1,32,1,32,96)
odd | xo + x4 + w213 (1,32,1,32,96)
7 X1+ T5 + X124 (1,32,1,32,96)
9,7 1+ T2 + 2125 (1,32,1,32,96)
nt2,3 | o+ x5+ x102 + Toxs + r324 (1,32,1,32,96)
7 T + x5 + 1T + Toxg + T3X4 (1,48,1,16,44)
5,6,7 | x2 + 123 + T2w4 + T125 + T3T5 (1,48,1,8,48)
7 To + X1x3 + 124 + T2X5 + T35 (1, 0,1, 16, 80)
7 To + T4 + x5 + X122 + X123 + T1X4 + Toxy (1,48,1,8,24)
nt2,3 | 3+ x5+ 102 + T123 + X124 + ToT4 + T3T4 (1,32,1,32,96)
5,7 T1+ T4 + x120 + 1173 + T1T4 + ToT4 + ToT5 (1,32,1,16,128)
6,7 1+ x9 + x3 + x4 + T123 + ToT3 + Towy + T34 + 375 | (1,48, 1,8,40)

We note that the above function xo+x5+x129+ 2213+ 1324 is essentially equivalent
to the one from Theorem for k = 5.

The below table is, up to essential equivalence, a complete list of all nonlinear
(5,9)-liftings that come from a Boolean function with only quadratic terms:

invi5(f) | polynomial (PP,nl,p, DU,BU) for n =9
odd | a1+ z3 + 7172 (1,128, 1, 128, 448)
ntd | @1+ 25+ 2123 (1,128, 1, 128, 448)
odd 1 + 22 + 2013 (1,128,1, 128, 448)
odd | zs + x4 + 2023 (1,128,1,128, 448)
6,9 T3 + X1x9 + Toxg + T1X5 + T4T5 (1,128,1,512,512)
9 | @1+ a4+ 2015 (1,128,1,128, 448)

There are 92 function that are (5, 7)-liftings coming from a Boolean function with
exactly one cubic term (and no term with higher degree), divided into 23 essential
equivalence classes, and here is a complete list of representatives:
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invis(f) | polynomial (PP,nl,p, DU, BU)
nt3 | x4+ r122 + T12273 (1,16,0,56,100)
nt3 | 4+ wox3 + x12073 (1,16,0,56,94)
nt3 |z + x5 + 172 + T2k + T1T2T3 (1,32,0,32,104)
7 T1 + T4 + 2122 + T1T5 + T1T2T3 (1,32,0,20,56)
6,7,11 | x5 + 129 + T12274 (1,16,0, 54, 86)
all T3 + T1T4 + T1T2T4 (1,16,0,54,94)
odd To + T3 + x4 + T + ToT3z + T1T4 + T1T2T4 (1,32,0,24,50)
odd T3 + ToTy + T1T2T4 (1,16,0, 54, 86)
odd T5 + ToX4 + L1224 (1,16,0,54,94)
nt6 | zy+ x5+ Toxy + X314 + T1T224 (1,32,0,28,96)
odd T3+ Tg + X124 + T4X5 + T1XT2X4 (1,32,0,28,80)
odd T4 + 2125 + T1T2T5 (1,16,0,56,100)
7 T4 + T2T5 + T1X2T5 (1,16,0,56,100)
7 1+ X2+ X3+ x4+ X5+ X123 + T2X5 + T3T5 + T1X2X5 (1, 32,0, 30, 30)
nt3 |z + xox3 + roxsxy (1,16,0,56,100)
nt3 | x5+ xox3 + roxsxy (1,16,0,56,100)
odd T9 + 123 + T1X3%4 (1, 16,0, 54, 86)
odd Ts5 + 123 + L1324 (1, 16,0, 54, 90)
all To + T1T4 + T123%4 (1,16,0,54,94)
ntd | x5+ 124 + T12374 (1,16,0,54,90)
6,7,11 | x5+ x324 + T1T374 (1, 16,0, 54, 90)
odd T1 4+ X3+ x4 + T122 + 123 + T4X5 + T1X324 (1,40,0,24, 56)
odd 1+ Ty + X122 + o3 + 174 + T4T5 + T1X3T4 (1,40,0,24,52)
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