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ABSTRACT

This work extends the composable secure-emulation of Canetti et al.
[4] to dynamic settings. Our work builds on top of dynamic prob-
abilistic I/O automata, a recent framework introduced to model
dynamic probabilistic systems. Our extension is an important tool
towards the formal verification of protocols combining probabilis-
tic distributed systems and cryptography in dynamic settings (e.g.
blockchains, secure distributed computation, cybersecure distributed
protocols etc).

1 INTRODUCTION

Blockchains or distributed ledger technologies are a game changer
for distributed computing area. Blockchains are an evolved form of
the distributed computing concept of replicated state machine, in
which multiple agents see the evolution of a state machine in a con-
sistent form. At the core of both mechanisms there are distributed
computing fundamental elements (e.g. communication primitives
and semantics, consensus algorithms, and consistency models) and
also sophisticated cryptographic tools. Recently, [9] stated that
despite the tremendous interest related to distributed ledgers, no
formal abstraction of these objects has been proposed. In particular
it was stated that there is a need for the formalization of the dis-
tributed systems that are at the heart of most cryptocurrency imple-
mentations. Therefore, an extremely important aspect of blockchain
foundations is a proper model for the entities involved and their
potential behavior. The formalisation of blockchain systems has
to combine models of underlying distributed and cryptographic
building blocks under the same hood.

The formalisation of distributed systems has been pioneered by
Lynch and Tuttle [12]. They proposed the formalism of Input/Output
Automata to model deterministic distributed system. Later, this for-
malism is extended by Segala [14] to Probabilistic Input/Output
Automata in order to model randomized distributed systems. In or-
der to analyze cryptographic protocols Canetti & al. [3] extends this
framework to task-structured probabilistic Input/Output automata
(TPIOA). Task-structured probabilistic Input/Output automata are
Probabilistic Input/Output automata extended with tasks that are
equivalence classes on the set of actions. The task-structure allows
a generalisation of "off-line scheduling" where the non-determinism
of the system is resolved in advance by a task-scheduler, i. e. a se-
quence of tasks chosen in advance that trigger the actions among
the enabled ones. They also define the parallel composition for this
type of automata. Inspired by the literature in security area they
define the notion of implementation for TPIOA. Furthermore, they
provide compositional results for the implementation relation. Even
thought the formalism proposed in [3] has been already used in the
verification of various cryptographic protocols this formalism does
not capture the dynamicity in blockchains systems such as Bitcoin
or Ethereum where the set of participants dynamically changes.
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Moreover, this formalism does not cover blockchain systems where
subchains can be created or destroyed at run time [13].

Interestingly, the model of dynamic behavior in distributed sys-
tems is an issue that has been addressed even before the born of
blockchain systems. The increase of dynamic behavior in various
distributed applications such as mobile agents and robots motivated
the Dynamic Input Output Automata formalism introduced by Attie
& Lynch in [1]. This formalism extends the Input/Output Automata
formalism with the ability to change their signature dynamically
(i.e. the set of actions in which the automaton can participate) and
to create other I/O automata or destroy existing I/O automata. The
formalism introduced in [1] does not cover the case of probabilistic
distributed systems neither cryptographical aspects and therefore
cannot be used in the verification of blockchains such as Algorand
[6].

In order to cope with dynamicity and probabilistic nature of re-
cent emergent systems (e.g. mobile probabilistic robots or probabilis-
tic peer-to-peer protocols) the authors of [7] proposed an extension
of the frameworks introduced in [3] and [1]. Their extension refined
the definition of probabilistic configuration automata in order to
cope with dynamic actions. The main result of this formalism is as
follows: the implementation of probabilistic configuration automata
is monotonic to automata creation and destruction. Although the
framework proposed by [7] covers dynamic probabilistic proto-
cols this framework cannot be used in order to model blockchain
technologies since it does not cover cryptographic aspects of these
protocols.

Our contribution. The current work builds on top of dynamic
probabilistic I/O automata described in detail in [7] and proposes
an extension of the composable secure-emulation of Canetti et al. [4]
to dynamic settings. Our framework, composable dynamic secure
emulation, enjoys the composability properties of secure-emulation
of [4] face to dynamic behavior of underlying probabilistic I/O
automata layer.

Paper organization. The paper is organized as follow. Section
2 recalls the key notions of the dynamic probabilistic I/O automata
framework defined in [7]. Section 3 introduces the notion of sched-
uler and external perception. Section 4 extends the approximate
implementation relation defined in [4] to dynamic settings. Fur-
thermore, in this section we present the main contribution of the
paper: the extension of the secure-emulation introduced in [2] to
distributed systems and distributed scheduling copying with dy-
namic creation of automata. Moreover, this relation is shown to be
composable.

2 BRACKGROUND ON PROBABILISTIC
DYNAMIC INPUT/OUTPUT AUTOMATA

This section recalls the formalism defined in [7] i. e. probabilis-
tic dynamic Input/Output Automata. The key components of this
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framework are: probabilistic signature input/output automata, the
notions of scheduler and implementation and the probabilistic con-
figuration automata.

2.1 Preliminaries on probability and measure

A measurable space is denoted by (S, ¥5), where S is a set and F is
a o-algebra over S. A measure space is denoted by (S, ¥, ) where
1 is a measure on (S, ¥). The product measure space (S, Fs,, 1) ®
(S2, Fs,, n2) is the measure space (S X Sz, Fs, ® Fs,, 11 ® 2), where
Fs, ® Fs, is the smallest o-algebra generated by sets of the form
{AXB|A € F5,,B € F5,} and 11 ® 3 is the unique measure s. t. for
every C1 € 7‘-51, Cy € 7‘-32, me ryz(C1 X Cz) = U](C])Uz(Cz).

A discrete probability measure on a set S is a probability measure
n on (8,2%), such that, for each C € S,7(C) = Yocc n({c}). We
define Disc(S) to be, the set of discrete probability measures on S.
In the sequel, we often omit the set notation when we denote the
measure of a singleton set. For a discrete probability measure 1 on
aset S, supp(n) denotes the support of , that is, the set of elements
s € S such that n(s) # 0. Given set S and a subset C C S, the Dirac
measure J¢ is the discrete probability measure on S that assigns
probability 1 to C. For each element s € S, we note Js for ;.

2.2 Probabilistic signature input/output
automata (PSIOA)

A probabilistic signature input/output automata (PSIOA) is the
result of the generalization of probabilistic input/output automata
(PIOA) [14] and signature input/output automata (SIOA) [1]. A
PSIOA is thus an automaton that can randomly move from one
state to another in response to some actions. The set of possible
actions is the signature of the automaton and is partitioned into
input, output and internal actions.

We use the signature approach from [1]. We assume the exis-
tence of a countable set Autids of unique probabilistic signature
input/output automata (PSIOA) identifiers, an underlying universal
set Auts of PSIOA, and a mapping aut : Autids — Auts. aut(A)
is the PSIOA with identifier A. We use "the automaton A" to
mean "the PSIOA with identifier A". We use the letters A, B, pos-
sibly subscripted or primed, for PSIOA identifiers. The executable
actions of a PSIOA A are drawn from a signature sig(A)(q) =
(in(A)(q), out (A)(q), int (A)(q)), called the state signature, which
is a function of the current state g of A, in(A)(q), out(A)(q),
int(A) (q) are pairwise disjoint sets of input, output, and internal
actions, respectively. We aslo define sig(A) : g € Q > sig(A)(q) =
in(A)(q) U out(A)(q) U int(A)(q).

Definition 2.1 (PSIOA). A PSIOA A = (Q.a, G, sig(A), D7),
where:

o 04 (aka. states(A))is a countable set of states, (Q 5, 297)
is a measurable space called the state space,

® g4 € QA (a k. a. start(A)) is the unique start state.

o sig(.A) is the signature function that maps each state g € Q #
to a triplet sig(A)(q) = (in(A)(q), out(A)(q), int(A)(q)) of
mutually disjoint countable set of actions, respectively called
input, output and internal actions.

e Dg C QgXxacts(A)xDisc(Q#) (Dg a k. a dtrans(A))is
the set of probabilistic discrete transitions where ¥(q, a,n) €
D :a € sig(A)(q).

In addition A must satisfy the following conditions !: Vq € Q4 :
Va € sig(A)(q), AN (A,qa) € Disc(Qa) : (¢ a1 (Aga) € DA

Notation. For every PSIOA A = (Q 4,4 #,sig(A), D #), we note
states(A) = Q.g,start(A) = Gg,dtrans(A) £ D 4. We also note
steps(A) = {(q,a,q') € Qaxacts(A)xQa|3(q,an) € D q" €
supp(n)}. Also we define acts(A) = Ugeo sig(A)(q), the "univer-
sal" set of all actions that A could possibly trigger. Moreover, for
every mapping mg with states(A) as domain, we note mg =

. . . 1 2 .
Ugeo ma(q). Finally for every pair of mapping (m apm .712) with

states(A1) and states(Ay) as respective domain, we note mlj{1 v

m?ﬂz :(q1,q2) € states(Ap) X states(Az) — mI&ZIl (q1)V mzﬂz(qz)

Definition 2.2 (fragment, execution and trace of PSIOA). An execu-
tion fragment of a PSIOA A = (Q 4, G&, sig(A), D #) is a finite or
infinite sequence & = q"alq'a®... of alternating states and actions,
such that:

(1) If « is finite, it ends with a state.

(2) For every non-final state g;, (¢, @, ¢'*') € steps(A)

We write fstate(a) for q° (the first state of @), and if « is finite,
we write Istate(a) for its last state. he length || of a finite execution
fragment « is the number of transitions along a. We use Frags(A)
(resp., Frags® (A)) to denote the set of all (resp., all finite) execu-
tion fragments of A. An execution of A is an execution fragment o
with fstate(a) = §. Execs(A) (resp., Execs™ (A)) denotes the set
of all (resp., all finite) executions of A. The trace of an execution
fragment «, written trace(«a), is the restriction of @ to the external
actions of A. We say that f is a trace of A if there is @ € Execs(A)
with f = trace(a). A state g € Q 4 is said reachable if it exists a
finite execution that ends with q. We note reachable(A) the set of
reachable states of A. We define a concatenation operator — for exe-
cution fragments as follows. If « = ¢°alq!...a"q" € Frags*(A) and
a’ = s"bsl... € Frags(A), we define a " a’ = ¢®alql...a"s%b's!...
only if s° = ¢", otherwise a "« is undefined. Hence the nota-
tion " s%b!s!... implicitly means s° = Istate(a). We also note
a™(bl, s) to states a " Istate(a)bls!. Let a,a’ € Frags(A), then
a is a proper prefix of ¢’ iff 3’ € Frags(A) such thata’ = a"a’”’
with & # o’. In that case, we note « < o’. Wenote ¢ < o’ if o < o’
or ¢ = a’ and say that « is a prefix of a’.

2.3 Signatures compatibility and composition

Tha main aim of IO formalism is to compose several automata A =
{A1, ..., Ap} and provide guarantees by composing the guarantees
of the different elements of the system. Some syntaxic rules have
to be satisfied before defining the composition operation.

Definition 2.3 (Compatible signatures). Let S be a set of signatures.
Then S is compatible iff, Vsig, sig’ € S, where sig = (in, out, int), sig’
= (in’, out’, int’) and sig # sig’, we have: 1. (inUoutUint)Nint’ = 0,
and 2. out Nout’” = 0.

The condition could allow us to model D # as a partial function from Q # X acts(A)
to Disc(Qn). However, we keep this presentation to stay as close as possible

to the usual notation of the literature. For the same reasons, we use both A =
(Qa, Ga, sig(A),Dz) and A = (states(A), start(A), sig(A), dtrans(A))



Definition 2.4 (Composition of Signatures). Let ¥ = (in, out, int)
and 3’ = (in’, out’, int’) be compatible signatures. Then we define
their composition ¥ X 3 = (inUin’ — (out U out”), out U out’, int U
int")2.

Signature composition is clearly commutative and associative.
Now we can define the compatibility of several automata at a state
with the compatibility of their attached signatures. First we define
compatibility at a state, and discrete transition for a set of automata
for a particular compatible state.

Definition 2.5 ( compatibility at a state). Let A = {Aj, ..., An} be
a set of PSIOA. A state of A is an element g = (q1,...qn) € QA =
Qa,%X...xQa,.- We say Ay, ..., Ap are (resp. A is) compatible at state
qif{sig(A1)(q1), ..., sig(An)(gn)} is a set of compatible signatures.
In this case we note sig(A)(q) = sig(A1)(q1) X ... X sig(An)(qn)
as per definition 2.4 and we note 7(a g.q) € Disc(Qa), s. t. Ya €
sig(A)(q): N(A.qa) =M ®...®Nn Where Vj € [Ln],n; =n(a,.4;.a)
if a € sig(A;)(q;) and nj = §q; otherwise.

2.4 Hiding and renaming

We present the classic hiding and renaming operators. The former
"hides" the output actions transforming them into internal actions.

Definition 2.6 (hiding on signature). Let sig = (in, out, int) be a
signature and S a set of actions. We note hide(sig, S) the signature
sig’ = (in,out \ S, int U (out N S))

Definition 2.7 (hiding on PSIOA). Let A = (Q #, G4, sig(A),D.#)
be a PSIOA. Let h a function mapping each state g € Q to a set of
output actions. We note hide(A, h) the PSIOA (Q, g, sig’ (A), D),
where sig’(A) : ¢ € Q > hide(sig(A)(q), h(q)).

The next operation simply renames actions of an automaton.

Definition 2.8 (Action renaming for PSIOA). Let A be a PSIOA
and let r be a partial function on states(A) X acts(A), s. t. Vq €
states(A), r(q) is an injective mapping with s@(ﬂ) (q) as domain.
Then r(A) is the PSIOA (see appendix A, lemma A.1) given by:
(1) start(r(A)) = start(A).
(2) states(r(A)) = states(A).
(3) Vq € states(A), sig(r(A))(q) = (in(r(A))(q) ,out(r(A))
(q) . int(r(A))(q)) with (a) out(r(A))(q) = r(out(A)(q)),
(b) in(r(A))(q) = r(in(A)(q)), (¢) int(r(A))(q) = r(int
(A)(9) -

(4) dtrans(r(A)) = {(g.r(a).n)l(g.an) € dirans(A)} (we
note 1(r(A).q,r(a)) the element of Disc(states(r(A)) which
is equal to 1( 7 g,a)-

2.5 Probabilistic Configuration Automata

The framework proposed in [7] combines the notion of configura-
tion of [1] with the probabilistic setting of [14]. A configuration is
a set of automata attached with their current states.

Definition 2.9 (Configuration). A configuration is a pair (A, S)
where

o A={Ayj,.., Ay} is a finite set of PSIOA identifiers and

Znot to be confused with Cartesian product. We keep this notation to stay as close as
possible to the literature.

e S maps each A € A to an s € states(Ay).

In distributed computing, configuration usually refers to the
union of states of all the automata of the system. Here, there is
a subtlety, since it captures a set of some automata (A) in their
current state (S), but the set of automata of the systems will not be
fixed in the time.

Definition 2.10 (Compatible configuration). A configuration (A, S),
with A = {Aj, ..., An}, is compatible iff the set A is compatible at
state (S(Aj1), ..., S(Ay)) as per definition 2.5

Definition 2.11 (Intrinsic attributes of a configuration). Let C =
(A, S) be a compatible configuration. Then we define

o auts(C) = A represents the automata of the configuration,

e map(C) = S maps each automaton of the configuration with
its current state,

* sig(C) = (in(C), out (C), int(C)) = ([(Uzea in(A)(S(A)))
\out(C)], U mea out(A)(S(A)), U aea int(A)(S(A))), is
called the intrinsic signature of the configuration,

Here we define a reduced configuration as a configuration de-
prived of the automata that are in the very particular state where
their current signatures are the empty set. This mechanism will be
used later to capture the idea of destruction of an automaton.

Definition 2.12 (Reduced configuration). reduce(C) = (A’,S’),
where A’ = {A|A € A andsig(A)(S(A)) # 0} and S’ is the
restriction of S to A”, noted S ' A’ in the remaining,.

A configuration C is a reduced configuration iff C = reduce(C).

We will define some probabilistic transition from configurations
to others where some automata can be destroyed or created. To
define it properly, we start by defining "preserving transition" where
no automaton is neither created nor destroyed and then we define
above this definition the notion of configuration transition. These
distributions belong to the measurable set (Qconf, Disc(Qconf))
where Qo denotes the (countable) set of configurations.

We start by defining preserving transition (C, a, 1p) from a con-
figuration C via an action a with a transition 7, € Disc(Qconf)- It
allows us to say what is the "static" probabilistic transition from a
configuration C via an action a if no creation or destruction occurs.

Definition 2.13 (preserving transition). Let A = {Aj, ..., Ap} be a
finite set of automata Let C = (A, S) be a compatible configuration
s.t.q=US(C)anda € SL/E(C) Let np € Disc(Qconf)-

We note C = np if n(a,q.a) and np verify the following:

e V(A",S') € supp(np), A’ = A
® V(A,S") € Qconfs Yq' = (g1, - qn) € states(A), then (Vi €
[1.n],q; = $"(Ai)) = n(aqa (@) =1p((AS)).

Now we are ready to define our "dynamic" transition, that allows

a configuration to create or destroy some automata.

Definition 2.14 (Intrinsic transition ). Let (A, S) be arbitrary re-
duced compatible configuration, let n € Disc(Qcons), and let ¢ C
Autids, p N A = 0 and ¢ is finite. Then (A, S) =a>¢ n if it exists
Np>nr € Disc(anf) s.t. (A,S) A Mp and

o (¢ is created with probability 1)



Y(A”,S") € supp(nnr), A” = AU @3

o (freshly created automata start at start state) YC'' = (A", S”")
€ supp(ninr), VA; € ¢ \ A, 8" (A;) = start(A;)

o (The non-reduced transition match the preserving transition)
Y(A"”,8") € Qconf>s- t. A" = AU g and VA; € ¢ \ A,
8 (A;) = start(A;), nar ((A”,8”)) = np(A, 8" [A)) where
S”’[A) denotes the restriction of S’ on A)

o (The reduced transition match the non-reduced transition )
Ve e Qconf5 if ¢’ = reduce(c’)’ Ur(cl) = 2(c",c’:reduce(c"))
Nnr(c”),if ¢’ # reduce(c’), then n,(c’) =0

Here below we recall the definition of probabilistic configuration
automata [7] altogether with notations to represent corresponding
probability measures.

Definition 2.15 (y <£ n’). Let Q and Q’ be two countable sets.

Let (,1") € Disc(Q) X Disc(Q’). Let f : Q — Q’. We note n <£> n’
if the following is verified:
e the restriction f of f to supp(n) is a bijection from supp(n)

to supp(n’)
e Vq € supp(n), n(q) = n’(f(q)

Now we are ready to define our probabilistic configuration au-
tomata. Such an automaton define a strong link with a dynamic
configuration.

Definition 2.16 (Probabilistic Configuration Automaton). A proba-
bilistic configuration automaton (PCA) X consists of the following
components:

e 1. A probabilistic signature I/O automaton psioa(X). For
brevity, we define states(X) = states(psioa(X)), start(X) =
start(psioa(X)), sig(X) = sig(psioa(X)) and likewise for all
other (sub)components and attributes of psioa(X).

o 2. A configuration mapping config(X) with domain states(X)
and such that config(X)(qx) is a reduced compatible con-
figuration for all gx € states(X).

e 3. For each gx € states(X), a mapping created(X)(qx)
with domain sig(X)(qx) and such that Va € sig(X)(gx),
created(X)(qx)(a) € Autids with created(X)(qx)(a) fi-
nite.

e 4. A hidden-actions mapping hidden-actions(X) with do-
main states(X) and such that hidden-actions(X)(qx) C
out (config(X)(qx)).

and satisfies the following constraints

o 1. (start states preservation) If config(X)(gx) = (A, S), then
VA; € A,S(A;) = qi
e 2. (top/down simulation) If (gx, @ 7(x,qx.a)) € dtrans(X)
then it exists " € Disc(Qconf) St 1(X,qx.a) ; n’ with
i) f = config(X) and ii) config(X)(gqx) =a>(p n’, where
¢ = created(X)(qx)(a)
e 3. (bottom/up simulation) If C :a>¢ n’ with qx € states(X),
C =config(X)(qx),a € @(C), ¢ = created(X)(x)(a) and
3The assumption of deterministic creation is not restrictive, nothing prevents from
flipping a coin at state sy to reach s; with probability p or s, with probability 1 — p

and only create a new automaton in state s with probability 1, while the action create
is not enabled in state s;.

n € Disc(Qconf), then (gx, a,1(x qx,a)) € dtrans(X), and

f . .
N(X.qx.a) < 1’ with f = config(X) .
e 4. (action hiding) for every qx € states(X), sig(X)(gx) =
hide(sig(config(X)(qx)), hidden-actions(qx)) -

This definition, proposed in a deterministic fashion in [1], cap-
tures dynamicity of the system. Each state is linked with a con-
figuration. The set of automata of the configuration can change
during an execution. A sub-automaton A is created from state q by
the action a if A € created(X)(q)(a). A sub-automaton A is de-
stroyed if the non-reduced attached configuration distribution lead

to a configuration where A is in a state qi’;[ s. t. s’i?](ﬂ)(qﬁl) =0.
Then the corresponding reduced configuration will not hold A.
The last constraint states that the signature of a state gx of X must
be the same as the signature of its corresponding configuration
config(X)(qx), except for the possible effects of hiding operators,
so that some outputs of config(X)(gx) may be internal actions of

X in state qx.

Definition 2.17 (hiding on PCA). Let X be a PCA. Let h : q €
states(X) +— h(q) c out(X)(q) a function mapping each state
q € states(X) to a set of output actions. We note hide(X, h) the
PCA X’ that differs from X only on sig(X’) and hidden-actions(X’),
where Vq € states(X) = states(X’),

* sig(X")(q) = hide(sig(X)(q). h(q)) and
e hidden-actions(X”’)(q) = hidden-actions(X)(q) U h(q).

2.6 PSIOA and PCA composition

It is possible to extend definition of executions to a set A of PSIOA
(resp. PCA) in the obvious way, i. e. with alternating sequence of
compatible states (except potentially for last state) and actions of
A. Thus we can define reachable states of A in a natural manner,
before defining partially-compatible set of PSIOA (resp. PCA) as a
set PSIOA (resp. PCA) s. t. every reachable state is compatible. More
details can be found in [7]. This precautions allow us to formally
define our operation of composition. This is the central operation
of any IOA formalism.

Definition 2.18 (PSIOA partial-composition). If A = {Ajy, ..., An}
with A; = (Qa;,qa;,sig(Ai), Da,), is a partially-compatible set
of PSIOA, then their partial-composition Ay ||...|| Ay, is defined to
be A = (Qa4,4a,sig(A), Dg), where:

e OQa={q€0Qa, X..xQaz,lqis a reachable state of A}.

* 4a=(Ga,--qaA,)

* 5ig(A) : ¢ = (q1, -, qn) € Qa = sig(A)(q) = sig(FA1)(q1)
X... X sig(Ap)(qn) as per definition 2.4.

e Dg C Qg Xacts(A) X Disc(Q ) is the set of triples of the
form (g, a, U(A,q,a)) withqg € Qg anda € s@(A)(q)

If g = (q1,....qn) € states(A), we note q [ A; £ q; the projec-
tion on the i-th element of g.

Definition 2.19 (PCA partial-composition). If X = {Xj,.., X}
with cr; = created(X;), is a partially-compatible set of PCA, then
their partial-composition Xj||...|| Xy, is defined to be the PCA X s.
t. psioa(X) = psioa(X1)]|...||psioa(Xn) and Vq € states(X):

o config(X)(q) = Uie[1,n] config(Xi)(q I Xi)



o created(X)(q)(a) = Uje[1,n) created(Xi)(q I Xi)(a), Ya €
s’i_\q(X)(q), with the convention created(X;) (q;i) (a) = 0 if
a ¢ sig(X:)(qi)

e hidden-actions(q) = U;e[1,n] hidden-actions(X;)(q I Xi)

The set of PSIOA (resp. PCA) has been shown to be close under
partial composition in [7].

3 SCHEDULER AND EXTERNAL PERCEPTION

In this section we recall the definitions of scheduler and environ-
ment of the [7] framework.

An inherent non-determinism appears for composable (I/O) au-
tomata. Indeed, after composition (or even before), it is natural
to obtain a state with several enabled actions. The most common
case is the reception of two concurrent messages in flight from two
different processes. This non-determinism must be solved if we
want to define a probability measure on the automata executions
and be able to say that a situation is likely to occur or not. To solve
the non-determinism, we use a scheduler that chooses an enabled
action from a signature.

A scheduler is hence a function that takes an execution fragment
as input and outputs the probability distribution on the set of tran-
sitions that will be triggered. In the following we recall definition
in [7].

Definition 3.1 (scheduler). A scheduler of a PSIOA A is a function

o : Frags*(A) — SubDisc(dtrans(A)) such that (¢,a,n) €
supp(o(a)) implies q = Istate(ar). Here SubDisc(dtrans(A)) is the
set of discrete sub-probability distributions on dtrans(A). Loosely
speaking, o decides (probabilistically) which transition to take after
each finite execution fragment a. Since this decision is a discrete
sub-probability measure, it may be the case that o chooses to halt
after « with non-zero probability: 1 — o(a)(dtrans(a)) > 0. We
note schedulers(:A) the set of schedulers of A.

It is possible to use a scheduler o to generate a measure of prob-
ability €, on the measurable space (Execs(A), Fpxecs(a)) Where
FExecs(A) is the sigma-field generated by cones of execution frag-
ments, where each cone C is the set of execution fragments that
have a’ as a prefix, i. e. Coy = {a € Execs(A)|a’ < a}. More details
are available in [3] and [7].

Without restriction, a scheduler could become a too powerful
adversary for practical applications. Hence, it is common to only
consider a subset of schedulers, called a scheduler schema, like
"oblivious schedulers", "off-line schedulers", "fair schedulers", "task-
schedulers", ... .

Definition 3.2 (scheduler schema). A scheduler schema is a func-
tion that maps any PSIOA or PCA W to a subset of schedulers(W).

In the following we recall the notion of implementation [7]. The
intuition behind this notion is the fact that any environment & that
would interact with both A and B, would not be able to distinguish
A from B. The classic use-case is to formally show that a (poten-
tially very sophisticated) algorithm implements a specification.

Definition 3.3 (Environment). A probabilistic environment for
PSIOA A is a PSIOA & such that A and & are partially-compatible.
We note env(A) the set of environments of A.

Now we define insight function which is a function that cap-
tures the insights that could be obtained by an external observer to
attempt a distinction.

Definition 3.4 (insight function). An insight-function is a function
f(.,.) parametrized by a pair (&, A) of PSIOA where & € env(A)
so that for every PSIOA &, it exists a measurable space (Gg, FG;),
s. t. for every PSIOA A where & € env(A), f(g 1) is a measurable
function from (Execs(E[|A), Fexees(&(17)) to (Ge, FGg)-

The point is that the arrival space (Gg, G, ) is the same for
two different functions f(g #) and f(g g) to enable a comparison.
Some examples of insight-functions are the trace function, the print
function introduced in [7] and the function accept introduced in
[3].

Since an insight-function f_ ) is measurable, we can define the
image measure of €; under f(g ), i. e. the probability to obtain a
certain external perception under a certain scheduler o.

Definition 3.5 (f -dist). Let f(_ ) beaninsight-function. Let (&, A)
be a pair of PSIOA where & € env(A). Let o € schedulers(E||A).
We define f-dist(g #)(0), to be the image measure of €5 under

fie, 7 (the function that maps any C € ¢, to eor(f(_a1 ) @)).

Now we define the notion of balanced schedulers, that capture
the incapacity of an environment to distinguish two situations
under two so-called balanced schedulers. Several definitions of this
incapacity can be chosen.

Definition 3.6 (balanced schedulers). Let A and B be two PSIOA
(resp.PCA),let & € env(A)Nenv(B),let (0, 0”) € schedulers(E||A)
xschedulers(&||B). Let e € R=0. Let f(,) be an insight function. We

note O-ngco-, if VI € N,Y({i)ier € [UCeautids,Seenv(C) range(
fie.o) | Zier(f-dist g ) (0")(&) — f-dist(g, a1y (0)({i)] < €.

We states a necessary and sufficient condition to obtain com-
posability of f-implementation stated in lemma 4.13and 4.14. This
condition of stability by composition is an extension to approximate
implementation of the one introduced in [7].

Definition 3.7 (insight function stable by composition). Let f_
be an insight-function. We say that f(_ ) is stable by composition if
for every quadruplet of PSIOA (A1, Az, B, E), s. t. B is partially
compatible with A; and Ay, & € env(B|| A1) Nenv(B||Az), Ve €
R=0, V(0,0”) € schedulers(E||B|| A1) x schedulers(E||B||Asz),
o’ implies 052}0’.

This very modest property is naturally verified by standard in-
sight functions like trace, accept [3], or print [7] and captures the
fact that the environment & has not a greater power of distinc-
tion than &||B, which should be verified by any reasonable insight
function.

0Ss¢€
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4 POLYNOMIAL-BOUNDED PSIOA:
FORMALISE COMPUTATIONAL
INDISTINGUISHABILITY

In previous sections, we recall the key components of probabilistic

dynamic input/output automata introduced in [7] that provides

a semantic for probabilistic concurrent computation and allows

systems to dynamically create new protocol instances at run time



(e.g. dynamic ITM [10] invocation mechanism in the UC framework
[2] or through the bang operator “!” in the IITM [11] framework).
In this section, we extend the approximate implementation relation
defined in [4] to dynamic settings, to express the idea that every
behavior of one family of dynamic automata is computationally
indistinguishable from some behavior of another dynamic automata
family.

We adopt a standard bit-representation where we note (q), (a),
(tr), (C) the respective bit-string representations of state g, action
a, discrete transition tr and configuration C.

4.1 b-bounded PSIOA

In the following we extend the definition of bounded Task-PIOA [4]
to dynamic settings. We define bounded PSIOA and then bounded
PCA. The idea is to both limit the memory and the computational
power of the concerned PSIOA. Typically, we prohibit transitions
that would implicitly violate some computational hardness assump-
tions.

Definition 4.1 (PSIOA b-time-bounded). PSIOA A is said to be
b-time-bounded, where b € R0, provided that:

(1) Automaton parts: The length of the bit-string representation
of every action, state, transition is at most b.

(2) Decoding: There exist deterministic Turing machine Msqrt,
Msig, Mirans, Mstep so that, (i) given the representation (gq)
of a candidate state q, Mszqr+ decides whether g is the unique
start state of A, (ii) given the representation (g) of a state
q € states(A), given the representation (a) of a candi-
date input action, (resp. output action, resp. internal action)
Msig decides whether a € in(A)(q) (resp. a € out(A)(q),
resp. a € int(A)(q))*, (iii) given the representation (g) of
a state g € states(A), the representation (a) of an action
ace gi?}(ﬂ)(q) and the representation (tr) of tr = (¢, a,n),
Mjirans decides whether tr € D 4 and (iv) given the rep-
resentation (tr) of tr = (q,a,n) € D and the represen-
tation (gq’) of a candidate states, Mstep decides whether
(g.a,q") € steps(A) (i. e. ¢' € supp(n)). Moreover all this
machines run always in time at most b.

(3) Determining the next state: There is a probabilistic Turing
machine Mstate that, given the representation (g) of a state q
of A, and the representation (a) of an action a € sig(A)(q)
that is enabled in g, produces the representation (g’) of the
next state ¢’ resulting from the unique transition of A of the
form (g, a, n). Moreover, Mstate always runs in time at most b.
Moreover, we require that every Turing machine mentioned
in this definition can be described using a bit string of length
at most b, according to some standard encoding of Turing
machines.

We naturally extend the last definition 4.1 to PCA.

Definition 4.2 (PCA b-time-bounded). PCA X is said to be b-time-
bounded, where b € R29, provided that:

e psioa(X) is b-time-bounded as per definition 4.1

4if a € 5ig(A)(q), a is enabled by assumption E; of action enabling

o for every g € states(X), for every a € sig(X)(q) the length

of bit-string representation of config(X)(q), hidden-actions(X)(q),

created(X)(q)(a) are at most b.

e Thereisa deterministic Turing machine M, (resp. Mereated:
resp. Mp;qden) that, given the representation (q) of q¢ €
states(X), the representation (a) of a € s@(X)(q) (a), out-
puts the representation (C) (resp. (¢), resp. (h)) of C =
config(X)(q) (resp. ¢ = created(X)(q)(a),resp. h = hidden-
actions(X)(q)). The 3 machines run always in time b and
can be described with a bit-string of length at most b using
standard encoding of Turing machines.

4.2 Composition

As for bounded task-PIOA [4], the composition of two time-bounded
PSIOA (resp. PCA) is also time-bounded, with a bound that is a
linear combination of the bounds for the two components.

LEMMA 4.3 (COMPOSITION OF BOUNDED PSIOA 1S BOUNDED). There
exists a constant ccomp Such that the following holds. Suppose Ay is
a by-time-bounded PSIOA (resp. PCA) and Ay is a by-time-bounded
PSIOA (resp. PCA), where by, by > 1. Then Ay|| Ay is a ccomp * (b1 +
ba)-bounded PSIOA (resp. PCA).

ProoFr. The proof is delegated to the appendix B (see lemma B.1
and B.2). O

4.3 Hiding

In order to be able to state time bounds when we apply the hiding
operator on a time-bounded PSIOA (resp. PCA) A, we define what
it means for a set of actions of A to be b-time recognizable.

Definition 4.4 (bounded-time recognizable set/function). Suppose
S’ is a set of actions and b’ € RZ°. We say that S is b’-time rec-
ognizable if there is a probabilistic Turing machine M’ that, given
the representation (a) of a candidate action a, decides if a € S.
Furthermore, the machine M’ runs in time less than b’ and can be
described by less than b’ bits, according to some standard encoding.

Let A be a bounded-PSIOA (resp. PCA). Suppose S is a function
mapping each state q € states(A) to a set of states S(g). We say
that S is b’-time recognizable if Vg € states(A), S(q) is b’-time
recognizable.

LEMMA 4.5 (HIDING OF BOUNDED AUTOMATA IS BOUNDED). There
exists a constant cp;qe such that the following holds. Suppose A is
a b-time-bounded PSIOA (resp. PCA), where b € R2% b > 1. LetS
be a b’-time recognizable function with states(A) as domain. Then
hide(A,S) is a cpige - (b + b’)-time-bounded PSIOA (resp. PCA).

Proor. The proof is delegated to the appendix B (see B.3). O

4.4 Scheduling

In previous section, we adapted the boundness of I/O automata from
[4] into dynamic setting. However, for the moment, there is no a
priori bound imposed on the number of transitions that a PSIOA or
a PCA may perform, which could lead to a potential unbounded
behaviour and so to a potentially too important computational
power.

Therefore [4] introduced a final restriction on runtime imposed
only for comparison of the behaviors of different PSIOA (resp. PCA)



using implementation relations, by adding bounds on the number
of activations.

In this paper, we are slightly less restrictive than [4], since we
tolerate a broader set of schedulers instead of only accepting task-
schedulers [3] which generalizes fully off-line schedulers that de-
cide in advance an order of "tasks" to perform, where a task is an
equivalence class on actions. In addition of the obtained generality,
the advantages are as follows:

e We do not have to formalise the extension of task-structures
to dynamic setting with the attached issues mentioned in
[7].

e We can define a scheduler schema that is oblivious in the
sufficient sense to ensure the correctness of the studied em-
ulation candidate.

e We can define a creation-oblivious scheduler schema. This
property has been shown in [7] to be necessary to ensure
that the implementation relation is monotonic w.r.t. PSIOA
creation, i. e. if PCA X # and X g differ only in that X # dy-
namically creates and destroys PSIOA A instead of creating
and destroying PSIOA B as Xg does, and if A implements
B (in the sense they cannot be distinguished by any external
observer), then X # implements Xg. This property will al-
low us to obtain monotonicity w.r.t. PSIOA creation for the
relation of secure-emulation in a future work.

Definition 4.6 (bounded scheduler). Let K be a PSIOA or a PCA,
let b € N. Let o € schedulers(K), we say that o is b-time bounded
if Ya € execs(K) with |a| > b, supp(o(a)) = 0, i. e. the scheduler
never execute more than b actions of K.

We could require that (*) the scheduler has to be a bounded
automaton, but this precision is at the discretion of the designers
of the solution. The results remains true if (*) is required or not.

4.5 Polynomially-bounded family of PSIOA
In this section we extend bounds to families of PSIOA and PCA.

Definition 4.7 (PSIOA family). A PSIOA (resp. PCA) family A, is
an indexed set, (Ag)xen, of PSIOA (resp. PCA). Two PSIOA (resp.
PCA) families A = (Ap)ren and B = (By)ken are said to be
compatible provided that, for every k, Ay and By are compatible.
Two PSIOA (resp. PCA) families A = (Ay ke and B = (B )ken
can be composed to yield C = (Ck)ren = A||B by defining Cy =
Ap||By for every k € N.

Definition 4.8 (Time-Bounded PSIOA Family). The PSIOA (resp.
PCA) family A = (A )en is said to be b-time-bounded, where
b: N — R2° provided that Ay is b(k)-time bounded for every
k € N. This definition allows different Turing machines to be used
for each k € N.

Definition 4.9 (scheduler family). A scheduler family ¢ is an in-
dexed set, (0p )k en of schedulers.

Definition 4.10 (bounded scheduler family). Let ¢ = (o )ren be
a scheduler family. Then o is said to be b-time-bounded, where
b : N — R=0 provided that oy, is b(k)-time bounded for every k.

4.6 Implementation

In this section, we adapt the approximate implementation to the
bounded setting following the same methodology as in [4].

First, we extend the notion of balanced schedulers to schedulers
family.

Definition 4.11 (balanced schedulers). Let A = (Ay)ren and
B = (Br)ren be two PSIOA families or two PCA families, let
E = (Ek)ken € env(A) Nenv(B) (i. e. Vk € N, E € env(Ag) N
eno(By). let (¢ = (a0)ern.&” = (0] )ens) € schedulers(E]|A) x
schedulers(E||B) (i. e. Vk € N, (o, 0,’() € schedulers(E||Ay) X
schedulers(Ex||By)). Let € = (Ek)keN e (RSOHN, Letf< ,) bean

<ek

insight function. We note 0'5 f(f if Vk € N, 0;.S Enf oy

Strongly inspired by classic literature of cryptography, the choice
of f ) in [4] is the function accept that, given an execution «, out-
puts 1ifa spec1a1 action acc appears in trace(«) and 0 otherwise.
This function captures the idea that the environment distinguishes
the real world from the idealized one. This is at the discretion of
the user of the framework to chose a particular insight function.
But we let it as general as possible to be also able to use the in-
sight function print(_ ) that is particularly well-suited to obtain
the monotonicity w.r.t PSIOA creation of implementation [7]. In
a future work we want to use the the insight function print(_) to
extend this monotonicity result to secure emulation.

Now we are ready to extend approximate implementation of [4]
to both bounded and dynamic setting.

Definition 4.12 (approximate implementation). Let A and B be
two PSIOA (resp. PCA). Let Sch be a scheduler schema, € € R=O,
(p,q1.q2) € N3 and f(.,.) be an insight function.

We note A SS,Chl’fz,e 8 if for every p-bounded & € env(A) N

enU(B) for every q1- bounded o € Sch(&E||A), it exists a g2-bounded
o’ € Sch(&E||B) s. t. O'S o’. We extend this definition to scheduler

f
families as follows.
Let A = (Ap)ken and B = (By)ken be two PSIOA families or
two PCA families, let Sch be a scheduler schema and (p, q1, g2, €) €

(N - N)3 x (N — R=0),
Schf

We note A Spq ‘e Bif Vk e N, Ay < (k’) 01002 (), () By
Finally, we note A —izZ;{t B if it exists (p,q1,92,€) € (N —

N3 x(N - R<0)s.t. A Sf,cthgz « B where p, g1, g2 are polynomial

functions and € is a negligible function.

The properties of the underlying dynamic probabilistic I/O layer
allow to obtain the composability of the approximate implementa-
tion.

Sch, 0
LEMMA 4.13 (COMPOSABILITY <p, q1{12 o) Lete € RZY and p, ps,

q1, q2 € N be given. Let f be an insight function stable by composi-
tion Let Sch be a a scheduler schema. Let A1, Ay and As be 3 PSIOA
(resp. PCA) satisfying: As has p3-bounded description and is partially
compatible with both Ay and Ajy. Then the following holds.

Sch,f

I <

fﬂl _Ccomp(P"'Pa),chIz,G
associated with description bounds in parallel composition (see lemma

S
4.3 ), then As|| Ay _chlj;ze Asz||A;.

Az, where ccomp is the constant factor



Proor. Fix A1, Az and A3 and all the constants as in the hy-
potheses. Consider any p-time-bounded environment & for Ajs || A4
and As3||Ay. We must show that, for every g;-time-bounded sched-
uler o1 € Sch(&E||A3|| A1), there is a g2-time-bounded scheduler
o3 € Sch(E||As||Az) such that 65<€¢’ To show this, fix o7 to
be any gj-time-bounded scheduler in Sch(&E||As3||A1). The com-
position &|| A3 is an environment for both A; and Ay. Moreover,
lemma 4.3 implies that E||Aj3 is ccomp - (p+p3)-time-bounded. Since

Sch,f . .
Ay Sccomp‘(b+b3)ablab2 Az, E||As3 is a ccomp (b + bs3)-time-bounded

environment for A; and Ay, and o7 is a g1 -time-bounded scheduler
for &||As3|| A1 , we know that there is a gp-time-bounded sched-
uler oy, for 8||As3|| Az such 51S=¢ (E1A,). £ Finally, the stability by

composition of f gives 51S=¢ (&) which ends the proof. O

Let us note that both accept and print( are insight functions
stable by composition. In the sequel we extend the previous result
to the implementation of automata family.

Sch,f

LEMMA 4.14 (COMPOSABILITY <p, q,.4,¢

). Lete : N — R=0 gnd

P P3.q1,q2 : N — N be given. Let Sch be a scheduler schema. Let
f(..) be an insight function stable by composition. Let A, B and
C be 3 PSIOA (resp. PCA) families satisfying: C has p3-bounded
description and is partially compatible with both A and B. Let ccomp
be the constant factor associated with description bounds in parallel
composition (see lemma 4.3) Then the following holds.

Sch.f p Sch.f p

If S comp (P31 G€ B, then C||A <oqrgne C||8.

Proor. The adaptation of lemma 4.13 to family is straightfor-
ward (see appendix B lemma B.5) O

THEOREM 4.15 (COMPOSABILITY Sne ) Let Sch be a scheduler
schema. Let f(_ y be an insight function stable by composition.

Let A, A, and A, be PSIOAs (resp. PCA) families satisfying: A,
has p3-bounded description where p3 is a polynomial and is partially
compatible with both A, and A,. Then the following holds.

IfA < <Sehf A,, then A,||A, _ﬁzg;; A,||A,. Observe that,
by induction, Theorem generalizes to any constant number of substi-

tutions.

Proor. The adaptation of lemma 4.13 to polynomially-bounded
family is straightforward (see appendix B , theorem B.6) O

The implementation relationship is also transitive.

THEOREM 4.16 (IMPLEMENTATION TRANSITIVITY). Let Sch be a
scheduler schema. Let €12, €23€13 € Rso,p, q1, 92,93 € N with €13 =
€12+€23, Let f ) be an insight-function. Let Ay, Ay, Az be PSIOA, s.t.

Sch,f Sch,f Schf
A Sp,ql,qz,éu Az (mdﬂz Sp,qz,qs,éza ﬂ3’ then Ar < —P-91,93-€13 As.

PRrROOF. See appendix B, theorem B.4 O

4.7 Structured dynamic I/O Automata

In this section we adapt the security layer of [4], on top of the foun-
dational layer introduced in previous sections. This layer follows
the general outline of simulation-based security. In this approach,
computational security is captured within the model itself.

First, we extend the PSIOA definition with an additional at-
tribute called the environment action mapping which is a func-
tion EAct.# with domain states(A) for every PSIOA A such that
Vq € states(A), EAct7(q) C ext(A)(q), that captures the idea
that some actions are intended to be accessible by the environment
while others by the adversary.

Definition 4.17 (Structured PSIOA). A structured PSIOA A =
((Qa, 4, sig(A), Da), EAct ) where (Qa, G, sig(A), Da) is
a PSIOA and EAct 4 is a mapping function with domain Q # such
that Vg € Q 4, EAct 7(q) C ext(A)(q).

The adversary action mapping of A is AAct 4 : q € states(A) —

ext(A)(g) \ EAct 7(q).
For convenience, we also define: (i) EI# : q € states(A) +—

EAct #(q)Nin(A)(q) (environment inputs), (ii) EO 4 : q € states(A) —

EAct#(q) N out(A)(q) (environment outputs), (iii) Alg : q €
states(A) +— AAct7(q) N in(A)(q) (adversary inputs) and (iv)
AO 4 : q € states(A) — AActn(q) N out(A)(q) (adversary out-
puts).

Let Sz : q € states(A) — Sx(q) € out(A)(q). We note
EActg \ Sq : q € states(A) — EAct#(q) \ Sa(q)). We note
hide((A, EActg),S#) = (hide(A,Sx), EActz \ S#)

When this is clear in the context, we slightly abuse the notation
and call a structured PSIOA a PSIOA.

Observe that nothing prevent us to require that (EAct 4, AAct #)
is a partition of acts(A) s. t. an action a cannot be an environment
action in a state and become an adversary action in another state.

We state the compatibility conditions and the composabilty op-
eration for compatible structured PSIOA.

Definition 4.18 (Compatible structured PSIOA). Two structured
PSIOA (A, EAct 7, ) and (A, EAct 7,) are partially-compatible at
state (q1, q2) € states(Aj) Xstates(Az) (resp. partially-compatible
structured PSIOA) if A; and A are partially-compatible at state
(q1,92) € states(Ay) X states(Az) (resp. partially-compatible
PSIOA) and sig (A1) (q1)Nsig(Az) (q2) = EAct z, (q1)NEAct 71, (q2)
(resp.Y(q1, q2) € states(A1l|states(Az), sig(A1)(q1)Nsig(Az2)(q2)
= EAct g, (q1) N EAct 7,(q2)). That is, every shared action must be
an environment action of both structured PSIOA.

Definition 4.19 (Structured PSIOA composition). Given partially-
compatible structured PSIOA (A1, EAct g, ) and (A2, EAct g, ), their
partial-composition (A1, EAct g,)|[(Az, EAct z,) is the structured
PSIOA (A1|| Az, EActz, U EActz,) where EActz, U EActg, :
(g1, q2) € states(A1||Az) — EActn,(q1) U EActz,(q2)-

We can also extend the previous definition to PCA:

Definition 4.20 (Structured configuration). A structured config-
uration is a pair (A, S) where A is a family of structured PSIOA
and S is a mapping function with domain A such that for every
A € A, S(A) € states(A). Furthermore, in addition of attributes
of definition 2.11, we note EAct(C) = | aea EAct 7#(S(A).

Definition 4.21 (Compatible structured configuration). A struc-
tured configuration (A, S) is compatible iff, for all A, B € A, A # B,
A, B are compatible at state (S(A),S(B))

Definition 4.22 (Structured PCA). A structured PCA X is a PCA
s. t. (1) the attached PSIOA is replaced by a structured PSIOA,



(2) config(X) is a function that maps every q € states(X) to a
compatible structured configuration config(X)(g) and (3) X is as-
sociated with the mapping EActx with domain states(X) s. t. Vq €

states(X), EActx(q) = EActysioa(x)(q) = EAct(config(X)(q)) \
hidden-actions(X)(q)

We can naturally define composition of partially-compatible
structured PCA which is the same than the one of definition 4.19.
Such a composition naturally yields to a structured PCA.

LEMMA 4.23 (CLOSENESS OF STRUCTURED PCA UNDER COMPOSI-
TION). Let X; and Xy be partially-compatible structured PCA. Then
X1||X2 is a structured PCA.

Proor. See appendix C, lemma C.1 o

4.8 Adversary for structured automata

In the following we extend the notion of adversary introduced in
[4] to adversary for structured PSIOA.

Definition 4.24 (Adversary for structured PSIOA). An adversary
Adv for a structured PSIOA (resp. PCA) (A, EACT ) is a PSIOA
(resp. PCA) s. t.

o Adv is partially-compatible with A

e For every q = (q#,qady) € states(A||Adv),
- IAa(qn) € out(Ado)(qads)
- EAct7(qn) N sig(Ado)(qago) = 0

We extend the definition to automata family: An adversary
Adv for a structured PSIOA (resp. PCA) family (A, EACT#) =
(Ar, EACT a1, )iey is a family (Adoy)gepy of PSIOA (resp. PCA) s.
t. Vk € N, Aduy. is an adversary of Ay

LEMMA 4.25. Suppose A and B are compatible structured PSIOA
(resp. PCA), and Adv is an adversary for A||B. Then Adv is an adver-
sary for A. Also, if A and B are compatible structured PSIOA (resp.
PCA) families, and Adv is an adversary family for A||B. Then Ady
is an adversary family for 8.

PRrROOF. Suppose A and B are compatible structured PSIOA and
Adv is an adversary for A||B. We observe that the conditions of
definition 4.24 are satisfied.

(1) Adv is compatible with A. This follows from the fact that
Adv is compatible with A||B.

(2) Let ¢’ = (94, 9ady) € states(A||Adv). Then it exists g =
(97,98 9Ady) € states(A||B||Adv). Since Adv is an adver-
sary for A||B we know that:

o JA7(qa) UIAg(qg) C out(Adv)(qagy) which means
that JA #(q#) C out(Adv)(qady)-
e EAct7(qa) U EActg(qg) N sig(Adv)(qags) = 0, which
means that EAct 7 (q.#) N sig(Ado)(qagy) = 0.
The extension to structured PSIOA families and adversary families
is straightforward. o

4.9 Dynamic Secure-Emulation

The framework is finally expressive enough to define secure-emulation
[2] for distributed systems with (i) distributed scheduling and (ii)
with potentially dynamic creation of automata. This relation will
be shown to be (iii) composable, which is the main contribution of
this paper.

Definition 4.26 (Secure Emulation). . Suppose A and B be struc-
tured PSIOA (resp. PCA) families. Let Sch be a scheduler schema
and f(_  be an insight function.

We say that A secure-emulates 8 w.r.t. Sch and f (denoted A
S_;;h,f B) if, for every adversary family Adv for A with polynomi-
ally bounded description, there is an adversary family Sim for 8
with polynomially bounded description such that:
hide(A||Adv, AActz) <pcrd, hide(B]|Sim, AActg). Transitivity
of S;Eh’f follows immediately from transitivity of SEZZ’};.

Dummy Adversary. To prove composability of secure-emulation,
we use the well-known technique, introduced by Canetti [2], based
on dummy-adversary which plays the role of a forwarder between
a structured PSIOA (resp. PCA) A and another (potentially more
sophisticated) adversary of a g(A) where g is an action-renaming
function.

Let A be a structured PSIOA family and, for each k € N, let
gx be a partial function defined on states(A) X acts(A) s.t. Vq €
states(A), gi.(q) is a bijection from AAct 7, to a set of fresh action
names. We refer to g = {g } ey as a renaming of adversary actions
for A, and we write g(A) for the result of applying gy to Ay for
every k € N. N

Definition 4.27 (Dummy Adversary). Let A be a PSIOA (resp.
PCA) and g be a bijection from AAct# to a set of fresh action
names. Then Dummy(A, g) is the PSIOA (resp. PCA) Adv’ defined
as follows:

e (States) Every state q of Adv’ is described by its unique vari-
able g.pending € AO 4 U f(Al#) U {1}
e (Start state) start(Adv’).pending = L
e (Signature) Vq € states(Adv’),
— in(Adv")(q) = in(Adv’) = AO.4 U g(ALz)
- int(Adv’)(q) =0
- % out(Adv’)(q) = {a} if g(a) = g.pending € f(Al#)
* out(Adv")(q) = {g(a)} if a = q.pending € AO 5
x out(Adv")(q) = 0 if g.pending = L.
o (Transition) for every g € states(Adv’), Ya € sig(Adv’)(q),
supp(U(Adv’,q,a)) ={q'}s. t.
- ifa € in(Adv’)(q), ¢’.pending = a
- if a € out(Adv’)(q), q’.pending = L

We extend this definition for families: Let A be a structured

PSIOA (resp. PCA) family { Ay }ren- Let g = {gx }xeny be a family

of bijection from AAct A, to a set of fresh action names. Then
Dummy(A,g) = {Dummy(Ag, gi) }ken is a dummy adversary
family for A.

The following lemma 4.29 shows that dummy adversaries can be
transparently added between a structured PSIOA (resp. PCA) and an
adversary for that structured PSIOA. This fact is used in the proof of
composability of secure-emulation, with the classic decomposition
technique introduced by Canetti [2]. Additional work is required
compared to [4] since we have to deal with a more general defini-
tion that enables schedulers that are not task-schedules. However,
the approach follows the same methodology, i.e. when the sched-
uler ¢ instructs to trigger an action shared by g(A) and Adv, the
corresponding balanced scheduler ¢’ successively orders to trigger



the corresponding action (modulo a potential renaming) and the
attached forward by the dummy adversary. The proof of this lemma

4.29 introduces two natural constructions Forward® and
(A,g,Adv)

Forward? to formalise the fact that the dummy adversary

(A.g.Ado)’
forwards the actions between A and Adv. The following properties
should always be verified by reasonable pair made up of a scheduler
schema and an insight function.

Definition 4.28 (brave forwarding construction). A pair (Sch, f)
made up of a scheduler schema and an insight function is said brave
if: For every structured PSIOA (resp. PCA) family A = {A }ken,

for every family of bijections g = {g } xen from AXCtﬂk to a set of
fresh action names, for every M = {Advy } ke being an adversary
for both g(A) and H = hide(A||Dummy(A, g), AAct z), for every
environment & = (Ep)ren of both @ = hide_(g(ﬂ)ﬂ@, AAct z)
and ¥ = hide(H||Adv, AAct #) and Yk € N: N B

* fer.00) (@) = fl&1.g1 (A || Adoy) (@), Yo € execs™ (Ex||Px)
* flen v (@) = flen Hel|Aduy) (@), Vo' € execs™ (Ex|[¥g)
* flenon) (@) = fle,w) (@), Va € execs™(E||Py), Va' =

e
Forward(ﬂk’gk’AdUk) (@),

e Voe Sch(8k||<1>k),Forwardfﬂk)gk’Advk)(0') € Sch(E||¥x)

LEMMA 4.29 (DUMMY ADVERSARY INSERTION). Let (Sch, f) be a
brave pair made of a scheduler schema Sch and an insight function

f. Let A be a structured PSIOA (resp. PCA) family { Ay }ken. Let

9 = {9x }ren be a family of bijection from Azctﬂk to a set of fresh
action names. Let Adv = {Advy }ken be an adversary for both g(A)
and hide(A||Dummy(A, g), AAct 7). Then,

9(A)||Ado <herd, hide(A||Dummy(A, g), AAct )| Ado
ProoF. See appendix D, lemma D.1. O

We can use previous lemma 4.29 to use the technique of reduction
to dummy adversary introduced by Canetti [2].

THEOREM 4.30 (COMPOSABILITY OF DYNAMIC SECURE-EMULATION).
Let (Sch, f) be a brave pair made of a scheduler schema Sch and an
insight function f. Let b € N. Letﬂl,ﬂz, ﬂb andﬁl,ﬁz, §b
be pair- wise partially-compatible polynomial-time-bounded struc-
tured PSIOA (resp. PCA) families, with A’ ngh’f B! for every
i € [1,b]. Then, we have A <sp B with A = A||A2||...|| AL
and B = 8Y|82|...||8".

ProoF. Let Adv be an adversary family for z with polynomi-
ally bounded description. We need to construct an adversary fam-
ily Sim for 8 with polynomially bounded description such that:

. > Sch, L1 B os
hide(A| |M,AAct$) Snzg’pft hide(8B| |Sl_m,AAct§).

For every (i, k) € [1,b] x N. We note g;'c an arbitrary bijection
from AActy{;-C to a set of fresh action names, i. e. g' = {gi}keN is
a renaming of adversary actions for A’. These functions induce
a renaming for z: g = {grtreny With Vk € N, gp. = g}c U..u g]lz,

i.e.Vq € states(zk), VYa € AActﬁ(q), gr(a) = g;'c(a) iff a €

AAct AL (g7 ﬂi). We recall that compatibility definition for struc-

tured PSIOA requires that shared actions of two automata cannot
be a adversary actions of their composition.

Let Dum = Dummy(ﬂl,g1)||..4Dummy(ﬂb,gb). Leti € [1,b].
Sinceﬂi <sg B!, then ADSim’ s.t. hide(ﬂi| |Dummy(ﬂi,gi),AActfﬂ)
<neg,pt hide(B7||DSim’, AActly). o

We note DSim = DSim!||...||DSim?.
We observe the following:

hide(ZA|| Ado, AAct z) =t
hide(g(F)|lg(Adv), g(AAct 7)) <her,

hide( || Dumllg(Ado). g(Adct ) U Adct ) <pend,
hide(B|DSImlg(Ado), g(AAct 7) U Adctg) =pend,
hide(B] |hide (DSimllg(Ado), g(AAct 7)), Adetz)

Here, the first relation follows from the property of renaming,
the second from lemma 4.29, the third from theorem 4.15, and the
last from the properties of the hiding operator.

We define Sim = hide(DSim||g(Adv), g(AAct D)

Hence we have shown that for every adversary family Adv for
z with polynomially bounded description it exists a polynomially

bounded adversary Sim for @ such that: hide(i ||Adv, AAct 2 ) Sﬁzgj;
hide(B||Sim, AActg), which ends the proof.
B O

5 CONCLUSION

In this paper we extended the composable secure-emulation of Canetti
et al. [4] to dynamic settings on top of dynamic probabilistic I/O
automata. The purpose of our extension is to provide a complete
framework to model dynamic probabilistic systems using crypto-
graphic modules. It should be noted that the universal composition
[2] framework is the only framework used so far in order to model
blockchain algorithmic building blocks (e.g. [8]). However, as dis-
cussed earlier in our paper, this framework has as major limitation
the fact that it does not cover the dynamicity aspects under a dis-
tributed scheduling(see [5] for a detailed discussion related to the
difference between the centralized and distributed schedulers). Our
work is the first complete framework allowing to specify and prove
the correctness of secure probabilistic distributed dynamic systems
(e.g. blockchains) under distributed schedulers. The completeness
of our framework comes from its ability to cover the distributed
aspects of scheduling, the probabilistic nature of algorithms, the
dynamicity of the system and the simulation based cryptography.
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A RESULTS FOR FOUNDATIONAL LAYER

LEMMA A.1 (PSIOA CLOSENESS UNDER ACTION-RENAMING). Let
A be a PSIOA and let ar be a partial function on states(A) Xacts(A),
s. t.VYq € states(A), ar(q) is an injective mapping with sig(A) (q)
as domain. Then ar(A) is a PSIOA.

Proor. We need to show (1) V(q,a,7), (q,a,”) € dtrans(A),
n=n"anda € sz/'?](ﬂ)(q), (2) Vq € states(A),Va € s’i?;(.?l)(q),
3n € Disc(states(A)), (g, a,n) € dtrans(A) and (3) Vq € states(A) :
in(A)(q) Nout(A)(s) = in(A)(q) N int(A)(q) = out(A)(g) N
int(A)(q) = 0.

e Constraint 1: From definition 2.8, we have, for any ¢q €
states(ar(A)): ;i?](ar(&’())(q) = out(ar(A))(q)Vin(ar(A))
(q) Vint(ar(A))(q) = ar(out(A)(q)) U ar(in(A)(q)) U
ar(int(A)(q)) = ar(sig(A)(q)). Since A is a PSIOA, we
have ¥(q,a,7),(q,a,") € dtrans(A) : a € s@(ﬂ)(q) and
n = n’. From definition 2.8, dtrans(ar(A)) = {(q, ar(a), n)|
(g.a,n) € dirans(A)} Hence, if (g, ar(a),n), (q,ar(a),n’)
are arbitrary element of dtrans(ar(A)), then (¢, a, 1), (¢, a,n’)
€ dtrans(A),and son = n’ and a € s’i\g(ﬂ)(q). Hence
ar(a) € ar(sig(A)(q)). Since ar(sig(A)(q)) = sig(ar(A))(q),
we conclude ar(a) € sig(ar(A))(q). Hence, Y(q, ar(a), n),
(g, ar(a),n’) € dtrans (ar(A)) : ar(a) € s@(ar(ﬂ))(q)and
n = n’. Thus, Constraint 1 holds for ar(A).

e Constraint 2: From definition 2.8, states(ra(A)) = states(A),
dtrans(ra(A)) = (q,ra(a),n)|(q. a,n) € dtrans(A), and for
all g € states(ra(A)), in(ra(A))(q) = ra(in(A)(q)). Let q

be any state of ra(A), and let g € sig(ra(A))(q). Then
b = ra(a) for some a € s’i\g(ﬂ)(q). We have (q,a,n) €
dtrans(A) for some 7, by Constraint 2 of action enabling
for A. Hence (q,a,n) € dtrans(ra(A)). Hence (q,b,n) €
dtrans(ra(A)). Hence Constraint 2 holds for ra(A).

o Constraint 3: A is a PSIOA and so satisfies Constraint 3.
From this and definition 2.8 and the requirement that ra be
injective, it is easy to see that ra(A) also satisfies Constraint
3.

B RESULTS FOR BOUNDED PSIOA

LEMMA B.1 (COMPOSITION OF BOUNDED PSIOA IS A BOUNDED
PSIOA). There exists a constant ccomp such that the following holds.
Suppose A1 is a by -time-bounded PSIOA and Ay is a by -time-bounded
PSIOA, where by, by > 1. Then Ay || Ay is a ccomp - (b1 +bz)-bounded
PSIOA.

Proor. We describe how the different bounds of definition 4.1
combine when we compose A; and Aj.

(1) Automaton parts: Every action has a standard represen-
tation which is the same as its representation in A; or
Aj. The length of this representation is, therefore, at most
max (b1, ba). Every state of A1 || Az can be represented with
a2-(by+b2)+2 < 3-(b1+by)-bit string, by following each
bit of the bit-string representations of the states of A; and
A with a zero, and then concatenating the results, separat-
ing them with the string 11. Likewise, every transition of
A1|| Az can be represented as a 3 - (by + by)-bit string, by
combining the representations of transitions of one or both
of the component automata.

Decoding: It is possible to decide whether a candidate state
q = (q1, q2) is the start state of A; || Az by checking if q; is
the start state of A; and g is the start state of Ajy. Given the
representation {(q1, g2)) of a state (q1, q2) € states(A;||Az),
it is possible to decide if a candidate input action is an ele-
ment of in(A1||Az2)(q1, q2) by checking if it is an element of
in(A1)(q1) or in(Az2)(gz) but not an element of in(A1)(q1)
or in(A2)(qz). Given the representation ((q1, g2)) of a state
(q1,92) € states(A;||Ay), it is possible to decide if a can-
didate action is an element of out(A;||A2)(q1,q2) (resp.
int(A||Az2)(q1, q2)) by checking if it is either an element of
out(Ar)(q1) or out (A2)(g2) (resp. int(A1)(q1) or int(Ay)
(g2)) All these verifications can be done in time O(by + b3).
Given the representations {(g1, g2)) and (a) of a state (q1, g2)
€ states(A;||A2) and an action a € s’i?;(ﬂlﬂﬂz)((qhqz)),
it is possible to decide whether a candidate transition tr =
((q1,92), a, 1 ® n2) is a transition of Ay || Az by checking
if tr1 = (q1,a,11) is a transition of A; or trz = (g2, a,n2)
is a transition of Ay after having extracted the bit-string
representation of qi, q2, tr1, tro with time O(b; + b2).
Determining the next state: Assume Mssare1 and Mszqre2
are the probabilistic Turing machines described in last item
of definition 4.1 for A; and A, respectively. We define
Mstate for Aq|| Az as the probabilistic Turing machine that,
given state ¢ = (q1, q2) of A1|| Az where g1 = q | Ay and
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g2 = g | Ay and action a € sig(A)(q), outputs the next
state of A1|[Az as g = (g1, q;), where q] is the next state
of A; and g; is the next state of Az. The state ¢’ is com-
puted as follows: If a € sig(A1)(g1), then g1 is the output of
Mstate1(q1, @), while qi = q1 otherwise. If a € s@(ﬂz)(qz)
then g} is the output of Mtare2(q2, a), while g, = g2 other-
wise. Mstqre always operates within time O(b; + by): this
time is sufficient to determine whether a € sz’?](?h)(ql)
and/or a € sig(Az)(qz), to extract the needed parts of ¢
to run Ms;gre1 and/or Mstgre2. Using standard Turing ma-
chine encoding, each of the needed Turing machines can be
represented using O(b;y + by) bits.

]

In the following we extend the previous result to the PCA com-
position.

LEMMA B.2 (coMPOSITION OF BOUNDED PCA 1S A BOUNDED PCA).
There exists a constant céamp such that the following holds. Suppose
Xi is a bi-time-bounded PCA and X3 is a by-time-bounded PCA,
where b1, by > 1. Then X1||X3 is a céomp - (b1 + by)-bounded PCA.

PROOF. o psioa(X1||X2) = psioa(X1)||psioa(X2) which im-
plies psioa(X1]|X2) is a ¢ - (b1 + by)-bounded PSIOA.

o it is sufficient to reserve a special constant-sized sequence of
bits b* for concatenation and hence, ¥(q1, q2) € states(X1||X2),
Ya € 5ig(X1||X2)(q1, g2), obtaining a length of O(b1 + by)
bits for the representation of config(X1||X2)(q1, q2), hidden-
actions(X1||1X2)(q1. g2), created(X1||1X2)(q1, g2) ().

e given the representation (g) of g = (q1, q2) € states(X1]|X2),
the representation (a) of a € @(X1||X2)((q1,qz))(a), it
is sufficient to extract the representation (q1) of ¢ | Ay,
extract the representation (gz2) of ¢ | A, check if a €
519(A1) (q1) (via Myigr ({g1), (@))), check if a € 5ig(A2) (g2)
(via Myiga ((q2), (@), compute (C1) = Moon 1 ((q1)), (C2) =
Mconf2(<q2>)) (h1) = Mpiggen1 ({q1)) ¢h2) := Mpiqden2 ({q2))
(@1) = Merearea1({q1), (@), {92) = Mcreated2((q2). (a))
and finally perform a concatenation operation (with »*) on
respective pairs ((C1), (C2)), ((h1), (h2)), ({¢1), (¢2)). The
computations are performed in time O(b; + b3). Using stan-
dard Turing machine encoding, each of the needed Turing
machines can be represented using O(b; + bz) bits.

m|

LEMMA B.3 (HIDING OF BOUNDED AUTOMATA IS BOUNDED). There
exists a constant cp;q, such that the following holds. Suppose A is
a b-time-bounded PSIOA (resp. PCA), where b € R20 b > 1. LetS
be a b’-time recognizable function with states(A) as domain. Then
hide(A,S) is a cpige - (b + b’)-time-bounded PSIOA (resp. PCA).

Proor. All properties for 8 = hide(A, S) are straightforward
to check, except for the output actions and the internal actions. Let
(q) be the bit-string representation of g € states(8B). Let (a) be the
bit-string representation of a candidate action a.

1. Output actions: To check whether a is an element of out(8)(q),
we use the fact that a is an element of out(8)(q) if and only if a
is an element of out(A)(g) and is not in S(gq). So, to determine
whether a is an element of out(8)(q), we can use the procedure

>

for checking whether a is an element of out(A)(q), followed by
checking whether a is in S(q).

2.Internal actions: To check whether a is an element of int (8)(q),
we use the fact that a is an element of int(8)(q) if and only if a
is an element of int(A)(g) or is in S(g). So, to determine whether
a is an element of int(B)(q), we can use the procedure for check-
ing whether a is an element of int(A)(q), followed by checking
whether a is in S(q).

3.If AisaPCA, hidden-actions(8B)(q) = hidden-actions(A)(q)V
S(q)- By using a reserved special constant-sized sequence of bits
b* for concatenation, it the bit-string representation of hidden-
actions(B)(q) can easily have a size of O(b + b’) bits.

In all cases, the total time is proportional to b+b’. Using standard
Turing machine encodings, each of the needed Turing machines
can be represented using a number of bits that is proportional to
b+b'. u]

THEOREM B.4 (IMPLEMENTATION TRANSITIVITY). Let Sch be a
scheduler schema. Let €12, €33€13 € Rgo,p, q1, 92,93 € N with ez =
€12+e€23, Let f ) be an insight-function. Let Ay, Az, Az be PSIOA, s.t.

Sch,f Sch,f Sch,f
! Spqugzen Az and Az Spgngnen As, then Ay Sp.grgs.en As.

ProOF. Let & € env(A1) N env(As) be p-bounded.
Case 1: & € env(Ay). Let 01 € Sch(E|| A1) q1-bounded, then,

Sch, . .

p,cql,fzz,exz Aj it exists o2 € Sch(E||Az) g2-bounded s.t.
. Sch, . .

09. and since Az Spicqu;ﬁzz As, it exists o3 € Sch(&E||A3)

o3 and so for every o1 € Sch(E|| A1) q1-

since A1 <

<€
Ulss’f

q3-bounded s.t. 02S

<€
&f
bounded, it exists o3 € Sch(E||A3) g3-bounded s.t. 015

Sch,f
A Sp,qbqa,ﬁla As.

Case 2: & ¢ env(Ay). A renaming procedure has to be performed
before applying Case 1.

Let A = {&, Ay, Az, As}. We note acts(A) = Ugea acts(B).
We use the special character ® for our renaming which is assumed
to not be present in any syntactical representation of any action in
acts(A).

We note arj,; the action renaming fction s. t. Vg € &, Va €
579(E)(q),ifa € int(E)(g), then arint (9)(a) = agins and aring (q) () =
a otherwise. Then we note &’ = arjn:(&E).

If & and A, are not partially-compatible, it is only because
of some reachable state (qg,q.7,) € states(E’) x states(Az) s. t.
out(Az)(qa,) Nout(E’)(gg) # 0. Thus, we rename the actions
for each state to avoid this conflict.

We note aroy; the renaming function for &', s.t. Vqg € states(E),
Va € 5i9(8)(qe), arout (9)(a) = agour if a € out(E)(gg) and
a otherwise. In the same way, We note, for every i € {1,2,3}
arl?n the renaming function for A;, s. t. Vg4, € states(A;), Va €
sig(Ai)(ga,) arin(q.a,)(@) = agou if a € in(A;)(q4,) and a oth-
erwise. Finally, 8" = aroy; (€') and A" = arl?n (A;) are obviously
partially-compatible (and even compatible) for each i € {1, 2, 3}.

There is an obvious isomorphism between &”|[A{" and E||Ay
and between &"'|[A;’ and &||A;3 that allows us to apply case 1,
which ends the proof.

<e

13 :
&, 03,1 €.

[m]



LEMMA B.5 (COMPOSABILITY qu a, o) Lete : N — R=% and

P, P3.q1,q2 : N — N be given. Let Sch be a scheduler schema. Let
f(..) be an insight function stable by composition. Let A, B and
C be 3 PSIOA (resp. PCA) families satisfying: C has p3-bounded
description and is partially compatible with both A and B. Let ccomp
be the constant factor associated with description bounds in parallel
composition (see lemma 4.3) Then the following holds.

Sch.f Sch.f
A Sccomp(P+p3)sql,q2,5 B, then C||A Sp=q1’q255 ClI8.
Proor. Fix A = (Ap)ken: B = (Br)ken: C = (C)ker and all

the functions as in the hypotheses. N

By definition 4.12, for every k € N, A ;C:lk])cql(k) qz(k)

with p” = (ccomp - (p + p3)),
Sch,f
) l';‘hus, Vk € N, (Cl|Ak) S (k)1 (k)2 (6) (Ck||Bx) by lemma

Finally, we obtain that C||A <sch,p,q,.g,.c C|IB, as needed, ap-
plying definition 4.12 once again. O

THEOREM B.6 (COMPOSABILITY S,Sleg z:t) Let Sch be a scheduler
schema. Let f(_ ) be an insight function stable by composition.

Let A, A, and A, be PSIOAs (resp. PCA) families satisfying: A,
has p3-bounded description where p3 is a polynomial and is partially
compatible with both A, and A,. Then the following holds.

IfA, _zg;lpft A,, then A, || A, —izggt A,||A,. Observe that,
by induction, Theorem generalizes to any constant number of substi-

tutions.

Proor. Suppose A,, A,, A, and all the functions as in the
hypotheses. Fix polynomial p3 such that A, is p3-time-bounded.

To show that A,||A, _igg}; A,||A,, we fix polynomials p and

q1; we must obtain a polynomial g2 and a negligible function € such

that A,||A <Sehf A,||A,. Define p” to be the polynomial

=2 —P q1,92,€

ccomp (P + p3). Since A, _zz;l;; A,, there exist a polynomial gz
Schf

Lo =pgigre

ALl A,, as needed.

and a negligible function € such that A

Schf
=2 7P.q1.q2,€ =

ﬁ . Lemma

4.14 then implies that A, || A, <

C RESULTS FOR STRUCTURED AUTOMATA

LEmMA C.1 (CLOSENESS OF STRUCTURED PCA UNDER COMPOSI-
TION). Let X1 and Xy be partially-compatible structured PCA. Then
X1||X3 is a structured PCA.

Proor. Let X; and X, be partially-compatible structured PCA.
Letgx =
C2 = config(X2)(qx,), C = C{UCq, hy = hidden-actions(X1)(qx,),
Cy = hidden-actions(X2)(qx,), h = h1 U hy. The closeness un-
der composition is ensured if the new restriction EActx(qx) =
EAct(C)\his still ensured after composition, that is if EActy, (gx, )Y
EActx, (qx,) = (EAct(C1) \ h1) U(EAct(C2) \ hz) = EAct(C1UC2) \
(h1 U hy). This constraint is ensured for the same reason that the
fourth one. Indeed, since X7 and X are partially-compatible by
assumption, (i) the signatures sig(config(X1) (qx,)) and the sig-
nature sig(config(X2)(qx,)) are compatible and (ii) sig(X1) (gx,)
and sig(X2)(gx,) are compatible. The conjonction of (i) and (ii)

(gx;> 9x;,) € states((X1,X2)) Wenote C1 = config(X1)(qx;),

implies b1 N sig(X2)(qx,) = h2 (qx,) N 5ig(X1)(qx,) = 0. This is
enough to ensure (EAct(C1) \ h1) U (EAct(Cy) \ hp) = EAct(C1 U
C2) \ (h1 U hy). o

D RESULTS FOR ADVERSARIES

LEmMA D.1 (DUMMY ADVERSARY INSERTION). Let (Sch, f) be a
brave pair made of a scheduler schema Sch and an insight function
f. Let A be a structured PSIOA (resp. PCA) family { Ay }ren. Let

g = {9gr }ren be a family of bijection from AZCt:]{k to a set of fresh
action names. Let Adv = {Advy } e be an adversary for both g(A)
and hide(A||Dummy(A, g), AAct ). Then,

g(A)l|Ady <5 hide(A||Dummy(A. g). Adct z)|| Ado

ProoOF. Let g1 be any polynomial and set g2 := 2 - q1. Let p, q
be any polynomials and € be the constant zero function, i. e. Vk €
N,e(k) = 0. Fix k € N, we note Dy = Dummy(Ay, gx), Hr =
hide(A||Dy, AActz, ) and D = (Dy)gen and H = (Hy)gen- Let
& be an environment for gi (A )||Adog and for Ay ||Hy||Adv. Let
o € Sch(&||gr (Ar)||Adug) be a g1 bounded scheduler.

We are going to construct ¢’ € Sch(E||Hy||Advy) balanced with
o and g2 bounded scheduler in the intuitive way.

First we partition the functions depending if they are triggered by
the environment or by the adversary. Hence, Vq = (¢g, 9#, ado) €
states(E|lgx (Ak) || Adoy), for every ¢* = (qe.92,9D. 9ado) €
states(E||Hy||Aduy), we note:

e E(g) = E(q") = 5ig(&llgr(Ap)||Ador) ((78. 9.7 ado)) \
([ext(gr(Ax)) (qa) Next(Advr)(qags) ] U ext(Dy)(qp)), .
e. the actions not dedicated to the dummy adversary.

Fa(q) = [out(gr(Ak))(qa) N in(Adok)(gads)] N

in(Dy)(qp),

Fado(q) = [in(gk (Ar)) (qA) N out (Adog)(qags)] N

in(Dr)(qp)

F(q) = Fa(q) Y Fagy(q)

Fi(q%) = in(Dx)(gp) N out(Ak)(qa)

F}1,(q@") = in(Dr)(gp) N out(Adv)(qad0)

F*(q) =Fy(q9) UF, (9)
each set holds actions that have to be forwarded by the
dummy adversary.

* Ya € F,(q"), origin(a) = gi(a), forward(a) = gi(a). Vg (b)
€ Ft (g, origin(ge (b)) = g¢(b) and forward(gy (b)) =
b. When an action a is received by the dummy adversary,
origin(a) returns the corresponding action shared by gz (Ajy)
and Aduy, while forward(a) returns the action forwarded
by the dummy adversary with potential g;-renaming.

o G*(q*) = 5ig(81|AR) 1Dkl |AdoR) (6. 4.2 aDGAd) \[E* (07
UF*(q")]. These actions corresponds to a scenario where a
new action is received by the dummy adversary before the
appropriate forward. These actions will never by triggered
by o’.

Now, we define a relationship between executions, noted & ~ «’,
that captures the fact that the latter member a’ of the relation
corresponds to former one a when each action shared by g (A)
and Aduy is correctly forwarded by dummy adversary in .

V(a.a') € frags*(Ellgr(Ap)l|Adog) X frags*(E||Hg||Adoy)
we note a ~ ' iff:



o (initialisation): a’ = start(&||Hy, AAct 7, )||Adoy) and a =
start(&|lg(Ay)||Adoy.)

e (environment side) & = (q&,94. 9ado) @ (g Ug Ty,

(96,97 9D: 9Ado) @ (. @'g A1 Ay g,,) With a €
E((9e. 94> 9ado))

o (forward) @ = (gs,9.4,94do) @ (98,97, 9)yy,) and &’ =
(98,94, 9D 9ado) b (96, 47 a1y Ay g, b (96 ' 415 U g)
with a = origin(b) € F((qs,q4,9ady))> b’ = forward(b)
and b € F*((4¢.94. 9D 4Ado))- -

—_~ 2~ o~

o (generalization)a = ¢ "«
and Vi € [1,n], a' ~ o’

and o’ =

at o' =a a4

e
We note Forward(ﬂ g.Adg

Now we recursively define ¢’ = Forward(ﬂ Ado

Let (aa’) € frags*(Ellge(Ax)l|Adoy) X frags*(E||Hyl|Adog),

o’ mimics o, i. e.

o ifa ~ a’, Vb € 5ig(8||H||Adop) (Istate(a)),
- if b € E*(Istate(a’)), o’ (a’) (b) = o(a)(b)
- if b € G*(Istate(a’)), o’ (a’)(b) = 0
- if b € Ft(Istate(a’)), o’ (a’)(b) = o(a)(origin(b))

e ifa’ =a”""bq with @ ~ @’ and b € F*(Istate(a’)), then

o'(a') = 6forward(b) .

By construction, for every a’ s. t. |@’| > ¢q2(k), o/ (a’) = 0.

The construction ensures e€5(a) = €x(a’) for a ~ a’ and
la’| +15s.
t. it exists an execution « verifying « ~ a’’. Since, by bravery prop-
erty, for every pair (o, @’) witha ~ a’, we have f(g, H||ado) (@) =
f(Erg (A0 1 Adoy) (@), We obtain f-dist (g, g (Ay)||Adur) (0) = f~

€ (a’) = 0 if there is no a’’ with o’ as prefix with |a”’| =

dist( g, Hy ||Adoy) (07)-
m}

THEOREM D.2 (COMPOSABILITY OF DYNAMIC SECURE-EMULATION).
Let (Sch, f) be a brave pair made of a scheduler schema Sch and an

insight function f. Let b € N. Letﬂl,ﬂz, ﬂb andﬁl,ﬁz, ﬁb

be pair- wise partially-compatible polynomial-time-bounded struc-
tured PSIOA (resp. PCA) families, with A’ Sggh’f B! for every

i € [1,b]. Then, we havez <SE @ withz = ﬂ1||ﬂ2||...||ﬂb
and B = B1||8%|...||8.

ProOF. Let Adv be an adversary family for z with polynomi-
ally bounded description. We need to construct an adversary fam-
ily Sim for 8 with polynomially bounded description such that:

. = Sch, . = .
hide(A|Ads, AAct 3) <ver]  hide(B||Sim, AAct).

For every (i,k) € [1,b] X N. We note g;{ an argitrary bijection

from AACtﬂli( to a set of fresh action names, i. e. gi = {gi}keN isa

renaming of adversary actions for A*. These functions induce a re-

naming forz:g = {gr tken withVk € N, g; = g’lCU...UgZ, ieVqe
A\ Vo _ il .
states(A}), Va € AActﬂ(q), g (a) = gk(a) iff a € AActy(;C (g1

.ﬂ,i). We recall that compatibility definition for structured PSIOA
requires that shared actions of two automata cannot be a adversary

actions of the1r composition. We note Dum DY|.. ||Db where
Vi € [1,b], D' = Dummy(Al,g ) Let i € [1,b]. Since A* <sp B,

11~ 12~ ~ _rm

)(a) the (clearly) unique &’ s. t. ¢ ~ .

) (o) as follows:

—neg pt

then ADSim’ s. t.

hide(ﬂiHD’ AAct! ) <negpt hide(B!||DSim}, AAct} )

We note DSim = DSim! I]...||DSim®.

We observe the following:

hide(A|Adv, AAct ) Zpeg,

hide(g(7)||g(Adv), g(AAct 7)) <peg'd,
hide(||Dum|lg(Adv). g(AAct z) U AAct 5) S
hide(B||DSim||g(Adv), g(AAct ) U Adct ) =pend,
hlde(B||hzde(DSzm||g(Adv) g(AActﬂ)) AActg)

We define Sim = hlde(DSlmHg(A_dv),g(AActﬁ))

Hence we have shown that for every adversary family Ado for

z with polynomially bounded description it exists a polynomi-
ally bounded adversary Sim for 5 such that: hide(z| |Adv, AActﬁl)

<Sehf hlde(BHSlm AAct ) which ends the proof.
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