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Abstract. Phase-shift fault attack is a type of fault attack used for
cryptanalysis of stream ciphers. It involves clocking a cipher’s feedback
shift registers out of phase, in order to generate faulted keystream. Grain-
128 cipher [14] is a 128-bit modification of the Grain cipher [15] which
is one of the finalists in the eSTREAM project [2]. In this work, we
propose a phase-shift fault attack against Grain-128 loaded with key-
IV pairs that result in an all-zero LFSR after initialisation. We frame
equations in terms of the input and output bits of the cipher and solve
them using a SAT solver. By correctly guessing 40 innerstate bits, we
are able to recover the entire 128-bit key with just 2 phase-shift faults
for keystreams of length 200 bits.
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1 Introduction

Grain [I5] is a hardware oriented stream cipher which is suitable for hardware
applications with restricted resources such as limited storage, gate count, or
power consumption. Stream ciphers generate pseudorandom keystreams from a
short random key. This keystream is simply xored with the plaintext to get the
ciphertext. If an attacker could recover the short key, the keystream can be gen-
erated by running the key generation algorithm which is public. By the property
of xor, the attacker can get the original plaintext by xoring the ciphertext with
the keystream. Therefore, it should be difficult to recover the short key of a
stream cipher.

Grain-128 [I4] is an extension of the Grain cipher. Grain-128 was intro-
duced to overcome attacks that take advantage of short keys. For example, time-
memory-data trade-off attack [9] of complexity 0(23) where k is the key size of
a cipher, can attack Grain-v1 [I5] of key size 80 with complexity O(2%°). There
are many works in the literature that mounted fault attacks against Grain-128
either by targeting its LFSR [II] or NFSR [19] or both [2TI7/6/5IT3]. These fault
attacks require inducing faults in the bits of registers (bit-flipping faults). This
requires additional effort for finding the location of the fault since inducing faults
at an intended location may not be practical. There is another type of fault at-
tack called phase-shift fault attack which was suggested in [I6] and was applied
against Trivium [I0] in [I8] and Grain-v1 in [I7].
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The number of faults required for an attack signifies the number of times
the device has to be reset and the number of keystream bits required signifies
the data complexity required for the attack. Therefore, lesser the number of
faults and number of keystream bits required, the better the attack. The phase-
shift fault analysis of Trivium in [I8] required only 2 phase-shifts and needed
to produce only 120 bits per keystream instead of 2 bit-flips and 420 bits per
keystream in bit-flipping fault analysis [20]. By introducing bit-flipping faults
in Grain-128, minimum 4 faults and 256 bits per keystram were required to
recover key [21]. In this work, phase-shift attack is mounted against Grain-128.
Only two phase-shifts and 200 bits per keystream is sufficient for recovering the
key in case of Grain-128 loaded with a weak key-IV pair. A key-IV pair that
results in an all-zero LFSR after initialisation is termed as weak key-IV pair.
About 40 innerstate bits are guessed to make the computation feasible. The
term ‘innerstate’ refers to the state of LFSR and NFSR at a particular point of
time.

2 Design of Grain-128

Grain-128 is made up of two 128-bit registers, an LFSR (linear feedback shift
register) and an NFSR (nonlinear feedback shift register) as illustrated in Fig-
ure The NFSR is initialised with the key and the first 96 bits of LFSR is
initialised with the initialisation vector (IV). The rest of the bits in LFSR is
initialised with ones. The shifts of both these registers are synchronised using
clocks. At each clock/step the register bits are shifted by one position. One bit
gets discarded at one end and one bit is added at the other end of the regis-
ter. The bit to be added is determined by the feedback function of the register.
For one register, the feedback function is linear and for the other register, the
function is nonlinear and hence they are named LFSR and NFSR respectively.
Moreover before generating keystream, the cipher is clocked 256 times in the
initialisation phase as shown in Figure During this phase, the output bit
produced is fedback and xored with the input of both LFSR and NFSR.
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(a) An overview of the cipher [14] (b) Initialisation [14]

Fig. 1: Design of Grain-128
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3 Related Works

As mentioned in Section 1, fault attacks against Grain-128 was carried out by
targeting either LFSR or NFSR or both. A fault attack by targeting LFSR
was proposed in [I1] . The differences between original keystream and faulted
keystream was used to formulate linear equations on the LFSR state bits. After
solving LESR completely using the above equations, linear equations in NFSR
could be obtained. Such equations were solved using Grébner basis [4]. The av-
erage number of faults to be injected in LFSR for completely recovering the
innerstate was calculated as 24. The highlights of this work are fault position
determination and determination of innerstate at a particular time and compu-
tation of previous innerstates from that innerstate.

Similarly a fault attack by targeting NFSR was proposed in [19], assuming
that the attacker can repeat Grain-128 algorithm using different IVs with the
same key. Fault traces were precomputed and was used for deriving values of
NFSR bits involved in feedback and output keystreams. On an average, 3.40
bits of NFSR were obtained from one fault. When NFSR bits were completely
known, LFSR bits were calculated from the output differential. For this, equa-
tions involving LFSR bits were solved using Gaussian elimination. The attack
require at most 312 faults.

Efforts were made in [7J6/5] for improving differential fault attack against the
Grain family of ciphers and a refined attack of this type can be found in [2I]. In
this work, the attack assumes very less capabilities for the attacker and perform
differential fault analysis. The injection of faults and their timing are very diffi-
cult to control. Majority of the works dealing with fault attacks assume that the
attacker can inject faults in either LFSR or in the NFSR. This work uses four
signature vectors to determine the fault location and can determine the location
regardless of the register where the faults are injected. This means that the fault
can be injected in either of these feedback registers. Moreover, the faults need
not be injected immediately before the cipher starts generating keystream. The
attacker can inject faults at any time after the initialisation phase. This attack
requires a minimum of 4 faults. Another attack in [I3] attempted to improve
upon the attack in [2I] considering an observation that the faults affected the
128th bit of the NFSR most of the time.Table [1| summarises bit flipping fault
attacks against Grain-128.

Phase-shift analysis of Trivium cipher was carried out in [I8]. The work
compared phase-shifting attack and bit-flipping attack combined with phase-
shift. At least two phase-shifts were required for a successfull attack of Trivium.
Even with one bit-flip, one phase-shift could not successfully attack Trivium.
The authors used SAT solvers and ElimLin algorithm [I2] with Grébner bases
to solve equations in state bits.

Another interesting work along the same direction is phase-shift analysis of
Grain-v1 in [I7]. This work discussed four different ways in which phase-shift
can be achieved and compared their results. Stopping the LFSR for one clock
and producing the output was found to be the best case. The authors also
experimented applying all types of phase-shifts in a single experiment. Some
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of the LFSR bits after initialisation (i.e., at least 28 bits) were assumed to be
known in order to find out the rest of the bits.

Table 1: Comparison of Related Works
attack targeted [no. of|no. of bits no. of solved using
register faults|per keystream|equations
bit flipping fault[11]|LFSR 24 not specified |not specified|Grébner basis

bit flipping fault[I9]|NFSR 256 |256 128 Gaussian
elimination
bit flipping fault[21]|LFSR 4 256 3840 SAT solver
and NFSR

4 Methodology

Phase-shift fault analysis involves clocking one of the shift registers ahead of
the other and observing the changes in the output keystream. In this work, we
choose LFSR to be phase-shifted, i.e., we clock LFSR without clocking NFSR,
after the initialisation phase. Thereafter we clock both shift registers together
for generating keystreams. LFSR is chosen because its feedback is not affected
by the state of any of the bits of NFSR. On the other hand, NFSR feedback is
dependent on the first bit of LFSR. Phase-shift attack can be carried out only
if the following assumptions are true.

1. The attacker should be able to generate keystreams of any length.

2. The attacker should be able to clock LFSR without clocking NFSR when
needed.

3. The attacker should be able to reset the device.

We represent the inner state after initialisation phase of LFSR and NFSR
as (x1,o,...,2128) and (y1,y2,...,y128) respectively. The output keystream is
represented by (01,09, ...,0,) where n is the number of keystream bits to be
produced. The feedback function of LFSR is

Tit128 = Ti + Tit7 + Tit38 + Tit70 + Tit81 + Tito6 (1)

and that of NFSR is

Yit+128 = Ti + Yi + Yit+26 + Yi+56 T Yi+o1 + Yit+96 + Yit+3Yit+67 T Yir11Yi+13

2
FYi+17Yi4+18 + Yi+27Yi+59 T Yita0Yi+48 + Yi+61Yi+65 + Yit+68Yi+84
The output keystream is calculated using a Boolean function h(x) defined as

h(x) = Yit12%its + Tit13Tiy20 + Yitr05Tita2 + Tit60Tit79 + Yit12Yi+95Ti405

3)
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The output bit is calculated as follows:

0i = Yir2 + Yit15 + Yit36 + Yitas + Yives + Yirrs + Yiygo + h(x) + 25403 (4)

In all the above equations, '+’ refers to addition in GF(2).

During phase-shift, if we are clocking LFSR alone for one time, i.e., one
phase-shift, the corresponding keystream is represented by (01!, 02!, ..., 0,1)
and the NFSR feedback and the output bit, changes as shown by the following
equations:

1 1 1 1 1 1 1 1 1

Yit+128° = Ti+1 +Yi T Yit26" + Yi+s6 T Yitor + Yito6  + Yi+3 Yiter

1 1 1 1 1 1 1 1 1 1
FYit11 Yi+13" + Yi+r17 Yi+18 T Yi+27 Yi+59 + Yit+do Yi+48 + Yit61 Yit65

1 1
+Yi+68 Yit84

()

1 1 1 1 1 1 1 1 1
h(x)" = Yit12 Tite + Tit14 Tigo1” + Yit05 Titas + Tit61 Tit80 (©6)

1 1 1
FYit12 Yit95” Tit+96

0" = Yiva' +Yit15" + Yirse' + Vitas' + Yiroa + Yirrs' + Yirso + h(x)1

1
+Zit04

If we are doing two phase-shifts, the corresponding keystream is represented
by (012, 022, ..., 0,%) and the NFSR feedback and the output bit, changes as
shown by the following equations:

yi+1282 = fEi+22 +yi% + yi+262 + yi+562 + yi+912 + yi+962 + yi+32yi+672
+yi+112yi+132 + yi+172%‘+182 + yi+272yi+592 + yi+402?ﬁ+482 (8)

2 2 2 2
FYitr61 Yites” T Yites Yitsd

2 2 2 2 2 2 2 2 2
h(x)” = yiy12°Tit10° + Tig15” Tivoo” + Yitos Tiyaa” + Tite2 Titsi )

2 2 2
FYit12"Yi+95" Tit97

02 = Yiro® + Yit15> + Yitse® + Yiras® + Yirea” + Yirr3® + Yirso® + h($)2 (10)

2
+Tit95
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Algorithm 1 Generate Equations

Require: LFSR and NFSR after initialisation
: > set m as number of keystream bits required
> equations for Grain-128

: for i+ 1,n do
Generate normal output equation
Generate feed back equation of LFSR and left shift LFSR
Generate feed back equation of NFSR and left shift NFSR
end for

PP TN

> equations for Grain-128 with one phase-shift
Generate normal output equation
: Generate feed back equation of LFSR and left shift LFSR
: for i+ 2,n do
Generate output equation
Generate feed back equation of LFSR and left shift LFSR
Generate feed back equation of NFSR and left shift NFSR
: end for

e el el el
S M e =

> equations for Grain-128 with two phase-shifts

—_
-3

: Generate normal output equation

: Generate feed back equation of LFSR and left shift LFSR

: Generate feed back equation of LFSR and left shift LFSR

: for i+ 2,ndo

Generate output equation

Generate feed back equation of LFSR and left shift LFSR
Generate feed back equation of NFSR and left shift NFSR
: end for

NN NN = e
A QD R~ O ©®

Algorithm [T shows how the equations can be generated for normal and phase-
shifted Grain-128. Equations upto five iterations of Grain-128 in each of these
modes are listed in Appendix. The values of output bits denoted by (o1, 02, ...,
on), (011, 021, ..., 0,1) and (012, 092, ..., 0,2) are obtained by running Grain-128
algorithm and its one phase-shift and two phase-shifts modes. These values form
the right-hand side of the output equations.

Since the device is reset between the normal and phase-shifted modes of
operation of the cipher, z; = x;' = ;2 and y; = y;' = ;% holds for i in the
range from 1 to 128. These are the innerstate bits after initialisation. It is after
this state that the phase-shifts are done.

As only LFSR is phase-shifted, the difference in the NFSR feedback of the
three modes is an outcome of the single LESR bit that contributes to the NFSR
feedback. This thought motivated us to formulate equations involving NFSR bits
of the three modes. For example, the following equation is obtained by combining
equations [2 and

Yit12s' = Tit1" + Yir12s + T (11)

Similarly we can combine equations [5land [§]to get,

yi+1282 = $i+22 + yi+1281 + $i+11~ (12)



Phase-shift Fault Analysis of Grain-128 7

The equations and holds for ¢ in the range from 1 to 32 only, as all other
terms in the pair of equations [2]and [5]and the pair [5]and [§] cancels out only
in this range. Remember, z; = z;' = ;2 and y; = y;' = y,;2 holds for 4 in the
range from 1 to 128.

Our intention is to find out the innerstate of Grain-128 immediately after the
initialisation using the keystreams generated by the normal and phase-shifted
Grain-128. From a particular innerstate, we can compute the previous innerstate
using the output bit generated from that state. By repeating this computation
we can reverse the initialisation process to recover the initial state and find the
key and IV loaded in NFSR and LFSR. Section VIII of [I1] explains how this
can be achieved.

An example for previous state computation is given below:

We have already represented the inner state after initialisation phase of LFSR
and NFSR as (z1, 9, ..., x128) and (y1, Y, ..., y128) respectively. Now the inner-
state at the last step of initialisation can be represented by (zg, 21, ..., £127) and
(Yo, Y1, -+, Y127) respectively. The only unknowns to find are zg and yg. During
initialisation phase, the output bit is xored with the inputs, both to the LFSR
and to the NFSR. Let the output bit at the last step be og, then,

00 = Y2 + Y15 + Y36 + Y45 + Yea + Y73 + Ysg + Y1228 + T13T20 + Yo5T42 + Te0T79
+Y12Y95T95 + T3

From equation

2128 = Zo + L7 + T38 + T70 + Tg1 + Toe
Rearranging we get,

To = T7 + X3 + T7o + Te1 + Tge + T128
Similarly from equation [2

Y128 = To + Yo + Y26 + Ys6 + Yo1 + Yoe + YsYe7 + Y11Y13 + Y17Y18 + Y27Ys9
+Y40Y4s + Y61Y65 T Y6sYs4

we get,

Yo = To + Y26 + Ys6 + Yo1 + Yo6 + YsYe7 + Y11Y13 + Y17Y18 + Y27Y59 + Y40Y48
+Y61Y65 T YosYsa 1+ Y128

Thus the previous state is obtained.

Equations involving the innerstate bits and the bits of the keystream gener-
ated from the innerstate are generated using Algorithm 1 discussed in Section 4.
There are 256 variables representing the inner state after initialization phase. At
each clock cycle, 2 new variables and 3 new equations are added to the system.
Let n be the number of keystream bits produced, then in normal mode there
are 3n equations and 256 + 2n variables and in one phase-shift mode, there are
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3(n — 1) + 2 equations (only two equations in the first step since NFSR, is not
clocked) and 256 + 2(n — 1) + 1 variables (there is only LFSR feedback bit in
the first step). For two phase-shift mode there are 3(n — 1) + 3 equations (two
feedback equations of the LFSR and the output equation in the first step) and
2564 2(n—1)+2 variables (there are 2 LFSR feedback bits in the first step). For
instance, if the cipher is executed in three modes by producing 100 bits in each
keystream (i.e., n = 100), there will be 899 equations involving 855 variables in
the system of equations.

This system of equations is to be solved in order to find out the innerstate
bits. Solving this system of nonlinear equations involving large number of vari-
ables is a complex process. So the best method is to use SAT solvers for solving.
In this work, the Grain-128 algorithm is implemented in C programming lan-
guage. Lingeling solver [§] is used for solving the system of nonlinear equations.

5 Results

Equations are converted to DIMACS [I] CNF format using SAGE mathemat-
ical software system[22]. The DIMACS CNF format is widely accepted as the
standard format for Boolean formulas in conjunctive normal form. SAT solvers
require their input to be in CNF (Conjunctive normal form) or XCNF (Extended
conjunctive normal form) format.

Lingeling solver is used to solve the equations in DIMACS format. Lingeling
executed without producing any result in feasible time because solving such high
degree equations involving such large number of variables is beyond the limit of
the available resources. So we used a weak key-IV pair as defined in [23] and
conducted experiments to find out whether we are able to recover the key from
the output keystream bits. A key-IV pair that results in an all-zero LFSR after
initialisation is termed as weak key-IV. Since LFSR is all zeros, the problem of
recovering the innerstate after initialisation is reduced to recovering the 128-bit
NFSR. There are 2°¢ such key-IV pairs. A procedure for finding out such a key-
IV pair is available in [23]. Assuming that the innerstate after initialization has
all zeros in the LFSR, NFSR bits are randomly selected. From this innerstate,
the execution of cipher is reversed (as explained in section until we get the
corresponding initial state. If all the bits in the last 32 bits of the LFSR are
ones in the obtained initial state, then it is a valid initial state of Grain-128 and
the remaining contents of NFSR and LFSR gives the weak key-IV pair. If the
obtained initial state is not a valid inner state, repeat the procedure by randomly
selecting NFSR bits again.

We simulated Grain-128 in normal, one phase-shift and two phase-shift modes
and generated keystream bits in each mode. Without guessing any of the inner-
state bits, Lingeling is unable to solve the system of equations in feasible time.
All experiments are performed on a DELL PowerEdge T620 Tower Server (CPU
ES-2690v2@3.00 GHz x 40, 251.9 GB RAM). By guessing 40 bits, Lingeling
could give the solution containing 256 innerstate bits (including 88 unknown
NFSR bits). Then, the key could be recovered by reversing the cipher execution
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from the obtained innerstate as discussed in section [ Time taken for solving
the system of equations when the number of guessed bits is varied, is illustrated
in Table 2

When three phase-shift mode is also included, the larger number of variables
involved and number of equations in the system cause Lingeling to take more
time to solve the system. So we restrict the number of phase-shift faults to two.
The experiment is repeated by varying the number of keystream bits produced
(n) from 100 bits to 200 bits. Though for 100 bits of keystream, time taken for
solving the system of equation is lower than for 200 bits, 100 bits is not sufficient
for recovering 88 bits of NFSR which is the highest number of unknown NFSR
bits that we could recover.

Table 2: Time Taken for Solving Equations

no. of bits guessed|unknown bits of NFSR|Time taken (in seconds)

100 keystream bits

above 80 below 48 nearly 0

80 48 0.280

72 56 0.601

64 64 1.351

56 72 14.189

48 80 1025.292

40 88 didn’t terminate

in feasible time

200 keystream bits

above 80 below 48 nearly 0
80 48 1.904

72 56 3.842

64 64 3.100

56 72 9.630

48 80 6663.131
40 88 739407.952

In [3], algebraic cryptanalysis of Grain-128 succeeded in recovering upto 64
unknown innerstate bits. The rest 192 innerstate bits were guessed. To compare
[3] with this work, we can consider the case of Grain-128 loaded with weak key-
IV pair. Even then, 64 bits are to be guessed for successfully mounting attack
described in [3] whereas this work requires only 40 bits to be guessed.

6 Conclusion

A less researched attack model, phase-shift fault analysis, is mounted against
Grain-128. In case of Grain-128 loaded with weak key-IV, we are able to recover
the key by calculating the initial state from a particular innerstate of which
unknown bits can be recovered by guessing the other 40 bits. The attack requires
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two phase-shift faults and a keystream of 200 bits in each execution of the cipher.
This work underlines the fact that although phase-shift fault attack is practically
difficult to mount, the designers should consider the possibility of such an attack
while designing ciphers.
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Appendix

The feedback equations and output equations up to five iterations in the keystream
generation phase of Grain-128 in different modes are given below. The symbol
'+’ refers to addition in GF(2) in all the equations given below.

Equations of Grain-128

The inner state after initialisation phase of LFSR and NFSR are represented as
(21,2, ...,x128) and (y1,y2, ..., Y128) respectively. The output keystream is rep-
resented by (01,09, ..., 0n).

T120 = T1 + X8 + T39 + T71 + Te2 + To7y

Y129 = T1 + Y1 + Yor + Y57 + Yo2 + Yo7 + YaYes + Y12Y14 + Y18Y19 +

Y28Y60 + Y41Y49 + Y62Y66 + Y69Yss

01 = Y3 + Y16 T Y37 + Ya6 + Y65 + Y74 + Y90 + Y13T9 + T14T21 + Yo6T43 + Te1T80 +
Y13Y96T96 1 T94

130 = T2 + Tg + T40 + T72 + T3 + Tos

Y130 = T2 + Y2 + Y28 + Y58 + Y93 + Yos + Ys5Y69 + Y13Y15 + Y19Y20 +

Y29Y61 + Y42Y50 + Y63Y67 + Y70Yse

02 = Y4 + Y17 + Y38 + Ya7 + Ye6 + Y75 + Yo1 + Y14%10 + T15T22 + Yo7T44 + Te2T81 +
Y14Y97T97 + T9s

131 = T3 + T10 + T41 + 73 + Tga + Tog

Y131 = T3 + Y3 + Y29 + Y59 + Yoa + Y99 + YsYr0 + Y14Y16 + Y20Y21 +

Y30Ye2 + Y43Ys51 + YeaYes + Yr1Ys7

03 = Y5 + Y18 + Y39 + Ya8 + Y67 + Y76 + Yo2 + Y1511 + T16T23 + Y9845 + Te3Te2 +
Y15Y98T98 + L9

T132 = T4 + T11 + T42 + T74 + Tgs + Z100

Y132 = T4 + Y4 + Y30 + Y60 + Y95 + Y100 + Y7Y71 + Y15Y17 + Y21Y22 +

Y31Y63 + Ya4Ys2 + Ye5Y69 + Yr2Yss

04 = Y6 + Y19 + Y40 + Y49 + Y68 + Y77 + Yo3 + Y1612 + L1724 + Y9946 + T64T83 +
Y16Y99T99 + Tg7

133 = T5 + T12 + T3 + T75 + Tse + T101

Y133 = Ts + Y5 + Y31 + Y61 + Y6 + Y101 + YsYr2 + Y16Y18 + Y22Y23 +

Y32Y64 + Ya5Y53 + Ye6Y70 1+ Y73Y89

05 = Y7 + Y20 + Ya1 + Y50 + Y69 + Y78 + Y94 + Y17T13 + T18%25 + Y100T47 + T65T84 +
Y17Y100T100 1 To8
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Equations of Grain-128 with one phase-shift

The inner state after initialisation phase of LFSR and NFSR are represented as
(r1Y, mat, . w108t) and (y1h, y2?, ..., y128t) respectively. The output keystream is
represented by (011, 021, ...,0,1).

Ti29" = x1' + wgt +asot + w1t + s + wor?

z130" = x2' + 29! 4 @40’ + wr2' + sz’ + wos®

Y120t = z2' + 1t + yort +ustt 4 yoo + yor' + yalves' + yr2tyiat +

Y18 Y10t + yos'veo! + ya1tyao’ + Yoo yes' + yeo'yss

o1 = yst + yiet + ysrt + yaet + yes' + yrat + yoo' + vistwiot + zislaat +
Yoo Taa' + w2 st + y13'yos  Tor! + wos5?

z131t = 23t + 210" + 2t + w73t + wsal + 299’

Y130t = 3t +yo' + yast + ysst + yos' 4+ yos' + ys'yse! + yiztyist +

Y10 y20" + Y20 yer + yaotyso’ + yes'yer' + yro'yse’

0o =yt +yirt +ysst + yart +vest +yrst + yort + vtz + zigtzest +
Yor'was' + wes'ws2' + Y14 yor wos' + s’
Tig0t = wat + ot + zaot + 2rat 4 st + 2100

Yis1t = 24’ +y3' + Y20l +yso’ 4 yoa + Yoo + ye'yro’ + yratyiet +

Y20 Y21t + Y30 ve2 + yaz'ysi' 4 yeaves' + yr1tyst!

03 = ys' 4+ yist + ysot + yas' + yer' + yre' + yo2! + vistwint + wirlaast +
Yos'ae' + zea ws3' + Y15 yos  woe! + wor!

z133t = o5t + w12t + agt + w75t + 26t + T101!

Y132t = x5t +yat +ysot + et + yos' + Yoot +yrtynt +yistyart +

Y21 Yoot 4 ys1'yest + yaatyset + Yes'Yeo! + yro'yss?

o' =y + y1o" + yaot + yao' + yes' + yrr' + yos' + viet w1zt + wislaas +
Yoo'zar' + s wsat + Y16 Yoo T100" + Tos®

T134" = w6 + 213" + 2aa’ + w76 + 87! + T102"

Yzt = z6' + st Fysit et +yost +y101’t + ys'yrat + yietyist +

Y22'ya3t + ys2'ves + yas'yss' 4 yes yro' + y73'ysoe!

05t = yr' + yoo' + yat + ysot + veol + yrs' + youl + yirtwial + iotaast +
Y100 Tas + ze6 Tss' + Y17 Y100 w101t + oo’

Equations of Grain-128 with two phase-shifts

The inner state after initialisation phase of LFSR and NFSR are represented as
(112,122, ..., 128%) and (y12, 422, ..., y1282) respectively. The output keystream is
represented by (012,022, ...,0,2).

2 2 2 2 2 2 2
T120° = 217 + 28" + T39” + 71”7 + T82” + Tor
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T130° = T2° + 29 + T40” + T72” + w3 + Tog”
21317 = 3% + 210% + Ta1® + 273% + 284 + Lo
2 _ .2 2 2 2 2 2 2, 2 2, 2
Y1207 = T3° + Y1° + Y277 + Ys7” + Y92 + Yor° + Ya Yes” + Y127Y14" +
Y182Y19% + y282Y60? + Ya12y10? + Y2 Yes> + Yoo Yss>
012 = ys® + y16® + yYsr® + yae® + Ve + yra® + yoo® + yizix11? + wi6’wes® +
Yoo a5 + T3 ws2” + Y132Yo6 Tos® + Tos?
2132 = 4% + 2117 + 242% + 2747 + 2857 + T100°
2 _ .2 2 2 2 2 2 2, 2 2, 2
Y130° = T4” +Y2© +Y28° + Yss® + Y93~ + Y98~ + Ys“Ys9” + Y13°Y15~ +
Y19%Y20% + Y202Y612 + Ya22ys0” + Ye3 Yer> + yr0°Yse>
022 = ys® + y17® + yss® + yar® + ves® + Yrs® + Yo1° + y1a2x12® + wi77w04® +
Yor’a6” + Tea ws3® + y142Yor To9? + To7r?

71332 = 252 + 2122 + 2437 + 2757 + 286% + T101°2
2 _ .2 2 2 2 2 2 2, 2 2, 2
Y1317 = T5° + Y3 + Y297 + Ys9” + Yoa~ + Y99 + Y6 Y70~ + Y14 Y16~ +
Y20%Y21% + Y302 Ye2? + ya32ys1? + Yea>Yes® + yr12ysr?
032 = ys® + y1s® + yso® + yas® + ver® + yYre® + Yoo + yis2w13? + w1s’Tes® +
Yos war® + we5 wsa® + Y152 Yos 100> + Tos>

71342 = 6% + 7132 + T44% + 7762 + 287% + 102>
2 _ .2 2 2 2 2 2 2. 2 2. 2
Y132° =6~ + Y4 +Y30” + Y60 + Y05~ + Y100” + Y7 Y717 + y15°y17° +
Y21%Y22? + y312Y63” + yaays2® + Y65 Yeo + yr2’yss?
04 = y6® + Y192 + Ya0o® + yao® + ves® + yrr® + yos® + yi6°w14® + T19%T26> +
Yoo’ as? + 6> Ts5 + Y162Y99°T1012 + Tog>

T135% = 272 + 2142 + a5% + T77? + wss? + w1037

Y1332 = o722 +ys® + Y312 + ye1” + Yoo> + Y1012 + ysZyre? + v uas® +

Y22°123” + Y322 Yea® + Yas5 s3> + Yo Yr0> + Y732 Yse”

052 = yr* 4 y20” + ya1® + ys0° + Yoo + Yrs® + Yoa® + y17°w15% + 220’227 +

2. "2 2. 2 2 2 2 2
Y100°T49° + Te7"T86” + Y17 Y100°T102” + T100
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