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Abstract. We explore the cryptographic power of arbitrary shared phys-
ical resources. The most general such resource is access to a fresh entan-
gled quantum state at the outset of each protocol execution. We call
this the Common Reference Quantum State (CRQS) model, in analogy
to the well-known Common Reference String (CRS). The CRQS model
is a natural generalization of the CRS model but appears to be more
powerful: in the two-party setting, a CRQS can sometimes exhibit prop-
erties associated with a Random Oracle queried once by measuring a
maximally entangled state in one of many mutually unbiased bases. We
formalize this notion as a Weak One-Time Random Oracle (WOTRO),
where we only ask of the m—bit output to have some randomness when
conditioned on the n—bit input.

We show that WOTRO with n — m € w(lgn) is black-bozx impossible
in the CRQS model, meaning that no protocol can have its security
black-box reduced to a cryptographic game. We define a (inefficient)
quantum adversary against any WOTRO protocol that can be efficiently
simulated in polynomial time, ruling out any reduction to a secure game
that only makes black-box queries to the adversary. On the other hand,
we introduce a non-game quantum assumption for hash functions that
implies WOTRO in the CRQ$ model (where the CRQS consists only of
EPR pairs). We first build a statistically secure WOTRO protocol where
m = n, then hash the output.

The impossibility of WOTRO has the following consequences. First, we
show the black-box impossibility of a quantum Fiat-Shamir transform,
extending the impossibility result of Bitansky et al. (TCC ’13) to the
CRQS model. Second, we show a black-box impossibility result for a
strenghtened version of quantum lightning (Zhandry, Eurocrypt ’19)
where quantum bolts have an additional parameter that cannot be changed
without generating new bolts.

1 Introduction

Cryptographic protocols can sometimes only be proven secure if some of their
components are assumed to be ideal. For example, some protocols that make
use of cryptographic hash functions can be proven secure if they are modelled as
ideal random functions provided as a black box; this is called the random oracle
model (ROM). Another, but weaker, idealized resource is the common random



string model (CRS), in which the participants get a freshly generated random
string at the outset of each protocol execution. Many cryptographic applications
have their most efficient protocols proven secure when provided access to such
extra resources, as all known protocols in the plain model are either inefficient,
or do not satisfy all security requirements.

The Random Oracle Model (ROM). Introduced by Bellare and Rogaway [5] as
a way to idealize cryptographic hash functions, the model has been shown to
provide formal security proofs for a wide variety of cryptographic protocols that
are not known to be secure under standard assumptions in the plain model. A
random oracle models a hash function as one whose value for every input is
chosen uniformly and independently at random and afresh before each proto-
col execution. This is meant to model the assumption that a hash function is
random, and that looking at its source code yields nothing useful beyond its
input-output behaviour. Rigorous security proofs for practical and efficient ap-
plications like Full Domain Hash signatures (FDH-Signatures), Optimal Asym-
metric Encryption Padding (OAEP), Schnorr’s signatures [41, 43], and Fischlin’s
NIZK-PoK [27] are easy to obtain in the ROM but are still missing in the plain
model. The random oracle is a powerful primitive that provides all the main
properties of a cryptographic hash function at once: collision resistance, preim-
age resistance, and pseudorandomness. It also has properties that can never
be satisfied by any hash function: programmability, (query) extractability (also
known as observability), and freshness.

Common Reference String Model. A CRS is nothing more than a fresh random
string that materializes upon each protocol execution (freshness) and to which
all players have access. This model was originally proposed by Blum, Feldman,
and Micali [9] to help remove interaction in zero-knowledge proof systems. In [8],
the model was shown to allow for non-interactive zero-knowledge for all NP lan-
guages. The works of [11, 13, 20] extend its use as a resource enabling universally
composable cryptographic primitives. The common reference string model comes
in two main flavours. The weakest consists of a random and uniform string of
polynomial length (in the security parameter) while the strongest consists of a
string of polynomial length picked from some efficiently sampleable distribution.
The first flavour will be denoted by the CR$ model (i.e. the Common Random
String Model) while the second flavour will be denoted by the CRS model (i.e.
the Common Reference String Model).

A customary application of both the CRS model and the ROM is the removal
of interaction in interactive proof systems. As mentioned above, the CRS model
was originally designed for that purpose [9]. Notice that a random oracle is a
much more powerful resource than a CRS, since it provides random access to
an exponential number of them. However, a random oracle is an immaterial
resource as its properties could never be satisfied by any efficient local process.
This is in sharp contrast to a CRS, which can be implemented in practice: we
only need a way to publish fresh and public random strings of polynomial length.



Unfortunately, some basic and useful cryptographic primitives are only known
to be securely realizable in the ROM.

In this paper, we consider a quantum version of the CRS model, called the
CRQS model, and we ask whether it could go beyond what the CRS model can
provide for the safe removal of interaction in cryptographic protocols.

The CRQS and CRQ$ Models. We consider models where a quantum state plays
the role of a common random string in a situation involving two parties. In
the CRQS (Common Reference Quantum State) model, each party receives one
half of a fixed pure quantum state at the beginning of each protocol execution.
The shared quantum state is of polynomial size and can be generated by some
polynomial size quantum circuit. In the CRQ$ model, each player is given halves
of polynomially many (in the security parameter) maximally entangled pairs of
qubits (or qudits in general). Although we could allow a CRQS or a CRQ$ to
be shared between more than two parties, in this work we only consider the
two-party case. Notice that the meaning of common in CRQS and CRQ$ is
narrower than for a CRS and CRS$: even though a CRQS is common to both
parties involved in a protocol, it is completely unknown to anybody else, as
both players share a pure state. Even though a CRQS is obviously more difficult
to deploy in practice than a CRS, it remains a physical resource, unlike the
random oracle. Establishing limits on what a CRQS can provide would therefore
contribute to a better understanding of the cryptographic power provided by
the sharing of a physical resource between the parties involved in a protocol. In
this paper, we show fundamental limits on the abilities of the CRQS to remove
interaction in the two-party setting.

When a CRQ$ Behaves Like a Random Oracle. In order to see why a CRQS could
outperform a CRS in some settings, consider the following scenario where a
CRQ$ seems to provide as much randomness as the random oracle. Suppose
Alice and Bob are sharing a CRQ$ made out of n EPR pairs of qubits. Each
can then view their n qubits as an access to a weak random oracle implementing
a random function f : {0,1}" — {0,1}™. The value f(a) can be obtained the
following way. To each possible value a € {0, 1}", we associate a publicly known
orthonormal basis 6, for n qubits. The value of f(a) is simply defined as the
outcome of the measurement of the n qubits owned by each party in basis 6,,.
Notice that this weak random oracle can be queried in only one place by each
party, as after the measurement is performed, the entangled pairs have collapsed
to a classical state. However, when both parties measure in the same basis 6,
they obtain the same uniformly distributed outcome. Moreover, when the bases
{0a}acqo,13» are chosen to be mutually unbiased [42, 46]°, the value f(a) does
not provide any information about f(a’) for any a # o’. In this particular set-
ting, n EPR pairs seem to contain as much randomness as a random oracle. It

3 {0a}acqo,1}n is a set of mutually unbiased bases for n qubits if for all |u) € 6, and
|v) € 0, with a # a’, we have |(u[v)|> = 27™. There are 2" + 1 mutually unbiased
bases for n qubits.



is therefore tempting to believe that a CRQ$ of polynomial size could in certain
cases provide a cryptographic resource tantamount to the random oracle when
only one query (or just a few) has to be made by each player.

The Fiat-Shamir Transform. One very useful primitive that needs an idealized
cryptographic resource for establishing its security is the Fiat-Shamir transform,
also known as the Fiat-Shamir heuristic, introduced in the pioneering work of
Fiat and Shamir in [26] as a way to transform identification schemes of a given
form into practical digital signature schemes. More generally, the FS-transform
is a simple and efficient primitive allowing to convert sound interactive proof
systems of a particular form into non-interactive arguments for the same lan-
guage. Its primary use is to remove interaction in X—protocols. X—protocols [16,
18] are public-coin 3-message proof systems where, from public input z € {0, 1}*,
the prover sends a commitment a € {0,1}" to the verifier as the first message.
The verifier then replies with a random challenge ¢ €r {0,1}™ (called public
coins) before the prover sends the answer z(x,a,c¢) that the verifier can check
for consistency. Henceforth, >—protocols with commitments of size n and public
coins of size m will be denoted by X, ,, —protocols. These proof systems can be
proofs of knowledge, like their use in identification schemes, or proofs of language
membership. In this paper, X—protocols are always considered perfectly correct
and special sound. Special soundness* for proofs of knowledge means that from
any two successful conversations with the same commitment (a, ¢, z(x, a, ¢)) and
(a,d,z(x,a,c)) with ¢ # ¢, one can efficiently extract a witness w for © € L.
For proofs of language membership, special soundness means that when = ¢ L
and for each commitment a, there exists at most one challenge c(a) for which a
third message Z can ever be found such that (a,c(a), Z) is accepted by the ver-
ifier. The Fiat-Shamir transform applied to a X—protocol is implemented using
hash function h, : {0,1}* — {0,1}™ picked according to CR$ r. The prover
then sends (a, h,-(a), z(z, a, h.(a))) to the verifier. In other words, the verifier’s
challenge or public coin ¢ in the X-protocol is replaced by ¢ = h,.(a)’. It is
straightforward to see that when h, is modelled by a random oracle, the trans-
form applied to a X-protocol produces a sound argument®. Notice that when
the hash function is modelled by a random oracle, the prover and the verifier
only have to query the oracle once at the same point. The family of hash func-
tions H = {hs},cpq0,13¢m, for D an efficiently sampleable distribution over

{0,1}0) is a sound X, ,,, ~universal instantiation of the Fiat-Shamir transform
if h, converts the special soundness of any X, ,,,—protocol (as a proof of language
membership) into a non-interactive argument.

4 Special soundness is called optimal soundness in [4].

5 Some works include the public instance z as input to h,., our results remain un-
touched if we include it. We leave it out for simplicity.

5 The hard part in [38] was showing that the Fiat-Shamir transform, when applied to
a X —protocol for a proof of knowledge, allows to extract a witness from all successful
provers (i.e. thanks to their Forking Lemma).



The Fiat-Shamir Transform in the ROM and QROM. As mentioned above,
the Fiat-Shamir transform was shown secure in the ROM by Pointcheval and
Stern [38] in 1996. The soundness of the Fiat-Shamir transform is straightfor-
ward in the ROM. The challenging part was to show that it also provides non-
interactive proofs of knowledge. The same was shown to hold in the quantum
random oracle (QROM) independently and differently by Don, Fehr, Majenz,
and Schaffner in [25] and by Liu and Zhandry in [34].

Classical Impossibility Results for the Fiat-Shamir Transform. The Fiat-Shamir
transform does not guarantee computational soundness for all Y—protocols in
the CRS model. In particular, Goldwasser and Kalai have shown that the Fiat-
Shamir transform applied to some (contrived) X—protocols is not sound for any
instantiation of the hash function (i.e. instantiated using a CRS) [30]. However,
this impossibility result requires the X—protocol to be a proof of knowledge.
Impossibility results for X’ —protocols used as proofs of language membership are
not known to be as strong as for proofs of knowledge. One reason being that
for language membership, the Fiat-Shamir transform is only asked to provide
computational soundness to a X-protocol with statistical soundness whereas
for a proof of knowledge the Y -protocol is an argument. Remember that a
cryptographic game [31] is a standard way to define computational assumptions
by requiring that no adversary can win an interactive game against a challenger
with probability that is not overwhelmingly close to some constant value [31].
An assumption that can be formulated as a cryptographic game with an efficient
challenger is called a falsifiable assumption [28, 35]. Known impossibility results
for the Fiat-Shamir transform applied to Y—protocols for proofs of language
membership are about the impossibility of reducing its computational soundness
to a cryptographic game.

In [6], Bitansky et al. provide two results on the impossibility of establishing
the computational soundness of the Fiat-Shamir transform in the CRS model.
First, if a language L ¢ BPP has an honest-verifier zero-knowledge (HVZK)
Y—protocol (with small enough challenges) then the soundness of the Fiat-
Shamir transform applied to it cannot be established by a black-box reduction”
to a falsifiable assumption®. This impossibility result applies even to Fiat-Shamir
transforms tailor-made for specific X —protocols. Second, they show the impos-
sibility of black-box reducing the computational soundness of any universal in-
stantiation of the Fiat-Shamir transform to a cryptographic game, even a non
falsifiable one where the challenger is not required to run in polynomial time.

" The security of protocol IT is black-box reduced to an assumption expressed as a
game if there exists an oracle polynomial-time machine R” i that, with oracle access
to any successful adversary P* for protocol II, wins the game.

8 The reason why the result applies in the CRS model is because [6, 17] show how to
get, from such a Fiat-Shamir transform, a 2-message zero-knowledge proof system
for L where the verifier simply sends the identity of the hash function to the prover as
first message. This is equivalent to non-interactive schemes in the CRS model. These
proofs systems are shown impossible by an extension of the impossibility result for
2-round zero-knowledge for non-trivial languages by Goldreich and Oren [29].



Our main contribution consists in showing that the second impossibility result
of [6] also holds in the CRQS model even though sharing an entangled quantum
state seems to provide enough randomness to mimic a (classical) random ora-
cle. In other words, the computational soundness of any universal Fiat-Shamir
implementation in the CRQS model cannot be black-box reduced to any cryp-
tographic game, just like in the CRS model.

Positive results € related work. A series of results have been focusing on achiev-
ing soundness of the Fiat-Shamir transform from a cryptographic assumptions
that cannot be black-box reduced to cryptographic games. Barak, Lindell and
Vadhan [4] introduce the notion of entropy preserving hash functions and show
that their existence prevents any constant-round auxiliary-input zero-knowledge
proof system for non-trivial languages. Later, Dodis, Ristenpart and Vadhan [24]
gave a construction for entropy preserving hash functions from robust random-
ness condensers with some extra properties but without providing any con-
struction for them. Canetti, Goldreich, and Halevi[14] introduce correlation in-
tractable families of hash functions. Correlation intractability is related to en-
tropy preservation as the latter implies the former. Therefore, a consequence
of [6] is that correlation intractability cannot be proven by black-box reduction
to a game. In [32], Kalai, Rothblum, and Rothblum provide a construction for
correlation intractable family of hash functions from a sub-exponentially secure
indistinguishability obfuscator, an exponentially secure input-hiding obfuscator
for the class of multi-bit point functions, and the existence of a sub-exponentially
secure puncturable PRF?. The sub-exponential indistinguishable security of the
IO0-obfuscator and the exponential security of the multi-bit point functions ob-
fuscator allow to evade the impossibility result of [6]. In [12], Canetti, Chen,
Holmgren, Lombardi, Rothblum, and Rothblum show how to construct a uni-
versal instance of the Fiat-Shamir transform using correlation intractable hash
functions built from a strong version of KDM-encryption. The resulting Fiat-
Shamir transform also has security black-box reducible to a cryptographic game
with subexponential security.

The concept of shared entanglement as a setup was considered in previ-
ous works. In [15], Coladangelo, Vidick, and Zhang have shown how to design
zero-knowledge arguments for QMA (i.e. quantum NP), with preprocessing. The
preprocessing is essentially what we call here a CRQ$. Non-interactivity is ob-
tained from pre-shared EPR pairs used as a teleportation channel. This can be
viewed as a quantum version of the work of Peikert and Shiechian [37] and, as
such, is not a X, ,,—universal instantiation of the Fiat-Shamir transform. The
ability of a CRQS to provide zero-knowledge against quantum dishonest verifiers
has been investigated in [19]. It was shown that a CRQS allows quantum zero-
knowledge implementations of a YX—protocols against a relaxed form of honest
verifiers, called non-oblivious.

9 Notice that the result of [32] is very general as it allows to apply securely the
Fiat-Shamir transform to any public-coin 3-message proof systems, not only to
Y —protocols as we define them. Some of their assumptions can be relaxed a little
when the Fiat-Shamir transform is applied to X—protocols.



Fiat-Shamir in the CRQS model? We investigate the question of whether or not
Fiat-Shamir has a secure and universal instantiation in the CRQS model. Why
would it be possible given the strong impossbility results in the CRS model?
For one thing, quantum entanglement is known to allow the reduction of inter-
action and achieve classically impossible tasks. Watrous [44] showed that every
language in PSPACE has 3-message proof systems. Another example would be
nonlocal games such as the magic square game [3, 2, 10], where a pair of entan-
gled non-interacting provers can win a game that would classically require them
to communicate.

The CRQS model provides quantum non-local correlations'” between the
prover and the verifier. The question we are addressing here is whether these non-
local quantum correlations can be harnessed to provide universal Fiat-Shamir
through the use of a CRQS. As we mentioned above, n shared EPR pairs mea-
sured in one of 2 mutually unbiased bases seems to provide a functionality
reminiscent of a random oracle queried at a single point, exactly as needed for
Fiat-Shamir. The correlated randomness available to the prover and the verifier
seems to contain as much randomness as the random oracle.

Quantum non-local correlations provided by EPR pairs are often idealized
by NL-boxes [39]. One NL-box takes the first party’s input a € {0,1} and the
second party’s input b € {0,1} to provide u € {0,1} and v € {0,1} such that
u @ v = a Ab to the first and second party respectively. EPR pairs achieve this

s

functionality with probability of success cos® (§) while any CRS would not be
able to provide the correct answer with probability better than %. It is easy
to see that access to sufficiently many NL-boxes provides secure and universal
Fiat-Shamir (see details in Appendix D.2).

One might argue that the CRQS model is not currently realistic given the
technological difficulties associated with distributing and coherently storing quan-
tum entanglement (although this is rapidly improving). However, we ask a more
fundamental question on the power of setup assumptions. Does the random or-
acle, an idealized mathematical object, have a physical instantiation that allows

such applications as the Fiat-Shamir transform?

10

1.1 Owur Contributions

We show a strong impossibility result for universal Fiat-Shamir in the CRQS
model. The statement we obtain is the extension of the classical impossibility
Fiat-Shamir of Bitansky et al. [6, 7], namely that there is no black-box reduction
from the security of Fiat-Shamir to a secure cryptographic game assumption. In
fact, our impossibility is more general than [6], even when restricted to the clas-
sical case. A CRQS captures asymmetric setups such as giving the verifier the

10 Tn quantum mechanics, a non-local correlation is the name given to the statistics of
local measurements applied to distinct parts of a quantum states when they cannot
be explained by a local realistic theory. Non-local correlations here (quantum or not)
means also that they do not allow for any form of communication as they must be
compatible with special relativity.



trapdoor to some primitive the prover uses or pre-computed randomized oblivi-
ous transfers. We achieve this by following a different approach than [6]. Whereas
[6] shows the black-box impossiblity of so-called entropy preserving hash func-
tions and prove that they are necessary for a universal Fiat-Shamir transform,
we introduce a cryptographic primitive called a Weak One-Time Random Or-
acle, denoted WOTRO™™ and defined by the box given in Fig. 1, which takes
place between a “prover” who controls the interfaces on the left-hand side of the
box, and a “verifier” who controls the interfaces on the right. This primitive is
intended to capture the minimal functionality sufficient for Fiat-Shamir. A pro-
tocol instantiating WOTRO™™ is secure if for any function f(-), the adversary
can’t produce an output of the form (a, f(a)) on the verifier’s interfaces. This
directly implies Fiat-Shamir for X-protocols by having f(-) represent the “bad
challenge” function of the X—protocol. Our main contribution is showing that

a€{0,1}" ——| s a
WOTRO:™
c€r{0,1}" «— ——— ¢

Fig. 1. Representation of the primitive WOTRO as a box. Here, the prover on the left
puts a chosen a € {0,1}" into the box, the box chooses a ¢ € {0,1}" uniformly at
random, and outputs both a and ¢ to the verifier on the right-hand side.

this primitive is black-box impossible in the CRQS model.

Theorem 1 (informal). If n—m € w(lgn), there is no protocol for WOTRO™™
that can have its security proven by black-box reduction to a cryptographic game
assumption unless that assumption is false.

Our impossibility uses a similar recipe as the classical impossibility [6, 7] of
Fiat-Shamir, but with quantum ingredients. We construct an inefficient attacker
against any protocol for WOTRO in the CRQS model and show that this attacker
can be efficiently simulated. Any black-box reduction from this attacker to the
security of a cryptographic game becomes an efficient algorithm for breaking the
game when given the simulator instead, ruling out either the existence of such
a reduction or the security of the game itself.

By applying these techniques to the Fiat-Shamir in the CRQS model, we
obtain a similar impossibility result.

Theorem 2 (informal). There is no instantiation of the Fiat-Shamir trans-
form that maps an n-bit first message to an m-bit challenge for n —m € w(lgn)
whose security can be reduced by black-box to a cryptographic game assumption,
unless that assumption is false.

Studying the WOTRO primitive instead of Fiat-Shamir directly has the ad-
vantage that our black-box impossibility result also applies to any cryptographic



task which (black-box) implies WOTRO. For instance, we introduce a strength-
ened variant of Zhandry’s quantum lightning [47] that imply WOTRO. Quantum
lightning (QL) is a primitive that produces a quantum state and an associated
serial number such that no adversary can produce two states with the same serial
number (hence the name “lightning”). A consequence of this property is that se-
rial numbers are highly unpredictable. A natural question is whether some form
of metadata can be embedded into quantum lightning such that changing the
value of this metadata requires creating a new lightning state. This metadata
could for example contain ownership information and it would thus be impos-
sible, even to the emitter of the state, to change the owner of a state without
generating an entirely new state. It could also serve to encode a denomination
for quantum bank notes, such that not even the emitting bank could change the
denomiation of an existing quantum note.

We introduce a variant of quantum lightning that allows such metadata by
adding a classical input to the state generation procedure. We call this variant
typed quantum lightning (tQL) which is secure if the serial numbers remain un-
predictable conditioned on the input. We show that this variant implies WOTRO
and thus inherits the same black-box impossibility.

Theorem 3 (informal). There is no black-box reduction from the security of a
tQL scheme to the security of a cryptographic game assumption when type length
n and serial length m satisfy n —m € w(lgn), unless that assumption is false.

Why would tQL be a reasonable assumption? Clearly it is a very powerful
primitive, but how much of a leap is it from “vanilla” quantum lightning? While
we do not have a definitive answer to that question, we can show that QL implies
tQL with small types. More precisely, we construct in Appx. B a tQL scheme from
regular QL for types of O(lg(n)) bits.

Instantiating WOTRO from a non-game assumption. We show that it is possible
to construct a WOTRO protocol for which security is based on a cryptographic
assumption that does not fit the game formalism. Our result is based on a new
hardness assumption on cryptographic hash functions called collision-shelters.
Intuitively, a family of hash functions is a collision-shelter if no adversary can
produce many collisions in superposition. As such it is an intrinsically quantum
definition which cannot be framed as a game since no challenger can verify that
an adversary breaks the assumption. Using this assumption, we show that the
MUB-based construction for WOTRO sketched earlier can be turned into a secure
protocol. To prove the security of this protocol, we give bounds on the optimal
probability of distinguishing between states from many mutually unbiased bases
which might be of independent interest.

Theorem 4 (informal). Under the collision-shelter assumption, there are se-
cure instantiations of WOTRO™™ in the CRQ$ model.



2 Technical Overview

We call Weak One-Time Random Oracle, denoted WOTRO™™ the following
simple non-interactive primitive. To any a € {0,1}", it provides a challenge
¢ € {0,1}™ avoiding with good probability any function ¢ : {0,1}™ — {0,1}™.
We say that an implementation of WOTRO™™ avoids function c if no (efficient)
dishonest prover is able to produce (a,c) such that ¢ = c(a). An implementa-
tion of WOTRO™™ is said to be s—secure if it behaves like a random oracle
when the prover is honest and avoids any function ¢ with probability at least
K, when the prover is dishonest. It is easy to see that any non-interactive x—
secure implementation of WOTRO™™ can be used to implement the Fiat-Shamir
transform with computational soundness error upper-bounded by 1— x (see Ap-
pendix D.1). Any implementation of WOTRO™™ that avoids any function c(-)
would be a powerful cryptographic primitive to remove interaction. An imple-
mentation ITjyrs = (P’, V") of WOTRO™™ in the CRQS model is defined by two
families of efficient POVMs P’ = {P*}, and V' = {V***}, ., with a € {0,1}",
c € {0,1}™, and v is an auxiliary string announced to V'. IIjrs = (P, V') is
executed as folllows:

L. Upon input a € {0,1}", P" applies POVM P := {P¢ }.. to register P of
the CRQS to get classical outcome (¢, v). P’ then announces (a, ¢, v) to V’.

2.V’ applies POVM V*&v .= {V5“" V]"“"} to register V of the CRQS and
accepts iff classical outcome 1 is obtained.

An adversary A against IIjypo takes no input and applies a POVM A :=
{Aq,cv}a,co to register P of the CRQS to obtain a along with the message (¢, v).
Notice that as defined, ITjjp, requires the message transmitted to V/ to be clas-
sical. This can be done without loss of generality as a protocol asking P’ to send
a quantum message can be transformed into one where P’ only sends a classical
message by adding to the CRQS enough EPR pairs for the quantum message to
be teleported. The security of the original protocol remains untouched by this
transformation.

The security of WOTRO™™ cannot be reduced to a game. Our main
contribution is that, in the CRQS model, WOTRO™™ for any n,m that satisfy
n —m € 2(n) cannot be shown to avoid all functions via a black-box reduction
to any cryptographic game. The proof strategy is similar to Bitansky et al. in
[6, 7] when proving that there exists no black-box reduction from any successful
adversary against the entropy preserving property of a family of hash functions
to a cryptographic game. As any Y'—universal hash function was shown by Dodis,
Ristenpart, and Vadhan [24] to be entropy-preserving, the impossibility result
for establishing the soundness of a X—universal Fiat-Shamir transform (i.e a
hash functions family) follows. The proof in [6, 7] uses a strategy to conclude
the impossibility of a black-box reduction that was formalized by Wichs in [45],
but used several times prior [23, 31, 28, 36, 22]. We proceed the same way.
We first construct a possibly inefficient adversary that breaks any implementa-
tion of WOTRO™™, the existence of which is shown guaranteed by Ahlswede
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and Winter’s Operator Chernoff bound [1]. As with Bitansky et al.’s adversary
against any entropy preserving family of hash functions, our adversary against
WOTRO™™ is simulatable by a stateful efficient quantum circuit. This prevents
the security of WOTRO™™ to be established by a black-box reduction to any
cryptographic game as if there was such a reduction, the game would also be
won using the efficient simulator.

Y —universal quantum Fiat-Shamir cannot be reduced to a game. We
then show that the black-box impossibility of WOTRO (indirectly) implies that
the soundness of any X, ,,—universal quantum Fiat-Shamir transform cannot
be established under the same conditions. As our basic impossibility result is
about the security of a cryptographic primitive rather than a property of a
family of hash functions (as in [6, 7]), we follow a different path. First, let us
discuss what distinguishes WOTRO™™ from a X, ,,—universal quantum Fiat-
Shamir transform in the CRQS model. Consider a X}, ,,—universal Fiat-Shamir
transform applied to a X—protocol X' = (P,V) for membership in language L
with « € L, a public input. Let P = (P, P2) be the prover in X such that a < P
and z < Pa(z, a, c) satisfies V(x,a, ¢, z) = 1 for all ¢ € {0,1}™. A protocol for the
quantum Fiat-Shamir transform in the CRQS, denoted IT®F> = (P*,V*), is given
by two families of efficient POVMs P* := {P?}, and V* := {Y*>V}, ., where
P = {P¢,}ew and V@ = {V" V"9"} exactly as it is for WOTRO™™.
Protocol IT9F3[X)] is executed as follows:

1. P* generates a < Py, measures register P of the CRQS with POVM P*¢ to
obtain output (c,v) € {0,1}™ x {0,1}*, computes z < Ps(z, a, ¢), and sends
(a,c, z,v) to V*.

2. V* measures register V' of the CRQS with POVM V%%V and accepts upon
outcome 1 and V(z,a,c,2) = 1.

Although IT9% is providing something very close to WOTRO™™ in its inner
workings, it may not need to avoid all functions to be a computationally sound
Y —universal implementation of the Fiat-Shamir transform. It only needs to avoid
functions ¢ : {0,1}" — {0,1}™ such that for some X—protocol ¥ = (P,V)
for some language L, there exists ¢ L for which upon commitment a, only
challenge c(a) has a third message z such that V(x,a,c(a), z) = 1. We show that
this relaxation on the functions to be avoided by any X, ,,,—universal IT QFS 1eads
to the same impossibility result than for WOTRO™™. The proof follows from the
existence of a Y—protocol X9 = (P, V9) for membership to the empty language,
where ¢ : {0,1}™ — {0,1}™ is a random oracle. Although X9 only requires V¢
to have access to the oracle g(-) to run the protocol honestly, the adversary .49
has also access to g(-) to mount its attack against the soundness of ITRFS[X9].
This is essentially the same adversary defined as the one against WOTRO™™
described above. Notice that if the soundness of IT® was black-box reducible
to game G then there would be an efficient algorithm 59, having oracle access to
g(+), that wins game G. The strategy used for WOTRO™™ can then be applied.
A possibly inefficient adversary A9 is defined that almost all the time breaks
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the soundness of ITFS[£9]. We finally show that both the adversary A9 and V9
can be simulated by an efficient stateful simulator. As before, this prevents the
soundness of ITSFS to be established by black-box reduction to a cryptographic
game unless the game is trivial.

A quantum assumption allowing for WOTRO™™. We introduce a strong
variant of collision resistant families of hash functions allowing for a computa-
tionally sound X—universal implementation of the Fiat-Shamir transform in the
CRQ$ model. We call G™™ := {G?}, € {0,1}" x {0,1}™ — {0,1}™ a collision-
shelter if, for any target function c : {0,1}" — {0,1}™, no efficient quantum
adversary can produce any state polynomially close to a state of the form

|¢>szzaa|a>A® Z Belz)x

z:G"(a,z)=c(a)

that contains collisions to c¢(a) when a is measured.

In order to show that collision-shelters are sufficient for a sound YX—universal
Fiat-Shamir transform in the CRQ$ model, we start with the weak random oracle
implemented using n shared EPR pairs from the introduction. We modify the
scheme slightly to get an unconditionnally ifsecureH implementation IIjjzo =
(P, V") of WOTRO™" in the CRQ$ model. This forms the basis upon which
WOTRO™™, with m < n, is constructed using a collision-shelter. We prove that
ko 18 ifsecure using shared maximally entangled pairs of qutrits as the CRQ$
to allow the use of a particular set {04}qcf0,1,23» of mutually unbiased bases,
introduced by Wootters and Fields [46]. The set {6}, is shown to prevent any
adversary A := {Aq c.v}a,c,o from observing A, c(a),0 ® Vf’c(a)’v with probability
better than % when the CRQ$ is measured by P’ and V’. This result may be of
independent interest and is made possible as A’s success probability is given by
an instance of a Weil sum that can be upper bounded by Deligne’s resolution of
one of Weil’s conjectures [21].

A protocol IIypo[G™™] = (P”,V"”) for WOTRO™™ with m < n can then
be constructed using a collision-shelter G™™ in the obvious way. Upon input
a € {0,1,2}™, P” runs P’ upon input a to get (¢/,v) € {0,1}" x {0,1}". P”
announces (a,c’,v) to V”. The challenge produced by ITyre is simply set to
c:=G%(a,d) € {0,1}™ for s a CRS. V" simply runs V' on (a,c’,v) and accepts
if V' accepts. It is not difficult to see that if G™™ is a collision-shelter then
no efficient adversary A can do better against ITjyps than an unconditional
adversary against I1\go. As a result, IIjyr, avoids all functions with probability
i. Negligible soundness error can then be achieved by parallel repetitions.

WOTRO and Quantum Lightning. Quantum lightning (QL), introduced by
Zhandry [47], is a quantum cryptographic task allowing anyone to generate quan-
tum states of which they can make exactly one copy. Informally, a QL scheme

"' By 1-secure, we really mean (§ — negl(n))-secure.
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consists of a quantum algorithm 57 instructing how to construct bolts |l' ) and of
a verification algorithm Ver that on input |# ) returns a serial number s € {0, 1}
without disturbing state |l' )} such that no efficient adversary can create two
valid states with the same serial number. For this to hold, there must be un-
certainty in the serial number of newly created bolts: for every QPT adversary
A, W)« A7) must satisfy Hoo(Ver(J#))) € w(lgn), otherwise polynomi-
ally many tries would give two bolts with the same serial number, contradicting
uniqueness. Note that an efficient reduction does not necessarily exist in the
other direction: an adversary could for example produce two valid states with
identical serial numbers that each have maximal min-entropy. Such an adversary
appears useless for producing a single lightning state with low min-entropy in
the serial number.

We introduce a variant of quantum lightning where the bolt generation proce-
dure accepts an input. Typed quantum lightning (tQL) is a new primitive similar
to QL where 777 takes an additional parameter (or type) a € {0,1}™. Intuitively,
security asks that when we fix the type a, the resulting scheme still produces un-
predictable serial numbers. This is formalized by requiring that the conditional
min-entropy Ho(S | A) is large. We show that a tQL scheme with type length n
and serial number length m implies the existence of a protocol for WOTRO™™.
The scheme asks the prover to generate a typed QL state with type a and tele-
port that state to the verifier using EPR pairs from a CRQS$, the verifier accepts
if the teleported state is a valid tQL state. A consequence if this scheme is that
no tQL scheme satisfying n — m € w(lgn) can have its security be black-box
reducible to a cryptographic game assumption.

3 Notations & Preliminaries

We use n € N as the security parameter throughout the paper. We use poly (n)
to denote a polynomial in n. A function f : N — N is said to be negligible if for
all polynomials p(-) and for n € N sufficiently large, f(n) < 1/p(n). We denote
a negligible function by negl(-). We use “QPT” as a shorthand for quantum
polynomial time. We use log(+),In(-) and Ig(-) to respectively denote the base 10,
e and 2 logarithms.

For a set A, its cardinality is denoted |A| and its complement A. We write
x €r A to indicate that x is chosen uniformly at random from A.

We often use the notation f(-) to denote functions as a way to differentiate
them from variables. If f(-,-) is a function of two arguments, we denote by f(z,-)
the function of one argument defined by restricting the first argument to value
x. For two sets A and B, we denote the set of functions from A to B as A — B.

For a random variable X, E[X] denotes its expected value and for X (r) a
random variable function of r, E,.[X ] denotes its expected value when r is picked
at random. Let A(A,B) = £ 3" |Pr[4 = a] — Pr[B = a]| denote the statistical
distance between the distribution of two random variables A and B with the
same domain. For an operator A € C"*", ||A]|; = tr(vVA*A) denotes its trace
norm.
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3.1 Black-Box Impossibility Results

Definition 1 ([31, 6]). A cryptographic game is a tuple G = (I, ¢) composed of
an interactive Turing machine I' and a constant ¢ € [0,1]. On security parameter
n € N, the challenger I'(1"™) interacts with an adversary A,, and outputs a bit
b. The output of this interaction is denoted by (A, = I'(1™)). The advantage of
the family of adversaries A = {Ap}nen in game G is defined as

Adv 4 g(n) =Pr[{(A, = I'(1")) =1] —c .

A cryptographic game G is secure if for all PPT adversary A, the advantage
Adv 4 g(n) is negl(n).

A black-box reduction from a cryptographic task to a cryptographic game G
is an oracle access machine R() such that for any adversary A that breaks the
security of the task, R has advantage at least m in game G.

In this paper, we show the impossibility of black-box reduction of some tasks
to a cryptographic games. Our proof employs the general technique of simu-
latable attacks formalized by Wichs [45] and applied by [6] to the Fiat-Shamir
transform. An inefficient adversary A against some task is simulatable if there
exists a simulator Sim such that no efficient algorithm can distinguish between
A and Sim from black-box query access. A cryptographic task that has a simu-
latable attack cannot be black-box reduced to a secure cryptographic game since
the reduction R() cannot distinguish between the inefficient A and the efficient
Sim, which means that RS™ would yield an efficient algorithm for the game G
with non-negligible advantage, contradicting its security.

4 A Simple Non-Interactive Primitive

In this paper, we consider a simple non-interactive cryptographic primitive,
called a weak one-time random oracle (WOTRO™™) and illustrated in Fig. 1
where the prover inputs a € {0,1}" into the box and gets ¢ € {0,1}™ as output
while the verifier inputs nothing and gets (a, ¢) as output. An implementation of
this primitive is a protocol taking place between the prover and the verifier. The
verifier V is a machine that takes no input, interacts with the prover in the way
prescribed by the protocol, and either accepts and outputs (a,c) or rejects and
outputs L. In an honest implementation, the prover is a machine P taking as
input an a € {0,1}"™ and interacts with the verifier as specified by the protocol,
in such a way that the verifier accepts and outputs the same c. The strings a
and ¢ can then be determined from the transcript of the protocol. We can then
view the whole protocol in the honest case as a conditional distribution II(c|a)
that tells us the probability of getting the challenge ¢ given that the prover was
given a as input.

In a dishonest implementation, the prover P takes no input at all (so the
prover is free to choose a) and might behave in a way that will cause the verifier
to reject. The protocol is then simply a joint probability distribution II s(a,c,v),
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representing the distribution one obtains when P runs the protocol with the
honest verifier V, and where v € {0,1} is 1 when the verifier accepts and 0 if
he rejects. Note that we only consider cheating provers in this paper and do not
consider cheating verifiers.

We now define correctness and security of an implementation. In a correct
implementation of this primitive, I7(c|a) will reflect exactly the same distribution
over a and c¢ given by the ideal box, namely ¢ will be uniformly distributed and
independent of a, and the verifier always accepts when the prover is honest:

Definition 2 (e-correctness). A protocol II is a e-correct implementation of
WOTROR™ if for all a € {0,1}™ the conditional distribution II(c|a) is (1 — €)-
close (in statistical distance) to the uniform distribution over ¢ and if V accepts
with probability at least 1 — negl(n) when the prover is honest. II is said to be
statistically correct if it is (1 — negl(n))—correct.

As for our security definition, it will be rather weak (hence the “weak” in the
name of the primitive): we will only require that in a secure implementation, a
dishonest prover P cannot steer the choice of ¢ towards a deterministic function
of a. Rather than require that ¢ be almost uniform and independent, we will only
demand that there be some randomness left in this choice. We will formalize this
by the notion of a probability distribution on two random variables d—avoiding
a function:

Definition 3 (d—avoiding). For 0 < 6 < 1, we say that a tuple of random
variables (A, C, V) taking values in {0,1}"x{0,1}™ x{0, 1} d—avoids the function
c:{0,1}" — {0,1}™ 4f

PriV=1AC=c(4)]<1-6.

This then leads to the following definition of security for an implementation
of WOTRO.

Definition 4 (d—security). A protocol is a statistically (resp. computationally)
d-secure implementation of WOTROR:™ if for all dishonest provers (resp. all
QPT dishonest provers) P, the random variable tuple (A,C, V) with joint dis-
tribution ]7,5((17 ¢,v) d—avoids all functions c: {0,1}" — {0,1}™. We say that a
protocol for WOTRO is statistically (resp. computationally) secure if it is sta-
tistically (resp. computationally) (1 — negl(n))-secure.

Basic Facts About WOTRO. Observe that there is a trivial perfectly secure 2—
message protocol for WOTRO where P sends a and V sends a uniformly random
c. Therefore, we will focus on non-interactive (or 1-message) implementations of
WOTRO. A secure non-interactive WOTRO protocol provides enough conditional
randomness for sound instantiation of the Fiat-Shamir transform when applied
to public-coin special-sound 3—message interactive proofs (X—protocols).

In the bare model, there is no secure WOTRO protocol as the honest prover
program defines the output ¢ as a function of a that can never be avoided. In
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the CR$ model, there exists a simple statistically (1 — negl(m — n))-secure one-
message protocol when m > n, a statistically %7secure protocol when m = n and
there is no protocol for m < n whose computational security can be black-box
reduced to a cryptographic game assumption, as a consequence of [6]. A detailed
examination of these facts is provided in Appx. D.

WOTRO in the CRQS Model. Since the object of study is the (im)possibility
of the WOTRO primitive in the CRQS model, we present a general form for a
1-message WOTRO protocol in this model.

Definition 5 (WOTRO in the CRQS model). A WOTRO™™ protocol HwoTro =
(Pwotro, VwoTro) in the CRQS model consists of

— A CRQS Upy € D(/Hpv)

— A mapping of a € {0,1}" to an efficient POVM N® = {N¢ , }(z.wye{o,1}mx¢
on register P.

— A mapping of a € {0,1}", x € {0,1}™ and w € {0,1}* to an efficient POVM
Yarw = [Vt VT on register V.

On input a € {0,1}":

1. PwoTtro applies POVM N on register P of Wpy to obtain x and an auxili-
airy verification string w and sends (a, x,w) to the verifier.

2. Vwortro applies POVM V**™ on register V. of Wpy, accepts and outputs
(a,x) if the result is 1, and rejects and outputs nothing if the result is 0.

Note that requiring the auxiliary verification string w to be classical is not a
restriction since the CRQS can contain EPR pairs for the teleportation of an
arbitrary quantum state from the prover to the verifier.

5 Black-Box Impossibility of WOTRO in the CRQS
Model

In this section, we show that there exist (inefficient) attacks against any 1-message
WOTRO™™ protocol in the CRQS model for m (sufficiently) smaller than n. The
following definition describes a general strategy for an attack against WOTRO.

Definition 6. An attack A’ against a WOTRO™™ protocol (Def 5) is charac-
terized by a target function f : {0,1}"™ — {0,1}™ and a (possibly inefficient)
POVM {Pf%w}(mz’w)e{o’l}nXsz. The adversary performs this POVM on regis-
ter P of CRQS ¥py and sends the result (A, X, W) to the verifier. We say that
this attack hits function f with probability e(AF) if

(A7) =Pr[X = f(A) A V accEPTS] = 3 tr ((Pa{f(

a,w

® Vla’f(a)’w)WPv)

a),w
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We construct an attack whose success is based on the Chernoff bound for
operators proven by Ahlswede and Winter in [1] and stated below. For operators
A and B and 0 < 5 < 1, the notation A € [(1 —n)B; (1 + n)B] means that
A>(1—-n)Band A< (1+n)B.

Lemma 1 (“Operator Chernoff bound”). Let Xi,..., X be i.i.d. random
variables taking values in the operators D(H) on the D—dimensional Hilbert space
H such that 0 < X; <1, with A=E[X,] > al, and let 0 <n < 1/2. Then

1 M 0”72
Pr M;Xj Z(1—n)A;(1+n)A]| <2Dexp (_M21n2)' (1)

Theorem 5. Let n,m € N. Let II}))ro be an arbitrary WOTRO™™ protocol
described by CRQS ¥py and POVM families N* = {Ng ,,}(z,w)efo,13mxe and
yarw = [ysew yeni for g € {0,131, z € {0,1}™ and w € {0,1}%. Let
f:{0,1}* = {0,1}™ be a uniformly random function and let 2% = dim P be the
dimension of the prover’s register of Upy .

1. There is some constant C > 0 such that with probability at least 1—negl (n — m)
over the choice of f, the operators

N

P! = — 1
a,f(a),w n n
@ 2+ C\JkE
(a,w)e{0,1}nx¢
and P{f@,w := 0 when x # f(a), together with Pf =1-> .. szf(a) W Jorm

a POVM on the prover’s register P.
2. If protocol I i rro is correct, the attack given by this POVM has average
success probability E;[e(AF)] that grows as 1 — negl(n —m).

Proof. Let 2¥ be the dimension of register P. Consider the subset of measurement
operators N]?( o) w from the honest POVM N that yield the intended outcome

for the cheating prover, i.e. on input a gives outcome = = f(a), and define the
operators X} = > wefo,13¢ Nf(a)w- We have that

EfX[I=Er D (D) Niw= D Eflle(H) N, = L1

2m
z,we{0,1}mxt z,we{0,1}mx¢

where Iga is the indicator function for the event £ = {f | # = f(a)} which has
probability 5L for any x and a since every value for f(a) is equally likely.

Applying the Chernoff bound with D = 2¥, M = 2™, and a = 2%,1 to the
weighted sum over a of the operators X/, we have

1
P N
fr 277,

1 1 2"
¥ L] <okt _ a9
E Xa$(1+77)2m1 <2 exp( S5 o 77)
a€e{0,1}n
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This bound becomes a negligible function of n — m if we choose n = C' - k%—:

for some appropriate constant C' > 0 (for example C = ,/41n 212%6). Therefore,
except with probability negl(n —m),

2 1

f_

> Xaf = Y N < 1+n)1<1+c 2n>2m1
ac{0,1}n aE{O 13"
we{0,1}*

2)

for an appropriate constant C. Define the ensemble of operators PI{ 2w DY
_ Niaww
a,f(a)w " on on
o +Ch/kam

and P/, , = 0 when 2 # f(a). Then when (2) holds, the set of operators
{Pa Fla)w }ae{o,13» forms a POVM completed by Pf =1->..P7 f(a)’
The success probability of this attack corresponds to the probability of ob-

taining an outcome of the form (a, f(a),w), i.e. not L, and of the verifier ac-
cepting that outcome:

e(A) = Z tr ((Pf,f(a)’w ® Vla’f(a)’w) WPV)

(a,w)e{0,1}nx¢

Letting ¢ := (2m +C kgw) this probability is on average over f at least

Efle(AN) = 2By >, & ((Naﬁf(a),w ® Vla’f(a)’w) Q’Pv)

(a,w)e{0,1}nx¢

= EQ—m Z Z tr ((Naxw ®V1a’m’w) WPV)

ae{0,1}" (z,w)e{0,1}mx¢

> Y (- neg(n)
a€e{0,1}"

-1
=22m<22m—|—0\/ ) - (1 = negl(n))
(- negl(n))

(1+CVk2m—n)

> (1—-CvEk2m=")(1 —negl(n)) .

Where the first inequality above follows from the correctness of protocol I re-
The above expression scales as 1 — negl(n — m). |
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5.1 Simulating the Above Attack

For a WOTRO protocol to have its security reducible by black-box to a cryp-
tographic game assumption G, there must exist a reduction in the form of an
oracle machine R() that, given oracle access to an adversary A against WOTRO,
succeeds at game G. The most general attack against a WOTRO protocol in the
CRQS model (Def 6) is a POVM on the prover’s part of the CRQS that pro-
duces a classical message which makes the verifier accept the output ¢ = f(a)
with high probability. The attack takes no input other than the prover regis-
ter of the CRQS and produces a classical outcome. We therefore model (Def 7)
black-box access to an adversary A against WOTRO as measurement device to
which an oracle access machine can send quantum queries and receive classical
answers. In particular, the oracle machine cannot purify the action of A.

We show that no reduction R() can exist to base the security of a WOTRO
protocol on a game assumption G. This is because the adversarial strategy de-
scribed in Thm 5 is simulatable. This means that there is an efficient algorithm
Sim such that no oracle machine can tell whether it is given oracle access to the
inefficient adversarial prover A/ hitting function f(-) or to Sim that does not
know f(-). As mentioned in Section 3.1, this rules out any reduction from the
security of a WOTRO protocol to a cryptographic game assumption G since the
reduction R breaking game G with oracle access to A/ would also break game G
with oracle access to the efficient Sim, otherwise A/ and Sim could be efficiently
distinguished.

Definition 7 (Oracle Access Machine). A quantum oracle access machine
MO is a Turing machine that, on input 1, outputs the description of a quantum
circuit over a universal set of quantum gates along with a special quantum gate
Op_q- We say MP© makes q(n) oracle queries if we can represent the action of
circuit MO (1™) on initial state |0) as the CPTP map

M3 ([0)0]) := Mf 0 O 0+ 0 My 0 O, o M; (|0X0] )

where M}, : D(Hq,r) = D(Hp,,,r) are CPTP maps representing the action of
circuit MO (1™) between the calls to O.

Definition 8 (Simulatable Attack for WOTRO). Let n,m € N and let IT
be a WOTRO™™ protocol. A €(n)-simulatable attack against II consists of an

ensemble of (possibly inefficient) attacker CPTP map {AQZAXW}fE}-,nEN fora
family of functions F C {0,1}" — {0,1}™ and a family of efficient CPTP map
{SimB_, oxw tnen such that

— The success probability of A'™ is at least 1 — negl(n) on average over the

random choice of f € F.
— For every (possibly inefficient) oracle acess machine M) making q(n) =

poly (n) queries to its oracle, the CPTP map Mf{) describing the action of
the circuit M) (1™) satisfies

B M (00| )] = ME™ ([0X0] )l < () - e(n) 3)
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Theorem 6. Let n,m and Iy gy be as in the statement of Thm 5. The attack
{-Af}fE}‘ of Thm 5 is negl(n — m)-simulatable.

Proof (sketch). The proof is essentially a quantum version of the proof of impos-
sibility of Fiat-Shamir of [6] as it follows very similar steps, we therefore refer
to Appx. A.1 for the full proof. The simulator is constructed as follows: when
queried on a quantum register P, picks a random a that wasn’t seen before and
applies the honest prover POVM A°. The objective is to show that the action
of this simulator is close to that of the adversarial prover A/ for a random f
for any ¢ = poly(n) quantum queries. This is achieved using a hybrid argument
where ¢ hybrid simulators {Simi}ie[q] differ only in the ith query and such that
Sim® = Af and Sim? = Sim. The ith hybrid acts as Sim for the first 7 queries, and
acts as A7 for the remainder where f is picked to be consistent with the answers
to the first ¢ queries. Indistinguishability of the hybrids Sim* and Sim**! follows
from the fact that the function f picked to answer the remaining queries has
essentially the same distribution in both cases and that the simulator’s POVM
and the adversary’s POVM are close on average over this f. |

Thm 5 and Thm 6 give a simulatable attack against any WOTRO™™ protocol
where n—m is superlogarithmic in the security parameter n. This attack succeeds
in hitting a function f(-) with probability at least 1 — negl(n) which rules out

black-box reduction of §—security of a WOTRO protocol for any non-negligible
d.

Corollary 1. Let G = (I',c) be a cryptographic game assumption and let II™™
be a WOTRO™™ protocol with n—m € w(lgn). For any é > 1/poly(n) if there is
a black-box reduction showing that II™™ d—avoids all functions from the security
of the game G, then assumption G is false.

6 Black-Box Impossibility of Fiat-Shamir in the CRQS
Model

6.1 X '—protocols and the Fiat-Shamir Transform.

Let R C {0,1}* x {0,1}* denote an arbitrary efficiently computable binary
relation such that if (z,w) € R then |w| < p(|z|) for some polynomial p(-). We
call x a public instance and w a witness for x. The condition above ensures that
the witness of any public instance can be conveyed efficiently. From the binary
relation R, we define the language Lr = {z | (3w)[(z,w) € R]} € NP of public
instances with witnesses for them.

Definition 9 (X—protocol [18]). A X -protocol ¥ = (P,V) for a binary re-
lation R is a 3-message protocol with conversation alphabet {0,1}. On public
input * € Li and on private input w to P such that (z,w) € R, the protocol
structure is as follows:

— The prover sends a message a = Py(x,w) € {0,1}" called the commitment.
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— The verifier sends a challenge ¢ € {0,1}™.
— The prover sends a reply z = Py(a,z,w,c) € {0,1}*, and the verifier outputs
V(z,a,c,z) € {accept,reject}.

Moreover, the protocol satisfies the following requirements:

Random public coins: The challenge ¢ € {0,1}™ is chosen uniformly at ran-
dom in {0,1}™ without any extra processing (i.e. no need for private infor-
mation to generate c).

Perfect correctness: When x € Ly, V accepts P with probability 1.

Special soundness: When x € Ly, given two accepting conversations for the
same commitment (a,c,z) and (a,c,z') with ¢ # ¢, there exists a PPT
algorithm W such that (x,W(a,c,z,c,2')) € R.

We should mention here that Y—protocols are also often used as a synonym
of 3-message public-coins protocols (as in [32, 37|, for instance) irrespectively
of whether the proof system satisfies perfect correctness or special soundness.
However, since we are proving a negative result, there is no loss in generality in
adopting the more restrictive definition of [18].

By special soundness, if @ ¢ Ly then for any commitment a € {0,1}", there
is at most one challenge ¢ € {0,1}™ such that for some response z, (a,c,2) is
an accepting conversation. For some Y —protocol X}, for a language L and some
x ¢ L, we call the function that maps a to this one challenge ¢ the bad challenge
function.

In the ROM, the Fiat-Shamir transform ITFS[X] = (PFS,VFS) applied to a
Y-protocol X' = (P,V) with first message length n and challenge length m for
a proof of language membership is a non-interactive argument where, on public
input z € L and random oracle H : {0,1}" — {0,1}™,

1. PP runs a = P(z,w) computes ¢ = H(a) and z = Py(a,z,w,c), and sends
(a,c,z) to VFS.
2. VFS rejects if ¢ # H(a), otherwise outputs V(z, a, c, 2).

In the CRS model, the protocol is the same with the random oracle replaced with
a family of cryptographic hash functions H = {h,.},. where h,. : {0,1}" — {0,1}™
is sampled using a CRS.

In this section, we consider the natural extension of the Fiat-Shamir trans-
form in the CRQS model where the prover and verifier share an arbitrary en-
tangled state |@n,m), the prover performs some measurement specified by a on
its part of the CRQS, sends the result to the verifier who performs its own mea-
surement based on the prover’s message. Since a universal instantiation of the
Fiat-Shamir is required to transform any Y—protocol into a sound argument,
the CRQS |¢n,m), as well as the measurement operators of the prover and veri-
fier must be independent of the actual Y'—protocol and of the statement x. The
quantum Fiat-Shamir transform proceeds as follows:

1. PP computes a = P(z,w) and performs some measurement N'® on its part
of |pn,m) that yield classical outcomes (¢, v). It computes z = Pa(a, z, w, ¢),
and sends (a, ¢, v, z) to VFS.
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2. VFS performs a binary-outcome measurement V% on its part of |¢y, ,,) and
rejects if the outcome is 0, and otherwise outputs V(z, a, ¢, 2).

We consider without loss of generality that all communication remains classical,
since the CRQS could contain polynomially many EPR pairs allowing for the
teleportation of quantum states from the prover to the verifier.

An abstract Fiat-Shamir transform that captures all of the above would look
like the following. Since we are proving a negative result, we only ask that a uni-
versal instantiation of the Fiat-Shamir transform has constant soundness error
(instead of negl(n)).

Definition 10. The Fiat-Shamir transform is given by IIf™ = (Pgs, Vrs) where
Pes takes as input the commitment a € {0,1}" and outputs a challenge ¢ €
{0,1}™ and a auziliary verification information v. Vs takes input (a,c,v) and
outputs accept or reject. For a X—protocol ¥ = (Px,Vyx), the Fiat-Shamir
transform applied to X is the non-interactive protocol IILS™ [X] = (P,V) defined
as

1. P computes a = PL(z,w) and runs (c,v) < Pgs(a). It computes z =
P3.(a,z,w,c), and sends (a,c,v,z) to V.
2. V runs Ves(a, ¢, v) and rejects if Ves rejects, and otherwise outputs Vs (z,a,c, z).

The Fiat-Shamir transform IIZ™ is (n,m)-universal if for any X-protocol X,
IIZ"[X] s an argument with soundness error bounded above by some constant
greater than zero.

Note that an instantiation of the Fiat-Shamir transform is also one for
WOTRO (and vice-versa). More precisely, the WOTRO protocol implied by Fiat-
Shamir is the protocol where PwoTro invokes Pgs, sends (a, ¢, v) to VwoTro that
outputs (a, ¢) if Ves(a, ¢, v) accepts. The main distinction between the two is that
a secure protocol for WOTRO needs to avoid all functions, whereas a universal
instantiation of Fiat-Shamir only needs to avoid functions that are “bad chal-
lenges” functions for some X —protocol for language membership to L upon some
public parameter z ¢ L .

6.2 Black-Box Impossibility of Universal Fiat-Shamir in the CRQS
Model.

We begin by defining what is a black-box reduction from FS to a cryptographic
game assumption following along the lines of [6].

Definition 11 (Black-Box Reduction for Quantum Fiat-Shamir). Let
G = (I',c) be a cryptographic game assumption and let II{S™ be an instantiation
of the Fiat-Shamir transform in the CRQS model. A black-box reduction showing
the (n,m)-QFS-universality of IIF¢™ under the assumption G in the CRQS
model is an oracle-access machine B such that the following holds. Let

1. ¥ =(P,V) be a X—protocol for a language L with commitment length n and
challenge length m that has perfect completeness and special soundness, and
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2. A be a (possibly inefficient) attacker that breaks the computational soundness
of the non-interactive proof system IIf™ Y] with advantage 1 — negl(n).

The reduction B has black-box access to P, V and A, runs in time polynomial in
the running times of P, V and A, and B>V has advantage at least 1/poly(n)
in game G.

As mentioned previously, a FS protocol is essentially a WOTRO protocol,
albeit satisfying a weaker notion of security. In particular, a WOTRO protocol
avoiding only the “bad challenge” functions of X’—protocols would be enough for
FS. The impossibility to black-box reduce the security of WOTRO to a cryp-
tographic game, as expressed in Corollary 1, does not apply directly to Fiat-
Shamir.

To show black-box impossibility of FS in the CRQS model, we construct
a family of X—protocols {X/};.(0.13n{0,13m such that X7 has bad challenge
function f(-) for any f. The verifier V/ in X/ is not necessarily efficient, but
we again exploit the simulation paradigm, where the inefficient adversary is
replaced by an efficient indistinguishable simulator, to simulate this verifier in a
way that is consistent with the adversarial prover. By definition of the reduction
BG) | if an adversary A7 breaks the soundness of ITgs[/], B>V A" wins game
G. By replacing (V/, Af) with a pair of simulators (Simy,Sim4) such that no
poly (n)—query machine can distinguish between the two pairs, we obtain an
efficient algorithm BP:Smv:Sima breaking the security of G. We formalize this
joint simulation below and then prove the black-box impossibility result using
the strategy outlined above and pictured in Fig. 6.2.

Definition 12 (Joint Simulatability). A family of (possibly inefficient) algo-
rithms {(Af,VI)}; that have access to the same (possibly inefficient) resource
f:{0,1}"™ — {0,1}™ are jointly simulatable if there exist two QPT stateful
algorithms Simy and Simgy that share a common state and such that for any
poly (n)—query oracle access machine M),

I;r[M(Af’Vf) = 1] — Pr[MEmSim2) — 1)| < negl(n)

Fig. 2. Visualization of the proof of Thm 7. The black-box

reduction B wins the game G = (I, ¢) if (P,V7) forms

: : a Y-protocol X7 and Af breaks the soundness of ITrs[X].

[ prooee [ Since Sim = (Simy, Sim_4) jointly simulates V¥ and A, nei-
B ther B nor I can distinguish if Sim or (V¥ A7) is being used.
T Since Sim is efficient, this means BSMv:SmA) ig an efficient
r

machine that wins game G.
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Theorem 7. Let G = (I',¢) be a cryptographic game assumption, let n,m be
such that n — m € w(lgn) and let II7™ be a Fiat-Shamir instantiation in
the CRQS model. There does not exist a black-box reduction B+ showing the
(n, m)-universality of IIF™ from the security of game G, unless assumption G
18 false.

Proof (sketch). The full proof can be found in Appx. A.2. The main idea behind
the proof is to construct a family of X—protocols that has bad challenge func-
tion f for any function f : {0,1}" — {0,1}™, but where the challenger is not
necessarily efficient. The X-—protocol X/ defined below is an interactive proof
of language membership for the empty language where the verifier has oracle
access to the function f(-). On public input z,

1. P: does nothing.
2. V7: interact with a potentially malicious prover in the following way.
(a) On first message a € {0,1}", pick ¢ €g {0,1}™ uniformly at random
and send ¢ to the prover.
(b) On response z from the prover, accept iff ¢ = f(a).

Next, we use the impossibility of WOTRO (Theorem 5) to build an inefficient
adversary A/ against X/. It follows that the reduction B(»+) of Def 11 wins
game G when given oracle access to P, V/ and A/. The rest of the proof consists
of showing that V/ and A/ can be jointly simulated (Def 12) by an efficient
simulator that does not know f(-). The existence of the simulator is mostly a
consequence of Theorem 6. Finally, replacing oracle access to V/ and Af with the
corresponding interfaces of the simulator in B(") yields an efficient algorithm
against game G. An overview of the proof is presented in Fig. 6.2. |

7 A Quantum Assumption Allowing for WOTRO™™

In [4], Barak, Lindell, and Vadhan introduce a computational assumption allow-
ing for Y—universal Fiat-Shamir in the CRS model. It assumes the existence of
a family of entropy preserving hash functions. In [24], Dodis, Ristenpart, and
Vadhan showed that a family of entropy preserving hash functions is neces-
sary for a X-—universal implementation of Fiat-Shamir in the CRS model. Of
course, it follows from [4, 6] that this assumption cannot be black-box reduced
to any cryptographic game. In this section, we define a different computational
assumption allowing for WOTRO™™ in the CRQ$ model (and therefore allow-
ing for Y—universal Fiat-Shamir). Our assumption is a quantum assumption on
hash functions called a collision-shelter. We first show in Sect. 7.1 how to con-
struct WOTRO™" with unconditional security in the CRQ$ model. In Sect. 7.2,
we define the collision-shelter assumption and we show how to use it to convert
WOTRO™" into a computationally secure WOTRO™™ as long as m € £2(n). We
conclude in Sect. 7.3 by a short discussion about some relations and distinctions
between collision-shelters and collision resistant families of hash functions.
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7.1 Unconditionally Secure WOTRO™"™ in the CRQ$ Model

Let us get back to the implementation of WOTRO™" roughly described in the
introduction. The result stated in Thm 8 requires the set of MUB to be the one
introduced by Wootters and Fields in [46]. These bases are for the tensor prod-
uct of n Hilbert spaces, each of odd prime dimension p. Let I" = {0,...,p — 1}
denote the elements of the finite field ), for p > 3 prime. We refer to the
Wootters and Fields MUB for I'"™ as Oy = {0, }acr» where 0, = {|za)}zern
is an orthonormal basis for I'™ that, by virtue of mutual unbiasedness, sat-
isfies [(z4|2!,)| = p~% when a # a’. The formal definition of O} can be
seen in Appx. C. The CRQ$ we use to implement WOTRO™" is composed of
3n p-dimensional EPR pairs, each denoted by |[EPR) 5y, = ﬁ > jer i) py-

The CRQS$ is then set to |[EPR}Y") by, = |EPR,)®*". Henceforth, we denote by
WOTROZ"™ the primitive WOTRO™" where both the input and the output are
in I'™.

Before giving our protocol IIyro = (P’, V') for WOTRO", we first consider
a simpler (but insecure) version of it where the CRQ$ is |EPRY:) 5|, rather than
|EPR%"> py- Upon input a € I'™, the simpler scheme asks the prover to measure
register P of the CRQ$ in basis §, € Ol ¢ to obtain outcome ¢ € I'"™. The prover
then announces (a, ¢) to the verifier who verifies that when measuring register V'
of the CRQ$ the outcome c is obtained. If the test is perform with success then
the output of the primitive is set to ¢. This simple protocol cannot be proven
secure as it stands. Instead, IIjyro asks P’ to measure 3 batches of EPR pairs
|[EPRT) py, in the same basis 6, to get outcomes x1, 2,23 € I'"™. The challenge
produced by the primitive is then ¢ = x3(z; + 22) ™! (where the operations are
done in Fyn). This choice for determining ¢ follows from our proof technique.
P’ announces (a, z1, 22, x3) that is checked by V' after measuring register V' for
each of the three instances of [EPRY.) 5, in basis 6,. If the test is successful then
the output of the primitive is set to c.

Protocol I1jjp, for WOTRO"
Setup: A CRQS$ [EPR}") .

Prover: On input a € '™,
1. Measures its part of [EPRY") in basis 023, let @ = (1, z, z3) € I'"
be the result.
2. If 1 + 2 = 0, set ¢ = 0. Otherwise, output ¢ := x3(x1 + x2)~
sends (a,x) to verifier.

L and

Verifier: Upon reception of (a, x),
1. Measure its part of [EPRY") in basis 023, let 2’ = (), b, 2%) € "
be the result.
2. Output reject if x # 2’ and output (a,c’) where ¢’ = xj(x} +25)~*
otherwise.
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Next theorem establishes that ITjyrg is ifsecure against all adversaries. The
proof is given in Appx. C and may be of independent interest. It consists in
showing that the best measurement to distinguish the state transmitted by a
quantum source that selects a basis a € I'™ at random and sends |z(a),) for
any set {(a,z(a))}acr» cannot be recognized with probability better than 2.
Wootters and Fields” MUBs are useful here as this probability is given by a Weil

sum that can be bounded by Deligne’s resolution of Weil third conjecture'? [21].

Theorem 8. Let I' ={0,...,p— 1} be the set of elements in finite field F,, for
p > 3 a prime number. Protocol IT\yn.,, presented above, is a statistically correct

and statistically (3 — negl(n))-secure implementation of WOTRO}:".

7.2 Collision-Shelters

We are now ready to define a quantum computational assumption that allows
for a secure implementation of WOTRO™™ for m < n. A collision-shelter for
security parameter n, is is a family G™™ = {G¢ : I'™ x I'™ — '™} 210 13e0m)
of hash functions that exhibits a strong quantum flavour of collision resistance.
Intuitively, G™™ is a collision-shelter if, for any function c: I'™ — '™, no QPT
adversary can produce a state close to

|1hs) = Zaa|a>A ® Z Belz)x @ |e(a,2)y (4)

z:G7 (a,x)=c(a)

for s €5 {0,1}*() and in average over outcome a when register A is measured in
the computational basis, >, cn (4.2)=c(a) B2 %) x ® l@(a, )y, contains collisions
in superposition. Notice that no such state can be produced efficiently when the
number of possible a is in O(lgn) and G is collision resistant, as the generation
of 2 such states would provide a collision for G’ with good probability.

Definition 13. Let c: I'™ — I'™ be arbitrary and let GT € {0,1}™ x {0,1}" —
{0,1}™. Let

W) =D ada),® D Bile)y @le(a,)y

z:G7 (a,z)=c(a)

and let [*) =, aqla) , ® B (o) X" () x @ p(a,x"(a)))y, be the corresponding
sub-normalized state obtained from ). If |(|*)|? < 1 — & then |¢) is said to
be d—colliding to c(-) under G7.

be a state. Let x*(a) be such that |By. )| = max, {|Bz[} for every a € {0,1}"

A collision-shelter is a family of hash functions that prevents any QPT adversary
from generating a state close to be d—colliding to some target function c(-) under
G? when s €r {0,1}". By close here, we simply mean a state p4xw such that

W|ply) = m for some state |1) that is d—colliding to c(-) under G?.

12 Weil’s third conjecture is analogue to the Riemann hypothesis over finite fields and
is called as such.
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Definition 14. The hash function G™™ is a collision-shelter if, for all § > 0,
all functions ¢ : I'™ — I'™, and all QPT adversaries A = {A,} where A, has
mput s €pR {0,1}4(") and produces a state paxw, there exists no d—colliding
state |¥) to c(-) under G € G™™ such that (Y|p|y) > ﬁ(n). The collision-
shelter assumption simply posits the existence of a collision-shelter G™™ for
m < (1—a)n with0 < a<1.

We now consider the obvious implementation of WOTRO:™ using H\CLV’,ZO
using a function-shelter G™™ that simply sets the challenge ¢ € I'™ as ¢ =
G (a,c) where ¢ € I'™ is the challenge produced in ITjjpo and s is a CRS$. Let
us denote this implementation of WOTRO-™ by \7\,,;’6 [G™™] = (P",V"). The
following theorem is an easy consequence of Def 14 and Thm 8.

Theorem 9. Assuming that G™™ = {G7} is a collision-shelter, IIpo[G™™]
is a negl(n)—correct and computationally (7 — 0(1))7secure implementation of
WOTROR:™.

Proof (sketch). Let us view the adversary A, against IIjrs[G™™] as a QPT
algorithm (an isometry) applied to the P-register of the CRQ$ followed by
measurements in the computational basis of registers A and X. Let |1)4) be the
state generated before the final measurements:

V) axxv = V1= IeP¥s) axxry TE€lE) axxv >

where

[hs) axxv = Zaa| ® Z Bele)x ® Z Y2l x @ [(@)a)y

c:G%(a,c)=c(a) z:xs(z1+ze)~l=c

and |Z) 4y xv always results in either a rejection by V" or an acceptance upon
challenge G"(a, c) # c(a). Above, |(x),) denotes |(21)s) ®|(22)a) @|(73)a) € 623.
Since G™™ is a collision-shelter, Def 14 ensures that

[s) axxv = ‘¢*>AXX,V ™ axxv
with |(2/#)]2 € o(1) and (&¢*) = 0. A state |¢) of that form can easily be
shown to provide a probability of success no better than an additional o(1) to
the probability of success when using [1.4) 4 ¢ xy 0 [y to hit function x*(-).
Thm 8 then guarantees a probability of success smaller than %—l—negl (n). Putting
things together, the result follows easily. |

7.3 1Is the Collision-Shelter Assumption Realistic?

While h : I x '™ — '™ is entropy-preserving if no efficient adversary can,
given the first argument s €z '™ picked uniformly at random, find z € I'™
such that h(s,z) has almost no entropy (when s has been forgotten), collision-
shelters prevent efficient quantum adversaries from preparing a state with en-
tropy in the second argument when the output of the hash function applied to
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both arguments is fixed to a function of its first argument. Why would it be
possible for collision-shelters to exist?

Suppose that for all a € I'"™, the hash function G?(a,-) is collision-resistant
against quantum adversaries. Let c(a) € I'™ be arbitrary. It follows that for
any a € I'™, no efficient quantum adversary can produce a state of the form
V) = X (o) ety B2y ® [l ) where (i) < 1 — & since two
states of that form would allow to find a collision with non-negligible probability.
This, of course, does not imply that {G%(-,-)}s is a collision-shelter as G?(a, ) =
G2(d',-) =: hg(:) for all a,a’ € I'™ is such that G7(a,-) is collision-resistant
when hg(+) is collision-resistant but the following easy-to-generate state is o(1)—
colliding to c(a) = a; ...an when m < n:

p? Z @) x © lhs(@)) »p ™™ EY Y Ja)x ®la)y

a z:hg(x)=ai...am

=p Y ey op Y ey

z:G7 (a,x)=c(a)

Such an attack seems difficult to conduct when {G?%(a,-)}, is a set of collision
resistant hash functions that appear independent of each other as far as collisions
are concerned. What it means exactly for hash functions in {G?(a, )}, to appear
independent is unclear. However, if G7(a,-) is modelled by a random oracle for
each a € I'™ then it can easily be shown to be a collision-shelter.

Notice that while any secure universal Fiat-Shamir transform in the CRS
model requires the existence of an entropy-preserving family of hash functions[24],
this does not seem to be the case for collisions-shelters with respect to WOTRO
in the CRQS model.

8 Black-Box Impossibility of a Flavour of Quantum
Lightning

In this section, we show that a secure WOTRO can be constructed from a quan-
tum lightning scheme that satisfies a slightly stronger security notion.

Quantum lightning was introduced by Zhandry in [47] as a primitive allow-
ing for publicly verifiable quantum money schemes, provable randomness and
blockchain-less cryptocurrencies.

Definition 15. A quantum lightning scheme is a tuple of algorithms (QLSetup, QLGen, QLVer)
where

— QLSetup(1™) samples a quantum storm . A quantum storm is a classical
description of a procedure for producing and verifying lightning states.

— QLGen(%7) generates a new quantum bolt [#) in a quantum register L.

— QLVer(57, |#)) returns the serial number s or L if the state is invalid, and
a leftover quantum register Q.
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A quantum lightning scheme is correct if 1- the serial number is deterministic
given a quantum bolt issued by QLGen, i.e. E [Hs (S|Q),] < negl(n), and 2- bolt
verification does not noticeably affect the state: E [(l'|pQ\l'>] >1—negl(n)

A quantum lightning scheme has uniqueness if no QPT quantum algorithm A
can produce two lightning states with the same serial number, for any pfo L, &
A(m7) and PS:Q; Ver(%,p}i), Pr[So = 51 # 1] < negl(n). Uniqueness im-
plies that bolt serial numbers are unpredictable. Let 777 < QLSetup(1™), [#) +
A(77) and PSQ Ver (57, |[#)), then for any polynomial p(-), w

Pr[Ho(S | S # 1) <logp(n)] < negl(n) .

8.1 Typed Quantum Lightning.

Quantum lightning provides some fresh randomness that even an adversarial
procedure cannot bias towards a certain value. We present a strenghtened version
of this property that requires that this randomness remains in the presence of
an input to the lightning generation procedure. This notion is sufficiently strong
to provide a secure WOTRO protocol.

Definition 16. A typed quantum lightning scheme is a tuple of QPT algorithms
(tQLSetup, tQLGen, tQLVer) where

— tQLSetup(1™) produces a storm 7.

- tQLGen(%ﬁa) takes an additional parameter a € {0,1}", and produces a
lightning state |I'a>

— tQLVer(i7, |I'>) returns the type a, a serial number s or L if the state is not
valid, and a leftover quantum register.

Correctness is defined similarly to reqular QL: serial numbers are deterministic
for honestly generated bolts and verification does not noticeably affect the bolt.
The security properties of a tQL scheme are as follows: For any QPT adversary
A producing ¥ ) «— A(m7), if we let posa = tQLVer (7, W), then

PrHeo(S [ AN (S # 1)) <logp(n)] < negl(n) .

Based on Def 16, typed quantum lightning provides randomness in the serial
number conditionned on the type. A natural WOTRO protocol in the CRS+CRQ$
model based on this new primitive is presented below.

Protocol H\t,\%‘o for WOTRO™™
Setup: A CRS containing 7 tQLSetup(1™) for a tQL scheme with n—
bit types and m-bit serial numbers. A CRQ$ containing |[EPR)®? where
q is the qubit size of a tQL state.
1. On input a € {0,1}", P calls |I'a> +— tQLGen(7,a), sets pQsA =
tQLVer(%?7 |A?'a))7 teleports register @ to V using the EPR pairs and
sends (4, S) to V.
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2. Upon reception of (a, s, pg), V calls ogrgrar < tQLVer(%’,pQ) and
tests that A’ = a and S’ = s. V aborts if the tests failed, otherwise
V sets ¢ = s and outputs (a, ¢).

Theorem 10. The above protocol is a secure instantiation of WOTRO™™.

The proof is a direct consequence of the security of the tQL primitive.

Corollary 2. There is no black-box reduction from the security of a tQL scheme
with type length n and serial length m satisfying n —m € w(lgn) to the security
of a cryptographic game assumption, unless the assumption is false.

9 Conclusion and Open Problems

We have shown that in the CRQS model, the security of any implementation
of WOTRO™™ cannot be established by a black-box reduction to any crypto-
graphic game as soon as n — m € w(lgn). We proved that this implies the im-
possibility to conclude, in the same model, the soundness of any X, ,,,—universal
implementation of the Fiat-Shamir transform when n — m € w(lgn). We de-
fined the collision-shelter assumption that allows for X, ,,—universal implemen-
tation of the Fiat-Shamir transform in the CRQ$ model. The collision-shelter
assumption is a quantum assumption of the same flavour than the assump-
tion that entropy-preserving hash functions exist in the CRS model. However,
while entropy-preserving hash functions have been shown to be required for a
2, m—universal implementation of the Fiat-Shamir transform in the CRS model,
we do not expect this to be true for the collision-shelter assumption in the CRQS
model. It would be interesting to define a quantum assumption that allows for
WOTRO and that has to be true given any secure implementation of WOTRO.
Finally, we show that a variant of quantum lightning cannot have its security
black-box reduced to cryptographic games. This maybe an indication of why we
are still looking to find a satisfactory assumption under which vanilla quantum
lightning is possible[40].

Protocol IT\jgs [G™™] implementing WOTRO7.™ from a collision-shelter G™™
does not seem to require more than a single hash function G™ (-, -) for its security
to hold, even though a single function cannot be a collision-shelter. We could
define a single function as a collision-shelter if for any target function c(-), no effi-
cient adversary can produce two copies of the same d—colliding state to c(-) under
G™. We don’t know whether such definition for a single function collision-shelter
makes [Tz [{G"}] a secure implementation of WOTRO:™.

It would be of interest to define some flavours of the collision-shelter as-
sumption using extensions of the cryptographic games defined in Def 1. In [32]
and [12], secure universal Fiat-Shamir transforms are constructed from essen-
tially standard primitives with security captured by cryptographic games with
(sub)exponential security rather than polynomial. As a result, some known con-
structions of these primitives can be assumed to satisfy the security criteria ex-
pressed by those extended games. A similar approach to implement WOTRO™™
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in the CRQS model under simpler quantum assumptions would be a valuable
contribution.
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A Additional Proofs

A.1 Proof of Theorem 6

Fix n € N, for improved readability we will omit specifying n below unless when
necessary. Let AT = {PJ  }aowU {Pf} be the POVM operators for the attack
AT against IT\iJ ro With success probability 1—negl(n — m) from Thm 5. Recall
the definition of these POVM operators:

N§(a),w

2n 2n
5w+ Cy\/kam

a,f(a),w "
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and P/, , = 0for z # f(a) where C' > 0 is some constant and k = lg dim P is the
qubit size of the prover register of the CRQS and where N = {2 o we{o,1ymxe
are the measurement operators for the honest prover in protocol II\yjtre oD in-
put a € {0,1}". Instead of giving M) oracle access to A/ for a random f, we
will give it oracle access to a stateful adversary A that picks the function that
it will hit at random before the first query. The action of this adversary on an
aritrary state of register P, conditionned on the overwhelmingly probable event

that the attack succeeds, is captured by the following CPTP map:

— On first query, pick a random function f : {0,1}™ — {0,1}™.
— When queried on a quantum register P, apply the POVM A/ to register P
and return the outcome (a, z, w).

We construct a simulator Sim for this attack and show that eq. (3) is satisfied
by this simulator. The simulator’s action on a state op is described as follows:

— On first query, initialize an empty set S =0

— When queried on a quantum register P, pick a €g {0,1}™\ S and apply the
POVM N of the honest prover to get classical outcome (z,w). Add a to S
and return (a, z,w).

To show black-box indistinguishability of this simulator with the attacker A,
we consider hybrid simulations Sim™ that apply the strategy of Sim for the first
1 queries and answer the remaining ¢ — i queries using the strategy of A in a way
that is consistent with the first i queries. These hybrid simulators Sim™ (ap) act
on a register P prepared by the distinguisher M as follows:

— On first query, initialize an initially empty set S and a partial mapping
fls :{0,1}™ = {0,1}™.

— Answer the first ¢ queries as Sim: pick a €g {0,1}" \ S and apply POVM
N to register P. Let (z,w) be the result, add a to S, set f|s(a) = z and
output (a,z,w).

— Answer the rest of the queries as A: pick a function f uniformly from the set
of functions that extend f|g, apply the POVM A/ to register P and return
the result (a,z,w).

By construction, we have that Sim@ acts exactly as Sim and Sim© exactly
as A. By the triangle inequality, these hybrid simulations allow us to bound
eq. (3) for the adversary and simulator described above.

[ 0x01) = M (10Xl (5)
55 |mEm Y (oyol) — M5 (oo (6)
=0

Since A, Sim and every hybrid Sim® return classical variables, the above
quantity can be bounded by looking only at the statistical distance A(-,-) be-

tween the values returned on each query. For 4,5 € [q¢], let (A;i),X J@,Wj@)
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denote the random variables returned by the jth query to Sim‘. Note that the
answer to the jth query depends on the answers to queries 1, ..., 7 in a way that
also depends on the distinguisher M. Then the ith term of the above sum can
be bounded above by

i+1)

|5 (ool = M (oo

< A (1P, X2, W) e, (AT, X T W) )

(i4+1)

Since Sim® and Sim act identically on queries j = 1,...,4, we have that

4 i 7 i+1 i+1 i+1 . .
A((A,g')vX](‘)ij())v(A;Jr)»Xg(‘+)aW7'(+))):OfOYJ:1,~--,Z-

Therefore we can fix the values of the first ¢ queries and bound the statistical
distance of the remaining ¢ — i query answers conditionned on those i values.

Let S C {0,1}™ and f|s be the set and partial mapping determined by the
answers to the first ¢ queries of Sim®. Then on the i + 1th query, the behaviour
of Sim™® and SimU*Y) differs:

— Sim™® picks f uniformly at random from the set of functions that extend f|s
and answers query i + 1 and all remaining queries by applying POVM A/
on register P.

— SimY picks a € {0,1}"\ S, applies POVM N to get (z,w) and answers
the i+ 1th query with (a,z,w). All remaining queries are answered using Af
for f picked uniformly from the set of functions that extend f|g restricted

to f(a) = x.

Since Sim® and Sim answer queries ¢ + 2,...,q in the same way, but with
different distributions for the function f, how these answers differ depends only
on the choice of f and on the answer to query i+1. Let F(*) and F(+1) denote the
random variables for the choice of f on the hybrids (¢) and (i + 1), respectively.

(i+1)

A({AP, XD W i, AT, XD w0

< (9, AL, X0, WD) (PO A (e i)

We now turn to calculating the distance between (F' (i),AEle,Xi(Ql, Wi(_i)l)
and (F(i+1),A§iJr11)7Xi(r{1), Z-(flrl)). Let op be the state of the register P on
query i + 1. Then

2" —1q a
; i i i 1 Ny w
PP A0, X W) = (Lo g@w) = (57 )| L2

2m an 2
2+ C\kE

and the probability is zero for any x # f(a) and any f that doesn’t extend f|s.
There is also the possibility of an outcome L capturing the event that the attack
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A fails (corresponding to the POVM element PI) Since the probability of this
outcome is negligible (Thm 5), we will condition on the outcome being different
than L on every query. For Sim(H'l), these variables are distributed as

2" i1
i D ) a1 1 Niw
Pr{(FOHD, ALY, XD W) = (f,0,2,w)) = (2m> " (2" —1 .J>

where a ¢ S, f extends f|s and f(a) = x. The probability is zero elsewhere.
Note that in both cases, x = f(a), but the distribution of f differs on how its
value x at point a is chosen.

Let ext(S) be the set of functions that extends f|g. The statistical distance
between both distributions is

Z Z ‘Pr[(F(Z)vAEQlaXz(i)l?Wz(j-)l) = (f,a,.’)L'LU)]
ac{0,1}" feext(S)

wE{O,l}Z
z€{0,1}™
p it1 it1 it+1
—Pr[(F( +1),A1('+1 )aXi(+1 )7Wi(+1 )) = (f,a,x,w)}‘
N2 N 1\2"r N
-y <2m> o | Niww _<2m) -tr<2£<>x -0)
a€{0,1}"\S g+ O\ ki o
we{0,1}¢
ze{0,1}™
fEext(S)Af(a)=x
1\>" N (@),
+ Z (Qm) tr ﬁ . (7)
a€{0,1}"\ 8 s+ O\ k3w

we{0,1}*
ze{0,1}™
feext(S)Af(a)=x

Above, we use the fact that for both distributions, it holds that f(a) = x for any
(f,a,x,w) with non-zero probability, and that only the variables corresponding
to the hybrid (i) have non-zero probability when a € S. By replacing f(a) with
x, the terms are now independent of f, so we evaluate the sum over functions
f that extend a partial function defined on the ¢ + 1 points S U {a}. There are
(27)2"~=1 such functions.

" ) 1 2" 4 Na 1 2" —5—1 Na
7) = (m)2"—iml — T I T I cr [ Ew
(7) =(2™) > <2m> L — ¢ om "Non ;¢

ae{0,1}"\s o + O\ k3w
we{0,1}*
z€{0,1}™

2" —q
. 1 Nz w
+ (2m)2 —i—1 Z <2rn> tr et R o (8)
a€cs . 22% +C k22:1
we{0,1}
ze{0,1}™
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Distributing the factors and using the fact that > tr(Ng, -o) =1 for any a
since { Ny, }zw forms a POVM, we obtain

1 N2 N&
(8) = E <2m> tr | —2— o | —tr (2n$’w, 'O’>
ac{0,1}™\S 2 O\ kL -1

2’NL 2’!”.
we{0,1}*
JCE{071}"L
1 Ng w
s (Qm)'tf N
a€sS 22:1 +C k_22::7
we{0,1}¢
ze{0,1)™
1 1 1
= Y o) oo X 00)
ac{0,1}"\ S s +C\/ k3w z,w

+> (;) S St (N, o)

a€s 22% +C kg% z,w
2n 1 2n 7 1
(27”).2 o 20— +(2””).2 2 ©
27” + C k 2771 2"1 + C k 27n

By simplifying the above expression and using the bounds 1/(1 — z) < 1+ 2x
when 0 <z < 0.5and 1 —1/(1 + ) < x when > 0, we obtain the following
upper-bound on the statistical distance.

1 1 1
_ — |+
1+ Cy k2 1— 5% 2n 4+ CVk2ntm
1 1
I=3  140/kZ
< CVE2m—m 4 327"

We complete the hybrid argument by bounding above every i by ¢ and taking
the sum over the g hybrids:

(9) =

< +27"

[ m40)01g) = ME™(0y0l)|, < g+ (CVEZ + 3g27)

which is negligible in n — m. |

A.2 Proof of Theorem 7

Assume there exists a black-box reduction B(+*) showing the (n, m)-universality
of IT¢™ from the security of game G. We will show that game G is insecure.
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We begin by constructing a family of X—protocols that has bad challenge
function f for any function f : {0,1}" — {0,1}™. The Xprotocol X/ defined
below is an interactive proof of language membership for the empty language.
On public input z,

1. P: does nothing.
2. V7: interact with a potentially malicious prover in the following way.

(a) On first message a € {0,1}", pick ¢ €g {0,1}™ uniformly at random

and send c¢ to the prover.

(b) On response z from the prover, accept iff ¢ = f(a).
This is indeed a X—protocol as it satisfies perfectly correctness and special sound-

ness.

Next, we build a dishonest prover that breaks the soundness of the QFS
transform Hﬁgm[ﬂf ] of this X—protocol. Since ITgs naturally implies a WOTRO
protocol, by Thm 6 there exists a negl(n — m)-simulatable attack {A\’;VOTRO}f
such that Al orre produces (a, f(a),v) that Ves accepts with probability 1 —
negl(n —m). Let SimwoTro be the simulator for {A\’;\/OTRO}J:. For a function
f:{0,1}" — {0,1}™, define the adversarial prover P/ that attacks protocol
IIE™ (X7 as follows:

1. Invoke A\’;VOTRO on register P of the CRQS to obtain (a,c,v).

2. Send a,c,v and z = L to the verifier.

3. Recall that the verifier for U,?S’m[Ef] runs Vs of ITgs with message (a, ¢, v)
on register V of the CRQS and then runs V/ of X/ on input (a,c,v, 2).

The probability that the verifier accepts in protocol H,?ém[Ef ] is equal to the
probability that Vs accepts and that ¢ = f(a), which by construction of A\]:VOTRO
happens with probability at least 1 — negl(n —m).

Plugging P, V/ and P7 into the reduction B() gives an algorithm PV’ P
that breaks the security of game G, and yet that is not efficient. Using the sim-
ulator SimwoTro for the adversary A\];\,OTRO allows us to replace the inefficient
malicious prover P/ against the QFS transform with an indistinguishable effi-
cient simulator, but V/ is still not efficiently computable.

We now show how Pf and V/ can be jointly simulated (Def 12) using the
stateless simulator SimwoTtro for {A\’;VOTRO} ¢. The two stateful algorithms Simp
and Simy are defined as follows

1. Common State: a partial function f4 : {0,1}" — {0,1}™ defined on an
initially empty set A = 0.

2. Simp: when invoked on a quantum register P, call the simulator SimwoTtro
for the family of adversaries {A\];VOTRO}f' Let (a,c,v) < SimwoTro, set A +
AU {a} and fa(a) = ¢, and return (a,c,v, L). If SimwoTro produces an a
that is already in A, the simulation fails.

3. Simy: when invoked on classical message (a,c,v,z) and quantum register
V, run Vgs on register V' of the CRQS with input (a,c,v). If a ¢ A, pick
x €g {0,1}™ uniformly at random, set A + AU{a} and f4(a) = z. Output
reject if Vs rejects or if ¢ # fa(a), otherwise output accept.
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Claim. The pair of stateful (with common state) algorithms (Simp, Simy) jointly
simulates {(P7,V/)};.

Proof. Let M) be an oracle-access machine and let ¢ = poly(n) be an upper-
bound on the number of queries made by M to either of its oracles. We first
bound the probability that the simulation fails and then condition on the simu-
lation succeeding. Let a denote the random variable of the value a produced by
SimwoTro. Since « is uniformly distributed (by the definition of SimwoTro in the
proof of Thm 6), on any given query, the probability that SimwoTro produces a
that is already in the set A is upper-bounded by

Pria € A] = ZPr[a:a} <g-27".
a€A

A union bound over the g queries allows us to upper-bound the probability that
any of the queries returns an a that was already in A by ¢?-2~" which is negl(n).

Conditionned on the event that SimwoTro never produces a € A, we show
that black-box query access to (Simp, Simy) is indistinguishable on average over
f from black-box query access to (Pf,Vf). First, observe that Simp behaves
exactly as P/, except that it invokes SimwoTtro instead of A\J;VOTRo- Therefore
the BB-indistinguishability of Simp and PI follows from that of SimwoTro and
A\}/CVOTRO' Second, we note that Simy picks each new point of the partial function
fa uniformly at random, so that f, is idendically distributed to a random func-
tion f restricted to A. As a result, Simy perfectly simulates V/. Finally, since
we condition on the event @ ¢ A at every call of SimwoTro, the answers of Simp
and Simy are always consistent with the same function f (i.e. the simulation
doesn’t fail).

Therefore, the probability that M () distinguishes (P7, V/) from (Simp, Simy)
is at most the probability that SimwoTro and ‘A\J;VOTRO can be distinguished plus
the probability that the simulation fails, which sum to at most negl(n —m). B

We are now ready to conclude the proof. Given the reduction B(»+) we
construct an efficient algorithm for winning game G as follows. The machine
B(P.Simy.Simp) aither:

1. wins game G, or
2. if it does not, allows to distinguish (Simy, Simp) from {(V/, P/)} ;.

Since we have established the black-box indistinguishability of (Simy, Simp) and
{(V/,Pf)}, we conclude that a BB-reduction BG) from the QFS-universality
of I rro to game G would allow to win the game.

B Justification for the tQL assumption.

Why is typed quantum lightning a realistic assumption? It turns out that the
tQL primitive can be built from “vanilla” QL for types of length O(lgn). We
present a construction of a tQL scheme for g p(n) bits types for any polynomial
p(+) from an arbitrary (regular) QL scheme.
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Prerequisite: A QL scheme (QLSetup, QLGen, QLVer). A family of n -
p(n)-wise independent hash functions H C {0,1}™ — {0, 1}18P("),
— tQLSetup(1™): Let i < QLSetup(1™) and h <s?H, output & =
(7, h)
- tQLGen(%/,a) . Parse 77 as (7, k). Do |#) « QLGen(7) until
s = QLVer(57, |#)) satisfies h(s) = a and output |#).

- tQLVer(%?/, |#)): Parse 5 as (77, h). Compute psQ QLVer (7, |#))
and set A = h(S). Output pasg.

Theorem 11. (tQLSetup,tQLGen, tQLVer) is a tQL scheme of 1gp(n) bits types.

Proof. Correctness follows from that of the underlying QL scheme: a state pro-
duced by tQLGen will be recognized as a valid state by tQLVer if QLGen produces
valid states.

The expected running time of tQLGen is exponential in lgp(n) and thus
polynomial in n. Since h is sampled from a family of n-p(n)-pairwise independent
hash functions, the probability that tQLGen does not produce an output after
n - p(n) steps is at most

n-p(n)
PA(s1) £ A ABsn) £l = (1= —15) T <o

For security (Def 16), let A be an attacker against the min-entropy of the
tQL scheme, i.e. A produces with inverse polynomial probability a state |I' )

such that psgg + tQLVer(p) has logarithmic min-entropy in S conditioned on
A:

Pr[Hao(S|AN(S £ 1) <lgn’] > % (10)

for some r,k > 0. We construct an adversary B against the uniqueness of the
original lightning scheme from this A. The strategy of B is as follows: call A(1™)
twice to obtain [#1) and [#4), if QLVer(|#’1)) = QLVer(|#5)) halt and output
¥ 1) and [# ), otherwise repeat. We now show that this strategy will produce
a collision for the underlying QL scheme with an expected polynomial number
of calls to A.

Let @ be such that Hoo(S | (A=a)A (S # 1)) <lgn” and such that Pr[4 =
al > ﬁ for some polynomial ¢(-) when pagq is obtained from tQLVer(A(m7)).
Note that since a is lgp(n) in length, such an a must exist for (10) to hold
(otherwise all a that have low conditional min-entropy have negligible probability
of being produced by A). Then for each pair of invocations of A, the following
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holds with probability at least n—lk

Pr[QLVer(|# 1)) = QLVer(|# ,))]
1

= q(n)?

> L o Hy(Quver(p)a=a)

q(n)?
> 1 g He(@uer(p)la=a)
~q(n)?

11

q(n)?

The probability that B halts and succeeds is therefore at least (g(n)*n™*)~!. B

Pr[QLVer([# 1)) = QLVer([# 1)) | A, = a A Ay =a

> — .
fl nr

C Proof of Theorem 8

We use a set of mutually unbiased bases (MUBSs) introduced by Wootters and
Fields in [46]. These bases of dimension p™ are for n instances of p—level quantum
mechanical systems with p > 3 prime. The construction is as follows:

Definition 17 (Mutually Unbiased Bases of [46]). Let p > 3 be prime.
Define the set of mutually unbiased bases O[Fpn] = {04 }acF,. for a Hilbert space
of dimension p" where 0, = {|u),}uer,. is composed of vectors |u), expressed
in the computational basis as

W, =p% Y exp (2;” tr (amQ—i—u:c)) EY (11)

z€F,n

where tr : Fpn — F), denotes the field trace tr(z) == + 2P + a?’ 4

Notice that Klappenecker and Rétteler in [33] have shown a very similar con-
struction for the case p = 2 (mutually unbiased bases of qubits). Unfortunately,
our results do not apply to this construction as Weil sums need a field of odd
characteristics.

Theorem 12. Let n > 1 and let I' = F,, for prime p > 3. The protocol II™"
presented in Section 7 with the family of MUBs of Def 17 is a negl(n)—correct
and statistically (§ — negl(n))-secure implementation of WOTRO™".

Proof. For correctness, observe that if both parties are honest, their measure-
ment triplets X and X’ will be uniformly distributed and perfectly correlated
unless X7 + Xo = 0. Since X; + X5 is a random element of I'™ due to it being
the result of the measurement of EPR pairs, it holds that this event occurs with
probability at most |I'|~", which is negligible in n.

Now onto security. Let ¢ : I™ — I'™ be an arbitrary target function. In
order to cheat, i.e. to bias the output challenge towards c(a), a dishonest prover
must produce a basis selected by a (the commitment) and measurement outcome
T1,Ts,x3 such that
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1. 23(z1 + 22) 7 = c(a) and
2. V obtains the same outcomes 1, T3, £3 when he measures his part of [EPR?")
in basis 093,

We say that z is a bad outcome if x3(x1 +22) "t = c(a). Let B(a) C I'®" denote
the set of bad outcomes for commitment a. Note that |[B(a)| = p** for any
ael™.

The most general strategy for the prover is to apply a POVM { M, 4 }aern zersn
to its part of the EPR pairs to determine its message to V. The probability that
P can bias the output towards c(a) when V accepts is then the probability that
it can produce a commitment (i.e. a basis) such that a bad outcome will be
observed by V in that basis.

P, = Pr[X € B(4)] (12)

= Y t((a)el, ® M) - |EPRIYEPR)) (13)
ael'™ zeB(a)

_ 2% S e (Myla)al,) - (14)

acl'™ xeB(a)

To simplify our computations, we have slightly abused notation by writing
lz), = |z1), ® |r2), ® |23), When z € I and z1,x2,25 € I'™. Using this
notation, for z,y € " we have |(z|,|y),|?> = p~>" whenever a # b.

The optimal cheating strategy for P can be framed as the solution to the
following semidefinite program (SDP):

Z Z tr (Mg, z|x)x|,)

3n
{Ma I} p acl'™ IEB(G (15)
st Y M.<1.
a€l' xeB(a)

The dual of this SDP is:

1
min - —-tr(Z)
Z>0 p™ (16)

st. VYaelI™ xeB(a) |x)Nz|, <7 .

By the duality of semidefinite programming, a feasible solution to the dual will
yield an upper-bound on the optimal solution of the primal. We now show how
to construct a feasible solution that has constant value for p=3" tr(2).

Let =3 crn sen(a) 12Xl, and define fo(z) = 715
an operator monotone function (meaning that A < B = f,(A4) < fo(B) for A, B
positive semidefinite), we have that ?\x><m|a < fo(S) for any 0 < a < 1. The
operator Z = (a+1) f,(S) is thus a feasible solution to the dual with associated
value O‘Qj} tr(fa(9)).

We now proceed to upper-bound this probability. Since f, is difficult to deal
with directly, we will bound it using Taylor’s theorem, yielding powers of Z that

42



will then be easier to compute. To get a good bound, we will use a third degree
Taylor bound for f, centered around \ € R:

A « «

a+A+(a+A)2(x7)‘)7(a+7)\)3(x7A)2

+
=
\
>
N
w

fa(l') <

Using the Taylor approximation defined above,

1 a+1
ﬁtr(Z) S p3n tr(fa(S))
a+1 A Q@
tr (1) + ——t -l
S (a+/\ r()+(a+>\)2 r (S )
— 2 (S -+ ————tr (S — A1) )
(a4 A)3 (a+ )4
(17)
We can rewrite the above traces in the powers of S — Al in the following way.
tr(1) =p>" |
tr (S — A1) = tr (S) — \p®" |
2 2 2,3 (18)
tr ((S —A1)?) = tr (5%) — 2xtr (S) + A*p™" |
tr (S —A1)%) = tr (5%) — 3xtr (%) + 33X tr (S) — A%p™"

We refer to Lemmas 2, 3 and 4 below for the computation of tr(S), tr(S?)
and tr(S%) and we use here the values obtained:

tr (S) = p*", tr (5’2) =2 %" — p?" and tr(S?) < 4pP" + p>"

Choosing to center the Taylor approximation around A = 1 gives the following
bounds for (18):
tr(1) =p™" |
tr (S—A1)=0,
tr (5 —A1)?) = 2p*" — p** — 2p*" +p*"
=p’" —p*" | and
tr (S — AL)?) < 4p®™ + p*" — 3(2p™" — p*") + 3p®" — p"
= 4p°" .

Substituting these values into (17), we get

a+1 p3n a(pdn 7p2n) N a- 4p2n
P \a+1 (a+1)3 (a+1)4

1
P, < Ttr(Z) <
p?’l

Looking only at the non-negligible terms, we have

P,<1- 5 + negl(n)

(a+1)
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which is minimized at a = 1 with value P, < 3 + negl(n). Since this probability
is the same for all functions c(-), it follows that the protocol (1 —negl(n))-avoids
all functions.

|

We now proceed to compute the tr(.9), tr(S?) and tr(S?) values used in the
proof of Thm 8.

Lemma 2. tr(S) = p*".
Proof. Since |B(a)| = p*",

w© =3 Y t(afal,) =p™ .

a€l zeB(a)

|
Lemma 3. tr(S?%) = 2p3" — p*".
Proof.
w(s?)= > > tlekellviyl)
a,bel' zeB(a),ycB(b)
=D 21> > Haldl
acl'™ \zeB(a) b#a z€B(a),yeB(b)
=Y | 1B@]+p7*" Y |B(a)l - [BO)]
acl™ bta
2n —3n 4n
= (P
ael™ bta
_ Z p2n + pn Z 1
acl'™ b#a
— pn (p2n +pn(pn _ 1))
_ 2p3n _ p2n
|

Upper-bounding tr(S?) will require a little more machinery. We introduce a
theorem of Deligne [21] and some of its corollaries before proceeding with the
proof.

Theorem 13 ([21], Theorem 8.4). Let Q be a polynomial of n wvariables
Z1,...,%, and of degree d on Fy, let QQq be the homogeneous part of degree d
of Q and let ¢ : Fy — C* be an additive non-trivial character on Fy. Assume
that

44



1. d is coprime with p, the characteristic of Fy, and
2. the hypersurface Hy of }P’]’FL{:I defined by Qg is smooth,

then

Z 1/’(@(9617._,733”)) < (d— 1)nqn/2 )

T1,...,Tn€Fq

In the above, the second condition boils down to ensuring that there is no point
at which the % all vanish simultaneously. Here is a version that is closer to
what we will need:

Corollary 3. Let m <k, A a k x m matriz with rank m in Fy, and let C be a
k x k matriz in Fq. Then, if ATCA is non-singular,

> Y(@TCx)| <qm

v,e=Av

In other words, we take the sum over all (z1,...,z)) that satisfy a system of
k — m independent linear equations.

Proof. Let Q = 27Cx = vTATC' Av, and observe that

g—Q =e] ATCAv +vTATCAe; = 2e] ATC Av .
v;

Condition 2 of Thm 13 is thus equivalent to
ATCAv=0<v=0,
which amounts to saying that ATC'A is non-singular. |

Here is now a version that is more directly relevant to our case.

Corollary 4. Let m < k and let B € ng_m)Xk and C € F’;Xk be full rank
matrices. Then,

<gm? .

Z Y (27Cx)

x:Bx=0

B

Proof. Let B¢ € IF;"X’“ such that M := {BC

} S F’;Xk has full rank. Then con-

dition Bx = 0 is equivalent to £ = M~! [2} for some v € Fj'. We can thus

define P := B] and apply corollary 3 with A = M ~!P, while observing that
PTM~'TCM~'P has full rank, since M~1TCM~"' also has full rank. |
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Lemma 4. tr(S3) < 4p" + p?"

Proof. Let’s first write out the expression of interest:

w(s) = Y > D D trllaXelly)ylleX=l)

a,b,ceI' zeB(a) yeB(b) z€B(c)

= 3 ST N P+ S Gl )z,

a=b=c a#b T,y a#b#cT,y,2
(19)

where the middle term groups the three cases a # b, a # ¢ and b # ¢ that all
have the same value. We know how to upper-bound the first two sums using
the same techniques as Lemma 3. Most of the proof is dedicated to finding an
upper-bound to the third term.

Recall our construction of mutually unbiased bases 6, presented in Def 17.
For r € F,n and a € Fyn:

n 211
|r),=p 2 Z exp (;Z -tr(au® + ru)) lu) .

u€F,n

Extending this basis to 3 systems through 023 yields vectors of the form

2m
), = p~3"/2 Z exp ( tr (auTu + xTu)) lu)
u€l?, p
where 7 denotes the transpose of x € F;’,n ~ 3" Here, we slightly abuse
notation by writing |z), for a vector in basis §53.
The inner product of two such vectors is given by the expression

(yl,lz), =p~" Z exp (2;-2 tr ((a —b)uTu + (x — y)Tu))

ue]an
Combining the three inner products in the expression of interest (19), we have

o (a—buTu+ (z—y)Tu
(@lal9yyll2) G, =p7" Y0 exp [ T tr [ H(b—uTu A+ (y — )T
u,'u,wE]an p +(C — a)wTw -+ (Z — l')T’U.)

We introduce some notation that will allow us to present the above expression
in a more compact, albeit more complicated form. Let ¢ : Fyn — Fpm and for
a € Fpn, define

~[10c(a)
Ba{o1q@

such that for x1,x2 € Fpn, the expression

2X3
} e (20)

[x1,22] - BT = [x1,22,c(a)(z1 + 22)]T € an (21)
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is a sequence of measurement outcomes that leads to the bad outcome c(a) in
the protocol.
For a,b,c € Fpn, write

-B, 0 B,
Ba,b,c = 0 Bb *Bb S Fg:fg 3
B. —B. 0
and
(C — a)l]F?,éB 0 0
Ca,b,c = 0 (b - C)l]Fi;fs 0 c Fg:fg . (22)
0 0 (a — b)l]FS,fiS

The previous operators are defined such that

Y (@lalwds(yllo) (2] J2),

zeB(a)
yEB(b)
z€B(c)

_on 211
=p ™ Y > exp <p tr (€7 Cl,p,c€ + QTme,Cg))

0€FS, E€F),

with the goal of bounding above the right-hand side using Corollary 4. The
construction of By, . appears more complex than necessary because we want it
to have a large rank.

Equipped with the above, we are now ready to upper-bound the third term
in (19) with Corollary 4.

Yo D (alalyywll2)talde),

a#b#cxzeB(a)
yEB(D)
z€B(c)

= p—9n Z Z Z exXp (2;-7/ tr (gT : Ca,b,c . § + QT : Ba,b,c . 5))

aFb#c o€FS, EEFT

_pom Z Z Z exp (2;1 tr (€7 - Cap,e - f)) (23)

aFb#c o€FS,  £eFn
Bab,c-£=0

Sp—Qn Z Z p2n (24)

aztbitc g€l
—9n 6m, 2n
=p 7 Y pp
a#b#c
=p "(p")(p" - (" -2) .

Equality (23) above follows from the observation that once € is fixed, if By pc-€ is
non-zero then the sum over p will span all pth roots of unity in equal proportions
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which sums to 0. In more details, letting o = &7 - Cyppc - & € Fpr and 0 # v =
a,b,c 6 € ]Fp

Z exp <2pmtr(a+gT~v)> =p™" Z exp (?tf(a-kﬂ))

QE]F6 n ,BE]FPH

P> exp <7) =0 .

vy€EF,

Inequality (24) follows from Corollary 4 by observing that rank(B, ) > 4. To
see this, note that by removing columns 3, 6 and 9 from B, . (those corre-
sponding to c(a),c(b) or c(c)), we are left with the matrix

10 -1
01 -1
1-10

Taking linear combinations of the above we can obtain

10-1
01-1
00 0

and hence B, 3 . has rank at least that of the above matrix, which is equal to 4
since each of the identities act on an.

We can now complete the proof by taking the expected value over g. Con-
tinuing from (19),

=Y 3 143) Z @l o2+ D0 D0 (@l Wll2) (2l le),

a=b=czeB(a) a#bzeB(a a#b#cxzeB(a)
yEB(b) yeB(b)
z€B(c)

<P 4 3pP (" = 1) + (p" - D)(p" —2) < 4p”" +p7" .

D Properties of WOTRO

Proposition 1. The 2-message protocol in which P sends a € I'™ directly to V,
and V then chooses ¢ €g I'™ at random, sends it to P and always accepts is a
correct and d—secure implementation of WOTROY™ for § =1 — and for
any alphabet I' and n,m > 1.

1
[

Proof. Let II(cla) denote the conditional distribution of the protocol output.
Indeed, correctness is obvious as a and ¢ are correctly distributed with IT(cla) =
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Fr Fm' For security, let A be the random variable produced by P and C be the
random variable produced by V, and let ¢ : I'™ — I'™ be some function. Then,

Pr[V = 1AC = c(A)] = Pr[C = ¢(A)]
1
= 7

Proposition 2. Let I' be an arbitrary finite alphabet, let m,n > 1 and let
0 < § < 1. There is no correct and §—secure 1-message implementation of
WOTRO®:™ in the bare model. Moreover, there is no such §—secure non-interactive
implementation of WOTROR™ common random string (resp. random oracle)
model if the function c from Def j can depend on the CR$ r (resp. the random
oracle O).

Proof. Consider the message sent from the prover P to the verifier V. Without
loss of generality, it is of the form (a, ¢, w) where a is P’s input, ¢ is the joint
output and w is additional information for V to decide whether to accept or
reject. Let IT = (P,V) (resp. II" = (P",V") and II® = (P9,V?)) be a correct
implementation of WOTRO in the bare model (resp. CR$ model and ROM).
Define the first message of the prover in each model by

P(a, s) := (a,c(a, s),w(a, s)) (bare)
P (a,s) := (a,c"(a,s,7),w (a,s,T)) (CRS)
P%(a, s) := (a,c®(a, s,v), O(a $,v)) (ROM)

where s is the random tape of the prover, r is the value of the CR$ and v =

(O(a1),0(az),...,O0(axm))) where ay,...,a.m) € I™ are chosen using s for

some upper bound #(n) on the number of oracle queries performed by P in I7°.
Since the protocol is correct, it must hold that

Pr[V(P(A,S)) = 1] = Pr[V"(P"(4,S)) = 1] = Pr[VO(P°(4,9)) = 1] = 1
(25)
where the probability is taken over the values of A and S. Then for each a with
non zero probability, there exist a value s(a), s"(a) and s©(a) such that

V(P(a,s(a)) = V"(P"(a,5"(a)) = VO(P(a,5%(a))) = 1 (26)

Define malicious prover P (resp. P” and ISO) that on input a uses random tape
value s(a) (resp. s"(a) and s°(a)). Then the protocol IT (resp. II" and II°)
does not avoid the functions c(a) := ¢(a, s(a)) (resp. c"(a) := ¢"(a, s"(a),r) and
c©(a) := c®(a,s%a),v) ). |

Proposition 3. Let m > n. The protocol for WOTROR™ in the CR$ model
where both parties output the CR$ r € I'™ for any a € I'™ and V always accepts
is correct and d—secure, for 6 =1 — |[|"~™.
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Proof. Correctness is obvious, and security is easy to prove as well: suppose that
P wants to steer the output of the protocol towards some function c. He must
then look at the CR$ r, and announce an a such that c(a) = r. Hence, r must
happen to be in the image of c. However, since ¢ is a function from I'™ to I'™
and m > n, there are at most |I'|"™ strings in the image of ¢, and the probability
that a uniformly chosen r falls into that set is at most |I'|"~™. |

Proposition 4. Let I' be an arbitrary finite alphabet of size ¢ > 2. Then, for

any m,n with m < n, there exists no exp (—q"™~™)-secure implementation of

WOTRO:™ in the ROM.

Proof. We will show that a cheating prover that is unbounded in time can search
for an a that will satisfy V. Consider a dishonest prover P who uses the following
strategy: run the honest prover P on all possible inputs a in lexicographic order,
and declare victory if it ever outputs c(a). We will also assume that function c(-)
is chosen uniformly at random, and show that the expected winning probability
of the cheating prover is at least 1 — exp(—¢™~ ™). We have the following:

(I;'r[l5 loses| = (I;’r {IS loses at step a =0 AP loses at a = 1 A .. ]

= H gr [IS loses at step a P loses at all steps before a}
,C
ae[‘n

H gr [P does not output ¢(a) on input a‘l5 loses at all steps before a

,C

acl'™
-5
- m

acl'™ q

n

()
(-5)]

<exp(—¢"™™).

—m

qn

since c(a) is chosen uniformly at random for each a. Hence, P’s winning proba-
bility is at least 1 — exp(—¢™ ™) as advertised, and there must exist a choice of
function c(-) that achieves this bound. |

Proposition 5. The protocol for WOTRO}.™ in the ROM model where both
parties output the O(a) for any a € I'™ and V always accepts is correct and
statistically d—secure, for § =1 —|T|"~™.

The proof is identical to that of Proposition 3 by considering r = O(a).

Proposition 6. The protocol described in Proposition 5 is 1 — negl(n)—secure
in the ROM against polynomial-time provers as long as m is at least linear in n.
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Proof. Let £(n) be a polynomial which bounds the number of oracle queries
that P can make. Furthermore, without loss of generality we will assume that P
never makes the same oracle call twice. Then, given any function c: I'™ — I'™,
in order to cheat successfully, P must be able to find an a such that O(a) = c(a).

Now, let Ay,---, Aypn) be random variables taking values in I'™ where A;
represents the ith query to the oracle (if P makes fewer than £(n) queries, let A;
be any string that was not queried so far). These random variables are functions
of the oracle O, in that they can depend on the results of previous queries. We
then have by the union bound that

Pr [ﬁ Wins} < Pr[O(Ay) = c(A1) V O(As) = c(A2) V...V O(Aymy) = c(Aymy)]

£(n)
< Z Pr[O(4;) = c(4)]

=Ll(n)g™
< negl(n).

Proposition 7. There are one-message implementations of WOTROR" arbi-
trarily close to be %%woidmg against unbounded provers in the CR$ model.

Proof. Let £(n) be the length of the CR$ (i.e. r €x ™)) upper bounded by
some polynomial. Let P" : I'™ — [ x I'* denote P’s message to V upon
CR$ 7 and input @ € I'™. For a € I'™ and CR$ r € '™ we have P"(a) =
(c(r,a),v(r,a)) which defines announcement (a,c(r,a),v(r,a)) to V. The veri-
fier’s algorithm V" : I'™ x I'™ x I'* — {0, 1} upon CR$ r accepts (a, 8,7) when
V7" (a, B,7) = 1. The prover’s algorithm can be considered deterministic given r,
all randomness being provided by r. For {1,...,p"} = I'™ an enumeration of all
elements in I'™, let

C" = c(r,D)]c(r, 2)]lc(r,3)]| - - .

|e(r, p")

be the sequence of all challenges announced by P upon CRS$ r, one for each
possible input a € I'™. Let C := {C"}, ¢ pecny. For w € (I')P", we define

H,:={CecC| (3 ep"])IC;=uw}

as the set of sequences containing challenges hitting w somewhere. If IT is 6—
avoiding then for all w € (I')P", |H,| < - p*(™).

We define IT and then show it is 3-avoiding using a CR$ r € (I'™)2. II is
simply defined from r = r|ry € (I'™)? as

T _
C =T1,T1y..-5T1,T2,T2,...,T2 .

n n
L5~ times L5~ times
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We denote the elements of I'™ by {1,2,...,p"}. Let w* € (I'")?" be defined as

n pn

P
) &y 9y a2

=1,2,3,...,—
w ) Sy 9y 727

It is not difficult to see that w* maximizes the probability to be hit by C'*. We
have,

Pr[CT € H,.] PrKRl = p;) v <R2 Sp?n)]

p" p"
=1-Pr||R1>—F | ARy >—
(> ) (> 5)]
1 3
—1--=2
4 4
By considering longer CR$ 7 = r1,72,...,7¢,) where r; € I', it is possible to
get arbitrarily close to a correct %%woiding scheme with

T _
"= TPy o5 T, 12,725 o3 125 oo To(n) s Te(n) s+ - -5 Tl(m)
n . n . n
e’()n) times ;(’—n times ZI('T times

D.1 WOTRO to Implement the Fiat-Shamir Heuristic

Let Ry, be a relation for a language L and let X'y, = (Pp,Vy) be a Y—protocol
for Ry, with commitments in I'™ and challenges in I"™. Consider a secure imple-
mentation ITwotro = (PwoTro, VwoTtro) of WOTRO:™. We construct a non-
interactive zero-knowledge proof (argument) system for L by applying the Fiat-
Shamir transform to X using the protocol IIwoTro as the instantiation of the
hash function.

Protocol ITwotro[XL]

Setup: A Y-protocol X1, = (Pr,Vy) where P, = (P}, P?) with com-
mitments of size n and challenges of size m and a protocol ITwotro =
(PWOTRO, VWOTRO) for WOTRO?’m.

Prover message: on public input € L and private input w

1. compute a + Pl (z,w),

2. compute ¢ < PwoTtro(a),

3. compute z = P2 (a,z,w,c) and

4. send z to the verifier.
Verification: on public input « € L and upon reception of z,

1. compute (a,c¢) < VwoTro()

2. if VwoTro rejected, output reject else output Vi (z,a,c, 2).
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Theorem 14. If X'} is a X —protocol for language L and if IlwoTtro s a sta-
tistically (resp. computationally) (1 — §)—secure and correct implementation of
WOTRO, then IIwotro|XL] is a statistically (resp. computationally) sound (with
soundness error §) and perfectly correct non-interactive proof system for lan-
guage membership in L.

Proof. We first show correctness. By the correctness of ITwoTtro, it holds that
the challenge ¢ € I'"™ produced by ITwoTtro is uniformly distributed. When
both parties are honest, the probability that V accepts when c is taken as the
output of IIwoTtro in protocol ITwotro[X] is the same as the probability that
V1, accepts in an execution of Y. Since YX—protocols are perfectly correct by
definition, this probability is one.

Now for soundness, again by the definition of X—protocols, protocol X}, sat-
isfies special soundness. That is, for z ¢ L, for any commitment a € '™, there
exist at most one challenge ¢ € I'™ that leads to an accepting conversation. Let
c: I'™ — I'™ be the function that maps commitment a to this unique challenge
¢ that makes Vy, accept. If ITwoTro is a statistically (1 — §)—secure implementa-
tion of WOTRO™"™ then the output of ITwoTro (1 — §)—avoids any function for
any dishonest ISWOTRO- The probability that V for protocol IIwoTtro[X L] accepts
when x ¢ L is equal to the probability that VwoTro accepts output (A, C) and
that Vp accepts on input (z,A,C,Z) for some Z. By special soundness, this
probability is at most the probability that I5WOTRO can make VwoTro accept the
output (A,c(A)). By the statistical (1 — §)—security of IIwoTro, this probability
is at most 9.

The reasoning for computational soundness is the same, but where we instead
restrict to QPT adversarial provers ISWQTRO against IIwoTro- |

D.2 WOTRO from Non-Local Correlations

A non-local box (NL-box) is a hypothetical device distributed between two par-
ties such that party A inputs € {0,1} into the device and gets an output
u € {0,1} and party B inputs y € {0,1} and gets v € {0,1}. The input/output
behaviour of the NL-box is described by

% fudbv=xAy

Priu,v |z, 9] = {0 otherwise.

Let C : {0,1}" — {0,1}" be an error correcting code with minimum distance
en (for any distinct x,2” € {0,1}", the Hamming distance between C(z) and
C(a') is at least en). Let {h, : {0,1}¥ — {0,1}™},cr be a universaly family of
hash functions. The WOTRO™™ protocol is as follows:

1. On CRS$ r, and using N NL boxes,

2. Prover: on input a € {0,1}", compute codeword z := C(a) and input z into
its interface of the N NL boxes. Let u € {0,1}" be the result. Send (a, x,u)
to the verifier and use (a, h,-(u)) as output.
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3. Verifier: On reception of a, z, check that x = C(a). Pick y € {0, 1} uniformly
at random and input y into its interface of the N' NL boxes. Let v € {0, 1}V
be the result. Check that u ® v = z A y. If any of the checks failed, output
L, otherwise output (a, h,((z Ay) ®v)).

Theorem 15. The above protocol avoids every function c : {0,1}™ — {0,1}™.

Proof. We begin by describing the most general strategy for an adversary A
against the protocol. A can input arbitrary values in the NL boxes in any order
an such that input bits can depend on the CR$ r and on the boxes’ outputs
to previous inputs. Let # € {0,1}" and @ € {0,1}" denote the input and
output bits to the N NL boxes, respectively. A is then free to choose a,  and u
adaptively based on & and @ and send (a,z,u) to the verifier. Since the verifier
checks that z = C(a) and aborts otherwise, we can assume that x is indeed the
codeword that corresponds to a.

We show that A has little freedom in the choice of a due to the error-
correcting code and input/output behaviour of the NL boxes. Since C has mini-
mal distance en, there is at most one codeword xq such that d(zg, ) < $n. Let
ag = C~1(xg). If A tries to send (a,z = C(a),u) for any a # ap, then the verifier
will abort with overwhelming probability as the following argument shows. Let
(y,v) denote the input/output pair of the verifier. Then,

Prlz Ay =u® ]
=PrzAy=ud (G®zAY)]
=PrlzAydu=2 ANy d ]
= HPr[xi/\yi@ui =Ty /\ylElel] .
i
Now, consider the set of positions where & and z differ: S = {i : &; # x;}. For
any i € S,
— When y; = 0, the expression becomes u; = ;.
— When y; = 1, the expression becomes x; ® u; = &; ® U; and it is satisfied
when u; # ;.
Since y is chosen independently and uniformly at random by the verifier, for
every ¢ € S, the expression x; A y; ® u; = T; N\ y; © U; has probability % of not
being satisfied. Therefore since |S| > $n whenever x # xo, the verifier rejects
with probability at least 272",

Finally, since A is obligated to send ay and z as described above and u that
satisfies u @ v = rg Ay as argued above, the output of the verifier satisfies

Prlc = c(ap)] = Pr[h,(u) = c(ag)] = Pr[h, (v ® 20 A y) = c(ag)]
g (clao)

= PI‘[U Dro Ny € h;l(c(ao))] 9—-N

since v @ xg A y is uniformly distributed. On average over the choice of h,., the
above expression equals 2~ because the universaly condition implies E,.|h 1 (z)| =
2N=m for any 2 € {0,1}™. |
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