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A Novel NIZK-based Privacy Preserving Biometric
Identification Scheme for Internet of Things

Lin You, Qiang Zhu, Gengran Hu

Abstract—With the popularity of biometric-based identity au-
thentication in the field of the Internet of Things, more and more
attention has been paid to the privacy protection of biometric
data. Gunasinghe et al. presented the PrivBioMTAuth which is
the first authentication solution from mobile phones to protect
user’s privacy by performing interactive zero-knowledge proof.
However, PrivBioMTAuth still requires considerable storage
overhead and communication overhead during the registration
phase. Meanwhile, the user’s biometric images and password
need to be revealed to the identity provider. In this paper, we
present an authentication solution for Internet of Things with
fully succinct verification, significantly lower storage overhead
and communication overhead. Different from PrivBioMTAuth,
we rely on the non-interactive zero knowledge arguments given
in Groth’s work to reduce the proof size and simplify the verifi-
cation complexity. In addition, we focus on multi-exponentiation
arguments based on Bayer et al.’s work to ensure the truth of
the operation results provided by the identity provider.

Index Terms—Biometrics, Privacy Protection, NIZK, Identifi-
cation, IoT.

I. INTRODUCTION

W ITH the miniaturization of Internet of Things (IoT)
devices and the improvement of computing power,

the development of user identity authentication has been
promoted to a certain extent for Internet of Things. A growing
number of online service providers prefer to adopt biometric-
based remote identity authentication scheme for Internet of
Things, such as e-commerce organizations [1], online banking
institutions [2] and stock finance companies. However, the
proposed biometric-based authentication systems for Internet
of Things are usually based on plaintext matching and it may
course the problem of user privacy leak. In order to address the
leakage of user’s sensitive information about the biometrics,
many identity authentication schemes with privacy protection
have been proposed [3]–[9].

In traditional remote identity authentication online services,
the users need to register their biometrics with the service
providers before performing identity authentication protocol.
Typically, the service providers offer a variety of biometric-
based authentication mechanisms, such as fingerprints, faces,
voiceprints, etc. Once the biometric-based identity authentica-
tion system receives the biometric images sent by the user, it
will use a specific extraction mechanism to extract the user’s
biometric information which can be referred to as a biometric
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template. Furthermore, a set of binary strings are randomly
selected as labels for the biometric templates and stored in the
biometric template database in plaintext. When the user is re-
quired for identity authentication, his/her biometric is extracted
and is matched with the template stored in the database. The
authentication will succeed if the match is passed, otherwise
it will fail. Privacy protection of biometric templates and the
security of the authentication process are critical for users.
If the biometric template database or the biometric template
provided at authentication are stolen, the pretender may use the
user’s identity to engage in illegal activities unless the service
providers adopt a revocable biometric template technology
[11]. Moreover, service providers may make use of the user’s
biometric data for big data analysis to achieve other purposes,
such as AI face swap, criminal behavior. Therefore, it is very
important to protect the user’s biometric data in the biometric-
based identity authentication systems for Internet of Things.

A potential method for solving this issue is to encrypt
the biometric templates and perform authentication of the
user’s identity in the ciphertext space. Nevertheless, the users
need to register their identity information with a trusted
authority, which can be referred to as an identity provider
(IDP). Once recieving the identity authentication messages
from the users, the SP needs to request the IDP for the user’s
encrypted biometric template. In such identity authentication
architecture, the users are not required to register and disclose
their biometric information with the SP. This method can
realize the privacy protection of user’s sensitive information
without exposing user’s biometric data. However, such an
identity authentication solution may have the risk of indirectly
revealing user’s privacy. Because the IDP is involved in each
transaction, it can infer sensitive information, such as user’s
transaction patterns with different service providers [5].

User-centric identity management architecture can tackle the
above issues and does not involve the IDP during the au-
thentication phase. In such identity authentication architecture,
after registering biometric data with the IDP, the users can be
authenticated directly by the service providers without involv-
ing a trusted third party. In the PrivBioMTAuth [5], when
registering an identity with the IDP by biometric images and
a password from mobile phones, the user is given an identity
token (IDT) and some secure artifacts which can be used to
regenerate the secrets during the authentication phase. It can
be achieved with the use of interactive zero knowledge proofs
[12] and cryptographic commitments [13]. Unfortunately, there
are some drawbacks to this solution. In practical applications,
considerable storage overhead and communication overhead
are required in the registeration phase. Besides, the user’s
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biometric images and password are revealed to the IDP in
plaintext which still have the risk of leaking user sensitive
information.

To overcome the drawbacks, we propose a novel NIZK-
based privacy preserving biometric identification scheme for
Internet of Things. The main contributions of our work can
be summarized as follows:

(1) We provide a efficient, privacy-preserving and user cen-
tric authentication protocol for online identity authentication
of Internet of things users. Service providers can verify user’s
identity without involving the user’s biometric information.
Moreover, the SP cannot derive any useful sensitive informa-
tion from the user’s identity proof π besides the truth of the
user identity.

(2) The authentication scheme has the relatively low com-
munication overhead and computation complexity during the
authentication phase. Furthermore, it avoids the considerable
communication overhead and local storage overhead of cryp-
tographic authentication artifacts during the registration phase.

(3) We give the security analysis of our identity authentica-
tion scheme and evaluate its efficiency. The result shows that
our solution is efficient and privacy-preserving.

The rest of this paper is organized as follows: In Section
II, we introduce the main concepts used in our identity
authentication scheme. In Section III, we introduce the system
model and security model. We present the details of our
identity authentication scheme in Section IV. In Section V and
Section VI, the security analysis and performance evaluation
are presented respectively. Finally, we discuss related work in
Section VII and draw the conclusions in Section VIII.

II. BACKGROUND

A. Bilinear Pairing

For three cyclic groups G1, G2 and GT (all of which we
shall write multiplicatively) of the same prime order p, a
bilinear pairing e is a map e : G1 ×G2 → GT .
• Bilinearity: For g ∈ G1, h ∈ G2, and a, b ∈ Zp, we have
e(ga, hb) = e(g, h)

a·b

• Non-degeneracy: e(g, h) 6= 1GT
• Computability: e(p, q) can be computed efficiently for all
p ∈ G1, q ∈ G2.

B. Quadratic Arithmetic Program(QAP)

Here, we define QAP in terms of Groth [14] and Gennaro
et al. [16] in a relation R. The QAP have the following
description:

R = (p,G1,G2,GT , e, k, {ui(X), vi(X), wi(X)}mi=0, t(X)).

The bilinear group (p,G1,G2,GT , e) describes a fi-
nite field F, 1 ≤ k ≤ m, and the polynomials
{ui(X), vi(X), wi(X)}mi=0 represents the set of three linearly
independent polynomials defined in QAP, as shown below:

m∑
i=0

aiui(X) ·
m∑
i=0

aivi(X) ≡
m∑
i=0

aiwi(X) mod t(X)

where ui(X), vi(X) and wi(X) have strictly lower degree
than the degree of t(X). A quadratic arithmetic program with

this property defines a binary relation R as follows ,where we
define a0 = 1,

R =

(φ,w)
∣∣∣∣∣∣∣∣∣
φ = (a1, a2, . . . , ak) ∈ Fk

w = (ak+1, ak+2, . . . , am) ∈ Fm−k

m∑
i=0

aiui(X) ·
m∑
i=0

aivi(X) ≡
m∑
i=0

aiwi(X) mod t(X)

 .

We sayR is the relationship generator of QAP if it generates
relations R of the form given above with fields of size larger
than 2λ−1.

C. Eigenfaces face recognition algorithm

Eigenface algorithm [17] is a traditional face recogni-
tion scheme designed based on principal component analysis
(PCA). It projects the original data from n-dimensional to
k-dimensional subspace, where k < n. The eigenface face
recognition algorithm includes two stages: Computing the
Eigenfaces Subspace and Projecting an Image Onto Eigefaces
Subspace. In what follows, we discuss how the specific steps
of these two stages make the performed.

1) Computing the Eigefaces Subspace: First, we need to
randomly select a face dataset. Each face image in the
selected training dataset is represented as a p× q matrix
of pixel values. Then the matrix corresponding to each
image will be converted into a vector of p ∗ q columns.
Let X = {x1, x2, . . . , xN} be a matrix containing N
vectors which represent the corresponding face images
in the face dataset.

a) Compute the mean: ψ = 1
n

∑n
i=1 xi

b) Compute the covariance matrix:
S = 1

n

∑n
i=1 (xi − ψ)(xi − ψ)

T

c) Compute the eigen vectors vi and eigen values λi.
Their relationship is as follows: vi = λivi

d) Normalize the eigen vectors.
e) Arrange these eigen values in descending order,

and select the k eigen vectors corresponding to
the largest k eigen values. The eigenface subspace
composed of these k eigen vectors is referred to as
W .

2) Projecting an Image Onto Eigenfaces Subspace: Given
a face image I whose features need to be calculated, the
features of the face image are extracted through the eigen
face subspace W and the mean image Xmean(= ψ). The
face features are extracted according to the following
steps.

a) Normalize the image: IN = I
‖I‖

b) Substract the mean image of the training set:
IS = IN −Xmean

c) Project IS onto W : FI = WT IS
FI is the projection of image I on eigenfaces subspace
W . It can be seen as a set of features of an image I .

D. Paillier encryption

The Paillier encryption algorithm [18] has homomorphic
encryption properties whose security is based on the hardness
of solving discrete logarithms. The algorithm involves an
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encryption party and decryption party, and can be described
as the following three phases.

Setup(Gen(`)): Given a security parameter ` ∈ Z+, the
encryptor randomly generates two independent `-bit prime
numbers p and q, and satisfy gcd(pq, (p − 1)(q − 1)) = 1.
Then the encryptor computes n = pq, λ = lcm(p− 1, q − 1)
and randomly chooses g ∈ Z∗n2 . The public key pk, (n, g) is
published while λ is saved as a private key sk.

Encryption: The encryptor creates the ciphertext of M ∈ Zn
by choose r ∈ Z∗n at random and computing:

c = εpk(M ; r) = gMrn mod n2.

Decryption: To decrypt the ciphertext c, the decryptor can
define L(x) = x−1

n . Then plaintext can be calculated by

M = ζsk(c) =
L(cλ mod n2)

L(gλ mod n2)
mod n.

E. Pedersen Commitment

The Pederson commitment [19] is a security commitment
scheme and it has perfectly hiding and computational bind-
ing. It’s perfectly hiding does not depend on any difficult
assumptions. It’s computational binding relies on the Discrete
Logarithm Assumption (DLA). It’s structure is divided into
three parts:

Setup: The committer chooses two large prime numbers p
and q, such that q divides p − 1. Gq is the interger group of
order q, and is sub group of Zp, where Zp represents the group
of integers of order p. Then, the committer selects elements
g which is a generator of Gq and h which an element of Gq ,
such that given g and h it is computationally hard to find
loggh, and publishes public parameter ck = (p, q, g, h).

Commit: The committer picks r ∈ Zq randomly, and creates
a commitment to element x ∈ Zq by computing

C = comck(x; r) = gxhr mod p.

Open: To open the commitment, the committer sends (x, r)
to the verifier. The verifier checks whether C = gxhr to
verify the truth of the commitment. Accept if they are equal,
otherwise reject the commitment.

III. SYSTEM MODEL AND SECURITY MODEL

A. Notations

For the sake of expression, we show some notations and
their descriptions in Table I.

B. System Model

Our system model involves three entities: user, identity
provider (IDP) and service provider (SP), as shown in Fig.1.

(1) User: After biometric images collected by the IoT de-
vices, the user encrypts the biometric image and the password,
picks a random value e, computes the digital signature of their
merged hash value, and sends all values, public key pk and
hash function to the IDP. When receiving the transformation
result of projecting the user’s encrypted biometric image onto
the eigen faces subspace W generated by IDP, the user will
verify whether the operation results generated by the IDP

TABLE I: Notations and their descriptions

Notations Descriptions

`, λ security parameter
p, q a large prime
G1, G2 multiplicative cyclic groups with order p
e a bilinear pairing map e : G1 × G2 → GT

g, h a generator of group G1, G2

[a]1, [b]2 ga, hb
[c]T e(g, h)c

k · [a]i [k · a]i
[a]1 · [b]2 [ab]T
[a]i + [b]i [a+ b]i
sk, pk the private key and public key of the user
ck the commitment key of the user
εpk(), ζsk() the encryption and decryption functions of the user
comck() a commitment scheme of the user
xy (x1y1, . . . , xnyn)
xy (xy1, . . . , xyn)
x · y

∑n
i=1 xiyi

Ca
∏n

i=1 C
ai
i

Ce (Ce
1 , C

e
2 , . . . , C

e
k)

H() a cryptographic hash function
Φ() a shift function which converts value to field element
H ciphertext space
G commitment space
Z∗p a prime field with non-zero elements
Γ the biometric image of the user
Γ′ the encrypted biometric image of the user
(u1, . . . ,uk) the eigen vectors calculated by the IDP
(u′1, . . . ,u

′
k) the eigen vectors processed by shift function

(θ′1, . . . , θ
′
k) the transformation result of projecting the user’s encrypted

biometric image onto the eigen faces subspace

Identity Provider

(IDP)

Biometric Database

Service Providers

(SPs)
Users    Identity Proof

  Identity Authentication  Messages

  Proof Aggregation

Biometric Image

  Response Message 

  Data Input Stream

  Common Channel

 Request Message 

Fig. 1: The system model

is calculated based on the original biometric image sent by
himself. Then, the user decrypts the obtained transformation
result and calculates exclusive witness related to himself.
Finally, the user constructs an identity proof π based on
witness, common reference string σ and statement φ to proof
his identity quickly.

(2) Identity provider: The IDP is a third-party service
agency. Usually, it can be seen as a semi-honest entity. For
example, the IDP honestly handles SP’s identity registration
request at the same time and provides the SP with generic
identity identifier φ. Moreover, the system initialization is
often implemented by the IDP by generating and sending
public parameters to registered service providers and users
respectively. Unfortunately, the IDP may not use the encrypted
biometric image sent by the user for calculations or try to
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analyze the encrypted biometric and the encrypted password
entered by the user to obtain the user’s sensitive information.

(3) Service provider: The SP is a general online service
provider which provides user identity authentication services
using the identity proof π sent by the user, common reference
string σ and generic identity identifier φ. Before providing
user identity authentication service, the SP should pre-register
in IDP through its public key, name, e-mail and other identity
information. Then the SP will receive the generic identity iden-
tifier φ provided by the IDP. After receiving an authentication
message containing identity proof π generated by the user,
the SP uses common reference string σ and generic identity
identifier φ to compute a single pairing product equations to
judge whether user’s identity is valid.

C. Definition

Definition 1: A novel NIZK-based privacy preserving bio-
metric identification scheme for Internet of Things involves
the following six algorithms: Setup, UserReg, CalcEigen,
EigenVerify, ProofGen, ProofVerify. The specific details of
these algorithms are as follows:

1) Setup(1λ,Ω) is a setup algorithm run by the IDP. It takes
as input a security parameter λ and the biometric dataset
Ω. It outputs quadratic arithmetic program R, common
reference string σ, a set of committed values cA and the
SP’s identity identifier φ.

2) UserReg(1`,Γ, pw) is a user identity registration al-
gorithm run by the user. It take as input the user’s
biometric image, password pw and a security parameter
`. It outputs parameter v, the digital signature εsk(v′; ς)
of the hash value of v, the user’s public key pk and
hash function H(), where v is the combination of
encrypted biometric image, the encrypted password pw
and random values e, and v′ is the hash value of v.

3) CalcEigen(v′′, pk,H()) is a transformation result gener-
ation algorithm run by the IDP. It take as input parameter
v′′, the user’s public key pk and hash function H().
It outputs a set of vectors cb, E, parameter C, a
transformation result (θ′1, . . . , θ

′
k) and statement φ.

4) EigenVerify(x,C,E, cA, cb) is a transformation result
verification algorithm run by the user and the IDP. It
take as input random challenge value x, a set of vectors
E, cb, a set of committed values cA and parameter C.
The user can verify the truth of the operation results
generated by the IDP.

5) ProofGen(R, σ, θ′1, . . . , θ′k, φ) is an identity proof gen-
eration algorithm run by the user. It takes as input
quadratic arithmetic program R, common reference
string σ, the transformation result (θ′1, . . . , θ

′
k) and state-

ment φ. It outputs an identity proof π that can be used
to demonstrate user’s identity.

6) ProofVerify(R, σ, φ, π) is a user identity verification
algorithm run by the SP. It takes as input quadratic arith-
metic program R, common reference string σ, generic
identity identifier φ and the user’s identity proof π. The
SP can verify the truth of the user identity.

D. Security requirements

In our identity authentication scheme, we consider the IDP
is a semi-honest entity. The IDP honestly publishes system
public parameters, handles SP’s identity registration request
at the same time and provides the SP with generic identity
identifier φ. Whereas, it could substitute some or all of the
ciphertext of the encrypted biometric image without being
detected by user, and may attempt to analyze the user’s
biometric information. Nevertheless, the IDP can not obtain
the transformation result of the user’s original biometric image
projected on the eigen faces subspace W and the intermediate
value of the operation process. Moreover, the SP can be seen
as a untrusted entity. After receiving an authentication message
from the user, it may be curious about the sensitive information
about the biometrics in the identity proof generated by the user.
Therefore, the user’s original biometric image and password
should not be exposed to the IDP and the SP. In order to
guarantee the security of user’s sensitive information about
the biometrics, the definition of security that meets the above
requirements is as follows:

Definition 2: We say a novel NIZK-based privacy preserving
biometric identification scheme for Internet of Things has
the property of computational soundness if it satisfies the
following conditions: whenever a non-uniform polynomial
time adversary A can generate a valid identity proof π to
pass the verification of the challenger C with non-negligible
probability, there exists a non-uniform polynomial time knowl-
edge extractor XA that can compute a witness, which gets full
access to the adversarys state, including any random coins.

Definition 3: We say a novel NIZK-based privacy preserving
biometric identification scheme for Internet of Things has the
property of perfect zero-knowledge if the SP cannot derive
any useful sensitive information from the user’s identity proof
π besides the truth of the user identity and the IDP only
calculates the encrypted biometric image, and cannot obtain
the user’s sensitive information about the biometrics from the
operation results.

E. Design Goal

For the sake of meet the aforementioned system model
and security requirements, our solution should simultaneously
fulfill the following security and performance goals:

1) Perfect completeness:
a) Registration information completeness: to ensure that
once the user sends identity registration request to the
IDP, the request message must be able to pass the
verification of the IDP.
b) Sensitive information completeness: to ensure that
once the IDP uses the encrypted biometric image and
the encrypted password sent by the user to calculate the
transformation result of projecting the user’s encrypted
biometric image onto the eigen faces subspace W , it
must be able to pass the verification of the user and make
the user believe in the truth of the operation results.
c) Authentication completeness: to ensure that once the
user has obtained the transformation result generated by
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the IDP, the identity proof π constructed by the user
must pass the verification of the SP.

2) Computational knowledge soundness: to ensure that if
the user does not register his identity with the IDP, he
cannot pass the SP’s verification and if the IDP deceives
the user and does not use the user’s biometric image for
calculations, it cannot pass the user’s verification.

3) Perfect zero-knowledge: to ensure that if the user sends
identity authentication message to the SP, the SP cannot
obtain any useful sensitive information from the user’s
identity proof π besides the truth of the user identity.
The IDP only calculates the encrypted biometric image,
and cannot obtain the user’s sensitive information about
the biometrics from the operation results.

4) Low communication overhead and low computation
complexity: to ensure that if the user sends identity
authentication message to the SP, the size of an identity
proof generated by the user is only 3 group elements.
Meanwhile, the SP’s verification consists of checking
a single pairing product equations using 3 pairings in
total. Our authentication scheme should be able to effi-
ciently handle large-scale authentication messages using
relatively low communication overhead and computation
complexity.

IV. IDENTITY AUTHENTICATION SCHEME

A. An Overview

In order to achieve privacy preserving biometric-based
identity authentication for Internet of Things, we mainly take
into account the idea of zero-knowledge proof to realize
the protection of user sensitive information. Nevertheless,
it is infeasible to directly use zero-knowledge proof during
the identity authentication phase. Firstly, we know that the
prover can generate a proof to convince the verifier that the
validity of the assertion, according to the properties of zero-
knowledge proof. However, there is no combination directly
of zero-knowledge proof and identity authentication under
the condition of protecting the user’s sensitive information
about the biometrics. To address this issue, Gunasinghe et
al. used cryptographic commitment schemes and interactive
zero-knowledge proofs to implement privacy protection of the
users’ biometrics [5]. Nevertheless, this solution requires stor-
ing the trained classifier on the user’s mobile phones, which
will inevitably occur considerable storage and communication
overhead during the registration phase. Simultaneously, the
interaction process between the user and the service provider
will inevitably lead to man-in-the-middle attacks. Secondly,
the interactive zero-knowledge proof only convince the orig-
inal verifier that the truth of the user identity. In order to
convince multiple verifiers that the truth of the user’s identity
and prevent collusion between the user and the verifier, the
user needs to interact with each verifier, which will produce
excessive verification cost and cause low efficiency. Thirdly,
the user’s original biometric images and password are revealed
in the process of registering their identity with the IDP.
Nevertheless, the IDP may use the user’s sensitive information
about the biometrics for data analysis, or the identity token

returned to the user is not generated based on the biometric
images sent by the user.

In order to tackle the aforementioned issues, we introduce
pairing-based non-interactive zero knowledge (NIZK) argu-
ments [14] during the authentication phase and construct a
batch authentication method for identity proofs based on NIZK
arguments. In addition, we optimize the multi-exponentiation
arguments [15], which makes it convenient for user to verify
that the truth of the operation results provided by the IDP with
lower communication overhead. Our solution has achieved
the following goals in total: i) it avoids divulging the user’s
biometrics during the authentication phase and registration
phase; ii) it avoids storing the user’s biometrics in the IDP
and the SP; iii) it does not involve the IDP during the
authentication phase; iv) the identity proof size is only 3 group
elements, and the SP only need to check a single pairing
equations using 3 pairings in total to verify the truth of the user
identity; v) it ensures that the operation results generated by
the IDP based on the encrypted biometric image and encrypted
password provided by the user.

In our identity authentication scheme, the IDP randomly
selects the data in a face dataset as the biometric training set,
and uses the eigenface algorithm to calculate the mean ψ of the
biometric images and the k eigen vectors corresponding to the
k larger eigen values. Then the IDP uses pederson commitment
scheme to commit k eigen vectors which processed by the
shift function, and calculates the statement φ, which can be
seen as the identity identifier for the SP. After receiving the
identity registration request sent by the SP, the IDP sends
identity identifier to him in a secret way. In addition, the
user sends random value, the encrypted biometric image, the
encrypted password, the digital signature of their merged hash
value, public key and hash function to the IDP to ensure the
validity of the request message. When above message sent by
the user are valid, the IDP will generate a special set of vectors
which can be used to calculate the transformation result of
projecting the user’s encrypted biometric image onto the eigen
faces subspace W . Lastly, the IDP uses multi-exponentiation
arguments to make the user believe that the operation results
calculated based on the user’s biometric image. After receiving
the transformation result generated by the IDP, the user
decrypts it and calculates the witness related to himself. Before
allowing the user to execute transactions, the SP can verify the
truth of the user identity using the generic identity identifier,
where the verification of the SP only requires checking a single
pairing product equation using 3 pairings in total. Further, after
receiving authentication messages from multiple users, the SP
can aggregate the identity proof sent by users into 4 elements,
and then verify the 4 elements once to check whether there
are illegal users forged identities. The details description will
be shown in the following subsection.

B. Description of the Proposed Scheme
In our identity authentication scheme, the user’s biometric

image can be represented by a row vector Γ = (x1, . . . , xN ),
where xi ∈ Z∗p denotes the i-th pixel value of the user’s
biometric image. Before sending the identity registration re-
quest to the IDP, the user usually encrypts biometric image
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Γ to obtain a set of ciphertext Γ′ = (x′1, . . . , x
′
N ), where

x′i = εpk(xi; si), 1 ≤ i ≤ N , and si is a random value
selected by the user, belonging to Z∗p. Meanwhile, the k eigen
vectors corresponding to the largest k eigen values calculated
by the IDP can be expressed as (u1, . . . ,uk), where ui is an
N -dimensional column vector. In order to calculate the trans-
formation result of projecting the user’s encrypted biometric
image onto the eigen faces subspace W and facilitate users to
verify the operation results generated by IDP, the IDP needs
to calculate the eigen vectors (u1, . . . ,uk) through a shift
function Φ(x) to obtain a new set of vectors (u′1, . . . ,u

′
k),

where u′ij ∈ Z∗p, 1 ≤ i ≤ k, 1 ≤ j ≤ N . By adding
all the elements in the each vector after shift processing, k
elements (a1, . . . , ak) are obtained, where ai ∈ Z∗p, 1 ≤ i ≤ k.
In binary relation R, we assign the values of k variables
(a1, . . . , ak) to the statement φ. Furthermore, the committed
value of a set of vectors (u′1, . . . ,u

′
k) can be expressed as

(comck(u′1; r1), . . . , comck(u′k; rk)). It can be used by the
user to judge whether the IDP has performed the correct
calculations, where ri is a random value selected by the
user, belonging to Z∗p, 1 ≤ i ≤ k. To simplify notation,
we write cA = comck(A; r) for the vector (cA1

, . . . , cAk) =
(comck(u′1; r1), . . . , comck(u′k; rk)) when A is a matrix with
column vectors (u′1, . . . ,u

′
k).

The details of our authentication scheme are as follows.
1) Setup(1λ,Ω)

a) The IDP randomly selects the data in a face dataset Ω
as the biometric training set, and uses the eigenface al-
gorithm to calculate the mean ψ of the biometric images
and the k eigen vectors (u1, . . . ,uk) corresponding to
the k larger eigen values.
b) The IDP uses a shift function Φ(x) to convert all the
values in the eigen vectors into finite field to get a set
of vectors (u′1, . . . ,u

′
k), where u′ij ∈ Z∗p, 1 ≤ i ≤ k,

1 ≤ j ≤ N . Then, the IDP uses pederson commitment
scheme to commit this set of vectors to get a set of
committed value cA = (cA1

, . . . , cAk), where cAi ∈ G,
1 ≤ i ≤ k. By adding all the elements in the each
vector after shift processing, k elements (a1, . . . , ak) are
obtained, where ai ∈ Z∗p, 1 ≤ i ≤ k. When receiving
the identity registration request sent by the SP, the IDP
will send the generic identity identifier φ = (a1, . . . , ak)
to him in a secret way.
c) The IDP constructs a relation generator R that given
a security λ in unary return relations of the form R =
(p,G1,G2,GT , e, g, h, k, {ui(x), vi(x), ωi(x)}mi=0 , t(x))
with |p| = λ, where G1 and G2 are multiplicative
cyclic groups of prime order p, a generator g of G1, a
generator h of G2, a bilinear map e : G1 ×G2 → GT .
d) The IDP picks elements α, β, γ, δ, x ← Z∗p, defines
τ = (α, β, γ, δ, x) and calculates common reference
string σ = ([σ1]1, [σ2]2), where

σ1 =

α, β, δ,
{
xi
}n−1
i=0

,
{
βui(x)+αvi(x)+ωi(x)

γ

}k
i=0{

βui(x)+αvi(x)+ωi(x)
δ

}m
i=k+1

,
{
xit(x)
δ

}n−2
i=0


σ2 = (β, γ, δ, {xi}n−1i=0 ).

e) The IDP publishes quadratic arithmetic program R,
common reference string σ, a set of committed values
cA, and the SP’s identity identifier φ.

2) UserReg(1`,Γ, pw)
a) The user chooses a security parameter `, obtains
public and private keys by running Gen(`), and picks
a secure cryptographic hash function H(), where H :
{0, 1}∗ → Z∗n.
b) The user obtains facial image of size n×n through the
IoT devices. Then the user can preprocess the captured
biometric image, such as image graying, image size
adjustment, histogram equalization. Finally, the obtained
biometric image is converted into an N = n ∗ n
dimensional vector Γ = (x1, . . . , xN ). The user encrypts
the obtained biometric image to get a set of ciphertext
Γ′ = (x′1, . . . , x

′
N ).

c) The user selects a random value e ∈ Z∗p, enters a
password pw ∈ Z∗p, and sets v = Γ′||e||pw′, where pw′

is the encrypted value of pw. Then the user calculates
identity information by computing v′′ = v||εsk(v′; ς),
where εsk(v′; ς) is the digital signature of v′, and v′ is
the hash value of v. Finally, the information of v′′, the
user’s public key pk, and hash function H() are added
to the request message to register the identity with the
IDP.

3) CalcEigen(v′′, pk,H())
a) After receiving the identity registration request sent
by the user, the IDP checks the validity of the user’s
identity information by verifying whether the following
equation holds.

ζpk(εsk(v′; ς)) = Hash(Γ′||e||pw′) (1)

If the equation (1) holds, the IDP parses v′′ to obtain
the user’s encrypted biometric image Γ′, random value
e and the encrypted password pw′.
b) The IDP uses the random value e generated by the
user to construct a special set of vectors (C1, . . . ,Ck),
where Ci = (pw′ · C)i·e, 1 ≤ i ≤ k, and C is the
ciphertext of the difference between the user’s original
biometric image Γ and the mean ψ of the selected
images in the face dataset. Then, the IDP calculates
a set of ciphertexts (θ′1, . . . , θ

′
k) using the inner prod-

uct of the corresponding vectors in (C1, . . . ,Ck) and
(u1, . . . ,uk), as follows:

θ′i = C
u′i
i . (2)

It can be seen as the transformation result of projecting
the user’s encrypted biometric image onto the eigen
faces subspace W . For convenience, we represent the
processed eigen vectors (u′1, . . . ,u

′
k) as (a1, . . . ,ak),

where k = µm′.
c) The IDP chooses ρ ∈ Zq at random, computes C =

εpk(1; ρ)
k∏
i=1

Caii , and picks b = (b0, . . . , bµ−2), s, τ ←

Zµ−1q , and sets bbµ/2c = 0, sbµ/2c = 0, τbµ/2c = ρ.
Computing for k = 0, . . . , µ− 2

cbk = comck(bk; sk)
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Ek = εpk(bk;Gτk)

m′−1∏
`=0

µ,µ∏
i=1,j=1

j=(k+1−µ)+i

C
aµ`+j
µ`+i ·C

aµ`+i
µ`+j .

Then, the IDP sends (θ′1, . . . , θ
′
k), cb = (cb0 , ..., cbµ−2

),
E = (E0, ..., Eµ−2), C, and statement φ to the user.

4) EigenVerify(x,C,E, cA, cb)
i) The user wants to verify whether the operation results
sent by the IDP was generated from the user’s encrypted
biometric image. He randomly chooses a challenge value
x← Z∗q and sends it to the IDP.
ii) After receiving the user’s challenge value x, the IDP
makes the following calculations:

a) Sets x = (1, x, ..., xµ−2)
T and sends s = s · x,

b = b · x and ρ′ = τ · x to the user.
b) Defines C ′1, ...,C

′
m′ and cA′1 , . . . , cA′

m′
and yi

and C ′′ by

C ′` =

µ∏
i=1

Cxµ−i

µ(`−1)+i yi = xm
′−1 · (xi − x−i)

cA′`
=

µ∏
j=1

cx
j−1

Aµ(`−1)+j
C ′′ = εpk(−b;G−ρ

′
)Ex

c) Computes for ` = 1, 2, . . . ,m′

a′` =

µ∑
j=1

xj−1aµ(`−1)+j r′` =

µ∑
j=1

xj−1rµ(`−1)+j

υ` =

m′−1∏
j=1

C

i+j≤m′∑
i=1

yi·aµ(`−1)+i+j

µ(`−1)+j

d) Sends υ =
m′∏
`=1

υ`, a′1, . . . ,a
′
m′ , εpk(1; ρ)

x−1+µ

and

r′1, . . . , r
′
m′ to the user.

iii) The user checks whether cb ∈ Gµ−1, and
E0, ..., Eµ−2 ∈ H, and b, s ∈ Zq . Accept if
for ` = 1, 2, . . . ,m′

cA′` = comck(a′`; r
′
`) (3)

and
cbbµ/2c = comck(0; 0) (4)

cxb = comck(b; s) (5)

εpk(1; ρ)
x−1+µ∏m′

`=1
C ′`

a′` = υ · C ′′ · Cx
−1+µ

(6)

5) ProofGen(R, σ, θ′1, . . . , θ′k, φ)
a) After receiving the transformation result of projecting
the user’s encrypted biometric image onto the eigen
faces subspace W , the user decrypts it to obtain the
corresponding plaintext data (θ1, . . . , θk) as follows:

θi =
ζsk(θ′i)

i · e
(7)

where ζsk() is the decryption function of the paillier
algorithm, 1 ≤ i ≤ k, and sk is the user’s private key.

b) The user uses the decrypted data (θ1, . . . , θk) to cal-
culate exclusive witness (pw, θ1, . . . , θk, c1, . . . , ck, O)
by the following equation:

ci = kθi · ai (8)

pw + θ1 · a1 + 2θ2 · a2 + · · ·+ kθk · ak = O (9)

For ease of description, we present the user’s witness as
(ak+1, . . . , am).
c) The user randomly selects elements r, s ← Z∗p and
computes identity proof π = ([A]1, [C]1, [B]2), where

A = α+

m∑
i=0

aiui(x) + rδ

B = β +

m∑
i=0

aivi(x) + sδ

C =

∑m
i=k+1 ai(βui(x) + αvi(x) + wi(x)) + h(x)t(x)

δ
+As+Br − rsδ

d) Finally, the user outputs the identity proof π =
([A]1, [C]1, [B]2) to the SP.

6) ProofVerify(R, σ, φ, π)
a) The SP parses π = ([A]1, [C]1, [B]2) ∈ G2

1×G2, and
verifies the truth of the user identity as follows:

[A]1 · [B]2 =

k∑
i=0

ai

[
βui(x) + αvi(x) + ωi(x)

γ

]
1

· [γ]2

+ [α]1 · [β]2 + [C]1 · [δ]2
(10)

If the equation (10) holds, the SP authenticates the user
and allows the user to perform any transactions.
b) Furthermore, the SP can batch validate the truth of
the user identity. The aggregation method of the identity
proof is as follows:
First, the SP initializes 4 elements (A,B,C,D) and their
corresponding values are all zero. Then, we assume that
([Ai]1, [Bi]2, [Ci]1) represents the identity proof sent
by the i-th user. After receiving identity authentication
messages from N users, we have

[D]T := [D]T + [A]1 · [Bi]2 + [B]2 · [Ai]1
[A]1 := [A]1 + [Ai]1
[B]2 := [B]2 + [Bi]2
[C]1 := [C]1 + [Ci]1

(11)

In this way, the SP can aggregate the identity proofs sent
by the users. Finally, by judging whether the following
equation is true.

[A]1 · [B]2 = [D]T + [C]1 · [δ]2 + [N · α]1 · [β]2

+

k∑
i=0

ai

[
βui(x) + αvi(x) + ωi(x)

γ

]
1

· [N · γ]2

(12)
If the above equation holds, the SP verifies the identity
of all users. Otherwise, there are illegal users who forged
the proof.
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V. SECURITY ANALYSIS

In this section, we demonstrate that our identity authentica-
tion scheme is secure and privacy-preserving, and analyze the
properties of Completeness, Soundness, Zero-knowledge.

Theorem 1(Perfect completeness): Our identity authentica-
tion scheme satisfies the following three core properties:

1) When the user sends identity registration request to
the IDP, the request message must be able to pass the
verification of the IDP.

2) When the IDP uses the encrypted biometric image and
the encrypted ppassword sent by the user to calculate the
transformation result of projecting the user’s encrypted
biometric image onto the eigen faces subspace W , it
must be able to pass the verification of the user and make
the user believe in the truth of the operation results.

3) When the user has obtained the transformation result
generated by the IDP, the identity proof π constructed
by the user must pass the verification of the SP.

Proof :
1) Given parameter v′′, the user’s public key pk and hash

function H(), the verification equation will hold in Cal-
cEigen phase. Using the properties of discrete logarithm,
the verification equation (1) can be proved correct. The
detailed description of the proof is as follows:

ζpk(εsk(v′; ς)) = ζpk(εsk(Hash(v); ς))

= Hash(v)

= Hash(Γ′||e||pw′).
2) Given parameters x, C, and a set of vectors cA, cb, E,

the verification equation (3), (4), (5) and (6) will hold
in EigenVerify phase. For the sake of description, we
present comck() as ν().
a) Using the properties of discrete logarithm, the verifi-
cation equation (3) can be proved correct. The detailed
description of the proof is as follows:

cA′` =
∏µ

j=1
cx
j−1

Aµ(`−1)+j

= cAµ(`−1)+1
· cxAµ(`−1)+2

· · · cx
µ−1

Aµ(`−1)+µ

= ν(aµ(`−1)+1; rµ(`−1)+1) · ν(xaµ(`−1)+2;xrµ(`−1)+2)

· · · ν(xµ−1aµ(`−1)+µ;xµ−1rµ(`−1)+µ)

= ν(
∑µ

j=1
xj−1aµ(`−1)+j ;

∑µ

j=1
xj−1rµ(`−1)+j)

= ν(a′`; r
′
`).

b) Using the properties of discrete logarithm, the verifi-
cation equation (5) can be proved correct. The detailed
description of the proof is as follows:

cxb =
∏µ−2

i=0
cx
i

bi

= cb0 · cx
1

b1 · · · c
xµ−3

bµ−3
· cx

µ−2

bµ−2

= ν(b0; s0) · · · ν(xµ−2bµ−2;xµ−2sµ−2)

= ν(b0 + · · ·+ xµ−2bµ−2; s0 + · · ·+ xµ−2sµ−2)

= ν(
∑µ−2

i=0
xibi;

∑µ−2

i=0
xisi)

= ν(b · x; s · x)

= ν(b; s).

c) Using the properties of discrete logarithm, the verifi-
cation equation (6) can be proved correct. The detailed
description of the proof is as follows:

υ · C ′′ · Cx
−1+µ

= υ · εpk(−b;G−ρ
′
) ·Ex · Cx

−1+µ

=

m′∏
`=1

m′−1∏
j=1

C

i+j≤m′∑
i=1

yiaµ(`−1)+i+j

µ(`−1)+j · εpk(−b;G−ρ
′
)

·
µ−2∏
k=0

Ek
xk · εpk(1; ρ)

x−1+µ
k∏
i=1

Cx−1+µ·ai
i

=

m′∏
`=1

m′−1∏
j=1

C

i+j≤m′∑
i=1

yiaµ(`−1)+i+j

µ(`−1)+j · εpk(−b · x;G−τ ·x)

·
µ−2∏
k=0

m′−1∏
`=0

µ,µ∏
i=1,j=1

j=(k+1−µ)+i

(C
aµ`+j
µ`+i ·C

aµ`+i
µ`+j )

xk

· εpk(1; ρ)
x−1+µ

k∏
i=1

Cx−1+µ·ai
i ·

µ−2∏
k=0

εpk(bk;Gτk)
xk

= εpk(−b · x;G−τ ·x) · εpk(b · x;Gτ ·x) · εpk(1; ρ)
xµ−1

·
m′∏
`=1

m′−1∏
j=1

C

i+j≤m′∑
i=1

(xm
′−1+i−xm

′−1−i)aµ(`−1)+i+j

µ(`−1)+j

·
µ−2∏
k=0

m′−1∏
`=0

µ,µ∏
i=1,j=1

j=(k+1−µ)+i

C
xk·aµ`+j
µ`+i ·Cxk·aµ`+i

µ`+j

·
k∏
i=1

Cx−1+µ·ai
i

= εpk(1; ρ)
x−1+µ

m′∏
`=1

(

µ∏
i=1

Cxµ−i

µ(`−1)+i)

µ∑
j=1

xj−1aµ(`−1)+j

= εpk(1; ρ)
x−1+µ

m′∏
`=1

µ∏
i=1

C

µ∑
j=1

xµ−i+j−1aµ(`−1)+j

µ(`−1)+i

= εpk(1; ρ)
x−1+µ

m′∏
`=1

C ′`
a′` .

3) Given an identity proof π generated by the user, the
verification equation (10) will hold in ProofVerify phase.
The detailed description of the proof is as follows:

[A]1 · [B]2 = ([α]1 + [
∑m

i=0
aiui(x)]

1
+ [rδ]1)

· ([β]2 + [
∑m

i=0
aivi(x)]

2
+ [sδ]2)

= [α · β]T + [α ·
∑m

i=0
aivi(x)]

T
+ [α · sδ]T

+ [rδ · sδ]T + [
∑m

i=0
aiui(x)·

∑m

i=0
aivi(x)]

T

+ [sδ ·
∑m

i=0
aiui(x)]

T
+ [rδ ·

∑m

i=0
aivi(x)]T

+ [rδ · β]T + [β ·
∑m

i=0
aiui(x)]

T

= [α · β]T + [
∑k

i=0
ai(βui(x) + αvi(x) + wi(x))]T
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+ [h(x) · t(x)]T + [sδ ·
∑m

i=0
aiui(x)]

T
+ [rδ · sδ]T

+ [rδ · β]T + [rδ ·
∑m

i=0
aivi(x)]

T
+ [α · sδ]T

+ [
∑m

i=k+1
ai(βui(x) + αvi(x) + wi(x))]

T

= [α · β]T + [
∑k

i=0
ai(βui(x) + αvi(x) + wi(x))]

T

+ [A · sδ]T + [B · rδ]T − [rδ · sδ]T + [h(x) · t(x)]T

+ [
∑m

i=k+1
ai(βui(x) + αvi(x) + wi(x))]

T

= [

∑k
i=0 ai(βui(x) + αvi(x) + wi(x))

γ
· γ]

T

+ [C · δ]T + [α · β]T

=

k∑
i=0

ai

[
βui(x) + αvi(x) + ωi(x)

γ

]
1

· [γ]2

+ [α]1 · [β]2 + [C]1 · [δ]2.
4) When receiving the identity authentication messages

sent by multiple users, the SP can use the batch val-
idation method of ProofVerify algorithm to check the
truth of the user identity, thereby reducing unnecessary
computational overhead. Using the properties of bilinear
pairing, the verification equation (11) and (12) can be
proved correct. The detailed description of equation (12)
is as follows:∑N,N

i=1,j=1
i 6=j

[Ai]1 · [Bi]2

=
∑N

i=2
([Ai]1 ·

∑i−1

j=1
[Bi]2 + [Bi] ·

∑i−1

j=1
[Ai]1)

=
∑N

i=2
([Ai]1 ·

∑i−1

j=1
[Bi]2) +

∑N

i=2
([Bi]2 ·

i−1∑
j=1

[Ai]1)

=
∑N

i=2
[B]2·[Ai]1 +

∑N

i=2
[A]1·[Bi]2

= [D]T
(13)

[A]1 · [B]2 = [A ·B]T
= [(A1 +A2 + · · ·+AN ) · (B1 +B2 + · · ·+BN )]T

= [
∑N

i=1
Ai ·Bi]

T
+ [
∑N,N

i=1,j=1
i 6=j

Ai ·Bj ]
T

=
∑N

i=1
[Ai]1[Bi]2 + [

∑N,N

i=1,j=1
i6=j

Ai ·Bj ]
T

= [

∑k
`=1 ai(βui(x) + αvi(x) + wi(x))

γ
· γ ·N ]

T

+ [N · αβ]T + [
∑N

i=1
Ci · δ] + [

∑N,N

i=1,j=1
i 6=j

Ai ·Bj ]
T

= [
∑k

`=1

ai(βui(x) + αvi(x) + wi(x))

γ
]
1

· [γ ·N ]2

+ [N · α]1 · [β]2 + [C]1 · [δ] + [
∑N,N

i=1,j=1
i 6=j

Ai ·Bj ]
T

= [
∑k

`=1

ai(βui(x) + αvi(x) + wi(x))

γ
]
1

· [γ ·N ]2

+ [N · α]1 · [β]2 + [C]1 · [δ] + [D]T

the last identity is by equation (13).
Theorem 2 (Computational knowledge soundness) Suppose
the q-PKE assumption and q-CPDH assumption [10] is hard

in bilinear groups, and the IDP can honestly execute the
operations to generate the public parameters required by the
system. In our authentication scheme, for a non-uniform poly-
nomial time adversary A or an untrusted service provider, it is
computationally infeasible to forge a valid identity proof that
can pass the verifier’s verification if the biometric information
is not registered in IDP.

Proof :
The detailed process of the proof can be found in [14].

Theorem 3 (Perfect zero-knowledge) The SP cannot derive
any useful sensitive information from the user’s identity proof
π besides the truth of the user identity and the IDP only
calculates the encrypted biometric image, and cannot obtain
the user’s sensitive information about the biometrics from the
operation results and the intermediate value of the operation
process.

Proof :
1) In our identity authentication scheme, the user needs

to use sensitive information about the biometrics to
generate identity proof π to demonstrate the truth of
his identity before being allowed to execute any trans-
actions. We know that the parameters r and s are
chosen randomly by the user, and common reference
string σ generated by the IDP and the identity proof
π received by the SP are unpredictable. Therefore, the
SP cannot obtain the user’s sensitive information about
the biometrics through the identity proof π generated by
the user. It means that the SP cannot derive any useful
information from the user’s identity proof besides the
truth of the user identity.

2) After receiving the encrypted biometric image from the
user, the IDP first calculates the difference between the
user’s encrypted biometric and the mean of the selected
images in the face dataset. Then, the IDP calculates
the transformation result of projecting the user’s en-
crypted biometric image onto the eigen faces subspace
W . Due to the entire operation is performed in the
ciphertext space, it means that the user cannot analyze
the user’s sensitive information about the biometrics
from any computing process. That is to say, the IDP only
calculates the encrypted biometric image, and cannot
obtain the user’s sensitive information about the bio-
metrics from the operation results and the intermediate
value of the operation process. Therefore, our identity
authentication scheme is perfect zero knowledge.

VI. PERFORMANCE EVALUATION

In this section, we analyze the computational overhead and
communication overhead of our scheme. Then we implement
the scheme and evaluate its performance in experiments.

A. Performance Analysis and Comparison

For the convenience of description, we use new notations
to denote the following operations. We assume that G means
one group element, P denotes one pairing operation, exp means
one exponentiation operation, Mul denotes one multiplication
operation in Z∗p, and Add denotes one addition operation in
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TABLE II: The computational overhead of our scheme is compared with other schemes

Our scheme e-Finga PrivBioMTAuth

User comp. 3n+m− k G1 exp, n G2 exp, k Add N ′ + 1 exp, 2N ′ Mul 3 Mul, 2 exp, 4 Add
2N + 3k + 4m+ 4 Mul, N + 3k +m+ 4 exp

SP/OASer comp. 3P , k G1 exp N ′P , N ′ + 1 Mul 3 Mul, 7 exp
IDP/TA comp. 2k +m′k + 4µ− 3 exp, 2k − 2m′ Add 2N ′ + 1 exp, 2N ′ Mul 1 Mul, 2 exp, T

k2 + 3µ+ k − 2 Mul

Z∗p. k is the number of the eigen vectors selected by the IDP.
m is the number of the wires in arithmetic circuit. n is the
number of the multiplication gates in arithmetic circuit. N ′

is the dimension of the FingerCode. T is the computational
overhead incurred to train the machine learning model.

(1) Computation overhead comparison. In Table II, we
give a comparison of our scheme with Zhu et al. [8] and
Gunasinghe et al. [5] in terms of computational overhead.
Assuming that the user’s biometric image can be represented
by an N -dimensional vector, Ce represents one exponen-
tiation operation, and x · a represents one multiplication
operation. When generating an encrypted biometric image
Γ′ = (x′1, x

′
2, . . . , x

′
N ), the user needs 2N exponentiation

operations and N multiplication operations. When the user
decrypts the transformation result of projecting the user’s
encrypted biometric image onto the eigen faces subspace W ,
k multiplication operations and 2k exponentiation operations
are required. When the user calculates the witness based
on the transformation result, k multiplication operations and
k addition operations are required. When the user verifies
the truth of the transformation result generated by the IDP,
k+ 3m′ + 1 multiplication operations and k+ 4m′ + 4 expo-
nentiation operations are required. When the user constructs
the identity proof, m + 3n − k exponentiation operations in
G1 and n exponentiation operations in G2 are required. In the
CalcEigen phase, the IDP calculates the transformation result
of projecting the user’s encrypted biometric image onto the
eigen faces subspace W , which requires 2k exponentiation op-
erations and k−1 multiplication operations. When constructing
the multi-exponentiation arguments, the IDP requires a total
of 2k − 2m′ addition operations, k2 + 3µ − 1 multiplication
operations and m′k + 4µ − 3 exponentiation operations. In
the ProofVerify phase, the SP will cost 3 pairing operations
and k multiplication operations in G1 when receiving the
authentication message sent by the user.

Next, we will select two different biometric-based authen-
tication schemes for comparison. One of the schemes is to
calculate the secure Euclidean distance based on an improved
homomorphic encryption technique to achieve identity authen-
tication [8], which is called e-Finga in the rest of the paper.
Another scheme is to achieve identity authentication on mobile
phones through interactive zero-knowledge proofs and cryp-
tographic commitments, which is called PrivBioMTAuth for
convenience. In the e-Finga, we assume that FingerCode is an
N ′-dimensional vector. When generating encrypted biometric
information, the computational overhead of the user is N ′+ 1
exponentiation operations and 2N ′ multiplication operations.
When receiving the user’s authentication message, the com-
putational overhead of the TA is 2N ′ + 1 exponentiation op-

erations and 2N ′ multiplication operations. When generating
encrypted templates, the computational overhead of the OASer
is N ′ pairing operations and N ′+1 multiplication operations.
In the PrivBioMTAuth, the user’s computational overhead and
the SP’s computational overhead are mainly concentrated in
the authentication phase. The computational overhead of the
user is 3 exponentiation operations, 2 multiplication opera-
tions and 4 addition operations. When receiving the user’s
identity authentication message, the computational overhead
of the SP is 7 exponentiation operations and 3 multiplication
operations. The IDP needs to use machine learning algorithms
to train a large number of learning samples during the identity
registration phase, which will consume too much computing
time. In addition, in order to generate an identity token for
the user, the IDP also needs 2 exponentiation operations and
1 multiplication operations. As shown in Table II, we can
know that our scheme costs less computational overhead than
the other two schemes during the identity registration phase. It
means that our scheme is more efficient than other schemes.
Simultaneously, we assume that the IDP is a more general
semi-honest entity than the third party of other schemes.
During the authentication phase, the e-Finga costs more com-
putational overhead than our scheme. Our scheme generates
more computational overhead than the PrivBioMTAuth. How-
ever, our scheme is based on non-interactive zero-knowledge
arguments, and the user only need to generate an identity
proof once throughout the network to prove his identity when
requesting services from multiple service providers. In terms
of computational overhead of the users, our scheme costs
less computational overhead than the e-Finga. Nonetheless,
our scheme generates more computational overhead than the
PrivBioMTAuth. Compared with the other two schemes, our
scheme does not need to reveal the user’s sensitive information
at any phase. Therefore, in the above comparison, we can know
that our scheme is more efficient and has privacy protection
capabilities.

TABLE III: The communication overhead of our scheme

Phase Entity Communication Overhead

Setup IDP n+ 3m G1, 2k G
Registration User, IDP N + 7 + 2(µ+ 2k) G
Authentication User 2 G1, 1 G2

(2) Communication overhead comparison. From Section
IV, we can see that the communication overhead of our scheme
focuses on setup, registration and authentication phases, as
shown in Table III. In the setup phase, the IDP needs to
generate the common reference string, calculate the commit-
ment value and send identity identifier to the SP. Hence, the
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Fig. 3: The computational overhead of EigenVerify phase, ProofGen phase and ProofVerify phase

communication overhead of the setup phase is n + 3m G1

and 2k G. In the registration phase, the multi-exponentiation
argument is used to verify the truth of the IDP operation results
,and so the communication overhead of the registration phase
is N + 7 + 2(µ+ 2k) G. In the authentication phase, the user
needs to construct an identity proof to demonstrate the truth
of the identity before executing any transaction with SP. The
communication overhead of the authentication phase is 2 G1

and 1 G2.

B. Experimental Evaluation

In this subsection, we evaluate the performance of our
identity authentication scheme through a series of experiments.
We run these experiments on a desktop with Intel Core i5-
7500 CPU, 16 GB memory and Ubuntu 20.04 OS. All of
our experiments use the Python language, snarkjs library [33],
circomlib library [29] and ORL Faces Database [39]. In our
experiments, we use the BLS12-381 curve, set the field size
to be 256 bit, and set the captured biometric images and ORL
Database image size is 92×112 pixels.

(1) IDP: In our scheme, the computational overhead of the
IDP is generated by the Setup, CalcEigen and EigenVerify
phases. In the Setup phase, the computational overhead of
the IDP is determined by the size of the circuit, which is
determined by the number of the eigen vectors. As shown in
Fig. 2a, we can see that the size of the circuit linearly increases
with the number of the eigen vectors. In the CalcEigen phase,
the factor which impacts the computational overhead is the
number of the eigen vectors. Therefore, we set the number
of the eigen vectors from 9 to 81. As shown in Fig. 3a, we
can see that the time consumed to calculate the transformation
result of projecting the user’s biometric image onto the eigen

faces subspace W ranges from 2.1s to 20s. Meanwhile, the
generation of the vector E has a large computational overhead.
The time cost of the vector E generation increases with the
number of the eigen vectors. In the EigenVerify phase, we
select the number of the eigen vectors from 9 to 81. As shown
in Fig. 3b, we see that the time of parameter generation ranges
from 1.6s to 19.0s.

(2) User: In our identity authentication scheme, the com-
putational overhead of the user depends on the UserReg,
EigenVerify and ProofGen phases. In the UserReg phase, the
efficiency of the user’s encrypted image depends on the length
of the key. In order to further analyze the relationship between
the length of the key and the efficiency of the encrypted image,
the length of the key is selected from 128 to 1024 bit. As
shown in Fig. 2b, the computational overhead of the user
increases with the increasing of the length of the key. In the
EigenVerify phase, the user’s computational overhead depends
on the execution time of equation (6). The computational
complexity of equation (6) is determined by the number of
eigen vectors. As shown in Fig. 3b, the number of the eigen
vectors are selected from 9 to 81. Obviously, as the number
of the eigen vectors increases, more computation time is
consumed. In ProofGen phase, the number of the eigen vectors
varies from 9 to 81. As shown in Fig. 3c, we can see that the
computation overheads of the identity proof generation linearly
increase with the number of the eigen vectors.

(3) SP: The operation of the SP is mainly in the ProofVerify
phase. The computational complexity of the SP depends on
the number of the eigen vectors. Therefore, different numbers
of the eigen vectors were selected to illustrate the execution
efficiency of the SP. To further observe the execution efficiency
of the SP, the number of the eigen vectors are selected from
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9 to 81. As shown in Fig. 3c, the computational overhead
of the SP is stable at around 0.9 seconds. Because, our
authentication scheme only needs to perform 3 pairings and k
exponentiations. If the selected k is not particularly large, it
will not affect the execution efficiency of the SP.

VII. RELATED WORK

The privacy protection of biometric data has always been
a hot research direction. Therefore, in order to tackle the
problem of disclosure of user’s sensitive information about
the biometrics, many privacy protection identity authentication
schemes have been proposed.

The idea of using biometric data to generate key directly
was first proposed in 1994 [20]. Then, Dodis et al. [21]
proposed the idea of fuzzy extractor which constructed using
a secure sketch and a strong extractor. The classical fuzzy
extractor requires that the same sampled fingerprint cannot
have large errors during registration and verification phase.
Subsequently, many improved versions of fuzzy extractors
have been proposed, and has been applied in many different
scenarios [22], [23], [26]. However, some drawbacks were
found when using fuzzy extractors to solve problems in a real
scenarios. The reason is that in fuzzy extractors the release of
multiple sketches associated with the same biometric features
poses security and privacy issues due to the unavoidable
information leakage [5], and security analysis have been given
in [24] and [25].

In order to protect user’s privacy, secure two-party compu-
tation setting was introduced to solve biometric data breaches
[27], [30]. In this setting, the server and client execute the
protocol interactively without revealing their respective saved
biometric data during the execution of the agreement. Erkin
et al. [28] proposed a new homomorphic encryption scheme
for outsourcing scenarios, which was constructed by Paillier
algorithm and DGK encryption scheme [31]. This method can
ensure the security of the user’s biometric data during the
identity registration and authentication phase, and will not
reveal the results of the identity authentication. Xiang et al.
[32] constructed a privacy-preserving biometric recognition
protocol for outsourcing computing based on fully homomor-
phic encryption. The proposed scheme can reduce consider-
able online computing overhead when large computation task
outsourced to a cloud server. Zhu et al. [8] introduced a novel
privacy-preserving online fingerprint authentication method
based on an improved homomorphic encryption algorithm. It
provides secure, accurate and efficient authentication services
without revealing user’s private information. Although this
improved method improves efficiency, the increase in the
dimension of FingerCode will inevitably lead to an increase
in computational overhead. Unfortunately, Naehrig et al. [34]
pointed out that homomorphic encryption is impracticality
for arbitrary arithmetic computations. Meanwhile, it is not
suitable for some resource-constrained scenarios or high real-
time application scenarios.

The randomization technique was introduced to solve bio-
metric sensitive information leakage problem. Yuan et al. [35]
proposed a privacy-preserving biometric identification scheme

which outsources encrypted databases to cloud servers, thereby
reducing excessive computational overhead. The method uses
the random matrix technique to calculate the Euclidean dis-
tance under the ciphertext space. Wang et al. [36] conducted
an in-depth study on the existing biometric identification
outsourcing problem, and proposed a new privacy preserving
biometric identification protocols based on matrix tracing
theory. This scheme improves efficiency by shifting the burden
of database owners to the cloud. Zhang et al. [37] constructed
a privacy-preserving biometric identification scheme, which
adds a perturbation term to the biometric data and constructs
a new encryption and feature matching algorithms, accom-
modating higher-level efficiency requirements. Hu et al. [38]
proposed a privacy-preserving biometric identification scheme
which achieves a higher level of privacy using two-server
model. This method utilizes homomorphic encryption and
batch protocol to achieve privacy protection of biometric data.
Liu et al. [40] proposed a privacy-preserving and efficient
biometric identification scheme which can protect againest
many types of attacks, using the subtly designed invertible
matrix (SDIM) to protect user’s private data.

Other aspects, such as zero-knowledge proof-based bio-
metric authentication [5], [41] and the averaged event-related
potential-based biometric identity [42] have also been pro-
posed. Nevertheless, all the existing biometric-based authenti-
cation schemes suffer from the different drawbacks. In this
paper, we discussed how to construct a privacy preserving
biometric-based identity authentication scheme for Internet of
Things.

VIII. CONCLUSION

In this paper, based on NIZK arguments and multi-
exponentiation arguments, we present a novel privacy pre-
serving biometric identification scheme for Internet of Things.
The advantages of our solution are as follows: i) The user’s
sensitive information about the biometrics is not exposed dur-
ing the registration and authentication phase. ii) The identity
proof does not reveal anything other than the truth of the
user identity. iii) The user only needs to generate an identity
proof once throughout the network to prove his identity when
requesting services from multiple service providers.

The detailed analyses indicate that our solution can over-
come the shortcomings of the existing biometric-based identity
authentication schemes and achieve the privacy protection of
the user’s sensitive information about the biometrics. In the
future work, we will focus on biometric-based revocable and
regulatory identity authentication for Internet of Things.
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