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incorporating password-authenticated key agreement. Accordingly, we propose a new construction for OOB key exchange
and formalize the security level. We then derive three protocols from it that only require an inertial sensor in the IMD, which
is already available in advanced devices. We analyze those protocols with the proposed formalism to highlight shortcomings
and advantages depending on specific practical scenarios.
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1 INTRODUCTION

The number of patients with an Implantable Medical Device (IMD), such as a pacemaker, an Implantable Car-
dioverter Defibrillators (ICD), or a neurostimulator, has been rapidly growing for decades. According to [10],
the global active IMD market was USD 15.21 billion in 2017, and is expected to grow to USD 30.42 billion by
2025. Over the last decade, IMDs have evolved significantly both internally and externally. Currently, IMDs are
computationally much more complex and interconnected than ever before. Meanwhile, there is an ongoing effort
towards reducing their size as much as possible in order to increase the patients’ comfort!.

Unlike old IMD generations, modern IMDs increasingly rely on a wireless interface to communicate with
external devices. In particular, we can distinguish between programming devices through which doctors can
wirelessly send commands to the IMD (e.g., to change the patient’s therapy) and gather telemetry data, and
monitoring devices—located in the patient’s home—which periodically collect patients’ medical data and send it
to the hospital, thus enabling remote monitoring of the patient’s condition when they are at home. One recent
development that will further improve patients’ care is the fact that IMDs have started to support standard
wireless technologies (e.g., Bluetooth Low Energy (BLE)) [34, 36]. Clearly, such wireless connectivity provides
greater convenience to patients and doctors and allows the realization of new use cases. Besides, it has shown
great potential to improve the health system in the future [4]. For example, a patient carrying an IMD may
undertake medical examinations and receive personalized treatment without the need to leave their houses.

However, wireless channels also introduce new security threats. For example, adversaries who are relatively
close to the patient (i.e., a few meters away) may eavesdrop the wireless channel to learn sensitive patient
information [48], or even worse, send malicious commands to the IMD to alter its settings. The consequences of
these attacks can be very severe for patients, as these commands can allow adversaries to deliver (or disable)
a therapy with the goal of causing serious injuries or even death. While no real attack against an IMD is
known to date, past research has demonstrated that many IMDs available on the market today lack effective
security mechanisms [14, 29-31, 48]. To resolve these issues, it is necessary to first establish a secure wireless
communication channel between an IMD and an external device before any sensitive data or commands are
transmitted. This can be achieved by running any secure IMD key exchange that allows the establishment of a
shared cryptographic key between the IMD and the external device. However, establishing a shared key in this
context can be a challenging task due to the characteristics of current IMDs: they have strict resource constraints,
including limited memory and computational power. Furthermore, most IMDs are operated by a single non-
rechargeable and non-replaceable battery. Once the battery is depleted, the patient typically needs to undergo
surgery to get a new IMD, which always introduces risks. Additionally, IMDs have no physically accessible input
or output interfaces (such as a keyboard or a screen) once they are implanted. Hence, wireless communication
with the IMD is “invisible” to the patient and there is no means to physically allow communication (e.g., by
pressing a button).

1.1 Related work on IMD key exchange methods

Several classes of solutions have been proposed for secure key exchanges between IMDs and external devices.
We introduce them in the following.

Symmetric-key based. One approach to secure the connection between an IMD and an external device is by
provisioning them with the same symmetric key during manufacturing. However, this is not compatible with the
envisioned use of IMDs, where multiple personal devices, such as the patient’s smartphone or the doctor’s tablet,
will need to be connected to the IMD during its lifetime (e.g., when patients change their smartphone or decide
to go to another doctor). Equally, in an emergency situation (e.g., if the patient becomes unconscious or has

1For example, MICRA (one of the most advanced Medtronic pacemakers) is only about the size of a large vitamin capsule [38], which is
significantly smaller than its predecessors like Medtronic Azure [36].
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exacerbated symptoms) the doctor may need to get access to the patient’s IMD immediately using a new device
programmer. The problem is that this device programmer may not be able to retrieve the correct symmetric key
on time (e.g., due to not being able to identify the patient or not having a stable connection with the cloud).

Halperin et al. proposed a key diversification protocol in order to address this issue [15]. In their protocol,
external programming devices can derive the IMD’s key (pre-installed during manufacturing) by using a key
derivation function with a master key and the serial number of the IMD. In this way, secure communication can
be established without requiring the external device to store a large number of symmetric keys or have access to
the cloud. However, the master key is a single-point-of-failure, because it is shared by many external devices.
All IMDs will be at stake if an adversary manages to obtain the master key from one of them (e.g., by stealing
an external device and performing hardware attacks). Marin et al. proposed a solution to alleviate this problem
by updating the master key periodically [29]. An adversary who obtains one master key can only derive valid
symmetric keys of IMDs for a limited period of time. Nevertheless, the security of this method still depends on
the assumption that the master key and the external devices are well protected, which is challenging to guarantee
in practice. Overall, we conclude that key exchange by installing a symmetric key in the IMD is not a viable
secure option in practical scenarios.

Public-key cryptography based. One can also leverage public-key cryptography to realize the key exchange.
We provide a simple protocol as an example: the external device first transmits its public key to the IMD.
Subsequently, the IMD generates a secret key, encrypts it using the received public key, and transmits the
ciphertext to the external device. The security of the secret key is guaranteed because it can only be decrypted
using the corresponding private key. However, the biggest challenge of such a public key-based solution is that it
is hard for the IMD to verify the legitimacy of the public key, i.e., decide whether it belongs to a legitimate entity
instead of a malicious adversary. One can address this issue using digital certificates, which are widely used in
e.g., the Transport Layer Security (TLS) protocol. However, a digital certificate system is hard to manage as it
requires the establishment of a worldwide robust and costly Public Key Infrastructure (PKI). Moreover, because
the external devices can be retired or compromised (e.g., stolen), the PKI must have proper mechanisms to revoke
such illicit devices and update this information in the IMD. However, IMDs do not have an Internet connection
to receive these updates, so in practice, using public-key solutions also poses a number of challenges.

Distance-bounding protocols. These protocols are built around the principle that an external device—which
is physically close enough to the IMD (e.g., a few centimeters)—is legitimate, while any device that exceeds this
distance limit is malicious [44, 45]. At the core of such solutions is a method that leverages cryptography in
combination with physics to allow both devices to reliably and securely estimate the distance to the other.

Distance measurements can be realized by calculating the Round-Trip Time (RTT) of a signal, i.e., the time
interval between sending a challenge and receiving the response. However, it can be very difficult to implement
this on resource-constrained IMDs: the IMD must be able to accurately measure the RTT even if the signal travels
very fast, e.g., near the speed of light for a typical wireless signal. Moreover, the processing time (including the
time to process the challenge and compute the response) of the IMD must be very stable. Otherwise, the external
device cannot tell if a long RTT is caused by a distance beyond range, or a software delay occurs in the IMD.
Both criteria assume that the IMD is computationally relatively powerful, where in reality it is not.

Rasmussen et al. proposed a concrete solution that uses ultrasound to calculate the distance, relying on the
fact that adversaries cannot transmit data on the audio channel using a signal which propagates faster than
the speed of sound [45]. A significant advantage is that the speed of sound is relatively low, thus alleviating
the computational burden of the IMD to some extent. However, this workaround opens the door for wormhole
attacks [53] and requires an ultrasound transceiver in the IMD, which may not be a viable option.

Proxy device-based protocols. These protocols delegate security to a proxy device which can be carried
around by the patient (e.g., a bracelet) [5, 12, 62]. One of their main advantages is that they do not require to
modify the IMD, which makes them suitable for legacy devices with no (or limited) security. Unlike IMDs, the

ACM Trans. Comput. Healthcare, Vol. 0, No. 0, Article 0. Publication date: 2022.



0:4 + Zhang and Marin, et al.

proxy device can have desirable hardware properties (e.g., higher computational power, rechargeable battery,
Internet connection and input/output interfaces), which can be utilized to provide a high level of security, e.g., by
using public-key cryptography between the proxy and an external device. After a secure connection is established
between them, the proxy can distribute a session key to the IMD and the external device to build a secure channel.
In emergency situations, a doctor can remove the proxy and connect with the IMD directly using an external
device. However, this solution requires that a secure communication between the IMD and the proxy can be
established, e.g., based on pre-installed symmetric keys, which again can be challenging in practice. Another
drawback is that this method requires 24-hour wearing of the proxy device, which places the security burden on
the patient, and also suffers in terms of usability and convenience. In addition, some concrete solutions [5, 12]
also protect the IMD by using the proxy to jam the wireless channel, which can be illegal in certain countries.

1.2 Motivation

From the above discussion, it becomes apparent that conventional symmetric/public key based key exchange
techniques and other solutions are often unsuitable (or even not viable) in the context of IMDs. Furthermore,
some of the current solutions can only be applied in static contexts where the set of external devices the IMD
can communicate to is very small and known at initialization time. This shows that there is a need for novel key
exchange solutions that are secure, usable and deployable while at the same time being suitable for the new IMD
generations.

Over the last decade, the usage of Out-Of-Band (OOB) channels has been proposed as a promising way to
bootstrap security between an IMD and an external device that do not share any prior secrets beforehand. In this
paper, we systematically specify properties of OOB channels, perform an in-depth analysis of existing OOB-based
solutions for IMDs and propose a new class of key exchange protocols that leverage inertial sensors embedded
within IMDs.

Our contributions
We make the following three key contributions:

o First, we systematize and analyze the use of OOB channels for key exchange with IMDs. In particular, we
unify the requirements for an OOB key exchange protocol. Under this formalism, we review the OOB key
exchange solutions in previous work and demonstrate that none of the methods proposed so far satisfies
all the necessary requirements.

e Second, we identify that any OOB channel-based key exchange can benefit from being coupled with a
Password-authenticated Key Agreement (PAKE) method. We formalize the security level of this construction.

o Third, we bring about new insights by proposing a new kind of OOB channel using patient motion as the
information carrier. We study the suitability of this channel for secure key exchange and propose three
protocols based on inertial sensors that are already available in state-of-the-art IMDs.

Our protocols are applicable to both dedicated, proprietary external devices developed by medical companies
and off-the-shelf smartphones, which are of increasing importance in giving patients (some) access to their IMDs.
For example, Medtronic has developed a smartphone app that allows the patient to view some basic characteristics
of their pacemakers (such as remaining battery power) over a BLE link [35].

Paper Organization

The remainder of this paper is organized as follows. In Section 2, we define our attacker model and make security
assumptions. In Section 3, we review the prior use of OOB channels for IMD key exchange. We propose a new
construction of OOB key exchange in Section 4, before developing three protocols based on inertial sensors in
Section 5. We conclude in Section 6.
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2 ATTACKER MODEL AND ASSUMPTIONS

In this section, we define our attacker model and identify two security assumptions for the context of IMD key
exchange that are well-accepted by the security community.

2.1 Attacker model

We consider a powerful and sophisticated adversary who has full knowledge of the key exchange protocol itself
(but not the involved secrets) and has the following capabilities:

Attacks on the channel/network: We assume that the adversary has full control of the wireless channel. This
implies that the adversary can either perform passive attacks by eavesdropping on the communication, or carry
out active attacks, e.g., replay signals, modify/jam specific signals, or launch a Man-in-the-middle (MITM)
attack. Furthermore, depending on the chosen OOB channel, the adversary might also be able to either
eavesdrop or tamper with the data sent over the OOB channel. We elaborate more on this in Section 3.

Physical attacks: We assume that the adversary has the ability to steal relevant hardware, in particular a
legitimate external device such as a programmer device from the hospital, or a patient’s personal belonging
such as a bracelet. We further assume that the adversary can analyze and reverse-engineer such devices,
obtaining all firmware and cryptographic keys stored on the device.

Observation: We assume that the adversary can visually observe the complete key exchange process, i.e., watch
the patient directly or indirectly through a camera. This means that the adversary may obtain any secret
information that is visible. Moreover, some protocols might involve physical actions of the user that are related
to security, e.g., Xu et al. [63] proposed a pairing protocol where two wearables derive a key from the carrier’s
gait. In these cases, the adversary can launch simple or sophisticated mimicry attacks (e.g., computer vision
technique-based attacks) with the aim to emulate the pairing operations of the user in order to compromise
the protocol.

We acknowledge that the adversary might perform Denial-of-Service (DOS) attacks such as jamming the
communication channel or depleting the IMD’s battery by continuously sending pairing requests. However, these
attacks are independent of the core protocol design and are out-of-scope for this paper. Moreover, they can be
prevented by integrating existing solutions [49].

2.2 General assumptions

Touch-to-access access control. We inherit the widely accepted “touch-to-access” security assumption adopted
by numerous researchers for IMD key exchange protocols [31, 50]: the adversary can be in proximity to the
patient, however, can neither physically touch the patient without the patient noticing nor physically compromise
a device worn by the patient. This touch-to-access access control model is widely used by the research community
because it achieves a reasonable trade-off between security and availability for emergency situations, i.e., the
doctor can get access to the IMD by simply making physical contact with the patient (such as touching the skin
for a while). Based on this assumption, we do not consider other attacks that require physical access to the patient,
such as power analysis side-channel attacks [22] conducted on the IMD.

Patient awareness. We also point out a reasonable assumption that—outside of emergency situations—the
patient has basic abilities to move physically and think properly. Otherwise, there are many more straightforward
ways to cause severe impacts on the patient. Because the IMD and the patient are physically inseparable, it is
reasonable to require the patient to take part of the responsibility for ensuring the IMD’s security: the patient
should be aware of environment changes and reject any anomalous touching unless in an emergency situation.
Similarly, the patient should notice any abnormal signal indicating the IMD pairing process, such as strong
continuous sound or vibration (that appears when the patient is not in hospital and under a routine examination),
and react appropriately, e.g., by escaping the scene. We argue that the patient should not be responsible for
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anything else. For example, the patient does not need to wear a proxy device to protect themselves or be able to
detect a remote adversary who is eavesdropping the communication channel.

3 OUT-OF-BAND CHANNELS FOR IMD KEY EXCHANGE

The main intention of leveraging OOB channels for key exchange is that such channels are believed to be more
secure in contrast to long-range wireless channels and thus are suitable for transmitting secret data. For example,
our adversary is able to eavesdrop the wireless signals from a few meters away, however, may not be able to
easily obtain the information transmitted through an OOB channel, e.g., an audio signal. Furthermore, the use of
OOB channels does not rely on any prior shared information, which is especially advantageous in the context of
IMD key exchange. Moreover, the use of an OOB channel might also bring about additional benefits. Consider
the audio channel as an example again: an audio signal itself is detectable, which further increases the security
because the user can perceive the occurrence of the data transmission.

In this section, we first define the (security) properties and types of OOB channels in Section 3.1. We then
identify the requirements for OOB-based IMD key exchanges in Section 3.2, introduce existing approaches in
previous work in Section 3.3, and provide a systematic assessment of these approaches in Section 3.4.

3.1 Property and type of OOB channels

OOB channels typically have more limited bandwidth compared to wireless channels, and data transmission and
reception can be more costly (e.g., in terms of the energy consumption), possibly requiring additional hardware
components such as an audio transceiver. Therefore, the OOB channels cannot replace wireless channels and are
used only for transporting a small amount of data, i.e., a session key (or a secret value from which a shared key
can be generated). After a session key is agreed on, the parties can apply any standard encryption techniques and
transmit the encrypted data through the wireless channel. In this paper, we view an OOB channel as a directional
channel from one sender to one or more legitimate receivers that fulfills one or more of the following security
properties:

Confidentiality: A confidential OOB channel is an OOB channel where the transmitted data can only be received
by the legitimate receiver. It is hence resistant to eavesdropping (from a distance). We define a confidential OOB
channel as:

Definition 3.1. Let s be a symbol transmitted over the OOB channel. Let P, denote the probability that the
adversary can correctly infer s by passively observing the channel. Then we call a channel confidential if P, < e,
where €, is the threshold at which P, is negligible in the given context.

We note that the exact threshold € at which we call P, negligible depends on the properties of the protocol. For
example, if the OOB channel is used to directly transport a long-term secret key, then to achieve 80-bit security,
we need €. < 1/2% to prevent offline bruteforce attacks. Conversely, if the OOB channel is used to exchange an
ephemeral secret used in a PAKE [20], and the adversary only has a single attempt at completing the protocol,
a much larger threshold, e.g., ¢, < 0.01 might be acceptable. We further discuss these aspects in Section 5. A
confidential channel is not necessarily resistant to spoofing or tampering. For example, an adversary might not
be able to eavesdrop a low-power electric signal conducted through the patient’s skin from a distance but might
be able to overpower the signal with a very strong electro-magnetic field.

Authenticity: An authentic OOB channel is an OOB channel where the transmitted data is resistant to spoofing
or tampering, but not necessarily resistant to eavesdropping:

Definition 3.2. Let s be a symbol transmitted by the legitimate sender over the OOB channel. Let s’ be the
symbol transmitted by the adversary. Then P, denotes the probability that the legitimate receiver receives the
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adversary’s symbol s’. Then we call a channel authentic if P, < €,, where ¢, is the threshold at which P, is
negligible in the given context.

For example, the vibration channel from an external device to an IMD is often regarded as an authentic channel
(see Section 3.3): only nearby devices can reliably receive such signals. If the attacker was to overpower the signal
with a very strong vibration, this could be easily noticed by the patient. Conversely, this channel is not confidential,
because vibrations can be picked up from a distance e.g., using suitable microphones or accelerometers, as shown
by Halevi et al. [13].

Ideally, we would desire an OOB channel that is both confidential and authentic for an IMD key exchange.
However, such a perfect channel does not exist in practice, as we will show in the following sections. Nevertheless,
we may still leverage some imperfect OOB channels in combination with certain cryptographic techniques to
realize secure IMD key exchanges (cf. Section 5).

Besides, we note that there are two types of OOB channels used in IMD key exchange: typically, the sender and
receiver roles are held by IMD and external device, or vice versa. The IMD or external device is responsible for
generating the secret and transmitting it to another side through an OOB channel. This guarantees the secrecy of
the entropy source, i.e., an adversary cannot obtain the original secret without physically accessing the device.
However, we note that secret generation on these devices, especially to resource-constrained IMDs, might be a
challenging task.

Alternatively, there is also the shared entropy channel that mitigates the above restriction: in this situation,
both IMD and external device receive a (near) identical signal from a shared entropy source, e.g., some physical
or physiological signal measured by both parties simultaneously. Subsequently, they derive a key by eliminating
the mismatches on the signals, e.g., using a fuzzy cryptographic primitive [66]. For our work, we abstract this
situation as a special case of an OOB channel: the sender is the entropy source while the receivers are the IMD
and external device that can accurately measure it. For example, both devices can measure the heart rate of the
patient and derive a shared key on this basis. We further detail this approach in Section 3.3. To ensure security, it is
necessary that each separated channel (i.e., from the entropy source to each individual party) is both confidential
and authentic. Moreover, the entropy source should contain sufficient randomness. Otherwise, it may take a long
measurement time to derive a secret from it.

3.2 Requirements

An OOB key exchange protocol for IMDs needs to satisfy a comprehensive set of security, usability, and deploya-
bility requirements. In this section, we summarize the core requirements that we identify:

(Sec 1) Channel-independent security. An adversary with full control of the wireless channel and certain
control of the OOB channel (in terms of the properties in Section 3.1) must not be able to compromise the security
of the protocol (e.g., must not be able to impersonate an IMD to the external device or vice versa). We will discuss
the feasibility of the latter in the coming sections.

(Sec 2) Device-independent security. An adversary who can steal and fully analyze hardware involved in
the key exchange (e.g., a programmer from hospital) must not be able to compromise the security of the protocol.

(Sec 3) Patient perception. Patients should be able to perceive the occurrence of the key exchange through
certain feedback, e.g., vibration or touching the patient’s body with the external device. This allows the patient to
react to malicious situations. Thus, the adversary must not be able to conceal the feedback to the patient.

(Usa 1) Simplicity. Patients and doctors should be able to easily understand and learn the steps required for
the key exchange process.

(Usa 2) Executability. A patient or doctor should be able to execute the steps of the protocol. Furthermore,
the protocol should consider physical restrictions that the patient may have, e.g., some patients may be unable to
hear certain sounds, especially in crowded places.
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(Usa 3) Emergency availability. Medical personnel must be able to access a patient’s IMD easily and quickly
in emergency situations without relying on Internet connection or other long-range communication links.

(Dep 1) Additional hardware components. If necessary for key exchange, the protocol should only require
additional hardware components that are acceptable for IMDs: this is especially in terms of the size of the
additional hardware, which will inevitably compete for space with the battery. Furthermore, the additional
component must not reduce the reliability or durability of the IMD: replacing the IMD during its lifetime requires
unplanned surgery and additional risks to the patient.

(Dep 2) Execution time. The protocol must have a reasonable execution time: a long execution time (e.g.,
over one minute) can negatively affect the user experience and emergency availability. This is especially if the
protocol can fail sometimes due to environmental conditions, e.g., paramedic operational mistakes, which could
further increase the total execution time.

(Dep 3) Resource consumption. The protocol must consume acceptable resources on the IMD in terms of
hardware (e.g., extra memory) and energy consumption. To ensure this, one should (i) carefully design and test
the key exchange program on the IMD to guarantee that the medical functions are not affected, and (ii) minimize
both computational and communication overheads to conserve battery. We note that the communication cost is
typically dominant compared to the computation cost [56]. Besides, most of the battery energy is reserved for the
medical functions and only a small portion can be used for communication and security bootstrapping.

3.3 Previous approaches for OOB key exchange

Using a tattoo or a bracelet (visual channel). One possible way for establishing a key between a device program-
mer and an IMD—both in normal and emergency situations—is to tattoo the IMD key on the patient’s skin or
to print it on a bracelet worn by the patient [52]. This solution costs little and places little burden on the IMD,
however, the applicability of this idea is debatable. For example, a tattoo can become unreadable after an accident,
can disclose the patient’s condition to others, or be refused by patients due to the religious, aesthetic, or cultural
concerns. Secondly, replacing the secret key on compromise is very difficult and requires tattoo removal. Equally,
a bracelet can be damaged, lost, or stolen, which can lead to severe consequences.

Using audio channels. Halperin et al. [15] were the first to propose transmitting a key through an audio channel.
One of the main advantages is that due to the nature of audio signals, patients can notice when a key exchange
occurs. The main idea behind this solution is that the IMD generates a random session key and broadcasts
it as a modulated sound wave (4 kHz signal generated by a piezo element embedded in the IMD) such that
only an external device in close proximity (a few centimeters away) to the IMD can demodulate it correctly.
However, Halevi and Saxena [13] showed that adversaries can accurately capture the sound using an off-the-shelf
microphone from several meters away. By contrast, Siddiqi et al. [55] proposed an IMD key exchange scheme
where the secret is transported using MHz-range ultrasound. The security of their solution is based on the
assumption that the MHz ultrasound waves (generated by an IMD) can only be received by devices that touch the
patient’s body. However, the authors only verified this security assumption in an acoustic software simulation
but not in a real hardware set-up. Moreover, it is also unclear if a MHz ultrasound transceiver can be miniaturized
and embedded inside an IMD.

Using vibration channels. Similar to the audio channel, researchers proposed to use vibration for key exchange
between an IMD and an external device. The transmitter device (typically the external device) requires a vibration
motor to generate the vibration signal, while the receiver (typically the IMD) uses an accelerometer to receive it.
Saxena et al. [51] were the first to propose transmitting a key to an IMD via the vibration channel. Similar to the
audio channel solution, the activity of this channel is also perceivable by the patient. Crucially, unlike the audio
channel, a strong advantage of this channel is that sending a vibration to an IMD requires the sender device

ACM Trans. Comput. Healthcare, Vol. 0, No. 0, Article 0. Publication date: 2022.



OOBKey: Key Exchange with Implantable Medical Devices Using Out-Of-Band Channels + 0:9

to directly touch the patient’s body. However, the vibration is essentially a low-frequency audio signal, which
also inevitably emits acoustic side-channel signals. To defend against an eavesdropping attack, Kim et al. [21]
proposed to use Gaussian white noise to conceal the acoustic emanations. Anand and Saxena [2] further proposed
to use a masking signal, which better conceals the acoustic emissions. However, whether these solutions are
completely secure against eavesdropping attacks remains controversial. Moreover, they can increase the IMD’s
computational requirements.

Using the human body as a conductive channel. The human body can also be used for secret transmission due to
its conductivity. A galvanic coupling technique was often proposed in this scenario. Concretely, the transmitter
injects a low alternating current (e.g., 0.5 mA) into the skin/tissue, while the receiver can detect the voltage across
two receiving electrodes elsewhere on the body. Wegmueller et al. [60] and Tomlinson et al. [58] proposed two
implementations using galvanic coupling on an emulation of human tissue and skin, respectively. Marin et al. [31]
also proposed a method where an electrical signal (secret key) is sent from a neurostimulator’s case to an external
device that touches the human skin. The common assumption of these solutions is that the current is absorbed by
the tissue and emits little side-channel signals outside the body. Both [58] and [31] also tried to eavesdrop the
emanations around the human body, but did not detect any. However, whether this method can totally defend
against eavesdropping attacks is still debatable and requires further research. Moreover, this method generally
assumes that injecting a low-enough current is harmless for a patient carrying implants. However, this statement
is not based on examinations conducted on real patients, but based on theoretical data for healthy people [60]
or doctors’ experiences in medical practice [31]. To our knowledge, there is no proof that this method does not
cause any side effects on a patient or an IMD. Furthermore, it is difficult to ensure that these solutions are reliable
and robust under all circumstances, e.g., in an emergency.

Based on physiological signals. In addition to the aforementioned solutions, where one of the devices is always
responsible for generating and transmitting the secret to the other via an OOB channel, there are also solutions
that rely on a shared entropy channel like the patient’s body. Poon et al. [42] were the first to propose the usage
of physiological signals extracted from the patient for establishing a cryptographic key between two devices.
As opposed to biometrics, where information is person-specific and to a large extent invariant, physiological
signals are random signals that vary over time. For an overview on the security and functional requirements that
a physiological signal must satisfy to be used in a cryptographic protocol, we refer the reader to [27]. A standard
approach to establish a cryptographic key from the patient’s body (acting as a shared entropy source and channel)
consists of each device independently and synchronously taking a measurement of a chosen physiological signal.
However, these measurements are typically not identical but at best rather similar due to the noise, and not
necessarily uniformly distributed. Therefore, one cannot use them directly to establish a shared cryptographic key.
Dodis et al. [6] and Linnartz and Tuyls [26] tackled this problem and proposed fuzzy cryptographic mechanisms,
which, unlike standard cryptographic mechanisms, can tolerate a small amount of noise without compromising
the required level of security. Prior work has mostly focused on the proposal of physiological signal-based
solutions using fuzzy cryptographic primitives [28, 66].

As shown by Marin et al. [27], the security of physiological signal-based cryptographic protocols is questionable,
with attacks exploiting weaknesses or limitations in the selection of the physiological signal, the design of the
protocols, or even their implementation. For example, work by Lin et al. [25] and Rostami et al. [50] proposed to
use the Inter-Pulse-Interval (IPI), i.e., the time interval between two consecutive R-peaks of the Electrocardiogram
(ECG) signal of the patient, to realize key exchange. However, Ortiz-Martin et al. [39] and Seepers et al. [54] have
shown that IPI is not an appropriate selection. In addition, there is currently no known suitable physiological
signal that meets all the requirements for being used in combination with fuzzy cryptographic protocols.

ACM Trans. Comput. Healthcare, Vol. 0, No. 0, Article 0. Publication date: 2022.



0:10 « Zhang and Marin, et al.

3.4 Limitations of previous OOB channel-based solutions

In this section, we evaluate previous OOB channel-based solutions against the requirements that we identified.
The results are shown in Table 1 (for security and usability) and Table 2 (for deployability).

Security Usability
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Using audio channels [15, 55] @) () () e o [ )
Using vibration channels [2, 21, 51] O [ ] (] [ ) [ ] [ ]
Using human body [31, 58, 60] [ ] [ ] O [} o o
Based on physiological signals [25,50] | O ® O o o (]

Table 1. Evaluation of security and usability properties. Symbols indicate whether a solution fulfills (@) or does not fulfill (O)
a certain evaluation criterion.

Security. Solutions based on the use of a visual, audio?, vibration channel, or physiological signal have in
common that they assume that the OOB channel is confidential. However, this assumption is hard to satisfy
under a realistic adversary (e.g., who can steal personal belongings or perform an eavesdropping attack from
several meters away), thus violating Sec 1. Besides, almost all methods (except for the visual channel-based one)
satisfy Sec 2 as they do not require the protection of relevant hardware to ensure security. As for Sec 3, we note
that only the audio and vibration channel-based solutions are naturally perceivable by the patient.

Usability. All considered solutions are simple and executable by doctors and patients. The visual channel-based
solution requires the user to manually retrieve the secret from a patient’s tattoo or personal item, while other
solutions merely require the user to hold the external device near the patient or attach it to the patient’s skin.
Moreover, all methods are plug-and-play and the key exchange process in emergency situations is identical to
the one employed in hospitals.

Deployability. The deployability of a solution highly depends on the requirements and limitations of a specific
application scenario. For example, a pacemaker is expected to have stricter size limitations than an insulin pump.
Therefore, we do not make strict judgment on this criterion, but only provide the data from prior work as a
reference in Table 2. Note that this data is not always complete, e.g., only a few work provided an estimated
energy consumption value. Additionally, the visual channel-based method is presented more conceptually, rather
than giving a concrete implementation. Furthermore, it only requires a symmetric key to be pre-installed, thus
placing little burden on the IMD. Therefore, we omit it in the following.

For Dep 1, all protocols require additional hardware components in the IMD. In particular, the audio-based
solutions require a piezo element [15] or a MHz-ultrasound transceiver [55]. The applicability of embedding

2Here, we only refer to the use of a low-frequency audio signal, as in [15]. A MHz-ultrasound channel is claimed to be a confidential channel
in [55]. However, we argue that verifying this claim requires further testing.
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Category Additional components Execution time Energy consumption
Using audio channels piezo element [15]; 0.4s [15]; claimed negligible [15];
MHz-ultrasound transceiver [55]  2.56 ms (under theoretical 50 kbps) [55] < 15mJ [55]
Using vibration channels accelerometer 85.3 s (zero error rate mode) [51]; < 4.5 mAh (over IMD’s 90-month
6.4s [21] lifetime) [21]
Using human body a pair of electrodes 1.5s [31]; 2.56 ms [58]; 26.7 ms [60] < 2.75m] [58]
Based on physiological signals biosensor (e.g., ECG sensor) 40s [25]; 24-325 [28, 50] < 19.68mJ [25]

Table 2. Evaluation of deployability properties in terms of required additional hardware components, execution time, and
energy consumption.

these components inside an IMD remains controversial. By contrast, the vibration and physiological signal-
based solutions only require a sensor inside the IMD, i.e., an accelerometer and biosensor (such as an ECG
sensor), respectively. Such sensors have been highly miniaturized and extensively used in small-size Internet of
Things (IoT) devices. The solution based on current transmission through the body requires a pair of electrodes
or wires inside the IMD to receive the current, which can be easily embedded.

The execution time in Table 2 refers to the time used by the protocol to exchange a 128-bit secret key, which is
typically sufficient for a body area network scenario®. For the physiological signal-based solution, this value is
the total measurement time (we omit the time for other steps such as pre-processing, as it is trivial compared to
the measurement time); while for the rest of the solutions, it is the time of secret transmission through an OOB
channel, which only depends on the signal’s data rate. We observe that the solutions based on audio channel and
human body require little time to transmit a 128-bit key. By contrast, the vibration and physiological signal-based
methods take significantly more time, which potentially violate Dep 2. We show how this can be mitigated to a
large extent in Section 4.

We also show some energy consumption values in prior work. Among them, the physiological signal-based
method consumes the most energy with 19.68 mJ per execution. To evaluate this value, we first estimate an
IMD’s battery capacity using state-of-the-art pacemakers as an example: The energy density of a pacemaker’s
Li/I, battery can reach 210 Wh/kg [1]. Hence, the energy contained in the pacemaker is approximate 4 Wh
(14400]) if the battery weighs 20 g—here estimated using the Medtronic Azure pacemaker [36] as an example
and assuming the battery accounts for 80% of the total weight. Therefore, the energy consumption of prior work
should generally satisfy Dep 3. Again, we emphasis that it is vital to test the energy consumption carefully on the
resource-constrained IMDs.

Overall, we find that the prior IMD key exchange solutions based on an OOB channel lack comprehensive
security considerations. Many OOB channels are not confidential channels as the authors expected. The require-
ment for patient perception is typically neglected. Conversely, all solutions perform well in terms of usability.
Furthermore, the deployability of these solutions deserves more testing. Note that the comparison between
existing solutions in terms of reliability is out of the scope of this paper. However, this should be considered
before deploying any of these solutions in real devices.

4 A NEW CONSTRUCTION FOR IMD KEY EXCHANGE

Based on our requirements and analysis so far, we find that a new approach is needed for secure bootstrapping
between an IMD and an external device. We propose some designs in Section 5. Before that, we first provide
an insight that any OOB channel-based key exchange can benefit from being coupled with a PAKE (Password-
authenticated Key Agreement) [20].

3Some protocols were not designed to transmit 128-bit secret—we thus estimate the theoretical execution time based on the data rate.

ACM Trans. Comput. Healthcare, Vol. 0, No. 0, Article 0. Publication date: 2022.



0:12 « Zhang and Marin, et al.

4.1 Usage of a PAKE

A PAKE aims to exchange a (high entropy) Long-Term Key (LTK) between parties who have already shared
a (short, low-entropy) Short-Term Key (STK), and provides forward secrecy. A specific example of PAKE is
Diffie-Hellman Encrypted Key Exchange (DH-EKE) [3]. Figure 1 shows our main idea: first, the external device
and IMD initiate an STK exchange via an OOB channel. Subsequently and instantly, they execute a PAKE method
and exchange a LTK. The prerequisite for successful PAKE execution is that both parties share the exact same
STK; otherwise, the legitimate devices can detect a failure, thus abandon the current session and require a restart
(i.e., a new STK exchange).

External device IMD

OOB key exchange

- ———— e — >
| Obtain short-term key STK | | Obtain short-term key STK |
PAKE based on STK
e >
| Obtain long-term key LTK | | Obtain long-term key LTK |

Fig. 1. PAKE coupled with OOB channel-based key exchange

The involvement of a PAKE has two major advantages. First, the protocol execution time can be reduced: the
aim of a key exchange protocol is to establish a secure key of a certain length (most likely 128-bit); however,
this can be slow over an OOB channel with low data rate. Therefore, one can exchange a short STK via the OOB
channel first, and afterwards apply a PAKE protocol where STK is used to authenticate a LTK. The PAKE uses
the normal wireless channel and is thus usually fast compared to the OOB exchange.

Second, the PAKE can also significantly reduce the threat by restricting the time window during which an
adversary can conduct attacks. The STK agreed via an OOB channel is short-lived and only valid until the start
of the PAKE. This means that the adversary must obtain the STK in a usually short timeframe, ruling out e.g.,
attacks with substantial exhaustive search components.

Only if the adversary successfully obtains the full STK during the limited time window, they can actively
perform a MITM attack to impersonate the IMD and/or external device. However, the adversary still cannot obtain
the LTK through passive observation. For example, assume DH-EKE is used as the PAKE, then the underlying
Diffie-Hellman scheme naturally prevent the adversary from obtaining the exchanged key. Apart from this,
we note that this construction also defends against offline brute-force attacks, where the adversary collects all
information related to the key exchange process (e.g., communication traffic or video recording) and performs
offline analysis to recover the LTK.

In this paper, we quantify the success probability of the adversary (i.e., to conduct a successful MITM attack)
against a PAKE construction, denoted as P,4,. We first define two types of MITM attacks that an adversary can
conduct, and then identify possible adversary strategies and their corresponding P,4,. For simplicity, we assume
that the adversary aims to impersonate the external device and connects with the IMD (which is normally the
worst case) in the following, but note that the situation is similar if the target is the external device.
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4.2 Attack types

An adversary can conduct two types of attacks during one protocol execution.

Attack 1: sniff STK. The external device exchanges an STK with IMD over an OOB channel and tries to complete
PAKE on it, while the adversary in parallel sniffs the STK and tries to execute the PAKE concurrently. Let P,
(defined in Section 3.1) be the probability that the adversary succeeds in obtaining the STK. We assume that if
the adversary can eavesdrop the STK, they can use it to complete the PAKE, and thus, the adversary’s success
probability is also P.. Let Q. be the probability that the legitimate external device succeeds in completing the
PAKE with its exchanged STK. Given this, the probability that neither of them obtains STK (and hence the
exchange fails) is denoted by 1 — P, — Q..

Attack 2: inject STK. Both external device and adversary try to actively exchange an STK with the IMD, each
of them competing for the IMD to accept its STK and execute the PAKE. Let P, (defined in Section 3.1) be the
probability that IMD successfully exchanges with adversary’s STK and completes PAKE with the adversary.
Similarly, we assume that if the adversary is able to exchange an STK with the IMD, a PAKE can be completed
between them. Q, is the probability that the IMD successfully exchanges with the legitimate external device’s
STK and completes the PAKE with it; similarly, as before, 1 — P, — Q, denotes the probability that it fails to
exchange an STK with either party.

The adversary’s success probability of Attack 1 and Attack 2 depends on the confidentiality and authenticity
of the OOB channel, respectively. As in Section 3.1, we use the criterion for a confidential OOB channel that
P. < €, where P. is the probability that the adversary infers the full STK and we set €, < 0.01 when a PAKE is
used. In this case, the lower bound on the required STK entropy is 7 bit. However, this only holds if the adversary
cannot obtain any side-channel information on the OOB channel and is purely limited to guessing STK. Hence,
in practice longer STKs are required, where the length depends on the specific OOB channel.

Moreover, we emphasize that both P, and P, also depend on the precise attacker model. For example, while
eavesdropping a low-power signal from a large distance might be infeasible (and hence a negligible P,), if we
admit an attacker in closer proximity to the victim/have a higher ability to observe on the OOB channel, P,
might increase drastically. We thus argue that the definition of a precise and realistic attacker model is of utmost
importance to accurately assess the security of a given construction.

4.3 Adversary strategies

The key exchange protocol might fail under some circumstances, thus, should tolerate a certain number of restarts.
Correspondingly, an adversary can conduct one of the above two MITM attacks during each protocol instance.
The maximum number of restarts can be fixed by design. We denote by n the maximum tolerable number of
protocol restarts. The adversary can choose multiple strategies depending on the precise attacker model, e.g., his
prior knowledge of the security properties of the OOB channel, or his personal ability/cost to conduct an attack.
In the following, we define three most likely strategies and calculate the corresponding P4, values.

Strategy 1. In this case, the adversary keeps performing Attack 1 for n times. The adversary succeeds if they
succeed in the first attempt; or both (adversary and the external device) fail in the first attempt, and the adversary
succeeds in the second attempt; etc.

Proposition 4.1. Given an adversary adopting Strategy 1",
Padv :Pc+¢Pc+"'+¢n_1Pc = PC(ll__fn),Whereqﬁ =1 —PC—QC.

Proor. The first term corresponds to the case that the adversary succeeds in the first attempt; the second term
corresponds to the case that the adversary succeeds in the second attempt; and so on. Note that these cases are
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exclusive, and therefore can be summed. The adversary succeeds in the nth attempt if they fail in the first n — 1
attempts (with probability ¢"~!) and succeed in the attempt after that (with probability P.). ]

Strategy 2". In this case, the adversary keeps performing Attack 2 for n times.

Proposition 4.2. This case is similar with Strategy 1", with P, and Q, in place of P, and Q. respectively. Formally,
given an adversary adopting Strategy 2",

Padv=Pa+lﬁPa+-~+t//"_1Pa=%,Wherelﬁ:l—Pa—Qa.

Strategy (12) 2. Alternatively, if an adversary has the ability to conduct both Attack 1and Attack 2, they can
try combinations of these two attacks, hoping something will work. For example, an adversary may choose an
obvious strategy such as (12) % ie, alternating between the two attacks.

Proposition 4.3. Given an adversary adopting Strategy (12) 2,

Pado = Pe + §Pa+ $Y(Pe + $Pa) + -+ + ($) F 71 (P + §P,) = LL G0N
where p =1-P. —Qcand ¢y =1 - P, — Q,.

Proor. The term P, + ¢P, indicates the adversary’s success probability after the first (12) attempt, and
¢y (P + ¢P,) indicates the success probability after the second (12), etc. The adversary succeeds in the 3th
attempt if they fail in the first § — 1 attempts (with probability (¢y) 271y and succeed in the attempt after that
(with probability (P, + ¢P,)). O

The optimal strategy of the adversary can vary under different circumstances. For example, if the adversary
knows that P, is much larger than P,, they may try more Attack 1 and not bother with Attack 2. Regardless, we
note that P,q, is easy to calculate given another specific strategy. Furthermore, we can prove that P,g4, is always
less than some constant multiple of P, or P,.

Proposition 4.4. There is a constant k independent of P, or P,, such that:

e For Strategy 1", we have Py, < k - Pe.
e For Strategy 2", we have P, < k - P,.
o For Strategy (12)%, we have Pyg, < k - (P; + ¢P,).

Proor. Consider Strategy 1" as an example. Since 1 — (1 —P. —Q.)" < 1 (remember that these are probabilities,
hence in the interval [0, 1]), we have P.(1 — (1 = P, — Q.)") < P.; also P. + Q. > Q,, and therefore

b _P(1=(1-P:=Q)") _ P _
ado = Pe+ Q. T Qe

when we put k = i The argument for Strategies 2" and (12)? is similar. ]

k-P.

To understand this proposition, let us assume for example an adversary who is adopting Strategy 1". Suppose
the legitimate external device usually succeeds (Q. > 0.5), and the adversary usually fails (P, < 0.1), although
the adversary has a substantial probability of causing the protocol to fail and have to be restarted. In this case,
we see that P,g, < 0.2. The situation improves if the legitimate external device is more likely to succeed, e.g., if
Qc = 0.9 and P, < 0.1, then we have P,4, < 0.11. These results show that the advantage the adversary gets of
being able to force a restart of the protocol is fundamentally limited.
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5 NEW PROTOCOLS FOR IMD KEY EXCHANGE

In this section, we explore the possibility of using existing or new OOB channels to realize secure, usable and
deployable IMD key exchange. We start by reiterating two major pain points in previous approaches that we
want to address in our work.

First, we aim to design a key exchange scheme to be compatible with either a conventional external device or
an off-the-shelf consumer device (e.g., a smartphone), following the trend of modern IMD designs. However, this
can be challenging because the smartphone is only designed for general tasks, unlike a dedicated programmer
device that can be highly customized by medical device companies. Considering this, we want to leverage existing
components on the smartphone and note that modern smartphones are equipped with various sensors, including
inertial sensors (e.g., accelerometer and gyroscope). While being able to accurately measure motion-related data,
the inertial sensors are becoming more miniaturized and energy efficient, which makes them appropriate for
state-of-the-art IMDs. For example, the latest Medtronic pacemakers and ICDs already contain accelerometers
for medical use* [33, 37, 43].

Second, we highly focus on patient perception (Sec 3) that is of great importance in the context of IMD key
exchange. This can be introduced into a protocol in two general ways: by involving non-cancelable and perceivable
signals such as vibration or audio; or by requiring mandatory and perceivable human behaviors. We argue that
the latter might also benefit from the usage of inertial sensors (i.e., the inertial sensors can measure certain
behaviors).

5.1 OOB channels as building blocks

We outline several instances of OOB channels with different security properties in the context of IMD-smartphone
key exchange.

Vibration channel. Based on prior work, the vibration channel from a smartphone to an IMD can always
be regarded as an authentic channel [21, 51] in practice when an adversary is at (some) distance to the user.
We inherit this assumption in our paper. Conversely, the vibration channel is not resistant to eavesdropping
in proximity according to the literature [2, 13]. To ensure security, we assume P, = 1, i.e,, this channel is not
confidential and can be fully observed by an adversary.

Motion channel. Although inertial sensors were considered as components of some OOB channels (e.g., an
accelerometer is used as a receiver in a vibration channel), the ability of such sensors to measure human body
motion, which is one of the major functions of the inertial sensors in smartphones or smartwatches, has been
largely ignored. By leveraging this ability, a new OOB channel can be constructed, where the sender is the patient
and the receiver is a device carried by the patient (whether implanted or held in the hand). Human physical
motion is the data carrier of this channel, measured by the inertial sensors embedded in the patient’s devices. For
our work, we abstract motion as a signal and call the corresponding channel that transmits the motion signal the
motion channel.

First, we argue that the motion channel is authentic: a property of this channel is that its sender can only be
the patient himself, thus the signal cannot be spoofed or tampered (assuming that the patient cannot be forced or
fooled); while for the receiver side, the inertial sensor measurements of patient’s devices should only depend on
the patient (i.e., cannot be remotely modified).

Next, we discuss the confidentiality of this channel. Consider the following scenario as an example: a patient
performs a sequence of N motion events, where each event represents a fraction of the STK. The recipient device
(e.g., the patient’s pacemaker) measures the motions, derives the information embedded in each event, and

4An accelerometer is used to enable Medtronic’s Rate Response feature, i.e., adapt the pacemaker’s pacing rate to changes in the patient’s
physical activity.
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concatenates them together to reveal the original STK. An adversary can obtain STK if they can reveal each
motion event by a mimicry attack. Suppose Py, is the probability that a motion event is fully revealed in this
way, and that motions are independent. Then, the probability that the adversary can reveal the whole STK is
P, = (Pmim)"N. Note that the above is an upper bound: the adversary needs to control a camera or similar that
has a clear view of the patient. However, this can be very challenging to launch especially in private places such
as the patient’s home or a consultation room in hospital.

The adversary can conduct a mimicry attack on a motion channel in two ways. First, by mimicking the patient
themselves—first emulate the patient’s environment (i.e., by equipping the same inertial sensors attached to
the same body location), then mimic the patient’s motions simultaneously, trying to obtain sufficiently similar
measurements (compared to the counterpart obtained on the patient’s body). We expect Py, to be relatively small
in this case: due to the usage of a PAKE, the adversary only has one shot and thus must act accurately without
any delays. This is expected to be very challenging considering the human reaction time [18]. The experimental
results of mimicry attacks in [23, 24] confirm our expectations to a certain extent. Second, a more realistic way is
to leverage computer vision techniques. In particular, an adversary can run a real-time machine learning model
on camera-captured video to recognize the motion events. Pp,;m, then may depend on various factors, such as the
type of motion, type of camera (e.g., visible/depth/infrared thermal), and the camera’s viewpoint [64]. We can
roughly estimate P,;,, from start-of-the-art Convolutional Neural Network (CNN) real-time motion recognition
models [65]: the reported recognition accuracy varies between 61.5% and 86.4% on various datasets, which
generally consist of over 100 motion classes and offer a large diversity in terms of people, camera type/viewpoint,
etc. [19, 57].

Furthermore, we notice that an authentic and confidential motion channel has the potential to construct a
shared entropy channel with the patient being the entropy source. Unlike solutions based on physiological signals,
the randomness originates from the motions performed by the patient.

Smartphone-patient visual channel. When we consider the scenario of key exchange between a smartphone
and an IMD, the smartphone can display information on the screen, which can be read by humans. We regard the
visual channel from the smartphone screen to its owner, i.e., the patient, as an authentic channel, assuming that
the smartphone held by the patient is legitimate and not compromised. Note that this assumption is necessary,
otherwise, there is no guarantee to exchange a key securely between the IMD and a smartphone.

So far we have several OOB channels with different security properties. Based on these building blocks, we
next discuss three case studies in terms of using a confidential, authentic, and shared entropy OOB channel to
build an IMD key exchange in our proposed formalism (cf. Section 3.2). We assume the IMD is a pacemaker and
the external device is a smartphone, but note that the type of devices can be easily varied. As mentioned, the
following OOB key exchanges only aim to exchange an STK. Afterwards, two devices apply a PAKE to agree on
a LTK. We omit the latter step when we describe each instantiation for simplicity.

5.2 Key exchange based on a confidential channel

We first discuss if we can use a confidential OOB channel to realize IMD key exchange. Here we adopt a motion
channel from the patient to the IMD and assume for the moment that it is confidential. This way, the patient
can leverage this channel to actively pass a secret to their IMD by performing a series of motions, which can be
identified by an inertial sensor.

There is one challenge: How does the patient know what they need to do to transmit this secret? We show our
design in Figure 2. Here, we assign the task of secret generation to the patient’s smartphone. Next, the smartphone
truncates and maps the secret into a sequence of motions. The type of motions, as well as the mapping between
each motion and a bitstring, should be previously defined by the IMD and smartphone. We do not assume that
the mapping mechanism is secret—an adversary can easily obtain it by e.g., reverse engineering the mobile app.
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Subsequently, the smartphone illustrates the motions on the screen in the form of an animation (authentic to
the patient®). This way, the secret is translated from a bitstring into visual orders that can be easily understood
by the patient. On the other hand, the protocol relies on the inertial sensor embedded in the IMD to recognize
certain user motions, as has long been used reliably in smartphones and wearables [11, 46]. After obtaining a
series of patient motions, the IMD concatenates them and reveals the original secret.

Generate STK

| Map STK to a sequence of motions |

| Display the motions using animation |

Patient IMD

STK (via visual channel) STK (via motion channel)

Recognize the motions

| Map the motions to STK |

Fig. 2. Key exchange based on a confidential motion channel.

Now we study the feasibility of this instantiation. The protocol must meet the following core requirements at
once:

e To ensure security, we require P, = (Ppim)™ < €. Thus, the number of motions N > longim(O'Ol)'

o For usability, the motion must be executable for the patient. For example, complex motions may be hard to
perform and strenuous motions may cause dizziness.

o For deployability, the motions cannot pose too long execution time (denoted as T).

We make a reasonable design decision that each motion is required to be completed in three seconds (taking
into account the patient’s physical conditions). Then we have T > 3 -logp,  (0.01). Suppose Py, is correlated
with the complexity of the motion, i.e., a more complex motion brings about a smaller Py,;, and vice versa [59].
This way, the instantiation requires a trade-off between usability and deployability. For example, suppose we
select a complex enough motion type with Pp,im = 61.5% (the lower bound from previous work, cf. Section 5.1),
then we have T > 28.4 seconds. If the motion is ‘simpler’ (and hence larger P,,;,), T increases accordingly. In the
following, we propose a potentially feasible construction in the context of IMDs. We highlight that one needs to
empirically determine the value of P,,;, under a specific attacker model.

Construction 5.1. The type of motion that the user must carry out can be “rotate your body towards a certain
direction”, e.g., rotate 30 degrees to the right. To better assist the patient with doing this, the animation can be
designed as a compass, i.e., change the direction of the pointer as the patient moves, and give positive feedback

SHowever, the animation is not necessarily confidential. This is similar to entering a PIN at an ATM machine. In this way, the patient can be
advised that they need to be careful of “shoulder surfing” [9].
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(e.g., a sound or vibration) when reaching the target position. Additionally, the rotating angle and direction can
be accurately recognized using a gyroscope inside the IMD and smartphone [41].

5.3 Key exchange based on an authentic channel

We next discuss the possibility of using authentic channels for key exchange. As mentioned before, a vibration or
motion channel can be regarded as authentic (at a distance) in the IMD context.

We propose to combine an authentic channel with a public key cryptosystem to circumvent the limitations of
the latter (see Section 1.1). The main idea is shown in Figure 3: a smartphone sends its Public Key (PK) to the IMD
via an authentic channel. Subsequently, the IMD generates an STK, encrypts it using PK, and sends the ciphertext
to the smartphone through a wireless channel. Finally, the smartphone reveals the STK using its Private Key (SK).
In this scheme, an adversary will not learn any secret even if they can eavesdrop on the OOB channel or wireless
channel. The adversary may tamper with the wireless signal, however, this can at most result in a failure of key
exchange and can be noticed in a subsequent key confirmation process.

Smartphone IMD

Smartphone’s PK (via authentic channel like vibration or motion)

Generate STK

| Encrypt D = Enc(STK) using PK |

D (via wireless channel)

Decrypt D using SK

Obtain STK

Fig. 3. Key exchange based on an authentic channel.

The PK transmission can be time-consuming due to the relatively slow data rate of OOB channels. We base the
public key size to 160-bit that comes from the advanced Elliptic Curve-based public key schemes that provide
80-bit security [8]. Accordingly, we can estimate the time cost on a vibration channel based on [21], where a
smartphone is able to transmit 20 bps to an IMD through a vibration. This way, we expect to transmit the PK
in 8 seconds. For the motion channel, the transmission speed depends on the entropy of the selected motion.
We show this can be troublesome: suppose we use the rotation motion in Construction 5.1, and we limit the
maximum rotation angle per motion to 90 degrees and set every ten degrees as an interval (i.e., the required
rotation angle can be ten, twenty degrees, etc.), we have in total 18 combinations—about 4-bit entropy per motion
only. Inheriting the previous design where each motion takes three seconds, the PK transmission takes 120
seconds, which is much longer than the counterpart of vibration channel. Thus, the vibration channel may be a
better choice.

Additionally, Figure 3 is vulnerable to a MITM attack. If the adversary can eavesdrop the PK, they can do the
same thing as the IMD does, i.e., generate a fake secret, encrypt it using the PK and send it to the legitimate
smartphone. Precisely, this attack can be performed by sending the signal (D) faster than the IMD (with the help
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of a much more powerful device than the IMD), or by intercepting the IMD’s D and sending their own. This can
trick the smartphone to pair the adversary’s device, causing e.g., the IMD to not receive important commands
from the legit device.

To address this, IMD needs to prove its identity to the smartphone. This forms an entity authentication [67]
problem, which is often resolved by the claimant showing the possession of the same (or sufficiently similar) secret
(named evidence in the following) shared with the verifier. Because the IMD and the smartphone do not share
any prior secrets beforehand, we need a shared entropy channel here to generate a short and ephemeral evidence
for authentication. For the moment, we assume that the chest area can make a qualified shared entropy source
where the IMD and smartphone can derive a similar evidence by simultaneously measuring the accelerometer®
data. Based on this assumption, we propose the following construction.

Construction 5.2. We present the idea in Figure 4. After PK is transmitted, the smartphone and IMD synchronize
with each other, measure the accelerometer data for a period of time and derive an evidence (denoted by Ej
and E;, respectively) from the measurements. The evidences might vary slightly due to the noise introduced by
the measuring process. Subsequently, the IMD encrypts both STK and E; using PK, then sends the ciphertext to
the smartphone. The smartphone verifies the identity of the received message based on a pre-defined similarity
threshold, and accepts STK if the condition is met.

We further discuss the possibility of constructing a shared entropy channel in the chest area in Section 5.4.
Note that even if this is not viable, our initial instantiation still has value because it protects STK and eliminates
the possibility that an adversary pairs with the IMD (which is the worst case).

Smartphone IMD

Smartphone’s PK (via authentic channel like vibration or motion)

Synchronized

Measure evidence Eg

Measure evidence E;

Generate STK

| Encrypt D = Enc(STK|E;) using PK |

D (via wireless channel)

Decrypt D using SK

| Accept STK if E; and E; are similar enough |

* I

Fig. 4. Key exchange based on an authentic channel (enhanced)

SWe exclusively use accelerometers here because the IMD also requires an accelerometer to receive the vibration signal, i.e., PK.
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5.4 Key exchange based on shared entropy channel

Finally, we study the use of the patient themselves as a shared entropy source for IMD key exchange. Relevant
research exist that explore this approach for pairing between IoT/wearable devices. We show the work that only
require an inertial sensor in the following. In general, we observe that the entropy can originate from two main
sources.

Entropy originates from random human motions. Specifically designed for wearables, Xu et al. [63] and Revadigar
et al. [47] realized key exchange based on simultaneous accelerometer measurements while the user is walking
(the randomness is extracted from user’s gait). Mayrhofer and Gellersen [32] and Hinckley [17] proposed key
exchange between two IoT devices by holding them together in the hand and shaking them. Li et al. [24] proposed
a key exchange method between an IoT device that contains a button/knob/tangible screen and a smartphone,
where both the IoT device and the smartphone measure the timing information (e.g., the time of pressing a
button) of a series of motions (e.g., randomly press and release the button) and extract a secret from it. The timing
information can be obtained from accelerometer or gyroscope measurements.

However, all these solutions are not directly transferable to the IMDs because they generally require physical
contact with IoT devices, while the IMDs are inaccessible once implanted. Besides, they do not take into account
the emergency situation. We then propose a construction viable for the IMD context.

Construction 5.3. To exchange a key between an IMD and a smartphone, the patient or doctor is required to
randomly tap the patient’s chest with a smartphone over a certain period. The entropy comes from the timing
information of the tapping, which can be measured using inertial sensors embedded in both devices.

One major concern is that the timing information of the taps is potentially exploitable to an adversary
using a camera or microphone in proximity, a point also mentioned in [23, 24]. We can roughly estimate the
eavesdropping capability of the adversary from state-of-the-art video-based periodic motion detection models
(not real-time) [7, 40]. These models are able to detect the occurrence of certain periodic motions from long
videos, which is exactly applicable to our scenario. In [7, 40], the model recall value (the ratio of successfully
recognized motions to all motions appearing in the video) reaches up to 85.9%. This indicates that at least 30
taps are required to ensure P, < €.. Again, it is worthy of further research to study the impact of a real-time
camera/microphone based attack.

Entropy originates from unique physical properties of body. Wei et al. [61] proposed a secret exchange between
an IoT device and a wearable that contains a vibration motor. By having the user (with a wearable worn) touch
the IoT device and the motor release a vibration, both devices can derive a common secret from accelerometer
measurements that embody the resonance properties of the hand area. The authors claimed that the resonance
properties are variable both within and between subjects, and that this construction emits little side-channel
information of the secret.

Note that [61] is not based on a vibration channel. The vibration is merely used to excite the human body so
that the resonance properties can be captured using off-the-shelf accelerometers. We argue that their work is
potentially transplantable to our context by changing the location from hand to chest.

5.5 Usability Analysis

We analyze our proposed constructions in terms of usability. All three constructions generally satisfy the require-
ments on simplicity (Usa 1) and executability (Usa 2). In particular, Construction 5.2 (based on a vibration channel)
is the simplest and easiest to execute from the perspective of a patient or doctor, followed by Construction 5.3
(based on taps) and Construction 5.1 (based on rotations). The former one only requires the smartphone to be
attached to the patient’s chest area. Besides, this protocol promises to be appropriate to execute for a patient
because a smartphone vibration is normal in daily life. By contrast, Construction 5.3 can be harder to perform as it
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requires random taps. Construction 5.1 is relatively more challenging for a patient as it involves body movement
and interactions with animated instructions, like a game or exercise.

In terms of requirement on emergency availability (Usa 3), Construction 5.3 and Construction 5.2 can work
in emergencies because the motions (tapping or attaching) can also be performed by doctors. Conversely,
Construction 5.1 does not really work in emergencies. Nevertheless, we note that this solution may be potentially
applied in special treatments, e.g., when the patient needs certain physical entertainment to improve memory,
concentration and mental health [16].

6 CONCLUSION

In this paper, we systematically and fairly analyze previous approaches of IMD key exchange, and specifically
focus on the use of OOB channels. We identify the necessary security, usability and deployability requirements
that an IMD key exchange needs to satisfy, and show that none of the prior solutions satisfies all requirements at
once. Subsequently, we present the insight that an OOB key exchange benefits from being combined with a PAKE,
and provide security evaluations of this construction. Finally, we propose a new OOB channel that uses patient
motion as the information carrier, and develop three protocols based on this channel using inertial sensors. The
ubiquity of inertial sensors in today’s commercial smart devices and IMDs maximizes the chance of widespread
acceptance of our designs. We analyze our protocols in the proposed formalism and discuss their advantages and
disadvantages depending on the application scenario and attacker model. Overall, we hope that our work will
serve as a reference to more systematically reason about the use of OOB channels together with cryptographic
protocols for key exchange in body area networks.
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