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Abstract. Ciphertext-policy attribute-based encryption is a versatile
primitive that has been considered extensively to securely manage data
in practice. Especially completely unbounded schemes are attractive, be-
cause they do not restrict the sets of attributes and policies. So far, any
such schemes that support negations in the access policy or that have
online/offline extensions have an inefficient decryption algorithm.

In this work, we propose GLUE (Generalized, Large-universe, Unbounded
and Expressive), which is a novel scheme that allows for the efficient im-
plementation of the decryption while allowing the support of both nega-
tions and online/offline extensions. We achieve these properties simul-
taneously by uncovering an underlying dependency between encryption
and decryption, which allows for a flexible trade-off in their efficiency.
For the security proof, we devise a new technique that enables us to
generalize multiple existing schemes. As a result, we obtain a completely
unbounded scheme supporting negations that, to the best of our knowl-
edge, outperforms all existing such schemes in the decryption algorithm.

Keywords: attribute-based encryption - unbounded attribute-based en-
cryption - online/offline attribute-based encryption - non-monotone attribute-
based encryption

1 Introduction

Attribute-based encryption (ABE) is an advanced type of public-key encryption
in which the key pairs are associated with attributes [48]. In ciphertext-policy
(CP) ABE, messages are encrypted under an access policy [I7]. The resulting
ciphertexts can then be decrypted by a secret key associated with a set of at-
tributeﬁ that satisfies the policy. Conversely, in key-policy (KP) ABE, the keys
are associated with access policies and the ciphertexts with sets of attributes

4 In this paper, we will use the terms “sets of attributes” and “(attribute) sets” to
refer to the attributes associated with the secret keys. We use the term “universe of
attributes” to refer to the total set of attributes that can be used in the system.
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[27]. To securely and efficiently implement access control on data, especially
pairing-based CP-ABE proves to be an attractive primitive [I7I35/49/54/37]. In
2018, the European Telecommunications Standards Institute (ETSI) published
two technical reports on ABE [25/26], which include detailed descriptions of use
cases, varying from cloud settings to mobile networks. In such settings, the com-
putational resources of the encryption and decryption devices may vary. Thus,
different use cases may require schemes with different efficiency trade-offs.

According to ETSI, ABE schemes should be efficient and secure. Interest-
ingly, while ETSI proposes ABE to be used to enforce attribute-based access
control [33] on data, it explicitly notes that ABE cannot satisfactorily support
it, because ABE cannot support negations efficiently [26]. Indeed, the decryption
algorithm of most ABE schemes supporting negations is incredibly expensive
[4238)571T]. Recently, some interesting progress was made, yielding significant
speed-ups in decryption time [50/T4]. However, those schemes still have a costly
decryption [I4] or restrict the attribute sets [50].

In this work, we introduce GLUE, which is a new scheme that enables the
realization of the following properties:

(1) Large-universe: any string can be used as an attribute;

(2) Unbounded: no restrictions on e.g., the sizes of the policies or attributes sets,
or the number of times that an attribute may occur in the policy;

(3) Expressive: support of monotone span programs, ensuring that policies rep-
resented as Boolean formulas consisting of conjunctions and disjunctions can
be supported;

(4) Non-monotone: support of non-monotone span programs, ensuring that the
policies can use negations;

(5) Compact: the number of key and ciphertext components depends at most
linearly on the set size or the policy length, and in particular does not depend
on other parameters (implicit or explicit)ﬂ

GLUE is designed to offer a flexible choice in the encryption/decryption efficiency
trade-off during the setup of the parameters. More specifically, it is parametrized
in variables nj and n., where the encryption costs increase in ny + n. and the
decryption costs decrease in nj and n., e.g., in the factor ny if ny = n. holds. In
this way, the scheme can be fine-tuned to take into account the computational
resources of the encryption and decryption devices. In particular, this feature
allows for significant speed-ups in the decryption algorithm compared to other
schemes that also satisfy the listed properties.

Large-universe and unbounded ABE. The universe of attributes, i.e., the
attributes that can be used in the scheme, can be small or large [48]. In small-
universe constructions, the number of attributes is bounded after the setup, e.g.,
because a public key needs to be generated for each attribute. In large-universe

5 For example, parameters such as those in schemes with a flexible efficiency trade-off
(e.g., [12I53]) or the number of re-uses of the same attribute in the policy (e.g., [36]).
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constructions, the universe of attributes is effectively unbounded. Moreover, the
public keys do not depend on the attributes in the system, and a user can directly
encrypt messages using the master public key and the attribute string. Large-
universe ABE is thus more scalable than small-universe ABE, as the encrypting
users do not need to first locate the necessary public keys before encrypting.
Some large-universe schemes [48J56/13] are however undesirably restrictive [40],
as they are bounded in the sizes of the policies or attribute sets, or the number
of times that an attribute may occur in the policy. Oftentimes, the scheme’s
efficiency depends on such bounds, e.g., the encryption costs grow linearly in
the bounds on the policies or sets [55]. Hence, choosing high bounds is not a
suitable solution either. Preferably, a scheme is unbounded in all parameters.

Expressivity and non-monotonicity. Most state-of-the-art ABE schemes
are expressive in that their policies support monotone span programs (MSPs)
[250/TTH4T]. An important subclass of MSPs are Boolean formulas consisting of
conjunctions and disjunctions. As mentioned, popular access control models such
as attribute-based access control [33] allow the policies to be any Boolean for-
mula, including negations. ABE schemes that support negations are called non-
monotone [4457ITTI50IT4]. In addition to being more expressive, such schemes
readily support revocation systems [38], which is crucial in practice as well.

Different types of non-monotonicity. For large-universe constructions, three
types of non-monotonicity exist: OSW-type [44], OT-type [43], and OSWOT-
type [14]. In OSW-type negations, e.g., “NOT user: Alice”, the entire attribute
set, e.g., “{user: Bob, course: linear algebra, course: calculus}”, is compared with
the negated attribute to establish that the set does not contain it. In ABE im-
plementations, this translates in a decryption cost that grows in not only the size
of the policy, but also in size of the attribute sets. Such negations may thus not
be efficient if the sets are large. In OT-type negations, e.g., “user: NOT Alice”,
the attribute labels, e.g., “user”, play a role. In particular, the set must contain
an attribute with label “user” and its value, e.g., “Bob”, must differ from the
negated attribute. While this is more efficient than OSW-type negations, the
set of attributes is allowed to contain only one attribute for each label, e.g.,
such negations are not supported for the label “course” in our first example.
Thus, schemes supporting this type of negations are bounded in the number
of label re-uses, which is not always desirable. For instance, like in our exam-
ple, users may have multiple attributes for labels such as “departments at a
hospital”, “courses followed at a university” or “mail addresses”. As a solution,
Attrapadung and Tomida [I4] introduced OSWOT-type negations, e.g., “course:
NOT cryptography”, to extend OT-type negations, such that the negated at-
tribute is compared with all attributes in the set that share the same label, e.g.,
“{course: linear algebra, course: calculus}”. In this way, the flexibility of OSW-
type negations and the efficiency of OT-type negations can be combined.
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Table 1: Comparison of large-universe schemes supporting (non-)monotone span
programs. For each scheme, we list whether it is unbounded (in the sets S and
policies A, and the number of attribute and label re-uses), whether it supports
negations or has a provably secure extension that supports negations, whether it
is compact and supports a flexible efficiency trade-off (FET). Note that we have
only listed schemes that are structurally different “in the exponent”, i.e., their
associated pair encodings [9] are different. For instance, the unbounded schemes
in [36/40] have a similar structure and therefore only [40)] is listed.

Unbounded Negations

Scheme KP/CP 'STTA[ ARU LRU| OSW _ OT _OSWOT Compact|FET
GPSWO06-LU [27] KP X v v v |V X X v X
BSWO07 [17] CP v v v Vv X X X v X
ALP11 [I3] KP X v v v v X X X X
W11-LU I [56] CPp v v v Vv X X X v X
W11b-LU [55] CP X X X X X X X v X
LW11b [40/46) KP v v v v v [B8 v[IOo v 4 v X
OT12 [43] CP v v X X X v X X X
RW13 [46] CP v v v v | v [l v v 4 v X
AHM+16 [12] KP v v v v | v [3 X X X v
AC16 [1] CPp X X v v |v [1g v [14]6] v [14]6] X X
AC17b [2] CP(/KP)|v v X X X X X v X
ABGW17 [7] KP/CP |v v Vv V X X X v X
Att19-I-CP [II] ||CP(/KP)|v v Vv V v v 14 v [14] v X
Att19-II-CP [II] |CP(/KP)| X v v V v X X X X
Att19-III-CP [II]|{|CP(/KP)| v X Vv v X X X X
TKN20 [50] KP/CP |v v v X X v X v X
VA22 [53] CPp v v v v | Ve X X X v
GLUE CP(/KP)|v v Vv v v v [14] v v

Note: § = attribute set; A = access policy;
ARU = attribute re-use in the policies; LRU = label re-use in the sets and policies

Achieving properties (1)-(5) simultaneously. Only a limited number of
existing schemes support properties (1)-(5) simultaneously [54]. In fact, all
pairing-based schemes that provide non-monotonicity and large-universeness use
a polynomial-based hash—also known as a “Boneh-Boyen (BB) hash” [I8]—that
maps arbitrary attribute strings into the scheme [48J44]. Of those schemes, the
only ones that are completely unbounded [B8/57ITTIT4] are based on the schemes
by Lewko and Waters (the KP-ABE version) [40] and Rouselakis and Waters
(the CP-ABE version) [46] (Table [1)). However, all those schemes have an in-
efficient decryption algorithm compared to other ABE schemes [45], which use
a full-domain hash (FDH) to achieve large-universeness. For this reason, such
schemes are often favored in practice, despite their inability to support negations
[25126]. Nevertheless, since supporting negations fosters the expressivity of ABE,
we aim at improving the decryption efficiency of schemes using a BB hash.
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Fig. 1: Overview of large-universe schemes using a BB hash.
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Improving decryption efficiency of schemes using a BB hash. To de-
termine whether we can improve on the decryption efficiency of the existing
schemes satisfying properties (1)-(5), we investigate all schemes using a BB
hash to achieve large-universeness. In particular, if we consider all such schemes,
then we see that a scheme that is unbounded, compact and costs less than one
pairing operation per attribute during decryption does not exist yet (Figure .
Because pairing operations are the most expensive operations in pairing-based
ABE, it is therefore important to minimize the use of those. In this work, we
aim to achieve this: we provide a scheme that satisfies properties (1)-(5), while
requiring less than one pairing operation per attribute during decryption.

1.1 Owur contributions

We first give a high-level overview of our contributions. Then, we provide more
(technical) details about these contributions.

— New construction: We present a new unbounded large-universe scheme
using a BB hash (thus avoiding random oracles). Its encryption/decryption
efficiency trade-off can be fine-tuned by taking into account the computa-
tional resources of the devices.

— Generalizations: Concretely, the scheme can be considered a generalization
of two large-universe schemes: the Rouselakis-Waters (RW13) scheme [46]
and the bounded large-universe scheme without random oracles by Waters
(W11b) [55]. This generalization also illustrates a deeper connection among
various designs.

— Security proof: We develop new proof techniques to ensure that the ran-
domness provided by a BB hash can be simultaneously used for the keys and
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ciphertexts. To the best of our knowledge, we are the first to achieve this in
the unbounded setting, and in the full-security setting.

— Extensions: We provide three extensions to the basic scheme: one on-
line/offline [32] and two non-monotone extensions supporting OT-type and
OSW-type negations, respectively. Notably, we obtain an online/offline ABE
scheme and a scheme supporting OSW-type negations with the most efficient
decryption algorithms. This enables us to support OSWOT-type negations
more efficiently, which is the most desirable in practice.

1.2 New construction: GLUE

We focus on three schemes that satisfy at least two out of the three depicted
properties (see Figure[l)): W11b [55], RW13 [46] and AHM+16 [12]. Those three
schemes provide a good starting point for GLUE, our new scheme which satis-
fies all required properties. Intuitively, we apply the partitioning techniques of
AHM+16 to combine the unbounded RW13 and the bounded W11b that allows
for efficient decryption. However, as we show later, for the secure combination
of these techniques, GLUE requires a more intricate approach.

We give a high-level description of the partitioning approach as introduced
by AHM+16. First, we partition the attribute sets into smaller subsets. Then,
we apply a (bounded) scheme with efficient decryption (in their case, ALP11
[13]) to each subset. Lastly, we use the unbounded techniques of e.g., RW13 or
LW11b [40] to securely connect the subsets. In this way, the decryption costs
of the scheme can be decreased. Unfortunately, this comes at a cost. Because
bounded schemes typically have a more expensive encryption, the encryption
costs are increased. From a broader perspective, this approach creates a scheme
with a (flexibly) efficiency trade-off feature. As we will show later, this trade-off
is determined by some parameter n. The encryption costs are higher by a factor
n than those of unbounded schemes such as RW13, whereas the decryption costs
are lower by this factor. Because this parameter n can be chosen during setup,
it can be fine-tuned for the given practical context. If decryption needs to be
efficient (which is often the case), one can choose larger n than in cases in which
encryption needs to be efficient.

The main reason why we achieve the compactness property, in contrast to
AHM+16, is due to the bounded scheme that is used. Because AHM+16 uses
ALP11 [13], a scheme with constant-size ciphertexts and large keys whose sizes
depend on the parameter n, its keys are large and its key generation is very
expensive. Moreover, although the number of pairing operations required during
decryption decreases, the number of exponentiations grows by a factor n for each
matching attribute. As we will show, this means that AHM+16 decryption is
not much more efficient than unbounded schemes such as RW13. As a solution,
we use the W11b scheme, whose decryption costs consist of a constant number
of pairing operations and no additional exponentiations. In this way, we achieve
a much better speed-up in decryption, and since W11b is compact, the key sizes
and key generation costs are not affected.
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1.3 Generalizing RW13 by generalizing the hash

The main difference between the partitioning approach as applied by AHM+16
and us is that we have to partition both the key sets and the ciphertext policies.
The reason for this is that AHM+16 uses ALP11, which is bounded in only
the ciphertexts, whereas we use W11b, which is bounded in both the keys and
ciphertexts. By extension, we need to apply some technique to connect the re-
sulting key and ciphertext “parts”. However, we will show that the security proof
of W11b does not generalize to the unbounded setting, meaning that we have
to devise a new proof technique for W11b that does generalize. Furthermore, it
is not possible to apply the exact same approach as that of AHM+16. In par-
ticular, to prove security, they embed the scheme in the fully secure key-policy
doubly-spatial encryption [31] scheme in [9], and then, they apply the embedding
lemma [12]. We cannot use this approach, because, to the best of our knowledge,
the W11b scheme cannot be similarly embedded in an existing scheme.

Hence, we take a slightly different approach: we generalize RW13 by gener-
alizing its specific instantiation of the BB hash. A BB hash first takes as input
a unique representation x, of an attribute att in the integer set Z,, where p
is the prime order of group G with generator g € G. Then, it computes the
hash as Fj,(zatt) = H?:o B? Z‘“’, where the generators B; = ¢” implicitly embed
the coefficients of the polynomial f,,(Zatt) = > 1o bizly,. Where RW13 (and its
unbounded derivatives [32[11]) uses an implicit 1-degree polynomial, we use an
implicit n-degree polynomial, like W11b [55]. However, as we will show, simply
replacing the 1-degree polynomial by some n-degree polynomial does not im-
mediately yield a secure scheme. To solve this, we replace another public-key
variable used in the scheme by a polynomial.

1.4 Security proof

The AC17 framework. To benefit from the strong security guarantees as well
as the generic transformations [116] within the Agrawal-Chase (AC17) [3] frame-
work, we prove security within it. In general, the AC17 framework considers the
pair encoding schemes (PESs) associated with an ABE scheme [9]. Intuitively,
PESs are an abstraction of ABE schemes to what happens in the exponent
space. If a PES is secure, the AC17 framework transforms it into a fully (also
known as adaptively) secure scheme. The security notion for PES is called sym-
bolic security, which consists of two parts: the selective and co-selective symbolic
property. These properties hold for any scheme that is not trivially broken, so
the AC17 framework simplifies the effort of proving full security considerably by
giving such transformations. A small drawback is that the resulting schemes are
provably secure under g-type assumptions [19], which are less well-understood
than static security assumptions. Regardless, the assumptions used in the AC17
framework are implied by commonly-used g-type assumptions [9]. These have
not been shown to yield less secure schemes in practice yet. Another advantage
of the AC17 framework is that any symbolically secure PES can be transformed
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in a PES that supports negations [6]. It is notoriously difficult to achieve this in
the full-security model in combination with the large-universe property [L1].

Proving the symbolic property. Proving the (co-)selective symbolic prop-
erty is similar to proving selective security. In the selective-security model, the
attacker commits to the challenge access policy (resp. set of attributes) be-
fore seeing the public keys. Many schemes proven security in this model use
the “program-and-cancel” strategy [56l46], in which the challenger embeds the
policy (resp. set) in the public keys. In the simulation of the secret keys and
challenge ciphertext, the components are programmed in a specific way, using
that the set does not satisfy the policy (resp. policy is not satisfied by the set).
Typically, the components that cannot be programmed are canceled by other
non-programmable components. In the AC17 framework, this “programming” is
replaced by “substitution”, and the “canceling” is replaced by “evaluating to 0”.

Security proof. One of the main difficulties of our scheme is proving the sym-
bolic property. In the first place, proving security is difficult due to the lack of
provably secure schemes that use the randomness provided by the BB hash for
both the keys and ciphertexts. To the best of our knowledge, previously, only
W11b [55] used the hash for both the keys and ciphertexts, but only in the
bounded setting and in the selective-security model. However, the proof does not
seem to readily generalize to the unbounded setting (see Appendix . Hence,
we develop a novel technique to prove security. We do this, in part, by combining
several techniques.

— Proof techniques using the hash for the keys: We generalize the proof
techniques used by Agrawal and Chase in [3] to prove full security of their
scheme in [I]: the AC16 [I] scheme. AC16 is a CP-ABE scheme with constant-
size ciphertexts, in which the randomness provided by the Boneh-Boyen hash
is used for the keys. In the selective proof, the polynomial embedded in the
public keys needs to be used by the secret keys after the public keys are
generated. The proof does this by embedding a “reprogrammable” polyno-
mial in the public keys. We call these polynomials to be reprogrammable in
the sense that the randomizers of the secret keys can later program it to a
suitable target polynomial. We use this general strategy for the keys.

— Proof techniques using the hash for the ciphertext: Even though
the W11b [55] proof does not generalize to the unbounded setting, we are
able to use a part of the proof strategy. In the selective proof, the implicit
polynomial embedded in the public key is “programmed” to take into account
the attributes that will be used in the challenge ciphertext. We use this
general strategy for the ciphertexts.

— Unbounded proof techniques: One of the bottlenecks of the two afore-
mentioned strategies is that they are bounded approaches: they use only
one randomizer for the keys and one for the ciphertexts. To make them un-
bounded, we use the general approach of the RW13 [46] proof. This proof
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gives us a rough idea of how the implicit polynomial and the randomizers
should be programmed. Furthermore, it shows us how to use the polynomial
an unbounded number of times: using layering and individual randomness
techniques allows us to select the required instance of the polynomial.

Another bottleneck is that the “programmed” and “reprogrammable” approaches
are orthogonal, and can therefore not be used simultaneously in the same polyno-
mial without applying a trick. Presumably, this is also the reason why the W11b
proof uses the programmed approach for both the keys and the ciphertexts, and
applies an algebraic argument to ensure that everything can be simulated as
required. We eliminate this bottleneck and combine all these proof techniques,
by splitting the polynomial in the product of two smaller polynomials: one “pro-
grammed” polynomial and one “reprogrammable” polynomial. For the selective
proof, we use the programmed polynomial for the ciphertexts and the repro-
grammable polynomial for the keys. For the co-selective proof, the roles of the
polynomials are reversed.

1.5 Practical extensions

We provide several extensions to our scheme. Because we prove security in the
AC17 [3] framework, some of these extensions are automatically provably secure.

— The key-policy and dual-policy versions, by applying [I1]. The key-
policy version can be found in Appendix
— Online/offline extensions, by generalizing HW14 [32], which we do in
Appendix [E] Owing to its generality, these extensions also apply to the
following extensions;
— Non-monotone versions, by applying [GITTI50]:
e OT-type: the PES can be found in Appendix
e OSW-type: the PES can be found in Appendix [F-2]

Online/offline extension. The algebraic structure of large-universe schemes
using a BB hash can also be exploited to increase the efficiency. Hohenberger
and Waters [32] show how the key generation and encryption of RW13 [46] can
be split in an online and offline phase. In this way, most of the computations
required by these algorithms can be performed in an offline phase. During the
online phase, little computational power is required. This is especially useful in
practice when secret keys need to be generated frequently, e.g., in revocation
systems [47]. The key generation authority then does not need to have computa-
tionally powerful resources to do this in an acceptable time frame. Similarly, the
online/offline encryption variant can be used to minimize the encryption costs.
This comes however at a cost: the decryption costs increase. Thus, reducing the
decryption costs of the basic scheme also helps reducing the decryption costs of
the online/offline version. With the online/offline version of GLUE, we can not
only improve on the decryption efficiency of existing such schemes, but we can
also mitigate the impact of the increase of n on the encryption efficiency.



10 M. Venema, and G. Alpéar

Table 2: Theoretical efficiency comparison of all compact unbounded large-
universe CP-ABE schemes supporting MSPs (that (can) support OSW(OT)-
type negations), by analyzing the key generation, encryption and decryption

costs with respect to the number of exponentiations ce, and pairings cpajr-

Scheme Key generation Encryption Decryption
Cexp Cexp Cexp{ Cpair
RW13 [0] 1+ 4S| 1+ 10/A] a7 1+4[7]
Att19-LCP [IT)| 12+ 12|S| 4+ 16 47| 8 +4[7]
GLUE 4+2\5|+2[‘§k‘ 4+ 2A|(ni + 200 + 1) + 2 [ 2] o) |4 4 2 [X1] 4 2 [ 121
GLUEN |12+ 8/S| +4 {% 4+ 204 (mx +2nc +4) +2 [ Ll laprys + 2 [ 21} 4o 12
(a) Costs for non-negated policies
l Scheme H Cexp ‘ Cpair ‘
Att19-1-CP [11] 417 - |S| 8+ 2|7| + 2min(|7],|S|)
GLUE-N (worst case)|| 4|7 -|S|+ 2 "%-l -7 8+ 2|7+ 2 lr%-‘
[ 15| 7] |S|
GLUE-N (best case) [[4 [ 2] - |s|+2[ ] - 7| s+2[B0] 4 2[lel]

(b) Decryption costs for negated policies

Note: S = attribute set; A = access policy; 7 = matching attributes;
nk, ne = parameters chosen during setup

1.6 Efficiency comparison with existing schemes supporting (1)-(5)

We generalize RW13 to achieve a scheme that supports or can support properties
(1)-(5) whilst being able to achieve a more efficient decryption algorithm. In Ta-
ble[2] we compare the efficiency of RW13 and its OSW-type non-monotone vari-
ant Att19-I-CP with GLUE (which supports MSPs only) and GLUE-N (which
additionally supports OSW-type negations). The table shows that, if ny = n.,
the number of pairing operations required during decryption is reduced by
roughly a factor of ny ne. In Section |§|, we give more concrete estimates
for the timings in practice and how they compare to existing schemes.

2 Preliminaries

Notation. A negligible function parametrized by A is denoted as negl(\). We
use x €r S to indicate that an element x is chosen uniformly at random from a
finite set S. For integers a < b, we denote [a,b] = {a,a+1,...,b—1,b}, [b] = [1,D]

and [b] = [0,b]. We denote a : A to substitute variable a by a matrix or vector
A. We define 1{1%% € Z&1%d as the matrix with 1 in the i-th row and j-th

column, and 0 everywhere else, and 1?1 and T;iz as the row and column vectors
with 1 in the i-th entry and 0 everywhere else.
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2.1 Access structures

Definition 1 (Access structures represented by LSSS matrices [28]).
We represent an access structure as a pair A = (A, p) such that A € Lyr="
is an LSSS matriz, where n1,ny € N, and p is a function that maps its rows
to attributes in the universe. Then, for some vector v = (8,va,...,0n,) €R Zy?,
the i-th share of secret s generated by this matriz is \; = A;vT, where A;
denotes the i-th row of A. In particular, if S satisfies A, there exist a set of
rows T = {i € [n] | p(¢) € S} and coefficients e; € Z,, for all i € T such that
YierciAi = (1,0,...,0), and by extension ), ;X = s, holds. Otherwise,
there exists w = (1, w3, ..., wn,) € Zy? such that A;wT =0 for alli € T [10].

2.2 Attribute-based encryption

Predicate family. A predicate family [9] is a set P = {Py}sene for some
constant ¢, where P, : X, X V., — {0, 1}. For k, it holds that x = (p, par), where
p is a natural number and par denote the rest of the entries.

Definition 2 (Attribute-based encryption (ABE) [3]). An attribute-based
encryption scheme for a predicate family P = {P,}.cne over a message space
M = {Mj}ren consists of four algorithms:

— Setup(A, par) — (MPK,MSK): On input the security parameter A and pa-
rameters par, this probabilistic algorithm generates the domain parameters,
the master public key MPK and the master secret key MSK. In addition, k
is set to k = (p, par), where p denotes a natural number.

— KeyGen(MSK, y) — SK,: On input the master secret key MSK and y € Vs,
this probabilistic algorithm generates a secret key SK,.

— Encrypt(MPK, 2, M) — CT,: On input the master public key MPK, z € X,
and message M, this probabilistic algorithm generates a ciphertext CT,,.

— Decrypt(MPK, SK,,, CT,) — M: On input the master public key MPK, the
secret key SK,,, and the ciphertext CT,, if Po(z,y) = 1, then it returns M.
Otherwise, it returns an error message L.

Correctness. For all par, M € My, z € X,;, and y € Y, such that P.(z,y) = 1,

Pr[(MPK, MSK) « Setup(1*);
Decrypt(MPK, KeyGen(MSK, y)), Encrypt(MPK, z, M)) # M] < negl()).

Unbounded large-universe ciphertext-policy ABE. A specific instance
of ABE is ciphertext-policy ABE. In this type of ABE, the key predicate y is
a set of attributes S over some universe of attributes U, and the ciphertext
predicate x is an access policy A = (A, p), in this work represented as LSSS
matrices (Definition [I)). We consider a scheme to be large-universe if it does not
impose bounds on the size of the universe. We call it unbounded, if it does not
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impose bounds on the sizes of the universe, sets of attributes and access policies,
or on the number of times that an attribute occurs in an access policy. The
term “unbounded ABE” is more prominently used for schemes that achieve this
without requiring random oracles in the proof.

2.3 Full security against chosen-plaintext attacks

Definition 3 (Full security against chosen-plaintext attacks (CPA) [3]).
We define the security game IND-CPA between challenger and attacker as:

— Setup phase: The challenger runs Setup(\) to obtain MPK and MSK, and
sends the master public key MPK to the attacker.

— First query phase: The attacker queries secret keys fory € V., and obtains
SK, + KeyGen(MSK, y) in response.

— Challenge phase: The attacker specifies some z* € X, such that for all y
in the first key query phase, we have P,(x*,y) = 0, and generates two mes-
sages My and M; of equal length in M, and sends these to the challenger.
The challenger flips a coin, i.e., B €r {0,1}, encrypts Mg under z*, i.e.,
CTg+ < Encrypt(MPK, 2*, Mp), and sends the resulting ciphertext CT+ to
the attacker.

— Second query phase: This phase is identical to the first query phase, with
the additional restriction that the attacker can only query y € YV, such that
P.(z*,y) =0.

— Decision phase: The attacker outputs a guess 3 for 3.

The attacker’s advantage is defined as Advpg inp-cpa = | Pr[8 = 8] — % VA
scheme is fully secure if all polynomial-time attackers have at most a negligible
advantage in this security game, i.e., Advpg inp-cpa < negl(X). In the selective
security model, the attacker commits to the predicate x* € X, before the Setup.

2.4 Pairings (or bilinear maps)

We define a pairing to be an efficiently computable map e on three groups G, H
and G of prime order p, such that e: GxH — Gy, with generators g € G, h € H
such that for all a,b € Z,, it holds that e(g?, h®) = e(g, h)? (bilinearity), and
for g% # 1g, h® # 1y, it holds that e(g?, h®) # 1g,., where 1g/ denotes the unique
identity element of the associated group G’ (non-degeneracy). We refer to G and
H as the two source groups, and G as the target group.

2.5 Pair encoding schemes

Definition 4 (Pair encoding schemes (PES) [3]). A pair encoding scheme
for a predicate family P;: X, x V. — {0,1}, indezed by x = (p,par), where
par specifies some parameters, is given by four deterministic polynomial-time
algorithms as described below.
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— Param(par) — n: On input par, the algorithm outputs n € N that specifies
the number of common variables, which are denoted as b = (by, ..., by).

— EncKey(y,p) — (m1,ma, k(r,£,b)): On input p € N and y € Y, this algo-
rithm outputs a vector of polynomials k = (k1, ..., km,) defined over non-lone
variables r = (11,...,Tm,) and lone variables & = (71, ...,Tm,). Specifically,
the polynomial k; is expressed as

k; = 0,0 + Z 57;’]‘7?]' + Z 5i,j,krjbk7

J€[ma] jelmal.ke(n]

for alli € [mg], where §;,08; 5,0 1 € Zp.

— EncCt(z,p) — (w1, ws,c(s,8,b)): On input p € N and x € X,;, this algo-
rithm outputs a vector of polynomials ¢ = (c1, ..., Cyy) defined over non-lone
variables s = (s, 82, ..., Sw, ) and lone variables § = (81, ..., $w,). Specifically,
the polynomial c; is expressed as

¢ = Z 7,585 + Z 4,5,k 55 bk,

J€fwe] j€[w1],k€[n]
for all i € [ws], where n; j,M; j.x € Lyp.
— Pair(z,y,p) — (E,E): On input p, x, and y, this algorithm outputs two
matrices E and E of sizes (w1 + 1) x m3 and ws X my, respectively.

A PES is correct for every k = (p,par), x € Xi and y € V. such that
P.(z,y) =1, it holds that SEKT + cErT = as.

Definition 5 (Symbolic property [3]). A pair encoding scheme I' = (Param,
EncKey, EncCt, Pair) for a predicate family P, : X, x V.. — {0,1} satisfies the
(d1, da)-selective symbolic property for positive integers di and do if there exist
deterministic polynomial-time algorithms EncB, EncS, and EncR such that for
all k = (p,par), x € X,, and y € YV, with P,(z,y) =0, we have that

— EncB(z) —» By4,...,B, € Zglx‘h;
— EncR(z,y) = r1,...,rm, € Zgl,a, F1,..,Tm, € ZgQ;
— EncS(z) — sgy ..y Sw, € Zgi’,él, s Sy € Zgl;

such that (sg,a) # 0, and if we substitute
8 :8)  sbj:Bys]  ara i by 1By,

fori € [w1],i € [wal,j € [n],k € [m1], k" € [mg] in all the polynomials of k and
¢ (output by EncKey and EncCt, respectively), they evaluate to 0.

Similarly, a pair encoding scheme satisfies the (dy, ds)-co-selective symbolic
security property if there exist EncB, EncR, EncS that satisfy the above properties
but where EncB and EncR only take y as input, and EncS takes x andy as input.

A scheme satisfies the (dy,ds)-symbolic property if it satisfies the (d},db)-
selective and (dY, d}))-co-selective properties for dj,d} < dy and dfy,dy < ds.

Agrawal and Chase [3] prove that any PES satisfying the (dj,d3)-symbolic
property can be transformed in a fully secure ABE scheme.
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3 Generalizing Rouselakis-Waters

We first show how RW13 [46] can be generalized. On a high level, we do this by
substituting the implicit 1-degree polynomial in the RW13 keys and ciphertexts
with an n-degree polynomial. Like W11b [55], the randomness provided by this
n-degree polynomial will be shared between the keys and ciphertexts. That is,
suppose that ng and n. are positive integers such that n = ni 4+ n. — 1, then
the n-degree polynomial provides enough randomness for ny — 1 attributes in
the keys, and n. attributes in the ciphertext. To optimally use this randomness,
we therefore split the keys and ciphertexts in partitions of at most n; and n.
attributes, respectively. For instance, if S denotes the set of attributes for which
a key is requested, then S is split in partitions of maximum size ny, i.e., S =
S1U...US,, such that |S;| < ny, for each | € [m]. Then, to avoid boundedness, we
apply the RW13 trick by introducing one “randomizer” for each partition (both
in the keys and ciphertexts).

3.1 The Rouselakis-Waters scheme

First, we briefly review the RW13 scheme [46]. Specifically, the secret keys and
ciphertexts are of the form

SK = (K = h()é—’l”b7K/ = ]”LT7 {Kl,att — hrb,+ratt($attb1+b0)7K2’att — hratt }attES)u
CT = (C = M -e(g,h)™,C" = ¢*, {Cv; = BN - (B')™,

Tatt ;

Caj = (By 7 Bo)*,C3j = 9%}iein))

where B = ¢*, By = ¢"*, By = ¢" and B’ = ¢* denote public keys, ,rayy €r
Z,, are randomly chosen integers during the key generation for set S, s,s; are
randomly chosen integers during encryption under access policy A = (A, p) with
A€ Z;“X”?, and z,4 is the representation of attribute att in Z,. We have also
denoted a5, = p(j) to clearly indicate the attributes in the ciphertext.

3.2 First attempt: a naive approach

Our first attempt is to directly replace the 1-degree polynomial, x,t1b1 + bg, by
an n-degree polynomial, i.e., fy,(Tatt) = D i—q biThy (Where n = ny +n, — 1):

SK = (K =h*"" K" =h", {K1,a0 = hrb +m, K3 att = W }agtes),
CT = (C=M - e(g,9)*,C" =g°,{Cr; = BN - (B')%,

n w;ttv / s
Cny = [Fulow )7 = (I B ) . Cas = 07 iton)

where B; = g% for all i € [0,n]. We split S in partitions of maximum size ny,
and the rows of A in partitions of size n.. We ensure that the same randomizer
is used for all attributes in the same partition, i.e., set raty = Tatyy and s; = s,
if att and att’, and att; and att;, are in the same partitions, respectively.
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Unfortunately, the resulting scheme is insecure (see Appendlx . for a con-
crete attack). Roughly, the reason is that C ; g b+ does not sufficiently
hide A;b, because the same s; is used for all attrlbutes in the same partition.
Therefore, we need to introduce more randomness.

3.3 Second (successful) attempt

We show how to use another polynomial to introduce enough randomness. Be-
cause we only need enough randomness for the ciphertext partltlons we require
an (n,—1)-degree polynomial. This polynomial, f}; _;(Zatt) = D ivp Yot will
replace the “O-degree polynomial” '. Because s; provides randomness for one
attribute, and f) _; provides randomness for n. — 1 attributes in the partition,

this sufficiently hides A;. The resulting scheme is then

T fre—1(Tate) [H Tatt fo (Ta
SK = (K = h*"" K' = 1", {K} ats = M fneo1(Ta) +lM7

Ko att = W™ }attes)s
CT=(C=M- e(gvh)as»c/ =g°, {Cl,j =B - Fﬁcfl(fattj)s" )

where F), | (Tatt) = H?:Cgl(Bg):”;tt = gfne—1(@an) and Bl = g% for all i €
[0,n, — 1]. Note that this scheme is a generalization of RW13, because setting
n =mn., = n, = 1 yields RW13.

3.4 More efficient decryption

Generalizing the polynomial allows for an improved decryption efficiency. To
understand why this yields a significant improvement, we briefly review the
W11b scheme. We consider the keys and ciphertexts, which are of the form:

SK = (K = h®™ " K" = h", { Koy, = BT @) ic6),
CT = (C =M -e(g,h)*,C" = ¢°,{C; = BYF,(p(4))"}jeina):
where 7, s € Z, are randomly chosen integers, B = g° is a public key, « is the

master key, and p(j) is the j-th attribute of the policy of length ny, and ), is a
sharing of s with respect to the policy. To decrypt, one computes

Cle(C’. K)- [[ e(C;. K"/ [] e(C', K,

JjET JjET

where ¢; for j € T C [n4] are integers that allow us to reconstruct the secret
s. Each such product of pairings can be computed more efficiently by using
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the bilinearity property on the shared arguments, e.g., [[; e(K’,C;)% can be
computed more efficiently by first multiplying C; and then taking a pairing:

Cle|C K-11 K| ¢ [I¢c . x
Jer jer

This requires only two pairing operations instead of 2|7°|+ 1. While decryption is
very efficient, the drawback of W11b is that it is bounded in both the keys and
ciphertexts. Because F;, embeds an n-degree polynomial, its randomized variant
only provides sufficient randomness for n + 1 attributes shared between the keys
and ciphertexts. In contrast, RW13 uses an implicit 1-degree polynomial for the
hash. To provide unboundedness, each instance of the hash—which in itself only
provides sufficient randomness for one attribute—is randomized. As a result,
both the keys and ciphertexts consist of components of the form (g, F (xa4)t),
such that each randomizer part g** needs to be paired with the part involving the
hash during decryption. Hence, a linear number of pairing operations is required
during decryption instead of a constant. By generalizing the 1-degree polynomial,
we can use the same randomizer for multiple attributes. Thus, we can achieve
a similar speed-up in decryption efficiency as W11b, whilst benefiting from the
unboundedness of RW13.

Note that this also illustrates why it is important that the BB hash is used for
both the keys and the ciphertexts. For example, in the GPSWO06 large-universe
scheme [27), §5], the randomness provided by the hash is used only for the ci-
phertexts. As a result, the keys require a fresh randomizer for each attribute,
and therefore, decryption costs at least one pairing operation per attribute.

4 Our construction

We now present the complete description of our scheme in the selective security
setting [51] (see Appendix |G| for a fully secure version). In this scheme, we
also introduce the mappings ¢ and 7, which map the attributes of the keys and
ciphertexts, respectively, into arbitrary partitions of maximum sizes ny and n..

Definition 6 (GLUE). GLUE is defined as follows.

— Setup(A): On input the security parameter A, the setup generates three groups
G,H, Gr of prime order p with generators g € G, h € H, and chooses a pair-
ing e: G x I — Gr. It also defines the universe of attributes U = Zp,
chooses ny, € N and n. € N as the mazrimum partition sizes of the keys
and ciphertexts, respectively, and sets n = ny + n. — 1. It then gener-
ates random «,b,b;, b, €rp Z, for all i € [0,n],i" € [0,n. — 1]. It outputs
MSK = (o, b, {bs, b} }ic[o,n),i7c[0,n.—1]) a8 its master secret key and publishes
the master public key as

MPK = (g,h, A =e(g,h)* B = g",{B; = ¢", B}, = ¢"'}, .= ., cco71)-

1€[n],i’ €[n.—1]
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— KeyGen(MSK, S): On input set of attributes S, the key generation computes
m = PSI—‘ defines 11 8 — [m] such that [c=1(1)] < ny for each | € [m],

generates random integers v, 71, ...,"m €Rr Ly, and outputs the secret key as
SKs = (K = h® "™ K' =",
'n.(‘ 147
{Kl,att h/rL(d‘tt)(ZL o0 bi xan)+r(2 bz att)} theSs {K2l = p" }lG )

— Encrypt(MPK, A, M): A message M € Gr is encrypted under policy
A = (A,p) with A € Z;**™ and p: [n1] — U by computing m' =
max([”—i—‘ , MaXje[n,] |p_1(p(j))|) and defining T: [n1] — [m/] such that
|77 < ne for each I' € [m'] and if j,j' € [n1] with j # j' such that
p(j) = p(43"), then 7(3) # 7(j'), i.e., multiple occurrences of the same at-
tribute are mapped to different partitions. (Note that this works because m’ is
defined to be at least as large as the mazimum number of occurrences of each

attribute.) It then generates random integers $,81, ..., Sms, V2, ., Uny, E€R Lp
and outputs the ciphertext as

ne—1 )
CTy = (C=M-A*C' =g, 7.{C1; = BY - ] (B)=»rV),
i=0
N Sr(j ( ‘ ’
Coj = HBi e Yiemis 1030 = g% Yremmn)s

=0

such that \; denotes the j-th entry of A - (s,va,...,vpn,)7.

- Decrypt(SKg,CTA) Suppose that S satisfies A, and let T = {j € [n1] |
p(j) € S}, such that {e; € Zp}jer exist with Y, re;A; = (1,0,...,0)
(Deﬁmtzonl) Then, the plaintext M is retrieved by computing

¢/ (G(Cl’ K) Tlier (e(Cris K)/e(Csr (), Krp(s) - €(Cogs Ka,(oi0)) )

This can be computed more efficiently as

C/ <€(Cla K) (H]eT Cl 70 ) : <Hl’e[m’] 6(03,l’7 HjeTﬂffl(l/) K;;EJ))
NLiepm eI Liernp-10-10)) sz;'ijll)) )

7|

which costs, on average, 2 + le

—‘ + [ITI-‘ pairing operations.

The scheme is correct, i.e., we have C/e(C', K) = M-e(g, h)**-e(g, h)~a5t7sb =
M -e(g,h)™sb and

H (e(Chj, K')/e(Cs 7y K1 p(5)) 'e(CQ,j’KZL(J')))Ej
jer
= ] (e(g, Wy sttrere i o)’
JET



18 M. Venema, and G. Alpéar

n i c—1 i
(g, h) e 57 (i bip(0) ) —rsr gy Xio bip()
-e(g, b)) ST() Lizo bip(j)i)fj

=[] e(g. n)"3%" = e(g, h)* Zier <% = (g, h)"*",
JjET

which yields the plaintext, i.e., M - e(g,h)"®/e(g,h)™* = M.

Unique representation of attributes. In the scheme, we assume that any
attribute string att € {0, 1}* can be uniquely represented in Z,. In practice, this
can be done by using a collision-resistant hash function #: {0,1}* — Z,, [48].

4.1 The associated pair encoding scheme

To prove security, we define the pair encoding scheme associated with our scheme
in Definition @ for which we use the variables n., ny,n,S,.,p,7, n1,na, \;, m, m’
from Definition [6] as follows.

Definition 7 (PES for GLUE).

— Param(par) — 2n. +ng + 3. Let b = (b, bo, ..., by, b, ..., b, 1), where n =
ng +ne — 1.

— EncKey(S) — (r, k', {k1,att fattes)- Let v = (r,{ri}iem)), k' = a —rb and
k1 ate = TL(att)(Z?:O bitthy) + T(Z;:CO_I Vi)

— EncCt((A,p)) — (s,8,{c1j,c2j}icmi)) Let s = (s,{sv}rem,) and
§ = (Dgy.00ny), and c1; = Aj(sb,8)T + s.(;) E?:Cal bip(j) and ca; =
57() 2oieo bip(§)"

In Section [5) we prove security of the PES.

Theorem 1. The PES for GLUE in Definition[7 satisfies the symbolic property
(Definition [5).

Therefore, instantiating the PES in the AC17 framework yields a fully secure
scheme, and instantiating the PES with [51] yields a selectively secure scheme.

5 The security proof

While the construction of the scheme already provides some idea on why it may
be secure, the proof requires some additional insights. First, we briefly review
some important aspects in the Rouselakis-Waters proof, to gain some deeper
understanding of the structure of the selective property proof. Then, we show
how existing techniques can be combined to generalize the selective proof.

On a high level, the selective proof consists of the splitting of the n-degree
polynomial, which provides randomness for the keys and ciphertexts, into a
product of three polynomials fi, f,, _; and gn,—1. We use g, 1 for the keys,

n
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Fig. 2: A high-level overview of the polynomials used in the combined proofs and
our generalized selective proof.

Rouselakis-Waters:
Jf1(Tats) = b1Tate + bo
f(,) (matt) =0

—
AC17-CPSC: 3= W11b-LU:
gnk—l(xatt) i l f'rlchl(xatt)
“reprogrammable” polynomial i e “programmed” polynomial
|

T

~ | 7

Our generalization:
fn(xatt) = fl (xatt)f;chl(xatt)gnkfl (antt)

and fyf), _; for the challenge ciphertext. For the key polynomial g,, 1, we use
Agrawal and Chase’s [4] techniques. In their selective proof of the CP-ABE
scheme with short ciphertexts, they embed a polynomial in the public keys such
that this polynomial can be reprogrammed to some polynomial associated with
the set of attributes of the key. We call such polynomials “reprogrammable”. For
the ciphertext polynomials f1, f, _;, we use a combination of the proofs of RW13
[46] and W11b [55]. Roughly, in these proofs, they embed polynomials in the
public keys, such that these polynomials are associated with the attributes that
occur in the challenge access policy. We call such polynomials “programmed”.
These techniques ensure that the polynomials evaluate to the right values when
the set and policy attributes are evaluated. Figure [2| depicts the relationship
between the existing proofs and ours. A similar approach can be taken in the
co-selective proof, by swapping the roles of the two polynomials.

5.1 The Rouselakis-Waters proof

We briefly review the Rouselakis-Waters selective security proof. They use the
commonly used “program-and-cancel” technique [27J50], in which the challenge
access policy A = (A, p) is split in two disjoint subsets with respect to the set of
attributes S associated with the queried key. One subset 1" = {j € [n1] | p(j) €
S} contains all the rows of matrix A for which the corresponding attribute is
in the set, while the other set T = S\ 7 contains the rest of the rows. In the
simulation of the key, it then uses the property that if S does not satisfy A, there
exists a vector w = (1,wa,...,wn,) € Zy? such that A;wT = 0 for all j € 7.
Furthermore, they introduce the layering and individual randomness technique
to ensure that the challenge ciphertext can be simulated. Roughly, they embed
the attributes that occur in the policy in the public keys as well as their corre-
sponding row in the matrix in a layered fashion, using an individual randomness
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for each layer. During the key query and challenge phases, the randomizer em-
beds a single individual randomness to select the correct attribute layer, such
that the key and ciphertext components can be simulated.

The selective symbolic security proof can be analogously structured, such
that the substitutions ensure that all polynomials ki ., ¢1,; and ¢y ; evaluate
to 0. In general, an attribute layer in the public keys is represented as a ma-
trix lg’lj-XdQ € Zngd2. Then, the appropriate attribute layer can be selected by
the vector that represents the associated individual randomness, i.e., 1?1 € Zgl.
Multiplying this vector with the matrix yields 1?2 € Zgz. Effectively, only one
remaining entry needs to evaluate to 0. This is done by embedding the policy in
the public keys in a certain way. Specifically, in ¢1 ; = A;(sb,8)T + s;b', where
Aj(sb,8)T =3 e Ajkvr (Where vy = sb) and s;b" are supposed to cancel out
one another. This can be ensured by embedding all rows A; of the policy in ¥/,
and using individual randomness (represented as a vector) to select the appropri-
ate row. More concretely, b’ could be substituted by — ZjG[nﬂ,kG[nz] Aj,;cl;l’lk”l2

and s; by 1?1 such that s;b" = =37, ., Aj,kTZZ. Then, if v, is substituted by

If&k), s by 13" and b by lgj(éil’), then A;(sb,8)T =37, 1, Aj,kizi&k). Similarly,
co,; evaluates to O by defining by and b; such that for each attribute layer as-
sociated with row j, the 1-degree polynomial F j(z) = x — p(j) is embedded.
The individual randomness ensures that this polynomial is selected with s;. To
ensure that the key ki1 ate = Tate f1(Tate) + 70" evaluates to 0, we embed the vec-
tor w in r and 7,4, which ensures that all attribute layers that are also in the
set S go to 0. For those attribute layers that are not in the set S, i.e., T, we
ensure that layers Fi j(Zatt)A;WT in rag f1(2aee) cancel out layers A;wT in rb'.
1

Roughly, this is done by embedding o) in ra for all j € 7, such that the

A, ;wT in the two summands cancel out one another.

5.2 Generalizing the Rouselakis-Waters proof

We generalize the Rouselakis-Waters proof by layering the policy embedded
in the public keys in a partition-wise fashion instead of attribute-wise. In this
way, the ciphertext-specific variable s;-, which is used for all attributes in the
same partition, can select all attributes associated within the I’-th partition.
As such, in the computation of ¢; ; and ca 5, s,(;)f5._1(p(j)) needs to cancel
out Aj(sb,8)T and s.(;)fn(p(j)) needs to go to 0. To this end, we need to sub-
stitute f,, _; in such a way that it outputs exactly — Zke[nz] Aj,;j?&k) when
s+() fr.—1(p(j)) is computed. Similarly, the key-specific variable 7; needs to be
constructed such that k; ¢ goes to 0, which happens when 7, (at¢) fn (Tatt) cancels
out rf _1(att)-

To accomplish this, we define f,, and f;, _; as mentioned before, i.e., fy,(Zatt) =
f1(@ase) fr. 1 (Tatt)gny—1(Tatt). Roughly, we substitute f; in the same way as in
the Rouselakis-Waters proof, while we use the polynomials f) _; and g, 1 to
ensure that ci ; and ¢y ;, and k; ¢ evaluate to 0, respectively. Because we are
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given the challenge access structure a priori, i.e., as input to EncB, we can pro-
gram these as required in the substitutions of the polynomials f; and f;, _; in
the public keys. Concretely, we substitute by, ..., b, such that

fn(l‘att) : Z Aj,an,j,k(l‘att)
j€[n1],kE€[n2]

= Z Ajk Fl,j(xatt)FrlLufl,j(xatt>énkfl,j,k(-ratt)a
j€lni],kens]

Fr j,k(Tatt)
where Fy j(Zatt) = (Tate — p(j)) and

ne—1

i T — i’
3'ex; \{s}

with x; = {5’ € [m] | 7(5/) = 7(j)}. We refer to these polynomials as the
“programmed” polynomials. These ensure that F, ;(p(j')) = 0 for all j € x;,
Fy, _1;(p(3)=1and F},__, ;(p(j)) = 0 for all j* € x; \ {j}. Then, ¢ ; and cz
evaluate to 0, if we substitute

f;,c—1(95att) : Z Ajkur/Lc—Lj(xatt)lt(il 7212)) (0,k)"
j€[n1],k€[n2]

In contrast, the set of attributes associated with a key is given after the
public keys have been established, i.e., as input to EncR, so we need to somehow
achieve that we can program the polynomial énk_l,j after the public keys are
generated. We do this by setting

’I’kal

A dy xXd
G130 (o) = Y TG (g Tares
=0

such that énkfl,j,k constitutes a “reprogrammable” polynomial. It can be re-
programmed by ensuring that r; consists of the coeflicients u; ;,; of some target
polynomial(s), i.e., by multiplying

np—1 ng—1 nie—1
di xdo i o gda 2
E : L3 7(5)),(1i.g.k) Tate E Wi g1 L(1i5k) E “wll 1,7(j)) Fatt-
i=0

=0

We use this to “reprogram” polynomial Gnk—l,j,k(xatt) for all j € 7, which
is well-defined, because p(j) ¢ S. This then yields F), _; ;(za) and cancels
out the F) ,U(Iam) in 7f), _1(Tate) part in ky e for all j € T. Note that,
like in Rouselakls Waters, we have A;wT = 0 for all j € 7, so those layers
automatically go to 0 in the computation of kj .. Hence, for each partition
¥, = {att € S| v(att) = I} with [ € [m], we define the polynomial

H Tatt — Latt’”
)

€T 1 — X 12
att” €\ {att’} 2 att

ng—1

Gnk 1,5, xatt E Ui, j, lxatt_ § : F
1,5

att/ €v; Latt! )
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for each j € 7', such that G, —1 j1(Ta) = m for all att € ;.

Putting it all together, we substitute by,...,b, with coefficients such that the
polynomial f, is substituted by

n
E A Fnjk(Tawe) = Ajk E i j kTt
j€lnil,k€lns] j€[n1],k€[nz] =0
where
o _ ! d1Xd2
dijk = > L (17()), (L k)

i'€mp—1],i"" €ne—1]:8' +i"" =4

5.3 The selective symbolic property

We prove the selective symbolic property, using m,m’, 7,¢ as in Section [4| and
Erik di’jth/c—Lj’ ;yj, Ghn,—1,4.1,%i 1 and x; as in Section For simplicity

n

of notation, we write the second index of 1%4%42 and the index of T as a tuple
(1,4,7,k) (with ¢ € [ng],j € [n1],k € [nz2]) such that it represents a unique
integer in [ny + 1, (((nx + 1)n1 + 1)nz)]. Note that we use (0,%) to indicate
the first no columns, which are associated with only k& and not (¢,7). For the
first index of 14> and the index of 1%, we start counting at 0. Note that,
therefore, dy = no + 1 and dy = ((ny + 1)n1 + 1)na. The substitutions are, for

all i € [n],#" € [ng),l € [m],l" € [m'], k € [2,n2]:

. qdixd )
b 15009, b Yo Ajudiga
je[nl],kG[ng]
;o 1 qdixd . 14
P D A AR w5t 16
je[nl],ke[ng]
) d . qd &L gl . 1%
Syt _1(11,l’)7 (67 ]_017 Vg - l(O,k)’ o Z wkll((),k')
k'€[naz)
—d
Ty — Z wklui',j’,ll(f,z",j/,k’)'

i’€[nk—1],5' €Tk’ €[na]

Then, c¢; j, ¢z, k" and kq 4 indeed go to 0 (see Appendix [C.1)).

5.4 Co-selective symbolic property

We prove that the co-selective symbolic property also holds. For this proof,
the roles of the reprogrammable and the programmed polynomial are reversed,
because we are allowed to use an attribute set S in the programming of the
public keys and secret keys, and the policy A only for the ciphertext. Similarly
as in the selective case, we use the Rouselakis-Waters proof as inspiration for
the structure of the proof. In particular, we use the selective security proof of
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the KP-ABE variant of the Rouselakis-Waters scheme (which is analogous to

the co-selective proof of the CP-ABE variant).
In this proof, we substitute the polynomials with:

fn(xatt) : Z Fnc—l,l,l(xatt)Gnk,l(xatt) *Fnc—l,Z,l(xatt) )

le[m)]

Gn,l(xatt)
fén_l (iﬂatt) : Fncq,z,o(iﬂatt),

where we define G, i (zatt) = D5 Ui @k, and

ngk

nk, xatt § Uq lxatt — I | ('Tatt - 'Tatt’)

att’ ey,

is a programmed polynomial with Gy, ;(%at) = 0 for att € ¥;, and

ne—1 ne—1
[ dy xd dy xd
Fr.—1.1,0(%att) = E 1(111 0,1 and Fnc—l,ll(%tt) E : 1(211)l2
1=0 1=0

are the reprogrammable polynomials, to be reprogrammed to
ne—1

1
Fro—1,1,50(Tat) Z d .3, lmatt = mﬂlzc—l,j@am)’
N,

ne—1

, )
Fnc—l J 17att E d att’

respectively, for j € 7. Note that F, 4 1,J,l(p(3)) = W
s

Frn.—1,1,5(p(j)) =0 for j” € x;. Concretely, we have

~ dy xd
U = E ui”,ll(ii',lz),z'
i E[ne—1],i" €[ng ]/ +i" =i

57 if J € T and

Then, for ¢ € [n. —1],i" € [ne,n],l € [m],I" € [m'],k € [ng] we make the

following substitutions:

b Age b Y (G- 1E) b s Y
le[m]

le[m]
b, lfllx)dg, s 10 By wk1327 ro 132, ry T?Q
s 131, sy T — Z Aj kwy (d;,jlflzl,i)"‘di,j)’

i€[ne—1],j€xy NT,kE[n2]

where Ji,j = Zle[m] Ji,j,l]-?ii’l)y dl = nc(m + 1) +1 and d2 = m + 1. For
simplicity, we use tuple notations (1,4,1) and (2,4) for the first index of 1919z
and the index of 1% for all i € [n. — 1,1 € [m], which map injectively into the
intervals [2,n.m + 1] and [n.m + 2,d;], respectively, and index 0 maps to the

first row. Then, ¢ ;,c2 5, k" and ky a4y indeed go to 0 (see Appendix [C.2)).
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6 Performance analysis

We analyze the efficiency of our schemes. An important aspect in this analysis
are the parameters ny and n., which are chosen during the setup (e.g., by a
practitioner). On a high level, the key generation, encryption and decryption of
the selectively secure version of GLUE (via [51]) incur the following costs:

— KeyGen: 2 + |S] + P‘SI—‘ exponentiations in Hi;

ng

ni
Ne

— Encrypt: 1 exponentiation in G, 1+{ —‘ exponentiations, n; multi-exponen-

tiations with n. + 1 bases and n; multi-exponentiations with nj; + n. bases
in G;
— Decrypt: roughly 2 + [%1 + ﬂ%—‘ pairing operations.

The efficiency of these algorithms depends on the one hand on the efficiency of
these operations, and on the other hand on the choices of nj and n.. By analyzing
these rough costs from a mathematical point of view, the trade-off between the
encryption and decryption efficiency is optimal when ng = n. (which follows
from the arithmetic mean-harmonic mean inequality). However, when the set of
attributes S is large, and ny is small, it may occur that all matching attributes
are in different partitions. As such, choosing nj to be larger, e.g., ny = 10,
ensures that the matching attributes are in the same key partitions with a large
probability, and therefore the actual number of pairing operations is higher. In
general, it holds that, the larger the partition sizes, the fewer pairing operations
are needed during decryption. Unfortunately, the drawback is that encryption
becomes more expensive, meaning that we may want to use the online/offline
version of the scheme in practice. In Appendix [K] we give more details on how
a suitable partition size may be chosen. For our analysis, we consider three
parameter settings: (ng,n.) € {(3,3), (5,5), (10, 5)}. Furthermore, for the variant
that supports OSW-type negations, we consider |S| € {1, 5}.

On the comparability of the schemes. For a fair comparision, we optimize
all the schemes in the same way when instantiating the schemes in the asymmet-
ric setting [45]. Specifically, we optimize the decryption and encryption efficiency.
For the analysis of the RW13 [46], HW14 [32], Att19-I-CP and Att19-I-CP-OO
[11] schemes, we have used the performance analysis of our associated schemes
for ny = n. = 1 (which have the same encodings). We also compare our mono-
tone schemes with AHM+16 [12] and ABGW17 [7] (see Appendix [H| for the
compared instantiations). To place the costs based on our theoretical analyses
of the selectively secure instantiations (via [51]) in the full-security setting, we
multiply the costs for each element and operation in G and H by a factor 2. This
overhead corresponds to the most efficient instantiation of the schemes in the
AC17 framework [3]. For all schemes, we also assume that the access policies are
Boolean formulas, so that for decryption, it is ensured that ¢; € {0,1} [39)].
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Estimates based on benchmarks in RELIC. We estimate the computa-
tional costs of the schemes by obtaining benchmarks of various algorithms and
extrapolating the results by analyzing the descriptions of the schemes. We ana-
lyze the efficiency in this way for two reasons. First, it allows us to analyze the
efficiency of many scheme configurations without having to implement each one,
which is a cumbersome and error-prone effort. Second, it allows us to compare the
schemes more accurately and more fairly. Currently, the simplest and most pop-
ular way [46/2/54)] to benchmark schemes is by using Charm [5]. However, Charm
only supports curves that do not provide sufficient security anymore, and de la
Piedra et al. [45] show that benchmarking the schemes on these curves yields in-
accurate and unfair comparisons. To compare the schemes more accurately and
fairly, we estimateﬁ the costs of the schemes by applying their approaches [45].
In particular, we have run benchmarks in RELIC []], a cryptographic library
for efficient implementations of pairing-based cryptography on state-of-the-art
elliptic curves. This library has implementations for exponentiations, including
fixed-base and multi-base variants. In fixed-base exponentiation, the base g in
g® is fixed after setup, and as such, a precomputation table can be made to
speed up the computation [20]. In a multi-base exponentiation, the product of
multiple exponentiations, e.g., g7* ¢g52, is computed more efficiently [42]. We have
run these benchmarks on a 1.6 GHz Intel i5-8250U processor for the BLS12-446
curve [I5], which provides approximately 132-134 bits of security [30J29]. These
benchmarks can be found in Appendix [[| and are used in our analysis.

Comparison. Tables[3aland [3b|show the performances of all unbounded schemes
using a BB hash that support MSPs and NMSPs. The tables illustrate that the
decryption algorithms of our regular schemes are significantly faster than the
established schemes. While the encryption costs increase compared to the other
schemes, our online/offline versions also provide a solution in this regard, incur-
ring minimal online costs. This comes with a slight trade-off in the ciphertext size
and the decryption efficiency compared to the regular version, but overall, our
online/offline schemes outperform the established schemes in all algorithms. Im-
portantly, the decryption of our schemes supporting negations with parameters
ng = n. = 5 outperforms the only other unbounded OSW-type non-monotone
scheme. Importantly, decryption is faster by a factor 4 for non-negated attributes,
and faster by a factor 4-5 for negated attributes and |S| = 5, bringing down the
costs from almost two seconds to 382 ms. As a result, our schemes could provide
a more attractive building block for OSWOT-type non-monotone schemes, as
they support more efficient decryption algorithms for negated and non-negated
attributes, and for small and large sets of attributes for each label. Furthermore,
owing to the online/offline extensions, the key generation and encryption algo-
rithms do not need to suffer from heavy online computations. Instead, encrypting
users need to store only 3.17-10.17 kilobytes per one intermediate ciphertext of
the first type and sufficient of the second type for ten attributes (depending on

5 Although approximated theoretically, we expect our estimates to be close to the
costs of actual implementations (Appendix .
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Table 3: Rough estimates of the storage costs of the secret keys and the cipher-
texts in kilobytes (KB), where 1 KB = 1024 bytes, and the (online) compu-
tational costs incurred by the key generation, encryption and decryption algo-
rithms of GLUE,,, ,,.) (and its online/offline (suffixed with “O0”) and OSW-
non-monotone (suffixed with “N”) variants) and the other unbounded CP-ABE
schemes, expressed in milliseconds (ms), for 10 and 100 attributes. Note that
the offline key generation and encryption costs of each online/offline scheme are
equal to the key generation and encryption costs of its regular version. The code
used to generate these benchmarks is available at [52].

Storage costs Computational costs
SK CT KeyGen | Encrypt | Decrypt
Scheme IMPK]|| 10 100 | 10 100 [ 10 100 | 10 100 | 10 100
RW13 [46] 1.42 |4.86 44.58|4.05 33.58|(26.0 238.7| 32.9 305.9|46.2 375.2
= AHM+16 [12] (nx = 2)| 1.75 | 5.3 45.02|6.45 55.67||16.5 122.9| 40.8 368.3|43.7 317.4
= ABGW17 [7] 1.42 12.65 22.51(3.94 33.47|[14.2 120.5| 32.3 305.2|27.9 192.4
éﬂ GLUE(3,3) 2.08 [3.53 30.02{3.39 26.36(|18.9 160.7| 59.8 571.4|24.3 133.9
GLUE5 5 2.74 (3.09 26.93|3.17 24.83||16.5 144.2| 82.3 800.4|17.0 82.8
GLUE(10,5 3.28 |2.8724.72(3.17 24.83||15.4 132.3|102.1 998.4|15.1 64.5
HW14 [32] 1.42 15.23 48.29|4.79 41.0|| O 0 0 0 [51.5416.2
Q GLUE 3,3 2.08 [3.9 33.73]5.62 48.62|| 0 0 0 0 |33.6 202.6
@) GLUE5 5 2.74 (3.46 30.64/6.88 61.94|| 0 0 0 0 |27.6 157.5
GLUE(10,5) 3.28 |3.24 28.43|8.74 80.49| 0 0 0 0 |24.2123.4

(a) Schemes supporting MSPs only.

Storage costs Computational costs
‘ SK ‘ CT KeyGen ‘ Encrypt ‘ Decrypt
Scheme \MPKH 10 100 ‘ 10 100 ‘ 10 100 ‘ 10 100 ‘ 10 100 ‘ 10 100 ‘ 10 100
Att19-I-CP [II]| 1.42 [10.89 100.01| 6.37 55.76(|59.0 541.8] 66.6 637.5 |51.7 380.7[55.3 367.9/216.2 1779.0
GLUE-N(3,3) | 2.08 | 7.59 63.66 | 5.04 41.19]|44.8 385.9| 90.0 865.1 |29.8 139.4(62.3 374.9|/109.5 745.5
GLUE-N(55 | 2.74 |6.49 55.95| 4.6 38.1 (|40.1 352.8/111.4 1086.0|22.4 88.3 |55.3 367.9| 55.3 382.5
GLUE-N(105) | 3.28 | 5.94 50.44 | 4.6 38.1|37.7 329.2|131.2 1284.0{20.6 70.0 |78.5 599.4| 78.5 614.1
Att19-I-CP-OO| 1.42 |12.01 111.15| 7.11 63.18|| 0 0 0 0 ]61.0 461.3]64.6 448.5/225.5 1859.6
GLUE-N(33) | 2.08 | 8.7 74.79|7.27 63.46|| 0 0 0 0 ]46.7 275.2|79.3 510.6|126.4 881.3
GLUE-N(55 | 2.74 | 7.6 67.08|8.31 75.21|| 0 0 0 0 |41.8 235.9|74.7 515.5| 74.7 530.1
GLUE-N(10,5) | 3.28 | 7.05 61.58 |10.17 93.77|| 0 0 0 0 [36.8 185.994.7 715.4| 94.7 730.0

Regular

0/0

(b) Schemes supporting OSW-type negations. The decryption costs are for non-
negated, and negated policies with |S| € {1, 5}, respectively.

the instantiation). This means that, with just a megabyte of space, a user can
store at least 100 intermediate ciphertexts for a total of 1000 attributes. For com-
puting devices such as computers and smartphones, which have an abundance of
storage space nowadays, this is a more than acceptable trade-off. Similarly, key
generation authorities can store intermediate keys for at least 286 users and 2860
attributes with just a megabyte of space. Thus, with gigabytes, an authority can
precompute keys for hundreds of thousands of users and millions of attributes.
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7 Applying multiple instantiations of GLUE in practice

The flexible efficiency trade-offs that GLUE provides can be exploited in prac-
tice. In particular, practitioners can choose one suitable instantiation of GLUE,
or choose multiple instantiations of GLUE to support different computational
devices. Interestingly, by using the direct sum with parameter reuse transfor-
mation of Attrapadung [I1], GLUE would be able to support multiple instances
of itself simultaneously, such that the size of the master public key is upper-
bounded in the maximum size of the public keys of all instances. This may be
useful in settings in which the devices have varying computational resources.
For instance, in the WLAN use case considered by ETSI [25], the decryption de-
vices may be any mobile device in a network, including more constrained devices
such as smartwatches. For those devices, it is more beneficial to use a scheme
with fast decryption, e.g., GLUE5 5y, while for faster devices, it is sufficient to
employ a scheme with slower decryption, e.g., RW13. In WLAN systems, the
access point sends, for instance, an encrypted WPA2-PSK key to the connecting
device, which can decrypt it if is satisfies the policy. Because this exchange is
interactive, the connecting device and access point could first negotiate on the
particular instance of GLUE for which the connecting device has a secret key
before encrypting the WPA2-PSK key. In non-interactive systems, e.g., cloud
settings [25], it may be more desirable to use multiple instances in parallel. Pow-
erful devices could, for example, use multiple instances to support less powerful
devices that only use the more efficient instances. For example, powerful decryp-
tion devices could have keys for both GLUE5 5y and RW13, while less powerful
encryption devices use RW13 or an online/offline variant of GLUE to encrypt.

8 Future work

For future work, it would be interesting to investigate the following. First, we
have proven our scheme secure in the AC17 framework, which yields full secu-
rity under a g-type assumption. Although frameworks exist that prove security
generically under static assumptions [QI2T10], these use a strong security notion
called the master-key hiding property. Like other unbounded ABE using a BB
hash, ours does not satisfy this property [9]. To achieve such strong notions of
security, more intricate proof techniques need to be devised, such as [22]. Sec-
ond, we have analyzed the efficiency of the schemes on the BLS12-446 curve.
Presumably, the encryption and decryption costs can improve if curves such
as KSS16-339 [34] are used, which provide faster arithmetic in G and provide
more efficient products of pairing operations [24]. GLUE (and RW13) may also
benefit from fixed-base multi-base exponentiations [42], which RELIC does not
support. Finally, while we have given the first steps towards realizing more ef-
ficient schemes supporting OSWOT-type negations (Appendix |F]), we have not
explicitly specified these schemes. Our analysis in Section [6] indicates that any
such schemes would benefit from the efficiency of our schemes, including those
supporting OSW-type negations (see Appendix for more details).
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9 Conclusion

We have proposed GLUE, a new unbounded large-universe scheme with flexible
efficiency trade-off. This scheme is a generalization of RW13 [46] and W11b [55],
in that it supports polynomials of any degree for the Boneh-Boyen hash. To
optimally use the randomness provided by the hash, we use the partitioning
approach (previously also used by AHM+16 [12]), splitting the sets of attributes
and the policies in partitions of maximum sizes nj and n., respectively. This
allows for a decreased number of pairing operations required during decryption
compared to RW13 (and related variants). Roughly, the pairing costs decrease by
a factor ng = n. (if chosen to be equal). Along the way, we have also introduced
new proof techniques. These ensure that the randomness provided by the BB
hash can be used for both the keys and ciphertexts in the unbounded setting.
Finally, we have shown that our schemes indeed outperform existing schemes
using a BB hash in the decryption, and notably, all schemes supporting OSW-
type negations. Because our non-monotone schemes are unbounded and faster
than 1.2 seconds in all algorithms on a laptop, even for large policies and sets,
they are more suitable for practice than existing non-monotone schemes.

References

1. Agrawal, S., Chase, M.: A study of pair encodings: Predicate encryption in prime
order groups. In: TCC. pp. 259-288. Springer (2016)

2. Agrawal, S., Chase, M.: FAME: fast attribute-based message encryption. In: CCS.
pp. 665-682. ACM (2017)

3. Agrawal, S., Chase, M.: Simplifying design and analysis of complex predicate en-
cryption schemes. In: EUROCRYPT. pp. 627-656. Springer (2017)

4. Agrawal, S., Chase, M.: Simplifying design and analysis of complex predicate en-
cryption schemes. Cryptology ePrint Archive, Report 2017/233 (2017)

5. Akinyele, J.A., Garman, C., Miers, 1., Pagano, M.W., Rushanan, M., Green, M.,
Rubin, A.D.: Charm: a framework for rapidly prototyping cryptosystems. J. Cryp-
togr. Eng. 3(2), 111-128 (2013)

6. Ambrona, M.: Generic negation of pair encodings. In: Garay, J.A. (ed.) PKC.
LNCS, vol. 12711, pp. 120-146. Springer (2021)

7. Ambrona, M., Barthe, G., Gay, R., Wee, H.: Attribute-based encryption in the
generic group model: Automated proofs and new constructions. In: CCS. pp. 647—
664. ACM (2017)

8. Aranha, D.F., Gouvéa, C.P.L., Markmann, T., Wahby, R.S., Liao, K.: RELIC is an
Efficient Llbrary for Cryptography. https://github.com/relic-toolkit /relic| (2020)

9. Attrapadung, N.: Dual system encryption via doubly selective security: Frame-
work, fully secure functional encryption for regular languages, and more. In: EU-
ROCRYPT. pp. 557-577. Springer (2014)

10. Attrapadung, N.: Dual system encryption framework in prime-order groups via
computational pair encodings. In: ASTACRYPT. pp. 591-623. Springer (2016)

11. Attrapadung, N.: Unbounded dynamic predicate compositions in attribute-based
encryption. In: EUROCRYPT. pp. 34-67. Springer (2019)


https://github.com/relic-toolkit/relic

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

GLUE: Generalizing Unbounded ABE for Flexible Efficiency Trade-Offs 29

Attrapadung, N., Hanaoka, G., Matsumoto, T., Teruya, T., Yamada, S.: Attribute
based encryption with direct efficiency tradeoff. In: ACNS. pp. 249-266. Springer
(2016)

Attrapadung, N., Libert, B., de Panafieu, E.: Expressive key-policy attribute-based
encryption with constant-size ciphertexts. In: PKC. pp. 90-108. Springer (2011)
Attrapadung, N., Tomida, J.: Unbounded dynamic predicate compositions in ABE
from standard assumptions. In: ASTACRYPT. pp. 405-436. Springer (2020)
Barreto, P.S.L.M., Lynn, B., Scott, M.: Constructing elliptic curves with prescribed
embedding degrees. In: SCN. pp. 257-267. Springer (2002)

Beimel, A.: Secure Schemes for Secret Sharing and Key Distribution. Phd thesis,
Ben Gurion University (1996)

Bethencourt, J., Sahai, A., Waters, B.: Ciphertext-policy attribute-based encryp-
tion. In: S&P. pp. 321-334. IEEE (2007)

Boneh, D., Boyen, X.: Efficient selective-id secure identity-based encryption with-
out random oracles. In: EUROCRYPT. pp. 223-238. Springer (2004)

Boneh, D., Boyen, X., Goh, E.J.: Hierarchical identity based encryption with con-
stant size ciphertext. In: EUROCRYPT. pp. 440-456. Springer (2005)

Brickell, E.F., Gordon, D.M., McCurley, K.S., Wilson, D.B.: Fast exponentiation
with precomputation. In: EUROCRYPT. pp. 200-207. Springer (1992)

Chen, J., Gay, R., Wee, H.: Improved dual system ABE in prime-order groups via
predicate encodings. In: EUROCRYPT. pp. 595-624. Springer (2015)

Chen, J., Gong, J., Kowalczyk, L., Wee, H.: Unbounded ABE via bilinear entropy
expansion, revisited. In: EUROCRYPT. pp. 503-534. Springer (2018)

Chen, J., Wee, H.: Dual system groups and its applications — compact hibe and
more. Cryptology ePrint Archive, Report 2014/265 (2014)

Clarisse, R., Duquesne, S., Sanders, O.: Curves with fast computations in the first
pairing group. In: CANS. pp. 280-298. Springer (2020)

ETSI: ETSI TS 103 458 (V1.1.1). Technical specification, European Telecommu-
nications Standards Institute (ETSI) (2018)

ETSI: ETSI TS 103 532 (V1.1.1). Technical specification, European Telecommu-
nications Standards Institute (ETSI) (2018)

Goyal, V., Pandey, O., Sahai, A., Waters, B.: Attribute-based encryption for fine-
grained access control of encrypted data. In: CCS. ACM (2006)

Goyal, V., Pandey, O., Sahai, A., Waters, B.: Attribute-based encryption for
fine-grained access control of encrypted data. Cryptology ePrint Archive, Report
2006,/309 (2006)

Guillevic, A.: A short-list of pairing-friendly curves resistant to special TNFS at
the 128-bit security level. In: PKC. pp. 535-564. Springer (2020)

Guillevic, A., Singh, S.: On the alpha value of polynomials in the tower number
field sieve algorithm. Cryptology ePrint Archive, Report 2019/885 (2019)
Hamburg, M.: Spatial encryption. Cryptology ePrint Archive, Report 2011/389
(2011)

Hohenberger, S., Waters, B.: Online/offline attribute-based encryption. In: PKC.
pp- 293-310. Springer (2014)

Hu, C.T., Ferraiolo, D.F., Kuhn, D.R., Schnitzer, A., Sandlin, K., Miller, R.., Scar-
fone, K.: Guide to attribute based access control (ABAC) definition and consider-
ations (2019), https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=927500
Kachisa, E.J., Schaefer, E.F., Scott, M.: Constructing brezing-weng pairing-friendly
elliptic curves using elements in the cyclotomic field. In: Galbraith, S.D., Paterson,
K.G. (eds.) Pairing. LNCS, vol. 5209, pp. 126-135. Springer (2008)


https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=927500

30

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

53.

56.

57.

M. Venema, and G. Alpdar

Kamara, S., Lauter, K.E.: Cryptographic cloud storage. In: FC. pp. 136-149.
Springer (2010)

Kowalczyk, L., Wee, H.: Compact adaptively secure ABE for \mathsf nc"1 from
k-lin. In: EUROCRYPT. pp. 3-33. Springer (2019)

Ladd, W., Venema, M., Verma, T.: Portunus: Re-imagining access control in dis-
tributed systems. Cryptology ePrint Archive, Paper 2023/094 (2023)

Lewko, A., Sahai, A., Waters, B.: Revocation systems with very small private keys.
In: IEEE S & P. pp. 273-285 (2010)

Lewko, A., Waters, B.: Decentralizing attribute-based encryption. In: EURO-
CRYPT. pp. 568-588. Springer (2011)

Lewko, A.B., Waters, B.: Unbounded HIBE and attribute-based encryption. In:
EUROCRYPT. pp. 547-567. Springer (2011)

Lin, H., Luo, J.: Compact adaptively secure ABE from k-lin: Beyond ncl and
towards NL. In: EUROCRYPT. pp. 247-277. Springer (2020)

Moller, B.: Algorithms for multi-exponentiation. In: SAC. pp. 165-180. Springer
2001

E)kam)oto, T., Takashima, K.: Fully secure unbounded inner-product and attribute-
based encryption. In: ASTACRYPT. pp. 349-366. Springer (2012)

Ostrovsky, R., Sahai, A., Waters, B.: Attribute-based encryption with non-
monotonic access structures. In: CCS. pp. 195-203. ACM (2007)

de la Piedra, A., Venema, M., Alpar, G.: ABE squared: Accurately benchmarking
efficiency of attribute-based encryption. TCHES 2022(2), 192—-239 (2022)
Rouselakis, Y., Waters, B.: Practical constructions and new proof methods for
large universe attribute-based encryption. In: CCS. pp. 463-474. ACM (2013)
Sahai, A., Seyalioglu, H., Waters, B.: Dynamic credentials and ciphertext delega-
tion for attribute-based encryption. In: CRYPTO. pp. 199-217. Springer (2012)
Sahai, A., Waters, B.: Fuzzy identity-based encryption. In: EUROCRYPT. pp.
457-473. Springer (2005)

Santos, N., Rodrigues, R., Gummadi, K.P., Saroiu, S.: Policy-sealed data: A new
abstraction for building trusted cloud services. In: USENIX Security Symposium.
pp. 175-188. USENIX Association (2012)

Tomida, J., Kawahara, Y., Nishimaki, R.: Fast, compact, and expressive attribute-
based encryption. In: PKC. pp. 3-33. Springer (2020)

Venema, M.: A practical compiler for attribute-based encryption: New decentral-
ized constructions and more. In: To appear at CT-RSA 2023. Springer (2023)
Venema, M., Alpédr, G.: Performance estimates for the GLUE paper. https:
//github.com/mtcvenema/glue

Venema, M., Alpar, G.: TinyABE: Unrestricted ciphertext-policy attribute-based
encryption for embedded devices and low-quality networks. In: Batina, L., Daemen,
J. (eds.) AFRICACRYPT. LNCS, vol. 13503, pp. 103-129. Springer (2022)
Venema, M., Alpar, G., Hoepman, J.: Systematizing core properties of pairing-
based attribute-based encryption to uncover remaining challenges in enforcing ac-
cess control in practice. Des. Codes Cryptogr. 91(1), 165-220 (2023)

Waters, B.: Ciphertext-policy attribute-based encryption: An expressive, efficient,
and provably secure realization. Cryptology ePrint Archive, Report 2008/290
2008

%Vatelzs, B.: Ciphertext-policy attribute-based encryption - an expressive, efficient,
and provably secure realization. In: PKC. pp. 53-70. Springer (2011)

Yamada, S., Attrapadung, N., Hanaoka, G., Kunihiro, N.: A framework and com-
pact constructions for non-monotonic attribute-based encryption. In: PKC. pp.
275-292. Springer (2014)


https://github.com/mtcvenema/glue
https://github.com/mtcvenema/glue

GLUE: Generalizing Unbounded ABE for Flexible Efficiency Trade-Offs 31

A Discussion on the W11b proof

Intuitively, the W11b [55] proof does not generalize to the unbounded setting
for the following reason. Usually, selective proofs of CP-ABE schemes [56//46)
embed only a vector—for which the length is equal to the number of columns in
the policy matrix—in the randomizer of the secret key that is used to hide the
master key a. Subsequently, the randomizers used to randomize the attribute
public keys are derived (multiplicatively) from this “general randomizer”. In
contrast, in the proof of the W11b scheme, this general randomizer is extended,
and additionally embeds information for the (bounded number of) attributes
that would normally be embedded in the “attribute randomizers”. Because this
is done in an additive fashion, it cannot be split multiplicatively for the sake of
our unbounded proof. In addition, because this general randomizer can embed
information for only a bounded number of attributes, we cannot use the same
strategy in the unbounded setting.

B Attack on first attempt at scheme

Suppose we have key (h*~"° h", B (@ac) pro’ h’”') and ciphertext (M - A%, g*,
g° , BM(B')* | Fy(at,)® , B¥ (B, Fy(ag,)® ) such that Ay + o = s, i.e., the
policy requires that a secret key needs att; and atty to decrypt. Then, we can
decrypt the ciphertext, even though the set & = {att;} does not satisfy the
policy:

M - As/(e(gs, ha—rb)e(BAl (B/)S’B)\z (B/)s’7 hr)—l
.6(95/7h’f'/fn(xattl)hT‘b/)—2 . e(Fn(xatt1)8l)27 hr/)
— M- e(g’ h)as/(e(g, h)asfrsb . e(g, h)rsb+2rs’b/

.e(g7h)72r 5" fn(Tate, ) —27s"b" €(g,h)2r s fn(mattl)) — M.

C More details on the proof of the regular scheme

C.1 Selective security

The polynomials indeed go to 0:

c1; = A;(sb,8)T + 505 fr._1(p(4))

—d A\ d

= Z Ao — Z Ay k1 (p(5) X0 ) = 0T,
k€ ([no] J'€x; k€[]
c2j = s falpG) = Y ApaFug(p(j) =0T,

j,GXj,kE[nQ]
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K =1 — w1 =0,

and ki ate = Tuatt)fn(ZTate) + 7f), 1 (Tarr) = O follows from the fact that
_TL(att)fn(xatt) =T 7/16_1($att)~ That is, TL(att)fn(ﬂfatt) is

—ds
— E wk)’ui’,j’,l]‘(l,i’,j',k}’) E Aj,an,j,k(xatt)

i'€[ng),j' €T, J€[nal,
k' €[ns) k€[nz]
== Z AjWTFl,j(xatt)Fr/LC_l,j (xatt)Ganm(att)(ﬂfatt)lt(ill,T(j))
jer

= =D AWTE, (@)1 )

jer
and 7f), 1 (Zate) is
—d
Z wk/1<§,k/> Do A @) GG o
j [nl],ke[ng]
Z A wT nc—l J<xatt)1?1l,7—(j)) = _Tb(att)fTL(xatt)'

J€[na]

C.2 Co-selective security

The polynomials indeed go to 0:
For c; ;, we have that A;(sb,8)T = A,;wTIe’, which is 0 if p(j) € S, and
otherwise, it is canceled by

—ds

S"’(j)fr/tcfl(p(j)) = - Z A i’ kwkdl J/p( )210

i€[ne—1],5' €Xr(;)NT,kE[n2]
\=d —d
> AGWTE, _12,(p()1" = —A;wTT).
jIEXjﬁ?
For cy j, we have that s,(;) fn(p(j)) is equal to

556) 2 (P10 G (0) = 1200 )

l€[m]

where the parts of 5. ;) associated with 1?21 ;) and 1(1 ;1) Teprogram Fnc,l’l)l(p(j))
and Fnc_1)27l(p(j)), respectively, yielding

S AW (Fa—10a(p() Gy a(p(3) = Fi 154 (0(3)))
jIEXjf‘IT,
le[m]
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which is equal to 0 if j € 7, because it then holds for all j/ € x; N7 that
Fro—1,(p(5)) = F},__1 ;(p(4)) = 0. Otherwise, it yields

wT1h M_ =
D AW (ank,lw)) 1) o

le[m]

/ d dq xdo7d2
For k', we have 15" — 15'7""1," = 0, and for ki att, we have

A —d.
TL(att)fn(xatt) = (Gn,L(att)(xatt) - Fncfl72,L(att) (‘ratt)> 1L(2att)5

where Gn,L(att) (fﬁatt) = Fnc—l,l,b(att)(xatt)Gnk,L(att)(Iatt) = 0, because Gnk,b(att)(xatt) =
0, and thus yields

ne—1

_Fncfl,Q,L(att) (-ratt L att) - Z 1(2 %) att

This is canceled by

ne—1 ne—1

d1><d2 . 2 _ di i
T frno—1(Tate) E 1 ),0 Taly = E 1(2,i)matt~
i=0

D The KP-ABE version

We present the KP-ABE version of the scheme in Section [

Definition 8 (The unbounded KP-ABE scheme). Our construction of the
unbounded key-policy attribute-based encryption scheme is defined as follows.

— Setup(A): Taking as input the security parameter A, the setup generates three
groups G,H, G of prime order p with generators g € G and h € H, and
chooses a pairing e: G x H — Gp. The setup also defines the universe of
attributes U = Z,, and n € N is related to the mazimum partition size. In
particular, it chooses ny € N as the mazimum partition size of the keys,
and ne = n+ 1 — ny as the mazimum partition size of the ciphertexts. It
then generates random o, b = (b, bo, b1, ..., by, by, ..., b, 1) €Rr Zyp. It outputs
MSK = (a,b) as its master secret key and publishes the master public key
as

MPK = (gu th = e(ga h)aa B= gb7 BO = gbov EE) B, = gbnv
B} = g, By = glr1).

— KeyGen(MSK, A): On input an access policy A = (A, p) with A € Zy+*"?
and p: [n1] — U, the algorithm computes m = [n—k-‘, defines v: [n1] — [m)]
such that |t=*(1)| < ng for each I € [m] and for all j,j' € [n1] with j # 5’
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and p(3) = p(j"), we have 1(j) # 1(j'). It then generates random integers
TyT 1y eees T, V2, ooy Uny €R Zyp and computes the secret key as

SKu = ({K;j = hNt7o) Sk bi-p(j-)i7 Ky ; = b Zimo bip(j)i)}je[nl],
{K31=h"}icpm)s

where Aj = A (o, v, ..., Un,)T.

— Encrypt(MPK, S, M): A message M € Gr is encrypted under set of at-
tributes S by computing m' = [%—‘, and defining 7: S — [m/] such that
|771(i)| < ne for each i € [m']. The algorithm then generates random inte-
gers 8,51, ...,8m’ €R Ly and computes the ciphertext as

CTA = (C:M.As’cl =g°,
{Crate = H?:o B:mem ) H?:ko_l(B{)SI;“}atte& {Cop = 9‘9”}l’e[m'])-
— Decrypt(SKs, CTy): Suppose that S satisfies A, and suppose T = {j

{1, ,na} | p(j) € S}, such that {e; € Zp}jer emist with 3 ;€A
(1,0,...,0). Then the plaintext M is retrieved by computing

I m

O/ | I (e(C, Krj) /e(Ch piys Ksui) - €(Coronys K2,3))
JEY

Note that the scheme is correct, i.e., we have

[T (e(C" K1) /e(Crpy, Ksuii) - e(Comioiy K2.i))”
JET
=TI (e, RN+ s Ty i)’
jer
(g, h) T3 Lizo bip()' —ruiiys Liky T bip(i)!

e(g, h)nmsT(p(j))(Ei;o bw(i)i))%‘ = e(g, h)zjer Ajs e(g,h)**,

such that C/e(g,h)** = M.

E Online/offline extension

We give the online/offline variant [32] of GLUE. For the key generation, we
show how a user can generate the secret key (as in Definition @ from the online
and offline parts in a final step, which can be performed at any time between
receiving the keys and decrypting. In contrast, in [32], this step is taken in each
run of the decryption algorithm, rather than only once.
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E.1 Definition and security model

In [32], Hohenberger and Waters define the notion of online/offline ABE, which
can be used to speed up the online execution time of the key generation and
encryption algorithms. We adapt the definitions of Hohenberger and Waters,
i.e., we include a final step to be executed after the keys have been received by
the user. In this step, the online/offline secret keys are combined such that secret
keys can be generated that are indistinguishable from secret keys in a regular
run of the key generation algorithm.

Definition 9 (Online/offline ABE). An ABE scheme with optional online/offline
key generation and encryption consists of mine algorithms:

— Setup(A\) = (MPK, MSK): This algorithm is the same as in Definition[d

— Regular.KeyGen(MSK, S) — SKs: On input the master secret key MSK and
some attribute set S, this probabilistic algorithm generates a secret key SKs.

— Offline. KeyGen(MSK) — ISK: On input the master secret key MSK, this
optional probabilistic algorithm generates an intermediate secret key ISK.

— Online.KeyGen(MSK,ISK, S) — OO.SKs: On input the master secret key
MSK, intermediate secret key ISK and some attribute set S, this optional
probabilistic algorithm generates an online/offline secret key 00.SKg.

— FinalStep.KeyGen(O0.SKs) — SKs: On input an online/offline secret key
00.SKgs for some attribute set S, this optional probabilistic algorithm gen-
erates a (regular) secret key SKs.

— Regular.Encrypt(MPK, A, M) — CTy: On input the master public key MPK,
some policy A and message M, this probabilistic algorithm generates a ci-
phertext CTy.

— Offline.Encrypt(MPK) — ICT: On input the master public key MPK, this
optional probabilistic algorithm generates an intermediate ciphertext ICT.

— Online.Encrypt(MPK,ICT, A, M) — OO.CT4: On input the master pub-
lic key MPK, intermediate ciphertext ICT, some policy A and message M,
this optional probabilistic algorithm generates an online/offline ciphertext
00.CT,.

— Decrypt(MPK, (00.)SKs, (00.)CTy) — M : On input the master public key
MPK, the (online/offline) secret key (00.)SKs, and the (online/offline) ci-
phertext (00.)CTy, if S satisfies A, then it returns M. Otherwise, it returns
an error message.

We also adjust the security model in [32] to match our definition of on-
line/offline ABE. Note that, as in the definition in [32], the attacker is not allowed
to access intermediate keys and ciphertexts.

Definition 10 (Full CPA-security for online/offline ABE). We define the
security game between challenger and attacker as follows:

— Setup phase: The challenger runs Setup(\) to obtain MPK and MSK,
and sends the master public key MPK to the attacker. The challenger also
initializes an empty list L and a counter ¢y, = 0.
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— First query phase: The attacker can make the following queries:

o Regular key query: The attacker queries secret keys for S, and obtains
SKs < KeyGen(MSK, S) in response.

e Intermediate secret key query: The attacker queries an intermedi-
ate secret key. The challenger generates ISK < Offline.KeyGen(MSK),
stores (cr,,ISK) in list L and updates the counter ¢y, <+ cr + 1.

e Online/offline secret key query: The attacker queries an online/offline
secret key for S and set of indices T C [0, cy] such that none of the in-
dices in T have been queried before. (Otherwise, there is no entry in the
table for one or more indices, and then, the challenger returns an error
message.) The challenger selects intermediate secret keys (i,ISK;) for
all i € T from the list, deletes these entries from the list and generates
00.SKs ¢ Online.KeyGen(MSK, {ISK; }icz, S).

— Challenge phase: The attacker specifies some policy A* such that for all S
in the first phase, we have S does not satisfy A*, and generates two messages
My and My of equal length. The attacker sends these to the challenger and
chooses whether it wants to be queried on a regular or an online/offline
ciphertext:

e Regular challenge: The challenger flips a coin, i.e., 8 €g {0,1}, en-
crypts Mg under A*, i.e., CTy- < Encrypt(MPK, A*, Mpg), and sends
the resulting ciphertext CTy« to the attacker.

e Online/offline challenge: The challenger first generates intermediate
ciphertexts ICT <+ Offline.Encrypt(MPK). Then, the challenger flips a
coin, i.e., B €r {0,1}, online encrypts Mg under A* with ICT, i.e.,
00.CTyp+ < Online.Encrypt(MPK,ICT, A*, Mg), and sends the result-
ing ciphertext OO.CTy« to the attacker.

— Second query phase: This phase is identical to the first query phase, with
the additional restriction that the attacker can only query S such that it does
not satisfy A*.

— Decision phase: The attacker outputs a quess 3’ for 3.

The advantage of the attacker is defined as || Pr[3’ = B]—1|. An online/offline
scheme is fully secure if all polynomial-time attackers have at most a negligible
advantage in this security game.

E.2 Online/offline version of GLUE
Definition 11 (GLUE-OO).

— Setup(\) = (MPK,MSK): This algorithm is the same as in Definition 6|

— Regular.KeyGen(MSK, S) — SKs: This algorithm is the same as in Defini-
tion [0

— Offline. KeyGen(MSK) — ISK: The algorithm generates two types of “inter-
mediate secret keys”.

o First type: The algorithm generates random integer r and stores (K =
he=rt K = A" 7).
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o Second type: The algorithm generates random integers v, z; €r Z, for
all j € [ng], and then stores ({K, ; = h#, 2} icing, Ko = B Y.

— Online.KeyGen(MSK, ISK, S) — SKs: On input set of attributes S, the al-

‘S‘ , defines 12 S — [m] such that v =1(1)] < n for

each l € [m], and further deﬁnes i: S = [ng] such that it is injective on each
subdomain 1= () for all | € [m]. It takes one intermediate secret key of the
first type, and m of the second type:

gorithm computes m =

(K =ho"" K' = h",r), ({ K141 = 95, 21 el Koa = B 70 1em]

sets IA(L;M = IA(LE(att)’L(att), then computes

Ne—1
K37att = ( T (att) Z bi Iatt +r Z blxatt> - z[(att),b(att)-
and outputs the secret key as

SKs = (K, KI7 L, {kl,atta KB,att}attGSa {Kz,l}le[m])~

— FinalStep.KeyGen(O0O.SKgs) — SKs: The user can generate the secret keys
as in Deﬁmtzon @ fmm (K7 K’ ) by {Kl,at‘m K2,l; K3,att}att€$,le 7n])7 by com-
puting for each att € S the secret key component Kj a¢ as in Definition @
K1 ate = K1 ate - Ao

— Regular.Encrypt(MPK, A, M) — CTy: This algorithm is the same as in
Definition [0

— Offline.Encrypt(MPK) — CTy: The algorithm generates two types of “in-
termediate ciphertexts”.

e First type: It selects s € 7, and stores (C' = A%, C" = g°,s).
e Second type: It selects S/,;\1,~-~75\nc €R Ly, (%51, %5n) Er Ly, sets
Zj0 =1 for all j € [n.], and stores

Nne—1

({él,j:ij . H(B "%, 02 HBSIH

i=0
A, {2ticprtiemna, Cs =¢° s )~

— Online.Encrypt(MPK, ICT, A, M) — CTyx: On input policy A = (A, p), the
algorithm selects one “intermediate ciphertext” (C,C’,s) of the first type,

and then m' = M—i_‘ “intermediate cipherterts” of the second type

({Crjurs Cojurs Njars {0 Yo Vielna Cars s

(for alll" € [m']). It defines T and \; as in Deﬁm’tion@ and further defines
71 [n1] = [ne] such that 7 is injective on each subdomain T=1(I") with I' €
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[m'], i.e., each attribute gets mapped to a unique tuple (CA'Lj,g/,...,sl/). It
encrypts message M by setting C = M - C and sets for all j € [n1],i € [n]:

Cl _7 = C’1 7( T(j)? CQJ = 02772(J:)7T(j)
Cuj=)\; /\T(g),T(J)a Cs.ji = 52) (P(1)" = E2(3).ir ()

The user publishes the ciphertext as
CTA = (07 C/a 7, {él,j7 é?,j7 O4,j7 OS,j,i}iE[n],jE[ﬁl]a {CS,l’}l’E['rh/])a

Note that the ciphertext increases by ni(n + 1) elements in Z, compared to
reqular ciphertexts.

— Decrypt(MPK, (00.)SKs, (00.)CTs) — M:If S satisfies A, determine €;
and T as in Definition[6, set 1y = {j € T | u(p(j)) =1} for all | € [m] and
compute C/ (e(C',K) - Cy - Cy - C3), where

ne—1 R
Ci=e H C’fﬂj . (gb)ZjeT €;Cuj H (gbi)ZjeT 6]'05,7'.,1"_[(/
JEYT 7 i=1
e,
Cy = H 6(03,T(j)’K17p(.j))
JETY
H HC H ") Zyen £iC5 s Koy
l€[m] JEN

Correctness. Correctness of the decryption algorlthm follows from simply
showing that € - (¢°)%47 - [ (¢%)C59¢ = Cy 5, and Co; - [y (g%)Cot =
Cy,5, where Cy ; and Cs j are as in Definition [} Then, the correctness proof is
identical to that in this definition. Clearly, this is the case, because

ne—1 R
Cus- (g% - I (g%
=1

=g Xe(i)rbHsziy it Vide(),i,rG) gb(/\f*ﬂj),r(j))

ne—1
. ]CI gsru)bz‘(P(J)i*fiw),i,r(j)) = ghibtsro) Siee ()t — Ch
i=1
and
n n
Cyj - H(gbi)és,j,i = ¢°*() Li=0 i®2().im () . H(gbi)Sﬂj)(P(J')i*fvﬂj),m(j))
i=1 i=1

n . -\ %
= g* ) Limo bir@)" = ¢ .
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E.3 Security proof

We prove security of the online/offline variant of the unbounded CP-ABE scheme
in Section [E] For this, we provide a security reduction to the selective/full secu-
rity of the basic scheme, mirroring the proof in [32]. For simplicity, we assume
that, in all algorithms, the online/offline algorithms are queried. For the regular
algorithms, we relay the responses of the challenger of the regular scheme.

Theorem 2. The online/offline scheme is secure if the scheme in Deﬁnition@
18 secure.

Proof. Suppose AnO_CP-ABE Is @ polynomial-time attacker that can break the
online/offline variant of the scheme with non-negligible advantage €. We show
how we can break the “regular” variant by interacting with this attacker.

— Initialization phase: Let A = (A, p), where A € Z3'*"? with ny,na < g,
denote the access structure generated by attacker Acp_ppg for which
-AOO—CP— ABE can selectively break the normal scheme. The attacker
Acp-ABE sends it to the challenger.

— Setup phase: The public parameters generated by the challenger (in the
CP-ABE security game), i.e., MPK = (g,e(g,h)%, ) and sent to attacker
‘ACP—ABE are passed along to attacker AOO—CP—ABE'

— First query phase: Attacker An_cp-ABE dueries secret keys for sets S,
which Acp_ABE relays to the challenger. The challenger generates

SKg = (K = he=" K’ = h", .,

3 ] —1 ]
{K1 ate = Rt uizo biae) $7 2205 b;x‘l’“}attesv {Ka21 = h"}igim))-

Attacker Acp_ABE then selects random 73 a1t €r Z, for all att € S and
computes IA(l,att = K att - g~ 2. Then ACP—ABE sends

SKfs = (K, K1, {f(l,atta f(?),att = TQ,att}atte& {Kz,l}le[m])

to AnO.CcP-ABE- Note that this key has the same distribution as the keys
generated by the scheme, because z;; in the scheme is a randomly generated
integer, and the final step in the key generation yields a normal secret key.

— Challenge phase: Attacker Acp_ApE generates two random messages
My, My and sends them to the challenger, who flips a coin 8 €r {0,1}
and encrypts Mg. The challenger sends

CTa = (C,C" {C14,Co5}jeqt,.mip> 1030 = 9% Yrequ,....m'} )5

to attacker Acp_ppE, Who picks random CA’47j,CA’57j,i €R Zy for each j €
[n1],4 € [n] and computes
CT}, = (C,C" {Cr, = Cuy - (")~ - TTiey ' (g") =P,
Caj = Caj - [T (") =934, Cuaj, Cs jitietna) {Cs.0 Yremmn),

which is well-formed as can be observed from the proof of correctness. At-
tacker Acp_ABE then sends CT), to attacker AOO-CP-ABE-
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— Second key query phase: The second query phase is the same as the first
key query phase.

— Decision phase: Attacker Ano_cp.ABE Outputs a guess 4’ on 3, which
attacker Acp_ARE relays to the challenger.

Attacker Acp_ABE guesses correctly whenever Aqyo_cp.ABE guesses correctly,
so the attacker does this with exactly the same advantage ¢ as well.

F Two non-monotone versions of GLUE

We give two pair encoding schemes based on our generalized unbounded scheme.
The first scheme is the generalized unbounded analog to TKN20 [50]. In this
scheme, we replace the full-domain hash of TKN20 by a Boneh-Boyen hash.
By extension, this scheme can be extended with an online/offline version. The
second scheme is a generalized unbounded version of the unbounded CP-ABE
scheme supporting OSW-type negations (Att19-I-CP) [11], which is the non-
monotone extension of RW13 [40]. In this scheme, like in RW13, we replace
their instantiation of the Boneh-Boyen hash, i.e., a 1-degree polynomial, with a
generalized Boneh-Boyen hash, i.e., an n-degree polynomial. For future work, it
would be interesting to consider whether the two new schemes can be combined,
thus achieving the support of OSWOT-type negations [I4]. In such a scheme, a
generalized Boneh-Boyen hash could be used for both the label universe and the
attribute universe. In this way, the same randomizer can be used for multiple
labels, as well multiple attributes with the same label. Due to the sole use of
Boneh-Boyen hashes, the scheme can be extended to an online/offline version,
such that the key generation and encryption costs can be minimized.

F.1 Generalized unbounded analog to TKN20

By applying the ciphertext-policy augmentation (confined to OR) to the di-
rect sum of an AND-composition of our generalized unbounded scheme and the
IBE predicate, and an AND-composition of our generalized unbounded scheme
and the NIBE predicate (all from [II]), we obtain a provably secure scheme
supporting OT-type negations (analog to TKN20 [50]). Here, we use our gen-
eralized unbounded scheme for the label universe. In this way, we can avoid
the use of a hash function modeled as a random oracle in TKN20 [50], and
thus benefit from our online/offline extensions. The variables n.,ng,n,S,p,¢,7,
ni,n2, \;,m,m’ are as in Definition @ We also include a function ps that maps
the row to 1 if the attribute is not negated in the policy, and to 2 if it is negated,
and p1: [n1] = {0,1}* and x: S — {0, 1}* map the attributes in the policy and
set, respectively, to labels (represented as string).

Definition 12 (Generalized unbounded ABE with OT-NMSPs).
— Param(par) — 2n + 2n. + 3. Let

/ / / /
b:(b)b0,07"'7b0,n3b1,0)"'7b1,n7 0,07 **»¥Y0,ne—1971,00 "y 17nc—1)?
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where n = n. +ni — 1. We define

ne—1

fr.8(Y1ab) Z b, Yiabs fnpfl 5(Y1an) Z bg Ylab

for g€ {0,1}, and

9(Zatts Yiab) = fr,1(1ab)Tate + fr,0(Y1an)
9 (Tate, Yian) = frlzc—l,l(ylab)xatt + frllcf1,o(ylab)~

— EncKey(S,k) — (v, K, {kiattfattes). Let v = (r,{ri}icpm)), K = a — b,
put additional restriction on ¢ so that, for all att # att’ € S with k(att) =
r(att’), we ensure v(att) # c(att’), and

k1att = TL(att)g(xatta yn(att)) + Tg/(xatta yn(att))

where for any label lab, we denote yia1, as its representation in Zy.

— EncCt((A, p)) = (s,8,{c1j,c2,5, 01,5, C2,j €35} jeg jr i) where p = (p, p1, p2)-
Let & = {j € [n1] | p2(j) =1} and ® = [n1] \ @. Let s = (s, {sv }repms)) and
§ = (02, ..., 0n, ). Then, we distinguish between whether j € & or not

o Forj e ®:cr;=Aj(b,8) 5,058 (p(): U () amd ca; = 5:(3y9(0(). Ypu())-
o Forje®:c ;= Aj(sh,8)T +57() frie—1,0Upr () €25 = $2(1)9(P(F): Yp (5))
and ¢3,j = P(j)Aj(Sl% )T+ sr(j)fne—1.0Wpi(5)-

— Pair(S, (A, p, p1, p2)): For S that satisfies A, we have some T C [n1] such
that {ej € Zp}jer exists with } ;. €jA; = (1,0,...,0) (Definition . We
also split T in two subsets Y =Y Nd and T =T \ Y. We retrieve as by
computing

e Foralljel’:

gj(re1; — Sriyk1,pG) + Tup())C2,5) = €57 A;(sb,8)T

e Forallje T/, we set Ty = nfl(ym(]‘)), and compute

€j _ _
————— ("(@atsC1,j — C3,5) — Sr(Hk1,p(5) + Tu(p(i))C2,5
P— ( § = €3.4) — Sei)kLe() T o)) C2.5)

= Ej’I“Aj(Sb, é)T

. o A (A
Then, we retrieve as = sk’ — 3,y €;7A;(sb,8)T.

Performance analysis of the selectively secure instantiation. For the
most efficient decryption algorithm, we push s and r in H, and the polynomials
in G. Then, the costs are:

— KeyGen: m + 2 exponentiations in H, and |S| exponentiations in G;
— Encrypt: m’ + 1 exponentiations in H, |®|(2n + 2n. + 3) + |®|(2n + 2n. + 4)
exponentiations in G and 1 exponentiation in Gr;

— Decrypt: 2 4 PT‘—‘ + PT‘—‘ pairing operations and 4|T | exponentiations in
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F.2 Generalized unbounded ABE supporting OSW-type negations

By applying the generic negation in [6] and the direct sum transformation and
ciphertext-policy augmentation (confined to OR) in [I1I] to the PES in Section
we obtain a provably secure generalized unbounded scheme supporting MSPs
with OSW-type negations. Note that this yields a generalized variant of Att19-
CP-I [I1]. The variables n., ng, n,S,p,t,7, n1, na, Aj, m, m’ are as in Definition @
In this definition, we also include a function ps that maps the row to 1 if the
attribute is not negated in the policy, and to 2 if it is negated.

For this scheme, we require Lagrange interpolation. That is, given n + 1
points (z, f,(z)), with z € § and |S| = n + 1, on a polynomial. Then, we can
reconstruct the the point f,(z) by computing

= Z Agzfal(z)  (mod p),

zeS

where

s
Asz,z = H p— Y (mod p).
yES\{x} Y

Definition 13 (GLUE-N). GLUE-N, which supports OSW-type negations, is
defined as:

— Param(par) — 2n + 2n. + 3. Let
b = (b,b", 6 bg, ..., by, b0y ooy by by, coes Uy 1, By, oy Bl 1),

9 Yn.—1

where n = n. +ni — 1 with ngy > n., and

ne—1
xatt E bxatta ne—1 xatt E bz att?
nc—l
FNW)
n(Tatt) § bfﬂam ne—1(Tatt) = E bt
=0

— EncKey(S) — (r7kl7kHj€//7{kl,amiﬁ,am%z,att}attes)- Let v = (r,7', 7, {r,
fatt7772}att€3’l€[m]), K =a— r’b}

k' =r'b + Tb(s), B =y + fb(3)7
k1 ate = TL(att)fn(:Eatt) + Tféc_l(mact),

k1 ,ate = f:(att)ﬂlcq(ﬂ?att) + fb(att)l;O) ko,ate = ﬁ(att)fn(mam),

such that Zle[m] 7] = 7. Note that we require that each partition is full, i.e.,
| (1) = ng for all I € [m]. If needed, this can be done by using dummy
attributes [44).

— EncCt((A, p,p2)) — (s,8,{c1j,c2,5,¢3,5,C2, 83 }jeq yrem)- Let @ = {j €
[na] | p2(4) = 1} and @ = [m]\ @. Let s = (s, {sv }vem)s {8} iema)) and
8 = (V2,...,0py ). We set c1j = Aj(sh,8)T + 530", and
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o forjed:

e = 80 + sy _1(p(3)), 3,5 = 57y fa(p(5))-
e Forjc&:

@ + s,y Fr—1(p(3))s 35 = 5-(j) Fu(p(4))-

EQJ = S;b

We require that each partition that has at least one negated attribute in

it is full and only contains negated attributes that occur in a conjunction,

i.e., for all j € [nq] with p2(j) = 2, we have |x;| = n., where x; = {j’ €

[n1] | 7(4") = 7(4) A p2(4’) = 2}. If needed, this can be done by using
dummy attributes (not issued for keys) [14]].

— Pair(S, (A, p, p2)): For S that satisfies A, we have some T C [n1] such that

{ej € Zp}jer emists with Y-, ejA; = (1,0,...,0) (Definition , We also

split T in two subsets Y =Y N® and T =T \ Y. We retrieve as by first

computing for each ciphertext partition I € [m'] with some row j € T with
T(j) =1 andl € [m]:

Z A0, 1 0 057 () k2,10 + Z Ag; 07 .0T1C3,5 = T157(5) fn (0),

attcy, J'Eex;

where ¥ = {att € S | v(att) =1}, and £2;; = {za | att € Y1} U{p(j') | j’' €
[n1], 7(j) = 7(4')}. Then, we use it to retrieve for all att € ¥;:

ST(j)]glxatt - 77157(]-)]?”(0) = s‘r(j)ﬁ(att)frlzc—l(xatt)v

which we use to recover for each j €T and | € [m]:

Z Awllvxatt7P(j)s7'(j)/,72f_’rl7,cfl(‘ratt) = sT(j)F; _2671(9(‘7'))7
attey;

where W] = {xay | att € ;}. Then, we retrieve

S se il 1 (0(3) = s1yT a1 (0(5)
le[m]

for each j € 7/, s0 in turn we can retrieve
r'ery = sk +Tea = sr(yTfn,1(p(7)) = 1" A;(sb,8)T.
Then, for all j € T', we compute
rler; = K" +rea = se(pkipg) + e ess = 1A (sb,8)T.
Finally, we retrieve

sk’ — Z g1’ A;(sb,8)T = as.

Jer
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Performance analysis of the selectively secure instantiation. If we as-
sume that |S| can take on any positive value, then it is best to put all non-lone
variables in H and the polynomials in G. If |S| is always going to be small com-
pared to |7, then it is better to put all ciphertext components in G and the key
components in H.

To an/alyze the decryption costs more properly, we re-order the computations
for jeT:

Z € ( N Z Akpz’vzattyp(j) ( - Z AQj,l7fbatt/,08‘r(j)]_€2,att/

jeT’ le[m],attey; att’ ey,

+ Y Ag,, p().0T18 51 +Sf<j)/51,att))
J'EX;

=D w D

Vem’]  jer nr-1(1)

z : : : sjA'I/:(an/)775attaP(j)AQj,L(att/)ﬁzatt’70 kQ,att’

att’€S \atteV, /)

o Z EjAW:(act)vmatnp(j)kl’att>

atteS
-y, > Ei AW 2arep(1)A2;1,0G),0) | C357
lelm]  j'elm] \ GeT nx,: attew

|

Ne

which costs m+ { —‘ pairing operations, and approximately m {%—‘ (2ng + n.)

exponentiations in G. If |S| is small compared to |T,|, we can also compute it as

E k2 attr E ngWL,(att)>$att:P(j)AQj,L(att)’xa”’OST(j)
atteS je?’,att’EWL—l(att)
- E kl,att E 5]'/1&0:(&“),a:athp(j)s‘r(j)
atteS jeT’

=y > EiAW 2 p()A251,0(1),0) | G357

lefm]  jelni] \ jeT'nx,/ atted
which costs m + 2|S| pairing operations, and approximately m {%—‘ (2ng + ne)

exponentiations in G.
Then, the costs are (in the best case, assuming that the negations can be
distributed optimally over the ciphertext partitions):
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— KeyGen: 3+ 2m + |S| exponentiations in H and 3 + 3|S| exponentiations in
G;

— Encrypt: |7'| +m’ + 1 exponentiations in H, nj(n. +n + 4) exponentiations
in G, and 1 exponentiation in Gr;

— Decrypt: min (am + P ‘-‘ a(m + 2|S]) + PTJ—D—F PT ‘—‘ +4 pairing opera-

'

tions, and am [ —‘ (2ny + n¢) exponentiations in G, where a = 1 if |T | >0,

and a =0 othervvlse.

For encrypt and decrypt, the costs are higher when the attributes associated with
the negations cannot be distributed optimally over the ciphertext partitions. In
the worst case, each negated attribute incurs 2 exponentiations in H and n.4+n-+4
in G in Encrypt. For decryption, suppose that the policy consists of negated
attributes only, and none of them can be placed in the same partition. Then, the
decryption costs are 44 ||+ PT ‘—‘ pairing operations and 2|7|- S|+ PT l—‘ 7|
exponentiations.

G Fully secure instantiation of GLUE

We instantiate our pair encoding scheme in Section in the Agrawal-Chase
[3] framework with the prime-order dual system groups of Chen and Wee [23]
with d = 1 (i.e., the underlying assumption in the security proof is the SXDH
assumption).

Definition 14 (Fully secure version of GLUE). The scheme is defined as

follows.

— Setup(A): Taking as input the security parameter A, the setup generates three
groups G,H, G of prime order p with generators g € G, h € H, and chooses
a pairing e: G x HH — Gp. The setup also defines the universe of attributes
U = Zy. It also chooses n € N and n. € N as the mazimum partition sizes
of the keys and ciphertexts, respectively, and sets n = ny + n. — 1. It then
generates random a1, s, a1, as,as,as,dy,ds, ...,d5,bi71,bi’2,b§,’1,b;,’2 €R Ly
for alli € [0,n],i" € [0,n. — 1] such that didy # dads. It outputs

MSK = (0417 a2, A1, ...,04, dla ceey d57 {bi,la bi,Q}iG[O,n]7 {bg,la b;,2}i€[0,ncfl]>
as its master secret key and publishes the master public key as

MPK = (g, A = e(g, g)*1“1T2% g, = g%, g, = g®
B; 7gald1+a3d'a B, 7gald2+tl%d4

{Bz 1=y bi,1d1+b; 3d3 B 2=g bi,1d2+b;, 3d4}ze[0 ]
(Bl = gViaditbisds B’ p = ghindetbisdi}, o nc—u)
— KeyGen(MSK, S): On input a set of attributes S, the algorithm computes
m = Ps‘—‘ defines 12 S — [m] such that |t =1(i)| < ny for each i € [m], and

generates random integers r,r1,...,Tm €R Zyp and computes the secret key as

SKS _ ({KB _ hozﬁ—rg/g’Ki _ hrd4d5d6,Ké — h—rd3d5d6’[/’
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e (S0 B g ) S0 B st
{Kj a1, = h"™ ) (im0 bia o)+ 2050 i ¢ battes,

{Kay1 = hridadsdo o 5 = pridsdodo}, o hsc i 0y),
where for all i € [0,n],i" € [0,n. — 1], we set
1
T didy — dods’
b1 = dg(a1dads — azdads),be = de(—ardsds + azdi1ds),
bi1 = dg(b;1dsds — b; 2dads), bi o = dg(—b; 1d3ds + b; 2d1ds),
b1 = de (b} 1dads — b} odads), b} 5 = de(—b; 1dsds + b ydyds).

deg

— Encrypt(M,MPK, A): A message M € Gr is encrypted under A = (A, p)
with A € Zp+*™* and p: [n1] — U by computing m' = [ﬂ—‘ and defining

Ne
7: [n1] = [m’] such that |771(i)| < n. for eachi € [m'] and if i, j € [m'] with
i # j such that p(i) = p(j), then 7(8) # 7(j), i.e., multiple occurrences of the
same attribute are mapped to different partitions. The user then generates
random integers 8,51, ..., Sm/, V2, ..., Un, €R Ly and computes the ciphertext
as

CTy = (C: M'AS,C{ =ng1,C§ :ng27’T7
_ ne—1

{Crys =By gy - [[ (BLg)rord),
1=0

u Sr(j ()1 Sy
Cogs = [[ B3 Yicwmsernay ACsus = 6% huepm peqr2)),
=0

such that S\j = Zke[an] Aj k.

— Decrypt(SKs, CTy): Suppose that S satisfies A, and suppose T = {j € [n1] |
p(j) € S}, such that {e; € Zp}tjer exist with Y, rc;A; = (1,0,...,0)
(Definition . Then the plaintext M is retrieved by computing

c/ (6(0',K) Tljer e (e(cl,j,ﬂvKf%)/e(c&f(j)ﬁ»Kl,p(j)ﬁ)
-6(02,3‘,57[(2,4/3(;')),@) )

H AHM+416 and ABGW17 in the asymmetric setting

We give the definitions of the AHM+16 [12] and the ABGW17 [7] schemes
in the asymmetric setting. In particular, we distribute the key and ciphertext
components such that the encryption and decryption algorithms are optimized
(possibly at the cost of the key generation efficiency). The general approach is
fairly simple: we try to put as many ciphertext components in the first source
group as possible. Alternatively, if the decryption algorithm requires exponenti-
ations, then we place the components that need to be exponentiated in the first
source group.
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H.1 The AHM+416 scheme

We define the AHM+16 [12] scheme in the ciphertext-policy and selective secu-
rity setting with optimized decryption as follows.

Definition 15 (The AHM+16 scheme). The AHM+16 scheme is defined as
follows.

— Setup(A): Taking as input the security parameter X, the setup generates three
groups G, H, Gr of prime order p with generators g € G, h € H, and chooses
a pairing e: G x HH — Gp. The setup also defines the universe of attributes
U = Zy. It also chooses ny, € N as the mazimum partition sizes of the
keys. It then generates random ., b, bg, by, ..., by, , b}, b5, b5 € Zy. It outputs
MSK = (a,b,bg, b1, ..., b, , b1, b5, b)) as its master secret key and publishes
the master public key as

MPK = (g, h, A = e(g,h)*, B = g*, B} = g", By = g", B} = g%,
By =g",...,B, = g').

— KeyGen(MSK, 8): On input a set of attributes S, compute m = [@—‘ , define

nk
t: 8 — [m] such that |71 (i)| < ny for eachi € [m], generate random integers
7,7 r1, .., Tm €r L, and compute the secret key as

SKg = (K — hozfrbfr/bll’K/ — hT,KN — hr"K(S) — hr'bg’[/’
(K1 = b0t (Sifo bwid Jy = BT i)

— Encrypt(M,MPK,A): A message M € Gr is encrypted under A =
(A, p) with A € Z;**" and p: [n1] — U by generating random integers
8,8, 81,5 ety Sy V2, ooy Ung €ER Ly and computing the ciphertext as

CTy=(C=M-4°,0"=g¢°,C" = ¢*,C® = (B})*(By)*,
{C1yj=BY - (B3)¥,Caj = 9%, Cs40 = By }jeina),

{Cs,j,i = Bfi1B1_sjp(]) }ie[nk],je[m]),

such that \; denotes the j-th entry of A - (s,va,...,vp,)T.

— Decrypt(SKs, CTy): Suppose that S satisfies A, and suppose T = {j € [n1] |
p(j) € S}, such that {e; € Zp}jer exist with Y,y c;A; = (1,0,...,0)
(Definition . Let fo1(2) = [lawe, 1) Soe = o ciqgxt denote, for
each | € [m], the polynomial with roots in 1=Y(1). Then the plaintext M is
retrieved by computing

1,57

c/ (6(0/, K)-e((C®)= K"y e(C"=, K®)). HjeT (e(C’Ej K')
6(02_,783 ? Kl,L(P(j))) : e(Hiem O?;;)];Ciﬂ(p(j)) 5 Kz,b(p(])))))
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Performance analysis of the selectively secure instantiation.

KeyGen: 4 + 2|S| exponentiations in Hi
Encrypt: 2 + 2n; exponentiations in G, 1 + nin, two-base exponentiations
in G, and 1 exponentiation in Gr;

Decrypt: roughly 4 + 2 “%l—‘ pairing operations, and || multi-base expo-

nentiations with n; bases in G.

H.2 The ABGW17 scheme

We define the ABGW17 [7] scheme in the ciphertext-policy and selective security
setting with optimized encryption as follows.

Definition 16 (The ABGW17 scheme). The ABGWI17 scheme is defined
as follows.

Setup(\): Taking as input the security parameter \, the setup generates two
groups G, Gr of prime order p with generator g € G, and chooses a pairing
e: GxG — Gr. The setup also defines the universe of attributes U = 7Z,. It
then generates random o, b,by,b1,b" €r Z,,. It outputs MSK = (o, b, bg, b1,0’)
as its master secret key and publishes the master public key as

MPK = (g,h, A= e(9,h)*, B = ¢", By = g", B1 = g", B' = ¢"").
KeyGen(MSK, S): On input a set of attributes S, this algorithm generates a
random integer v €g Z,, and computes the secret key as

SKS — (K = hairb,Kl = hr, {Katt = hzattrbbl-*-bo }attGS)'

Encrypt(M,MPK, A): A message M € Gr is encrypted under access policy
A= (A,p) with A € Zy**" and p: [n1] — U by generating random integers
8,815 ey Sny V2, oey Uny ER Ly and computing the ciphertext

CTy = (C=M-A*{C,; =B (B)%,

Coj = (B Bo)* 0, Cs5 = 6™} jena)s
such that \; denotes the j-th entry of A - (s,va,...,0p,)7.
Decrypt(SKs,CTy): Suppose that S satisfies A, and suppose T = {j €

{1,...,n1} | p(4) € S}, such that {e; € Zp}jer exist with Y, A,
.0, ..., efinition [1)). Then the plaintext M is retrieved by computing
1,0,...,0) (Definition|1|). Then the plaintext M is retrieved b ti

c/ (e(HjGT 05-37 K)- e(HjGT 0537 K")/ de e(C;fj7 Kp(j))).

Performance analysis of the selectively secure instantiation.

KeyGen: 2 + |S| exponentiations in Hj

Encrypt: n; exponentiations in G, 2n; two-base exponentiations in G, and
1 exponentiation in Gr;

Decrypt: roughly 2 + || pairing operations.
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Table 4: The performance of various algorithms on the BLLS12-446 elliptic curve,
expressed in the number of 103 cycles.
l Algorithm lIn Gl In H lIn GT‘

Exponentiation 926 | 2076 | 3101
Fixed-base exponentiation| 485 | 945 -
Multi-base exponentiation |926+|2076+

(n + 1 bases) 317n|1384n
Hash 1163| 2933 -

l Pairing operation
Single 6259
Product of n + 1|6259 + 1462n

Table 5: The actual versus estimated costs of the key generation and encryption
algorithms of RW13 on the BLS12-446 elliptic curve, expressed in the number
of 102 cycles.

KeyGen Encrypt
1 10 100 | 1 10 100

Actual [1520 8376 768531697 9045 82362
Estimated|1504 8272 75952|1682 8792 79892
Difference| 1% 1% 1% | 1% 3% 3%

I Benchmarks in RELIC

Our benchmarks of several algorithms (e.g., for exponentiation) in RELIC are
summarized in Table[d The costs are expressed in the number of cycles, but can
be effectively converted in milliseconds by considering the clock frequency of the
device: 1.6 GHz.

J Accuracy of our estimates

Although our estimates in Section [f] are approximated theoretically by bench-
marking various algorithms and extrapolating the costs in the schemes, we argue
that they are realistic. To show this, we approximate the costs of RW13-OE (the
variant of RW13 with an optimized encryption, which is the same as our variant
of RW13) based on the benchmarks of various algorithms in Table 1 of [45].
We then compare the estimated costs with the actual costs. Note that we only
compare the key generation and encryption costs, because our estimation of the
decryption costs assumes that ; € {0, 1}, which is not the case in the implemen-
tation of the access structures in [45]. Table |5| indeed shows that our estimates
are very close to the actual costs of RW13. Note that, because the measurements
in Table 1 of [45] are rounded, a part of the difference between the costs can be
attributed to rounding errors.
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Decryption costs Decryption costs
— GLUEq,) 400 - —— GLUE-OO1,1
— GLUEy, —— GLUE-00(z,5
300 - GLUE(3 3 GLUE-OO 3.3
—— GLUE(,4) 300 - —— GLUE-OOy4,4
2 GLUE(10,10) 9 GLUE-OO 10,10
: GLUE(5,15) z GLUE-OO(5,15)
5 2007 GLUE (20,20) s 200 GLUE-00 (20,20
= &
100 - 100 -
0- - | | | | | 0— | | | | |
0 20 40 60 80 100 0 20 40 60 80 100
Number of matching attributes Number of matching attributes
(a) Regular version (b) Online/offline version

Fig.3: Decryption costs of our regular and online/offline schemes supporting
MSPs in milliseconds.

K On choosing suitable partition sizes

We briefly discuss how suitable partition sizes can be chosen (if nothing is known
about the application for which it will be used). This can be done by analyzing
the decryption costs of the algorithm for various choices of ny = n. (where the
encryption-decryption trade-off is the most optimal). In Figure (3| the decryption
efficiency of the regular and online/offline variant of our schemes supporting
MSPs are depicted. As these graphs show, the decryption costs of the regular
variant decrease as nj and n. increase. For the online/offline variant, this is
not the case. In fact, we see that for smaller sets of attributes, decryption for
ng = n. > 10 is several milliseconds slower than the case that ny = n. = 5. Only
for larger sets of attributes, these start to (slightly) outperform nj, = n. = 5.
Furthermore, the cases that ny = n. € {1,2} are only faster for one or two
attributes, and then they increase very fast in costs. As such, ny = n. = 5 seems
to provide, on average, the most efficient decryption algorithm.

L Towards analyzing the efficiency of OSWOT-type
non-monotone schemes

To obtain schemes supporting OSWOT-type negations, like proposed in [14], one
can first apply a Boneh-Boyen or full-domain hash (as proposed in Section
for the labeled universes, and then an unbounded scheme supporting NMSPs for
the attributes in that universe. In this way, during decryption, the decrypting
user only needs to compare the secret key attributes with the negated attribute
in the policy that share the same label. For many conceivable attribute labels—
e.g., name, address of residence, profession, age—we expect the user to have only
a few attributes. In this case, any subset S’ C S with the same label is small,
i.e., |S’| & 1. To see how instantiating our schemes compare to instantiating
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Decryption costs for 100 matching negated attributes

— @il
—— GLUEs 5
6,000 — ’
GLUE(loyg,)
—— GLUEs
Att19-1-CP
4,000 —

Time in ms

2,000 - /

5 10 15 20
Size of set of attributes S

Fig.4: Decryption costs of the schemes supporting OSW-type negations, for
various |S|, for 100 matching attributes.

Att19-I-CP [11], we also consider the specific cases in which the set of attributes
|S] = 1 in Table |3] On the other hand, for some labels, such as “departments
at a hospital” or “courses provided by a university”, users may possess many
attributes. It is therefore paramount that a scheme also performs efficiently for
the cases in which &’ is larger, say, for |S|" & 5. Thus, we also consider the specific
case where |S| = 5 in Table |3| In general, it is valuable to consider both small
and large quantities of |S|, as it illustrates the impact of OSW-type negations
on the decryption efficiency (see Figure [4] for a more detailed efficiency analysis).
Compared to OSW-type negations, using OSWOT-type negations would reduce
the decryption costs for negations, but might increase the decryption costs for
non-negated attributes and the encryption costs. To reduce the encryption costs,
the online/offline versions of our schemes can ensure that the encryption costs
(with only slide trade-off in the decryption efficiency), so the total efficiency of
the scheme is high. Note, however, that this requires the use of a Boneh-Boyen
hash for the labels, and not a full-domain hash.

M Performances in figures

We elaborate on the performance analysis of the schemes analyzed in Section [6]

Storage costs. In Figures[5and[6] the storage costs of the keys and ciphertexts
are depicted for various input sizes, for the regular schemes and the online/offline
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schemes, respectively. For the online/offline schemes, we have listed the sizes of
the intermediate keys that are stored by the authority that generates keys. We
assume that the authority stores at least one intermediate key of the first type
for every 10 attributes. The tables show that our regular scheme’s ciphertexts
are smaller than those of RW13, AHM+16 and ABGW17. On the other hand,
the ciphertext sizes of the our online/offline scheme are larger by a factor 2-3
than those of HW14, and by a factor 4-5 compared to our regular scheme.

Computational costs. In Figure[7] the computational costs of the key genera-
tion and encryption algorithms are depicted for various input sizes. As expected,
the encryption costs of our scheme are higher than those of the other schemes.
If these are considered to be too high for some specific practical setting, one
could choose to use the online/offline variant (which would increase the cipher-
text sizes). In Figures |§| and the computational costs of the decryption
algorithm are depicted, for various sizes of the set of matching attributes. These
illustrate that, for larger sizes, our decryption algorithms perform even better
compared to the other schemes than for the smaller sizes.
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Fig. 5: Storage costs of the regular schemes (1 KB = 1024 bytes)
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Fig. 6: Storage costs of the online/offline schemes (1 KB = 1024 bytes)
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Fig.7: The computational costs of key generation and encryption of the regular
schemes.
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Fig.9: Decryption costs of the regular schemes supporting NMSPs, all negations
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Fig. 10: Decryption costs of the online/offline schemes supporting NMSPs, all
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