Multi-key and Multi-input Predicate Encryption
from Learning with Errors*

Danilo Francati!, Daniele Friolo?, Giulio Malavolta®, and Daniele Venturi?

! Aarhus University, Aarhus, Denmark
2Sapienza University of Rome, Rome, Italy
3Max Planck Institute for Security and Privacy, Bochum, Germany

February 22, 2023

Abstract

We put forward two natural generalizations of predicate encryption (PE), dubbed multi-
key and multi-input PE. More in details, our contributions are threefold.

e Definitions. We formalize security of multi-key PE and multi-input PE following the
standard indistinguishability paradigm, and modeling security both against malicious
senders (i.e., corruption of encryption keys) and malicious receivers (i.e., collusions).

e Constructions. We construct adaptively secure multi-key and multi-input PE sup-
porting the conjunction of poly-many arbitrary single-input predicates, assuming the
sub-exponential hardness of the learning with errors (LWE) problem.

e Applications. We show that multi-key and multi-input PE for expressive enough
predicates suffices for interesting cryptographic applications, including non-interactive
multi-party computation (NI-MPC) and matchmaking encryption (ME).

In particular, plugging in our constructions of multi-key and multi-input PE, under the
sub-exponential LWE assumption, we obtain the first ME supporting arbitrary policies with
unbounded collusions, as well as robust (resp. non-robust) NI-MPC for so-called all-or-
nothing functions satisfying a non-trivial notion of reusability and supporting a constant
(resp. polynomial) number of parties. Prior to our work, both of these applications required
much heavier tools such as indistinguishability obfuscation or compact functional encryption.

Keywords: predicate encryption, non-interactive MPC, matchmaking encryption, LWE.
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1 Introduction

Predicate encryption (PE) | , , ] is a powerful cryptographic primitive that
enriches standard encryption with fine-grained access control to the encrypted data. In PE, the
ciphertext is associated to both a message m and an attribute' z, whereas the secret key is
associated to a predicate PP, in such a way that the decryption process reveals the message
if and only if the attribute x satisfies the predicate P (i.e., P(x) = 1). Typically, security of
PE requires indistinguishability in the presence of collusion attacks, namely, for any pair of
attributes (2%, 2!) and for any pair of messages (m°, m!), ciphertexts corresponding to (2°, m")
and to (x!,m!) are computationally indistinguishable, even for an adversary possessing poly-
many decryption keys dkp, so long as P(z") = P(x') = 0 (otherwise it is easy to distinguish).
Recently, there has been a lot of progress in constructing PE supporting expressive pred-
icates under standard assumptions | , , , , , , ,
, , ]. In particular, Gourbunov, Vaikuntanathan and Wee | ] give a
construction of selectively secure PE (with unbounded collusions) for arbitrary predicates under
the learning with errors (LWE) assumption. Moreover, under sub-exponential LWE, the same
construction achieves adaptive security (this requires complexity leveraging).

1.1 Our Contributions

In this paper, we put forward two natural generalizations of PE which we dub multi-key PE and
multi-input PE. Furthermore, we construct both multi-key PE and multi-input PE for a par-
ticular class of predicates, under the LWE assumption. As we show, the class of predicates our
schemes can handle is powerful enough to yield interesting cryptographic applications, including
matchmaking encryption (ME) | , | for arbitrary policies and non-interactive
multi-party computation (NI-MPC) | | satisfying a weaker (but still non-trivial) notion
of reusability. We elaborate on these contributions in Section 1.3.

Prior to our work, all of the above applications required much stronger tools such as in-
distinguishability obfuscation (i0) [ ].  While recent work made significant progress
towards basing iO on standard assumptions [ , |, these constructions are fairly
complex and still require a careful combination of multiple assumptions (i.e., learning par-
ity with noise, the SXDH assumption on bilinear groups, and the existence of pseudorandom
generators computable in constant depth). Furthermore, such constructions are not secure
in the presence of a quantum attacker. Candidate constructions of post-quantum iO also ex-
ist | , , ], but they are based on problems whose hardness is less understood.

Multi-key PE. In multi-key PE, we consider an ensemble of predicates P = {P,} indexed
by a value v € V which is uniquely represented as a sequence v = (v1,...,0,) € V1 X ... X V.
A sender can encrypt a message under an input z using the public-key encryption algorithm
Enc(mpk,z,m). A trusted authority generates decryption keys dk,, (using the corresponding
master secret key msk;) for each i € [n], with the guarantee that, given the decryption keys
dky,, . .., dk,,,, the receiver can decrypt successfully the ciphertext ¢ (associated to plaintext m
and attributes ), so long as Py (z) =Py, ., (x) = 1.

Security of multi-key PE says that, for any pair of attributes (2%, 2') and for any pair of
messages (m°, m!'), ciphertexts c associated to (2%, m®) and (', m') should be computationally
indistinguishable even under unbounded collusions, where the latter essentially means that
the adversary can obtain decryption keys for (poly-many) arbitrary values v1,...,v, which

!Sometimes, we also refer to z as the predicate input. Throughout the paper, we use the terms attribute and
input interchangeably.



correspond to predicates indexed by any value v = (v1,...,v,) such that P,(20) = P,(z!) =
0. This yields so-called CPA-1-sided security. The stronger notion of CPA-2-sided security
additionally allows for predicates indexed by values v such that P,(z°) = P,(z!) = 1, so long
as m? = m!. These notions mimic the corresponding notions that are already established for
standard PE.

Our first result is a construction of multi-key PE, from the sub-exponential LWE assumption,
supporting conjunctions of arbitrary predicates, i.e. for predicates of the form P, (z) = Py, (x1) A

.. NPy, (zp), where z = (x1,...,2y) and v = (vi,...,v,).

Theorem 1 (Informal). Assuming the sub-exponential hardness of LWE, there exists a CPA-
1-sided adaptively secure multi-key PE scheme supporting conjunctions of n = poly(\) arbitrary
predicates with unbounded collusions.

Multi-input PE. In multi-input PE, we consider predicates P with n inputs, i.e. predicates of
the form P(z1,...,z,). A trusted authority produces encryption keys ek; which are associated
to the i-th slot of an input for P; namely, given a (possibly secret)” encryption key ek;, a sender
can generate a ciphertext ¢; which is an encryption of message m; under attribute z;. At the
same time, the authority can produce a decryption key dkp associated to an n-input predicate
P, with the guarantee that the receiver can successfully decrypt ci,...,c,, and thus obtain
M1, ..., My, so long as P(zy,...,z,) = 1.

As for security, we consider similar flavors as CPA-1-sided and CPA-2-sided security for
standard PE. Namely, for any pair of sequences of attributes (z9,...,29) and (1,...,2z}) and
for any pair of sequences of messages (m{,...,m2) and (m},...,ml), ciphertexts ci, ..., c, cor-
responding to either (z9,m?),..., (22, mQ) or (x1,mi),..., (z}, ml) should be computationally
indistinguishable. Here, we additionally consider two cases:

e In the setting with no corruptions (a.k.a. the secret-key setting), all of the encryption keys
ek; are secret and cannot be corrupted (and thus all the senders are honest).

e In the setting with adaptive corruptions, the attacker can adaptively reveal some of the
encryption keys ek; (and thus corrupt a subset of the senders).

Naturally, for both of these flavors, one can define CPA-1-sided and CPA-2-sided security with
or without collusions.

Our second result is a construction of multi-input PE, from the sub-exponential LWE as-
sumption, supporting conjunctions of n = poly(A) arbitrary predicates with wildcards, i.e. for
predicates of the form P(z1,...,z,) = Pi(x1) A ... APy(zy,) such that, for each i € [n], there
exists a (public) wildcard input x* for which P;(z¥) = 1 for every i-th predicate P;.* Our
multi-input PE construction retains its security only in the setting of no corruptions (i.e., the
encryption keys ek; are kept secret) and no collusions (i.e., the adversary only knows a single
decryption key dkp for an adversarially chosen predicate P).

Theorem 2 (Informal). Assuming the sub-exponential hardness of LWE, there exists a CPA-1-
sided adaptively secure multi-input PE scheme supporting conjunctions of n = poly(X\) arbitrary
predicates with wildcards, without corruptions and without collusions.

2This is one of the differences between multi-key PE and multi-input PE: the former has a public-key encryp-
tion algorithm, whereas the latter could have a secret-key encryption algorithm.

3Note that, in the setting with no corruptions, assuming the presence of a (single) wildcard =} for each P;
does not affect the expressiveness and the security guarantees of multi-input PE. This is because the i-th sender
can simply choose not to encrypt z;, which will not permit the receiver to evaluate P; over z;.



Our third result is a construction of multi-input PE, from the sub-exponential LWE assump-
tion, supporting the same class of predicates as above but tolerating adaptive corruptions of up
to n — 1 parties. However, this particular scheme only supports predicates with constant arity.

Theorem 3 (Informal). Assuming the sub-exponential hardness of LWE, there exists a CPA-
1-sided adaptively secure multi-input PE scheme supporting conjunctions of n = O(1) arbitrary
predicates with wildcards, under n — 1 adaptive corruptions and without collusions.

Finally, we anticipate that all our constructions are transformations that leverage single-
input PE schemes (e.g., | |) and lockable obfuscation | , ] as building blocks.
Such transformations are general and achieve CPA-2-sided security if the underlying single-input
PE schemes are CPA-2-sided secure. In particular, we obtain (i) CPA-2-sided secure multi-key
PE with unbounded collusions for n = poly(}), (i7) CPA-2-sided secure multi-input PE without
corruptions and without collusions for n = O(log())),* and (iii) CPA-2-sided secure multi-
input PE under n — 1 corruptions and without collusions for n = O(1). However, at the time
of this writing, the LWE assumption is not sufficient for CPA-2-sided security. Indeed, even for
single-input PE for arbitrary predicates, CPA-2-sided security implies iO | ]. The current
state-of-the-art constructions of iO require much stronger assumptions compared to standard
LWE.

1.2 Technical Overview

We now give a high level overview of our constructions. As explained above, both our multi-key
and multi-input PE constructions handle conjunctions of arbitrary predicates, i.e., predicates
of the form:

P(x1,...,zn) =Pr(z1) Ao APy (20). (1)

We start by explaining how to build multi-key PE for the above class of predicates by combining
single-input PE and so-called lockable obfuscation | , |. Informally, a lockable
obfuscation scheme allows to obfuscate a circuit C under a lock y together with a message
m, in such a way that evaluating the obfuscated circuit, on input x, returns m if C(z) = y.
As for security, an obfuscated circuit can be simulated in a virtual black-box (VBB) fashion
whenever the lock is random and unknown to the adversary. Lockable obfuscation exists under
the standard LWE assumption.

Then, we explain how to build multi-input PE (for the same class of predicates) by addi-
tionally using SKE and PKE. Here, we consider two settings: without corruptions (a.k.a. the
secret-key setting) and with corruptions. The former assumes that all the encryption keys (each
corresponding to an input) are secret. The latter is a stronger model that allows the adversary
to leak one or more encryption keys (i.e., corruption of the senders). We achieve security in each
setting by changing the way lockable obfuscation is used. In particular, part of the contribution
of this paper is a new technique based on nested (lockable obfuscated) circuits that execute
each other. This technique allows us to construct a multi-input PE that can handle adaptive
corruptions. We provide a high-level overview in the remaining part of this section. For more
details, we refer the reader to Section 4 and Section 5.

Multi-key Predicate Encryption. An n-key PE allows a sender to encrypt a message m
under an attribute x, by running ¢ <—s Enc(mpk, z,m). Similarly to single-input PE, a receiver
can correctly decrypt c if it has a decryption key for a predicate IP,, within a family P of pred-
icates indexed by values v € V, such that P,(z) = 1. The main difference between single-input

4Note that, in case of no corruptions, our CPA-1-sided construction supports n = poly(A). However, to achieve
CPA-2-sided security we use complexity leveraging and this reduces n from poly(X) to O(log())).



PE and n-key PE is that in the latter the receiver must have n independent decryption keys
(dky,, ..., dky,) that uniquely represent the predicate Py(-) = Py, . ., (-), i.e., the decryption
key associated to a particular predicate is decomposed into n decryption keys. Each decryp-
tion key dk,, is generated by the authority via KGen(msk;,v;) where (msky, ..., msky) are the
master secret keys generated during the setup. Hence, once obtained (dky,,...,dk,,) from
the authority, the receiver can decrypt the ciphertext ¢ (encrypted under attribute z) by exe-
cuting Dec(dky,, ..., dk,,,c). The message is returned if the predicate Py, ,,(z) = 1, where
Py,.... v, (+) is the predicate represented by the combination of the n decryptions keys dk,,,. ..,
dk,, . The security of n-key PE is analogous to that of single-input PE, where the validity of
the adversary A is defined with respect to the (poly-many) tuples (dky,,...,dk,, ) of n decryp-
tion keys that the adversary has access to. In particular, we consider the well-known notion
of CPA-1-sided security, i.e., the attacker cannot distinguish between Enc(mpk,z? m®) and
Enc(mpk, 2!, m!) so long as it only holds combinations of n decryption keys (dky,,...,dky,)
such that Py, ., (2°) = Py, ., (#!) = 0 (ie., the adversary cannot decrypt the challenge
ciphertext).”

As explained above, we focus on conjunctions of arbitrary predicates Py, v, () =Py, 4. (
Tly..yTp) =Py (x1)A- - APy, (z5) as defined in Equation (1); hence, x = (z1,...,x,) and each
dk,, identifies the i-th predicate of the conjunction (and, in turn, any tuple of n decryption keys
uniquely identifies the global predicate). We build an n-key PE handling this class of predicates
by extending the technique of Goyal et al. | ], that uses lockable obfuscation to transform
any CPA secure attribute-based encryption (ABE) (recall that ABE schemes only guarantee
the secrecy of the message) into a CPA-1-sided secure PE (i.e., secrecy of both message and
attribute). Let PE; = (Setup;, KGen;, Enc;, Dec;) for ¢ € [n| be n single-input PE schemes,
each with ciphertext expansion poly(A) 4 |m;| where |m;| is the message length supported by
the i-th PE.° In a nutshell, our n-key PE scheme kPE = (Setup, KGen, Enc, Dec) works as
follows. The setup algorithm Setup simply executes Setup; of each PE; and outputs the master
public key mpk = (mpky,...,mpk,) and n master secret keys (msky,...,msk,). To generate a
decryption key dk,, <—s KGen(msk;, v;) (representing the i-th predicate IP,, (-) of the conjunction),
the authority can use the key generation algorithm of the i-th PE, i.e., dk,, <—s KGen;(msk;, P, ).
To encrypt a message m under an input = = (x1,...,2,), a sender samples a random lock y
and encrypts it n times using PE1, ..., PE,, i.e., ¢ <=s Enc,(mpk,,, z,, Enc,,—1(mpk,,_1, Zp—1,- -,
Ency(mpky, z1,y))). Note that, for n = poly()\), the final ciphertext will be of polynomial size
since each underlying i-th PE scheme has poly(\) + |m;| ciphertext expansion where |m;]| is the
message length supported by i-th scheme.

The final ciphertext of the n-key PE kPE will be the obfuscation of the circuit C. un-
der the lock y together with the message m (i.e., C<-s Obf(1*,C,,y,m)), where C., on in-
put (dky,,...,dk,, ), iteratively decrypts ¢ and returns the last decrypted value, ie., y =
Cc(dkyy, - - -, dky, ) = Decy(dky,, - - -, Decy(dky,, ). Decryption is straightforward: the receiver
simply executes C using its n decryption keys.

The CPA-1-sided security of our construction follows by the CPA security (i.e., secrecy of
the message) of PEy,. .., PE, and by the security of lockable obfuscation.” Intuitively, the proof
works as follows. In order to be valid, an adversary A cannot hold a tuple of decryption keys

5Observe that the decryption keys can be interleaved. For example, starting from (dkoyy ..., dke,,...dke,)
representing the predicate Py, . v;,...,v,, the adversary can ask for an additional i-th decryption key dk,, and
rearrange the decryption keys as (dky,,...,dk,/,...dky,) in order to obtain the tuple representing a different
predicate Py, v ., F Py i on - '

5By leveraging hybrid encryption, we can transform any PE into one with poly()\) 4 |m| ciphertext expansion,
i.e., Enc’(mpk, z, m) = Enc(mpk, z, s)||PRG(s) @ m where s +s {0,1}*.

"When we write CPA secure PE, without specifying 1-sided or 2-sided security, we refer to a PE scheme that
guarantees only the secrecy of the message. CPA secure PE is the same as CPA secure ABE.



(dky, , - - -, dky, ) such that Py, (2%) =Py, _p, (28, ...,20) = 1, where 2° = (24,...,2%) is the
input chosen by A during the challenge phase, and b is the challenge bit. Since Py, . ,, (xl{, e
2%) is a conjunction of arbitrary predicates (see Equation (1)), this implies that there exists
an i € [n] such that P,,(2%) = 0 for every i-th decryption key dk,, obtained by A. We can
leverage this observation together with the CPA security of PE; to do a first hybrid in which the
challenger computes the i-th layer of the challenge ciphertext as Enci(mpki,x?, 0...0). Now,
since the lock ¥ is not encrypted anymore, we can use the security of lockable obfuscation to
do a second hybrid in which the challenge ciphertext C is simulated by using the simulator of
lockable obfuscation. In this last hybrid, the challenge ciphertext does not depend on the bit b
sampled by the challenger.

Despite we focused the discussion on CPA-1-sided security, we stress that the same construc-
tion achieves CPA-2-sided security if the underlying n single-input PE schemes PEq,...,PE,
are CPA-2-sided secure, i.e., Enc(mpk, 2%, m®) and Enc(mpk, 2!, m') are indistinguishable even

when Py, 4. (:co) =Py, on (xl) =1 and m® = m?!.

Multi-input Predicate Encryption. We now turn to the more challenging setting of multi-
input PE.® Here, each of the n senders can use its corresponding encryption key to independently
encrypt messages under different inputs for the predicate. For this reason, the setup algorithm
of n-input PE outputs n encryption keys (eki,...,ek,) and a master secret key msk. Each
encryption key ek; is given to the i-th sender and allows the latter to handle the i-th slot of
a multi-input predicate. The i-th party encrypts a message m; under an input x; by using its
encryption key ek;, i.e., ¢; s Enc(ek;, z;,m;). On the other hand, a receiver can use the decryp-
tion key dkp associated to an n-input predicate P (recall that dkp is generated by the authority
via KGen(msk, P)) to execute Dec(dkp, c1, ..., c,). Intuitively, the decryption algorithm returns
(my,...,my) when P(xq,...,2,) = 1 where (m;, z;) are the message and the input associated
to the i-th ciphertext c;.

The CPA-1-sided security of n-input PE is similar to that of n-key PE, but adapted to the
multi-input setting. Informally, an adversary A must not be able to distinguish between ci-
phertexts (Enc(ek;, z0,m{));cn and (Enc(ek;, 2}, m}))iepn) where (29,...,20), (21,...,2}) and
(m%,...,m2), (ml,...,m}) are chosen by A. Naturally, this is subject to the usual validity
condition, informally saying that A should not be able to decrypt (part of) the challenge ci-
phertext. This condition can assume different meanings depending on whether the encryption
keys are all secret or some of them are public (or can be leaked). Because of this, we formalize
security with and without corruptions. Throughout the rest of this section, we describe how
CPA-1-sided security of n-input PE changes in these two settings, and give some intuition on
our constructions for each setting.

Security in the secret-key setting. Here, no corruptions are allowed and thus the en-
cryption keys are all secrets. Hence, an adversary A playing the CPA-1-sided security game has
adaptive oracle access to both the key generation oracle KGen(msk, -) and to n encryption oracles
{Enc(ek;, -, ) }icm)- The latter oracles allow A to generate ciphertexts (associated to the i-th in-
put/sender) on adversarially chosen predicate inputs and messages. Since these ciphertexts are

created independently, the adversary has the power to interleave part of the challenge ciphertext

*

(cf,...,c) with the ciphertexts obtained trough the encryption oracles. This has a huge impact

on the security of the a n-input PE scheme and on the validity condition that A must satisfy.
For example, during the challenge phase, A could choose two vectors of messages (m(l), el m?l)

and (m?, ..., ml) and two vectors of predicate inputs (z9,...,2%) and (x1,...,z}) such that for
1 n 1 n 1 n

8Indeed, as we discuss in Remark 3, CPA-1-sided (resp. CPA-2-sided) secure multi-input PE for arbitrary
predicates implies CPA-1-sided (resp. CPA-2-sided) secure multi-key PE.



every predicate P (submitted to oracle KGen(m,-)) we have P(z9,...,2%) = P(x1,...,2L) = 0.

Although the vector (cf, ..., ) can not be directly decrypted, A could still be able to decrypt

n
part of it by leveraging the encryption oracles. In more details, A could: (i) adversarially choose

o) such that P(29,...,2},...29) = 1 and P(z1,..., 2}, ...2L) = 0; (ii) submit (2}, m}) to oracle

Enc(ek;, -,-) and obtain ¢};and (iii) simply decrypt the vector (cf,...,c},...,¢};). When b =0
(resp. b= 1), the adversary knows that the challenge ciphertext must (resp. must not) decrypt
successfully. This allows it to easily win the CPA-1-sided security experiment of n-input PE. As
a consequence, the condition defining when A is valid depends on both the queries submitted
to KGen(msk, -) and to the oracles {Enc(ek;, -, ") };ic|n)- More precisely, for every decryption key

dkp corresponding to a predicate P, for every vector of ciphertexts obtained by interleaving the

*

challenge ciphertext (ci,...,c}) with the ciphertexts generated trough any of the n encryption

oracles, we must have that P is not satisfied. This is formalized by the following condition:
VP € OKGen, Vi € [n], Vi1 € [k1 + 1],..., Vi, € [kn + 1], it holds that

1,0 (15-1,0) 0 (ij+1,0) in,0)) _
Pai™”, ..l 20l a0y =
P, .2l el gl ) =, (2)
where Qkgen are the queries submitted to oracle KGen(msk, -), (z9,...,29), (x1,...,z}) are the

predicate inputs chosen by A during the challenge phase, and Qé’ = {xﬁl’b), .. ,xl(ki’b), xl(k"ﬂ’b) =
xf} is the ordered list composed of the k; predicate inputs submitted to oracle Enc(ek;, -, -) and
the challenge input x% for b € {0,1},i € [n] (observe that Q) and Q} are identical except for

the last element). The formal security definition appears in Section 4.2.

Construction in the secret-key setting. We propose a construction of n-input PE for
conjunctions of arbitrary predicates (see Equation (1)) with wildcards from single-input PE,
lockable obfuscation, and SKE. In particular, we start from single-input PE for arbitrary predi-
cates. Actually, it will suffice that the underlying PE itself supports the predicates P(x1, ..., z,)
as defined in Equation (1), where we view (z1,...,%,) as a single input chosen by the sender.
In addition, the predicate must have a (efficiently computable) wildcard input (7, ..., z}) such
that x satisfies every i-th predicate of the conjunction, i.e., P;(z}) = 1. As we will describe
next, the n — 1 subset of wildcards (273, ..., 2} 1,2}, ,..., ;) will permit the i-th sender to put
a “don’t care” placeholder on the slots of the other senders. This will allow the construction to
deal with multiple inputs without compromising the evaluation of the predicate.

The main intuition behind our construction is to evaluate the conjunction of the predicates
inside lockable obfuscation in such a way that, as soon as one of the predicates (of the conjunc-
tion) is not satisfied, both the messages and the predicate inputs remain hidden (even if another
predicate P; is satisfied). To accomplish that, we need to create a link between the indepen-
dently generated ciphertexts (each produced by different senders). This is done by leveraging
an SKE scheme as follows.

In a nutshell, the i-th secret encryption key has the form ek; = (mpk, k;, kj+1) where mpk is
the master public key of the single-input PE, and k; for i € [n] is a secret key for the SKE (we
also let ek,,+1 = k1). In order to encrypt a message m; under an input z;, the i-th sender samples
a random lock y; and encrypts (y;, ki+1) via the single-input PE, using the input made by all the
wildcards xj except for the position j = ¢, where, instead, the sender places its real input x;,
(1)

ie., ¢;’ <sEnc(mpk, (z7,...,27_1, 25,27 1,...,2}), (i, kix1)). The final ciphertext ¢; will be

ci = (@, CZ(-2)), where 01(2) +s Enc(k;, cgl)) and C; is the obfuscation of the circuit C e kisr under
the lock y; and message m;. Similarly to the case of multi-key PE, the latter circuit is responsible

for the decryption. In particular, upon input the ciphertexts (cgi)l, . ,cg), 052), . ,cg)l )—note



the order of the ciphertexts—and the decryption key dkp for P(z1,...,z,), the circuit C xe)

1 7k1+1
acts as follows:

1. Set k = k;11 where k;y; is the secret key hardcoded into the circuit.
2. For c ) ¢ {cg)l,.. 07(12), (2 ),...,cz(i)l} do:

using the secret key k, i.e., D = Dec(k, (2)).

(a) Decrypt 2 j ¢

J

L~

2 using dkp in order to get (y;, kjy1). If c( ) decrypts correctly, k;j;1 is the

(2 )

(b) Decrypt c;
secret key used to encrypt the next ciphertext ¢
(c) Set k =kjt1.

3. Compute (y;, ki+1) = Dec(dkp, Dec(k, 052))), where cl(-z) is the ciphertext hardcoded into
the circuit.

4. Return y; (note that if none of the decryptions fails then y; is the lock used to obfuscate
the circuit).

By the above description, decryption is immediate: Upon input (c;);c[y), the receiver computes

=G, ( EJF)I, e 0(2) 052), A 52)1, dkp) where ¢; = ((EZ, cl(?)) and dkp is the decryption key of
the underlymg single-input PE for a predicate P(x1, ..., z,). We highlight that the combination
of the SKE with the PE wildcards is what allows our construction to correctly implement the
predicates of Equation (1). This is because, when 02(1) correctly decrypts under the key dkp
(Item 2b), we are guaranteed that P;(x;) = 1 (recall that z; is the input of the i-th sender).
In particular, the latter holds as, in any other slot, the i-th sender has used the wildcards.
By repeating this argument, we can conclude that P(xy,...,z,) = Pi(z1) A ... APy(2y,) is
satisfied if the execution of each Cc@)’kiﬂ goes as expected. The formal constructlon is described
in Section 5.2. '

As for security, we show that our construction satisfies CPA-1-sided security in the presence
of no collusions (i.e., the adversary can submit a single query to the oracle KGen) if the un-
derlying PE is CPA-1-sided secure, SKE is CPA secure, and the lockable obfuscation is secure.
Roughly, the proof works as follows. Let P* be the only predicate submitted to KGen by the
adversary. Starting from A’s validity condition, we infer that, for any choice of the challenge

bit b € {0,1}, then attacker A must maintain one of the following two conditions:
(i) either Pi(2%) = ... =P%(22) = 0 (i.e., all the predicates of the conjunctions are false);

(ii) or (if at least one predicate P} is satisfied, i.e., P¥(x?) = 1) there exists j # 4 such that, for
every x; € Qb it holds that IP’*(a:j) = (0 where Q? is the ordered list composed of predicate
inputs submltted to the oracle Enc(ekj, -, -) and the challenge input a:? (see Equation (2)).”
When the first condition is satisfied, we can leverage the CPA-1-sided security of the single-

input PE to show that the every lock y; (encrypted using the PE), and every input z; (encrypted

in C§2)), is completely hidden to the adversary. The latter allows us to use the security of lockable
obfuscation to move to a hybrid experiment in which all the (obfuscated) circuits are simulated

(including the messages).

On the other hand, when the second condition is satisfied, we can transition to a hybrid ex-

periment (this time by leveraging the security of the underlying PE scheme) in which Enc(ek;;, -, -)

91f this condition is not satisfied, the adversary has obtained through the encryption oracles a set of ciphertexts
that can be interleaved with one (or more) parts of the challenge ciphertext in order to satisfy the predicate P*.



computes cg.l) by encrypting the all-zero string (instead of (y;, kj4+1)). Thus, we can use the se-

curity of lockable obfuscation to move to another hybrid in which Enc(ekj,-,-) simulates all
the obfuscations. At this point, the symmetric key k;4; is not used anymore. Hence, we can

use the security of SKE to transition to another hybrid in which Enc(ek;41,-,-) computes &

Jj+1
by encrypting the all-zero string (instead of C§‘1+)1 that, in turn, contains the lock y;11 and the
symmetric key kj;2). After this hybrid, we can again use the security of lockable obfuscation
to simulate all the obfuscations computed by Enc(ek;t1, -, -), and so on. By repeating these last
two hybrids, we reach an experiment whose distribution does not depend on the challenge bit.
We present the formal construction in Section 5.2.

We highlight that our scheme is not secure in the presence of collusions. In particular, the
fact that the adversary can obtain a single decryption key dkp is crucial in order to get the
validity condition (ii), i.e., for every b € {0,1} there exists a j such that for every predicate
(submitted to KGen(msk, -)) we have Pj(a:?) = 0. In fact, in the case of collusions, the adversary
can ask for two decryption keys dkp and dkps such that for every b € {0,1}:

Py (28) = 0 and Po(zh) = ... = P, (a?)

1
Py (23) =1 and P)(zh) = ... = P (22) = 0.

Note that these are valid queries for the CPA-1-sided security experiment of n-input PE (the
ciphertext cannot be decrypted). However, such a unique j for every predicate (as per condition
(ii)) does not exist. When this happens, we are not able to conclude the proof by making a
reduction to the security of single-input PE (the reduction will make an invalid set of queries
to the KGen oracle of the single-input PE, making it invalid for the CPA-1-sided security of the
single-input PE).!"

Lastly, we stress that since we start from a single-input PE supporting conjunctions of
arbitrary predicates with wildcards, we end up with an n-input PE for conjunctions of arbitrary
predicates (see Equation (1)) with wildcards. We highlight that wildcards do not play any role
in the security proof of our secret-key construction. In other words, wildcards are required
for functionality (correctness) and not for security. Indeed, in the secret-key setting (i.e., no
corruptions), wildcards can be easily removed. This is because we can transform any secure
multi-input PE for P(z1,...,2,) = Pi(z1) A ... APy(zy) with a single wildcard (z7,...,z})
into a secure multi-input PE for the same class of predicates P(z1, ..., z,) without the wildcard.
This can be done by requiring the senders not to encrypt the corresponding wildcard, i.e., for
each i € [n], Enc(ek;, 2}, m;) outputs L whenever z; = z7. We stress that this only works in the
case of no corruptions. In fact, as we will discuss later, in case of corruption, wildcards play
a role in the security of our corruption-resilient multi-input PE scheme, e.g., an adversary can
encrypt wildcards on its own using the leaked encryption keys.

Security under corruptions. Next, let us explain how to define security of multi-input PE
in the presence of corruptions. Here, the adversary has the possibility to corrupt a subset of
the senders and leak their encryption keys ek;. We model this by introducing an additional
corruption oracle Corr(:) that, upon input an index i € [n], returns ek;. Note that, once
obtained ek;, the adversary A has the possibility to produce arbitrary ciphertexts on any message
and predicate input, without interacting with the challenger during the CPA-1-sided security
game. As usual, the validity condition heavily depends on the queries submitted to both the
encryption oracles and the corruption oracle. More precisely, the validity condition now says

0As we discuss in Remark 5, our construction remains secure if we consider a weaker form of collusion in
which the adversary can only obtain multiple decryption keys for predicates P such that there is a unique j for
all predicates (submitted to KGen) that satisfies the validity condition (ii).



that, for every decryption key dkp, for every vector of ciphertexts that can be obtained by

*

interleaving the challenge ciphertext (cj, ..., ¢} ) with both the ciphertexts obtain trough any of
the (uncorrupted) encryption oracles and the ones that A may autonomously produce by using
the leaked encryption keys (trough oracle Corr(-)), we have that P is not satisfied. Hence, the

validity condition is identical to that of the secret-key setting (see Equation (2)), except that:

e If the i-th encryption key ek; has been corrupted/leaked, then Q% of Equation (2) corre-
sponds to the i-th predicate input space. This is because the adversary can produce a
valid ciphertext on any input x;.

e Else (i.e., the i-th encryption key ek; is still secret), Q? is defined as usual, i.e., it is the
ordered list of predicate inputs submitted to oracle Enc(ek;, -, ) and challenge input xf

See Section 4.2 for the formal definition.

A simple attack. Before explaining our construction in details, let us show why the previous
construction is not secure under corruptions. For simplicity, we focus on the 2-input setting.
Suppose an adversary A has a single decryption key dkp for P(x1,x2) = Pi(x1) A Pa(z2) and
a vector of ciphertexts (c},c3) = ((@1,09)), (@2,0&2))) encrypted under the predicate input
(z1,x2) such that Pi(z1) = 0 and Py(xz2) = 1. Note that this ciphertext should not decrypt
under dkp, since the conjunction of P; and Py evaluates to 0. If A can obtain eko, then it can
easily determine the message ms (and thus the bit b). Indeed, once A gets eka = (mpk, ko, k1), it
can compute a malicious ciphertext E{ll) (using the single-input PE) by encrypting (y, k2) (where
y is a random lock) under the predicate input composed by (z}, %) such that Py(z}) = 1 and
&P s Enc(kl,E(ll)) and execute (62(%412), dkp) to get ma. Note

2

“
that by definition the execution of Cy outputs the correct message, since Py(z7) A Pa(z2) = 1
~2)

and 012 contains the correct secret encryption key ks, allowing the circuit to correctly end
the computation. Also, note that this attack does not violate the validity condition. This is
because P;(x1) = 0, and A does not use the oracle Enc(eky, -, -) at all. Hence, any interleaving
of the ciphertexts will involve the predicate input x; that, in turn, will make the conjunction
P(x1,24) = P1(z1) A Po(2)) unsatisfied for every choice of the input predicate .

In light of the above attack, we can identify what we need to do in order to extend our
techniques to handle corruptions:

Py(x4) = 1. Then, it can compute

e First, following the proof of the previous construction, it is important to hide the (plain)

single-input PE ciphertext that a particular sender produces (e.g., in the secret-key set-
ting we re-encrypt cz(l) using SKE). As we have described for the secret-key setting, this
allows us to claim that everything remains hidden whenever one of the predicate P; of the

conjunction is not satisfied (even if a different P; is satisfied).'!

e Second, the leakage of one (or more) encryption keys should not allow to produce a mali-
cious ciphertext on behalf of the uncorrupted senders (or simply decrypt the ciphertexts
of other parties). Otherwise, the attacker can follow a strategy similar to the one above
to break security.

Construction under corruptions. In order to achieve the above properties, we propose a
new technique based on nested (lockable obfuscated) circuits that can be executed one inside
the other. This technique permits to make available secret information (e.g., secret keys) only

"The secret-key construction achieves this by linking multiple PE ciphertexts via SKE, and including the
secret key k;4+1 into the PE ciphertext.



during nested execution. For the sake of clarity, we first present our approach for the case
of two inputs. As an initial attempt to deal with corruptions, we replace the SKE in our
previous construction with a PKE, so that the encryption key ek; (resp. ekg) is now composed
of (mpk,sky, pky, pky) (resp. (mpk,sks, pky, pk;)) where (sk;, pk;) is a secret/public key pair.
Each (sk;, pk;) is associated to the i-th sender (indeed, note that ek; contains also the secret
key sk;). From the perspective of the first sender, in order to encrypt a message mj under

the input xq, it samples two random locks (yl ,yf”t) and encrypts them (using the single-input

PE) as before using the wildcard 3, i.e., cg ) s Enc(mpk, (z1,2%), (¥, y$t)).'? At this point,

the PE ciphertext cgo) is re-encrypted twice using pk; and pk,, i.e., cg) s Enc(pk;, c; (i- )) for
i € [2]. Intuitively, the two layers of PKE have the role of hiding the PE ciphertexts (that
in turn contain the locks) even when the adversary leaks all encryption keys except one. The
final ciphertext is composed by the two obfuscations (C°”t (C'” of the circuits CS “1 @ (C::(l @
respectively. The former is obfuscated under the lock y§"* and message m1, whereas the latter1 is
obfuscated under the lock y;" and message sk;. The ciphertext produced by the second sender,
is identical, except that it uses sky (instead of sk;) and that cgo) is computed using the predicate
input (z7,z2) (instead of (x1,z3)).

The crux of our nesting technique comes from the definition of the circuits C°** ,. More
ski,c;

precisely, the outer circuit (C°”t 2y Will take as input the obfuscation (C'” of the inner circuit
ski,cq

(Cin (2 and a decryption key dkp. Then, in order to securely check the conjunction inside the
ska,cy

lockable obfuscation, (C°“t 2 will execute (C'”(skl,dkp) At this point, C'Q" has everything it

1701
needs to check the satisfiability of Py(-). It removes the PKE layers from cg2) by computing

cgo) = Dec(skg, Dec(ski, 022))). Then, it decrypts the PE ciphertext (y2 ys"t) = Dec(dkp, ¢y (0 ))—

observe that the decryption succeeds if Py(z2) = 1—and returns y;'. By correctness of lockable

obfuscation, if the computation of (Cirl‘( (2 (ski,dkp) goes as intended, then CI(sky,dkp) will
SK2,Cy

output sky (the message attached to the obfuscation). Once obtained skg, the computation

of (C°“t (2 can continue and perform a similar computation to check the satisfiability of Py (-)
ski,cq

t

except that, if the PE ciphertext cg ) decrypts correctly, it returns y{"*. If all the decryptions

(performed by (C°“t e and (Ci“ (2)) succeed, the execution of the obfuscation (C"“t of (Coli‘i @

will output m;. A symmetrlcal argument holds for C";‘t (2 and (C'“ (2), Teleasing ma.
SK2,Co 1,¢

We show that the above 2-input PE construction is CPA-1 31ded secure under 1 corruption
(i.e., one encryption key remains secret) and no collusions if the underlying single-input PE
is CPA secure, PKE is CPA secure, and the lockable obfuscation is secure. The high level
intuition is that sk; remains unknown to the adversary if P;(-) = 0 (unless the adversary invokes
the oracle Corr(7)). This is reflected by the proof technique that is sketched below.

Let dkp« be the decryption key obtained by A for the predicate P*(-,-) = Pj(-) A P5()
(recall the presence of wildcards), and let Qcor be the queries submitted to the corruption
oracle. Starting from the validity condition, we can infer that for any choice of the challenge
bit b € {0,1} we have:

(i) either P}(x%) = P3(2%) = 0;

(ii) or (i.e., there exists an ¢ € [2] such that predicate P; is satisfied) j & Qcorr such that
J # i and, for every z; € Q;’-, PZ(z;) = 0 (recall that x? € QS’-). Observe that this second
condition holds because of the following:

12Recall that wildcards must be efficiently computable.
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o If there is z; € Q? such that P}(z;) = 1, A can use the corresponding ciphertext to
decrypt the i-th part of the challenge ciphertext since P} (%i’) =1.

o If j € Ocorr, A can simply use ek; to encrypt a random message under the wildcard
l‘; (that always exists by design of our construction) and, again, decrypt the i-th part
of the challenge ciphertext. Note that, contrarily from our secret-key construction,
wildcards play an important role in the security of our multi-input PE construction
under corruptions (if an encryption key ek; gets leaked then a malicious adversary can
always encrypt itself the j-th wildcards x}, satisfying the j-th predicate IP;). Hence,
in the corruption setting, wildcards are used for both functionality and security.

By leveraging the above two conditions, the security of our scheme follows by using a similar
argument to that of the secret-key setting. In particular, when the first condition is satisfied, we
can show that the locks (yi",y$"%) and (yi', 4St) (used to encrypt the challenge) are completely
hidden. This, in turn, allows us to use the security of lockable obfuscation and simulate the

obfuscations of (C°Ut (2),@“ @), (Co (2),@“ (), and the corresponding messages.
ski,cq ski,cq ska,cy ska,cy

On the other hand, when the second condition is satisfied, we can move to a hybrid (by

leveraging the security of single-input PE) in which Enc(ek;,-,-) computes 0 by encrypting

J
the all-zero string (instead of (y}”, y°'")). Then, we can use the security of lockable obfuscation to
transition to another hybrid in which Enc(ekj, -, -) simulates all the obfuscations. At this point,
the secret key sk; of the uncorrupted j-th sender is not used anymore (recall that j & Qcorr).
Hence, we can leverage the security of the PKE to remove the locks (y;", y9Ut) chosen by the i-th

)

i

sender (recall i # 7). In more details, we do another hybrid in which the j-th PKE layer ¢
of the challenge ciphertext is an encryption of zeroes (instead of cgj -l that, in turn, encrypts
the locks (yi", yoU%)). After this hybrid, we can again use the security of lockable obfuscation
to simulate all the obfuscations (and the corresponding attached messages) that compose the
i-th component of the ciphertext. The distribution of this last hybrid does not depend on the
challenge bit b since all the ciphertexts are simulated by the simulator of the lockable obfuscation
scheme.

To sum up, we can observe that encrypting CEO) (the PE ciphertext that contains the locks)
with the public keys (pk;, pky) of both senders is crucial in order for our proof to work indepen-
dently of which encryption key the adversary decides to leak. So long as at least one encryption
key ek; remains hidden, then there is a PKE layer that cannot be decrypted by the adversary.

This allows the proof to go through.

Generalizing the nesting technique to (n > 2) inputs. By carefully modifying the def-
inition of the outer and inner circuits, we can generalize the above technique to the case of
n > 2. The structure of the encryption keys and of the encryption algorithm is similar to the
case n = 2:

e Each encryption key ek; is of the form (mpk, sk, pky, ..., pk,,).

e To compute the i-th encryption of (z;,m;), the sender computes the initial PE cipher-
(0)

7

out
[

)). Then, it re-encrypts n times the
(v—l))

s Enc(mpk, (2%, ..., @i, ..., 2%), (y",y
(0)

7

text as ¢

using (pky,...,pk,), i.e., cl(.v) +s Enc(pk,, ¢

01 Ci for v € [n]. As usual, the

ciphertext ¢

final ciphertext ¢; = ((E?“t, @[‘) is composed of the obfuscations of C°*  and (C;’I‘( JOL

SKi,C; 5G4

We now turn on the crucial point: the definition of the outer and inner circuits. Again,

for the sake of clarity, we only describe the outer circuit (C°:t (ny and of the inner circuits
ski,cq

11



in in . o« . . .
((CSkQ’C(Qn), e ’Cskn,c,(f)) generated by the corresponding senders. The remaining circuits are

defined similarly. First off, the input space of these circuits is a follows:

° C°“t .y takes as input the n — 1 obfuscations of the circuits ((C' NOTEERE (Ci'l’( (my) and
sk 1701 Cy SKn ,Cn,

a decryption dkp. These obfuscations are the inner circuits that needs to be executed in
order to return the message m; attached to the obfuscation of (C°“t (n)
ski,cq

e On the other hand, (Cfsrlli,cﬁn)’ for i € [n] \ {1}, takes as input a tuple of n secret keys

(ski, ... ,sky) (where some can be set to L), a decryption key dkp, and the obfuscations of
((C”:( (n) > C'T( (my)- Intuitively, these obfuscations are the remaining inner circuits
S i+l7ci+1 n,Cn

that we need to still execute in order to complete the nested execution.

Intuitively, the decryption of mq requires the nested execution of these circuits (starting from
the outer one) in order to get all the secret keys required to decrypt the PE ciphertext. This is
achieved as follows.

The outer circuit (C°“t starts the nested execution by invoking the obfuscation of C'"
sk 1,61 sk Q,CQ

upon input (sky, L,..., 1), dkp, and the remaining obfuscations of ((C'” JOEREE ,C;‘(mcsln)). In

turn, C' (ny Will do a similar thing: It executes the next obfuscated c1rcu1t (C'“ (m) upon input
2a32 C3

(skq,sko, L,..., 1), dkp, and the remaining obfuscations ((C”:( (s - - - ,Cirl‘( (n)). This process
SK4,Cy SKn,Cn

) is executed upon input (ski, ..., sk,—1, L) and dkp. At this point, all
(n)

the secret keys are know (observe that sk, is hardcoded). From ¢;, 7, we can remove the n PKE
layers, decrypt the PE ciphertext and, in turn, return y," if the PE ciphertext decrypts correctly

(i.e., P(-) is satisfied). Once C'" () terminates, the secret key sk, is released and C™ ()
skn,cn SKn—1,C,, *1

performs the computation required to check if P,,_1(-) is satisfied. Indeed, (C'" () has been

nlv

is repeated until (C'" (n

skn,cn

executed on input (ski,...,sk,—2, L, L), it has sk,_; harcoded, and the executlon of (C"I‘( ()

SKn;Cn

has released sk,. Hence, after the correct termination of (Cirl‘( (ny» all secret keys are known.

SKn,Cn

It may seems that this argument can be iterated. However, there is a problem. Even if

o1, correctly terminates, the circuit C™" o) that invokes it does not have access to
SKn—1,C SKn—2,C) "o

the secret key sky,. This is because the latter circuit receives as input (sky,...,sky,—3, L, L, 1),
it has sk,_s hardcoded, and the circuit (C'" (ny has returned sk, 1. As a consequence,
sk n—1,Cn

o must re-run (Clrll (my On input (ski,...,sk,_1, L) in order to get sk, and decrypt

skn—2,c SKn,Cn
every PKE layer. This needs to be done at any level of the nested execution, yielding an

asymptotic running time of O(n™). Hence, this technique only works assuming n = O(1), i.e.
for O(1)-input predicates. The formal construction is described in Section 5.2.

in

in

On achieving CPA-2-sided secure multi-input PE. Until now, we only focused the
discussion on achieving CPA-1-sided security. Our multi-input constructions achieve CPA-2-
sided security if the underlying single-input PE is CPA-2-sided secure (we highlight that, in our
secret-key multi-input PE construction, we need to reduce the n-arity from poly(\) to O(log()))
since we use complexity leveraging). We just recall here that, already for the simple notion of
single-input PE for arbitrary predicates, CPA-2-sided security implies iO [ ].

12



1.3 Applications

Finally, we explore applications of multi-key and multi-input PE. This question is particularly
relevant given the fact that we are only able to obtain multi-key and multi-input PE supporting
conjunctions of arbitrary predicates (with wildcards). Luckily, we can show that this class of
predicates is already expressive enough to yield interesting cryptographic applications which
previously required much stronger assumptions.

Matchmaking Encryption. Matchmaking encryption (ME) [ , | allows a
sender to publicly encrypt a message m under some attributes ¢ and a policy R. On the other
hand, the receive can use the decryption keys dk, and dks (encoding the receiver’s attributes
and policy, respectively) to decrypt the message (i.e., Dec(dk,, dks, c) = m) if there is a mutual
match S(o) = 1 AR(p) = 1. The main security guarantee of ME is defined by the following two
properties:

e In case of a mismatch, nothing is leaked except the fact that a match did not occur.

e Additionally, in case of a match, nothing is leaked except for the message and the fact
that a match occurred.

These properties are reminiscent to CPA-2-sided security of PE. Multi-key PE is a direct gener-
alization of ME: 2-key PE for conjunctions Py, 4, (+, ) = Py, () APy, () (i.e., the class of predicates
studied in this work) implies ME for arbitrary policies. In a nutshell, the construction works as
follows. To encrypt a message m under the sender’s attributes ¢ and the sender’s policy R, the
ME encryption algorithm corresponds to the public-key encryption algorithm of the 2-key PE
scheme, i.e., ¢ <—s Enc(mpk, (21, z2), m) where 1 = o and 29 = R. Analogously, the ME decryp-
tion keys dk, and dks correspond to the decryption keys dk,, and dk,, of the 2-key PE scheme
where vy =S and vy = p. By setting Py, 1, (21, 22) = Ps ,(0,R) = P5(S) APr(p) = S(0) AR(p),
we obtain the desired ME functionality during decryption. The security analysis is intuitive:
if the 2-key PE is CPA-1-sided secure then the ME scheme is secure only in case of mismatch.
In addition, if the 2-key PE is CPA-2-sided secure, then the ME security holds also in case of
a match. Hence, as a corollary of our results, we achieve the weaker notion of CPA-1-sided
secure (i.e., mismatch) ME supporting arbitrary policies and unbounded collusions from sub-
exponential LWE. We stress that the seminal works of ME | , | defined the
security of ME only in terms of CPA-2-sided security. Still, considering the weaker CPA-1-sided
security is meaningful and non-trivial to achieve. We provide more details in Appendix A.

Previous works construct CPA-2-sided secure ME with unbounded collusions for either very
restricted policies (i.e., for identity matching) using bilinear maps | , ] (and
ROM | ]), or for arbitrary policies from much stronger assumptions such as 2-input
FE with one secret key and one public key (this notion of 2-input FE implies i0) | ,

].

For completeness (see Section 4.1 and Appendix C), we highlight that we can build n-key
PE from (n + 1)-input PE supporting arbitrary predicates and tolerating 1 corruption (this is
required to implement the public-key encryption algorithm of n-key PE). As a consequence,
multi-input PE implies ME as well. However, recall that our multi-input PE constructions do
not support arbitrary predicates but only conjunctions of arbitrary predicates with wildcards.

Non-interactive MPC. Non-interactive MPC (NI-MPC) | , | allows n par-
ties to evaluate a function f(v1,...,v,) on their inputs using a single round of communication
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(i.e., each party sends a single message c¢; <—s Enc(crs, ek;,v;)). This is achieved by assum-
ing a trusted setup (that may depend on the function itself) that generates (possibly corre-
lated) strings (e.g., common reference string crs and encryption keys ek;) that can be later
used by the parties to perform function evaluation. Security of NI-MPC can be formulated
in two different settings, named non-reusable and reusable NI-MPC. The former retains secu-
rity only if the setup is executed after every round. The latter retains security even if par-
ties evaluate f on different inputs using the same setup (full-fledged reusability makes use of
session identifiers in order to avoid that an adversary can interleave messages from different
rounds [ ]). Both non-reusable and reusable NI-MPC provide the same security guaran-
tee, formalized using an indistinguishability-based definition: an adversary A cannot distinguish
between (Enc(crs, ek;, v)));e[n) and (Enc(crs, ek, v}));e[n), S0 long as any combination of the mes-
sages known by the adversary (including the ones it can compute using the encryption key ek;
of a corrupted party) yields the same function’s evaluation.'?

As mentioned by several works | , , , |, NI-MPC achieving
indistinguishability-based security implies iO even in very restricted settings. In particular, a
non-reusable 1-robust (i.e., one malicious party) NI-MPC for two parties implies iO. Intuitively,
by fixing the NI-MPC function to f(C,x) = C(z), we can obfuscate a circuit by simply setting
the input of the first (honest) party to C, compute c¢; <—s Enc(crs, ekq, C), and outputting C =
(crs, c1,eky) where eky,eks are the key material required to encode the inputs of the NI-MPC
(note that 1-robustness is necessary since we reveal ekg). To evaluate the obfuscated circuit,
the evaluator only needs to compute ¢y <—s Enc(crs, ekg, ) and evaluate the NI-MPC function
f that will yield C(x). The security of this iO obfuscator follows from the security of NI-MPC
since the residual functions f(Co,-) and f(Cy,-) are identical, as Co(x) = C;(x) for every input
x. Additionally, reusable, O-robust (i.e., no malicious parties) NI-MPC for n = poly(\) parties
implies i0. In this case, iO can be built using a similar construction to that of iO from secret-key
multi-input functional encryption (FE) | ].

Due to the similarities between multi-input PE and multi-input FE, we observe that multi-
input PE is enough to construct NI-MPC for all-or-nothing functions defined over the predicates
supported by the multi-input PE scheme. In more details, by leveraging our CPA-1-sided n-
input PE (for n = O(1)) secure under n — 1 corruptions and without collusions, we can build
an (n — 1)-robust NI-MPC for a constant number of parties for the following class of functions:

(my,...,my) ifP(xy,...,2,) =1

fe((x1,ma), ... (xp,my)) = {

1 otherwise

where P(z1,...,x,) is a conjunctions of arbitrary independent predicates (with wildcards) as
defined in Equation (1). The resulting NI-MPC satisfies a weaker notion of reusability without
session identifiers (i.e., messages produced in different rounds can be interleaved by design)
specifically tailored for all-or-nothing functions, which we name CPA-1-sided reusability. In a
nutshell, CPA-1-sided reusable NI-MPC guarantees the usual indistinguishability-based security
only if fp outputs L (i.e., P(+) is not satisfied) for any combination of the honest messages and
the ones the adversary can maliciously compute using the encryption key ek; of a corrupted
party.

The construction is intuitive. At setup, simply publish crs = dkp and distribute ek; to the i-th
party where (msk, eky, ...ek,) <s Setup(1*) and dkp <—s KGen(msk, P). During evaluation, each
party can send the message ¢; <—s Enc(ek;, z;, m;) and compute Dec(dkp, ¢y, ..., cy,) to evaluate

13Note that security of NI-MPC for general functions is formalized by an indistinguishability-based defini-
tion | , ]. This is because simulation-based NI-MPC implies virtual black-box (VBB) obfuscation
that is known to be impossible for certain classes of functions | ]
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the function fp((x1,m1), ..., (zn,my,)). The CPA-1-sided reusable security of k-robust NI-MPC
for fp follows readily from CPA-1-sided security of n-input PE under k£ corruptions and without
collusions.

By plugging in our results, we obtain either CPA-1-sided reusable (n — 1)-robust NI-MPC
with n = O(1), or CPA-1-sided reusable 0-robust NI-MPC with n = poly(\) where the predicate
[P of the function fp is a conjunctions of arbitrary predicates (i.e., P(z1,...,z,) = Pi(z1)A... A
P, (z,)) with wildcards under the LWE assumption. Note that a CPA-1-sided reusable NI-
MPC for fp where P(z1,...,z,) = Pi(z1) A ... AP,(z,) can be used to implement a voting
protocol with message passing, i.e., only when each parties’ vote x; satisfies its dedicated set
of requirements P;(-) (i.e., Pi(x;) = 1 for every ¢ € [n]) the messages are revealed to all the
participants. Until this condition is not satisfied, everything remains secret. We provide the
formal definition of CPA-1-sided reusability and the construction of NI-MPC from multi-input
PE in Appendix B.

We stress that, nonetheless CPA-1-sided reusability is a weakening of the standard reusabil-
ity definition, our flavor of reusability is still non-trivial to achieve in the setting of general
functions. This is because we can build null iO (and, in turn, witness encryption) [ )

| from CPA-1-sided reusable NI-MPC using the same constructions of iO from
(standard) reusable NI-MPC, i.e., CPA-1-sided reusable (resp. CPA-1-sided non-reusable) 0-
robust (resp. 1-robust) NI- MPC for n = poly(\) parties (resp. m = 2 parties) and general
functions implies null iO.

1.4 Relation with Witness Encryption

In the following we recall the notion of witness encryption (WE) | |, and we discuss
its relation with both multi-input and multi-key schemes. We anticipate that such relations do
not require CPA-1-sided and CPA-2-sided security. Hence, the following discussion will focus
on multi-input and multi-key ABE schemes, i.e., predicate inputs can be public.

A WE scheme for a relation R, defined over a language L, allows a sender to encrypt a
message m using a statement x. A receiver, holding a witness w, can decrypt the message
m if (z,w) € R. As for security, WE guarantees that the message remains hidden whenever
x ¢ L, i.e., the corresponding ciphertext can not be decrypted. WE has several disrupting
applications such as encrypting messages that can be decrypted in the future (i.e., whenever w
will be known). Moreover, WE does not require setup and is fully non-interactive.

As shown by Brakerski et al. [ ], an n-input ABE (i.e., predicate inputs can be
public) for arbitrary predicates (or any predicate that “match” the desired NP relation), se-
cure in the secret-key setting and without collusions, implies WE for NP and n-size witnesses.
The construction is reminiscent to the one of iO from secret-key multi-input functional encryp-
tion [ | (see also Section 1.3). Unfortunately, we cannot use here our n-input scheme
since it only supports conjunctions of arbitrary predicates (see Equation (1)). Currently, it is
not know how to build n-input ABE (and thus PE), with n > 2, for arbitrary predicates without
iO (the only known construction is for n = 2 and it is due to the concurrent work of Agrawal
et al. | |. See Section 2 for a detailed discussion.

Also, we stress that multi-key ABE (i.e., a multi-key scheme where predicate inputs can be
public) for arbitrary predicates implies WE. The construction is similar to that of Brakerski et
al. [ ], for obtaining WE from multi-input ABE. The only difference is that we substitute
the multiple inputs with the multiple decryption keys of multi-key ABE. For completeness,
we describe the construction below. Let Py, ,.(z) = 1 if and only if (z,w) € R, where
w = v1||...||v, defines the class of predicates supported by the multi-key ABE. To encrypt
a message m under a statement x € L, the sender computes (mpk, msky, ..., msk;,) <s Setup(
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1) and sends to the receiver (c, (dk,,, dkg; )ic[n)) Where ¢ <—s Enc(mpk, z, m) and dk,, «-s KGen(
msk;, 1) (resp. dkg; <—s KGen(msk;,0)) for ¢ € [n]. To decrypt the ciphertext under a witness
w = v1|]...||vn, the receiver simply executes Dec(dk,, ,...,dk ,c) where dk;, = dk,, if v; = 1,
and dk;i = dkg; if v; = 0.' Similarly to the case of multi-input, our multi-key construction
fails to imply WE since it does not support arbitrary predicates (we stress once again that
CPA-1-sided and CPA-2-sided security are not required).

It may seem that arbitrary predicates are a necessary condition in order to build WE
from multi-input schemes. However, we highlight that this is not necessarily the case if we
consider security under corruptions. In particular, a 2-input scheme for conjunctions under
1 corruption and no collusions, implies WE for any relation. This can be accomplished by
considering the predicate P, z(:,-) = Pi(-) A Py w(:) such that Pi(z}) = 1 (for some wild-
card z7) and P, r(w) = 1 if and only if (z,w) € R. Intuitively, to encrypt m using a
statement z, the sender can simply output (ci,eks,dkp, ) such that c; < Enc(ekq, 27, m),
dkp, <5 KGen(m,P, z), and (msk,eki,ekz) <s Setup(1?). Then, the receiver uses w to re-
trieve m by computing Dec(dk, r,c1, Enc(eks, w)).!” Here, it is crucial the the underlying
2-input scheme can handle corruptions, since the latter allows the sender to disclose eky to the
(possibly malicious) receiver and give him the opportunity to try different witnesses.

Unfortunately, even in this case, our O(1)-input scheme under corruptions fails to imply
WE. This is because our construction supports conjunctions of arbitrary predicates each one
having a wildcard. In other words, the wildcard is a trivial witness for any statement.'®

Given the above discussion, we identify two plausible approaches that could lead to a con-
struction of WE from standard assumptions:

e Enlarging the class of predicates of our secret-key n-input or n-key constructions: From
conjunction of arbitrary predicates (see Equation (1)) to arbitrary predicates (or any
restricted class of predicates that permits to implement a specific non-trivial WE relation

e Supporting conjunctions of arbitrary predicates (without wildcards) in the setting of 2-
input with security under 1 corruption.

2 Related Work

Multi-input PE is a special case of multi-input FE [ ]. Tt is well known that so-called
compact FE (supporting arbitrary functions) implies multi-input FE | , ], which in
turn implies i0. Constructions of multi-input FE from standard assumptions, in turn, exist for
restricted functions | , , , , , , , ,
, , , ]. Multi-input PE can also be seen as stronger form of multi-
input ABE | ], the difference being that the attributes are not private in the case of
ABE. Previously to our work, all (provably secure) constructions of n-input ABE with n > 2
required iO (the only exception is the concurrent work of Agrawal et al. | |, which we
discuss in the next paragraph).
The multi-input and multi-key settings have also been considered in the context of fully-
homomorphic encryption | , , ].

14Observe that the same construction works if we start from a multi-key PE whose encryption algorithm is
secret-key, i.e., the mpk (required to execute Enc) is replaced with an encryption key ek that is kept secret.

15 A similar construction can be used to build iO from 2-input FE with security under 1 corruption and no
collusions.

161f wildcards exist, a malicious receiver can always decrypt the message by evaluating the predicate over the
wildcards.
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Concurrent and independent work. The independent and concurrent work of Agrawal,
Yadav, and Yamada | | proposes two constructions of secret-key (i.e., no corruptions) 2-
input key-policy ABE for NC! with unbounded collusions (recall that, in the ABE setting, only
the secrecy of the messages is guaranteed, i.e., inputs can be public). The first construction
is based on LWE and pairings, and it is provably secure in the generic group model. The
second construction is based on function-hiding inner-product FE, a variant of the non-falsifiable
KOALA knowledge assumption (which is proven to hold under the bilinear generic group model),
and LWE. However, this second construction achieves a weaker selective flavor of security in
which the adversary has to submit both the challenge and the decryption key queries before
the setup phase. Additionally, they propose two heuristic constructions. The first is a 2-input
ABE for P from lattices, and the second is a 3-input ABE for NC! from pairings and lattices.
However, the security of these heuristic constructions remains unclear.

In comparison, our work directly focuses on the PE setting (i.e., CPA-1-sided security) and
provides the first secret-key n-input PE that supports n = poly(A) inputs, with (adaptive) CPA-
1-sided security (i.e., secrecy of both inputs and messages) based solely on LWE. However, our
construction only supports a restricted class of predicates (i.e., conjunctions of arbitrary predi-
cates with wildcards) and it is secure only in the case of no collusions. Furthermore, differently
from [ ], we move away from the secret-key setting and propose a second construction of
n-input PE (still for conjunctions of arbitrary predicates) that supports n = O(1) inputs and
can tolerate n — 1 corruptions (i.e., up to n — 1 encryption keys can be adaptively revealed by
the adversary). Finally, we propose the notion of multi-key PE (not covered in | 1), and
give the first construction of CPA-1-sided secure n-key PE for n = poly(\), with unbounded
collusions and still supporting conjunctions of arbitrary predicates, based on LWE.

Regarding the techniques, we highlight that both our work and that of | ] introduce
(albeit different) nesting techniques based on lockable obfuscation. In particular, the nesting
technique of | | permits to transform any secret-key n-input ABE into a secret-key n-input
PE (achieving CPA-1-sided security). We stress that their approach only works in the secret-
key setting. In contrast, we propose a different nesting technique which yields n-input PE for
n = O(1) while tolerating n — 1 corruptions. It is important to note that our nesting technique
is not generic, but it is specifically tailored to work with the class of predicates considered in
this work.

Turning to applications, we highlight that the multi-input schemes of | | fail to imply
ME, since their constructions are all in the secret-key setting (whereas ME requires a public-key
encryption algorithm). As for NI-MPC, the constructions in | | can be used to obtain
a CPA-1-sided O-robust reusable NI-MPC for all-or-nothing functions defined over arbitrary
predicates, but only in the case of 2 parties (3 parties if we consider also the heuristic construc-
tions).

3 Preliminaries

3.1 Notation

We use the notation [n] = {1,2,...,n}. Capital bold-face letters (such as X) are used to denote
random variables, small letters (such as x) to denote concrete values, calligraphic letters (such
as X) to denote sets, serif letters (such as A) to denote algorithms, and bold typeface letters
(such as C) to denote circuits. All of our algorithms are modeled as (possibly interactive) Turing
machines; if algorithm A has oracle access to some oracle O, we often implicitly write Qg for
the set of queries asked by A to O.

For a string x € {0,1}*, we let |z| be its length; if X' is a set, |X'| represents the cardinality
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of X. When z is chosen uniformly in X, we write x <—s X. If A is an algorithm, we write
y s A(z) to denote a run of A on input x and output y; if A is randomized, y is a random
variable and A(z;7) denotes a run of A on input x and (uniform) randomness r. An algorithm
A is probabilistic polynomial-time (PPT) if A is randomized and for any input z,r € {0,1}*
the computation of A(z;7) terminates in a polynomial number of steps (in the input size). We
write C(x) = y to denote the evaluation of the circuit C on input = and output y.

Negligible functions. Throughout the paper, we denote by A € N the security parameter
and we implicitly assume that every algorithm takes as input the security parameter. A function
v(-) is called negligible in the security parameter A € N if it vanishes faster than the inverse
of any polynomial in A, i.e. v(\) € O(1/p(A)) for all positive polynomials p(\). We sometimes
write negl(A) (resp. poly(A)) to denote an unspecified negligible function (resp. polynomial
function) in the security parameter.

3.2 Lockable Obfuscation

A lockable obfuscator [ ) ] permits to obfuscate a circuit C together with a “lock”
y and a message m. As a result, the obfuscator will output an obfuscated circuit C that will

behave as follows:
~ if C =
c<x>:{m e =
1 otherwise.

More formally, let n(-), s(-), d(-) be polynomials, and C,, 5 4(A) be the family of circuits of depth
d(\) with input size n(A) and output size s(A). A lockable obfuscator for the circuit family
Cn,s,d(A\) and message space M is composed of the following polynomial-time algorithms:

Obf(1*,C,y,m): Upon input the security parameter 1%, a circuit C € C, 54()), a lock y €
{0, 1}5(’\),~ and a message m € M, the randomized lockable obfuscator algorithm outputs
a circuit C.

Eval(@,x): Upon input an obuscated circuit C and an input z € {0,1}™™| the deterministic
evaluation algorithm outputs a message m € MU {L}.

Definition 1 (Semi-statistical correctness of lockable obfuscation | ]). A lockable ob-
fuscator II = (Obf, Eval) for the circuit family C, s 4(\) and message space M satisfies semi-
statistical correctness if:

1. YAeN,Vz € {0,1}"™M, me M, VC ¢ Cn.s,d(A\) such that C(x) =y, we have
P[Eval(Obf(l)‘,(C,y, m),x) = m] =1
2. VA €N, Vo € {0,1}"™, ¥m € M, YC € C, 4 4()\) such that C(x) # y, we have
P[EvaI(Obf(l’\,C,y,m),x) = m} < negl(A).

As for security, lockable obfuscation must hide any information about the circuit C, the
message m and the lock y when the lock is randomly chosen. This is defined by requiring that
there exists a simulator S that simulates the obfuscated circuit C.
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Gl o)

(C,m, a) s Ag(1*)

b<s{0,1},y <= {0,1}°M

Co +s Obf(1*,C,y,m),C1 s 5(1*,1/C1 1™
v s A (11, Cy, )

If (b’ =b): return 1

Else: return 0

Figure 1: Game defining security of lockable obfuscation.

Definition 2 (Security of lockable obfuscation). A lockable obfuscator IT = (Obf, Eval) for the
circuit family C, s 4(A) and message space M is secure if there exists a PPT simulator S such
that for every PPT adversary A = (Ap, A1) we have:

ock-sim 1
‘]P’[G'Hj;?s W =1] - 2‘ < negl(\),

where G'ﬁ’fAk:gim()\) is depicted in Figure 1.

Remark 1. The definitions above are taken from [ |. Wichs and Zirdelis | | proposed
a slightly more general notion of obfuscation for multi-bit compute-and-compare circuits in
which the lock is only required to be unpredictable. They also give an obfuscator for multi-bit
compute-and-compare circuits from the LWE assumption.

3.3 Symmetric and Public Key Encryption

3.3.1 Symmetric key encryption

A symmetric-key encryption (SKE) scheme with message space M is composed of the following
polynomial-time algorithms:

KGen(1*): The randomized key generator takes as input the security parameter 1* and outputs
a symmetric key k.

Enc(k,m): The randomized encryption algorithm takes as input a symmetric key k and a mes-
sage m € M, and outputs a ciphertext c.

Dec(k, c): The deterministic decryption algorithm takes as input a symmetric key k and a
ciphertext ¢, and outputs a message m.

We require a SKE to be correct and secure against chosen-plaintext attacks (CPA).

Definition 3 (Correctness of SKE). A SKE II with message space M is correct if YA € N, Vk
output by KGen(1%), ¥m € M, we have

P[Dec(k, Enc(k,m)) = m] > 1 — negl(A).

Definition 4 (CPA security of SKE). We say that a SKE II is CPA secure if for all PPT
adversaries A = (Ag, A1):

1
‘P[Gﬁf’ﬁ—ske(k) = 1] — 2‘ < negl(\),
where game G%f)ﬁ's"e()\) is depicted in Figure 2.
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GER () Gira ™ ()

k <5 KGen(1*) (pk, sk) «s KGen(1*)
(m®,mt,a) «s Ag"c(k")(l)‘) (m®, m', @) s Ag(1*, pk)
b+<s{0,1}, c s Enc(k,m?) b+ {0,1}, ¢ < Enc(pk, m)
b s A (12 ¢ ) b s AL(1Y, ¢, q)

If (b’ = b): return 1 If (b = b): return 1

Else: return 0 Else: return 0

Figure 2: Game defining CPA security of SKE and PKE.

3.3.2 Public key encryption

A public-key encryption (PKE) scheme with message space M is composed of the following
polynomial-time algorithms:

KGen(l/\): The randomized key generator takes as input the security parameter 1* and outputs
a public and a secret key pair (pk,sk).

Enc(pk,m): The randomized encryption algorithm takes as input a public key pk and a message
m € M, and outputs a ciphertext c.

Dec(sk, ¢): The deterministic decryption algorithm takes as input a secret key sk and a cipher-
text ¢, and outputs a message m.

We consider the usual definition of correctness and CPA security of PKE.

Definition 5 (Correctness of PKE). A PKE II with message space M is correct if VA € N,
V(pk, sk) output by KGen(1*), ¥m € M, we have

P[Dec(sk, Enc(pk,m)) = m] > 1 — negl(\).
Definition 6 (CPA security of PKE). We say that a SKE II is CPA secure if for all PPT
adversaries A = (Ag, A1):

ke 1
a0y =1] - 5 < nesin)

where game Gﬁpﬁ'pke()\) is depicted in Figure 2.

3.4 Predicate Encryption

In PE, a trusted authority generates a decryption key for the receiver associated to an arbitrary
predicate of his choice. The receiver is able to decrypt a ciphertext if and only if the predicate
P (corresponding to its decryption key) is satisfied when evaluated with the predicate input x
used for encrypting the plaintext, i.e. P(z) = 1. Formally, a PE with message space M, input
space X, and predicate space P, is composed of the following polynomial-time algorithms:

Setup(1*): Upon input the security parameter 1* the randomized setup algorithm outputs the
master public key mpk and the master secret key msk.

KGen(msk, P): The randomized key generator takes as input the master secret key msk and a
predicate P € P. The algorithm outputs a secret decryption key dkp for predicate P.
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G GHATW

(mpk, msk) <s Setup(1*) (mpk, msk) <$ Setup(1™)

(m®,m!,x,a) «s AgGen(mSk")(l)‘, mpk) (m®, mt, 2% z!, o) «s AgGen(mSk") (1*, mpk)
b+<s${0,1}, c < Enc(mpk, =, m®) b+s {0, 1}, c s Enc(mpk, z°, m®)

b s All(Gen(mSk")(l)‘, ¢, @) b s ATGen(mSk") (1’\, ¢, )

If (b’ = b): return 1 If (b’ =b): return 1

Else: return 0 Else: return 0

Figure 3: Game defining CPA, CPA-1-sided, and CPA-2-sided security of PE.

Enc(mpk, z,m): The randomized encryption algorithm takes as the master public key mpk, an
input x € X, and a message m € M. The algorithm produces a ciphertext ¢ linked to
both z and m.

Dec(dkp, ¢): The deterministic decryption algorithm takes as input a secret decryption key dkp
for predicate P € P and a ciphertext c. The algorithm outputs either a message m or an
error .

Correctness of PE states that the receiver obtains the message with overwhelming probability
if P(x) = 1. On the other hand, if P(z) = 0, the decryption outputs L with overwhelming
probability.

Definition 7 (Correctness of PE). A PE with message space M, input space X, predicate
space P, is correct if VA € N, V(mpk, msk) output by Setup(1*), ¥m € M, Vo € X VP € P, Vdkp
output by KGen(msk, P) the following two conditions hold:

1. If P(z) = 1, then P[Dec(dkp, Enc(mpk,z,m)) = m] > 1 — negl(}).
2. If P(x) = 0, then P[Dec(dkp, Enc(mpk, z,m)) = L] > 1 — negl(\).

Security of PE comes in different flavors. The standard CPA security requires the adversary
to distinguish between the encryption of two messages for the same predicate input. More
formally, the adversary is allowed to perform a polynomial number of queries to the key gen-
eration oracle. Then, the adversary chooses two messages m® and m!' and an input z, and
wins the CPA security game if it can distinguish between an encryption of Enc(mpk, z,m°) and
Enc(mpk, z, m!) with non-negligible probability (a PE scheme that satisfy CPA security is also
called attribute-based encryption (ABE)).

Definition 8 (CPA security of PE). We say that a PE II is CPA secure if for all valid PPT
adversaries A = (Ag, A1):

) 1
PGSR = 1] - 3 < neaiO)

where game GICI?AA‘PE()\) is depicted in Figure 3. Adversary A is called valid if VIP € Qkgen it
holds that P(z) = 0.

We also consider two stronger definitions of security, namely CPA-1-sided and CPA-2-sided
security, guaranteeing also the secrecy of the predicate input used during the encryption of a
message. In this security games, the adversary is allowed to choose two different inputs z° and
z! and the usual messages m® and m'. CPA-1-sided security guarantees the privacy of the
input only when the predicates for which the adversary knows a decryption key (i.e. the ones
he received from the key generation oracle) are not satisfied, i.e. the receiver cannot decrypt
the message. On the other hand, CPA-2-sided security considers the same property also when
the predicate is satisfied, i.e., the receiver can decrypt the challenge ciphertexts.
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Definition 9 (CPA-1-sided and CPA-2-sided security of PE). Let ¢ € [2]. We say that a PE II
is CPA-t-sided secure if for all valid PPT adversaries A = (Ag, A1):

1
BlasR e = 1] - | < e,

where game Gﬁpﬁ‘t‘PE()\) is depicted in Figure 3. Adversary A is called valid if VIP € Okgen,

Case t = 1: P(z°) = P(z') = 0.
Case t = 2: Either P(2°) = P(2') = 0 or P(2°) = P(z') Am® = m?.

Through the paper, we say II is CPA-1-sided (resp. CPA-2-sided) secure without collusions
if |Qkgen| = 1, i.e., the adversary can not get more than one decryption key.

Remark 2. PE schemes, satisfying CPA security (Definition 8) or CPA-1-sided security (Defini-
tion 9), can be built from different assumptions. Notably, | | proposes an LWE-based PE
scheme satisfying CPA-1-sided (and thus CPA) selective security, i.e., the adversary chooses the
challenge messages and predicate inputs before receiving the master public key. By using com-
plexity leveraging, the same construction achieves adaptive security (i.e., Definitions 8 and 9)
but this requires sub-exponential LWE.

4 Multi-key and Multi-input Predicate Encryption

We provide the formal definitions of multi-key PE and multi-input PE in the following Sec-
tions 4.1 and 4.2, respectively. In Appendix A, we build ME from multi-key PE. In Appendix B,
we build CPA-1-sided reusable robust NI-MPC for all-or-nothing functions from multi-input PE.

4.1 Multi-key PE

Formally, an n-key PE with message space M, input space X, and predicate space P =
{Poy, 00 (T) } (or,...on)ev indexed by V =V; x ... XV, is composed of the following polynomial-
time algorithms:

Setup(lA): Upon input the security parameter 1 the setup algorithm outputs the master public
key mpk and the n master secret key (msky, ..., msky,).

KGen(msk;,v;): Let i € [n]. The randomized key generator takes as input the i-th master secret
key msk; and the i-th index v; € V;. The algorithm outputs the i-th secret decryption key
dk,, for the predicate index v;.

Enc(mpk, z,m): The randomized encryption algorithm takes as the master public key mpk, an
input x € X, and a message m € M. The algorithm produces a ciphertext c.

Dec(dkyy, , - - ., dky,,c): The deterministic decryption algorithm takes as input n secret decryp-
tion keys (dky,,...,dk,,) for the n indexes (v1,...,v,) € V and a ciphertext ¢. The
algorithm outputs a message m.

Correctness is intuitive: given the decryption keys (dky,,...,dk,,) for (vi,...,v,) € V, the
decryption algorithm returns the message m (encrypted under the input z) with overwhelming
probability, whenever P,, ., (z) = 1.
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Gl(;[F:ﬁ»t»kPE()\)

(mpk, mski, ..., msky) <8 Setup(l)‘)

(,rn()7 ml’ 1_()7 x17 a) s APO(Gen(mskl,~) ..... KGen(msky, ,-) (1)\7 mpk)
b3 {0,1}, c s Enc(mpk, z*, m®)

b/ s ATGen(mskl,-) AAAAA KGen(msky, ,-) (1,\’ c, a)
If (b’ = b): return 1

Else: return 0

Figure 4: Game defining CPA-t-sided security of n-key PE.

Definition 10 (Correctness of n-key PE). A n-key PE with message space M, input space X,
predicate space P = {Py, . v, }o1,....oney indexed by V = Vi x ... x V,, is correct if YA € N,
V(mpk, msky, ..., msk,) output by Setup(1*), Ym € M, Vo € X, ¥(v1,...,v,) € V such that
Py,.... v, (x) = 1, we have:

P[Dec(dkyy,, . .., dky, , Enc(mpk, z,m)) = m| > 1 — negl(\),
where dk,, <—s KGen(msk;,v;) for i € [n].

As for security, we adapt the standard CPA-1-sided and CPA-2-sided security of PE to
the n-key setting. In particular, an adversary (with oracle access to KGen(msk;,-) for i € [n])
cannot distinguish between Enc(mpk, 2%, m%) and Enc(mpk, z!, m!) except with non-negligible
probability. When considering CPA-1-sided security, the adversary is valid only if it cannot
decrypt the challenge ciphertext, i.e., it asks to the n key generation oracles indexes (vi, ..., v,)
such that Py, ., (2°) = Py, ., (') = 0. Analogously, the CPA-2-sided security captures
the indistinguishability of Enc(mpk, 2%, m°) and Enc(mpk,z!, m') even when the adversary can
decrypt the challenge ciphertext, i.e., Py, ., (29) = Po,....on (z') = 1 and m® = m'. These
security definitions are formalized below.

Definition 11 (CPA-1-sided and CPA-2-sided security of n-key PE). Let t € [2]. We say that
a n-key PE II is CPA-t-sided secure if for all valid PPT adversaries A = (Ag, A1):
1
BlaER 7N = 1] - 5| < neglO),
where game Gﬁ?ﬁ't'kPE(A) is depicted in Figure 4. Adversary A is called valid if Vv, €
QKGen(mskl,-)7 ooy Vo € QKGen(mskn,-)v we have

Case t =1: Py, ., (2°) =Py, 4, (2') = 0.
Case t = 2: Either P, . (z°) =Py, 4. (z') =0
1

or ]P)vl,...,vn (:L-O) = P’Ulw-yvn (xl) A mo =m".

4.2 Multi-input PE

Formally, an n-input PE with message space M = M x...xM,, input space X = &A1 x...x Xy,
and predicate space P, is composed of the following polynomial-time algorithms:

Setup(1"): Upon input the security parameter 1* the setup algorithm outputs the encryption
keys (ekq,...,ek,) and the master secret key msk.

KGen(msk, P): The randomized key generator takes as input the master secret key msk and a
predicate P € P. The algorithm outputs a secret decryption key dkp for predicate PP.
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Enc(ek;, z;, m;): Let i € [n]. The randomized encryption algorithm takes as input an encryption
key ek;, an input x; € X;, and a message m; € M;. The algorithm produces a ciphertext
¢; linked to x;.

Dec(dkp, c1, ..., c,): The deterministic decryption algorithm takes as input a secret decryption
key dkp for predicate P € P and n ciphertexts (ci,...,c,). The algorithm outputs n
messages (M1, ..., My).

Correctness states that ciphertexts (cp,...,¢,), each linked to an input z;, correctly decrypt
with overwhelming probability if P(z1,...,z,) = 1.

Definition 12 (Correctness of n-input PE). An n-input PE with message space M = M x...X
M,,, input space X = X} x...x A, predicate space P, is correct if VA € N, V(eky, ..., ek, msk
output by Setup(1*), V(my1,...,m,) € M, ¥(z1,...,1,) € X VP € P such that P(zy,...,2,) =
1, we have:

P[Dec(dkp, c1,...,¢n) = (m1,...,my)] > 1 — negl(N),

where dkp <—s KGen(msk, P) and ¢; <—s Enc(ek;, z;, m;) for i € [n].

Security with and without corruptions. The CPA-1-sided and CPA-2-sided security of
n-input PE capture the infeasibility in distinguishing between ciphertexts (Enc(eky, 29, m?), ...,
Enc(ekp, 20, mY)) and (Enc(eky,z},mi), ..., Enc(eky, zL, mL)). This is modeled by an adversary
having oracle access to a key generation oracle KGen(msk, -) (allowing it to get decryption keys
dkp on predicates of its choice) and n encryption oracles Enc(eky, -, ), ..., Enc(eky, -, ) (allowing
it to get encryptions of arbitrary messages and inputs). Differently from the n-key setting,
we consider different models of security with respect to whether the encryption keys are secret
(i.e., no corruptions) or public/leaked (i.e., the adversary has the possibility to get one or
more encryption keys of its choice). The corruption of an encryption key is captured by giving
access to a corruption oracle Corr(:) to the adversary that, on input ¢ € [n], it returns ek;.
Intuitively, the knowledge of ek; impacts the validity condition that the adversary must satisfy
(e.g., the challenge ciphertext cannot be decrypted). Indeed, ek; would allow the adversary to
produce arbitrary i-th ciphertexts on arbitrary ¢-th inputs x; and potentially decrypt part of
the challenge ciphertext. Concretely, as for CPA-1-sided security, the validity of the adversary
can be defined as follows:

e No corruptions (a.k.a. the secret-key setting). If all the encryption keys (eki,...,eky,)
are secret the validity conditions of CPA-1-sided security is straightforward. It intu-
itively states that for every dkp (obtained through oracle KGen(msk,-)) and any tuple
of ciphertexts (cy,...,c,) (each linked to an input z;) obtained through the interleaving
of part of the challenge ciphertext with the ciphertexts generated by invoking oracles
{Enc(ek;, -, ) }ic[n), We must have that P(z1,...,z,) = 0 (otherwise part of the challenge
ciphertext can be decrypted).

o With corruptions. If some of the encryption keys are known by the adversary (i.e., ob-
tained through the corruption oracle Corr(:)) then the validity condition now changes
according to which keys have been obtained. This is because the adversary can now au-
tonomously compute arbitrary ciphertext (for a particular slot i) using the leaked i-th
encryption key ek;. Taking into account this observation, the validity of CPA-1-sided se-
curity with corruptions says that any tuple of ciphertexts (cq,. .., ¢,) that can be obtained
by interleaving part of the challenge ciphertexts with both the ones generated through
oracles {Enc(ek;, -, ")}icpn) and the ones that can be autonomously generated using the
leaked encryption keys, we must have that P(x1,...,z,) = 0.
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Gﬁ’CAFA't’iPE ()\)

(eki, .. .,ekn, msk) <s Setup(1*)

KGen(msk,-),Corr(-),{Enc(ek;,
((m?)ZG[n]r (m11)1€[n]7 (x?)'LG[n]v (xll)'LG[n] s O‘) A AO !

b+<s{0,1},c1 <5 Enc(eki,zb, m?), ..., cn <5 Enc(ekn, 22, mb)

"‘)}J‘E["] (1A)

KG k,-),Corr(-),{Enc(ek;,,) }icin
v —8 A en(msk,"),Corr(:), {Enclekyr, )} ](l)‘,cl,...,cn,a)

If (b’ =b): return 1

Else: return 0

Figure 5: Game defining CPA-t-sided security of n-input PE in the f-corruptions setting.
Oracle Corr(j) returns ek; for j € [n].

The validity of CPA-2-sided security (with and without corruptions) can be easily obtained by
adapting the above discussion. Below, we provide the formal definition.

Definition 13 (¢-Corruptions CPA-1-sided and CPA-2-sided security of n-input PE). Let ¢ €
[2]. We say that an n-input PE IT is CPA-t-sided secure in the ¢-corruptions setting if for all
valid PPT adversaries A = (Ag, A1):

; 1
P[GHSEPE) = 1] - 5 < nesi(y)

where game Gﬁ’CAPA't'iPE()\) is depicted in Figure 5. Let Q; = {z|[3(x,m) € Qgnc(ek; )}
for i € [n]\ Qcor and Q; = X for i € Qcor. Moreover, let Q¢ (for d € {0,1}) be the
ordered list composed of the predicate inputs Q; and the challenge input :1:;-1, ie., le =
{:cgl’d),...,mgki’d),xl(-kiJrl’d) = 29} where k; = |Q;| and 209 € Q; for j € [k;].'" Adversary

A is called valid if |Qcorr| < £ and VP € Okgen, VJ € [n], Vi1 € [k1 +1],..., Vi, € [k, + 1], we
have

1. (1170) (7:'71,0) 0 (7"‘+170) in,0 _
Case t = 1: P(z; N AT AT i) ,...,m;" ))f
(ilvl) (i'—lfl) 1 (i'+171) in,l _
Poy ™, 2 g, wp . aley =0,
Case t = 2: Either
(41,0) (i5-1,0) 0 (4410 in,0)\ _
Play V7, e 20 x5y s a0y =
(i1,1) (4j-1,1) 1 (i5+1,1) in 1)y
Plxy Ve 20 oy, g sty =0
or
(41,0) (i-1,0) o0 , (i541,0) in,0)\ _
Play V7, w20 x5 iy se,zn0)y =
(i1,1) (tj-1,1) 1 (i541,1) in,1) 0_ .1
P(x; by T2 T T ,...,x%n ) Am; =m;.

Through the paper, for ¢ € [2], we say that II is CPA-t-sided secure in the ¢-corruptions
setting and without collusions if |Qkgen| = 1 (i.e., the adversary asks for a single decryption
key). If |Qcorr| = 0 (i.e., no corruptions), we say that I is CPA-t-sided secure in the secret-key
setting. In case of both restrictions, we say that II is CPA-t-sided secure in the secret-key setting
and without collusions (i.e., |Qcorr| = 0 and | Qkgen| = 1)-

Remark 3 (Relation with multi-key PE). We notice that CPA-t-sided secure (n + 1)-input
PE, supporting arbitrary predicates and tolerating 1 corruption, naturally implies CPA-t-sided

17Observe that QF and Q} are identical except for the last element.
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secure n-key PE.'® The idea is to use the first n inputs of the predicate P(x1,...,2z,11) (of
(n+1)-input PE) to determine the indexes (v1,...,v,) € V that define the predicate Py, ., (x)

of the n-key PE, ie., P(z1,...,2pt1) = P(v1,...,0n,2) = Py, o, (x) where z; = v; for i € [n]
and x,41 = x. In a nutshell, the authority uses the Setup algorithm of the (n + 1)-input PE to
generate n + 1 encryption keys (eky, ..., ek,11) together with the master secret key msk. Then,

it uses the latter to compute dkp <—s KGen(msk, P) and sets mpk = ek, 1 and msk; = (dkp, ek;)
for ¢ € [n]. To generate dk,, (for an index v;) the authority computes ¢, <—s Enc(ek;, v;, L)
(using the encryption algorithm of (n + 1)-input PE) and outputs dk,, = (dkp,c,,). At this
point, the n-key PE encryption and decryption algorithms are straightforward. To encrypt a
message m under an input x, the sender computes ¢ <—s Enc(mpk, z, m) where mpk = ek ;1.
On the other hand, the receiver decrypts the ciphertext ¢ by executing Dec(dkp, ¢y, - .., Cy,, C)
where dk,, = (dkp, ¢,,;) for i € [n]. Intuitively, the CPA-t-sided security of this n-key PE follows
from the CPA-t-sided security in the 1-corruption setting of the (n+ 1)-input PE. Observe that
the (n + 1)-input PE must tolerate 1 corruption since eky41 (i.e., the mpk of the n-key PE) is
made public.'” We refer the reader to Appendix C for more details.

On the other hand, if we consider restricted classes of predicates (as studied in this work),
the above implication does not to hold anymore, making multi-input and multi-key PE incompa-
rable. This is also reflected by the results achieved in this paper. For example, our multi-key PE
construction for conjunctions of arbitrary predicates tolerates unbounded collusions whereas our
multi-input PE constructions (for the same class of predicates with wildcards) are significantly
more complex and are secure only in the case of no collusions (see Section 5).

Lastly, in Appendix D, we discuss the relation between the multi-key and multi-input settings
when considering a weaker definition of security. In particular, if we drop the secrecy of the
predicate inputs, i.e., only the the messages remain secret (which is equivalent to ABE), then we
can show that multi-key ABE implies multi-input ABE only in the presence of no corruptions.

5 Constructions

In this section, we give different constructions of multi-key and multi-input PE (see also Sec-
tion 1.2) for predicates P(x1,...,z,) = P1(z1) A ... APy (zy).

In particular, in Section 5.1 we give a construction of n-key PE from single-input PE and
lockable obfuscation for n = poly(A). This construction is secure against unbounded collusions.

In Section 5.2, we give two constructions of n-input PE from single-input PE, lockable
obfuscation, and SKE/PKE. The first handles poly(\)-arity and it is CPA-1-side secure without
collusions and in the secret-key setting. The second handles O(1)-airity and it is CPA-1-side
secure without collusions and in the (n — 1)-corruptions setting. This second construction
leverages a new nesting execution technique of (lockable obfuscated) circuits.

Both multi-input constructions support conjunctions of arbitrary predicates with wildcards,
i.e., for every i € [n], there exists (possibly unique) a wildcard z} such that for every i-th

181f we restrict the n-key PE’s encryption algorithm to be secret-key (i.e., Enc(ek, -, -) where ek is kept secret)
then we can start from a secret-key (n + 1)-input PE, i.e., 0 corruptions.

9We highlight that the same construction works if we use an (n + 1)-input PE that satisfies a weaker flavor
of security under corruptions, named the ¢-hybrid setting (see Appendix C). Here, the Setup algorithm takes
an additional parameter 1° that determines the number of encryption keys that we want to make public (this
is equivalent to saying that the corruptions are known ahead of time and the construction can depend on this
information). Hence, in this setting the adversary does not have access to the corruption oracle Corr(:) but,
instead, it directly receives as input the public encryption keys generated on setup. Clearly, security in the ¢-
hybrid setting is stronger than security in the secret-key setting but weaker than security in the (¢ > 0)-corruptions
setting).
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Ce(dky, . .., dkn)

Initialize: ¢, = ¢
For i from n to 1 do:
Deci(dki,ci) =Cij—1

Cexlety ...y cn_1,dkp)

Initialize: ki = k,cp, = ¢
For i from n to 1 do:
Dec1 (C”(]p>7 Decz(k,-, Cz)) = U;

end for. If v; = L: return L
return cg Else: let v; = (yi, kit+1)
end for.

return y, where v, = (yn, k1)

Figure 6: On the left, the definition of the circuit C. of Construction 1. On the right, the
definition of the circuit C.y of Construction 2.

predicate P; we have P;(z}) =1 (in Remark 4 we discuss how to remove the wildcard when no
corruptions are in place).

Also, our constructions are generic and achieve CPA-2-sided security if the underlying single-
input PE is CPA-2-sided secure (in case of no corruptions, our CPA-2-sided secure multi-
input Construction 2 supports n = O(log(\))).

5.1 Multi-key PE from PE and Lockable Obfuscation
Construction 1. Consider the following primitives:

1. Fori € [n]|, a PE scheme PE; = (Setup;, KGen;, Enc;, Dec;) with message space M;, input
space X;, and predicate space P; = {Py(z)}ypey, indexed by V;. Without loss of generality,
we assume that PE; has ciphertext space );, My = {0, 1}7”()‘), and M; = Y;—1 for every
i € [n]\ {1}. In order to do not incur into an exponential ciphertext growth (e.g., for
n = poly(}\)), each i-th PE scheme must have a ciphertext expansion of poly(\) + |my|
where |m;| is the length of the messages m; € M; supported by the i-th PE scheme (this
can be obtained generically from any PE scheme by leveraging hybrid encryption, i.e.,
Enc;(mpk, x, s)||PRG(s) @ m; where s <s{0,1}*).

2. A lockable obfuscation scheme LOBF = (Obf, Eval) with message space M for the family
of circuits Cy s 4(N) = {C.} as defined in Figure 6, where n(\), s(\), d(\) depends on the
schemes PEq, ..., PE, used, and the circuits Cyp s q(\).

We build a n-key PE scheme 11 with message space M, input space X = X| X ... X Xy,
and predicate space P = {Py, v, (¥1,...,2n) = Py (1) Ao APy, (T0) Fon,...0on)ev indezed by
V=V x...xV, (and P,, € P; fori € [n]), as follows:

Setup(lA): Upon input the security parameter 1 the randomized setup algorithm outputs mpk =
(mpky, ..., mpk,) and msky,. .., msk, where (mpk;, msk;) «s Setup;,(1*) for i € [n].

KGen(msk;,v;): Let i € [n]. Upon input the i-th master secret key msk; and the i-th predicate
index v; € V;, the randomized key generator outputs dk,, <—s KGen;(msky, P,,) where P, €
P;.

Enc(mpk, z,m): Upon input the master public key mpk = (mpky,...,mpk,), an input z =
(x1,...,2n) € X, and a message m € M, the randomized encryption proceeds as follows:

1. Sample y <3 {0,1}*N and let ¢y = y.

2. Fori € [n], compute ¢; s Enc;(mpk;, z;, ¢i—1).

Finally, it outputs ¢ = C where C «s Obf(1*,C., ,y,m).
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Dec(dky,, - .., dky,,c): Upon input n decryption keys dky,, . ..,dk,, and a ciphertext ¢ = C, the

deterministic decryption algorithm outputs m = Eval(C, (dky,, . ..,dky,)).

Correctness follows from the correctness of the underlying schemes. We establish the fol-
lowing result whose proof appears in Appendices E.1 and E.2

Theorem 4. Let n = poly()), PEy,...,PE, and LOBF be as above.

1. If each PE4,...,PE,, is CPA secure (Definition 8) and LOBF is secure (Definition 2), then
the n-key PE scheme I1 from Construction 1 is CPA-1-sided secure (Definition 11).

2. If each PEy,...,PE, is CPA-2-sided secure (Definition 9) and LOBF is secure (Defini-
tion 2), then the n-key PE scheme 11 from Construction 1 is CPA-2-sided secure (Defini-
tion 11).

5.2 Multi-input PE from PE, Lockable Obfuscation and SKE/PKE

Secret-key setting. First, we present our n-input PE construction that is CPA-1-sided secure
in the secret-key setting without collusions, for n = poly(\). First, we present our n-input
PE construction that is CPA-1-sided secure in the secret-key setting without collusions, for
n = poly(X). It leverages a CPA-1-sided secure single-input PE, lockable obfuscation, and SKE.
The same construction is CPA-2-sided secure in the secret-key setting without collusions for
n = O(log(\)), if the initial single-input PE is CPA-2-sided secure.

Construction 2 (n-input PE in the secret-key setting). Consider the following primitives:

1. A PE scheme PE; = (Setup,, KGeny, Ency, Dec;) with message space My = {0,1}™M) x
M, input space Xy = X1 X ... X X1, and predicate space Py = {P(z1,...,2,)} =
{Pi(z1) A ... APy(zp)}. Without loss of generality, we assume that PE has ciphertext
space Mo and there ezists a (single) wildcard input (x3,...,xz}) € X1 such that V(Pi(x1) A
. APp(xy)) € P1,Vi € [n],Pi(z]) = 1.

2. A SKE scheme SKE = (KGeng, Ency, Deca) with message space Ma. Without loss of
generality, we assume that SKE has key space M

3. A lockable obfuscation scheme LOBF = (Obf, Eval) with message space M3 for the family
of circuits Cp s q(N) = {Ccx} as defined in Figure 6, where n(\), s(A), d(\) depends on
the schemes PE and SKE used, and the circuit depth of the circuits Cy, 5 a(\).

n
A

We build a n-input PE scheme with message space M = M3 X ... x M3, input space X = X1,
and predicate space P = P1 = {P(z1,...,2,)} = {Pi(x1) A ... APy(zn)} with wildcard (i.e.,
there exists a (single) wildcard (x7, ..., x}) € X such that V(Pi(x1) A...APy(zy)) € PVi € [n],
Pi(xf) =1), as follows:

Setup(lA): Upon input the security parameter 1, the randomized setup algorithm outputs (eki,
..., eky) and msk where (mpk, msk) <—s Setup; (1), ek; = (mpk, ki, kit1), kny1 = ki, and
k; < KGena(1?) for i € [n].

KGen(msk, P): Upon input the master secret key msk and a predicate P € P, the randomized
key generator outputs dkp <—s KGeny(msk, P).
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Enc(ek;, x;, m;): Let i € [n]. Upon input an encryption key ek; = (mpk, ki, kit1), an in-
put x; € X1, and a message m; € Mas, the randomized encryption algorithm samples
yi +35{0,11*N and compute M

any j € [n]\ {i}. Finally, it outputs ¢ = (@,c§2)) where C; +s Obf(l/\,(chz) k_+1,y¢,mi)
2 .

i

s Ency(mpk, (z1,...,2n), (i, kit1)) where z; = x; for

and ¢;”’ s Enc2(ki,c£1)).

Dec(dkp, c1, ..., cn): Upon input a secret decryption key dkp for predicate P € P, and n cipher-

tets (c1, ..., cn) such that ¢; = (C;, CEQ)) fori € [n]. The deterministic decryption returns
(m1,...,my) where m; = Eval((@-7 (cﬁ)l, - 07(12), 052), A cl(i)l, dkp)) fori € [n].

As usual, correctness follows from the correctness of the underlying primitives. Below, we
establish the following result whose proof appear in Appendices E.3 and E.4.

Theorem 5. Let PE, SKE, and LOBF be as above.

1. For n = poly()), if PE is CPA-1-sided secure without collusions (Definition 9), SKE is
CPA secure (Definition 4), and LOBF is secure (Definition 2), then the n-input PE scheme

IT from Construction 2 is CPA-1-sided secure in the secret-key setting without collusions
(Definition 13).

2. For n = O(log()\)), if PE is CPA-2-sided secure without collusions (Definition 9), SKE
is CPA secure (Definition /), and LOBF is secure (Definition 2), then the n-input PE
scheme I from Construction 2 is CPA-2-sided secure in the secret-key setting without
collusions (Definition 13).

Corruption setting. We now move on to our construction of n-input PE that is CPA-1-
sided secure in the (n — 1)-corruptions setting without collusions. This construction handles
constant-arity (i.e., n € O(1)) since the decryption running time is O(n™). It is based on CPA
secure single-input PE, lockable obfuscation, and PKE and it leverages the nested execution
technique described in Section 1.2. Also, the same construction achieves CPA-2-sided security
if the initial single-input PE is CPA-2-sided secure.

Construction 3 (n-input PE in the corruption setting). Consider the following primitives:

1. A PE scheme PE = (Setup;, KGeny, Ency, Dec;) with message space My = {0, 1}73(N)+ma(A)
input space X1 = X1 1 X ... x X1, and predicate space Py = {P(z1,...,zn)} = {P1(z1) A
o APy(xn)}. Without loss of generality, we assume that PE has ciphertext space Y1 and
there exists a (single) wildcard input (z7, ..., x}) € X1 such that V(Pi(z1)A.. . APy (zy)) €
P1,Vi € [n],P;i(z}) = 1.

2. For i € [n], a PKE scheme PKEy; = (KGeng;, Ency;, Decy;) with message space Ma;.
Without loss of generality, we assume that PKE; has ciphertext space Yo ; and secret-key
space Ka ;. Moreover, we assume that Moy = Y1, and Ma; = Yo ;-1 for everyi € [n]\{1}.

3. A lockable obfuscation scheme LOBF3 = (Obfs, Evaly) with message space M3 = (Kg1 U
- UK,) x {0, 1}HeeMIFY for the family of circuits CTTS (\) = {Ci"_ .} defined in Fig-

,83,d3 c,sk,i

ure 7, where ng(X), s3(\), d3(\) depends on the schemes PE,PKEy 1, ..., PKEs , used, and
the circuits C" (A).

n3,s3,d3

4. A lockable obfuscation scheme LOBF, = (Obfy, Evaly) with message space My for the
family of circuits CoUt. . (\) = {C .} defined in Figure 7, where ng(\), sa(N), da(N)

n4,84,d4 c,sk,i

depends on the schemes PE,PKEg 1, ..., PKEa,, LOBF3 used, and the circuits C3" (N).

N4,84,d4
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(Cin

c,sk,

(C1,...,Cn2,sk1,...,skn,dkp)

Initialize:
cn =c,ski =sk,Cpm1 = L, k= 1,Vj € [n]\ {3}, sk; = sk;
If 3w € [n — 2] such that C, # L and Cyq1 =1: k=w
end initialize.
If Kk # L do: J If k=L, no circuit to execute.
/| Execute each circuit received in input in order to retrieve the related secret key.

For ¢ € [k] do: n—24+t—k
——
Evalg(Ct, ((Ct+1, ce ,(Ck, J_, ey J_,Skll, e ,Skfn,dkp)) =T

If r=_1: return L
Else: skj, = sk where r = (sk,h) / Save the secret key returned by C.
end for.
end if.
// At this point, all secret keys are known.
For j from n to 1 do: Decy j(sk}, ¢;) = ¢j—1
Deci (dkp, cp) = v
If v = 1: return L
Else: return y" where v = (yi", yo't)
cout (Cq,...,Cp_1,dkp)

c,sk,i

Initialize: ¢, = c,skj = sk,Vj € [n] \ {i}, sk = L
/| Execute each circuit received in input in order to retrieve the related secret key.
For t from 1 ton —1 do: t—1
! ’

Evalg((Ct, ((Ct+17 e ,Cn_l, J_, ey J_,Skl7 ey Skn,dk]p)) =T

If r = 1: return L

Else: sk}, = sk where 7 = (sk,h) / Save the secret key returned by C.
end for.
// At this point, all secret keys are known.
For j from n to 1 do: Dec27j(sk;-,t:j) =cj1
Decy (dkp, cp) = v
If v = 1: return L

t out)

Else: return 42 where v = (y", ¢/

Figure 7: Definitions of the circuits Ci", . and C° . supported by the lockable obfuscation

c,sk,i c,sk,i

schemes LOBF3 and LOBF4 of Construction 3.

n

We build a n-input PE scheme with message space M = My X ... X My, input space X = X1,
and predicate space P = P1 = {P(z1,...,25)} = {Pi(x1) A ... APp(zn)} with wildcard (i.e.,
there exists a (single) wildcard (z7,...,x}) € X such that V(P1(z1)A... APy (2,)) € P, Vi € [n],
Pi(x}) =1), as follows:

Setup(1*): Upon input the security parameter 1* the randomized setup algorithm outputs (eky,
..., eky,) and msk where (mpk, msk) <s Setup;(1}), ek; = (mpk,sk;, pky,...,pk,), and
(ski, pk;) <—s KGeng (1) fori € [n].

KGen(msk, P): Upon input the master secret key msk and a predicate P € P, the randomized
key generator algorithm outputs dkp <—s KGeny (msk, P).

Enc(ek;, z;, m;): Let i € [n]. Upon input an encryption key ek; = (mpk,sk;, pky,...,pk,), an
input x; € X1;, and a message m; € My, the randomized encryption algorithm samples
(yin, o) <5 {0,1}53N 54N and proceeds as follows:

(0)

()

1. Compute ¢

%

s Ency(mpk, (21, ..., 2n), (y1", y9U%)) where x; = z; for j € [n] \ {i}.
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52 Ci
Finally, it outputs c; = ((E?”t, @i”), where @?“t s Obfy(17, (C‘c’;‘,f) -« ,yf“t, m;) and (E'Z" 3
Obf3(1%, C”}n) » ,y;”, (ski, ).

2. For j € [n], compute ¢;”’ <—s Enca j(pk;

Dec(dkp, c1, ..., cn): Upon input a decryption key dkp for predicate P € P, and n ciphertexts
(c1y...,¢n) such that ¢; = ((C"”t (C”‘) fori € [n]. The deterministic decryption algorithm
returns (ma,...,my) where m; = Eva|4((C°“t (C o 'Z“ LG, ,Cn dkp)) for i €

(]

Correctness follows from the one of the underlying primitives (see also Figure 7 for the
definitions of (C'C"Sk ;, and (Cg“stk ;). Moreover, decryption is polynomial time when n € O(1).

Below, we establish the followmg result whose proof appear in Appendices E.5 and E.G.
Theorem 6. Let n = O(1), PE, PKEa1,...,PKEsy,, LOBF3, and LOBF4 be as above.

1. If PE is CPA secure without collusions (Definition 8), each PKEa; (for i € [n]) is CPA
secure (Definition 6), and both LOBF3 and LOBFy are secure (Definition 2), then the n-
input PE scheme I1 from Construction 3 is CPA-1-sided secure in the (n — 1)-corruptions
setting without collusions (Definition 13).

2. If PE is CPA-2-sided secure without collusions (Definition 9), each PKEg; (for i € [n]) is
CPA secure (Definition 6), and both LOBF3 and LOBF4 are secure (Definition 2), then the
n-input PE scheme I from Construction 3 is CPA-2-sided secure in the (n—1)-corruptions
setting without collusions (Definition 13).

Remark 4 (On wildcards). Wildcards affect the security guarantee and the expressiveness of
the multi-input PE construction depending on the presence of corruptions. In the case of
no corruptions (Construction 2) , the (single) wildcard can be removed by simply requiring
each i-th sender not to compute a ciphertext ¢; under the corresponding i-th wildcard z7,
i.e., Enc(ek;, z;, m;) outputs L whenever x; = z}. In other words, we can transform any secure
multi-input PE for P(z1,...,2,) = Pi(z1)A.. . AP, (z,) with wildcard (z7, ..., z}) into a secure
multi-input PE for the same predicate P(x1, ..., x,) without the wildcard. On the other hand,
this cannot be done when corruptions are in place (Construction 3). Indeed, if the adversary
gets an encryption key ek;, then it can use the latter to always produce a ciphertext ¢; under
x}. This means that the adversary can always use ek; (of the corrupted user) and satisfy the

-

i-th predicate P; (this also affects the security proof of Construction 3. See Appendices E.5
and E.6).

Remark 5 (On unbounded collusions). For completeness, we highlight that if we start from an
initial single-input PE scheme PE (of Theorems 5 and 6) that is CPA-1-sided secure against
unbounded collusions, both our Construction 2 and Construction 3 are CPA-1-sided secure with
respect to a weaker form of unbounded collusions (but still stronger than no collusions). For
the sake of clarity, we focus on our secret-key Construction 2, but the same argument holds for
our Construction 3 against corruptions.

In case of no collusions, at the beginning of the proof of Theorem 5 (see Appendix E.3),
we show that the adversary’s validity condition (of Definition 13) is equivalent to satisfying at
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least one of the following four conditions: for some jo, j1 € [n],

Validity, :
Pi2d) =0A .. AP (Y) =0AP;(z) =0A ... APE(zl) =0 (3)
Validity, j, ;, : V2, € Qj,, Vo), € Qj,
5, (a2,) = 0 A B} () = 0 A, (2,) = 0 AP, () =0 (@)
Validitys ;, : Vo), € Qjy,
IP’;TO($?O) =0AP; (z},) =0 AP (z]) =0A.. . APi(2z)) =0 (5)
Validity, ;, : V), € Qj,
Pi(al) =0A ... AP (zp) = 0APS (zj,) =0APS () =0 (6)
where P*(x1,...,2n) = (Pi(z1) A ... AP!(2y)) € OKgen is the single key generation query
submitted by the adversary A, ((z9,...,29%),(z},...,2L)) is the adversarial challenge inputs,

and Q; are the predicate inputs submitted to the encryption oracle Enc(ek;, -, -) for i € [n].

When working with CPA-1-sided security against (fully-fledged) unbounded collusions, a
valid adversary can obtain two decryption keys for P and P’ that satisfy Equation (4) (or Equa-
tions (5) and (6)) with respect to two different indexes jo,71 € [n] and j),j1 € [n], ie.,
(Jo,j1) # (Jo»74)- When this happens the proof fails since, as we discussed in Section 1.2,
our reduction will make an invalid set of queries to the KGen oracle of the single-input PE.
However, we observe that the exact same proof of Theorem 4 goes through when we allow A to
asking for multiple decryption keys under the restriction that: 3jo,71 € [n], VP(z1,...,2,) =
(Pi(z1) A ... APp(zy)) € OKGen, such that either one condition between Equations (3) to (6) is
satisfied (i.e., the same indexes jo, j1 for all predicates P € Okgen)-
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A Matchmaking Encryption

A.1 Security of ME

In ME, a trusted authority generates a decryption key for the receiver, associated to an arbitrary
policy of his choice. The receiver is able to decrypt the message if and only if a match occurs,
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i.e. the sender’s attribute match the receiver policy, and vice-versa. Differently from | ,
], we consider honest senders (i.e., we do not consider authenticity security). Hence,
the sender do not need to receive an encryption key from the authority, but can encrypt a
message directly with the sender’s attribute as an input. Security against malicious senders (i.e.,
authenticity) can be achieved by relying on similar techniques of | , , ],
by combining non-interactive zero-knowledge proofs and digital signatures.
Formally, an ME with message space M, sender’s policy and attribute spaces P; and U,
receiver’s policy and attribute spaces Py and Us, is composed of the following polynomial-time
algorithms:

Setup(1*): Upon input the security parameter 1* the randomized setup algorithm outputs the
master public key mpk and the master secret key msk.

RKGen(msk, p): The randomized receiver-key generator takes as input the master secret key
msk, and attributes p € Us. The algorithm outputs a secret decryption key dk, for
attributes p.

PolGen(msk,S): The randomized receiver policy generator takes as input the master secret key
msk, and a policy S € Py. The algorithm outputs a secret decryption key dkg for the
circuit S.

Enc(mpk, o, R, m): The randomized encryption algorithm takes as input the master public key
mpk, attributes o € U1, a policy R € Py, and a message m € M. The algorithm produces
a ciphertext c linked to both ¢ and R.

Dec(dk,,dks, c): The deterministic decryption algorithm takes as input a secret decryption key
dk, for attributes p € Us, a secret decryption key dkg for a circuit S € P, and a ciphertext
c. The algorithm outputs a message m.

Correctness states that the receiver can obtain the message with overwhelming probability if
a match occurs. As for security, we consider the standard definition of ME, namely CPA-1-sided
and CPA-2-sided security. Informally, CPA-1-sided security captures the secrecy of the sender’s
attributes, the sender’s policy, and the message when a match does not occur. On the other
hand, CPA-2-sided security extends this secrecy even when a match occurs.

Definition 14 (Correctness of ME). An ME with message space M, sender’s policy and at-
tribute spaces P and Uy, receiver’s policy and attribute spaces Py and Us, is correct if VA € N,
V(mpk, msk) output by Setup(1}), Vm € M, Yo € U1 Vp € Uz, VR € Py, VS € P, such that
S(o) =1AR(p) =1:

P[Dec(dk,, dks, Enc(mpk, o, R,m)) = m] > 1 — negl(\),

where dk, <—s RKGen(msk, p), and dkg <—s PolGen(msk, S).

Definition 15 (CPA-1-sided and CPA-2-sided security of ME). Let ¢ € [2]. We say that an
ME II is CPA-t-sided secure if for all valid PPT adversaries A = (Ag, A1):

St 1
B[GER M) = 1] - 3| < neei)

where game Gﬁpﬁ“t‘ME()\) is depicted in Figure 8. Adversary A is called valid if Vp € Qrkgen, VS €

QPolGem
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G](_ZIF:ﬁ»t»ME ()\)

(mpk, msk) <s Setup(1*)

RKG k,),PolG K, -
(mo,ml,RO,Rl,oo,al,a) s Ay en(msk,),PolGen(msk, )(1>‘

b+<s${0,1}, c s Enc(mpk, o?, R®, m?)
b s ATKGen(msk,-),PoIGen(msk,-) (1/\’ ¢, a)
If (b’ = b): return 1

Else: return 0

, mpk)

Figure 8: Games defining CPA-t-sided security of ME.

e Case t =1 (mismatch only):

or (R%(p) = R'(p)) A (S(0°) = S(a1)) A (m = m!). (8)

We stress that CPA-1-sided and CPA-2-sided security reflects the “mismatch condition” and
“match condition” of the original work of Ateniese et al. | , Definition 5]. We chose to
change their names to avoid confusion and make the notation consistent with respect to the
one of PE. Also, we stress that [ , Definition 5] defines security of ME only in term of
CPA-2-sided security (whereas, in this work, we also consider the weaker notion of CPA-1-sided
security).

A.2 ME from 2-Key PE

Construction 4. Let kPE = (Setup;, KGeny, Ency,Decy) be a 2-key PE scheme with message
space M, input space X = X1 X Xy, and predicate space P = {P,r(v1,%2)}(pr)cy indeved by
YV = V1 X Vy such that

PPJR(Uv S) = PP(S) APr(0) = S(ﬂ) AR(o),

where 0 € X1, S € X, p € V1, and R € Vo. We build an ME scheme with message space M,
sender’s policy and attribute spaces Xo and X1, and receiver’s policy and attribute spaces Vo and
V1, in the following way:

Setup(1>‘): Upon input the security parameter 1*, the randomized setup algorithm outputs mpk =
mpk and msk = (msky, msks) where (mpk, msky, msks) <—s Setup; (11).

RKGen(msk, p): Upon input the master secret key msk = (msky, mske) and attributes p € Vi,
the randomized receiver key generator outputs dk, <—s KGeny(msky, p).

PolGen(msk,S): Upon input the master secret key msk = (msky, mska) and a policy S € Vs, the
randomized receiver policy generator outputs dks <—s KGenq(mska, S).
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Enc(mpk, o, R, m): Upon input the master public key mpk, attributes o € X1, a policy R € Xy,
and a message m € M, the randomized encryption algorithm computes ¢ <—s Ency (mpk, (o,
R),m).

Dec(dk,, dks, c): Upon input a secret decryption key dk,, for attributes p € V1, a secret decryption
key dks for a policy S € Vs, and a ciphertext c, the deterministic decryption algorithm
outputs m = Decy(dk,, dks, c).

Correctness follows from the correctness of kPE. Below, we establish the following result.
Theorem 7. Let kPE be as above.

1. IfkPE is CPA-1-sided secure (Definition 11) then the ME scheme 11 from Construction /
is CPA-1-sided secure (Definition 15).

2. If kPE is CPA-2-sided secure (Definition 11) then the ME scheme 11 from Construction /
is CPA-2-sided secure (Definition 15).

Proof. (CPA-1-sided security of I1) Suppose there exists a valid PPT adversary A with a non-
negligible advantage in breaking the CPA-1-sided security of II. We build an adversary A’ that
breaks the CPA-1-sided security of kPE. A’ is defined as follows:

1. Receive mpk from the challenger and send it to A.
2. A answers to the incoming oracle queries as follows:

e On input p € V; for RKGen, forward the query p to KGen(mski,-) and return the
answer dk,.

e On input R € V5 from PolGen, forward the query R to KGen(msks, ) and return the
answer dkg.

3. Receive the challenge (m° m! R R oY o!) from A’. Send the challenge (m®, m!, 2% 21)

where ¢ = (0, S%) for i € {0,1}. Forward the challenge ciphertext c to A.
4. Answer to the incoming oracle queries as in [tem 2.
5. Return the output of A.

Let d be the challenge bit sampled by the challenger. A’ perfectly simulates the view of A.
Moreover, A is a valid adversary, i.e., it satisfies the mismatch condition of Equation (7).
This implies that Vp € QKGen(msk1,~)>R € QKGen(msk2,~)a PPR(UO,SO) = So(p) A R(UO) = 0 and
P,r(c!,S') = S'(p) AR!(0) = 0. Hence, A’ is a valid adversary for GE,E@;&?“PE()\). This
concludes the proof.

(CPA-2-sided security of I1) The reduction is identical. The only difference is the analysis
of the validity of A’. Since A is a valid adversary with respect to the CPA-2-sided security
experiment of kPE, i.e., it satisfies Equation (8). This implies that Vp € Qkgen(msk;,) R €

QKGen(mskg,-)7 either PPR(JO,SO) = PPR(OJ,SI) =0 or PPR(O'O,SO) = IP)pﬁ]R(al?Sl) Am =ml.
Hence, A’ is a valid adversary for GEEEA;E;kPE()\). This concludes the proof. O
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B Non-Interactive Multi Party Computation (with Correlated
Randomness)

B.1 Security of CPA-1-sided reusable k-robust NI-MPC for all-or-nothing
functions

A NI-MPC protocol for a function f : V; x ... x V,, — ) is a (non-interactive) protocol
between n parties and an evaluator.”’ On initialization, a trusted party executes the setup
algorithm (crs, eky, ..., ek,) <—sSetup(1*, f). Then, it publishes the common reference string
crs and sends the (possibly correlated) encryption keys to the corresponding parties, i.e., the
i-th party receives the i-th encryption key ek;. After the setup phase, each party, owning an
input v; € V;, sends a single message ¢; <—s Enc(crs, ek;, v;) to the evaluator. The latter will be
able to compute the output of the function f by executing f(v1,...,v,) = Eval(crs,c1,...,¢p).
We focus on NI-MPC without session identifiers, i.e., the encryption algorithm do not takes in
input the unique identifier for the current round. Hence, messages computed in different rounds
can be interleaved by design (this will affect the security definition of NI-MPC).

Formally, a NI-MPC protocol II for a function f : Vi x...xV,, — ) consists of the following
algorithms:

Setup(1*, f): Upon input the security parameter 1* and a function f : Vi x ... x V, — Y,
the setup algorithm outputs the common reference string crs and n encryption keys
ekq, ..., eky.

Enc(crs, ek;, v;): Upon input a common reference string crs, an input v; € V;, and an encryption
key ek;, the randomized encryption algorithm outputs a ciphertext c;.

Eval(crs,ci, ..., cp): Upon input a common reference string crs and n ciphertexts ci, ..., ¢y, the
deterministic evaluation algorithm outputs a value y € Y.

Correctness states that the evaluation of n ciphertext (ci,...,¢,), computed over the inputs
(v1,...,0y), outputs f(vy,...,vy,)

Definition 16 (Correctness of NI-MPC). A NI-MPC protocol for a function f : Vi x...xV, —
Y is correct if VA € N, V(crs, eky, ..., eky) output by Setup(1?, ), V(v1,...,vn) € V1 X ... X Vy,
we have:
P[Eval(crs, c1,...,¢n) = f(v1,...,0,)] =1 — negl(A),
where ¢; < Enc(crs, ek;, v;) for i € [n].
As for security, a k-robust NI-MPC guarantees the secrecy of the inputs of honest parties
even in the presence of an adversary that corrupts a set Qcore of k parties (when an adversary

corrupts the i-th party it obtains its encryption key ek; and the latter gives to the adversary
the ability of producing adversarially chosen messages using ek;). Following the blueprint of

Halevi et al. | ] (see also | ]), this is formalized by an indistinguishability-based
definition that states the infeasibility of distinguishing between (Enc(crs,eky,v?), ..., Enc(crs,
ekn,vY)) and (Enc(crs, ekq,v1), ..., Enc(crs, eky, v})),?! so long as any interleaving of the honest

inputs with any adversarially chosen input v} € V;, belonging to a corrupted party i € Qcorr,
produces the same function evaluation. In addition, security of NI-MPC can be formulated in
two different settings, named non-reusable and reusable NI-MPC:

29Depending on the scenario, the evaluator can be any of the parties running the NI-MPC protocol

21Simulation-based security of NI-MPC for general functions is impossible. Indeed, simulation-based NI-MPC
implies virtual black-box (VBB) obfuscation | , , ] and the latter is impossible for certain
class of circuits/functions | ].
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GIA™ ()

(crs,eki, ... ekyp) < Setup(1>‘, )

Corr(-),{Enc(crs,ek;,") }icrn
(09, op)s (01,5 v), @) 8 Ag POTEM 2 ers)
b+s{0,1},c1 s Enc(crs, ekq, v?), ..., cn <8 Enc(crs, ekn, %)
Corr(+),{E ekiy)} s
b s Alorr( )»{Enc(crs,cks )}"e["](lk,cl, coyCn, Q)

If (b’ =b): return 1

Else: return 0

Figure 9: Game defining (CPA-1-sided) reusable k-robust security of NI-MPC for all-or-
nothing functions and without session identifiers. On input ¢ € [n], the corruption oracle
Corr(-) returns the i-th encryption key ek;.

e Non-reusable NI-MPC guarantees the secrecy of parties’ inputs only if the setup is exe-
cuted after each round (i.e., a single evaluation f(v1,...,v,) per setup is allowed).

e On the other hand, reusable NI-MPC provides a stronger security guarantees allowing
parties to use the same setup in multiple rounds. As defined in [ ], full-fledged
reusability NI-MPC makes use of session identifiers in order to block interleaving of mes-
sages produced in different rounds. In particular, in each round of computation, the
parties compute their messages ci,...,c, by attaching to them a unique session iden-
tifiers ¢. Only messages cy, ..., c, with the same identifier £ can be evaluated together
yielding f(v1,...,v,) = Eval(crs,c1,...,cp).

We focus on a weaker notion of reusability without session identifiers, specifically tailored
for all-or-nothing functions, that allows to re-use the same setup until a certain condition is
satisfied. An all-or-nothing function fp : Vi X ... x V,, = (M1 x ... x M,,) U {L} returns

parties’ messages (mi,...,my) € My X ... x M, only if a predicate P(z1,...,z,) is satisfied,
i.e.,
(my,...,my) ifP(xy,...,2,) =1
V.o yUp) = 9
felwn n) {J_ otherwise ©)

where v; = (25, m;) € V; = X; x M, for i € [n]. We named our weaker notion of reusability
CPA-1-sided reusability and, in a nutshell, it allows parties to reuse the same setup (without
affecting the security of the protocol) so long as fp evaluates L for any combinations of the
honest inputs and every input associated to the corrupted parties.’” This condition resembles
the CPA-1-sided security of multi-input PE (Definition 13).

Definition 17 (CPA-1-sided reusable k-robust security of NI-MPC for all-or-nothing functions).
Let fp : Vi X ... xV, = (M1 x ... x My)U{L} be an all-or-nothing function as defined
in Equation (9). We say that a NI-MPC protocol II for fp is CPA-1-sided reusable k-robust
secure if for any valid PPT adversary A = (Ap, A1) we have:

B[] - | < neeily

where Gg:?pc()\) is depicted in Fig. 9. Let Q; = Qpnc(crs,ek;,) for @ € [n]\ Qconr and Q; = A; for
i € Qcorr- Adversary A is called valid if |Qcore|] < k and Vd € {0,1}, Vj € [n], V(v],...,v),) €
Q1 U {vf} x ... x @, U {vl}, we have that

d
fe(vp, - -avé'fly"”j ”§'+1v---=vizf1) =1

22We consider every combination of the inputs due to the lack of session identifiers.
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We stress that both the flavors of corruption and challenge selection considered in our Defi-

nition 17 are stronger than the one of Halevi et al. | |. In Definition 17, the adversary
can both choose which parties want to corrupt and the challenge adaptively. On the other
hand, | ] only covers selective security on both aspects.

Remark 6 (On the relation between NI-MPC, 10, and null iO). As note by previous works |

], NI-MPC has strong relations with i0. Taking into account full-fledged reusability,
indistinguishability-based 0-robust NI-MPC for general functions that supports n = poly(})
parties implies i0. The construction is reminiscent to that of iO from multi-input functional
encryption [ ]. Analogously, we can translate the above implications to the setting of
CPA-1-sided reusability and null iO (and, in turn WE) | , , ], i.e., CPA-1-
sided reusable O-robust NI-MPC for general functions that supports n = poly(A) parties implies
null i0. This shows that nonetheless CPA-1-sided reusability is a weakening of standard reusabil-
ity, it is non-trivial to achieve for general functions. Moreover, if we consider 1-robustness, we
can get rid of both the (CPA-1-sided) reusability and n = poly(\) parties requirements. In
particular, as described in Section 1.4, we can build iO (resp. null iO) from indistinguishability-
based (resp. CPA-1-sided) non-reusable 1-robust NI-MPC supporting n = 2 parties.**

B.2 NI-MPC for all-or-nothing functions from multi-input PE

In this section, we build a CPA-1-sided reusable k-robust NI-MPC protocol for fp: V) x ... X
Vi = My x...x My)U{L} (defined as in Equation (9)) from any CPA-1-sided secure n-input
PE in the k-corruptions setting without collusions.

Construction 5. Let iPE; = (Setup;, KGeny, Ency, Decy) be a n-input PE scheme with mes-
sage space M = My x ... x M, input space X = X X ... X X, and predicate space
P1 = {P(x1,...,x,)}. Let Vi = X; x M; fori € [n]. For every P € Py, we build a NI-MPC
protocol for the function fp: Vi x... X Vy, — (M1 Xx...x Myp)U{L} (as defined in Equation (9))
in the following way:

Setup(1*, fp): Upon input the security parameter 1* and a function fp, the randomized setup
algorithm computes (eky, . .., ek,, msk) «s Setup, (1*) and dkp = KGen;(msk, P) where P €
P1 is the predicate defining the function fp. Finally, it returns crs = dkp and ekq, . .., ek,.

Enc(crs, ek;, v;): Let i € [n]. Upon input the common reference string crs = dkp, the encryption
key ek;, and the input v; = (x;,m;) € Vi, the randomized encryption algorithm outputs
C; <8 Encl(eki, Zi, ml)

Eval(crs,c1,...,¢n): Oninput the common reference string crs = dkp and n ciphertexts cy, . .., cy,
the evaluation algorithm outputs Decy(dkp,c1, ..., cp).

Correctness follows from that of the underlying n-input PE iPE;. In particular, correctness
for the case fp((x1,m1),...,(xn, my)) = L (i.e., P is not satisfied) can be obtained by extending
the iPE;’s correctness to the case of P is not satisfied, i.e., Dec(dkp, c1,...,¢,) = L whenever
P(z1,...,2,) = 0.2

23Non-reusable 1-robust security of NI-MPC means that the honest encryption key ek; is used only once (i.e.,
to compute a single message) whereas ek;—; is revealed to the adversary (i.e., the adversary can use it multiple
times without breaking the security of the NI-MPC protocol).

24Correctness for the case P(21,. .., z,) = 0 can be seamlessly added to any multi-input PE scheme by applying
an efficiently computable and invertible padding ®(-) (e.g., ®(m) = m||1]||0* where X is the security parameter)
before encrypting the message m;, i.e., Enc(ek;, z;, ®(m;)). On decryption, the n-input PE scheme will return L
whenever the padding is invalid.
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Security of Construction 5 is formalized by Theorem 8. By combining Theorems 5 and 8
(and [ 1), we obtain a CPA-1-sided reusable 0-robust NI-MPC protocol for n = poly(\)
parties (based on the LWE assumption) for all-or-nothing functions fp (Equation (9)) where P
is a conjunctions of arbitrary predicates with wildcards. Similarly, by combining Theorems 6
and 8, we obtain a CPA-1-sided reusable (n — 1)-robust NI-MPC protocol for n = O(1) parties
for the same class of functions. Both settings are non-trivial and they both imply null iO (and
WE) in the case of NI-MPC for general functions (see Section 1.3 and Remark 6).

Theorem 8. Let iPE; as above. If iPE; is CPA-1-sided secure in the k-corruptions setting
without collusions (Definition 13), then I1 of Construction 5 is CPA-1-sided reusable k-robust
secure (Definition 17).

Proof. Suppose there exists a valid PPT adversary A with a non-negligible advantage in breaking
the partial reusability k-robust security of NI-MPC. we build an adversary A’ that breaks the
CPA-1-sided security in the k-corruptions setting without collusions of iPE;. A’ proceeds as
follows:

1. Send P to the oracle KGen;(msk, ) and receive dkp.
2. Send crs = dkp to A.
3. A’ answers the incoming oracle queries as follows:

e On input v; = (x,m) € V; for Enc(crs, ek;, -) where i € [n], forward the query (z,m)
to Ency(ekg, -, ) and return the answer ¢; to A.

e On input ¢ € [n] for Corr(-), forward the query i to oracle Corri(:) and return the
answer ek; to A.

4. Receive the challenge (v = (z§,m?),...,v) = (29,m2)) and (vi = (z1,mi),..., v} =
(2, M)

5. Send ((mY,...,m{), (2%,...,2%)) and ((ml,...,mb), (z},...,2L)) to the challenger.

6. Receive the ciphertexts (ci,...,c,) and forward them to A.

7. Answer to the incoming oracle queries as in [tem 3.
8. Return the output of A.

The adversary A’ perfectly simulates the view of A. Moreover, by combining |Qkgen,| = 1 (A
submits a single query to the KGeny oracle) and A’s validity, we can easily conclude that A’
is a valid adversary for the experiment GEPA-1PE()\) without collusions. This concludes the

proof. O

C Relating Multi-key PE and Multi-input PE

Here, we show a construction of n-key PE from (n+1)-input PE supporting arbitrary predicates
and tolerating 1 corruption. In more details, it suffices that the (n + 1)-input PE satisfies a
weaker flavor of security under corruptions, named £-hybrid setting.
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If (b/ =b): return 1

Else: return 0

yClyeeny Cry )

Figure 10: Game defining CPA-t-sided security of n-input PE in the ¢-hybrid setting.

C.1 Multi-input PE in the /-Hybrid Setting

A multi-input PE in the hybrid setting allows to generate (during setup) some encryptions keys
that can be made public. The main difference between the hybrid setting and the corruption
setting is that in the former the setup needs to know a priori which ones will be public (in
other words, the setup depends on the keys that the adversary wants to leak/obtain). For
this reason, it is easy to see that the hybrid setting is stronger than the secret-key one but
significantly weaker than the corruption setting (in which the keys are leaked by the adversary
in an adaptively fashion).

We assume that the Setup algorithm takes as input an additional parameter 1¢ denoting
the number of keys that will be made public. Without loss of generality, we assume that the
first n — ¢ keys (eki,...,ek,_¢) are kept secret whereas the last ¢ keys (ekp,—_¢y1,...,¢€ky,) are
published. Observe that, for £ = 0, the hybrid setting corresponds to the secret-key setting
(see Section 4.2).

Definition 18 (¢-Hybrid CPA-1-sided and CPA-2-side security of n-input PE). Let ¢t € [2].
We say that a n-input PE II is CPA-t-sided secure in the ¢-hybrid setting if for all valid PPT
adversaries A = (Ag, A1):

; 1
B[GHR P ~ 1] - 3] < negiO)

where game Gﬁh/zb'cpA'l_iPE()\) is depicted in Figure 10. Let Q; = {z[3(z,m) € Qgnc(eks,)}

for i € [n— () and Q; = X; for i € [n]\ [n — £]. Moreover, let Q¢ (for d E {O 1}) be

the ordered list composed of the predicate inputs Q; and the challenge input fc Qd =
{z, 1, d),. .,xgk“d),x(k ithd) zd} where k; = |Q;| and 209 e Q; for j € [ki]. Adversary A is
called valid if |Qcorr| < £ and VP € OkGen, VJj € [n], Vi1 € [k1 +1],...,Vip € [kn + 1], we have
Case t = 1: P(x g o .. ,xfﬁ]l’o), ?,xﬁ?’o), a0y =
P ) <0
Case t = 2: Either
PO, gl 0 G G0
P .. ,xﬁ;“”,x}, LoD glimD)y =0
or
P(:L,gilvo)’ . ,J;giiilvo), ?’ x‘gijjl’lzo)’ . ’x’gln70)) —
P(xgi1’1)7 o 73:;'21171)7 ]1’ 95;2?’1)7 . ,a:g"’l)) A m? _ mjl
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C.2 Multi-key PE from Multi-input PE

In the this section, we build a n-key PE from (n+1)-input PE that tolerates 1 public encryption
key, i.e., 1-hybrid setting (Definition 18). The idea is to use the first n inputs of the predicate
P(z1,...,2p4+1) (of (n + 1)-input PE) to determine the indexes (vi,...,v,) € V that define
the predicate Py, . ., (z) of the n-key PE, i.e., P(z1,...,2p41) = P(v1,...,0n,2) = Py, 0. (x)
where x; = v; for i € [n] and x,41 = .

Construction 6. Let iPE = (Setup;, KGeny, Ency,Decy) be a (n + 1)-input PE scheme with
message space M = M1 X ... X M1, input space X = X1 X ... X X411, and predicate space
P =A{P(x1,...,2nt1)} such that

P(xlv cee ,$n+1) = P$17-~~7xn (:Un+1)7

where x; € X; fori € [n+1]. We build a n-key PE scheme with message space M = M, 11, input
space X = X, 11, and predicate space P = {Py, 0, (T)}(0y,....00)ev indezed by V = Xy x ... X Xy,
in the following way:

Setup(1Y): Upon input the security parameter 1* the randomized setup algorithm outputs mpk =
ek, and msk; = (eky,dkp),. .., msk, = (eky,,dkp) where (mpk’, ek, ..., ek,+1) <s Setup; (
1) and dkp <—s KGeny(msk',P) for P € P;.

KGen(msk;,v;): Let ¢ € [n]. Upon input the i-th master secret key msk; = (ek;,dkp), and the
i-th predicate index v; € X;, the randomized key generator outputs dk,, = (c,,,dkp) where
Cy; <3 Ency(ek;, v;, L).

Enc(mpk, z,m): Upon input the master public key mpk = eky11, an input x € X,4+1, and a mes-
sage m € My41, the randomized encryption algorithm computes ¢ <s Ency(eky41,2,m).

Dec(dky,, - .., dky,,c): Upon input n secret decryption keys dky, = (cy,,dkp), ..., dky, = (¢, ,dkp)
and a ciphertext ¢, the deterministic decryption algorithm outputs myy1 where (mq, ...,
Mp+1) = Deci(dkp, ¢y, s ..y, 5 €).

Correctness follows from the correctness of iPE. As for security, we establish the following
result.

Theorem 9. Let iPE be as above. For t € [2], if iPE is CPA-t-sided secure in the 1-hybrid
model without collusions (Definition 18) then the n-key PE scheme 11 from Construction 6 is
CPA-t-sided secure (Definition 11).

Proof. (CPA-1-sided security of I1) Without loss of generality, we assume that the adversary
A submits (at least) one query to each key generation oracle KGen(msky,-),. .., KGen(msky,, -)
(proving the security of II against this adversary implies the security of II against any other
adversary that does not query an oracle KGen(msk;, -,-) for a j € [n]). Suppose there exists a
valid PPT adversary A with a non-negligible advantage in breaking the CPA-1-sided security of
I1. We build an adversary A’ that breaks the 1-hybrid CPA-1-side security (without collusions)
of iPE. A’ is defined as follows:

1. Receive ek, 1 from the challenger and send it to A.

2. Send the query P (i.e., the predicate supported by iPE) to the KGen; oracle and receive
dkp.

3. Initialize £; = {0} for i € [n]. A’ answers to the incoming oracle queries as follows:
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e On input v; € X; for KGen(msk;, -), forward the query (v;, L) to oracle Ency(ek;, -, )
and receive the answer ¢,,. Add v; to £; and return dk,, = (¢,,,dkp).

4. Receive the challenge (m° m!, 2% x!') from A. A’ sends the challenge ((m?,...,m9), (mi,
1 0 0 1 1 i i NS SR AN A
o), (2, 2), (2,0, @) where my = oo =my, = L,omg = mt ol =t =

@j<s L;, and x| = ', for j € [n] and i € {0, 1}.
5. Receive the challenge ciphertexts cq,...,cy4+1 and forward c,41 to A.
6. Answer to the incoming oracle queries as in [tem 3.
7. Return the output of A.

Let d be the challenge bit sampled by the challenger. A’ perfectly simulates the view of A.
Moreover, since A is a valid adversary, we have that Yv1 € Qkgen(msky, )« > V0n € QKGen(mskn,)>
we have Py, 4, (%) = Py, 4, (1) = 0. In order to be valid, A’ needs to satisfy the condition
of Definition 18. Let QY as defined in Definition 18. First, note that, for i € [n], we have
that Q) = Q! = OKGen(msk;,) = Li since zd = x}_d = x; are sampled from £; (i.e., Q; does
not contain any value that depends on the challenge bit d). Hence, the only case in which the
adversary A’ may evaluate the predicate P on an input that depends on the challenge bit d (i.e.,
the cases captured by Definition 18) is when A’ uses the challenge ciphertext ¢,11. However,
when ¢, 41 is used, the validity of A implies that V(vy,...,v,) € Ql{ X ...x Qb (recall Qi-’ = Q}fb
for i € [n]),

P(vy,. .., Up, :c?lﬂ) =Py, v (xo) = Py,....on (wl) =P(v1,...,Un, x,llﬂ) =0,

where 2%, = 2' for i € {0,1}. Hence, A’ submits only a single query to oracle KGen; and is
also a valid adversary for Gﬁ;rg:lX,CPA'l'iPE(/\). This concludes the proof.

(CPA-2-sided security of I1) The reduction is identical. The only difference is the analysis of
the validity of A’. By definition A is a valid adversary with respect to the CPA-2-sided security

of iPE, i.e., Yv1 € Qkgen(mski,)s - -1 V0n € DKGen(msky,), We have

Either Py, . ., (mo) =Py v, (xl) =0or

th...,vn (:UO) = Pvlv--wvn (xl) A mo = ml'

If A satisfies the first part of the above condition, then the analysis of A’s validity is identical
to that of CPA-1-sided security. On the other hand, if A satisfies the second part of the above
condition, then the validity of A follows by using an similar argument to that of CPA-1-sided
security and, in addition, observing that

IP>(U1’ <oy Un, x?H—l) = IP)U17~-~7vn (SUO) = Pvlyn-yvn (xl) = IP)(Ulv <oy Uny ‘TiL—H)v

and mY_; =m" =m! =m! ;. This concludes the proof. O

D Relating Multi-key ABE and Multi-input ABE

This work focuses on the definition of multi-key and multi-input PE whose security guarantees
the secrecy of both the messages and the predicate inputs, i.e., CPA-t-sided security for ¢ € [2].
For completeness, we discuss also the relation between multi-key and multi-input schemes when
moving to the weaker attribute-based encryption (ABE) setting, i.e., only the secrecy of the
messages is guaranteed (inputs can be public).

46



First, we note that the discussion of Remark 3 and Appendix C naturally extends to the
ABE setting, i.e., multi-input ABE, supporting arbitrary predicates and tolerating 1 corruption,
implies multi-key ABE.

Second, we show that also multi-key ABE (for arbitrary predicates) implies secret-key multi-
input ABE, i.e., no corruptions.”” This follows by the following two observations:

1. We can first use an n-key ABE scheme, for arbitrary predicates, to build a secret-key
n-input ABE such that only the i-th sender (for ¢ € [n]) can encrypt a message m; (as

considered in [ ).

2. Then, as discussed in | |, we can generalize the construction to support n messages
by instantiating multiple times the n-input ABE and rotating the slot which contains the
message.

Regarding Item 1, let IT = (Setup, KGen, Enc, Dec) be a n-key ABE, supporting the following
class of predicates P = {P,, ., (x)}:

Py, (@) = Po, (01, .., Vi1, &, Vi1, -2y 0n) = Poy (21, .0 20, (10)

where z = z;, v; = z; for j € [n] \ {i}. We can build a secret-key n-input ABE II* =
(Setup®, KGen™, Enc*, Dec*) for P* = {P,,(z1,...,2n)} as follows. Setup® outputs msk* = msk;,
ek; = mpk, and ek; = msk; for j € [n] \ {i} where (mpk, msky,..., msky) <s Setup(1*). To
generate the decryption key dkp,, for Py,, KGen* executes dkp, = dky, < KGen(msk;, v;) where
P,, as defined in Equation (10). The i-th sender can encrypt (z;,m;) by executing Enc*(ek;, x;,
m;) = Enc(mpk, z;,m;). On the other hand, for j € [n] \ {¢}, the j-th sender can encrypt its
input x; (recall only the i-th can encrypt a message) by computing c¢; = dk,; <—s KGen(msk;, x;).
Finally, on decryption, the receiver executes

Dec*(dke,,, c1,- .., ¢n) = Dec(dky, . ., dkq,_,, dky,, dk . dky,,ci)

Sip1se -
where ¢; = dkg; for j € [n]\{i} and dkp, = dk,,. Intuitively, the security of the above secret-key
n-input ABE scheme follows from that of the n-key ABE.

By leveraging the above construction and Item 2, we obtain a standard secret-key n-input
ABE supporting n messages.
E Missing Proofs
E.1 Proof of Theorem 4 (CPA-1-sided security of II)

Consider the predicate space P of Construction 1, i.e.,

P = {Pvl,...,vn ((L'l, ) xn)}(vl,...,vn)ev

= {Pvl (xl) JARERNA ]P)'Un (xn)}(Pvl 7---,Pvn)epl><---><7)n' (11)
Also, consider the validity condition of GﬁPAA‘l‘kPE (Definition 11). We can write such a validity
condition for the predicate space P as follows: Vv1 € Qkgen(mski,)s - - - s Un € QKGen(mskn,-)>
Poy oo (2], 20) =Py (2, 1)) =

(Poy (D) Ao APy, (22)) =0 A (Py, (2)) A ... AP, (29)) =0,

250bserve that multi-key does not imply multi-input when considering the PE setting, i.e., CPA-t-sided security.
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0 1

where 79 = (29,...,2%) and 1 = (z1,...,2}) are the two input challenges output by the

adversary. The above equation can be rewritten as follows: Jjo, j1 € [n], Vvj, € OKGen(msk
vvjl € QKGen(msk

j07')’
1)

0y _ 1y
ijo (xjo) =0A th (le) =0.

Hence, in order to be valid with respect to GICTPAA‘L"PE, A needs to satisfy the above equation.
Let Validity,, ; the validity condition (as defined in Appendix E.1) with respect to some
Jo,j1 € [n]. By taking into account the above point, the CPA-1-sided security of Construction 1
follows by proving the following lemma.

Lemma 1. Let jo,j1 € [n]. If both PEj, and PE;, are CPA secure (Definition 8) and LOBF is
secure (Definition 2), then

1
'P[Gﬁf’g\'l-kPE(A) —1 Validityjml} - 2‘ < negl()).

Proof. Consider the following hybrid experiments:

HJj()\): This is exactly the experiment
lenge bit is b.

Gﬁpﬁ'l'ka conditioned to Validity ; where the chal-

H5()\): Same as HY, except that the challenger computes c;, < Encjb(mpkjb,x?b,w) where

3 b
w s M, (instead of c¢;, <—s Enc;,(mpk;,, 25 , cj,—1).

HY(\): Same as HY, except that the challenger simulates the challenge ciphertext ¢ = C using
the simulator of the lockable obfuscation scheme LOBF, i.e., C <sS(1*, 11Cel 1‘mb|).

Claim 1. Hj()\) =, H.()).

Proof. Suppose there exists a PPT distinguisher D that distinguishes between HY(\) and H%(\)
with non-negligible probability. We build an adversary A that breaks the CPA security of PE;,.
A is defined as follows:

1. Receive mpk;, from the challenger.
2. Send mpk = (mpky, ..., mpk,) to D where (mpk;, msk;) <—s Setup;(1*) for i € [n]\ {Js}.
3. A answers to the incoming oracle queries as follows:

e On input v; € V; for KGen(msk,, -), A proceeds as follows: If j, = i, it forwards the
query P, € Pj, to KGenj, and returns the answer dk,,. Otherwise (if j, # 1), it
returns dk,, <—s KGen;(msk;, P,,) for P,, € P;.

4. Receive the challenge (m° m!, (29,...,22), (z1,...,2L)) from D.

5. Sample y s {0,1}**) and set ¢y = v.
6. For i € [j, — 1], compute ¢; <—s Enci(mpki,xf, Ci—1)-

7. Send the challenge (m?,ml, 2% ) where m? = ¢;,, m! <—s M, and receive the challenge

. % Jv
ciphertext c*.
8. For i € [n] \ [js], compute ¢; <—s Enc;(mpk;, 2%, ¢;_1) where cj, = c*.

9. Finally, send ¢ = C <s Obf(1*, C,, ,y, m?) to D.
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10. Answer to the incoming oracle queries as in Item 3.
11. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates
the view of D. In particular, if d = 0, A simulates Hg()\). On the other hand, if d = 1, A
simulates H%()\). In addition, since D is conditioned to the event Validity ;; ; , we conclude
that Yvj, € Vjy, Py, (x?b) = 0. This implies that VP € QKGen]-b7 P(m?b) = 0. Hence, A is a valid
adversary with the same advantage of D. This concludes the proof. O

Claim 2. H}()\) ~. H5()).

Proof. Suppose there exists a PPT distinguisher D that distinguishes between H%()\) and H5(\)
with non-negligible probability. We build an adversary A that breaks the security of lockable
obfuscation LOBF. A is defined as follows:

1. Send mpk = (mpky,...,mpk,) to D where (mpk;, msk;) <—s Setup,(1*) for i € [n].
2. A answers to the incoming oracle queries as follows:

e On input v; € V; for RKGen(msk;, ), A returns dk,, <—s KGen;(msk;,P,.) for P,, € P;.

0 0 1

;mb (29,0, 20), (21,...,2L)) from D.

3. Receive the challenge (m
4. For i € [n]\ [js], compute ¢; <—s Enc;(mpk;, 2%, ¢;_1) where ¢j, +—s M, .

5. The adversary A send (C,,, m?®) to the challenger and receives back the obfuscated circuit
C from the challenger.

6. A returns ¢ = C to D.
7. Answer to the incoming oracle queries as in Item 2.
8. Return the output of D.

Let d be the challenge bit sampled by the challenger. When d = 0, A simulates H?(\); otherwise,
if d =1, A simulates Hg()\). Thus, A has the same non-negligible advantage of D with respect

lock-sim

to the experiment G|%5gga s(A). This concludes the proof.
O

Claim 3. H(\) = HL°()).

Proof. The claim follows by observing that these experiments do not depend on the challenge
bit b. O

Lemma 1 follows by combining Claims 1 to 3.
O

By leveraging Lemma 1 we conclude that IT of Construction 1 is CPA-1-sided secure.
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E.2 Proof of Theorem 4 (CPA-2-sided security of II)

Consider the validity condition of GCPA ZkPE (Definition 11). This can be rewritten with respect
to the definition of P (Equation (11)) as follows: Jjo,j1 € [n], Yvj, € QKGen(msk;y,)> VUi €

QKGen(mskjl,-)u V(Ul, v 77)71) € QKGen(msk1,~) X X QKGen(mskn,~)v

Either P, ( o) =0APy, (z -1) =0
or IP’UI (x(l)) =Py (1) A... APy (20) =P, (x2) Amg =my (12)

n

Consider the following conditions:

Validity, j, ;, : Yvj, € QKGen(mskJO,) V), € QKGen(msk
Py, (2) = 0A Py, (zj,) =0
Validity, : V(v1,...,0n) € QkGen(mski,) X - -+ X QKGen(mskn,)s
Py, (29) = Py, (zD) AL AP, (20) = Py, (21) Am® = m!.

j10°)7

Ji

By leveraging the above validity conditions we can rephrase Equation (12) as follows: Jjg, j1 €
[n] such that
Either Validity, ; ; or Validity;.

Hence, in order to be valid with respect to GCPA 2kPE A needs to satisfy the above equation.
By taking into account the above point, the CPA 2- 31ded security of Construction 1 follows by
proving the following lemmas.

Lemma 2. Let jo,j1 € [n]. If both PE;, and PE;, are CPA-2-sided secure (Definition 9) and
LOBF is secure (Definition 2), then

1
’]P’[GCPA 2KPE()) — | Validityodo,jl} - 2‘ < negl(\).
Proof. The lemma follows by using an identical argument to that of Lemma 1. O

Lemma 3. If each PEq, ..., PE, are CPA-2-sided secure (Definition 9), then
1
‘P[Gﬁf’ﬁ-Q'kPE(A) = 1’Validity1] — 2’ < negl()).

Proof. Consider the following hybrid experiments:

HJj()\): This is exactly the experiment Gﬁl’)ﬁ'z'kPE conditioned to Validity; where the challenge
bit is b.

HY(\) for i € [n]: Sameas H? |, except that the challenger computes ¢; <s Enc;(mpk;, 21 7%, ¢;_1)
(instead of ¢; <—s Enc;(mpk;, 2%, ¢;—1).

Claim 4. Fori € [n], H? | ()\) =. H2()).

Proof. Suppose there exists a PPT distinguisher D that distinguishes between H? ;()\) and
H?(\) with non-negligible probability. We build an adversary A that breaks the CPA-2-sided
security of PE;. A is defined as follows:

1. Receive mpk; from the challenger.

2. Send mpk = (mpky, ..., mpk,) to D where (mpk;, msk;) <—s Setup;(1*) for j € [n] \ {i}.
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3. A answers to the incoming oracle queries as follows:

e On input v; € V; for RKGen(msk;, -), A proceeds as follows: If j = 1, it forwards the
query P, € P; to KGen; and returns the answer dk,;. Otherwise (if j # i), it returns
dky; <—s KGen;(msk;, P, ) for P, € P;.

4. Receive the challenge (m° m!, (z9,...,22), (z},...,2L)) from D.

5. Sample y s {0,1}**) and set ¢y = v.

6. For j € [i — 1], compute c; s Enc;(mpk;, z ]1 b ei1).

7. Send the challenge (m*, ml, 20 = x?,wl = xil_b) where m? = m! = ¢;_1, and receive the
challenge ciphertext c*.

8. For j € [n] \ [i], compute ¢; s Enc;(mpk;, z° 7:¢j—1) where ¢; = c*.
9. Finally, send ¢ = C <s Obf(1*, C,, ,y,ms) to D.
10. Answer to the incoming oracle queries as in Item 3.

11. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates
the view of D. In particular, if d = 0, A simulates H? ;(\). On the other hand, if d = 1, A
simulates H?()\). In addition, since D is conditioned to the event Validity,, we conclude that
Vv € QKGen(mski,)> Pv; (z9) = Py, (x}). Hence, A is a valid adversary with the same advantage of
D. This concludes the proof.

O

Claim 5. H%()\) = HL°()).

Proof. Conditioned to Validity,, we know that mg = m;. Hence, these experiments are iden-
tically distributed.

Lemma 3 follows by combining Claims 4 and 5.

By combining Lemmas 2 and 3 we conclude that II of Construction 1 is CPA-2-sided secure.

E.3 Proof of Theorem 5 (CPA-1-sided security of II)

Consider the predicate space P = {P(x1,...,z,)} of Construction 2 where P(x1,...,z,) =
Py(xz1) A ... APp(x,). Let P* € P be the only predicate for which the adversary will ask
the decryption key dkp+ during the experiment GOH‘%PA‘l‘iPE (recall that we prove the security
of Construction 2 in the scenario without collusioﬁs i.e., |Okgen| = 1). Also, consider the
validity condition of G0 CPA IHPE We can write such a vahdlty condition with respect to P* €
OKGen = {P*} as follows Vj € [n ] Vip € k1 +1],...,Yiy, € [k, + 1],

P9, 270 40, ;gw,...,x,gmw):
P*( gil’l),..., 52111, ), },mﬁf’l),...,ajgml)):
P ({0 A AP (@) AR 0) AP (@O AL AP (20)) =
Py (D) AL AP @) AP @) AP (Y)Y AL AEE (D) = 0,



where Q% = {:U A0 kb plitlb) 2} is the ordered list composed of the k; predicate in-

s &g s &g
puts Q; submitted to oracle Enc(ek;, -, -) and the challenge input 2% (as defined in Definition 13).
The above equation can be rewritten as follows: Jjo, j1 € [n], V(2],...,2),) € Q1 X ... X Qy,
(Pi(al) =0 A ... AP (ad) = 0) V (P}, (23,) = O AP} (2f,) = ))/\
(Pi(z}) =0A... AP (z)) =0) V (P}, (2,) = OAIP’*( =0)). (13)
Note that in the above equation we made explicit the challenge inputs and the inputs submitted
to the encryption oracles. For this reason, it is enough to quantify over all (z,...,xz]) €

Q1 X ... x Q, where Q; = {xgl),...,xl(.k")} are the inputs submitted to oracle Enc(ek;,-, ).
Hence, in order to be valid, A needs to satisfy the condition defined by Equation (13). These
conditions are defined by the events below: for some jg, j1 € [n],

Validity :

Pi(z)) =0A ... APL(l) =0AP;(z]) =0A ... AP (z)) = 0.
Validity, jo o Vaho€ QY € 9y,

P: (@0) = 0 APE (2,) = 0 AP (2) = 0 AT, (2),) = 0.
Validity; jo v, € Qj,

Pi (29) = 0AP; () =0AP}(z1) =0A ... AP} (z,) = 0.
Validity, ;, .Vacjl €9,

Pi(al) =0A ... APH(z)) = 0APS (z],) = 0APS () = 0.

For the sake of clarity, in the rest of this proof, we use the notation V; o (Cc(g) kiin where 01(2)

and k;11 will be clear from the context. Also, [a: 0]} ={a,a+1,...,n,1,2,....0}. f 1 <a <
b < n, we have [a: b];) ={a,a+1,...,b}. Similarly, [a:0],, ={a,a—1,...,1,n,n—1,...,b}.
If 1 <b<a<n,wehave [a:D], —{aa ., b}

Lemma 4. If PE is CPA-1-sided secure without collusions (Definition 9) and LOBF is secure
(Definition 2), then

. 1
‘P[GOH-f;\PA-l-'PE(A) = 1 A |Qkgen| = 1‘Validity1} - 2‘ < negl(\).

Proof. Consider the following hybrid experiments:

Hg’o(/\): This is exactly the experiment G%‘,CAPA'HPE(/\) conditioned to the event Validity,
where the challenge bit is b.

Hg’i()\) for i € [n]: Same as Hg’i_l, except that the challenger changes how it computes the
)

challenger ciphertext ¢;. The value c;

as cgl) s Ency(mpk, (z1,...,25), ()5()‘)““(’\)) (instead of cgl) s Ency(mpk, (z1,...,zy), (yi,

kit+1))) where 05V+F(N) € My (for some function k), z; = 2, and z; =  for j € [n]\ {i}.

Observe that cgl) is computed by fixing z; = 2? (instead of z; = %), i.e., the input

1
(1,...,zy,) used to compute the i-th challenge ciphertext is fixed and does not depend

on the challenge bit b.

challenge ciphertext ¢; = (C; 2 )) is computed

1y g

H?()\): Identical to HS™(\).
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Hlfi()\) for i € [n]: Same as H?’i_l, except that the challenger changes how it computes the

challenger ciphertext ¢;. Formally, the value C; of challenge ciphertext ¢; = (@Z, 62(2)) is

simulated by the challenger using the simulator of the lockable obfuscation scheme LOBF,

i.e., C; <=5 Sim(1*, 11Vil 1lmil),

Claim 6. HY'"'(\) ~. Hy'(\) fori € [n].
Proof. Suppose there exists a PPT distinguisher D that distinguishes between Hg’l_i()\) and

Hg’i()\) with non-negligible probability. We build an adversary A that breaks the CPA-1-sided
security without collusions of PE. A is defined as follows:

1. Receive mpk from the challenger.

2. Computes k; s KGeny(1?) for j € [n]. Let ek; = (mpk, ki, ki+1) for i € [n] where k, 11 =
ki.

3. A answers to the incoming oracle queries as follows:
e On input P* € P for KGen, forward the query P* to KGen; and return the answer

dkp.
e On input (z,m) € X; x M3 for Enc(ek;, -, ), return ¢; = ((Ej, c§-2)) s Enc(ek;, z,m).

4. Receive the challenge ((m{,...,m9), (mi,....mb), (29,...,29), («1,...,2})) from D.

n n rrn
5. For any j € [n], A proceeds as follows:

Case j < i: Sample y; < {0,1}*M. Execute cg-l) s Ency(mpk, (21, ..., x,), 05T

where z; = :c?, and z; = z7 for j' € [n] \ {j}.
Case j = i: Send the challenge (m? = (y;,kiy1),mt = 0SNTFN 20 — (0 " 20
al = (zl),...,2L)) where y; +s{0,1}5N 05V € Ay 20 = 2t 2l = 29,

i
challenger. Set cl(»l) =c*.

and azgj = z,; = xj for j € [n] \ {i}. Receive the challenge ciphertext ¢* from the

Case j > i: Sample y; < {0,1}* and compute cg-l) s Enci(mpk, (z1,...,2n), (y5,kjt1))

where z; = mz’-, and z; =z, for j' € [n] \ {j}.
(T o2 (2) e C. AV . mb
6. Compute ¢; = (C;, ¢;”") where ¢;” <—s Enca(ekj, ¢; ) and C; «—s Obf(1%, V;, y;, m7) for any
j € [nl.
7. Send the challenge ciphertexts (ci,...,¢,) to D.
8. Answer to the incoming oracle queries as in Item 3.

9. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the
view of D. In particular, if d = 0, A simulates Hg”_l()\). On the other hand, if d = 1, A
simulates Hg’i(/\). Moreover, conditioned to the event Validity,, we know that D asks for a
single decryption key dkp« for P* and P#(x)) = 0 A P¥(x}) = 0. Because of this, A submits
a single query P* to oracle KGen(msk,-) and it is also a valid adversary for the experiment
GgEﬁA‘l‘PE()\) with the same advantage of D. This concludes the proof. O

Claim 7. HY""'(\) ~. HY ()\) fori € [n].
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Proof. Suppose there exists a PPT distinguisher D that distinguishes between H?’l_i()\) and
Hl{’l()\) with non-negligible probability. We build an adversary A that breaks the security of
the lockable obfuscation scheme LOBF. A is defined as follows:

1. Computes (eky,...,eky, msk) <—s Setup(1*) where ek; = (mpk,kj,k;_1) for j € [n]. Let
kn+1 - k]_.

2. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, return dkp+ <—s KGen(msk, P*).

e On input (z,m) € Xy x M3 for Enc(ekj, -, -) where j € [n], return ¢; = (@j,c§2)) s
Enc(ek;,z,m).

3. Receive the challenge ((m{,...,m9), (mi,...,mL), (29,...,29), («1,...,2})) from D.
4. For any j € [n], compute cél) s Ency(mpk, (21, ...,2n), 05NN and c§2) s Enca(kj,
cg-l)) where z; = l‘?, and x; =z, for j' € [n] \ {j}.

5. For any j € [n] \ {i}, A proceeds as follows:
Case j < i: Compute (Ej s Sim(1*, 11V3l, 1|m?|).
Case j = i: Send the challenge (V;, mf) to the challenger and receive C. Set @Z =C.
Case j > i: Compute @j s Obf(1*,V, yj,m?-) where y; «s {0, 1}5(),

6. Set ¢; = (@j, 052)) for j € [n] and send the challenge ciphertexts (ci,...,¢,) to D.

7. Answer to the incoming oracle queries as in [tem 2.

8. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the
view of D. In particular, if d = 0, A simulates H?’Z_l()\). On the other hand, if d = 1, A
simulates Hll”z()\). Hence, A has the same advantage of D. This concludes the proof. O

. b, _ yl-b,
Claim 8. H"(\) = H; ""(\).
Proof. The distribution of these two experiments do not depend on the bit b. ]
By combining Claims 6 to 8 and conditioned to the event Validity,, we conclude that
b0 . pybn _ prb0 _ prbn _ pylb,
H ~...~.H"=H} ~....~.H"=H; "
This concludes the proof. ]

Lemma 5. Let jo, j1 € [n]. If PE is CPA-1-sided secure without collusions (Definition 9), SKE
is CPA secure (Definition 4), and LOBF is secure (Definition 2), then

. e 1
'P[G%’%PA_L'PE()\) = 1A |QkGen| =1 VahdltYQ,jO,jl} - 2’ < negl(A).

Proof. Without loss of generality, let ¢ = |Q1| = ... = |Qy| € poly(A). Consider the following
hybrid experiments:
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H{(\): This is exactly the experiment G%GPA1-PE(\) conditioned to the event Validity, ;, J,
where the challenge bit is b.

HI{()\) Same as Hg, except that the challenger changes how it computes the challenger cipher-

text c;,. Formally, the value D of the challenge ciphertext c;, = (@]b, g )) is computed as

Jb
g-b) s Ency(mpk, (z1,...,2,), 05N R (instead of c( ) s Enci(mpk, (21, ..., 20), (¥j,,

kj,+1))) where 05(V+EN) € Ay (for some function k), zj, = gcgb,

j € [n]\ {jp}. Note that c(-l) still depends on the challenge bit b since it is computed

5,0,0,0 26
54+n—1"

R *
and x; = T for

over the input (z1,...zy,) Where Tj, = x . We will remove this dependency in Hy’
Hg’oz Identical to H4()).

Hg’i()\) for i € [¢]: Same as Hg’ifl()\) except that the challenger changes how it answers to the
first 4 queries for oracle Enc(ekj,, -, ). Formally, on input the #’-th query (z,m) such that

7' < i, the challenger computes c( ) s Ency(mpk, (21, ... ,xn),OS(AHk(A)) where z;, = z,

and z; = a7 for j € [n] \ {jp} Fmally, the challenger returns c;, = (@]b, E)) where

C§z) s Enca(kj,, ¢ 5 )) Y, <310, 1}5()‘) and (C +s Obf(1*,V;,, yj,,m). Otherwise, on in-
put the #/-th query (x,m) such that i > 1, the challenger answers as usual, i.e., as defined

. b,0
in Hy™.

Hg()\): Same as Hg’q, except that the challenger changes how it computes the challenger ci-

phertext c;,. Formally, the value @jb of challenge ciphertext c;, = (@jb,cﬁ) ) is simu-

lated by the challenger using the simulator of the lockable obfuscation scheme LOBF, i.e.,
~ b
C;, s Sim(1*, 1173l 11m51).

H': Identical to H()).

Hi’i()\) for i € [¢]: Same as Hb "“1(\) except that the challenger changes how it answers to the
first 4 queries for oracle Enc(ekjb, -,+). Formally, on input the #’-th query (z,m) such that
(2))

i’ < i, the challenger returns c;, = ((Cjb, ¢, where (C]b is computed using the simulator

of the lockable obfuscator scheme LOBF, i.e., (Cjb s S|m(1>‘, 1|Vﬂb|, 1|m|). Otherwise, on
input the #’-th query (z,m) such that i > 4, the challenger answers as usual, i.e., as
defined in H}.

H}%%!: Identical to HYY(X).

Hgﬂ,io,o for i € {0} U[n — 1]: Same as H??%! except that the challenger changes how it com-

5+i—1
putes the challenger ciphertext ¢, where v = (j, +¢ mod n) 4+ 1. Formally, the value 01(,1)
is computed as e s Enci(mpk, (21, . .., 2,), 05N H*FN)) where 05N +HEX) € M, (for some

function k), z, = 29, and z; = z; for j € [n] \ {v}. Observe that Y s computed by
fixing z, = 2 (1nstead of ¢, = xf,), i.e., the predicate input (z1,...,z,) used to compute
the v-th challenge ciphertext is fixed and does not depend on the challenge bit b.
Hg’frli’o’o for t; € [q], i € {0} U [n — 2]: Same as Hg’frli_l’o’o()\) except that the challenger changes
how it answers to the first ¢; queries for oracle Enc(ek,, -, -) where v = (jp +¢ mod n)+ 1.

On input the #}-th query (2, m) such that ¢} < ¢;, the challenger computes c( ) s Ency (mpk,

26This allow us to reuse the proof in Lemmas 6 and 7.
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(21, 20), 0° VRN where z, = x, and 2; = z; for j € [n] \ {v}. Finally, the chal-
lenger returns ¢, = (@v, c,(,2)) where 0182) s Enca(ky, cqgl)), @v s Obf(1}, V,, yo, m), and y,

s {0,1}*N. Otherwise, on input the t}-th query (x, m) such that t| > t;, the challenger
5,0,0,0

answers as usual, i.e., as defined in Hg;

Hgfi’fzo for to € [g],i € {0} U [n — 2]: Same as Hgﬁ’itz_l’o()\) except that the challenger changes
how it answers to the first ¢o queries for oracle Enc(ek,, -, -) where v = (jp+¢ mod n)+ 1.
Formally, on input the ¢)-th query (z,m) such that t§ < to, the challenger returns ¢, =
(@v,cz(,z)) where C, is computed using the simulator of the lockable obfuscator scheme
LOBF, i.e., C, < Sim(1*, 11 1™y Otherwise, on input the th-th query (z,m) such

that t§, > to, the challenger answers as usual, i.e., as defined in Hg’i’io’o.

Hgﬁf’l for i € {0} U [n — 2]: Same as Hgﬁ’f’o()\) except that the challenger computes the Nchal—
lenger ciphertext ¢, differently for v = (j, + ¢ mod n) + 1. Formally, the value C, of

challenge ciphertext ¢, = (@}, 01(,2)) is simulated by the challenger using the simulator of

the lockable obfuscation scheme LOBF, i.e., C, s Sim(1%, 1ol 1|mg|).
Claim 9. Hj()\) =~. H()).

Proof. Suppose there exists a PPT distinguisher D that distinguishes between H4()\) and H4(\)
with non-negligible probability. We build an adversary A that breaks the CPA-1-sided security
without collusions of PE. A is defined as follows:

1. Receive mpk from the challenger.

2. Computes k; <—s KGena(1*) for j € [n]. Let ek; = (mpk,kj,kj+1) for j € [n] where
kn+1 — kl.

3. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, forward the query P* to KGen; and return the answer
dkps.

e On input (z,m) € &} x M3 for Enc(ekj,-,-) where j € [n], return ¢; = (@j7c§2)) s
Enc(ek;,z,m).

4. Receive the challenge ((m{,...,mQ), (mi,...,mbL), (29,...,29), (x1,...,2})) from D. Send
the challenge (m? = (yj,, kj,+1), mL = 05NFTR) 20 — (20, " 29 Y 2l = (21,,...,2L)))
where y;, «s {0, 115N 0sNFTEA) ¢ Ay, xgjb = xijb = :p?b and xgj = CL‘ij = zj for
J € [\ {d}-

5. Receive the challenge ciphertext ¢* from the challenger. Set cg-i) =c*.

6. For any j € [n]\ {j»}, compute cg-l) s Enci(mpk, (z1,...,2n), (y;,kj+1)) where y; s

{0,130 2, = :L'?, and z; = a3, for j' € [n] \ {j}.

7. Compute ¢; = (((ij, 65-2)) where ¢!? s Enca(ek;, cg-l)) and @j +s Obf(1},V;, 5, mg’) for any

. J
j € [n].
8. Send the challenge ciphertexts (c1,...,c,) to D.

9. Answer to the incoming oracle queries as in Item 3.
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10. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the
view of D. In particular, if d = 0, A simulates H}()). On the other hand, if d = 1, A simulates
HY%()\). Moreover, D submits a single query P* to oracle KGen(msk, -) and, conditioned to the
event Validity, ; ; , we know that IP* ( Jb) = 0. Because of this, A submits only a query to
oracle KGenj(msk,-) (i.e., security w1thout collusions) and, it is also a valid adversary for the

experiment GgEﬁ&LPE(A) with the same advantage of D. This concludes the proof.
O

Claim 10. H5" ' (\) ~. H}Y (\) for i € [q].

Proof. Suppose there exists a PPT distinguisher D that distinguishes between Hl” 1()\) and
ng()\) with non-negligible probability. We build an adversary A that breaks the CPA-1-sided
security without collusions of PE. A is defined as follows:

1. Receive mpk from the challenger.
2. Computes kj <—s KGenz(1*) for j € [n]. Let kn41 = ki.
3. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, forward the query P* to KGen; and return the answer
dkps.

e On input ¢'-th query (z,m) € X; x M3 for Enc(ek;, -, -) where j € [n], A proceeds as
follows:

Case j # jp: Sample y; s {0, 1350, Compute c( ) s Enci(mpk, (z1,...,2n), (vj,
kj+1)) where z; = x and zy = 27, for j' € [n] \{j}
Case j = j, and 7' < i: Sample y; s {0, 13N, Compute c( ) s Ency (mpk, (21,
, ), 05NN where 2, = x and x; = %, for j' € [n] \{jb}.
Case j = j, and i’ = i: Sample y;, <s {0, 1}*M and send (m? = (Y, Kjpt1), mt =

05NHEQ) 20 — (20, .. 20 ), 2l = (21, ... xL)) to the challenger where ngjb =
xijb =z and :cgj/ = xij, = a7, for j' € [n]\ {jv}. Receive the challenge ciphertext

1
c¢* and c(- ) — c*.
T

Case j = j, and i’ > i: Sample y;, <s {0, 1350, Compute cg ) s Ency (mpk, (21,

Tn), (Yjp» Kj,+1)) where zj, =z and xj = 27, for j' € [n]\ {jp}.

Finally, return c; = (@j7c§2)) where c( ) s Ean(k],cg )) and Cj s Obf(1},V
Yj, m)
4. Receive the challenge ((m{,...,mQ),(mi,...,mL), (29,...,29), (x1,...,2L) from D.

(1)

5. For every j € [n] \ {/bv}, 5ample y; < {0,1}*N) and compute c;’ < Enci(mpk, (21, ...,

Tn), (Yj, kjt1)) where z; = azj and zj = a7, for j' € [n] \ {j}.

(1)

6. Sample y;, <s {0, 135N and compute the ciphertext c;,” <—s Enci(mpk, (z1, . ..,z,), 05N HFN)

where z;, = 2% and T = l‘Jl for j" € [n]\ {jv}

Jb

7. Compute the ciphertext c¢; = (@j, 2

) where c;
yj, mb) for any j € [n].

@ s Enca(kj, 5 )) and @j s Obf(1},V
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8. Send the challenge ciphertexts (ci,...,¢,) to D.
9. Answer to the incoming oracle queries as in [tem 3.
10. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates
the view of D. In particular, if d = 0, A simulates Hg”_l(/\). On the other hand, if d = 1, A
simulates Hg’i()\). Moreover, we know that D submits a single query P* to oracle KGen(msk, -)
and, conditioned to the event Validity, j ; , we know that Vac;-b € ij,]P’;‘.b (w;b) = 0. Because
of this, A submits a single query to oracle KGenj(msk, -) and it is also a valid adversary for the

experiment GEE{\A‘LPE(A) with the same advantage of D. This concludes the proof.

(]
Claim 11. H}7(\) ~, H3()).

Proof. Suppose there exists a PPT distinguisher D that distinguishes between Hg’q()\) and
HJ()\) with non-negligible probability. We build an adversary A that breaks the security of the
lockable obfuscation scheme LOBF. A is defined as follows:

1. Computes (eki,...,eky,, msk) <s Setup(1*) where ek; = (mpk,kj, kj+1) for j € [n]. Let
Knt1 = k1.

2. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, return dkp+ <—s KGen(msk, P*).

e On input (z,m) € X1 x M3 for Enc(ekj, -, -), A proceeds as follows:

Case j = jp: Sample y;, <s {0, 13N, Compute c§ )

where xj, =z, z; = a7, for any j' € [n] \ {jp}.
Case j # jp: Run c( ) s Enci(mpk, (21, ..., 2n), (yj, kj+1)) where y; <5 {0,1}5M)
Tj =, Ty = T foranyj e [n]\ {j}.

s Ency(mpk, (z1,...,2,), 05V

Finally, return c; = ((Cj,cgg)) where c§2) s EnCQ(kj,cg-l)) and ((N:j s Obf(1*,V

yj,m).
3. Receive the challenge ((m%,...,m2), (mi,...,mb), (z9,...,2%), (z1,...,2L)) from D.
4. Compute c( ) s Ency (mpk, (z1,. . ., 2n), 05N +EA) and c( ) s Enca(k;, CS;)) where x;, =

b

x]b’

andxj—:c] for j € [n]\ {jp}-

(1)

5. For any j € [n] \ {]b} sample y; <5 {0,1}** and compute c;’ < Enci(mpk, (z1,. ..,

Tn), (Yj, 3+1)), C ) s Enc2(kj,c( )), and Cj s Obf(1%, V;,y5,m ) where z; = 2%, and

vy = 2 Tor 5 €]\ ). :

6. Send the challenge (V,, m ,) to the challenger and receive C. Set (C]b =C.

7. Set ¢; = (@j, 052)) for j € [n] and send the challenge ciphertexts (ci,...,cy) to D.
8. Answer to the incoming oracle queries as in [tem 2.

9. Return the output of D.
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Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the
view of D. In particular, if d = 0, A simulates Hg’q()\). On the other hand, if d = 1, A simulates
H5()\). Hence, A has the same advantage of D. This concludes the proof.

O

Claim 12. HY"'(\) ~. HY (\) for i € [q].

Proof. Suppose there exists a PPT distinguisher D that distinguishes between Hi’i_l()\) and

HZ’i()\) with non-negligible probability. We build an adversary A that breaks the security of
the lockable obfuscation scheme LOBF. A is defined as follows:

1. Computes (eky,...,eky,, msk) <s Setup(1*) where ek; = (mpk, ek;,ek;_1) for j € [n]. Let
kn+1 — kl.

2. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, return dkp+ <—s KGen(msk, P*).
e On input the i'-th query (z,m) € X1 x Ms for Enc(ek;, -, -), A proceeds as follows:

Case j = j, and 7' < i: Run @jb s Sim(1*, 1Vl 1lmly, cg.f) 3 Encz(kjb,cg)), and
cg-l) s Ency(mpk, (21, ..., 2,), 05N +HEN)) where zj, = ¥, vy = x for any j e
[n]\ {7}

Case j = j, and i’ = i: Compute c( ) s Enca(kj,, g )) and c( ) s Ency (mpk, (z1,

, @), X NFTFNY where 25, = 2, 25 = z%, for any j' € [ ]\ {jp}- Send the
challenge (V;,,m) to the challenger and receive the answer C*. Set @jb =C*.

Case j = j, and 7' > i: Compute (Ejb s Obf(l’\,ij,m) ( ) s Enc2(kjb7c§-;)), and

(b) s Encl(mpk (21, ..., 1), 050FERA)) where y;, s {O, 1Nz =2, 2y =

% for any j' € [n]\ {jp}-
Case j # jp: Compute @j s Obf(1*,V;,y;,m), g ) s Enc2(k3,c§ )), and c( )
Enci(mpk, (z1, ..., 25), (Y;, kj+1)) where y; <—s{0,1}*N | 2; = 2, 25 = a7y, for
any j' € [n]\ {j}.

Finally, return ¢; = (C; cl? ))

Q

70 %3
3. Receive the challenge ((m{,...,m9), (mi,....mL), (29,...,29), («1,...,2})) from D.
4. Run @jb s Sim(1*, 11V 1‘m?b|)7 cg-i) s Ency (mpk, (21, . .., zn), 05N “and c( ) s
Enc2(kj,c§;)) where z;, = x?b, and z; =z} for j € [n] \ {jv}-

(1)

ot

. For any j € [n]\ {jp}, sample y; <s {0, 1}*WN) and compute ;48 Ency(mpk, (21,...,25),

(yj, kit+1)), § ) s Ean(kj,c( )), and @j s Obf(14,V;,y;,m ) where z; = a2

J and xj =
%, for j' € [n] \ {7}

_]’

[«

. Set ¢; = (@j, c§2)) for j € [n] and send the challenge ciphertexts (c1,...,¢,) to D.
7. Answer to the incoming oracle queries as in [tem 2.

8. Return the output of D.
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Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the
view of D. In particular, if d = 0, A simulates HbZ 1()\). On the other hand, if d = 1, A

simulates HZ (M\). Hence, A has the same advantage of D. This concludes the proof.
O

Claim 13. H%%! (\) = HYYO(N) for i € {0} U [n —1].

Proof. Let v = (jp+i mod n)+1. Suppose there exists a PPT distinguisher D that distinguishes
between Hgﬁ’f;ll()\) and Hg’ﬁ’io’o()\) with non-negligible probability. We build an adversary A
that breaks the CPA security of SKE. A is defined as follows:

1. Computes (mpk, msk) <s Setup; (1) and ek; = (ek, kj, kj_1) for j € [n]\ {v}. If v # 1, let
kn+1 - kl.

2. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, return dkp+ <—s KGenj(msk, P*).
e On input (z,m) € &1 x M3 for Enc(ek;, -, ), A proceeds as follows:

Case j € [j, : v — 1];}: Compute @j s Sim(1*, 11V3l, 1‘m‘) @) . Enca(k;, ¢ ;1)), and
( ) s Ency (mpk, (z1, ... ,:cn),Os(A)Jrk(A)) where z; = z, zj = xj, for any j' €

I\ {5).

Case j = v: Run ¢

() s Enci(mpk, (21, .., 2n), (Yo, ks1)) where g, <5 {0, 1}V

Ty = x, zy = a7 for any j' € [n] \ {v}. Send the query M to the oracle

Ency and receive the answer 01(, ) Compute (C s Obf(1*, Vy, 40, m).

Case i <n —2 (hence, v & {j, —1,55}) and j € [v+1:j —1]}: Run (Ej 3 Obf(

17, V;j,yj, m), the ciphertext 05-2) s Enca(kj, c§ )), and cg.l)

n), (Y5, kj11)) where y; <= {0,1}*W, 25 = @, 25 = a7 for any j' € [n] \ {j}.

s Ency(mpk, (z1,. ..,

Finally, return ¢; = ((C], cg ))

3. Receive the challenge ((m{,...,m9), (mi,....mL), (29,...,29), («1,...,2})) from D.

4. Case i <n — 1 (hence, v # j;): For every j € [n], the adversary A proceeds as follows:

S Enci(mpk, (21, . .., 2p), 05V HFN) where z; = arj, and

zj = a7} for j € n]\ {]} Finally, compute @j s Sim(1*,11V3l, 1|m?|) and cg- )

Case j € [jp,v — 1]} Run ¢;

EnCQ(k]‘,C(l)).
Case j = v: Run c( 0 s Ency(mpk, (2%, ...,22,.), (Yv, ky+1)) and b 2 %$ Ency (mpk, (214,
,zL ), 050N where g, s {0,135 20 = 2b 2l =20, and x*], = xlj/ = a7,

for j/ € [n] \ {v}. Send the challenge (m° = MO mt = cg )) to the challenger and
receive the answer ¢*. Set ¢y and compute C, <s Obf (12, V,,mb).

Case i <n—2 (hence, v ¢ {jp —1,/p}) and j € [v+1 'jb —1];": Run c( ) s Ency (mpk,
(21, 2n), (5, kj+1)) where y; <5 {0, 1}V z; = xj, and ;0 = 27, fOI‘j € n\{j}

@) <>).

Finally, compute @j s Obf(17 Vi y;,m ) and ¢~ s Enca(kj, ¢

5. Otherwise, case i = n—1 (hence, v = j;): For every j € [n], the adversary A proceeds
as follows:
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Case j € [jp + 1: j, — 1];}: Execute c( ) s Enci(mpk, (21, - . ., 2), 05N TN where z; =

xé’, and x; = 7 for j' € [n] \{j} Finally, compute Cj s Sim(l’\,lwﬂ",l‘mﬂ) and
(- ) s Enc2(k],c(. )).
Case j _jb Run c( ) s Ency(mpk, (20,,...,29,),05)+k(XN)) and c( D s Encl(mpk (zl,,
zl ), 05+ KO )) where :):gjb = xg’b, :rijb = x?b, and x*J = wij = a7, for j' €
[n ] \ {jp}. Send the challenge (m° = 052’0), mt = cgi 1)) to the challenger and receive

the answer c*. Set c( ) Finally, compute (C]b s (C s Sim(1*, 11Vl 1|mﬂb‘).

6. Set ¢; = (@j, c§2)) for j € [n] and send the challenge ciphertexts (ci,...,cy) to D.
7. Answer to the incoming oracle queries as in [tem 2.

8. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the

view of D. In particular, if d = 0, A simulates ngizq 11(/\) On the other hand, if d = 1, A

simulates Hb 00, 0()\). Hence, A has the same advantage of D. This concludes the proof.
O

Claim 14. Hgfrll L0 =, Hgili’o’o()\) forty € [q] and i€ {0}U[n—2].

Proof. Let v = (jp+i mod n)+1 Suppose there exists a PPT distinguisher D that distinguishes
between Hgf_li_l’o’o()\) and Hgfrli’o’o()\) with non-negligible probability. We build an adversary
A that breaks the CPA security of SKE. A is defined as follows:
1. Computes (mpk, msk) <s Setup; (1) and ek; = (ek, kj, kj_1) for j € [n]\ {v}. If v # 1, let
kn+1 - kl.

2. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, return dkp+ <—s KGenj(msk, P*).
e On input the ¢}j-th query (z,m) € X1 x Ms for Enc(ek;, -, -), A proceeds as follows:
Case j € [jp : v — 1]} Execute (Ej s Sim (14, 11V3l 11ml), c§-2) +s Ency(, k],c§ )), and
( ) s Ency (mpk, (z1, ... ,xn),Os(AHk(A)) where z; = x, x5 = x;, for any j' €
)\ ).
Case j = v and t} < t;: Sample y, s {0, 1}*M . Run cq()l) s Ency (mpk, (z1, ...,
), 00NTEA) where z, = z, 2, = % for any j° € [n] \ {v}. Send the query

( ) to the oracle Ency and receive the answer cq(, ) Compute (C <3 Obf (1)‘ Vo,

Yo, M )
Case j = v and t}| = t;: Compute 0 s Ency(mpk, (1, ...,2n), (Yy, ky+1)) and Y
s Ency(mpk, (21, ..., 2,), 05NN where g, < {0,1}*V, 2, = =, and Tj =

% for j° € [n] \ {v}. Send the challenge (m? = cq(Jl’O),m1 = cg,l’l)) to the
challenger and receive the answer c*. Set 01(,2). Finally, compute @, s Obf(17
Vo, Yo, m).

Case j = v and t} > t;: Sample y, s {0,1}*P), Run c( ) s Ency(mpk, (21, ...,

Tn), (kv, kvt1)) where z, = @, x5 = a7 for any j' € [n]\ {v}. Send the query

( ) to the oracle Ency and receive the answer cq(, ) Compute C, +s Obf (17, Vo,

Yo, T )
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Case i <n—2 (hence, v#j,—1) and j € [v+1:j,—1];/: Run @j s Obf(1*,V;,
Yj,m), 05-2) s Enca(kj, cg-l)), and cgl)
y; <s{0,11¥WN z; =z, zj = a7, for any 7 e\ {j}.

Finally, return ¢; = ((Ej, 05.2)).

s Enci(mpk, (z1,...,2n), (Y5, kj+1)) where

3. Receive the challenge ((m{,...,m9), (mi,....mL), (29,...,29), («1,...,2L)) from D.

4. For every j € [n], the adversary A proceeds as follows:

Case j € [j, : v —1];': Run cg»l) s Ency(mpk, (21, . ..,2,), 05V TN where z; = 9, and
zj = a7 for j' € [n] \ {j}. Finally, compute C; s Sim(1*,11V3l, 1|ml}|) and c§-2) s
Enc2(kj,c§1)).

Case j = v: Sample g, +s {0, 1}*M) ) and compute 01(,1) s Ency(mpk, (21, ..., x,), 05N HER)

where y, <5 {0,1}°M, 2, = 20, and 2,/ = 3, for j' € [n]N\ {v}. Send the query M
to the oracle Ency and receive the answer 07(}2). Compute C, <s Obf(1},V,,, y,, m).
Case i <n —2 (hence, v # j, —1) and j € [v+1:j,—1];/: Run cg.l) s Ency (mpk, (x1,
), (Y5, kj1)) where yj s {0,130V, 2; = 28, and 25 = @3, for j' € [n]\ {j}.
(2)

Finally, compute @j s Obf(lA,Vj, yj,mg?) and ¢;” ¢ Enca(k;, cgl)).

5. Set ¢; = (@j, 052)) for j € [n] and send the challenge ciphertexts (ci,...,cy,) to D.
6. Answer to the incoming oracle queries as in [tem 2.
7. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the
view of D. In particular, if d = 0, A simulates Hg’f[l’o’o()\). On the other hand, if d = 1, A

simulates Hgfi’o’o(/\). Hence, A has the same advantage of D. This concludes the proof.

d

Claim 15. H2"270(\) . HYS2O(N) for ts € [q) and i € {0} U [n — 2].

Proof. Let v = (jp+i mod n)+1. Suppose there exists a PPT distinguisher D that distinguishes

between Hgﬁ’itrl’o()\) and Hg’z’fz’o(}\) with non-negligible probability. We build an adversary

A that breaks the security of the lockable obfuscator scheme LOBF. A is defined as follows:
1. Computes (eky,...,eky, msk) <—s Setup(1*) where ek; = (mpk,k;, k1) for j € [n]. Let
Kni1 = ki.
2. A answers to the incoming oracle queries as follows:
e On input P* € P for KGen, return dkp« <—s KGen; (msk, P*).
e On input the t)-th query (z,m) € &1 x M3 for Enc(ekj, -, -), A proceeds as follows:
Case j € [j, : v — 1];}: Execute ((~:j s Sim(1%, 11V3l 1ml), c§2) s Enc2(kj,c§.1))7 and
051) s Ency(mpk, (21, ... ,xn),OS(A)JFk(X)) where z; = z, zj = 1:} for any j' €
[P\ {7}
Case j = v and t, < t3: Run C, +sSim(1%, 11Vel, 1|m|), 01(,2) s Enc2(kv,cq()1)), cq(,l)
s Enci(mpk, (z1,...,2,), 0NN where z, = z, Ty = azj*-, for any j’ €

[\ {v}-
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Case j = v and t), = to: Compute 05,2) s Enca(ky, cg,l)) and cqgl) s Ency(mpk, (z1,

ooy @), 0NFTEN)Y where z, = 2, and x5 = %, for j° € [n] \ {v}. Send the
challenge (V,,m) to the challenger and receive the answer C*. Set C, = C*.

Case j = v and t}, > to: Sample y, <3 {0,1}*V. Compute cgl) +s Ency(mpk, (21,

oy @), SNFTEN)) where @, = 2, 2 = x}, for any j' € [n]\ {v}. Send the query

05,1) to the oracle Ency and receive the answer 01(,2). Compute @v s Obf(l’\,

Co p, o Yo )-
Case i <n—2 (hence, v#j,—1) and j € [v+1:j,— 1] : Run @j s Obf(1*,V;,
yj,m), c§2) s Enca(kj, c‘gl)), and cg-l) s Enci(mpk, (z1,...,2y), (¥, kj+1)) where

yj <3 {0, 130, rj =, xj =} for any "€ ]\ {7}

Finally, return ¢; = ((ﬁj, c§-2)).

3. Receive the challenge ((m{,...,m9), (mi,....mL), (29,...,29), («1,...,2})) from D.

n n rrn
4. For every j € [n], the adversary A proceeds as follows:

Case j € [jp: v — 1];': Run cg»l) s Ency(mpk, (21, . ..,2,), 05V TN where z; = 9, and

zj = a7} for j' € [n]\ {j}. Finally, compute @j s Sim(1*,11V3l, 1|m?‘|) and c§-2) 3
Enc2(kj,c§1)).

Case j = v: Sample g, +s {0, 1}*M) ) and compute 01(,1) s Ency (mpk, (z1, ...,
where y, <5 {0,1}*W| 2, = 29, and z; = %, for j' € [n] \ {v}. Finally, compute
@j s Obf(1*,V,, y,, m?) and cq(?) +s Ency(ky, cq(,l)).

Case i <n —2 (hence, v # j, —1) and j € [v+1:j, —1];/: Run cg.l) s Ency (mpk, (x1,

%), (Y5, kjr1)) where y; < {0,1}°N | 2, = x?, and zj = z7, for j' € [n] \ {j}.

()

Finally, compute @j s Obf(lA,Vj, yj,mg?) and ¢;” s Enca(k;, cgl)).

5. Set ¢; = (((~:j, 052)) for j € [n] and send the challenge ciphertexts (ci,...,cy) to D.
6. Answer to the incoming oracle queries as in [tem 2.
7. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the

view of D. In particular, if d = 0, A simulates H>%2275%()\). On the other hand, if d = 1, A

5+1
simulates Hgﬁf?’o()\). Hence, A has the same advantage of D. This concludes the proof.

O]

Claim 16. H2"40(\) =, HYSPN () fori € {0} U [n —2].

Proof. Let v = (jp+i mod n)+1. Suppose there exists a PPT distinguisher D that distinguishes
between Hgﬁ’iq’o()\) and Hgﬁ’f’l (\) with non-negligible probability. We build an adversary A that
breaks the security of the lockable obfuscator scheme LOBF. A is defined as follows:

1. Computes (eky,...,eky, msk) <—s Setup(1*) where ek; = (mpk,kj,k;+1) for j € [n]. Let
kn+1 — kl.

2. A answers to the incoming oracle queries as follows:
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e On input P* € P for KGen, return dkp« <—s KGen; (msk, P*).
e On input (z,m) € &1 x M3 for Enc(ek;, -, ), A proceeds as follows:

Case j € [jp : v|;/: Run @j s Sim(1*, 11Vl 1lml), c§2) s Enca(kj, cg.l)), and cgl) s

Enci(mpk, (21, .. .,2,), 0N TEN) where x; = z, 2 = %, for any j' € [n] \ {j}-
Case i <n —2 (hence, v#j,—1) and j € [v+1:j,— 1]} : Run (Ej +s Obf(1},V,
Yj,m), c§-2) s Enca(kj, cg-l)), and cél) s Enci(mpk, (z1,...,2n), (Y5, kj+1)) where

yj s {0,113V z; = 2, 2y = %, for any j' € [n] \ {j}.

Finally, return ¢; = (@j, c§2)).

3. Receive the challenge ((m{,...,m2), (mi,...,mb), (z9,...,2%), (z1,...,2L)) from D.

4. For every j € [n], the adversary A proceeds as follows:

Case j € [j, : v — 1]} Run cgl) s Ency(mpk, (21, . ..,2,), 05V V) where z; = 9, and

zj = x% for j' € [n] \ {j}. Finally, compute C; s Sim(1*, 11V3l, 1|m?|) and 05-2) s
Enc2(kj,c§-1)).

Case j =v: Run f?) s Ency(ky, cq(,l)) and ¢ s Enci(mpk, (21, . .., zn), 05N HFN) where

zy =2 and zj = a% for j" € [n]\ {v}. Send the challenge (V,, m?) to the challenger
and receive the answer C*. Set C, = C*.
Case i <n —2 (hence, v # j, —1) and j € [v+1:j, — 1]+ Run cg.l) s Ency (mpk, (x1,
), (Yj, kjy1)) where y; s {0, 1}V z; = ZL'?, and zj = z%, for j' € [n] \ {j}.
2

Finally, compute @j s Obf(lA,Vj, yj,mg) and ¢;” s Enca(kj, cg-l)).

5. Set ¢j = (((N:j, 05-2)) for j € [n] and send the challenge ciphertexts (ci,...,cy) to D.
6. Answer to the incoming oracle queries as in Item 2.
7. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the

view of D. In particular, if d = 0, A simulates Hgﬁ’iq’o()\). On the other hand, if d = 1, A

b,q,q,1

simulates H\;""(\). Hence, A has the same advantage of D. This concludes the proof.

O
3 1_b7Q7q7q — b7q7q71
Claim 17. Hy () = Hy [ (A).
Proof. The distributions of these two experiments do not depend on the bit b. ]

By combining Claims 9 to 17 and conditioned to the event Validity, ; ; , we conclude that

b b — b0 ~ ba b — b0 ~ bg

b7 ) ’1 ~ b70’070 ~ ~ b’q7070 ~ ~ b7Q7q’0 ~
H 0~ YO0 oy e B0 %, o, BT
b,q,q,1 —~ b,0,0,0 _ ¢y1-0,0,0,0
HY9 o~ HOOOO = HE OO0,

This concludes the proof.
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Lemma 6. Let jo € [n]. If PE is CPA-1-sided secure without collusions (Definition 9), SKE is
CPA secure (Definition /), and LOBF is secure (Definition 2), then

: 1
‘P[G%.%PA-LIPE(/\) =1 A |QKGen| = 1’Validity3’j0] — 2’ < negl(A).

Proof. Without loss of generality, let ¢ = |Q1] = ... = |Qpnim| € poly(\). Consider the hybrid
experiments of Lemma 4 and Lemma 5. Formally,

o Let Hé’i(A) and H{"()\) for i € {0} U[n] be the hybrids of Lemma 4 (for the challenge bit
b = 1) except that are conditioned to the event Validity; ;, (instead of Validity,)

e Let HO(\), HY(A), Hy" (), HY(N), HY'(0), Hy ™ (), HE 70 (1), g 17 (0, HE {1 (2), and
Hgf;?fl()\), for (i,7,k) € ({0} Ug]) x ({0} U[n —2]) x {0,1}, be the hybrids of Lemma 5
(for the challenge bit b = 0) except that are conditioned to the event Validity; ; (instead
of Validity, ;, ;)

In addition, consider the following additional hybrids experiments:

00,4, . 0,0,0,0
Hy " Identical to Hyg\7 ™.

Hg’f;?ﬂ for i € [n]: Identical to Hgf;eri_l,

Hgfiiz for ty € [¢],i € [n]: Same as Hgf;i_;l except that the challenger changes how it an-
swers to the first ¢ queries for oracle Enc(eky,-, ) where v = (jo —i — 1 mod n) + 1.
Formally, on input the t)-th query (z,m) such that t;, < ¢y, the challenger returns
ey = (Cy, 01(,2)) where C,, «s Obf(1*,V,, y,, m) where g, <s {0, 1}5(’\). Otherwise, on input
the té—otgl query (z,m) such that t§ > to, the challenger answers as usual, i.e., as defined
in Hg' .

Hgfn?m for t; € [q],7 € [n]: Same as Hgfn;llq except that the challenger changes how it answers

to the first ¢; queries for oracle Enc(ek,, -, -) where v = (jo—¢—1 mod n)+1. Formally, on
input the t}-th query (z, m) such that ¢} < ¢;, the challenger computes cq(,l) +s Ency (mpk,
(21, 2Zn)s (Yo, kot1)) Where y, <=5 {0,1}*N | 2, = 2, and z; = z; for j € [n] \ {v}.

Finally, the challenger returns ¢, = (C,, cq(f)) where ¢/? s Enca(ky, cqgl)), C, s Obf(1,
Vv, Yu, m). Otherwise, on input the té—th query (x,m) such that ¢} > t;, the challenger

. . 0
answers as usual, i.e., as defined in H5’+;f+i.

Claim 18. H)()\) =, H2'"0 (N).
Proof. The proof of Claim 18 is identical to that of Lemma 5 where the challenge bitisb = 0. [

Claim 19. Hgf;i;l(/\) ~e Hgf;iﬂ(A) forta € [q] and i € [n].

Proof. Let v = (jo — i — 1 mod n) + 1. Suppose there exists a PPT distinguisher D that

distinguishes between Hgfrfizl(/\) and Hgfrfil()\) with non-negligible probability. We build an

adversary A that breaks the security of the lockable obfuscator scheme LOBF. A is defined as
follows:

1. Computes (eky,...,eky, msk) <—s Setup(1*) where ek; = (mpk, kj, kj1) for j € [n]. Let
kn+1 - kl.

2. A answers to the incoming oracle queries as follows:
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e On input P* € P for KGen, return dkp« <—s KGen; (msk, P*).
e On input the th)-th query (z,m) € Xy x M3 for Enc(ek;, -, ), A proceeds as follows:

Case i > 1 and j € [jo — 1: v+ 1];: Compute @j s Obf(1*,V;,y;,m), 02»2) s Ency(

kj, c§1)), and cg-l) s Ency(mpk, (21, . ..,25), (v, kj+1)) where y; <= {0, 1} 2, =
x, xj = a7, for any j' € [n] \ {j}.

Case j = v and t, < to: Compute @j s Obf(1}, V,, Yo, m), D s Encay(ky, cz(,l)), and
05,1) s Ency(mpk, (21, ..., 2,), 5NN where y, s {0, 1}V, 2, = Ty =
z7, for any j" € [n] \ {v}.

Case j = v and t, = to: Compute 05}2) s Ean(kv,cf,(Jl)), and cz(,l) s Ency(mpk, (21,
...,xn),OS()‘Hk(A)) where z, = z, zj = :nj*., for any j' € [n]\ {v}. Send the
challenge (C (), +1,m) to the challenger and receive C*. Set C, = C*.

Case j = v and t}, > to: Run C, < Sim(1*, 11Vol 1ml), 05,2) 3 Enc2(kv,cq(,1)), cq()l) s

Ency(mpk, (21, . .., 2,), 05N TEN)) where z, = x, x5 = z7, for any j" € [n] \ {v}.
Case i #n and j € [v—1: jp|,,;: Compute ((~3j s Sim(1*, 11Vl 1lml), 05»2) s Ency(
kj,c§1)), and cg-l) s Ency(mpk, (z1,... ,xn),OS()‘Hk(A)) where z; = z, z; = a:j*/

for amy 7' € [n]\ {7}
Finally, return ¢; = (C; c(-2)).

70 %3
3. Receive the challenge ((m{,...,m9), (mi,...,ml), (29,...,29), («1,...,2})) from D.
4. For every j € [n], the adversary A computes c§-1) s Ency(mpk, (z1,...,2,), 05N HEA)

where z; = a;?, and ;s = a7 for j' € [n]\ {j}. Finally, compute @j s Sim(1*, 11V3l, 1‘m9‘)
and c§2) s Enca(kj, cg-l)).

5. Set ¢j = (@j, c§»2)) for j € [n] and send the challenge ciphertexts (c1,...,¢,) to D.

6. Answer to the incoming oracle queries as in [tem 2.

7. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the

view of D. In particular, if d = 0, A simulates Hgfgil()\) On the other hand, if d = 1, A

H"2-1(X). Hence, A has the same advantage of D. This concludes the proof.

simulates Hy mi

O]

Claim 20. HY" " L9(\) . HYW0 (X for ty € [q] and i € [n — 1].

Proof. Let v = (jo —i — 1 mod n) + 1. Suppose there exists a PPT distinguisher D that

distinguishes between HZ™% (\) and Hyl, () with non-negligible probability. We build an

adversary A that breaks the CPA security of SKE. A is defined as follows:

1. Computes (mpk, msk) <s Setup; (1*) and ek; = (mpk, ek;, ekj_1) for j € [n]\ {v}. If v # 1,
let kn+1 = kl.

2. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, return dkp« <—s KGenj(msk, P*).
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e On input the #}-th query (z,m) € X; x M3 for Enc(ek;, -, ), A proceeds as follows:

Casei>1land jec[jo—1:v+1],;: Run @j s Obf(1*,V,, y;,m), 05-2)
1) (1)

¢ ), and ;s Enci(mpk, (21, ...,2n), (yj, kj+1)) where y; s {0, 1}5()‘), xj =

x, zj = a7, for any j' € [n] \ {j}.

Case j =v and t} < t;: Run cz(,l) s Ency(mpk, (z1,...,2p), (Y, ky+1)) where y,, <—s

{0,13M, 2, = 2, 25 = % for any j' € [n] \ {v}. Send the query ¢V to the

s Enca(k;

oracle Ency and receive the answer 01(,2). Compute (ﬁj s Obf(1}, V,, Y, m).

Case j =v and t} = t;: Run cq(,l’o) s Ency(mpk, (21, ..., x,), 05N HFN)) and cq(jl’l)
s Ency(mpk, (21, .., %), (Yo, k1)) Where y, <5 {0,1}°N, 2, = 2, and z;, =

z%, for j" € [n]\{v}. Send the challenge (m? = 01()1’0), m! = 01()1’1)) to the challenger
and receive the answer ¢*. Set 01(,2) and compute C, < Obf (1%, V,, 3y, m).
Case j =v and t} > t;: Run cq(}) s Ency (mpk, (z1, ... 7a;n),O“”(A)J“'“(A)) where z, =
x, zj = 7 for any j' € [n]\ {v}. Send the query V) to the oracle Ency and re-
ceive the answer 01(,2). Compute @j s Obf (1}, V,, y», m) where y, s {0, 1}5(’\).
Case j € [v—1:jo,: Run @j s Sim(1*, 11Vl 1lml), C;z) s Enc2(kj,c§-1)), and cg-l)
s Ency(mpk, (21, ..., 2,), 05NN where zj =z, xjy = x, for any Jj € n]\

{J}-

Finally, return ¢; = (@j7 65'2))‘

3. Receive the challenge ((m{,...,m9), (mi,....mL), (29,...,29), («1,...,2})) from D.

4. For every j € [n], the adversary A proceeds as follows:

Case j = v: Computes cq(Jl) +s Ency (mpk, (xl,...,xn),Os()‘Hk()‘)) where z, = 20, and

v

zj = x, for j' € [n] \ {v}. Send the query ¢V to the oracle Ency and receive

the answer 01(,2). Finally, compute @j s Sim(1*, 11V3l] 1|m?‘).

Case j # v: Computes cg-l) s Ency(mpk, (z1,...,2p), OS()‘H’“(A)) where z; = x?, and
= a7, for j' € [n]\{j}. Finally, run C; +s Sim(1*, 1173l 1|m9") and 05-2) s Enca(kj, cgl)).

5. Set ¢; = (@j, c§-2)) for j € [n] and send the challenge ciphertexts (ci,...,cy,) to D.
6. Answer to the incoming oracle queries as in [tem 2.
7. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the

view of D. In particular, if d = 0, A simulates Hgfnjrlzq()\) On the other hand, if d = 1, A

simulates Hgfrlniz()\) Hence, A has the same advantage of D. This concludes the proof.

O
Claim 21. H'5 () =, HIL9(N) for t € [q).
Proof. Suppose there exists a PPT distinguisher D that distinguishes between Hgf:?g()\) and

HY'L () with non-negligible probability. We build an adversary A that breaks the CPA-1-
sided security without collusions of PE. A is defined as follows:

1. Receive mpk from the challenger.
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2.
3.

8.
9.

. For every j € [n], the adversary A computes ¢

. For every j € [n], the adversary A computes ¢

Computes k; +—s KGeny(1*) for j € [n]. Let kyp1 = ki.
A answers to the incoming oracle queries as follows:
e On input P* € P for KGen, forward the query P* to KGen; and return the answer
dkp-.

e On input t}-th query (z,m) € X; x M3 for Enc(ek;, -, -) where j € [n], A proceeds as
follows:
Case j # jo: Sample y; s {0, 1}“”(A and compute c( ) s Ency (mpk, (z1,...,25),
(¥j, kj+1)) where z; = x and z; = 27, for j' € [n] \{j}

Case j = jo and ¢} < t;: Compute c( ) s Enci(mpk, (z1,...,2n), (¥jy, kjo+1)) where
zj, = x and xj = a7, for j' € [n ]\{jo}

Case j = jo and t] = t;: Sample y;, s {0, 1}*M) and send the challenge (m? =

OS()\)—Hﬁ()\)a mi = (yjm kjo+1)7 ﬂfg = (3321, s ,l'gn), l‘i = (xila R :Ein)) to the chal-
lenger where 29, = xl; = x and acgj, = xij, = a7 for j' € [n] \ {jo}. Receive

(1 _ =«

the challenge ciphertext ¢* and ¢, =c"

)

Case j = jo and t} > t;: Sample yj, +s{0,1}*} and compute c;, s Enci(mpk,

(21, ), 05NN where 2, =  and zj = x%, for j' € [n] \{]0}.
Finally, return c¢; = ((Ej,cgg)) where C( ) s EnCQ(kj,Cg-l)) and ((N:j s Obf(14,V
yj,m).
. Receive the challenge ((m{,...,mQ),(mi,...,mL), (z9,...,29), (x1,...,2}) from D.

) s Ency(mpk, (1, ..., z,), 05N TFON)

where z; = 29

j and zy =3 for j' € [n] \ {j}.

) s EnCQ(Ek],Cgl)) and ((N:j s Sim(17*,

11vil, 1|m?‘),
Set ¢j = ((Cj, g )) for j € [n] and send the challenge ciphertexts (c1,...,¢,) to D.
Answer to the incoming oracle queries as in Item 3.

Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the

0,t1—1,q

view of D. In particular, if d = 0, A simulates Hy5, 7“(\). On the other hand, if d = 1,
A simulates Hgfﬁ()\) Moreover, D submits a single query P* to oracle KGen(msk,-) and,
conditioned to the event Validitys ; , we know that Vw}o € Qjo,}P’;fO(x;O) = 0. Because of
this, A submits a single query to oracle KGenj(msk,-) and it is also a valid adversary for the
experiment GSE’;“I‘PE(A) with the same advantage of D. This concludes the proof.

g

Claim 22. H}'(\) ~. H}'/()).

Proof. The proof of Claim 22 is identical to that of Lemma 4 where the challenge bitisb=1. O

Claim 23. HY% (\) = H/(\).
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Proof. Claim 23 follows by observing that experiments Hgféqn()\) and H}“()\) are identical (and

does not depend on the bit b). O

By combining Claims 18 to 23 and conditioned to the event Validitys ; , we conclude that

0. §79000 _ yy0,q.9 — §70,00 ~ 1009 ~
HO ~c H5+n—1 = H5+n = H5+n+1 ~c--- e H5+n+1 ~c--- e
0,9, _ §79,00 ~ 0,0, ~ 0,9.9 — yrla 1,0
H5+nJrl :H5+n+2 R ... NCH5+2n Rog ... NCHH%:H1 ~:. H,
This concludes the proof. O

Lemma 7. Let j; € [n]. If PE is CPA-1-sided-secure without collusions (Definition 9), SKE is
CPA-secure (Definition /), and LOBF is secure (Definition 2), then

. . 1
‘P[G%—S_\PA_I_IPE(/\) = 1 A [QKeGen| = 1’V3hd1t3’4,j1] - 2’ < negl(A).

Proof. Lemma 7 follows by using a symmetrical argument to that of Lemma 6. O

By combining Lemmas 4 to 7 we conclude that II is CPA-1-sided secure without collusions.

E.4 Proof of Theorem 5 (CPA-2-sided security of II for n = O(log())))

As usual, consider the predicate space P = {P(z1,...,x,)} of Construction 2 where P(xy, ..., zy)
=Pi(z1) A... APy(zy). Let P* € P be the only predicate for which the adversary will ask for
the decryption key dkp+ during the experiment G%SAPA'Q‘iPE (recall that we prove the security
of Construction 2 in the scenario without collusions, i.e., |Qkgen| = 1). Also, consider the

validity condition of GOH‘%PA‘Z‘iPE and consider the following observations:

1. Suppose that Vj € [n],Vi; € [k1 +1],..., iy € [ky + 1], we have

* (1170) (7;'71,0) 0 (7"‘+170) % 70
Py, 2 e ]y s, 2in0)) =

* (1171) (7:'*171) 1 (i‘+171) in,l _
Py T g L. alely =,

where Q? = {wgl’b),...,J:Z(-ki’b),xgkiﬂ’b) = 20} for i € [n], b € {0,1} as defined in Def-
inition 13. This means that the adversary cannot decrypt any part of the challenge

ciphertext.

2. Otherwise, if 35 € [n],3i1 € [k1 +1],...,Fin € [k, + 1] such that

P*(xgil’ﬂ) x(i11170) :L‘? x(l;i41-1,0) wgn,o)) _
PR j— ) ) ‘] AR
P*(m&il’l), . ,xyjl’l), },xﬁ{l’l), oty =1, (14)

we are guaranteed that the adversary can retrieve the message mg’- contained into the

j-th challenge ciphertext ¢;. By taking into account the definition of P*(z1,...,zy,) =
Pi(z1) A... AP (2), Equation (14) implies that, for any j' € [n] \ [j], the adversary can
satisfy the i-th predicate P} for i € [n]\ [j'] (e.g., by taking the ciphertexts corresponding
to the indexes 41,...,%4j-1,%j41,...,i, and the j-th challenge ciphertext c¢;). Hence, the
secrecy of the challenge message m?, solely depends on the evaluation of IF’;, over the

challenge input xg’-, .
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By taking into account the following observations, we can rewrite the validity condition of
G GPA-ZPE (Definition 13) in the following way:

Either Validity; or Validitys
where Validity, and Validity, formalize the observations of Items 1 and 2 respectively, i.e.,

Validity, : Vj € [n], Vi1 € [ky + 1],...,Vin € [kn + 1],

P*(xgil’o), e xg-ijf’o), 9,365.3{1’0), a0y =
P*(xgil’l), e ac;-iif’l), jl-,xg.i_ﬁl’l), L aliml)y =0
Validity, : Vj € [n], Either P;‘(xg) = Pj(x]l) =0or P;(w?) = P;(x}) A mg = m}

where Q¥ = {azgl’b), L plRt) (kLD 2t} for i € [n], b € {0,1} as defined in Definition 13.

L) )

Hence, the CPA-2-sided security of Construction 2 follows by proving the following lemmas.

Lemma 8. If PE is CPA-1-sided secure without collusions (Definition 9), SKE is CPA secure
(Definition /), and LOBF is secure (Definition 2), then

: 1
’]P’[G%’%PA‘Q"PE(A) = 1A |QkGen| = 1\Validity1} - 2‘ < negl(\).

Proof. Note that Validity; is equivalent to the validity condition of CPA-1-sided security.
Hence, the lemma follows by leveraging an identical argument to that of the CPA-1-sided case
(Appendix E.3). O

Lemma 9. If PE is CPA-2-sided secure without collusions (Definition 9) and LOBF is secure
(Definition 2), then

- 1
‘P[GOH"%PA'2"PE()\) = 1A |QKGen| = 1‘Validity2} — 2‘ < negl(\).

Proof. In this lemma, we restrict the adversary to submit the (single) query to KGen only before
the challenge phase, i.e., the oracle KGen is not available after the challenge phase. Under this
restriction, we prove Lemma 9 for any n = poly(\). Then, we use complexity leveraging to show
that the lemma holds when n = O(log())) and the oracle KGen is available after the challenge
phase. Without loss of generality, we assume the adversary always submit a query to KGen.
Finally, for the sake of clarity, in the rest of this proof we use the notation V; o CC@) kit where

e

.~/ and k;1 will be clear from the context.

Consider the following hybrid experiments:

HS’O(A): This is exactly the experiment GYGPA*PE()\) conditioned to the event Validity,
where the challenge bit is b. Recall that the oracle KGen is not available after the challenge
phase.

Hg’i()\) for i € [n]: Same as Hg’i_l, except that the challenger changes how it computes the
challenger ciphertext c;. Let P* € Qggen and ((z9,...,29), (x1,...,2L)) be the pred-

s bm
icate submitted to the oracle KGen before the challenge phase and the challenge in-
puts chosen by the adversary. If Pi(z¥) = Pi(z}) = 0, the value cgl)
phertext ¢; = ((Afi,cl@)) is computed as cgl) s Ency (mpk, (21, . .., z,), 05N where

03NFRAN) € My (for some function k) x; = 29, and x; = z; for j € [n]\ {i}. Otherwise,

challenge ci-
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if P¥(2?) = P¥(z}!) = 1, the value cz(l) challenge ciphertext ¢; = (C;, c§2)) is computed as
s Ency(mpk, (21, ..., %), (i, kip1)) where y; «s {0,1}5W), z; = 29, and z; = ; for

€ [n] \ {i}. Observe that cgl) is computed by fixing z; = 29 (instead of z; = ?), i.e.,
the input (x1,...,x,) used to compute the i-th challenge ciphertext is fixed and does not
depend on the challenge bit b.

H?()\): Identical to H™(\).

H?’i()\) for i € [n]: Same as H1 =1 except that the challenger changes how it computes the

challenger ciphertext ¢;. Let P* € QOkgen and ((29,...,29), (x1,...,2L)) be the predicate

»vn 7n

submitted to the oracle KGen before the challenge phase and the challenge inputs chosen by
the adversary. If P}(z¥) = P¥(z}) = 0, the value C; of challenge ciphertext ¢; = (C;, 0(2))

7
is simulated by the challenger usmg the simulator of the lockable obfuscation scheme
LOBF, i.c., C; <s Sim(1*, 11Vl 1/mi). Otherwise, if P*(z0) = P:(zl) = 1, the value C; is

computed as in Hbo(/\).

Claim 24. HY' ' (\) ~, HY () for i € [n].

Proof. Suppose there exists a PPT distinguisher D that distinguishes between Hg’l_i()\) and
Hg’l()\) with non-negligible probability. We build an adversary A that breaks the CPA-2-sided
security without collusions of PE. A is defined as follows:

1.

2.

Receive mpk from the challenger.

Computes k; s KGeny(1?) for j € [n]. Let ek; = (mpk, ki, kiv1) for i € [n] where k,, 11 =
ki.

. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, forward the query P* to KGen; and return the answer

dkp.
e On input (z,m) € Xy x M3 for Enc(ek;, -, ), return ¢; = ((C], cg )) s Enc(ek;, z,m).
. Receive the challenge ((m{,...,m2),(m},....,mL), (z9,...,29), (z1,...,2L)) from D.

. Let P*(x1,...,2,) =Pi(x1) A ... AP (2y,) be the predicate submitted by A to the oracle

KGen. For any j € [n], A proceeds as follows:

Case j < i and IP’*( ) P*(z 1) = 0: Compute cg-l) s Ency(mpk, (z1, ..., x,), 05T

where x; = 2¥ and Tj = :cj for j" € [n]\ {s}.

]7

(1)

Case j < i and IP*(J:) = (x;) 1: Sample y] s {0,1}*M and execute c;’ < Ency(
mpk, (1, ..., Zn), (Y5, kj+1)) where z; = 29, and zj = %, for j' € [n]\ {j}-

Case j =i and P*(z ) = (:1:;) = 0: Send the challenge (m? = (y;, kit1), mL = 05N+
) = (29,...,2%),x (a:il,. . *n)) where g; s {0,115 sV e My,
20, = 2t 2l = aro and a:gj = xij = 7} for j € [n] \ {i}. Receive the challenge
ciphertext ¢* from the challenger. Set c(l) =c*

Case j =i and IP’*(:L”?) = IP’*(x]) = 1: Send the challenge (m = (yi, kiv1), mL = (yi, kir1),
29 = (29,...,2%,), 2L = (z1,,...,2L,)) where y; <= {0,1}3N) 20, = xf, zl, = 2,
and ngj = xij =z} for j € [n] \ {i}. Receive the challenge c1phertext c* from the

(1)

challenger. Set ¢;”’ = c*.
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Case j > i: Sample y; s {0, 1}*N and compute cgl) s Enci(mpk, (z1,...,2y), (Y5, kjt1))

where z; = a:?», and xj = a7, for j' € [n] \ {j}.
(. 2 (2) D) =~ X V. 0. b
6. Compute ¢; = (Cj, ¢ ) where ;s Enca(ek;, ¢ ) and C; <—s Obf(1 ,Vj,yj,mj) for any
j € [nl.

7. Send the challenge ciphertexts (ci,...,c,) to D.
8. Answer to the incoming oracle queries for Enc(ekj, -, -) as in Item 3.
9. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the
view of D. In particular, if d = 0, A simulates Hg’z_l()\). On the other hand, if d = 1, A
simulates Hg’i(/\). Moreover, conditioned to the event Validity,, we know that D asks for a
single decryption key dkp+ for P* and either P¥(z) = P} (z}) = 0 or P} (20) = P (z}) Am? = m].
This implies that A is a valid adversary for the experiment GSE@&ZPE()\) with the same advantage
of D. This concludes the proof. 7 O

Claim 25. HY"'(\) ~. HY(\) for i € [n].

Proof. Suppose there exists a PPT distinguisher D that distinguishes between HZ{’lfi()\) and

Hl{’i()\) with non-negligible probability. We build an adversary A that breaks the security of
the lockable obfuscation scheme LOBF. A is defined as follows:

1. Compute (eky, ..., ek, msk) s Setup(1*) for j € [n] where ek; = (mpk, kj, kj+1). Let
Knt1 = k1.

2. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, return dkp <—s KGen(msk, ).

e On input (z,m) € X; x M3 for Enc(ek;, -, ), return ¢; = (@j, c§2)) s Enc(ek;, z,m).

0 0 1 0 0 1
1

3. Receive the challenge ((m{,...,m9), (mi,...,mL), (29,...,29), («1,...,2})) from D.

4. Let P*(z1,...,zyn) = Pi(x1) A ... AP} (x) be the predicate submitted by A to the oracle
KGen. For any j € [n], A proceeds as follows:

Case j < i and IP’*(x?) = IP’*(J:}) = 0: Compute cg-l) s Ency(mpk, (21, ..., x,), 05N TEA)
2

where z; = x?, and = x} for 7/ € [n] \ {]}b Finally, set ¢; = ((Aéjvcj
05‘2) +s Enca(k;, Cg‘l)) and C; «s Sim(1*, 11V, 1mi,

) where

Case j =i and P*(ZU?) = IP*(:L‘}) = 0: Compute cgl) s Ency(mpk, (z1,...,2,), 05N TEA))
and c(.2) (1)

j i
challenge (V;, mi-’) to the challenger and receive C;. Set ¢; = (C;, ¢

s Ency(k;,c; ') where z; = 29, and z; = % for j" € [n] \ {i}. Send the

(2.

Case j > i and IP*(x?) = ]P’*(a:}) = 0: Compute cg-l) s Ency(mpk, (21, ..., x,), 05N TEA)

where z; = 29, and z; = %, for j* € [n] \ {j}. Finally, set ¢; = (C; c(-z)) where

7’ ]
05-2) s Enca(kj, cg-l)) and C; s Obf(1*,V, yj,mg) where y; <5 {0, 1}5(),
Case ]P*(l'?) = P*(x}) = 1: Compute c; <—s Enc(ek;, x?, mg’)

5. Send the challenge ciphertexts (ci,...,c,) to D.
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6. Answer to the incoming oracle queries for Enc(ekj, -, -) as in Item 2.
7. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the
view of D. In particular, if d = 0, A simulates H?’Zﬁl()\). On the other hand, if d = 1, A

simulates H?Z()\) Hence, A retains the same advantage of D. This concludes the proof. O]
Claim 26. H"(\) = H; ""()).

Proof. The claim follows by leveraging the validity condition Validity,. Indeed, for every
i € [n], if P{(29) = P}(x}) = 0 we have that the j-th ciphertext c; does not depend on the bit
b. On the other hand, if P¥(29) = P}(z}!) = 1, we have that the j-th ciphertext c; depends on

either mg) or mj However, by the Vahdlty condition Validity, we have that m] = m . Hence,
HI{”()\) and H} ~bm () are identically distributed. This concludes the proof. O

By combining Claims 24 to 25 and conditioned to the event Validity,, we conclude that
Hg’o Re ... R Hg" = H00 Re ... R, H?’n = H%’". Note that this holds if n = poly(\) and
the adversary is restricted to submitting the (single) key generation query before the challenge
phase, i.e., KGen oracle not available after challenge phase. By using complexity leveraging, we
conclude that the same result holds also when the KGen oracle is available after the challenge
phase when n = O(log())). This concludes the proof. O

By leveraging Lemmas 8 and 9, we conclude that II of Construction 1 is CPA-2-sided secure
for n = O(log(A)).

E.5 Proof of Theorem 6 (CPA-1-sided security of II)

Consider the predicate space P = {P(x1,...,z,)} of Construction 3 where P(x1,...,z,) =

Pi(z1) A ... ANPp(zy). Let P* € P be the only predicate for which the adversary will ask the

decryptlon key dkp+ during the experiment G(n 1)-CPA-1-iPE (recall that we prove the security

of Construction 3 in the ¢-corruptions setting Wlthout collusions (i.e., |Qkgen| = 1). Consider the

validity condition of G%A J-CPA-I-PE Jnd let Q; = {z|3(x,m) € Qenc(eks,,)} for i € [n] \ Qcorrs

and Q; = &, for i € Qcorr (recall that |Qcorr] < n — 1) as defined in Definition 13. We
can write such a validity condition with respect to P* € Okgen = {P*} as follows: Vj € [n],
Vii € [kl —i—l],...,Vin S [kn—l—l],

]P)*( :(lihO)? ’x521170)7$‘?’ ‘gﬁ#]?lvo)’ 71.7(;.n70)) —
Py e i ae) =
* 1,0 * ,0 * * ij+1,0 * n, _
P ({ >)A...AIP>4_1(;U§“11 NARED) AP (@) AL AP (i) =
Pi(@i™ ) A AR (220 AR () AP () A MP’;Z(xSf"’”) -0,
where Qi-’ = {xl(l’b), e ,:Egki’b),:rrgkiﬂ’b) = :Ef} is the ordered list composed of the k; predicate

inputs Q; and the challenge input x¥ (as defined in Definition 13). Note that Construction 3
has input space X} = X1 x...x &), (that is identical to the one of the underlying PE). Hence,
we can conclude that for each X ; for i € [n] there exists z7 € X} ; such that Pf(z}) = 1. As a
consequence, an adversary is valid only if there exists jo,j1 € [1n] \ Qcorr such that P} (z JO) =
IP’;1 (;U}l) = 0. Otherwise, an adversary is able to decrypt at least one out the two challenges by
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leveraging the corrupted encryption keys {ek;}ico.,, and computing |Qcor| ciphertexts, each
under the i-th predicate wildcard =} € & ; for i € Qcorr.

According to the above observation, the A’s validity can be rewritten as follows: Jjg,j1 €
[N\ Qcorrs V(2],...,2l) € Q1 X ... X Qp,

(PY(al) =0 A ... AP} (D) = 0) V (P} (z3,) = O AP} (2f,) = 0)) A
((IP”{(:U)l —O0A.. AP (zl) = o) V(P (xl) = 0 A5 (af)) = o)) . (15)

Note that in the above equation we made explicit the challenge inputs and the inputs of Q;.

For this reason, it is enough to quantify over all (z,...,2)) € Q1 X ... x Q,, where Q; is

equal to the inputs {.%1(-1), .. ,xﬁki)} submitted to oracle Enc(ek;,-,-), if i € Qcorr. Otherwise
(if i € Qcorr), Qi is equal to the i-th input space X;;. Hence, in order to be valid, A needs
to satisfy the condition defined by Equation (15). This is equivalent to considering the events
below: For some jg, 71 € [n] \ Qcorrs”"

Validity, :

Pi(z)) =0A ... APL(0) =0APi(x]) =0A ... AP (z)) = 0.
Validity, ;, , : Vol € Qj, Vo) € Qjy,

P}, (29,) = 0 AR, () = 0 A5, (a,) = 0 A, () = 0.
Validity37j0 :V:L‘}O S Qj07

IF’;O(a??O) =0AP; () =0A Pi(z1) =0A... APi(z}) =0.
Validityzl’h :Vx;-l S le,

Pi(af) =0A .. AP () = 0APS (z],) = 0APS () = 0.

For the sake of clarity, in the rest of this proof, we use the notation VL" o (Cinw " (resp.
C

,SKi T
n
) where cl(» )

i
out def out
et = O

¢, yskiyi

{a,a+1,...,n,1,2,...,b}. If 1 <a < b <n, we have [a: b} = {a,a+1,...,b}.

, ski, and ¢ will be clear from the context. Also, [a : b]} =

Lemma 10. If PE is CPA secure without collusions (Definition 8), LOBF3 and LOBF4 are
secure (Definition 2), then

n—1)- -1-i . 1 1
’P[G&An CPALIPE (X)) = 1 A | Qkgen| = 1‘Vahd1ty1} - 2‘ < negl(\).

Proof. Consider the following hybrid experiments:

HS’O(A): This is exactly the experiment Gl(qn, ;DLPA'HPE()\) conditioned to the validity event

Validity, where the challenge bit is b.

Hg’i()\) for i € [n]: Same as Hg’i_l, except that the challenger changes how it computes the
(0)

challenger ciphertext c¢;. Formally, it computes value ¢,

(instead of cz(.o) s Ency(mpk, (71, ..., 2n), (41", y9U%))) where cz(-o) is the value used to com-

pute the challenge ciphertext ; = 29, and x; = s for j € [n] \ {i}. Observe that ¢; is
computed by fixing x; = 2¥ (instead of x; = xf), i.e., the predicate input (z1,...,z,) used
to compute the i-th challenge ciphertext is fixed and does not depend on the challenge bit
b.

2TSince we are in the (n — 1)-corruptions setting (i.e, |Qcorr| < n — 1) such as jo,j1 € [n] \ Qcorr always exist.
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H?()\): Identical to HS™(\).

H?’i()\) for i € [n]: Same as Hlf’i_l, except that the challenger changes how it computes the
challenger ciphertext ¢;. Formally, the value @z" of challenge ciphertext ¢; = (@i“, @;’”t) is
simulated by the challenger using the simulator Simg of the lockable obfuscation scheme
LOBF3, i.e., Sim(1*, 11V¥ 11(skialy,

H5°(\): Identical to Ho™(\).

HY()) for i € [n]: Same as H5' ™', except that the challenger changes how it computes the
challenger ciphertext ¢;. Formally, the value C2* of challenge ciphertext ¢; = (Cir, Cout)

is simulated by the challenger using the simulator Simy of the lockable obfuscation scheme
LOBFy, i.e., Sim(1*, 11Vl 1lm?ly.

Claim 27. HY' ' (\) =~ HY () for i € [n).

Proof. Suppose there exists a PPT distinguisher D that distinguishes between Hg’l_i()\) and

Hg’i()\) with non-negligible probability. We build an adversary A that breaks the CPA security
without collusions of PE. A is defined as follows:

1. Receive mpk from the challenger.
2. Compute (skj, pk;) <5 KGeny j(1*) and set ek; = (mpk, skj, pky, ..., pk,) for j € [n].
3. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, forward the query P* to KGen; and return the answer
dkpx.

e On input j € [n] for Corr, return ek;.

e On input (z,m) € Xy ; x My for Enc(ek;,,-) where j € [n], return ¢; <—s Enc(ek;,
x,m).

4. Receive the challenge ((m{,...,m9), (mi,....mL), (29,...,29), («1,...,2L)) from D.

5. For any j € [n], A proceeds as follows:

(0)

Case j < i: Sample (yj L YSUE) s {0 1}53(M+s1(N) - Compute c;” < Enci(mpk, (21, ...,

), 03N T34\ swhere z; = a:], and xj = a7, for j' € [n] \{j}

Case j = i: Send the challenge (m° = (yi",y?"t),m! = 03N+ssN) o = (21, ... 2,))

where (yj ,y$Ut) s {0, 13NN 1y = 2t and o) = =z} for j € [n] \ {i}. Receive

the challenge ciphertext ¢* from the challenger. Set c( ) =

Case j > i: Sample (y] ,y}’“t) 3 {O 13N Fsa(Y) Compute cg-_ ) s Ency (mpk, (z1, .. .,

Tn), (yj y3'*)) where z; = 29, and 25 = %, for j' € [n] \ {j}.

]’

(v) (v=1)

< Enca y (pky, ¢;

6. For every j € [n], compute c; ) for v € [n].

7. Compute ¢; = (@}",@;“t) where @]" s Obf3(1)‘,Vij”,y;-”,(skj,j)) and @?“t s Obfy(17,
t t b -
Vout y2ut m3) for any j € [n].
8. Send the challenge ciphertexts (c1,...,¢,) to D.

9. Answer to the incoming oracle queries as in [tem 3.
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10. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the
view of D. In particular, if d = 0, A simulates Hg’ifl()\). On the other hand, if d = 1, A
simulates Hlln()\) Moreover, conditioned to the event Validity,, we know that D asks for a
single decryption key dkp+ for P* and P}(z?) = 0 A P#(x}) = 0. Because of this, A submits a
single query P* to oracle KGen; and it is also a valid adversary for the experiment GSE{XPE(/\)

with the same advantage of D. This concludes the proof.
O

Claim 28. HY" ' (\) ~. HY(\) for i € [n].

Proof. Suppose there exists a PPT distinguisher D that distinguishes between Hli’l_i()\) and
Hl{’l()\) with non-negligible probability. We build an adversary A that breaks the security of
the lockable obfuscation scheme LOBF3. A is defined as follows:

1. Computes (eky, ..., ek,, msk) «s Setup(1*) where ek; = (mpk, skj, pky, ..., pk,) for j € [n].
2. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, return dkp« <—s KGen(msk, P*).
e On input j € [n] for Corr, return ek;.

e On input (z,m) € Xy ; x My for Enc(ek;,-,-) where j € [n], return ¢; <—s Enc(ek;,

x,m).
3. Receive the challenge ((m{,...,m9), (mi,....,ml), (29,...,29), («1,...,2})) from D.
4. For every j € [n], run 0 s Ency(mpk, (21, . ..,2,), 03N +540N)) where z; = $2, and

J
xj =% for j' € [n]\ {j}.

5. For every j € [n], compute cg-v) s Encg ,, (pk,, c§v_1)) for v € [n].

6. For any j € [n], A proceeds as follows:
Case j < i: Compute @'j‘ s Sims (17, 1|Vi1n|, 116k5:9)1,
Case j = i: Send the challenge (V" (sk;,4)) to the challenger and receive @Z"
Case j > i: Compute ((~3']" s Obfg(l’\,Vij”,y;”, (skj, 7)) where y}” s {0,1}53(N),
7. For every j € [n], compute @;’“t s Obf4(1)‘,V§’”t, YU, mg’) where y2* «s {0, 154N,
8. Set ¢; = (@j", @5“) for j € [n] and send the challenge ciphertexts (ci,...,c,) to D.
9. Answer to the incoming oracle queries as in Item 2.
10. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the
view of D. In particular, if d = 0, A simulates HZ{’Z_I()\). On the other hand, if d = 1, A

simulates HI{Z()\) Hence, A has the same advantage of D. This concludes the proof.
O

Claim 29. HY" ' (\) ~. H}'(\) for i € [n].
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Proof. Suppose there exists a PPT distinguisher D that distinguishes between Hg’l_i()\) and
Hg’l()\) with non-negligible probability. We build an adversary A that breaks the security of
the lockable obfuscation scheme LOBF,4. A is defined as follows:

1. Computes (eky, ..., eky, msk) <—s Setup(1*) where ek; = (mpk, sk;, pky, ..., pk,) for j € [n].
2. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, return dkp+ <—s KGen(msk, P*).
e On input j € [n] for Corr, return ek;.

e On input (z,m) € Xy ; x My for Enc(ek;,-,-) where j € [n], return ¢; <—s Enc(ek;,

x,m).
3. Receive the challenge ((m{,...,m9), (mi,....mL), (29,...,29), («1,...,2})) from D.
4. For every j € [n], compute 0 s Ency(mpk, (1, . ..,25), 03NN where 2 = x?, and

xj/ = :L';, fOI' jl S [n] \ {J}

5. For every j € [n], run cg-v) s Ean,v(pkv,cg.v_l)) for v € [n].

6. For every j € [n], compute ((Nj'j“ s Simg (1%, 1|Vian|, 116k:9)0),

7. For every j € [n], A proceeds as follows:
Case j < i: Compute @?“t s Simy (17, V3, 1|mlf‘).
Case j = i: Send the challenge (VoUt, m?) to the challenger and receive @?“t.
Case j > i: Compute @;“t s Obf4(1)‘,V§?”t, Y, mg’) where y2“* «s {0, 1},

8. Set ¢; = (@j", @;”t) for j € [n] and send the challenge ciphertexts (ci,...,cy,) to D.

9. Answer to the incoming oracle queries as in [tem 2.

10. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the
view of D. In particular, if d = 0, A simulates Hg’zfl()\). On the other hand, if d = 1, A

simulates ng(/\) Hence, A has the same advantage of D. This concludes the proof.

O
Claim 30. H"(\) = Hy ""()).
Proof. The distribution of these two experiments do not depend on the bit b. O
By combining Claims 27 to 30 and conditioned to the event Validity,, we conclude that
Hg’o e ... R, Hg’" = H?’O R HI{’" = Hg’o Re ... R, Hg’” = H;_b’”.
This concludes the proof. O

Lemma 11. Let jo,j1 € [n]\ Qcorr- If PE is CPA secure without collusions (Definition 8),
PKE, j, and PKEsy j, are CPA secure (Definition 6), LOBF3 and LOBF4 are secure (Definition 2),
then

n—1)- -1-i . 7. 1
‘IP’[G(EAI) CPAL PE()\) =1/ [QKgen| =1 VahdltYZ,jg,jl] - 2' < negl(A).
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Proof. Without loss of generality, let ¢ = [Qj,| = |Q;,| € poly()) (recall jo, j1 & Qcorr). Consider
the following hybrid experiments:

HJj()\): This is exactly the experiment G%A )CPA_HPE(A)
Validity, ;, ; where the challenge bit is 0.

conditioned to the validity event

Hl{()\)' Same as Hg, except that the challenger changes how it computes the challenge jp-th ci-

phertext c;,. Specifically, it computes c( ) s Ency(mpk, (1, . . ., zy,), 03N +54N) (instead

© g Ency(mpk, (z1, ..., 25), (Y ,yf“t))) where the value ¢

of <, s

is used to compute the

challenge ciphertext, z; = 2%, and z; = z; for j € [n]\ {jo}-
Hg’oz Identical to H4()\).

HY()) for i € [q]: Same as H5 " (\) except that the challenger changes how it answers to the
first ¢ queries for oracle Enc(ek;,, -, ). Formally, on input the ¢'-th query (z,m) such that

i’ <4, the challenger computes c( ) s Enci(mpk, (21, . .., 2y), 03N F34N) where x;, = z,

and z; = x5 for j € [n] \ {js}- F1nally, the challenger returns c¢;, = ((C';;,(C“t) where

) s Enczv(pkv, §b V) for v € [n], (47, yot) ¢ {0, 1}s3NHssQ) Cin ¢s Obfy (14, VD,

yjb, (skj,, jb)), and (C?b“t 3 Obf4(1’\,V‘]?”t,y;’:t, ?b). Otherwise, on input the i'-th query

(z,m) such that ¢/ > i, the challenger answers as usual, i.e., as defined in Hg’o

Hg()\) Same as H , except that the challenger changes how it computes the challenge Jp-th
ciphertext c;,. Formally, the value (C']’; of challenge jp-th ciphertext cj, = ((C';;,(C"“t)
simulated by the challenger using the simulator Simsz of the lockable obfuscation scheme

LOBFsg, i.e., @'J’; is computed by executing Simz(1?, 1|V|an|, l|(skjb7jb)|).

HZ()\): Same as Hg, except that the challenger changes how it computes the Challenge Jp-th
ciphertext c;,. Formally, the value C%' of challenge ji-th ciphertext c;, = ((C'j’;, C°”t)
simulated by the challenger using the simulator Sim4 of the lockable obfuscation echeme

~ out b
LOBFy, i.e., C3'* is computed by executing Simy (17, 11V3 |, llmﬂ'bl).
Hg’oz Identical to H4()).

Hg’i()\) for i € [¢]: Same as Hb "“1(\) except that the challenger changes how it answers to the
first 4 queries for oracle Enc(ekjb, ,') Formally, on input the i’-th query (z, m) such that

i’ <1, the challenger returns c¢;, = ((C'j’;, C°”t) where @]’; is computed using the simulator

Simg of the lockable obfuscator scheme LOBF3, i.e., @;; <5 Simz(1*, lwlfnb', 1|(Skjb’jb)l). Oth-
erwise, on input the i'-th query (x,m) such that i’ > 4, the challenger answers as usual,
i.e., as defined in Hg’o.

HZ': Identical to H2Y()).

Hg’i()\) for i € [¢]: Same as Hb’i_l()\) except that the challenger changes how it answers to

the first ¢ queries for oracle Enc(ek;,, -, ). Fo1rmaully7 on input the i'-th query (z,m) such

that i < 4, the challenger returns c¢;, = (C';;,(C“t) where ((Nj‘]’:t is computed using the

simulator Simy of the lockable obfuscator scheme LOBFy, i.e., @]’:t s Simy (17, 1|V?‘;t|, 1|m|).
Otherwise, on input the #’-th query (x, m) such that i’ > i, the challenger answers as usual,
i.e., as defined in Hg’o.
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H2': Identical to HYY(\).

HI;[E’Z.O for i € {0} U [n — 2]: Same as H 1 except that the challenger changes how it com-

HbL0

7-‘,—2

putes the challenge ciphertext c, Where r = (jp +¢ mod n)+ 1. Formally, the value c,(n gv)

(Jb)

is computed as ¢ <= Ency j, (pk; , w) where w <—s My j, .

b

for i € {0} U [n —2]: Same as H7’+’Z (M) except that the challenger changes how it com-
putes the challenge ciphertext ¢, where r = (j,+i mod n)+ 1. Formally, the value @J“ of
challenge ciphertext ¢, = (Ci", C2"%) is simulated by the challenger using the simulator of
the lockable obfuscation scheme LOBF3, i.e., @5‘ is computed by executing Simz(1*, 11V7,
11(kemly,

Hb ol for i € {0} U [n — 2]: Same as Hb o 0()\) except that the challenger changes how it com-

putes the challenge ciphertext ¢, where r = (j,+7 mod n)+1. Formally, the value (Eg“t of
challenge ciphertext ¢, = (C?, C9"*) is simulated by the challenger using the simulator of
the lockable obfuscation scheme LOBF, i.e., C“t is computed by executing Simy (1?, vl
1lmzl).

Claim 31. H}(\) ~. H}(\).

Proof. Suppose there exists a PPT distinguisher D that distinguishes between H}()\) and HS())
with non-negligible probability. We build an adversary A that breaks the CPA security without
collusions of PE. A is defined as follows:

1.

2.

. For every j € [n]\{js}, compute c;

Receive mpk from the challenger.

Compute (skj, pk;) s KGenz ;(1*) and set ek; = (mpk, sk;, pky, ..., pk,) for j € [n].

. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, forward the query P* to KGen; and return the answer
dkps.

e On input j € [n] for Corr, return ek;.
e On input (z,m) € A ; x My for Enc(ekj,-,-) where j € [n], return ¢; <—s Enc(ek;,

x,m).
. Receive the challenge ((mY,..., mg), (mi,...,mbL), (%,...,2%), (x1,...,2L)) from D. Send
the challenge ( (yjb,y;’;‘t), = 053N+ g = (y,...,2,)) where (y]b,y§;t)
{0,1}s3N+s4N) g = ab and ;= a7 for j € [n]\ {j}-

(0)

. Receive the challenge ciphertext ¢* from the challenger. Set ¢, = c*.

out

0 4 Encl(mpk (T1y...,2y), (yj ,y$%)) where (y] Y5
s {0,1}53N+saN) g — x;’-, and zj = a7, for j' € [n] \ {j}.

For every j € [n], compute c( V) s Enca. (pk,, g 71)) for v € [n].

. Compute ¢; = (((Aiijn,@;?“t) where (E'J” s Obfg(l)‘,Vij”,y}”,(skj,j)) and (E;’”t s Obfy(17

t ,out b :
VUt y2ut, my) for any j € [n].

. Send the challenge ciphertexts (ci,...,c¢,) to D.
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10. Answer to the incoming oracle queries as in Item 3.
11. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the
view of D. In particular, if d = 0, A simulates Hg()\). On the other hand, if d = 1, A simulates
HY%()\). Moreover, D submits a single query P* to oracle KGen and, conditioned to the event

Validity, ;, ;,, we know that P} (z ]b) = 0. Because of this, A submits a single query to oracle

KGen; and, it is also a valid adversary for the experiment GSEAPE(\) with the same advantage

of D. This concludes the proof.
O

Claim 32. H;" ' (\) ~. HY (\) for i € [q].

Proof. Suppose there exists a PPT distinguisher D that distinguishes between Hl” 1()\) and

ng()\) with non-negligible probability. We build an adversary A that breaks the CPA security
without collusions of PE. A is defined as follows:

1. Receive mpk from the challenger.
2. Compute (skj, pk;) s KGengvj(l)‘) and set ek; = (mpk, sk;, pky, ..., pk,) for j € [n].
3. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, forward the query P* to KGen; and return the answer
dkpe.

e On input j € [n] for Corr, return ek;.

e On input '-th query (z,m) € Xy j x My for Enc(ek;,-, ) where j € [n], A proceeds

as follows:
Case j # jp: Sample (y; in y3't) s {0, 1}s3sN+saN | Run c( ) s Ency(mpk, (1, ...,2,),
(yj ,y94%)) where z; = z and zj = z7, for j' € [n] \{j}

Case j = j, and 7' < i: Sample (yjb,y;’:t) s {0,1}53N+s1N) - Compute c( ) s Ency (

mpk, (21, ..., 2y,), 03N +54 V) where x;, = 2 and 2 = x%, for j' € [n] \{jb}.
Case j = j, and i/ = i: Sample (y]b,y;;‘t) s {0,1}53N+s4(V) " Send the challenge
(m? = (y]b,y;"b“t), = 053( 7+51N ¢ = (21,...,x,)) to the challenger where

zj, = v and x; = x5, for j' € [n]\ {jp}. Receive the challenge ciphertext c¢* and
(0)

set ¢;,” = c*.
Case j = j, and ¢ > i: Sample (y] ,y9Ut) s {0, 113N +sa(N) - Compute c§-b_1) s
Ency (mpk, (1, ..., 2a), (4", y5"")) where xj, = 2 and x; = %, for j' € [n]\ {jiv}.

Finally, return ¢; = ((C']-“,(C;?“t) where c( V) s Enca,, (pk el 1)) for v € [n], @'J" s

v ]

Obfa (1%, Vin yin, (sk;, 7)) and C3U +s 0bf4<1W?“t’ Y3t m).

4. Receive the challenge ((m{,...,m9), (mi,....ml), (29,...,29), («1,...,2})) from D.

n rrn

5. Compute C(O) s Ency(mpk, (z1,...,2,), 03N FT51N) where Ty, =T
(] \ {jv} and (yjb,y;’b”t) 35 {0,1}53NFsa(N),

(v)

.I;b’ zj = a7}, for j' €

s Ency ,, (pk,, ¢ (= )) for v € [n].

6. Compute <, Cj,
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7. Compute ¢;, = (CI",Co"t) where CI +—s Obfs (1}, Vi yin_ (sk;, . j,)) and C3¢ < Obf,(1*

Jb?
unt out b )
Jb ’y]b ? Jb

8. For every j € [n]\ {jp}, compute c¢; <s Enc(ekj,x?,m?).

9. Send the challenge ciphertexts (ci,...,c,) to D.
10. Answer to the incoming oracle queries as in Item 3.
11. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the
view of D. In particular, if d = 0, A simulates Hb "“1(X\). On the other hand, if d = 1, A simulates
Hgl(A). Moreover, we know that D submits a single query P* to oracle KGen and, conditioned

to the event Validitys, ; i, we know that j, ¢ Qcor and Vx;b € Q; C Xl,]b,IP’]b( ) = 0.

Because of this, A submits a single query to oracle KGen; and it is also a valid adversary for

the experiment GSE’XPE(A) with the same advantage of D. This concludes the proof.

O
Claim 33. HY(\) ~, H}()).

Proof. Suppose there exists a PPT distinguisher D that distinguishes between Hg’q()\) and
Hg()\) with non-negligible probability. We build an adversary A that breaks the security of the
lockable obfuscation scheme LOBF3. A is defined as follows:

1. Compute (eky, ..., eky,, msk) <s Setup(1*) where ek; = (mpk, sk;, pky, . . ., pk,) for j € [n].
2. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, return dkp+ <—s KGen(msk, P*).
e On input j € [n] for Corr, return ek;.
[ ]
e On input (z,m) € Xy ; x My for Enc(ek;, -, -), A proceeds as follows:
Case j = jp: Sample (y]b,y;’;‘t) s {0,1}3WN+51(N - Run c( ) s Ency (mpk, (z1, ...,
), 053N +51N)) where x;, = 2, 2/ = a3, for any j' € [ ] \ {7v}-
Case j # jp: Compute c( ) s Ency (mpk, (21, ...,2,), (yj ,y$"%)) where (yj L YS) <
{0,153 FssN g = 2 2 = z}, for any j' € [ 1\ {j}-

Finally, return ¢; = (@j“,@?“t) where c( V) s Enca . (pk cl? 1)) for v € [n], @'J" s

v ]

Obfa (1%, Vin yin, (sk;, j)) and C3U s 0bf4<1W?“t’ Y3t m).

3. Receive the challenge ((m{,...,m9), (mi,....mL), (29,...,29), («1,...,2})) from D.

n
4. Compute cg )

< [P\ {7}
)

s Ency(mpk, (21, ..., @), 03N T54N) where xj, = ¥

Lk
i and zj = T for

(v=1)

s Enco, (pk,, ¢,

5. Compute c; ) for v € [n].

6. Send the challenge (Vij';, (skj,,jb)) to the challenger and receive C. Compute c¢;, =
(Cin, Co%) where CI' = C, €9 «—s Obf4 (1%, VoU, 424 m? ) and y9¥¢ s {0, 1}V,

7. For every j € [n] \ {jp}, compute ¢; s Enc(ekj,xg’-,m?).
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8. Send the challenge ciphertexts (ci,...,¢,) to D.
9. Answer to the incoming oracle queries as in [tem 2.
10. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the
view of D. In particular, if d = 0, A simulates Hg’q()\). On the other hand, if d = 1, A simulates
H5()\). Hence, A has the same advantage of D. This concludes the proof.

O

Claim 34. H}"'()\) ~. HY'(\).

Proof. Claim 34 follows by leveraging a similar argument to that of Claim 33.

Claim 35. Hg’i_l(/\) ~e Hg’i(/\) fori € [q].

Proof. Suppose there exists a PPT distinguisher D that distinguishes between HbZ 1()\) and

Hbz()\) with non-negligible probability. We build an adversary A that breaks the security of
the lockable obfuscation scheme LOBF3. A is defined as follows:

1. Compute (eky,...,eky, msk) <s Setup(1*).
2. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, forward the query P* to KGen; and return the answer
dkps.

e On input j € [n] for Corr, return ek;.

e On input '-th query (xz,m) € &} ; x My for Enc(ek;, -, -) where j € [n], A proceeds
as follows:

Case j # jp: Return ¢; = (@-",@?“t) s Enc(ek;, z,m).
Case j = j, and i’ < i: Sample y2"* s {0, 1154, Run c(o) <3 Ency(mpk, (71, ...,
), 053N +51N)) where x;, = r and x; = a5, for j' € [ ]\ {/p}. Return ¢;, =
(Cin C°“t) where c( o) ¢ g Enca, (pk el )) for v € [n], @;; s Sim3(1/\,lwljnb|,

b’ v Jb

1l<skwb>\) and cout <—$0bf4(1A Vout yout ).

Case j = j, and i’ = i: Sample y2* <s {0, 135N Run c( ) s Ency (mpk, (x1, ...
), 053N +51N)) where x5, = x and x5 = x5, for j' 6 [n] \ {jp}. Send the

(v )<—$ Enca(pk v~ )) for

U’j

challenge (V']’;, (skj,» Jb)) to the challenger where c;

v € [n]. Receive the challenge ciphertext C and set (C';; — C. Return cj, =

(Cin, C2Ut) where C2Ut ¢—s Obfy (1}, VU, 42Ut ).

(0)

Case j = j, and 7' > i: Sample (y y°”t) s {0,1}53N+sa(N), Compute ¢~ s Ency (
mpk, (21, ..., xy,), 03N T340V where zj, = x and 2, = %, for j' € [n ]\{jb}. Re-
turn ¢j, = (C';;,(Cm‘t) where c( ") s Ency v (pky, gb_ )) for v € [n], (E']’; s Obf3 (1%,
ViR yin (ki jy)), and T s Obfy (1, VoUE, yout pp).
3. Receive the challenge ((m{,...,m9), (mi,....ml), (29,...,29), («1,...,2})) from D.
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4. Compute ¢j, = (Cin @;’:t) where @J’; s Sims (1%, 1|Vlﬂnb|, 116ks.30)1y and (E?:t s Simy (1%,

b?
[vout| _|m? | ’
19 1 1),

5. For every j € [n] \ {jp}, compute c¢; s Enc(ekj,ac?,mg.).

6. Send the challenge ciphertexts (ci,...,cp,) to D.
7. Answer to the incoming oracle queries as in [tem 2.
8. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the
view of D. In particular, if d = 0, A simulates Hg’z_l()\). On the other hand, if d = 1, A

simulates ng()\) Hence, A has the same advantage of D. This concludes the proof.
O

Claim 36. Hg’ifl()\) S Hg’i()\) fori € [ql.
Proof. Claim 36 follows by leveraging a similar argument to that of Claim 35. U
Claim 37. H2U'  (\) = HYYP(\) fori € {0} U[n —2).

Proof. Let r = (jp+i mod n)+1. Suppose there exists a PPT distinguisher D that distinguishes

between Hgiﬁl (A) and Hl;’f:’io(/\) with non-negligible probability. We build an adversary A that

breaks the CPA security of PKE, j,. A is defined as follows:
1. Compute (mpk, msk) <—s Setup; (1*) and (sk;, pk;) <—s KGeng ;(1*) for j € [n] \ {jp}-
2. Receive pk;, from the challenger.
3. Set ek; = (mpk,sk;, pky,...,pk,) for j € [n]\ {jp}.
4. A answers to the incoming oracle queries as follows:
e On input P* € P for KGen, return dkp« <—s KGen; (msk, P*).

e On input j € [n] for Corr, return ek;.
e On input (z,m) € & ; x My for Enc(ek;,-,-), A proceeds as follows:
Case j = ji: Runc¢; = (@ij", @?”t) where @;‘ s Sim3 (1%, 1Wijn‘, 1164591 and (E;?“t s
Simy (12, 11V 11ml).
Case j # ji: Compute c; <—s Enc(ek;, z,m).

Finally, return c;.
5. Receive the challenge ((m{,...,m2),(m},....,mL), (z9,...,29), (z},...,2L)) from D.

n

6. For every j € [n], the adversary A proceeds as follows:

Case j € [jp : v — 1];}: Compute ¢; = (@j", @;“t) where (E;“ s Simz(1?, 1Wiﬂ'n|, 116k3.9)1) and

€Ut s Simyg (13, 115" 1m31),
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Case j = 7: Sample (y/", 5°U) s {0, 1}%3(M)+54(N) and compute 9 s Ency(mpk, (z1, ..

zn), (YN, y2Ut)) where z, = 28, z; = x% for any j' € [n]\{r}. Compute e s Enca

Pk, c,(ﬂvfl)) for v € [j, — 1]. Send the challenge (m" = 07(«”), m! = w) to the challenger

where w <—s My j,. Receive the answer c* and set cgjb) = ¢*. Compute 07(})) PE

Ean’U(pkv,cﬁv_l)) for v € [n]\ [js). Set ¢, = (C,CMt) where C" <s Obfs(1*,
Vin yin (s, ) and COU +—s Obfy(1%, VOUE, 4ot b).

r

)

Casei<n—2and j€[r+1:j —1]}: Compute ¢; <s Enc(ekj,x?,m?).

7. Send the challenge ciphertexts (c1,...,¢,) to D.
8. Answer to the incoming oracle queries as in [tem 4.
9. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates
the view of D. This is because, by the Validity, ; ; we have that j, € Qcor, i.e., A can
simulate the view of D without knowing skj, (sampled by the challenger). Moreover, if d = 0,

A simulates Hl;i’ilfl()\). On the other hand, if d = 1, A simulates Hl;;?’io(/\). Hence, A has the
same advantage of D. This concludes the proof.
O

Claim 38. H2Y?(\) = HY () fori € {0} U [n —2).

Proof. Let r = (jp+i mod n)+1. Suppose there exists a PPT distinguisher D that distinguishes
between HI;’J(:’Z»O()\) and Hgi’io(/\) with non-negligible probability. We build an adversary A that
breaks the security of the lockable obfuscation scheme LOBF3. A is defined as follows:

1. Compute (eky,...,eky, msk) <s Setup(1*).
2. A answers to the incoming oracle queries as follows:

e On input P* € P for KGen, return dkp+ <—s KGenj (msk, P*).
e On input j € [n] for Corr, return ek;.
e On input (z,m) € & ; x My for Enc(ekj,-,-), A proceeds as follows:
Case j = jp: Runc; = (@j“, @?”t) where ((~:']“ s Simz(1*, 1wijn\, 116k5:9)1) and (E;?“t s
Simy (12, 11V 1lml).
Case j # j,: Compute ¢; <—s Enc(ek;, z,m).

Finally, return c;.

3. Receive the challenge ((m{,...,m9), (mi,....,ml), (29,...,29), («1,...,2})) from D.

4. For every j € [n], the adversary A proceeds as follows:

Case j € [j, : r — 1]} Compute ¢; = (@j", @?“t) where @;" s Simz (1%, 1Wijn|, 1164591y and
@?“t s Simy (12, 11V 1|ml}‘),

Case j = r: Compute ) s EnCQ,U(pkv,c,(ﬂvfl)) for v € [n] \ [jp — 1] where P =

w s My j,. Send the challenge (VI", (sk,, 7)) to the challenger and receive the answer
C*. Set ¢, = (C",CoU) where Ci" = C*, ot < {0,1}%*™) and CO"t <s Obf4(1*,

out ,out b
Vr y Yr 7mr)'
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Casei<n—2and j€[r+1:j—1]": Compute ¢; <s Enc(ekj,xg,m?).

5. Send the challenge ciphertexts (ci,...,¢,) to D.
6. Answer to the incoming oracle queries as in [tem 2.
7. Return the output of D.

Let d be the challenge bit sampled by the challenger. The adversary A perfectly simulates the

view of D. In particular, if d = 0, A simulates Hgﬁ’io()\). On the other hand, if d = 1, A

simulates Hgi’io()\). Hence, A has the same advantage of D. This concludes the proof.
O
Claim 39. H2''(\) =~ HY 1 () fori € {0} U [n —2].
Proof. Claim 39 follows by leveraging a similar argument to that of Claim 38. U
. 1-b,1,1/\\ . 1qb,1,1
Claim 40. H; "5 (A) = Hy [, _o(A).
Proof. The distribution of these two experiments do not depend on the bit b. ]

By combining Claims 31 to 40 and conditioned to the event Validity, ; ; , we conclude
that

b b — 0,0 ~ ba b~ b — b0 ~ b,q
H o~ H =H'~, .. ~H)~ H~ H,=H ~, . ~ H =

b0 o b — b Ll pyb0.0 bl ppl-b 1l
H~ ...~ HY =H" ~ B~ . o~ HYL, =HOD

This concludes the proof.
O

Lemma 12. Let jo € [n]\ Qcorr- If PE is CPA secure without collusions (Definition 8), PKEg j,
is CPA secure (Definition 6), LOBF3 and LOBFy4 are secure (Definition 2), then

n—1)- -1-i . qs 1
‘P[G%’Al) cPAd PE()\) = 1A |QKgen| = 1‘Vahd1ty3’j0} - 2‘ < negl()).

Proof. Without loss of generality, let ¢ = |Qj,| € poly(A) (recall jo & Qcorr). Consider the
hybrid experiments of Lemma 4 and Lemma 11. Formally,

e Let HY'(A),H' (M), Hy (\) for i € [n] be the hybrid of Lemma 10 (for the challenge bit
b =1) except that are conditioned to the event Validity; ;, (instead of Validity,)

o Let HY(\), HY(), Hy" (3), H§(1), HY(V), HE* (), Hg" (1), Hg ™ (0), 5 (1), for € [n],
t € lq),j € {0}U[n—2], (k1, k2) x {0, 1}, be the hybrids of Lemma 11 (for the challenge bit
b = 0) except that are conditioned to the event Validity; ; (instead of Validity, j, ;).

In addition, consider the following additional hybrids experiments:

Hgfn_lz Identical to Hgi#—z'

Hgf_n_l for i € [¢]: Same as H(;j_;l_l except that the challenger changes how it answers to the

first ¢ queries for oracle Enc(ek;,,-,-). Formally, on input the i'-th query (z,m) such
that ¢/ < 4, the challenger returns ¢;, = ((Cij’(‘), C2*) where C{U* s Obf4(1’\,V;?(‘)‘t,y§(;‘t,m)
where y%* «s {0, 1}5#N) | Otherwise, on input the #/-th query (x,m) such that i’ > i, the

. . 0,0
challenger answers as usual, i.e., as defined in H;\ ;.
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Hgfn: Identical to Hgfnfl.

Hgfrn for i € [g]: Same as Hg’f;ll except that the challenger changes how it answers to the
first 4 queries for oracle Enc(ekjy, -, -). Formally, on input the #-th query (z, m) such that
i’ <, t.he challenger returns c;, = ((C}’(‘),(C%‘t) where (C'J’(‘) s Obf3(1)‘,Vij'(‘),y;-’(‘), (skjo,J0))
where yi < {0, 1153 Otherwise, on input the #/-th query (z,m) such that i/ > 4, the
challenger answers as usual, i.e., as defined in Hgfn.

Hgan: Identical to Hgﬁn.

H(;j_n 4 for i € [g]: Same as H(;j_;i_l except that the challenger changes how it answers to the

first ¢ queries for oracle Enc(ekj,, -, -). On input the ¢-th query (z,m) such that ¢ < i, the
challenger samples (y}’(‘), yg?”t) s {0,1}53MN+51N) and computes cg-g)
Tn), (y}g,y;”t)) where xj, = z, and z; = 7 for j € [n]\ {jo}. Finally, the challenger
returns c;, = (@';(‘), @%’t) where cgz) s Enca , (pk,, cg-gfl)) for v € [n], ((NI']’(‘) s s Obf3(1?,

Vij';,y%, (skjo Jo)) @2“ 3 Obf4(1’\,V§?(;'t,y%‘t,m). Otherwise, on input the i’-th query

(x,m) such that i’ > i, the challenger answers as usual, i.e., as defined in Hgfn 41

s Ency(mpk, (z1,. ..,

Claim 41. H(\) = HY' ,()).

Proof. The proof of Claim 41 is identical to that of Lemma 5 where the challenge bitisb = 0. [
Claim 42. HY' L (V) ~. HY! () fori € [q].

Proof. Claim 42 follows by leveraging a similar argument to that of Claim 36. O
Claim 43. HY! '(\) =, H}{ (\) fori € [q].

Proof. Claim 43 follows by leveraging a similar argument to that of Claim 35. O
Claim 44. HY' L (V) ~. HY! L () for i € [g].

Proof. Claim 44 follows by leveraging a similar argument to that of Claim 32. O
Claim 45. Hy"(\) ~. Hy?()\).

Proof. The proof of Claim 45 is identical to that of Lemma 4 where the challenge bitisb =1. [
Claim 46. HY? . (\) = Hy/(\).

Proof. Claim 46 follows by observing that experiments Hgfn 4+1(A) and H%’q()\) are identical
(and does not depend on the bit b). O

By combining Claims 41 to 46 and conditioned to the event Validitys ; , we conclude that

0 0,1,1 _ ¢yb,0 ~ ~ b,q — b0 ~ b,q
Hj ~. H7+n_2 :H7+n_1 R ... R H7+n_1 = H7+n Roe ... R H7+n
b,q

_ ¢7b,0 - - _ zrlq . §y1,0
:H7+n+1NC"'NCH7+n+1:H2 NCHO‘

This concludes the proof. O
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Lemma 13. Let j; € [n]\ Qcorr- If PE is CPA secure without collusions (Definition 8), PKEg j,
is CPA secure (Definition 6), LOBF3 and LOBF4 are secure (Definition 2), then

_1)-CPA-14 1
‘P[G(;A” CPALPE(N) = 1 A | OKGen| = 1‘Validity4)j1} - 2’ < negl()).
Proof. Lemma 13 follows by using a symmetrical argument to that of Lemma 12. O

By combining Lemmas 10 to 13 we conclude that IT is CPA secure in the (n —1)-corruptions
setting without collusions.

E.6 Proof of Theorem 6 (CPA-2-sided security of II)

As usual, consider the predicate space P = {P(z1,...,x,)} of Construction 3 where P(x1, ..., z,)

=Pi(z1) A... APy(zy). Let P* € P be the only predicate for which the adversary will ask for

the decryptlon key dkp+ during the experiment G(n 1)-CPA-2-iPE (recall that we prove the secu-

rity of Construction 3 in the scenario without collus,lonb i.e., |OkGen| = 1). We can leverage a
similar argument to that used to prove Theorem 5 for the CPA 2-sided case (see Appendix F.4)

in order to rewrite the validity condition of G(r? ;1)'CPA'24PE (Definition 13) as follows:

Either Validity; or Validity.

where
Validity, : Vj € [n],Vi1 € [k1 +1],..., Vi, € [k, + 1],
B2 el =
P*(xgil’l), ey 51711’ ),w},xﬁ{l’l),. Lzl =
Validity, : Vj € [n], Either P (x j) = P;(mjl) =0 or Pj(x ) P} (x ) m? = m}
for Q0 = {mgl’b),..., 5 v, fk b = 2%} for i € [n], b € {0,1} as defined in Definition 13.

Recall that, if i € Qcorr, then Qi-’ is the ordered list composed of the inputs submitted to the
oracle Enc(ek;, -, -) and the challenge input z?. Otherwise, if i € Qcorr, then QU is equal to the
i-th input space X7 ; that, in turn, contains also the challenge input x?. Hence, the CPA-2-sided
security of Construction 3 follows by proving the following lemmas.

Lemma 14. If PE is CPA secure without collusions (Definition 8), SKE is CPA secure (Defi-
nition /), and LOBF is secure (Definition 2), then
—1)-CPA-2-i 1
’P[G%"Al) CPAZIPE(\) = 1 A | Qkgen| = 1\Validity1} - 2‘ < negl(\).

Proof. Note that Validity; is equivalent to the validity condition of CPA-1-sided security.
Hence, the lemma follows by leveraging an identical argument to that of the CPA-1-sided case
(Appendix E.5). O

Lemma 15. If PE is CPA-2-sided secure without collusions (Definition 9) and LOBF is secure
(Definition 2), then

n—1)- -2-i o 7 1
’P[G&Al) CcPA2 PE()\) =1 A |QKGen| = 1‘Vahd1ty2} - 2‘ < negl(\).
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Proof. Let P* € Qgen and ((2Y,...,22), (z},...,2L)) be the predicate submitted to the oracle
KGen and the challenge inputs chosen by the adversary, respectively. Despite P* is chosen
adaptively, we assume that the values {z;};c such that Pj(z?) = Pj(z]) = 2 are known
before the challenge phase. Indeed, {zi}ie[n] can be guessed with non-negligible probability
since n = O(1).

Consider the following hybrid experiments:

Hg’o(/\): This is exactly the experiment Gg” ;1)_CPA'2_iPE()\) conditioned to the event Validity,

where the challenge bit is b.

Hg’i()\) for i € [n]: Same as Hg’i_l, except that the challenger changes how it computes the
challenge ciphertext ¢; with respect to z;. If z; = 0 (i.e., P¥(2)) = Pf(z}) = 0), the value
(0) (0)

¢, is computed as ¢; ’ <=s Enci(mpk, (z1,...,2y), 053N +54(N) where z; = 29, and z; = T}

for j € [n]\ {i}. Otherwise, if z; = 1 (i.e., Pi(2?) = P¥(z}) = 1), the value 9 s computed

()

as CEO) s Enci(mpk, (z1,...,2y), (y;”, y9Ut)) where (y;", yf“t) +s{0, 1}53(’\)“4(’\)7 T; = x?,
and z; = 27 for j € [n] \ {i}. Observe that cl(»o) is computed by fixing x; = 2¥ (instead of
z; = x), i.e., the input (21, ...,2,) used to compute the i-th challenge ciphertext is fixed

and does not depend on the challenge bit b.
H?(\): Identical to H™(\).

H’()) for i € [n]: Same as H9"™!, except that the challenger changes how it computes the
challenger ciphertext ¢; with respect to z;. If z; = 0 (i.e., Pj(x?) = ]P);k(CCZI) = 0), the
value @’“t of challenge ciphertext ¢; = (@i“, @’”t) is simulated by the challenger using the
simulator of the lockable obfuscation scheme LOBFy, i.e., @?“t s Simy (17, vl 1|mli)‘)

where VUt = Cz(",f) .+ Otherwise, if z; =1 (i.e., P*(20) = P*(2!) = 1), the value Co" is

computed as in Hl{’o()\).

We can prove that the indistinguishability of the above hybrids by leveraging similar techniques
to that of Appendices E.4 and E.5.

Claim 47. HY' ' (\) =~ HY () for i € [n).

Proof. Note that the values {z;}iep, (ie., Pf(2)) = P;(z;) = z), can be correctly guessed with
non-negligible probability since n = O(1). Conditioned to the above, the claim follows from the
CPA-2-sided security of PE. O

Claim 48. HY" ' (\) ~. HY(\) for i € [n].

Proof. As usual, the values {z;}icpn (i-e., P} (29) = P¥(z}) = z), can be correctly guessed with
non-negligible probability since n = O(1). Conditioned to the above, the claim follows from the
security of the lockable obfuscation scheme LOBFy. U

Claim 49. H"(\) = H; ""()).

Proof. The claim follows by leveraging the validity condition Validity, and observing that

the values {zi}icpy) (i-e., P (2)) = P#(x}) = 2), can be correctly guessed with non-negligible

probability since n = O(1). Conditioned to the above, for every i € [n], if P}(2?) = P} (x}) =

z; = 0 we have that the j-th challenge ciphertext ¢; does not depend on the bit b. On the other

hand, if P}(z¥) = P}(x}) = 2z; = 1, we have that the j-th challenge ciphertext ¢; depends on
0

either m; or mjl.. However, by the validity condition Validity, we have that mg = m]1 Hence,

H’"™()\) and H} *"()\) are identically distributed. This concludes the proof. O
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By combining Claims 47 to 49 and conditioned to the event Validity,, we conclude that
Hg’o Re ... R, Hg’n = H(l)’0 e ... R, H[l)’n = H%” This concludes the proof. O

By leveraging Lemmas 14 and 15, we conclude that IT of Construction 3 is CPA-2-sided
secure.
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