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Abstract. A secure n-bit tweakable block cipher (TBC) using ¢-bit
tweaks can be modeled as a tweakable uniform random permutation,
where each tweak defines an independent random n-bit permutation.
When an input to this tweakable permutation is fixed, it can be viewed
as a perfectly secure t-bit random function. On the other hand, when a
tweak is fixed, it can be viewed as a perfectly secure n-bit random per-
mutation, and it is well known that the sum of two random permutations
is pseudorandom up to 2" queries.

A natural question is whether one can construct a pseudorandom func-
tion (PRF) beyond the block and the tweak length bounds using a small
number of calls to the underlying tweakable permutations. As a posi-
tive answer to this question, we propose two PRF constructions based
on tweakable permutations, dubbed XoTP1l. and XoTP2., respectively.
Both constructions are parameterized by ¢, giving a (¢ + n — ¢)-to-n bit
PRF.

When ¢ < 2n, XoTP1: becomes an (n+ £)-to-n bit pseudorandom func-

tion, which is secure up to onts queries. XoTP2% is even better, giving

an (n+ %)-to-n bit pseudorandom function, which is secure up to ot
queries, when t < 3n. These PRFs provide security beyond the block and
the tweak length bounds, making two calls to the underlying tweakable
permutations.

In order to prove the security of XoTP1 and XoTP2, we firstly extend
Mirror theory to ¢ > 2™, where ¢ is the number of equations. From a
practical point of view, our constructions can be used to construct TBC-
based MAC finalization functions and CTR-type encryption modes with
stronger provable security compared to existing schemes.

Keywords: Mirror theory, pseudorandom function, tweakable block cipher, sum
of permutations

1 Introduction

CONSTRUCTING PRFs FROM PRPs. A block cipher is typically modeled as a
pseudorandom permutation (PRP) in a provable security setting: any adversary



should not be able to distinguish the block cipher from a truly random permu-
tation by making a certain number of encryption and decryption queries in a
black-box manner. However, for some modes of operation, one might want the
block cipher to behave like a pseudorandom function (PRF). For example, a
counter mode generates a keystream

using a block cipher E with a secret key K and a nonce N. In this mode of oper-
ation, all the blocks are pairwise distinct, allowing an adversary to distinguish it
from a truly random keystream. For this reason, the counter mode is proved to
be secure only up to the birthday bound (in the assumption that E is a pseudo-
random permutation). This observation motivates the problem of constructing a
pseudorandom function from pseudorandom permutations. Sometimes this prob-
lem is called “Luby-Rackoff backward” [3]: the Feistel network transforms a set
of (not necessarily one-to-one) functions into a permutation, and this problem
considers its opposite direction.

A natural way of building a PRF by using PRPs is to xor two independent
pseudorandom permutations. Given two n-bit (keyed) PRPs P and P’, their sum,
denoted XoP, maps X € {0,1}" to

XoP(X) ¥ P(X) @ P/(X).

Alternatively, one can simply truncate outputs from a single permutation. This
construction, denoted TRP, maps X € {0,1}" to

TRP,,(X) % Tr, (P(X))

where m is a positive integer such that m < n, and Tr,, is a truncation function
that takes an n-bit string and returns leftmost m bits of the input. There has
been a significant amount of research on these constructions [2, 3, 4, 5, 9, 14,
15, 16, 24, 32, 33].

TWEAKABLE BLOCK CIPHERS. Tweakable block ciphers (TBC), first introduced
in [25], are a generalization of standard block ciphers that accept extra inputs
called tweaks. The tweak, providing inherent variability to the block cipher,
makes it easy to design various higher level cryptographic schemes such as mes-
sage authentication codes and modes of operation.

Tweakable block ciphers can either be designed from scratch [8, 13, 35], or
be built upon off-the-shelf cryptographic primitives such as block ciphers and
(public) permutations [6, 23, 27, 30]. Recently, a unified vision for the tweak and
key inputs has been proposed within the TWEAKEY framework [19]. Skinny [1]
and deoxys-BC [20] follow this framework. Theoretically, a secure TBC is mod-
eled as a tweakable pseudorandom permutation (TPRP); when a key is chosen
uniformly at random and kept secret, the keyed TBC should behave like an inde-
pendent random permutation for each tweak. The ideal counterpart of a TPRP
is called a tweakable uniform random permutation (TURP).



1.1 Owur Contribution

BuiLDING PRFs FrRoM TPRPS. As tweakable block ciphers are widely used and
studied, it is natural to ask how one can efficiently construct a PRF on top of
a tweakable block cipher. The underlying tweakable block cipher being modeled
as an n-bit TURP using t-bit tweaks, denoted P, a straightforward construction
is to fix a message input to P, obtaining a t-to-n bit function. Then such a
construction is perfectly secure for every possible query; it is secure up to 2
queries. On the other hand, one can obtain a perfectly random n-bit permutation
by fixing a tweak input to P. This construction is secure only up to the birthday
bound. By summing two distinct permutations (using different tweaks), one can
obtain a pseudorandom function that is secure up to 2" queries [32].

The goal of this paper is to construct pseudorandom functions that make a
small number of calls to the underlying TPRPs, providing security beyond the
block and the tweak length bounds. We note that a TBC-based Feistel cipher
provides such a strong security bound with at least 10 rounds, using that many
tweakable block cipher calls [36].

In this work, we propose two PRF constructions using only two calls to the
underlying TPRPs

P :{0,1}* x {0,1}" — {0,1}",
Q:{0,1}* x {0,1}" — {0,1}",

where P and Q can be seen as TURPs up to their TPRP-security.
Given a (public) constant C' € {0,1}¢ for an integer ¢ such that 0 < ¢ < n,
the first construction, dubbed XoTP1,, is defined as follows.

XoTPL.(X,Y) € P(v,C || X)&Q(Y,C || X)

for X € {0,1}" ¢and Y € {0,1}" (see Figure 1). One can view XoTP1 as XoP in
the multi-user setting, where the number of users is 2! and each user is allowed
to make at most 2" ¢ queries. Note that XoTP1, is parameterized by ¢ (instead
of C) since its security depends only on the length of the constant.

We prove that the adversarial advantage in breaking the PRF-security of
XoTP1, is upper bounded by O (#) In particular, when ¢t < 2n, XoTPl% is

secure up to onts queries. When ¢ > 2n, XoTP1,, is obviously secure up to 2°
queries.

In our second construction, dubbed XoTP2, the position of X and Y are
partially switched over P and Q. When ¢t > n — ¢,

XoTP2,(X,Y, W) =P(W | Y,C | X)& QW || X,C || Y)
for X, Y €{0,1}" ¢ and W € {0,1}'"""¢ and when t <n —c,

XoTP2.(X,Y, W) =P(Y,C | W | X)&Q(X,C | W Y)
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Fig. 1: XoTP1, based on P and CT)

for X, Y € {0,1}¢ and W € {0,1}"" "¢ (see Figure 2). In this way, XoTP2,
becomes a (t + n — ¢)-to-n bit pseudorandom function.
We prove that when ¢ > n — ¢ (resp. t < n — ¢), the adversarial advantage in

breaking the PRF-security of XoTP2, is upper bounded by O (min{ﬁ, 2%—1})

(resp. O (max{ﬁ, 2%})) In particular, when ¢ < t, the adversarial dis-
tinguishing advantage is upper bounded by O (Q—LL) Since the input size of

XoTP2,. is (t + n — ¢) bits, the threshold number of queries is maximized when

c = % (assuming ¢ < 3n). Then XoTP2: is secure up to ot queries. Fig-

ure 3 shows the threshold number of queries ¢ as a function of tweak size t for
XoTP1int ny and XoTP2:. We see that XoTP1. (resp. XoTPZ%) enjoys secu-
rity beyond the block and the tweak length bounds when ¢ < 2n (resp. t < 3n).
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(a) XoTP2. whent >n —c¢ (b) XoTP2, when t < n —c

Fig. 2: XoTP2, based on P and (T)
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Fig.3: The threshold number of queries ¢ as a function of tweak size t. The
dashed line is the bound for XoTP1 and the solid line is the bound for
XoTP2,.
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APPLICATION. Many deterministic MAC schemes can be viewed as an instance
of the Hash-then-PRF paradigm; a variable-length message is first mapped onto
a fixed-length value through a universal hash function, and then a PRF is ap-
plied to the hashed message, obtaining a tag. When it comes to TBC-based
constructions using two TBC calls at the finalization step, most of such schemes
provide at most n-bit security; PMAC-TBC1k [29] and PMACx [26] provide n-bit
security and ZMAC [18] provides min {n, 2% }-bit security.

If XoTP2,. is combined with any birthday bound-secure (¢ + n — ¢)-bit hash
function (though constructing such a nice hash function is an independent open
question), then one might expect min{*%=¢ max{n + 2c, 3 }}-bit security for
the resulting MAC scheme. When n < t < 6n, it will provide @—bit secu-
rity with ¢ = t’T", which is stronger than existing TBC-based MAC schemes
(providing n-bit security) or using a trivial ¢-to-n bit PRF with a single TBC
call.

If a TBC is used to construct a CTR-type encryption mode of rate 1 with
a nonce as a tweak input and a block counter as a block cipher input, then
the adversarial distinguishing advantage against this mode will be tightly upper
bounded by

ol

2n
where [ is the maximum message length and o is the total number of message
blocks. This security bound might not be sufficient, in particular when n is small.

In order to achieve stronger security (at the cost of worse efficiency), one
might use an (n 4+ t — ¢)-to-n bit PRF XoTP2, to construct a CTR-type en-

1

cryption mode of rate 5. When ¢ = %, n+ % bits are available for nonces and

counters, while the adversarial distinguishing advantage against this mode is



upper bounded by
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As a numerical example, consider the SKINNY-64-192 tweakable block cipher
operating on 64-bit blocks using 192-bit tweakeys. If 128 bits are used as a key,
then one can use 64-bit tweaks. In this case, one can use 106 input bits to
XoTP22; as nonces and counters (say, 64-bit nonces and 32-bit counters), and
the resulting encryption mode will be secure as long as the total number of
message blocks is small in front of 2106,

If n+ % bits are not sufficient for nonces and counters, one can simply take
a small constant ¢ so that the input size of the resulting PRF is almost n + ¢
bits. For the encryption mode using this PRF, the adversarial distinguishing
advantage is still upper bounded by

2
o
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ProOOF TECHNIQUE. Our proof is based on the standard H-coefficient tech-
nique, where Patarin’s Mirror theory [34] is used for the counting arguments.
Mirror theory allows one to sharply lower bound the number of solutions to a
certain type of system of equations and non-equations. In our security proof,

we will consider the following system of equations; for two sets of unknowns
Vp={Pi,...,P;} and Vg = {Q1,...,Qq}, and for constants Z;, i =1,...,q,

PioQ =7y,
Py ® Qo = Zs,
P,eQ, =7,

This system of equations can be represented by a simple graph G = (V, £), where
V = VpUVg and P; and Q; are connected by a Z;-weighted edge fori =1,...,q.
This graph consists of ¢ isolated edges, so the size of the largest component in
this graph, denoted &pax, is two. The system of equations with &,.x = 2 appears
in the security proof of the sum of two independent random permutations, where
all the unknowns in Vp (resp. Vg) should be distinct since they are supposed to
be outputs from a fixed permutation. These additional constraints can be viewed
as non-equations between the unknowns. The resulting system of equations and
non-equations has been studied in [34], and later revisited with more complete
and detailed arguments [7, 11].

When it comes to a tweakable permutation, all the outputs are not necessarily
distinct, in particular, when they are defined with distinct tweaks. With this
observation, we relax the constraints of non-equations by defining partitions of
Vp and Vg; if P; and P; (resp. Q; and @) are contained in the same block, then
P; # Pj (resp. Q; # Q;). In this way, we generalize Mirror theory for {max = 2,
and it leads to the security proof of XoTP1 and XoTP2.



HisTORY. A relaxed version of Mirror theory was also studied by Mennink et
al. [28]. However, it was based on the original Mirror theory [34], which has
been controversial due to some mistakes and gaps in the paper. Nandi [31] also
pointed out that some part of [28] is flawed. Many researchers have revisited
Mirror theory in more verifiable ways, while newly established Mirror theory
takes more limited conditions for ¢ and &nax. Datta et al. [10] studied Mirror

theory for ¢ = O (2%) and £qnax = 3 to prove the security of the DWCDM
nonce-based MAC scheme. Dutta et al. [12] extended it to ¢ and &yax such
that ¢ = O (2%) and ¢ - Enax < 2772, and proved the security of the CWC+
AEAD mode. Jha and Nandi [21] further extended it to ¢ and &pax such that
q=0 (23%) and ¢ - Emax < 277! to tightly prove the security of CLRW2. Kim

et al. [22] studied Mirror theory for ¢ = O (237) assuming that the number of

components of size > 3 is smaller than 27, and it was sufficient to tightly prove
the security of DbHtS MAC schemes. Recently, Dutta et al. [11] and Cogliati and
Patarin [7] independently revisited Mirror theory for ¢ = O (2"), giving clearer
and verifiable proofs, while both assume &,,,x = 2. In this line of research, we
firstly establish Mirror theory for g > 2.

OPEN PROBLEMS. First of all, the exact security of the XoTP1 and XoTP2 con-
structions still remains open. Secondly, one can consider an alternative approach
to constructing PRFs using a single call to the underlying primitive: to truncate
outputs from a tweakable permutation. Fix two positive integers ¢ and m such
that ¢, m < n as well as a constant C' € {0,1}¢, and let

TTRPopn(X | V) < Tt (’|5(Y, el X))

for X € {0,1}"7¢ and Y € {0,1}*. Since TRP,, permits an attack using 2"~ %
queries, we need to fix a part of the input, so that an adversary is not able
to make that many queries for a single tweak. We leave the (exact) security of
TTRP,,, as an open problem.

When it comes to Mirror theory, relaxing the constraint ,,x = 2 seems to be
an important open question from both theoretical and practical point of view.
If one can improve Mirror theory in this direction, many practical constructions
based on a tweakable block cipher could be proposed. For example, one would be
able to construct CENC-like encryption modes [17] of stronger provable security.

2 Preliminaries

NoTATION. Throughout this work, we fix positive integers n, ¢, and g. We denote
0™ (i.e., n-bit string of all zeros) by 0. For integers a and b such that 0 < a < b,
we write [a,b] =°f {a,...,b} and [b] =9¢f {1,... b}. Given a non-empty set
X, z +g X denotes that x is chosen uniformly at random from X. The set of
all functions from X to ) is denoted Func(X,)). We use an indicator function,



denoted 1, such that for a statement E, 1(F) = 1 if a statement F is true, and
1(F) = 0 otherwise. When two sets X and ) are disjoint, their (disjoint) union
is denoted X LU Y.

TWEAKABLE BLOCK CIPHER. A tweakable block cipher (TBC) is a keyed func-
tion £ : K x T x X — X, where K is the key space, T = {0,1}! is the tweak
space, and X = {0,1}" is the message space, such that for any (K,T) € K x T,
E(K, T,-) is a permutation over X.

A tweakable permutation is the mapping P:7 x X = X such that IS(T7 )
is a permutation of X for any tweak T' € 7. When a tweakable permutation is
chosen uniformly at random from the set of all possible tweakable permutations,
such an ideal object is called a tweakable uniform random permutation (TURP).
A secure tweakable block cipher should behave like a tweakable uniform random
permutation with the same message and tweak spaces (when the key is chosen
uniformly at random from the key space and kept secret), and hence it is viewed
as a tweakable pseudorandom permutation (TPRP).

PSEUDORANDOM FUNCTION. Let C: K x X — ) be a keyed function with key
space K, domain X, and range ). We will consider an information theoretic
distinguisher D that makes oracle queries to C, and returns a single bit. The
advantage of D in breaking the PRF-security of C, i.e., in distinguishing C from
a uniformly chosen function F <—g Func(X, ), is defined as

AdVE (D) = |Pr [K g C: DY) = 1] = Pr [F g Func(¥, ) : D70 = 1]

We define Adv(g) as the maximum of Adv2"(D) over all the distinguishers
against C making at most ¢ queries.

H-COEFFICIENT TECHNIQUE. Consider a PRF construction CP,Q : X =Y
based on two TURPs P and Q. In this case, P and Q can be viewed as keys. Sup-
pose that an information-theoretic distinguisher D adaptively makes g queries
to the construction oracle, which is either C[P, Q] (in the real world) or a truly
random function F (in the ideal world), recording all the queries (X, Y;)1<i<q-
So according to the instantiation, it would imply either C[P Q}( i) =Y or
F(X;) =Y;. We will call

7= ((X1,Y1),..., (X, Yy))

the transcript of the attack; it contains all the information that D has obtained
at the end of the attack. When we consider an information theoretic distin-
guisher, we can assume that the distinguisher is deterministic without making
any redundant query.

Fix a transcript 7 = (X;,Y;)1<i<q. If there exists a function F € Func(X,))
such that F(X;) = Y; for every i = 1,...,q, then we will call the transcript 7
attainable. We denote I' the set of attainable transcripts. We also denote T,
(resp. Tig) the probability distribution of the transcript 7 induced by the real
world (resp. the ideal world). By extension, we use the same notation to denote a



random variable distributed according to each distribution. Without considering
“bad events”, the coefficient-H technique is summarized as follows.

Lemma 1. Let € > 0. Suppose that

Pr[T,e = 7]

_—— >1 -
PI‘[TidZT}_ ¢

for any 7 € I'. Then one has

Adv?(g) <e.

USEFUL LEMMA. Dutta et al. [11] proved the following combinatorial lemma.
This lemma will also be used in our extended Mirror theory.

Lemma 2. Let m be a positive integer, and let (Dag),, 5 be a two-dimensional
sequence of non-negative numbers, where 1 < a < m and g < o — 1. Suppose
that Dog =04f 8 <0, and if 2 < oo <m and B < o — 3, then the following
recurrence relation holds.

C

Dog<Duo_15-1+24-D,_ A?.D,_
8 S Darp-1+ 16+ LA o g Ayl

for some positive constants A and C such that A < 2"~'. Then, for any integer
r such that 1 <r < 3 —1, one has

- 2r % Az r—1 2j 2] AlC
Da,l = Z Z Dafr,17r+i + Z Z Z (277, — 2A)m—a+1+i . (1)

=0 i=j

Proof. We will use induction on r. One can easily see that (1) holds when r = 1.
Suppose that (1) holds for r such that r < § — 2. By the recurrence relation, we
have

2r

2r
2r . 2 )
A'Doy_pigii < A Do—v1ir +2A - Do p11-—rii
Z(Z) 1 +—Z<Z) ( Li—r + Li-r+

i=r i=r

C
A2 ' Doc—r— —r+i :
+ 1,2 + + (2n _ 2A)ma+1+z>

2r4+1 2r .
2r AC
- Z BiDO‘—T—lvl—”"i + . ( i ) (277, _ 2A)m—o¢+1+i’

for some B;, where

<.27ﬂ )Ai+1+ (2T>A12A+ <2T )Ai_1~A2
i+ 1 /) i—1

2 2 2 )
() +2(0)+ ()«

1+ 1 7 i—1

B;



2r — 1. Even for i € {r,2r,2r 4+ 1}, one easily sees that

when r+1 < i <
*1. Therefore, we have

B; < (I AF

1+1
2r+2
2r ip 2r + 2 ip
Z(Z)A ozrlr+1§z< Z >A a—r—1i—r

1=r+1
2r ;
2r AC
+ Z ( i > (Qn _ 2A)m—a+1+i'

Combined with the induction hypothesis, we have

2 S 2 AiC
Q1<Z( 7ﬁ>14z a—r,1— r+z+zz< J) _2A>m—a+1+i

Jj=0i=j
2r+2 -
2r+2\ ; 2r AC
<3 () 2 () g
r—1 27 .
2j AC
+ X5 (V) g
Jj=0 i=j
2r+2 r )
2r+2 in 25 AC
<3 (M)t 3 ()
i=r+1 7=0 i=j
which completes the proof. a

3 Mirror Theory for &£,... = 2 with Relaxed Constraints

For a fixed positive integer ¢, let

def

VP - {Pla"'apq}a
def
Q - {er"aQQ}
be sets of unknowns such that P;,Q; € {0,1}™ for ¢ € [¢]. For a sequence of
constants (Z1,...,2Z,) € ({0,1}™)9, consider a system of equations
PeQ1 =7,
Py ® Q2 = Za,
P,®Q, =7,

10



We will fix two partitions of [¢], namely,
P— {P<1>, o ,P(“)},
o={aw, o)
for some positive integers a and b, where
[q] —pDy...yup@ = Q(l) |_|...|_|Q(b).

Let

)

Adéf max {‘P(i)
i€[a],jE[b]

Q(j)‘}

denote the size of the largest block in the two partitions. Throughout this section,
we will assume

We will write 7 Ej (resp. i 2 4) if there exists k such that i, j € P*) (resp. i,
jE Q(k)). With respect to these relations, we will put additional constraints on
I as follows.

1. If i X j, then P; # P;.
2. 17 2 j, then Q; # Q.

The goal of our Mirror theory is to sharply lower bound the number of solutions

to I', denoted h(I, z, g), subject to the above constraints. In order to state the
main result of our Mirror theory, we need to define sets

P {jei-u]iti}, o {jei-1]i % @)

for i € [g]. We note that P; (resp. Q;) is a subset of the block containing ¢ in
partition P (resp. Q). If 7 is the smallest element in the block, then P; or Q; is
an empty set.

Theorem 1. One has

q _ _ , 4 ,
WL Q) s <IZ (z|7>mgl| . 20|771|QZ|> 6t 1) )

22n 23n 22n
i=1

« f{l ((2” - \Pigg” - Qi|)) _

The proof of Theorem 1 will be given in the next section. Let

}

BY  max H’P(i) n QW

i€lal,j€[b]

Then we have the following lemma.

11



Lemma 3. One has
q
Z |P;|1Q;i] < min {Azq, Bq2} )
i=1

Proof. Since P; (resp. Q;) is a subset of a single block in P (resp. Q), we have

q q
DIP1Qi < A% = A% (3)
=1 =1

For k € [a], let Uy = [P®) N[g—1]|, and for I € [b], let V; = | n[g—1]].
Then, we see that

ZUk—ZW—q—l

k€lal

For i € [q], there exists a unique pair (k,[) such that i € P*) N QW  in which
case |P;| < Uy and |Q;| < V;. On the other hand, for (k,1) € [a] x [b], there are
at most B indices i such that i € P*) N Q). Therefore, we have

q

MRl < Y. (BUW) BZUkZW B(g-1)?% (4
=1 (kL) €la] x[b] ke€(a] le[b

By (3) and (4), the proof is complete. O

By Lemma 3 and since [P; N Q;| < B—1 for every i € [g], Theorem 1 is simplified
as follows.

Corollary 1. One has

2(B-1 1)3  20min { A%q, B¢?
h(F7£7Q,)Z (1_ ( Jg+6(n+1)7° min { A%q q})

22n 23n

0 ((2“ - IPZ'\;?" - |Qi|)) '

i=1

3.1 Proof of Theorem 1

GRAPH REPRESENTATION, DEFINITIONS AND NOTATIONS. Let a € [¢]. For a
set of a indices Z = {i1,...,ia} C [q], we define

[ ]def{ 117Qi1'- zaana}a
£ (P, Qi Zi), - (Po Qi Zi)}

12



where (P, Q, Z) € £[Z] represents an edge connecting P and @ with weight Z.
When Z = [a], we will simply write G, to denote G[Z]. By definition, Gy = 0.
We will identify G[Z] with a system of equations P, & Q; = Z; for i € Z. So G,
becomes I'.

For a set of edges F such that every edge of F connects vertices of G[Z],
we will write G[Z] U F to denote (V[Z],€[Z] U F). The number of solutions to

G[Z]UF subject to relations £ and & will be denoted h(G[Z]UF). By definition,
h(Go) = 1. When h(G[Z] U F) > 0, we say that G[Z] U F is valid. Note that
G, (with Z = [¢] and F = 0) is valid if A <27~
Let [ be a positive integer. For a trail of length [ connecting two vertices Vj
and Vi, say
T(Vb, ‘/l) : ((Vb, V1>E1)7 AR (W*la W7El))

in G[Z] U F, the weight of T(V,, V) is defined as

ef
w(T(Vo, V) E B16 By - & B
In order for G[Z] U F to be valid, the following conditions should be satisfied.
1. For any distinct ¢ and j such that i L J, and for any trail T'(P;, P;) in
GIZIUF, w(T(F;, P;)) #0.

2. For any distinct ¢ and j such that ¢ 2 J, and for any trail T(Q;,Q;) in
GIZ]UF, w(T(QiQ;)) # 0.

For a € [2,4], let Z C [¢] be an index set such that |Z| = a. For f € [a — 1],
let

T = (.- rdpr) €7
be a sequence of distinct indices in Z, and let
L= (Ly,...,Lp) € ({0, 13")"

be a sequence of n-bit weights. Then we define an edge set

‘7:[&775] déf {(leijz’Ll)v"'7(Pj/3’Qj5+1’LB)}

and a weighted graph

def

GlZ,J,L] = GIIZJUF[T,L].
We also define subgraphs of G[Z, 7, £] as follows.

def

G 1L,7,£) € 61T U (FIT, L\ AP, Qsas L)),
G (L, T, £] = GIT\ s U (FIT, L\ {(Pry, Qionns L) D),

def

g”[Iv J, 'q = Q[I\ {jﬁ-‘rl}] U (]:[j’ E] \ {(Panjval)’ (PJB7QjB+17L5)})'
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P P P, Ps Pg P P, P, P P

Q1 Qs Q1 Qs Qs Q1 Qs Q1 Q5 Qs
(a) G (b) G
P Py Ps P P P, P Py

Q1 Qs @5 Qs Q1 Qs Qs Qs
(c) G~ (d) G~

Fig.4: An example of G* for z € {++,—+,+—,——}, where ¢ = 6, Z =
{1,3,4,5,6} and J = (5,6,4,3).

When Z, J and L are clear from the context, we will simply write
G = g[I,jvﬁL G'= g7+[Ia~77£]v g = g+7[I7ja‘C]v G = g”[Iajv‘C]'

Note that G* is obtained from G** by removing one edge, namely (P;,, Q;,, L1),
while G*~ is obtained from G** by removing two edges that are incident with
Qjs.,- See Figure 4 for an example of G, G, G and G . When 8 = 0, we
have £ = () and F[J, L] = () by definition, in which case, G[Z, 7, L] = G[Z]. We
note that if G is valid for given Z, J, and L, then G+, G and G~ are also
valid.

For an index set Z C [¢] and ¢ € [g], we define the following sets.

P, {jez‘jﬂz’andj;u},

Q7] ™ {jez|j%iand;j#if,

def

Q.

RilZ]

{jeI‘iji,jgi,Zj:Ziandjyéi}.

When Z = [a] for some a € [g], we will simply write P,, Qq, and R,, to denote
PalZ], QulZ], and R, [Z], respectively.t Note that R, C P,NQ, for any a € [q].

! This notation is consistent with the previous definition of P; and Q; in (2).
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ORANGE EQUATION. We can recursively compute h(G,) using the following
lemma.

Lemma 4. For any positive integer o € [q], one has

W(Ga) = (2" = [Pal = |Qal + [Ral)A(Ga-1) + D (Ga-1U{E}) (5)

E€L[G.]
where
LiGal ={(P;,Qj, Za) |i € Pa, j € Qa, @ # Jy M(Ga1 U{(Fi,Qj, Za)}) > 0}
Recurrence relation (5) is called the Orange equation in Mirror theory.

Proof. For each solution S = (X1,Y1,..., Xo0—1,Ya—1) € ({0,1}™)2%72 to G,_1,
let

X ={X;]ieP,},
Y={Yj®Za|j€ Qa}.

Once S is fixed, one should choose P, from {0,1}"\ (¥ UY). Therefore we have

h(Ga) =Y (2" =X UY)

Ses
= @2 = [Pal = |Qal + X NY))
Ses
= (2" = [Pal = |Qal)(Gacr) + Y _ XNV, (6)

SeS
where S denote the set of all solutions to G,_1. In particular, we have

DNy =) UX@Y; = Za).

Ses SeS i€Pa
JEQa

1. f X;8Y; = Z, for i € P,N Qg, then it should be the case that i € R,. For
each i € R, we have
D LXi@Yi=Za) =) 1= h(Ga)-
Ses Ses
2. If i € Py, j € Qn and i # j, then we have
Y UX @Y = Za) = "Ga-1 U{(P:Q5: Za)})-
Ses
To summarize, we have

Mo 1KoY =Z)=)Y Y LX;eY=1Z)

SE€S i€Pa S€ESIEPLNQa
]GQ(X

15



+Y > WX @Y =2Z,)

S€S i€Pq
J€Qa
i#]
= [RalM(Ga-1)+ Y h(Ga—1U{E}). (7)
E€L[G.]
Lemma 4 follows from (6) and (7). O

The Orange equation can be easily generalized as follows: to any set of indices
7 such that |Z| = « and j € Z,

WG = (2" = [PT| — |1QIZ] + IR[ZIAG )+ D h(G" U{E})

Ee]L[g++]
where G = G[Z, 7, 0](= G[Z]) with J = (j) and
}L’[QH] = {(kaQth) | ke ,P][I], le QJ[I]v k 7é l}

Ezample 1. For n = 2 and ¢ = 3, let PV = {1,3}, P? = {2}, o) = {1},
Q® = {23}, Z; =00, Z, = 01 and Z3 = 10. For a = 3, we see that

Ps={1},Q3 ={2},Rs = 0.
Hence, it follows that
L[QB] - {(Pla QQ’ 10)}7

and therefore,

h(Gs) = (4—1—140)h(G2) + h(G2 U {(P1,Q2,10)})
=2-h(G2) + h(G2 U{(P1,Q2,10)}). (8)

Graphs G and GoU{(P1, @2, 10)} are pictorially represented in Figure 5. Since Gy
consists of two independent equations, namely, P; @ Q1 = 00 and P> ® Q2 = 01,
we have

h(G2) = (2™)? = 16.

On the other hand, Go U{(P1, Q2,10)} consists of a single connected component,
and assignment of an arbitrary value to a fixed vertex determines all the other
unknowns. So, we have

h(g2 U {(P17 Q27 10)}) =2"=4.
By (8), we have h(G3) = 36.
PurPLE EQUATION. In order to use Lemma 4, we need to sharply lower bound

h(Ga-1UE) for a certain set of edges £. We can recursively estimate h(G,_1 UE)
using graphs with a smaller number of connected components.
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Py Py Py P P,

Q1 Q2 Q3 Q1 Q2
(a) Gs (b) G2 U {(Pr1,Q2,10)}

Fig.5: Graphs G3 and Go U {(P1,Q2,10)} in Example 1. Vertices in the same
block are represented by the same shape.

Lemma 5. Fix integers o and 8 such that 1 < 8 < a < q, an index set T C [q]
such that |Z| = «, a sequence of distinct indices J = (ji,...,j5+1) € IPTL,
and a sequence of weights £ = (Ly,...,Lg) € ({0,1}")8. If G+ (= G|Z,T, L)) is
valid, then one has

hG*)=hG)— > hG U{EN+ > h(G U{EEY}). (9

EeM[G++] {E,E'}eN[G++]
where

MIGIZ, T, L]] = {E = (Pj;, Qx, Lp & 2. ® Zj,.,) |
ke P, [Z\J], MG" U{E}) >0}
U {E = (Pj/MQlﬁLﬁ) | ke ij3+1[I\\7]7 h(g+7 U {E}) > 0}7
NGIZ,T, L]l = {E, E"} = {(Pjy, Qs Ls ® Z1.® Zj,. ), (Pr, Qu, Zjs ) } |
k€Pjp [T\ TN 1€ Qjp [T\ Tk # 1, h(G" U{E,E'}) > 0}.

Recurrence relation (9) is called the Purple equation.

Proof. Without loss of generality, we assume that Z = [o], J = (o — f,a —
B+1,...,a). Let S € ({0,1}")%* and S" C ({0,1}")?*=2 denote the sets of
solutions to G+ and G*, respectively. Each solution (Xi,Y7,...,X,,Y,) € S
uniquely determines a solution to G, namely (X1,Yy,...,X0_1,Yo-1) € §.
On the other hand, for each solution (X1,Y7,...,Xo—1,Ye_1) € ¥, let
Xo=Xa1 EBL,B ® Za,
Yo = Xa_1 @ L.

Then (X1,Y7,...,X,,Y,) is a solution to G** if and only if X, and Y, do not

violate the constraints due to the relations ~ and g For this condition to hold,
it should be the case that

XaFXp © Xa 1 @Lg®Zo # Xp & Xa1 F Xp @ L@ Z,
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for any index k such that k £ a. Furthermore, for an index k such k 2 a, the
following non-equation is also required.

Yo # Yo Xo1 # Y, ® Lg.

So, for each solution (X1,Y1,...,X0-1,Ya-1) € &, (X1,Y1,...,X4,Ys) be-
comes a solution to G** if and only if X,_1 € {0,1}"\ (XY UY), where

XY X O L@ Za | k€ P},
def
Yy = {Yk@Lﬁ | k e Qa}.
Therefore we have

hG™) =Y (1-1(Xa1 € XUY))

ses’
=h(G") = > 1(Xa1€X)
ses’
=) 1(Xa1 €V)+ Y 1(Xar €XNY). (10)
Ses’ Ses’

Suppose that X,_1 € X, in which case X, = X}, for some k € P,.
1. If k € P,[J], then there exists a trail T'(X}, X,,) such that

w(T(Xg, Xa)) #0

since G** is a valid graph. It implies that X, # X}, which is a contradiction.
2. If k € Pu|Z\ J], then a solution to G* such that X, = Xj becomes a
solution to
G U{(Xae1, Vi, Lg © 23 © Z4o) }-

Suppose that X,_1 € Y, in which case Y,, = Y}, for some k € Q. Then it follows
that k € Q,[Z \ J]. Furthermore, a solution to G~ such that Y, = Y} becomes
a solution to a graph

g+7 U {(Xafhyk?Lﬁ)}'

To summarize, we have

Z 1(Xq_1€X) = Z h(G" U{E}), (11)
Ses’ EeM;
Do UXar €)= Y h(GU{E}), (12)
Ses’ EeM;
where
My = {(Pac1, Quy L © 21 @ Za) | k € PalZ\ T},
def

Ms = {(Pa-1,Qk, Lg) | k € Qu[Z\ J]}.
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Suppose that X,_1 € X NY, in which case

Xafl = Xk @LB @Za;
Xafl = le ®Ll‘3
for some k € Po[Z\ J]| and | € Q[T \ J]. Replacing Xy, by Y, & Z, in the first
equation, and X,_1 by X3 @ Lg ® Z,, in the second equation, we have
Xo1®Y,=Lg®Z B Z,,
X.0Y, =2Z,.

There are two cases.

1. If k # [, then a solution to G such that Xo_1 @Y, = Lg® Z;, @ Z, and
X ®Y, = Z, is a solution to a graph

G U{(Xa1, Y, Lg D Z, & Zo), (Xi, V1, Z4) }-

2. If k=1, then k € Po[Z\ TN Qa[T\ J].

(a) If Z, = Z,, then edge (X4, Y], Z,) is redundant. Therefore, a solution to
G suchthat Xo 1 @Y, =Lg® Z, & Z, and X, @Y, = Z,, is a solution
to a graph

gru {(on—la Yka LB)}

(b) If Zy # Z,, then there is no solution to the graph.

Therefore we have

Y (X1 €XNY)= > h(G U{E})

Ses’ E€M;

+ ). WG U{E,E}) (13)
{E,E’'}eN[G*]

where
def

Mz = {(Pa—1,Qk, Lp) | k € Ra[Z\ J]}-

Since
Y WG U{EH)= > hG U{E}
eM[G*] EEM; UM;
= > WG U{EN+ > WG U{E}) - > hG U{E})
EeM; EeMy EeMs
and by (10), (11), (12) and (13), the proof is complete. O

Ezample 2. For n =2 and q = 6, let

PM = {1,3,4}, PP = {2}, PO = {5,6},
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oW = {1,5,6}, 0@ ={2,3,4},
Zy =00, Zo =01, Z5 =10, Zy = 10, Z5 = 11, Zg = 11.
For «a =m =6 and 8 = 2, let
7=11,2,3,4,5,6},
j = (5’674) (Wlth jl = 57 j2 = 6a j3 = 4)7
L = (10,01).

One can see that G** is valid and,

FIT, L] = {(P5, Qe, 10), (Ps, Qa,01)},
g =0[{1,2,3,5,6}] U{(F5,Qs,10)},
Pj/3+1[z\ j] = 734[{1, 2, 3}] = {17 3}7
Qjsn [T\ J] = Qul{1,2,3}] = {2,3}.
Then we have
M[G] = {(Fs, @1, 11), (Fs, Q2,01), (P, Q3,01)},  N[G™] = {&1, &2, &3},

where

{(P6, Q1,11), (P1, Q2, 10) },
{(Pﬁa Q17 11)’ (PI’ Q3a 10)}a
{(Ps,Q3,01), (P5,Q2,10)}.

Note that G+~ U {(Ps, Q1,11)} is invalid since it implies Q1 @ Qg = 0. Since
G U& and G U &y are also invalid, we have

h(G™) = h(G) — h(G" U{(Ps, Qa,01)})
- h(gk U {(P67 QBvO]-)}) + h(g+7 U {(P67 Q?n 01)7 (P37 Q27 10)})

See Figure 6 for a pictorial representation of this example.

&
&
&3

S1zE LEMMA. Our next step is to estimate the size of sets L[G,], M[G*] and
N[G"'] appearing in Lemmas 4 and 5. In order to state Lemma 6, we need to
reorder the indices of G,; any reordering of the indices does not affect the number
of solutions to G,.

For k = 1,...,q, there is a unique pair (ig,jx) € [a] x [b] such that k €
Plr) 0 QUK In this way, we can define an ordered multiset of ¢ elements
{(i1, 41, Z1), ..., (ig. g, Zq)}. From this multiset, we choose as many different
elements as possible, put them in a separate list, remove them from the mul-
tiset, and recursively perform the same procedure for the remaining elements.
This reordering of triples obviously defines a reordering of the edges (indices)
since we can associate each triple with a unique k € [g]. With this reordering of
the indices, we have

max  {[{k € PiNQ; | Zx = Z}|} < [Rayil. (14)

i,j€la],
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P P, P, P, P P P P, P Ps P

Q1 Q2 Q3 Qi Q5 Qs Q1 Q2 Q3 Qs Qs
(a) G* (b) G*~
P Py P; Ps Py P Py P; Ps Ps

3 3

4 |

Q1 Q2 Q3 Qs Qs Q1 Q2 Q3 Qs Qs
(c) G U{(Ps,Q2,01)} (d) G U{(Ps,Q3,01)}
P P, P P B

B

|

Q1 Q2 Q3 Qs Qs
(e) G U{(Ps,Q3,01), (P5,Q2,10)}

Fig. 6: Graphs appearing in Example 2. Vertices in the same block are represented
by the same shape.
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Ezample 3. For n =1 and ¢ = 6, graph G, and partitions P and Q are defined
as follows.

PW ={1,2,3,4,5}, P? = {6},

oM =1{1,2,3,6}, Q® = {4,5},
Zi =0, Zy=0, Zs=0, Z4 =0, Zs =1, Zs = 0.

Then we can define an ordered multiset
{(1,1,0),(1,1,0),(1,1,0),(1,2,0),(1,2,1),(2,1,0) },

where the k-th element is associated with index k for k € [6]. By the procedure
described above, we can reorder the elements of the multiset as follows.

{(1,1,0),(1,2,0),(1,2,1),(2,1,0),(1,1,0),(1,1,0)}

This reordering corresponds to a permutation 7 on the set of indices, where
(1) =1, 7(2) =5, 7(3) = 6, 7(4) = 2, n(5) = 3, 7(6) = 4 (though such a
correspondence is not unique). With this permutation, we obtain the following
partitions and sequence of weights.

PW ={1,2,3,5,6}, P® = {4},

oW =1{1,4,5,6}, 0¥ = {2,3},
Z1=0, Z2=0, Z3=1, Z, =0, Z; =0, Zs = 0.

For the reordered graph, we have
Ri=Ra=R3s=Rys=0, Rs ={1}, R¢ ={1,5}.
Assuming (14), we can prove the following lemma called the Size Lemma.

Lemma 6. Fix positive integers o, B and m such that 2 < 8 < a < m < q.
Then one has

“L[goz” = (|Pa| - |Ro¢|)(‘Qo¢| - |Ra|) - |ch N Qa‘ + |Ra| .

For an index set T C [m] such that |I| = «, a sequence of distinct indices
T = (j1,---,7p+1) € IPTL, and a sequence of weights £ € ({0,1}")? such that
G (=G[Z,T,L)]) is valid, one has

MG ]| — 2(|Rm+1] + 1) < IM[GT]| < 24,
INIG ]| = 2A(|R 41| +1) < [N[GH]| < A%

When 3 =1, one has
Pia [2]] + 1945 [Z]] = IR [Z]] = 2(|Rma | + 1) < [M[GT]| < 24,
IL[G ]| = 2A(|Rm41] +1) < IN[G7]| < A%
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Proof. We can prove the five (in)equalities as follows.

1. Each edge (P;,Qj, Z.) € L[G,] falls into one of the following four cases.
— Case 1: 1 € P, \ Qq and j € Q, \ Pao. Note that G, U {(P;,Q;, Za)} is
valid. The number of edges of this type is

(|Poz| - |7D(x n Qa|)(|Qa| o ‘Pa N Qa|)'

— Case 2: 1 € P, N Qqy and j € Qn \ Po. Equations P, & Q; = Z, and
Pi&Q; = Z; imply Qi ®Q; = Za® Z;. Since i < j, it should be the
case that Z; # Z,. The number of such edges is

(|Pa N Qal - |Ra‘>(|Qa‘ - |7)oc N Qa )

— Case 3: 1 € Py \ Qn and j € P, N Q. Similarly to Case 2, we see that
the number of edges of this type is

(lpa N Qa‘ - |Ra|)(|Pa| - |Pa n Qa|)

— Case 4: i,j € P, N Q, where i # j. It should be the case that Z; # Z,
and Z; # Z, since otherwise the resulting graph is invalid. The number
of such edges is

(|Pa n Q(x‘ - |Ra|)(|Pa N Qa| - |Ra| - 1)'
Therefore, we conclude that
IL[Ga]l = (IPal = IRal)(1Qal = IRal) = ([Pa N Qal — [Ral).

2. Note that M[G™] € M[G~] when 8 > 2. Each edge E in M[G] \ M[G*] is
of the form either (Pj,, Qx, Lg ® Zr © Z;,,,) for k € Py, [(Z\ T)U{j1}] or
(Pjs, Qr, Lg) for k € Qj,, [(Z\ J)U {j1}]. Such an edge falls into at least
one of the following three cases.

— Case 1: k = j1. At most two edges fall into this case.

— Case 2: E = (Pj,,Qy, Lg ® Zx © Zj,,,) for k € Pj, [T\ J]. Since E €
M[G~]\M[G*], G and G~ U{E} are valid, while G~ U{FE} is invalid,

which means that k 2 Jj1, and w(T(Qj,,Qx)) = 0 for a (unique) trail
T(Qj,,Qx) connecting Q;, and Q, which means

Zk:ZleB @Zjﬁ+1@L1€B @Lﬁ(défZ).

The number of such edges E is at most |{k € P;,,, N Q;, | Zx = Z}
where by (14)

)

‘{k € Pj/3+1 n le | Zy = Z}| < |Rm+1"

— Case 3: E = (Pj,;,Qx, Lg) for k € Q;,, [T\ J]. Similarly to Case 2, we
see that the number of edges of this type is at most |Rp41]-
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It is easy to see that |M[G"]| < 2A. Therefore, we conclude that
IMIG ]| = 2(|Rma| + 1) < [MIG]] < 24.

3. Note that N[G**] € N[G™] when 8 > 2. For each pair of edges {E, E'} in
N[G ]\ N[G"], we can assume that E = (P},, Qk, Lg ® Zy © Zj,., ) for some
kEePj,  [(ZT\T)U{j1}], and E' = (Py,Q1, Z;,. ) for some [ such that [ # k
and [ € Qj,, [(Z\ J) U {j1}]. Such a pair (E, E') falls into at least one of
the following three cases.

— Case 1: k € Py, [(Z\ J)U{j1}] and [ = j;. Since
|Pj5+1[(z\j) U {Jl}” <A,

the number of pairs of edges of this type is at most A.

— Case 2: k = jy and | € Qj,, ,[(Z\ J) U {j1}]. Similarly to Case 1, the
number of pairs of edges of this type is at most A.

— Case 3: k € Pj,,,[Z\ J]land | € Qj,, [T\ J]. Since G~ U{E,E'} is
invalid, there exist k’,I' € {j1,...,Js, k,1} such that either

K 21U Aw(T(Qu.Qu) =0
for a (unique) trail T(Qx/, Qr) connecting Qi and @y, or
K AU Aw(T(Py,Pr)) =0

for a (unique) trail T'(Py/, P) connecting P and Ppy. Since G** and
G~ U{E, E'} are valid, two possibilities remain as follows.
(a) k g J1 and w(T(Qk, Qj,)) = 0 for a (unique) trail T(Q, Qj,) con-
necting Q);, and @, which means
Th=2,0.. 0%, 0Lo.. 0L

The number of pairs of edges of this type is at most |R,+1] A.
(b) 1 ¢ j1 and w(T(P;, Pj,)) = 0 for a (unique) trail T'(P;, P;,) connect-
ing P;, and P, which means

7 :ij@ @ZjB@Ll@ EBLg.
The number of pairs of edges of this type is at most |R,,+1] A.
It is easy to see that [N[G**]| < A%. Therefore, we conclude that
INIG ]| = 2A(|Rm+1] +1) < IN[GT]| < A%,

4. Suppose that 5 = 1. Let M be the set of edges of the form either (P;,, Qr, L1)
for k € Qj,[Z] or (Pj,,Qr, L1 ® Zy ® Z;,) for k € P;,[Z]. Note that |M'| =
PoalZl| + 195 ()| — IR [Z]| and M[G*] C M'. Each edge E in M’ \ M[G"]
falls into at least one of the following three cases.
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— Case 1: k = j;. At most two edges fall into this case.

— Case 2: E = (P},,Qk, L1 ® Zy ® Z;,) for k € P;,[Z\ J|. Since E €
M’ \ M[G**], G** is valid, while G~ U {E} is invalid, which means that
k2 J1, and w(T(Q;,, Qr)) = 0 for a (unique) trail T'(Q;, , Q) connecting
Qj, and Qy, which means

Zn =7, ® Z;, ® L (2 7).
The number of such edges E is at most |[{k € P;, NQj, | Zi = Z'}|,
where by (14)

{kePi,NQj | Zr=2"} < Rl

— Case 3: E = (P},,Qg, L) for k € Q;,[Z\ J]. Similarly to Case 2, we see
that the number of edges of this type is at most |Rp,41]-

It is easy to see that |M[G"*]| < 2A. Therefore, we conclude that
Py (2N + Q4 [Z]] = IR, [Z]] = 2(|Rimga | + 1) < [M[G™]] < 24.

5. Suppose that 8 = 1. Let N’ denote the set of pairs of edges {E, E’} where
E = (leanaLl @Zk@ij) and B’ = (P]C7Ql7Zj2) such that k € sz [I],
l e Q,[1], k # 1 and h(G+*U{E'}) > 0. Then we have N[G"] C N and
IN’| = |L[G]| since L[G] is obtained by collecting E’ for all {E,E'} € N'.
Each pair {E, E'} € N\ N[G*] falls into at least one of the following three
cases.

— Case 1: k € Pj,[Z] and | = j1. Since |P;,[Z]| < A, the number of pairs of
edges of this type is at most A.

— Case 2: k = j; and [ € Q;,[Z]. Similarly to Case 1, the number of pairs
of edges of this type is at most A.

— Case 3: k€ Pj,[Z\ J)and l € Q;,[T\ J]. Since {E,E'} € N\ N[G~],
G and G U{E'} are valid, while G~ U{E, E'} is invalid. Then at least
one of the following two conditions holds:

(a) k g J1 and w(T(Qk, Qj,)) = 0 for a (unique) trail T(Q, @;,) con-
necting (), and Qy, which means 7, = Z;, © Z;, ® L1. The number
of pairs of edges of this type is at most |R 41| A.

(b) 1 £ j; and w(T (P, P;,)) = 0 for a (unique) trail 7'(P;, Pj,) connect-
ing P;, and P, which means Z; = L;. The number of pairs of edges
of this type is at most |R,,11| A.

It is easy to see that |N[G**]| < A%. Therefore we conclude that

IL[G ]| = 2A(Rm1] +1) < IN[GT]| < A% O

ADDING A SINGLE EDGE TO G,. Fix a positive integer m such that m < gq.
We will define a two-dimensional sequence D! 5> where 1 < o < m and [ is an

integer, as follows.
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— When 1 <pg<a-1,

Dy = max {‘ Mg 2,7, L) _
' 7,7,L 2n

h(Q[I,J,E])’} ;

where the maximum is taken over all possible index sets Z C [m] such that
|Z| = a, sequences of distinct indices J € ZP*! and sequences of weights
L € ({0,1}™)? such that G[Z, 7, £] is valid.

— When 3 <0,
DZL,,B - O.

In order to upper bound D5, we begin with the following lemma.

Lemma 7. For any T C [m], J € Z°*Y, £ € ({0,1}™)? such that |Z| = a and
GlZ,T, L] is valid, one has

h(Gm)
(27 — 2A)m—atB’

The proof is given in Section 3.2. For h(G*)(= G[Z, T, L]),

hG) _ h(Gn) _ h(Gw)
on — (2n _ 2A)m7a+ﬂ71 .on — (2n _ 2A)mfa+ﬁ :

WGIT, T, L]) <

Therefore, we have

hG h(Grm
- ﬂ < max{ (297' )7h(g++)} < (271, _ Q(j)n)L—(H—ﬂ' (15)

When 3 = 1, we have a sharper upper bound on Dy ; as follows.

Lemma 8. If2n+ 2 < m < q, then one has

Dm (15 |Rm+1| + 17)h(gm)
m,1 = 22n :

The proof is given in Section 3.3. Note that Dy ; compares the number of solu-
tions between a graph G, (=G[Z,J, L]) and the graph obtained by adding a
single edge to G,,, namely G[Z, 7, L], and Lemma 8 upper bounds their differ-
ence.

PROOF OF THEOREM 1. For m > 0, let

m

H2” P (2" = Qil)-

If q > 1 — ¢ for some € > 0, then we have

Hy [T, (2" — [Pi)(2" — Qi)

(G) = -
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1o H( P - 1)), 1)

1=1

On the other hand, by Lemma 4, for any m < g — 1, we have

h(ngrl) = (Qn - |7)m+1| - |Qm+1| + |Rm+1‘)h(gm)
+ > mGnU{E}). (7)

E€L[Gm+1]
Ifm>2n+2and (P;,Qj, Zm+1) € L[Gn+1], then we have

h(2g7:n) N h(gm U {(Plv Qjﬂ Zerl)})‘ < (15 |Rm+12|2—: 17)h(gm)

by Lemma 8. So we have

G 15 [Ropnga| + 17
WG U{(P. Q. Zni)}) 2 ") (1 - PR S
In the following computation, we simply write a = |Pit1], b = |Qmt1l, ¢ =

[Pmt1 N Qmt1l, and d = [Ry,41|. Combining (17), (18) and Lemma 6, we have

WOmit) - on (a—d)b—d)—c+d [, 15d+17

Since (a —d)(b—d) —c+d < ab, 2" —a — b7133b>Oandab<13,wehave

Hyp | 20— (at+b—d)2"+ (a—d)b—d) —ct+d) (1 - B4T) g,

Tt = 2" —a)(2" — ) T
() A2 e ) ek d- e Ay
(27 —a)(27 —b) J,
@ —a)2"—b) ) Jm
2c 20ab i
22n 23n J

Therefore we have

, ﬁ (1_2|P,;mQ,;|_2()731,||Qi|>15;2n+2
] 3

TQ o 922n 923n J2n+2
q
21P;N Q| 20|P; Qi Hopyo
>(1-— . 1
- ( i:;+3 ( g Joant2 19)

If m < 2n + 1, then we have

hGmt1) = (2" = [Pl = Qmta[)(Gm)
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by Lemma 4. Then it follows that

Hpir o 22" = [Poir] = 1Quisl)  Hm

Jm+1 - (2n - |Pm+1|)(2n - |Qm+1|) J,

> (1 _ ‘Pm—&-l‘ |Qm+1| ) &
(2" = [P )(2" = [Qm+1])

Im
Since [Prmt1], |Qmi1| < min{m, 2;} and Hy = J; = 2", we have

2n+1 .2
Hy,
( 222%)J
1

J2n+2

Cn+1)(2n+2)(4n+3) 1 ~ 6(n+1)°
3 22n — 22n

>1-

By combining (19) and (20), we have

H, 1 2|P;N Qi 20|Py Q] 6(n+1)3
J><]'_ Z( PR T ) (1—22n)

1=2n-+3

q
2[PiN Qi | 20|Pi] Qi 6(n+1)3
Z 1= Z ( 22n + 923n B 22n :
i=1

q (Q\PiﬂQi\_FQO\PlHQil) 6(n+1)
2271, 2371,

Settinge = >"7 in (16), the proof is completed.

3.2 Proof of Lemma 7

Without loss of generality, we assume that Z = [a]. Let S denote the set of solu-
tions to G, . For each solution (X1,Y1,..., X4, Ya) €S, (X1,Y1,..., Xat1, Yat1)
becomes a solution to G,11 if and only if X,41 € {0,1}"\ (X UY), where

Xdif{ zz(a+1),ie[o¢]},

ydCf{Y@ZQH‘zN(a—kl) € la ]}.

Therefore, we have

W(Gar1) 2 ) (2" =X UY]) = (2" — 24)h(Ga)-

SeS

By repeatedly applying the above inequality, we have

h(Gm)

h(Ga) < W7

(21)
which completes the proof of Lemma 7 when 5 = 0.

28



Suppose that 8 > 1. Fix J = (a—8,a—8+1,...,«) without loss of general-
ity, and let £ = (Ly,...,Lg) € ({0,1}™)?. For each solution (X1,Y1,..., X4, Ya)
to G (= G[Z,J,L]), Xa—p and Y,_g can be replaced by X(’l_ﬂ and Y(i_ﬁ, re-
spectively, giving a solution to G, if X, 5 € {0,1}"\ (X’ U)Y') and Y 5 =
X(;—ﬂ ® Zy—p, where

X

i%(a—p)iel]\fa-p}},
i (a=p)iclo]\{a-B}}.

def
Y E Y0 Zap

Therefore, we have

hG™)z D (2" = X UY|) = (2" - 24)h(G™),

Ses’

where S’ denotes the set of all solutions to G+*. By repeatedly applying the above
inequality, we have

hO) < e 2
The proof is complete by (21) and (22).
3.3 Proof of Lemma 8
We will prove that if 2 < a < m and f < a — 3, then
Dy <Dl s +2A-D0y g+ A DI 50+ < (23)

(27 — 2A)m—ath’

where
[t (3R] +3)h(Go)
2n ’
The proof of (23) will be given at the end of this section. Then, by Lemma 2,
we obtain an upper bound on D¢y as follows.

D < 2n m Ale n—1 2j 2] AlC )
a,l = Z i a—n,l4+i1—n + Z Z i (277, . 2A)m_°‘+i+1 (2 )

=0 i=j

for n < § — 1. Since (2:’) < (287")2 < (2e)* when n < i < 2n and 23513/1 < 3
and by (15), we have

on 2n i
Z ( i )A Dafn,lJrifn < Z < i ) (277, _ 2A>m*a+i+1

i=n i=n
(e L 2eA !
- (2n _ 2A)m—oz+1 P am _ 94
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h(Gm) VAR
S (2n _ 2A)m—oz+1 . <2)

2h(Gr) 1
= (20 —24)m—atl on” (25)
We also have
"fi 2 A 1<"‘1 2/ 204 \!
Lila\ j)\om—24) — m — 24
7=0 i=j j=0 i=j
=1
<2 ZO 5 <4 (26)
j:

By (24), (25) and (26) with a = m, we have

pr < 20Gm) | (12|Rosr| +12)h(Gm)
m,l =
! 22n (2n — 24)2n

(15 |[Rom+1] + 17)h(Gyn)
22n

<

PROOF OF (23). When «a € {2, 3}, (23) trivially holds since D7} ; is nonnegative
and D;’fﬁ =0 when 8 < 0. So we can assume that o > 4.

First, suppose that 2 < 8 < a — 3. For any G[Z, 7, L] such that |Z| = «a,
J €I and L € ({0,1}")#, we have

MG )=hG )~ D> hG U{EN+ > h(G U{EEY), (21)

EeM[G+] (BB} eN[GH]
MG =hG )~ D> hG U{EN+ Y h(G U{EED) (28)
BeM[g-+] {E.5'}eN[G—]

by Lemma 5. Since G~ = (G )", we have

‘h(g)
on

-G < D (29)

For each edge E € M[G**], we have

‘h(g u{E})

S~ @ U (Y| < D2

Since |M[G**]| < 24 and [M[G ]\ M[G*]| < 2|Rp+1] + 2 by Lemma 6, and by
Lemma 7, we have

EeM[G-+] 2n EeM[G++]
h(G-U{FE
< > (W{})h(g*U{E})'Jr >
EeM[G+]

EeM[G-+]\M[G++]

Z h(g” U {E}) o Z h(g*i U {E})‘

hG— U {E})’
2n
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2([Rmt1] + Dh(Gm)

<24. Da—lﬂ + 2n<2n _ 2A)m—o¢+5 ’

(30)

where G~ U {E} can be seen as G[Z', J’, L'] for some Z', J', and L’ such that
Z|=a—1and |J'|=p5-1.

For each pair of edges {E,E’'} € N[G"], we have G~ U{E,E'} = (G~ U
{E,E'}) ", and hence

’hw U{EEY)
271,

G- U{E, E’})] <D .

Since [N[G*]| < A? and |N[G ]\ N[G"]| < 2A(|R.m+1]| + 1) by Lemma 6, and
by Lemma 7, we have

{E,E'}eN[G—+] 2 {E,E'}eN[G+]

S Mg U{E.E'}) 3 h(g+u{E,E’})|

QA(‘RW+1| + 1)h(g7n)
2n(2n _ 2A)m7a+ﬂ+1 :

<A?DI gt (31)

By subtracting (27) from 5+ x (28), combined with (29), (30) and (31), we have

h(g7+) 4+ m m m
‘ o h(G)| <Dy y g1 +2A-D3 5+ A D31 41
(2 |Rm+1| + 2)h(gm) 2A(|Rm+1| + l)h(gm)
2n(2n _ 2A)mfa+ﬂ 2n(2n _ 2A)mfoc+5+1 .
Since % < 1, we have

(B3|Rm+1] + 3)h(Gm)
2n(2n _ 2A)m—a+,6’ :

ng <Dl g +24-Di g 5+ A% DYy g+

Next, suppose that 8 = 1. Consider G[Z, J, £] such that |Z| = a, J = (J1, Jo2)
for some j1,j2 € Z, and £ = (L) for some L € {0,1}". By definition, we have
G+ =G[Z] and G~ = G[T \ {j=}]. Applying the (generalized) Orange equation
to G, we have

hG™)=hG)— > hG U{EN+ > h(G U{EE'Y}), (32)
EeM[G++] {E,E'}eN[G+]
MG™) = (2" = [P [Z]| = 195 2] + IRy [Z]DR(G)
+ > h(G U{E}). (33)

EelL[G—+]

Since G~ = G, we have



For each edge E € M[G*], we have

h(G )
on

—h(GU{E})| < Dg"y ;-
Since M[G*] < 2A and

P (2] + 125 [Z]] = R [Z]] = IMIG ]| < 2[Rma| + 2
by Lemma 6, and by Lemma 7, we have

h(G )

(IPs= 21 + 19521l = 1Ry [Z11) =5

- Y h(GU{E}
EeM[G++]

2(|Rm1] + 1)h(Gm)

2n(2n _ 2A)mfa+1 :

<24-DT .+ (35)

Note that each edge E = (Py,Q, Z;,) € L[G ] uniquely determines an edge
E' = (P},,Qr, L& Zi® Z;,) such that {E,E'} € N[G*]. For such a pair of
edges, we have

M g uim )| < i

It implies that

h(G-U{FE /
> MEDED. S vy
E€L[G+] {E,E'}eN[G*]

2n(2n _ 2A)m7a+[5+1 :

<A DI+ (36)

By subtracting (32) from 5 x (33), combined with (34), (35) and (36), we have

on

(3 |Rm+1‘ + 3)h(gm)
27 (20 — 2A)ym—atB

Dy <2A4-Dj'y; + A?. Dy o+

4 TPRP-based PRFs: XoTP1 and XoTP2

In this section, we propose two PRF constructions XoTP1 and XoTP2, and prove
their security, where each construction is based on two n-bit TPRPs P and Q
using t-bit tweaks. We will assume that they are independent TURPs.
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4.1 XoTP1l: Multiple Instances of XoP

Given a constant C' € {0,1}¢ for an integer ¢ such that 0 < ¢ <n, a (t+n — c)-
to-n bit pseudorandom function XoTP1. is defined as follows.

XoTPL.(X,Y) & P(v,C | X)&Q(Y,C || X)

for X € {0,1}" ©and Y € {0,1}".

SECURITY OF XoTP1.. Suppose that a distinguisher D makes ¢ queries (X;,Y;) €
{0,1}"7¢ x {0,1}*, obtaining the corresponding responses Z; for i = 1,...,q. In
this way, D obtains a transcript

T = ((Xl,Yl,Zl), ey (Xq7}/q’ Zq))

In the real world, P; =% P(Y;,C'|| X;) and Q; =9f Q(V;,C || X;) should be a
solution to the following system of equations.

PioQ =7y,
P,® Qo = 2y,
Pq@Qq = Zqg,

subject to the partitions P = {P(M)}MG{O 1y and Q = {Q(M)}Me{o 130 where

(Q =P = i€ [q] | Yi = M)

ignoring repetition of the same block. Since D is allowed to make at most 2" ~¢
queries for each tweak,? we have

A= max {’P(M)‘ , ’Q(M)‘} < 2"
Me{0,1}

B = max {’P(M) N Q(M/)‘} < 2n—e,
M,M'e{0,1}¢ -

By Corollary 1, if ¢ > 4 (and hence A < 2"~%), then we have
P Q 2q . [ 20¢% 20q 6(n+1)3
h(T’ ™~ N) Z (1 - ontc — min { 22n+c’ 2n+2c - 22n

« ﬁ <(2“ - |77z'|;512" - |Qi|)> .

Since

hir, %, %)
2 - P -2

2 We can assume that D makes no redundant query.

Pr[Tee =7 =
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(2n)e’
we have
Pr(T,e =] 2q . 20¢%  20q 6(n+1)3
>1- — min , —
Pr [Tid — 7—] on+tc 22n+c 2n+2c 22n
3
L2 20q  6n+1)°
- on+c 2n+2c 22n

By Lemma 1, we obtain the following theorem.

Theorem 2. Let n, t, ¢ and q be positive integers such that 4 < ¢ < n. Then
one has

2 209  6(n+1)3
prf q q
AdeoTPlc(q) S on+c 2n+2c 22n

In particular, when ¢ = % and t < 2n, we have an (n+ %)—to—n bit PRF XoTPl%
such that

22¢  6(n+1)>
Advy! < :
VXOTPI% (9) < ont 1 52n

Remark 1. One can alternatively count the number of solutions by dividing I"
into sub-systems I'yy, M € {0,1}¢, where I'y; consists of equations P; & Q; = Z;
such that i € P, By multiplying all the number of solutions to I'y;, M €
{0,1}*, one obtains

h(Fa£72) = H h(FJWaf]\::vg)'
Me{0,1}t

By Theorem 1, the number of solutions to I’y is estimated as follows.

243 2043 1)3
W, %, 2) > (1_ dy _ 20qy _ 6(n+ ))

22n 23n 22n
(2" — |Pi)(2" — |Qil)
< 11 ( o > (37)
ieP (M)

where qp = |’P(M )|. We note that (37) can also be obtained by recent results
of Mirror theory [11, 7], while they do not apply to the security proof of XoTP2
to be discussed in the next section as equations are not partitioned according to
distinct tweaks that determine independent random permutations.

4.2 XoTP2: Xor of Tweakable Permutations with Input Switching

Given a constant C' € {0,1}¢ for an integer ¢ such that 0 < ¢ < n, a (t+n —c)-
to-n bit pseudorandom function XoTP2,. is defined as follows.
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— When t > n — ¢,
XoTP2.(X,Y,W) =P(W | Y,C | X)& QW | X,C | Y)

for X, Y €{0,1}" ¢ and W € {0,1}'~"*e.
— When t < n —c,

XoTP2.(X,Y,W) =P(Y,C | W || X)®Q(X,C || W || Y)
for X,Y €{0,1}' and W € {0,1}" <.

SECURITY OF XoTP2, WHEN t > n — c¢. Suppose that a distinguisher D makes
q queries (X;,Y;, W;) € {0,1}"7¢ x {0,1}"7¢ x {0,1}}~"*¢ obtaining the corre-
sponding responses Z; for ¢ = 1,...,q. In this way, D obtains a transcript

T = ((Xlayla Wth)a ceey (X(IaY:Ia Wlb Zq))

In the real world, P; = P(W; || V;,C || X;) and Q; =% Q(W; || X;,C || Y;)
should be a solution to the following system of equations.

PioQ =7y,
P,® Qo = 2y,
Pq@Qq:Zq»

subject to the partitions P = {P(M)}Me{o 1yt and Q = {Q(M)}Me{o 10 where
PO E i€ [q) | Wi || Y = M},
QM) % fi e [q] | Wi || Xi = M}

Using these partitions, we can define relations L and 2. Since i £ j=1 2 j
and 4 gj =1 712 j, we have ‘P(M) N QM) | =1 for any M, M’ € {0,1}'. Since

D is allowed to make at most 2"~ ¢ queries for each tweak, we have

A= max { (M)‘} < 2"
Me{0,1}

B = max {‘P(M)QQ(Ml)H =1
M,M’e€{0,1}*

By Corollary 1, if ¢ > 4, then we have

P Q ) 20q 20g° 6(n +1)3
h(r,~, %) > (1 — min { nre) oan [T oo

XH( P18
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Similarly to the analysis of XoTP1, we have

Pr [T, = 7]
Pr [Tid = T}

2 3
>1_min{ 20 20q }_6(n+1) .

2n+2c’ 23n 22n
By Lemma 1, we obtain the following theorem.

Theorem 3. Let n, t, ¢ and q be positive integers such that t > n — ¢ and
4 < c<mn. Then one has

20 20¢)  6(n+ 1)
f . q q
Adviirp,, (¢) < min { on+2¢’ 93n } 92n -

When ¢ = £ and 2% <t < 3n, we have an (n + 3!)-to-n bit PRF XoTP2; such
that

20q 6(n+1)3
= 2n+% 922n

When 4 < ¢ < %4, we have an (n 4t — c¢)-to-n bit PRF XoTP2. such that

20¢>  6(n+1)3

.
Adviicre, (9) < 2 T oom

SECURITY OF XoTP2, WHEN t < n — ¢. We can prove the security of XoTP2,
such that ¢ < n— c similarly to the case that ¢ > n — ¢, where the main difference
is that

A= s, AP Jeor <
Me{0,1}t

B = max {‘P(M) N Q(M,)‘} < gn—t=e,
M,M'e{0,1}*

Then, using Lemma 1, we can prove the following theorem.

Theorem 4. Let n, t, ¢ and q be positive integers such that t < n — ¢ and
4 <c¢<n. Then one has

2q 20¢  6(n+1)3

prf
‘AdeoTPQC (q) S 2n+t+c + 2n+2c 22n

When ¢ = £ and 12 < t < 3%, we have an (n + 2')-to-n bit PRF XoTP2: such
that

22 6(n +1)>
prf q
AdeOTP2%(q) = gn+ 2k 92n -
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