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Abstract. We propose an efficient technique called coefficient grouping
to evaluate the algebraic degree of the FHE-friendly cipher Chaghri, which
has been accepted for ACM CCS 2022. It is found that the algebraic
degree increases linearly rather than exponentially. As a consequence, we
can construct a 13-round distinguisher with time and data complexity of
293 and mount a 13.5-round key-recovery attack with time complexity of
about 2196 In particular, a higher-order differential attack on 8 rounds
of Chaghri can be achieved with time and data complexity of 23%. Hence,
it indicates that the full 8 rounds are far from being secure. Furthermore,
we also demonstrate the application of our coefficient grouping technique
to the design of secure cryptographic components. As a result, a counter-
measure is found for Chaghri and it has little overhead compared with
the original design. Since more and more symmetric primitives defined
over a large finite field are emerging, we believe our new technique can
have more applications in the future research.

Keywords: Chaghri, degree evaluation, coefficient grouping, optimization
problem, finite field

1 Introduction

In recent years, there is a new trend to design symmetric-key primitives for
advanced protocols like secure multi-party computation (MPC), fully homomor-
phic encryption (FHE) and zero-knowledge proof systems (ZK) [2,3}/4L[5L{10L[12)
14},[150/16,[19L/201|22,|28]. This is mainly motivated by the fact that traditional
symmetric-key primitives like AES and SHA-2/SHA-3 are not efficient in these
protocols. Therefore, when designing new symmetric-key primitives for them,
designers need to be aware of the features of the target MPC/FHE/ZK schemes,
e.g. which operations are cost-free and which are costly. For example, for many
FHE schemes, a symmetric-key primitive with low multiplicative depth is desired.

It has been noticed by Canteaut et al. [10] that stream ciphers are a practical
solution for efficient homomorphic ciphertext compression and many such stream



ciphers have been proposed since then, like Kreyvrium [10], FLIP 28], Rasta [14],
Dasta [22], Fasta |12], Masta [20] and Pasta [16]. Among them, Kreyvrium, FLIP,
Rasta, Dasta, Fasta are designed over 5 while Masta and Pasta are designed over
F, where p is large prime number. At ACM CCS 2022, an FHE-friendly block
cipher called Chaghri [6] defined over Fass was proposed and it can outperform
AES by about 65%.

Along with the new proposals, new cryptanalytic techniques have also been
developed. There are some practical examples that several such primitives are
broken with new cryptanalytic techniques. Specifically, the variant of MiMC
designed over Fan is vulnerable against the higher-order differential attack [18].
Jarvis and Friday designed over a large finite field can be broken by Grébner basis
attacks [1]. The first version of FLIP can be practically broken by guess-and-
determine attacks [17]. Some important parameters of LowMC and Agrasta are
also shown to be insecure against algebraic attacks [13}/25,26L27}29].

Due to the above design-and-break game, cryptographers have started to
realize the importance to enrich the pool of cryptanalytic techniques for these new
designs. Especially, as many such primitives are defined over a large finite field,
it has become urgent to fill the shortcomings of the corresponding cryptanalytic
techniques. At CRYPTO 2020, a major breakthrough was made where the higher-
order differential attack was extended to finite fields of any characteristics [7].
At the same time, a more refined higher-order differential attack over Fon was
discovered at ASTACRYPT 2020 [18]. These higher-order differential attacks rely
on the degree evaluation. However, in both [7] and [18], the degree is computed
in a rather straightforward way and they mainly exploit the low degree of the
S-box, i.e. the S-box z ++ 3. Although there are some follow-up works [9,(11], the
corresponding general results still have some limitations and the degree evaluation
still seems somewhat straightforward.

Some related works. Let us consider a MiMC-like construction defined over
Fon with an S-box x + z¢ where d = 27 + 1. Then, the general results in |9] show
that the algebraic degree after r rounds is upper bounded by |rlog,d] —j 4+ 1 =
(r —1)j + 1. This is obviously ineffective when j is large and n is small as
n < |rlogyd] — j + 1 needs to hold to construct a meaningful higher-order
differential distinguisher. However, as (n,d) = (129, 3) is one parameter of MiMC,
this is indeed quite effective and it implies that the algebraic degree increases
linearly. Note that this was first observed in [18] and later generalized in [9].

It is found that the work [11] also gives a very similar upper bound for the
algebraic degree when the S-box is  +— 2%, though it considers the SPN structure.
Although Chaghri is also based on the SPN structure, we emphasize that our
method is still quite different from [11] and this will be very clear later. This is
because we use a much more refined method to evaluate the algebraic degree
for any such (n,d) while [11] still relies on a very similar bound as in [9] which
cannot be effective for large d and small n. Since in Chaghri (n,d) = (63,232 + 1),
we cannot obtain efficient attacks by simply using the bound given in |9,/11].

Another related work seems to be the division property [30,[31], which is
a powerful method for the degree evaluation. However, it is useful for Fs and



generalizing it to Fan is still challenging due to the huge size of the S-box. Here,
we emphasize that our method is in nature very different from the concept of
division property.

Our contributions. We mainly focus on the higher-order differential attacks
on Chaghri. As mentioned above, due to the usage of (n,d) = (63,232 + 1) in
Chaghri, existing methods to bound the algebraic degree become ineffective and
we almost cannot violate the designers’ claim that the algebraic degree of Chaghri
increases exponentially with them. Hence, new techniques are required to break
Chaghri. The contributions of this paper are summarized below.

1. A novel and efficient technique called coefficient grouping is proposed for the
degree evaluation of Chaghri. The core idea of this technique is to describe a
set of exponents with only a single vector of integers. In this way, studying
the propagation of the exponents is reduced to studying the propagation
of the vectors. The efficiency of this method comes from the fact that the
propagation of the vectors is deterministic and the time complexity to compute
them increases linearly in the number of attacked rounds. After computing
the vectors, bounding the algebraic degree is then reduced to a natural
optimization problem and can be solved with any solvers, though we choose to
use MILP for its simplicity. As far as we can understand, these features make
our method different from all existing methods for the degree evaluation [7,
8,/9,/111/18,/30,/31].

2. For SPN-based ciphers over Fan, i.e. Chaghri, we demonstrate that it is
necessary to first study the increase of the algebraic degree in the univariate
case and then study it in the multivariate case. With this strategy and our
method to evaluate the algebraic degree, we can break the full 8 rounds of
Chaghri with a low data and time complexity of 23%. Moreover, the attack can
reach up to 13.5 rounds and this reveals that the original design of Chaghri
is flawed. Our results are summarized in [Table 11

3. It is found that the vulnerability of Chaghri exists in the usage of a sparse
affine transform (an Fy-linearized affine polynomial), i.e. B(z) = 122 + ca,
where c1, co € Faes are constants. This can be well explained by our coefficient
grouping technique and further shows the advantage of our technique. Hence,
we are motivated to design a slightly denser affine transform and further
motivated to generalize our coeflicient grouping technique to a more complex
design. Based on it, we succeed in finding a new affine transform to achieve an
almost exponential increase of the algebraic degree. The new affine transform
is B'(z) = dyx + cha? + cg:vzs + ¢}. By replacing B(z) with B’(z), we can
keep the number of rounds of Chaghri unchanged and this has little overhead
compared with the original design.

Based on the above results, we believe our coefficient technique is useful for both
cryptanalysis and design and worth further investigation.

Organization. In Sect. [2] we describe the used notations, the block cipher
Chaghri and some basic knowledge related to this work. In Sect. [3] the coefficient



grouping technique for Chaghri is described. Then, in Sect.[d we give more details
of our attacks on Chaghri in both the univariate and multivariate settings. In Sect.
[l the coefficient grouping technique is further generalized to a more complex
design and we describe how to search for a secure affine transform with it. Finally,

we conclude the paper in Sect. [6]

Table 1: Summary of our attacks on Chaghri

Attack Type ‘ Rounds Time Data  Reference

8 (full) 238 238

Distinguisher 13 203 203
13.5 9123 9123
Key recovery | 13.5 Q119.6 203

2 Preliminaries

2.1 Notation
The following notations will be used throughout this paper.

|S| denotes the size of the set S.

a%b represents a mod b.

alb denotes that a divides b.

[a, b] is a set of integers i satisfying a <i <.
H(a) is the hamming weight of a.

The function M, (z) (z > 0) is defined as follows:

RNl ol S

Mote) = o 1if 2" —1|z,x > 2" — 1,
= 2%(2" — 1) otherwise.

By the definition of M, (z), we have M, (21 + z2) = Myp(M,(z1) + M, (22)),
> 0.

M (2) = 2% and M, (2'z) = M, (27" M., (z)) for i

2.2 On Finite Field Fy»

For a prime number p and a positive integer n, the finite field Fy» is a set of
numbers of size p”. Let o be a primitive element of IF,». Then each element x in

the finite field FF,» can be written as

n—1

%

T = § 67;04 )
i=0



where 3; € [0, p—1]. Moreover, the set {1,,...,a" 1} is said to be a polynomial
basis of Fyn.
For the element = € Fy», it is well-known that

aP" =z VY € Fpn,
T l=1vVze Fpn and x # 0.
Hence, for two monomials X¢ and X? in the polynomial ring Fs.[X], there is

X . X0 = XMn(a+b) which is the main reason to define the function M,, ().
Moreover, it is also well-known that

(+y) =a? +y
for Vx,y € Fpn and ¢ > 0.

The higher-order differential attack over Fan. Throughout this paper, we
mainly utilize the idea described in |18 to analyze Chaghri. Specifically, for a
given function F : Fon — Fan, there always exists a vectorial Boolean function
G : 3 — F% such that

n—1

g Zﬁiai — (60)613"'767171) S Fg7
=0

o(F(z)) = G(o(x)) V& € Fan,

where {1,q,...,a" 1} is a polynomial basis of Fan. Let deg(G) be the algebraic
degree of G. For the higher-order differential attack, given any affine vector
subspace V' of dimension deg(G) + 1 from Fy, there is ) .\, G(v) = 0, which
implies

n—1
oo FO Bl =o.
(Bo,B1,--sBn—1)EV =0

It is well-known that deg(G) is related to the univariate representation of F, as
stated below:

Definition 1 (Univariate degree and algebraic degree). Let F and G be as
above. The univariate representation of F is

2" -1
F = E Uﬁyz
=0

where u; € Fon fori € [0,2" — 1]. The univariate degree of F denoted by D% is
defined as:

D% = max{i: i€ [0,2" — 1],u; # 0}.



Then, deg(G) can be computed as follows:
deg(G) = max{H (i) : i € [0,2" — 1], u; # 0}.

max{H (i) : i € [0,2" —1],u; # 0} is also called the algebraic degree of F denoted
by D%.

Examples. Consider two univariate polynomials Fy, Fy € Faes[X], where

30 31 1 3 4 60 31 2 3 61 31
F1:X2 +2 +X2+2+2,F2:X2 +2° 42742 +X2 +2.

Then, we have
DY =2%04+2% D¢ =3, Dy =201 +2% D} =4

The multivariate case. The above higher-order differential attack can also be
extended to the multivariate case. Specifically, let F (X1, Xa, ..., X;) : Fh, — Fan
be a multivariate function in variables (X1, Xs, ..., X};). Then, its multivariate
representation is

2"—12"—-1 2" —1

F = Z Z Z uh,ig,...,itXilX? tht

11=0 22=0 i¢=0

The algebraic degree is then defined as

t
D% =max{» H(i;) :i; € [0,2" — 1], ti, 4,...i, # 0},

j=1

Hence, by choosing an affine subspace V' of dimension dim(V') = D% + 1 from
4., there will be Y~ F(v) = 0, which is trivial extension of the univariate
case. Specifically, for any monomial X/ X52 --- X/, there is Si_, H(p;) < D%
by definition. Then, for any affine subspace V of dimension D% + 1 from F%.., we
can denote the corresponding affine subspace of X; by V; (1 < < ¢) and denote
the dimension of V; by dim(V;). Then, there is >i_, dim(V;) = D% +1 > 1 +
St _, H(pi). Therefore, there must exist an index i such that dim(V;) > H(p;)+1,
which implies

Z Z Z Z XX X =0.

X1€V] Xo€eVs X, eV; XeVy

Hence, >, .y F(v) = 0 when dim(V) = D% + 1.
Examples. For the multivariate polynomials F3 = X1220+215X2260 +X1220+215+240 X2260+
X1220+215+240 and F4 _ X1220+215+240X2260 +X1220+215+240+250+260 in F263 [Xl, X2]7

we have D, =4 and Df, = 5, respectively.



2.3 Description of Chaghri

The FHE-friendly block cipher Chaghri [6] is defined over a large finite field.
There are in total 8 rounds and each round is composed of two steps. Denote
the state of Chaghri by a = (a1, a2,a3) € Fas. The round function R(a) of its
decryption is described in Algorithm [I] Note that throughout this paper, we are
considering the decryption of Chaghri because the designers choose the secure
number of rounds for Chaghri by mainly analyzing the security of decryption.

Algorithm 1 The round function of Chaghri at the (j + 1) round where
0<y<7

1: procedure R(a)

2: a; = G(a;) for 7 € {1,2,3}

3 a; = B(a;) for i € {1,2,3}

4: a:M-(al,ag,ag)T

5: a; = a; + RK[2j +1]; for i € {1,2,3}
6: a; = G(al) for i € {1,2,3}

7 a; = B(a;) for i € {1,2,3}

8 a:M-(al,ag,ag,)T

9 a; = a; + RK[2j + 2]; for i € {1,2,3}

In Algorithm [1} the round key RK[j] = (RK[j]1, RK[j]2, RK[j]3) € Fles is
generated from a master key K = (K, Ky, K3) € IE"%GB. The whitening key is
RK|[0] = (RK]|0];, RK[0]2, RK[0]3). We omit the key schedule function as it is
not relevant to our attacks. In the following, we explain each component used in
the round function, namely G, B and M.

The nonlinear function G(z) : Foes — Foss. G() is defined as G(z) = z2”+1.

The affine transform B(z) : Foss — Faes. B(z) is defined as B(z) = c122 +cs
where cq, co € Foss are constants.

The linear transform M : Fgeg — Fgeg. M is a 3 x 3 MDS matrix. The
designers do not specify a concrete choice for M and they claim any MDS matrix
is suitable. We note here that our attacks apply to any choice of M.

Definition of one step. According to the round function described in Algorithm
the round function is R(a) = AK o M o BoSo AK o M o B o S(a). Similar
to [6], one step of Chaghri is defined as AK o M o B o S(a) and we call it the step
function of Chaghri.

Notation for the internal state. We denote the internal state after i steps
by (%1, %2, 2i,3). For example, the input state is (29,1, 20,2, 20,3), the internal
state after 1 step is (z1,1,21,2,%1,3), and the internal state after 1 round is
(2’2,1,22,2,22,3)~



Throughput this paper, we consider R steps of Chaghri. Since the total number
of steps is 16, R < 16 should hold. However, our attack can even apply to R > 16.
Hence, we do not restrict the maximal value of R.

3 The Coefficient Grouping Technique

We give the intuitive explanation of our new technique with its application
to Chaghri. For better understanding, we first only focus on its application to
the univariate polynomial and then we discuss how it can be extended to the
multivariate case.

Without loss of generality, we consider a general form of S(z) and B(x), as
shown below:

S(LC) = .’E2k0+2k1 y B(ZL') = clx2k2 + co.

Moreover, we consider the finite field Fon, i.e. the internal state a = (ay, ag, as)
of Chaghri satisfies a; € Fan for ¢ € [1, 3]. It should be emphasized that there are
constraints on (kg, k1,n) to ensure that S(x) is a permutation. Here we only care
about its general form of algebraic degree 2. For Chaghri, (ko, k1, k2) = (32,0, 3)
and n = 63.

The main idea of our attacks. We consider an input state which can be
represented as univariate polynomials in the variable X € Fan, as shown below:

20,1 = A1 X + Bo1, 202 = A02X + By, 203 = Ao3X + Bo.s, (1)

where Ag i, Bo; € Fan (1 <4 < 3) are randomly chosen constants. In this way,
after an arbitrary number of steps, each state word can always be represented as
a univariate polynomial in X. Our aim is to compute the upper bound D, ; for
the algebraic degree of the univariate polynomial P, ;(X) where z,; = P, ;(X)
(1 <4< 3). We say the upper bound for the algebraic degreeﬂ of r-step Chaghri
is D, where D, = max{D, 1, D, 2, D, 3}. Hence, if D, < n, there exists a higher-
order differential attack on r steps of Chaghri with time and data complexity
2DT+1.

In particular, this attack can be trivially extended for 1 more step by using
2™ data. Specifically, we can consider an input state of the following form:

20,1 = X1, 20,2 = Ao, 203 = As,

where As, A3 € Fon are randomly chosen constants and X is the variable. Then,
by making X = BoS(X; + RK][0]1), the state (21,1, 21,2, z1,3) will be of the same

5 From the perspective of attackers, D, can be defined as min{D, 1, Dy 2, Dr3}
to reduce the time complexity of the attacks. However, due to the strong diffu-
sion of the MDS matrix, using D, = max{D,1, Dr 2, D, 3} is reasonable and can
greatly simplify the attack. This can also be observed from our later analysis of
the evolution of the polynomials through the step function of Chaghri, i.e. using
D, = max{D;,1, Dy2, D3} is indeed tight according to the experiments.



form as in [Equation 1| For such a state (21,1, 21,2, #1,3), after  more steps, the
algebraic degree of the univariate polynomials in X is upper bounded by D,..

Since D, < n and X will traverse all the 2™ possible values when X takes all
the 2™ possible values, the higher-order differential attack indeed can reach r + 1
steps with time and data complexity of 2.

3.1 Tracing the Form of the Univariate Polynomial

With the input form shown in [Equation 1} the state words (2,1, 2,2, 2r,3) can
always be represented as univariate polynomials of the following form:

[wr| [wr| [wr|

Zr1 = E Ar,inT’ia Zr2 = E BninT’i,Zr,S = E CninT’i
=1 =1 =1

where A, ;, By;,Cy; € Fan are constants depending on the key and we call the
set

Wy = {wm, wng, e 7wr’|w7_‘}

the set of exponents for the univariate polynomials after r steps. It should be
mentioned that for » = 0, we have

Wo = {Oa 1}a (2)
which corresponds to the input form specified in

According to the definition of the algebraic degree of a univariate polynomial,
we have

D, < max{H(w,;):1<1i<|w,}. (3)

Analyzing the evolution of the polynomial representations. We are
interested in the univariate polynomials to represent (2,411, 2r+1,2, #r41,3), i-€.
how the polynomials evolve through the step function of Chaghri.

For G(zr1), there is

lwr|
i\ 280 42F1
Glzra) = (D ApiX i)t
=1
[w-| . [w| X [we| |we| N X
= (E Ar,inr'i)Q O(E Ar,ijT’j)Z b= E E A?',i7jXMn(2 Ownit? 1wr'j)7
i=1 j=1 i=1 j=1

where A, ; ; € Fan are still constants depending on the key.
For B o G(z,,1), there is

[wr | |wr|

BoG(z) = Cl(z Z Av-,z‘,jXM"@kOwT’inlw"j))ka +c2

i=1 j=1



[wr| [wy]

_ 2 2 : / M, (2F0tR2y pok1tka,,
— A X ( s ,1)7

X
i=1 j=1

where AJ.; ; € Faes are constants depending on the key.
Similarly, it can be found that

[wr | |wr|
/ My (2F0FhR2qy, pok1Th2y,,
BoG(z2) =Y > B, XMl =28
i=1 j=1
lwr| [wy]
72 :j : / M,, (2F0Fk2q, 1 ok1+ka,, .
Bo G(ZT73) = CT,i,jX n( T, 7‘,])’
i=1 j=1

where B, ; ;,C;.; ; € Fan are constants depending on the key.
Therefore, we can obtain

[wr | |wr]|

Zry1,1 = E E Ara ijXM”(QkOMQw“iﬂkﬁkzw”),
i=1 j=1

|wa| |wr|

Zr41,2 = Br+1 ijXM"(QkO-H‘Qwr’i+2kl+k2wr’j)a
) E : § : yLs

i=1 j=1

[wi| |wr|

_ M, (2F0Fk2qy k1 tka,,
Zry1,3 = E E Crp,i g XM " 2
i=1 j=1

where A,415, Bri1,ij, Cr+1,i,; € Faes are constants depending on the key.

Hence, we obtain a relation between the sets w, and w,1, as shown below:
ko+k ki+k -
wrr1 = {ele = M, (280t F2qp, ;28 2wy i), 1 < 4,5 < wyel},

In this way, for each element e € w, o, there must exist (i, 7,s,t) where
1<4,7,s,t <|w,| such that

e — Mn(2k0+k2 <2k0+k2wr,i + 2k1+k2wr,j) + oki1+k2 (2k0+k2wr,s + 2k1+k2wr,t))~

In other words,

Wyr42 = {e|e = Mn(22k0+2k2wr7i + 2k0+k1 +2ks (wr,j + w'r,s) + 22k1+2k2wr,t)7
1 S i,j,S,t S |wT|}

For the concrete parameters of Chaghri, we have

w1 = {ele = Me3(2%w,.; + 23w, ), 1 <4,j < |w|},
Wyyo = {ele = Mgz (2Tw,; + 2% (w,; + 1wy ) + 25w,4),1 < i, 4, 5, < |w,|}.

10



Another representation of the set w,;,. Based on the above discussions,
it is now clear that there exists another general representation of the set w, 4.
Specifically, it must be of the following form:

Np_1 Np—2 No
Wre = {6|6 = Mﬂ( Z 2n_1w7’7di,n71 + Z 2n_2w?”,di,n72 +...+ Z 20w7‘,di,0)7
=1 =1 =1
where 1 < d; ; < |w,| for 0 < j<n-—1}

Proof. Proving this form is simple. Specifically, by induction, we only need to
prove wy4¢41 is also of this form when w, ¢ is as above. This is because wy is of
this form, i.e. for wo = {wp 1,we 2} = {0,1} = {ele = 2%wq;, 1 < i < 2}, there is

Considering the relation between w,y¢ and wy4¢41, we have
Wr4p4+1 = {€|€ = Mn(2k0+k2wr+f,i + 2k1+k2wr+£,j)a 1<4,5< |wr+Z|}~

Hence, we have

Ny N, o Ny
n—1 n—2 0
Wr4e+1 = {6‘6 = M’ﬂ( E 2 Wrdl + E 2 Wrd: =, +...+ E 2 wr,d£'0)7
=1 i=1 i=1

where 1 < d;’j < |w,| for 0 <j <n-—1},
where
N{ = NGty —k2)%n + N(imko—ka)%n for 0 <i<n—1. (5)
This completes the proof.

In other words, each set w, can be fully described with a vector of integers
(NI _{,NI_q,...,N§). For wy, this vector is

n n
Ny =1,N’=0(1<i<n—1).
Then, based on the recursive relation specified in ie.
1 .
NIt = NGty —kay9on T Ni—ko—ka)en for 0< i <n—1,7>0, (6)

for any w,, the corresponding vector of integers (N:_,, N:_,,...,N{) can be

computed in linear time, i.e. with rn times of simple integer additions. Then, the
set w, can be described as follows:

Ny 4 Ny, N§

Wy = {€|6 = MTL( Z Qn_le,di,nfl + Z 2n_2w0;di,n72 t+..t Z 20w0;di,0)’
=1 =1 i=1

where 1 < d; ; < |wg| for 0 < j <n—1}. (7

11



Application to the Chaghri parameters. For the concrete parameters of
Chaghri, the corresponding (Ngy, N, ..., N}) for wy is

N3 =1,N3; =1,N} =0 (i ¢ {3,35},0 <i < 62).
While for ws, the corresponding (Ngy, NZ, ..., NZ) is
NZ=1,N2=1,N3 =2,N? =0 (i ¢ {6,7,38},0 < i < 62).

For any w,, we can compute the corresponding (Njy, Ni;, ..., N§) in linear time.

3.2 A Natural Optimization Problem

The last problem we need to deal with is how to compute D,. after giving the
vector of integers (N _1, NI _,,..., N{). For our representation of w,., it can be
equivalently interpreted in the way that there are in total V), _; + N _o+...4+N§
possible variables that can independently take values from wy = {0, 1}. Hence,
the problem to bound D, becomes a natural optimization problem, as shown

below:
n—1 .
maximize H(MH(Z 2'vi)),
i=0

subject to 0 <~; < N/ fori € [0,n — 1].

Specifically, for each coefficient 2¢, as there are N corresponding independent
variables taking values from wg = {0, 1}, we can choose 7; variables taking the
value 1 and the remaining N; — v; variables taking the value 0. Therefore, we
have the constraints 0 < ; < N]. Note that 7; indeed represents that number of
variables which take nonzero values.

After computing N7 for ¢ € [0,n — 1], which can be finished in linear time,
this problenﬂ can be easily encoded as an MILP problem. Specifically, for each
integer m € [0,2™ — 1], we can assign a bit vector (m,_1, my—_2,...,mg) for m,
i.e. m = 3" 2/m;. Then, M(27 - m) just makes m become

(M (n—1=5)%n> M (n—2—)%ns - - - » TH0—1)%n)

i.e. a change of the order of variables.

The addition is trivial. Specifically, for the addition M, (z +y) = ¢ where x =
(Tn-1,Tn-2,--,%0), ¥ = (Yn-1,Yn-2,---,%0) and ¢ = (¢n—1,qn-2, - - -, o), by in-
troducing two (n+1)-bit vectors g = (gn, gn—1,---,90) and ¢' = (g, gh_1, -+, 90)
as well as an n-bit vector ¢’ = (¢},_1,q),_2,---,q}) to represent the intermediate
value, we have

g0=0, 2gix1+q; =x; +y; +g; fori € [0,n—1],
9o =09n» 20i1 + @ =q; + g for i € [0,n —1].

5 The author also developed an ad-hoc algorithm [24] to solve the above optimization
problem in time O(n). However, in this following, we still have some other optimization
problems which cannot be handled by that O(n) algorithm [24]. Hence, we only
consider the general-purpose solvers for the optimization problems in this paper.
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For the comparison m < b where b = (by—1,bn—2,...,by) € Fy is a known
integer, it can also be simply described with linear inequalities. Specifically,
supposing b; = 1 for any i € {i1,i9,...,9-1,4and 0 <i; < iz < ... <4 <n—1L
Then m < b can be described with the following n — [ linear (in)equalities:

m;=0fori <j<n-1,
(I—my,)—m; >0 for 44 <j<i,

l
Z (1 — mis) —m; > 0 for i;_o <j<i_1,
s=l—1

l
Z(l—mis)—mj >0for0<j<iy.
s=1

To maximize H(m), we simply write
maximize mg 4+ mi + ... +My_1.

In this way, a simple MILP model can be constructed and the solution of the

model is exactly D, according to

Differences from other MILP/SAT-based methods. Different from almost
all existing MILP/SAT models to evaluate the algebraic degree based on division
property [21/23,32], our method does not rely on the infeasibility of the model
or the number of solutions. Instead, the solution of the optimization problem
is directly the upper bound for the algebraic degree. Moreover, the scale of our
model, i.e. the number of variables and the number of inequalities, is almost stable,
while for many MILP/SAT-based methods, the scale of the models increases
linearly as the number of analyzed rounds increases due to the introduction of
intermediate variables at each round.

A useful theorem.

Theorem 1 For a given vector of integers (Ny—1, Np—2, ..., No), if the solution
to the following optimization problem called Problem 1 is hn:

h n—1
maximize Z H(Mn(z 29;.4)),
j=1 i=0
subject to C1(71,0,71,15 -« > Yh,n—1, No, N1, - -+, Np—1),
the solution to the following optimization problem called Problem 2 must also
be hn:

h

—1 v
maximize Z H(Mn(ng: 21(2 27;4)),
=0 s=1

Jj=1

13



subject to C1(V1,0,Y1,15 - - - » Yhn—1-No, N1, .., Np—1),

wherets > 0 fors € [1,v] and C1(71,0,7M,15- - - > Yhon—1, No, N1, ..., Np_1) denotes
the set of constraints.

Proof. Since the solution to Problem 1 is hn, for each j € [1, h], there exists an

assignment to (V;n—1, Vjn—2,---,7Y;0) denoted by (Vjn—1,Vjn-2;---,750) such
that

n—1

2227]7 —9n _

Hence, for each j € [1, h], we have

n—1 v v n—1
W32 2450)) = M (30 2%, (D 2i50)) = 27 - L.
=0 s=1 s=1 =0

As the upper bound for the solution to Problem 2 is hn and we find an
assignment to make its solution be hn, the solution to Problem 2 is An. This
completes the proof.

Generalization to an arbitrary power function. In the above, we mainly
analyze a power function x — 22°+2" with algebraic degree 2. It is easy to
observe that a similar procedure can be applied to any power function = +—
x i 2% over Fon with algebraic degree p. This is due to the following simple
relation:

[w| [we | |wy| |w |

Z 4, Xm) Z Z Z Ajy ja,.. szwr’jl +292wr gy 420w, .

j1=1j2=1 Jp=1

By using the same B(z) = clgch2 + co, we still can simply use a vector of integers
to represent the set of possible exponents. In addition, the recursive relation
between the vectors (N1, N/*2 ... NytY) and (N7_;,NI_,,...,N}) can be
described as below:

P
N;H = ZN&_@_,CQ)%H for j € [0,n —1],
i=1

which implies that these vectors can be computed in linear time. With these
vectors, bounding the algebraic degree is then reduced to the same optimiza-
tion problem. This obviously shows the effectiveness of our coefficient grouping
technique.

4 Cryptanalysis of Full-round Chaghri

With the above model, the upper bounds for D,. are obtained in seconds, as listed

in [Table 2
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Table 2: The upper bounds for D,
r|0]2]4]6 |8 |10]12]14]16|18]20|22]24]25]26
Dr | 1|3 [7]12]17]22]27[32]37]42]47[52]58]60]63

Consequently, we can mount a higher-order differential attack on full 8 rounds
of Chaghri with data and time complexity of 238. It also suggests that there
is a higher-order differential distinguisher for 12.5 rounds with time and data
complexity of 261. Indeed, as mentioned previously, one can append 0.5 round (1
step) before this distinguisher to obtain a 13-round distinguisher with time and
data complexity of 263. Specifically, by choosing an input set for (291,202, 20.3)
such that zp 1 traverses all the elements in Faes and (zo 2, 20,3) are constants, the
state words (21,1, 21,2, 21,3) can still be represented as linear polynomials in X.
Then, since X also takes all the 253 possible values and the upper bound for the
algebraic degree after 12.5 more rounds is 60, we obtain a 13-round higher-order
differential distinguisher with time and data complexity of 263.

4.1 The Key-recovery Attack on 13.5 Rounds of Chaghri

We have constructed a 13-round distinguisher with data and time complexity of
263, Then, we can append 0.5 round for the key recovery. To recover the round
key RK[27], an equivalent round key RK[27) = (RK[27]}, RK[27]5, RK[27]}) is
considered, where

(RK[27)}, RK[27), RK[27]5)T = M~ x (RK[27)1, RK[27]5, RK[27]3).

Since the operations B~! and G~! work on the internal state in a parallel
way, the naive method is to independently guess RK[27]; (1 < i < 3) and
compute the corresponding z26,; and check the sum of 26 ;. If the sum is zero,
the guess is correct. Hence, the time complexity of this key-recovery attack is
about 3 x 263 x 263 < 2128 Note that after recovering RK[27]’, we can compute
RK[27] and deduce the master key according to the key schedule function.

Indeed, the key-recovery attack can be more efficient by treating B~ (RK[27]’)
(1 <4< 3) as a variable Y;. Note that B(z) is an affine transform over Fgss and
hence B~!(z) is also an affine transform. Then, we can construct a univariate
polynomial P;(Y;) in terms of Y; using the condition that the sum of zg6; is 0.
The degree of P; denoted by D is the degree of the inverse of GG, which satisfies
239 < D < 23! because 230 x (232 + 1) < 263 and 23! x (232 + 1) > 293, Then,
similar to the idea in [18], recovering Y; is reduced to finding the roots of the
univariate polynomial P;, the time complexity of which can be estimated as
O(D x log(D) x loglog(D) x log(D) x log(253D)) field operations. Since 23° <
D < 23!, we estimate the time complexity to find the roots as 25. Hence, the
time complexity and data complexity of our key-recovery attack on 13.5 rounds
of Chaghri are 3 x 263 x 255 = 21196 and 263, respectively.
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4.2 Further Refining the Upper Bounds

In this section, we show that before reaching the maximal degree 63, it is possible
to refine D, with more careful analysis. Consider the input state of the following
form

20,1 = X1, 20,2 = A2, 203 = Az, (8)

where Ay, A3z € Fon are randomly chosen constants and X is the variable. Let
X = X; + RK]|0];. In this way, for any number of steps, each state word of
Chaghri can be represented as a univariate polynomial in X. For (z; 1, 21,2, 21,3),
we have

211 = A1,1XM”(2ko+k2+2kl+k2) + Bi1,

219 = A1$2XM7L(2’“0+’€2+2’“1+’“2) + B,

M, (2F0tk2 4 ok1+k2
z1,3 = A13X ( ) 4 By 3,

where A; ;, By, (i € [1,3]) are constants depending on the key.
Hence, for w;, we have

wy = {MTL(QkoJrlm + 2k1+k2)’ 0}.

Then, we have

N, Ny _, Ng
n—1 n—2 0
Wr = {6|6 = Mﬂ( § 2 Wi,d; oy T § 2 Wid; g T T § 2 wl,di,o)’
=1 =1 =1

where 1 <d; ; <2for0<j<n-—1}

By making N} = 1and N} = 0 fori € [1,n—1], we can compute the corresponding

(N} _1,N}_q,...,N§) for r > 1 with the recursive relation specified in [Equation 6
Computing D, is then equivalent to the following optimization problem:

n—1

maximize H(Mn(z 20 (2kotkan, 4 ofitkay )Yy
i=0

subject to 0 < ~; < N/ for i € [0,n — 1].

Table 3: The refined upper bounds for D, in the univariate case
rolof2[4]6 |8 [10]12|14] 16|18 |20 |22 24|26 |27
D |1|3[7]11]16]21]26]|32]37]42]47|52]57]62]63
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Refined or unrefined? This refined model is only slightly slower and all the
results can still be obtained in seconds as well. The refined upper bounds are
shown in It can be found that although the upper bound is slightly
better for r < 12, the complexity to break 8 rounds of Chaghri remains the same.
Moreover, the longest higher-order differential distinguisher still only covers 26
steps, which is indeed a direct result of Theorem [1} Specifically, for the refined
model for 7’ steps, the vector (Nig, Nig, . . ., Niy) is identical to the vector in the
unrefined model for ' — 1 steps. In the unrefined model, we reach the maximal
value 63 at r = 26. Hence, in the refined model we must reach the maximal value
63 at r = 27 according to Theorem [I} Due to the high efficiency of the unrefined
model, to detect how long a higher-order differential distinguisher can reach, we
prefer the unrefined model.

Ezxperiments. We have practically verified our attacks on Chaghri for up to 7
rounds. It is found that our refined bounds are correct and tight.

4.3 On the Multivariate Case

After understanding our attack in the univariate case, it is natural to ask whether
the distinguisher can be further extended for more steps with a larger set of
inputs, e.g. a set of 22" different inputs. Specifically, with the following input
form

201 = X1,20,2 = X2, 20,3 = As,

where A3 € Fon is a randomly chosen constant and X7, Xo are variables, whether
the attack can be extended for more steps?

Let X = BoS(X;y + RK|[0]p) and Y = B o S(X2 + RK|[0]1). The state
(21,1, 71,2, 71,3) can be represented as multivariate polynomials in (X,Y") as below:

2110 =A X +B11Y +Ciq, 210 =A412X + B Y + (i 9,
213 =A13X + B13Y +Ci3.

Note that in the following, we will not repeat emphasizing which are constants
in the polynomial representation. Instead, we only say which are variables.

To construct the longest higher-order differential distinguisher with at most
22" data, it suffices to compute the maximal number of steps r where the maximal
algebraic degree 2n is first reached for the following input state

20,1 = Ao X + Bo1Y + Co,1, 202 = Ap2X + BooY + Co 2,
20,3 = Ao3X + BosY + Co s, 9)
where X,Y are variables. As in the univariate case, 1 more step can always be

appended before this distinguisher by using 22" data. This will result in an r-step
distinguisher with data and time complexity of 22".
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For the input form specified in [Equation 9| the general form of (2,1, 22, 2r,3)

can be written down, as shown below:

(W | W, | [W.|
E W i\ Ur,i _ § Wi, i\ Ui, _ § Wy, Y T
Zr,l = Ar,iX D G y “r2 = Br,iX Ay s Zr,3 = Cr,iX ’ s
i=1 =1 i=1
where
W, = {(whl? Ur,1)7 (wT’,Qa UT-,Q)v EER) (wr,\Wr\vur,ler)}'

For W, we have

Wy = {(170)7 (Oa 1)7 (07 0)}7

which corresponds to the input state specified in
With similar analysis to trace the evolution of the polynomials through S
and B, we have

Wri1 = {(eo, e1)|eq = Mn(2k°+k2wr,i + 2k1+k2w7«,j), e1 = Mn(2k°+k2u,«,i + 2k1+k2ur7j),
1<ij < W}

Specifically, we have

Bo S(an)
W, |
- 01(2 Ay X iy vy Ma @02
i=1
(W (W
= (D7 Ay XM Ry Ma @R ) (N7 g MG )y Ma TR0y
i=1 i=1
(W | [We|
= Z Z AT+1,7;,jXM7L(2kO+k2wr‘i+2k0+k2wT«j)YM7L(2k0+k2ur=i+2k0+k2u7‘vj).
i=1 j=1

With our coefficient grouping technique and a similar deduction as in the uni-
variate case, W, can also be represented using a vector of integers (N},_,, N} _1,...,N§),
as shown below:

W, = {(eo, e1)]
N,_o

N} _, No
n—1 n—2 0
€o = Mn( E 2 Wo,d; -1 + E 2 Wo,d;,r—2 +.o 4+ § :2 Wo,d; 05
=1 =1 =1

N771 N;72 NO
n—1 n—2 0
€1 = MTL( E : 2 U0,d; n—1 + § 2 U0,d;, n—2 +.. E :2 U0,d; 05
=1 i=1 i=1

where 1 < d; ; < |Wp| =3for 0 <j<n-—1},
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where

=N} Nt for0<i<n-—1, r>1.

{ Ng =1,N) =0 forie[l,n—1],
N = NG h —kyon T Nii—ko—ka)%n

Since
Wy = {(170)7 (07 1)7 (07 0)}7

ie. (wd, ul) # (1,1) for i € [1,3], computing the upper bound of the algebraic
degree for the multivariate case is also a natural optimization problem, as shown
below:

n—1 n—1
maximize H(M, (Y 2'7)) + H(Mn (D 2'N)),

i=0 i=0
subject to 0 < ~; + \; < N for i € [0,n — 1].

Why 0 < ; +A; < N/ should hold is due to (wy, ,ug, ) # (1,1) for any index
diJ‘ S [1, 3} ’

It is easy to observe that this model is almost the same as that for the uni-
variate case. Applying it to the Chaghri parameters (ko, k1, k2,n) = (32,0, 3,63),
we obtain the following upper bound for the algebraic degree D,. after r steps, as
shown in Note that we still use D, to denote the upper bound for the
algebraic degree for r-step Chaghri in the multivariate case. This indicates that
the higher-order differential distinguisher can reach at most 26 + 1 = 27 steps
(i.e. 13.5 rounds) using 2!?% data.

Table 4: The upper bounds for D,. in the multivariate case
r|o[2]4 |6 |8 [10]12]14]16]18[20] 22 | 24 | 26 | 27
D, |1]4]10]20|30]40]|50 |60 | 70|80 |90 | 100 | 111 | 121 | 126

The refined upper bounds. Similar to the refined upper bounds for the
univariate case, we are interested whether the data complexity of the 13.5-round
higher-order differential attack can be further optimized. Specifically, we re-
evaluate the upper bound for the algebraic degree by considering the following
input form:

201 = X1,202 = X2,203 = A3. (10)

where only X7, X5 are variables. Moreover, we consider the case when X; traverses
all the 2™ possible values because only in this case will we need to consider the
multivariate polynomials to attack more steps. In this case, let X = B o S(X; +
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RK|0]1) and Y = X5 + RK[0]2. Hence, X will traverse all the 2" possible values.
In this way, we have

z11=A11 X+ Bl,1YM"(2kO+k2+2kl+k2) +Ch1,
212 =A12X + 31,2YM”(2’60M2+2]€1H2) + (0,
213 =A13X + 31,3YM"(2k0+k2+2k1+k2) + (13,
where only X, Y are variables. Hence, we have

Wi = {(0,0), (1,0), (0, M, (2R tk2 4 okrth2))),

Moreover, we have

W, = {(eo, e1)]

NT_, N7 _, NE

ey = Mn( Z 2n71wlydiyn_l + Z 2”72’11)17(11.‘”_2 + ...+ 22011)175%0,
i=1 i=1 i=1
Ny _q Ny _s N§

€1 = Mn( Z Qn_luLdi,nfl + Z 2n_2u17di,n72 +.o Z 20u17di.07
i=1 i=1 i=1

where 1 <d; ; <|Wi|=3for 0 <j<n-—1},

where
{ Ny =1,N} =0 foric[l,n—1],
—1 1 )
N/ = N(Ti—kl—kg)%n + N(Z,_ko_kQ)%n for0<i<n—1,r>2.

In this way, computing D, is equivalent to solving the following optimization
problem:

n—1 n—1

maximize H(M, () 2'%)) + H(M, (D 2/(2F k) + 25782 )))),
i=0 =0
n—1 )

subject to H(/\/ln(z 2v))=mn, 0<~+ X\ <N/ forie0,n—1].
i=0

Note that 7; represents that we assign nonzero values to ~; variables Wid;,
and \; represents that we assign nonzero values to A; variables uj g, ;. Since
(wl,dj,i , U1,dj,i) cannot be assigned to nonzero values at the same time due to Wy =
{(0,0), (1,0), (0, M, (2ko+k2 4 2F1+k2))} "we have the constraint 0 < v;+\; < N/
Moreover, since X will take all the 2" possible values, we only feel interested
in the monomials of the form X*1Y?2 where H(p;) > n, i.e. H(p1) = n. This is
because )y, XP1Y?2 =0 for monomials X*1Y*#2 with H(p1) < n. Hence, we

add the constraint H(M,, (31 2/;)) = n.
With this model for Chaghri, we obtain in seconds that

Doy =122, Dag = 126,
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which are indeed consistent with Theorem [I} i.e. we cannot increase the length of
the distinguisher with the refined model. However, D7 = 122 indicates that the
data and time complexity of the 13.5-round distinguisher are both 2'23, which
improves the results obtained from the unrefined model by a factor of 23.

5 Achieving an Almost Exponential Increase

Based on our degree evaluation, it can be observed that the algebraic degree of
Chaghri increases linearly in both the univariate case and multivariate case, which
contradicts the designers’ expectation that it increases exponentially. Therefore,
it is natural to ask what countermeasures can be used to achieve an exponential
increase of the algebraic degree. In this section, we focus on this problem.

For FHE-friendly ciphers, reducing the multiplicative depth is of great im-
portance. Hence, we still keep the S-box of the form S(x) = 22" +2k1, which has
algebraic degree 2. For the affine transform B(z), as it is linear over Fon and
it is almost cost-free for FHE protocols, we are interested whether choosing a
different B(x) can achieve an exponential increase of the algebraic degree.

In appendix [A] a concrete example is given to explain the influence of the
affine transform on the increase of the algebraic degree. In the following, we
mainly deal with a general affine transform.

5.1 Searching for Secure Affine Transforms B(x)

We consider a general form of B(z), as shown below:

I£]
B(z) =) ca®",
i=1
where (cf, ¢, ..., ¢|) are constants in Faes such that B(x) is a permutation and

L ={p1,¢2,....¢z} For the S-box, we keep using S(x) = 227+

To utilize our coefficient grouping technique for the above general B(z), we
need to adjust the general polynomial representation of (2,1, 22, 2r3). First,
consider the univariate case and the form of (2,1, 2,2, 2r,3) can be written as
follows where only X is the variable:

|E7,1] |Er 2] |Er i, |
Zr1 = g ALinT’l’i + E AQJ'XWT’QJ +... E A371'pr’lr‘i,
=1 =1 1=1
|Er,1] |Er2| |Eri, |
2o = § : Bl)iXUJr‘l,i, + Z B2’in’r,2,i 4. Z Bg)in'r,lyw'L"
=1 i=1 i=1
‘Eh1| ‘Er12‘ ‘E7~,LT|
Zr3 = g C1¢Xw""1’i + E CQ_’in"z’i +... E Cgﬂ'XwT’lT’i,
i=1 =1 i=1
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where
Er,j = {Wr,j,hwr,j,% s ,wr,j,|ET1j|} for 1 S] <.

In this way, the set of all possible exponents for (2,1, 2zr2, 2r3) denoted by
FE,. can be written as

28
-

1

%

For the initial input (29,1, 20,2, 20,3), We use the same form as specified in

In this way, we have
Ey =wo ={0,1} = {wo1,wo,2}.

Next, we study how the new general polynomial representation evolves through
1 step of Chaghri. First,

I |Eril
Zrz g E AZJXUJT’J 2 241
i=1 j=1
U |Eril 1. |Ers]
= g g E E AJétXM%Q wmﬂrwrsf)
i=1 j=1 s=1 t=1
Then,
I 1Bl 1 |Ers| |£]
BOG(ZT 1) = § E E E A jStuXM63(232+¢uwr1]+2‘puwrxt)
i=1 j=1 s=1 t=1 u=1
Hence,

E,i1 = {ele = Mg3 (2% 4w, j + 274w, 5 1),
1<is <lpy 1< 5 < |Bril, 1< < [Eal,1 <u<|L]}.

Based on the above recursive relation between E,. and FE, 1, with the coeffi-
cient grouping technique, F, can be represented as follows:

l
= J B,
j=1

Ngy’ Ngi/ Ny
62 61
ETJ = {6‘6 = M63( E 2 Wo,d; 62 + E 2 woydi,ﬁl -+ E : 20 wo,d;, 0
=1 =1

where 1 <d;;, < |wpl| for 0 <iy < 62}.
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Proof. For Ejy, there are

Ey = Ep,1 = wy,
wo = {0, 1} = {wo,1, w02},
E071 = {€|6 = M63(20w0,i), 1 S 7 S |U)0|}
Hence, it holds for » = 0. Supposing the above new representation of F, holds,
we now prove by induction that it also holds for F, ;. In particular, a similar

useful recursive relation can be derived.
Since

Erp1 = {ele = Mgz (2°* P w4+ 294w, 54,
1<i,s<l, 1<j<|Eyl, 1<t<|E. 4,1 <u<|L|},

we have

L |£]

r+1—UU UEr+lzsua

1=1s=1u=1
Eri1isu = {ele = Mg3(2¥ 790w, j 4+ 299w, 1), 1<j < |Epil, 1<t <B4}

Since
Né‘; Né“l] NTJ
62 61
Ervj = {6‘6 = M63( E 2 Wo,d; 62 + E : 2 woadi,(}l -+ E 20 Wo,d;, o
=1 =1

where 1 S di,io S |’LUO| for 0 S io S 62},

we have

N7+11su N1+17,:.u N7-+1isu

Er+1,i,s,u = {6‘6 = M63 Z wo ;.62 + Z wo_,djm + ...+ Z

where 1 < dj,jo < |wg| for 0 < jp < 62},
where
NyThbsw — N(’“j 52— o763 T N s for £ € [0,62]. (11)

This completes the proof.

With the above critical observation, we can always decompose E, as a
union of sets, each of which can be solely described with a vector of integers
(Ns2, Ne1, - .., No). Moreover, since

Ey = wo,
ingle vector of int NoL NOL N2 is sufficient to describe Ey wh
a single vector of integers ( 62 + Vg1 5+ -5 Vg1 ) is sufficient to describe Ey where

Ng'' =1,N*' =0 for i € [1,62].
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Algorithm 2 Enumerating vectors to represent F, 1

1: procedure ENU(N", N"! )

2 clear N™ !

3 for i in range (N".size()) do

4 (N&», Ny, ..., N§) < N"[i]
5: for s in range (N".size()) do
6

7

8

(Ng2, Né1, ., Ng) + N'[s]
for u € [1,|£]]) do
for t € [0,62] do

9: Ny = N(Otfsszu)%m + N(ltﬂpu)%(ss
10: if REDUCE(Ne2, No1, ..., No, N"T1)=1 then
11: add (N62,N61,...,N0) to NT+1

12: procedure REDUCE(Ne2, Ng1, . .., No, N)
13: for ¢ in range (N.size()) do

14: (Ng2, Ng1, - .., Ng) < NJi]

15: if N; > Nj for all j € [0,62] then

16: NM = (N627N61,...,N0)

17: return 0

18: else if Nj > Nj for all j € [0,62] then
19: return 0

20: return 1

Then, based on the recursive relation specified in for each E, (r > 1),
we can compute the corresponding sets of vectors of integers to represent E,.. The
algorithm is shown in Algorithm [2, where N” and N" ™! are the sets of possible
vectors of integers describing F,. and E,., respectively.

In Algorithm [2] there is a function named REDUCE. This is used to re-
move the redundant vectors based on the fact that when there are two vectors
(Ns2, Ne1, .-, No) and (N§y, N§y, ..., N{) such that N; > N/ for each i € [0, 62],
the set described with (N§y, Nby, ..., V() is just a subset of the set described
with (N62,N61, ey N())

The main idea to search for a good affine transform. With Algorithm
] it is now possible to describe how to search for a better affine transform.
Specifically, for each E,., there exist [, vectors of integers (Ngy', Ngi'y ..., Ny*) to
describe E,; for i € [1,1,]. Moreover, if there exists a vector (Ngy, Ngi's ..., NG*)
where there are D nonzero elements, it implies the upper bound for the algebraic
degree after r steps is larger than . This is because it implies that there exists
an element e € E, such that H(e) = D. Hence, to achieve an exponential increase
for the first r (1 < r < 5) steps, we need to ensure that there exists at least
one vector (Ngy', Ngi's. .., N;") where there are 2" nonzero elements. For r = 6,
we can slightly relax the constraint and expect that after 7 steps, the maximal
degree 63 is reached, i.e. there exists a vector (Ngy', Ngi', ..., Ng**) where all the
elements are nonzero or there exists a vector (Ngéi, Ngii, ceey Ng z) such that the
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solution to the following optimization problem is 63:

n—1
maximize H(Mes(z 295)),

=0

subject to 0 <~; < Nj“ for j € [0,62].
Searching with heuristic strategies. For r = 0, there are
lo =1, N°={(0,0,...,0,1)}.

Then, based on Algorithm [2| for any r > 1, we can always compute N" for any
given L. However, the time complexity to compute N" becomes exponential in
r when |£] > 1 due to the fast diffusion of the monomials. Even for small r,
e.g. r = 5, if we aim to compute the full set of vectors, it cannot be finished in
practical time. However, since we are only interested in vectors where there are a
desired number of nonzero elements, we can use some heuristic strategies when
computing N".

Specifically, for the first r steps (1 < r < 5), we only add the vectors
where there are 2" nonzero elements to N” when running Algorithm [2 The
underlying reason is that to generate a monomial whose exponent is of hamming
weight 2" at step r, it is required to have two monomials (X, X¢) where
H(eg) = H(ep) = 21 at step r — 1. When there exists an empty set N” for
1 <r <5, we abandon the current £ and try another £ since it implies we cannot
reach the algebraic degree 2" with the current £. Based on this strategy, we find
no candidates for £ when |£]| = 2.

Hence, |£]| = 3 is taken into account. For 1 < r < 5, we still use the above
strategies. However, the size of N” will increase exponentially. Hence, we further
restrict that when the size of N” is larger than 2'3, exit Algorithm [2|and compute
N"*. For r = 6, we only add the vectors where there are at least 55 nonzero
elements to N®. For r = 7, when computing N7 with Algorithm 2| we test
whether there is one (Ngg', Noi', ..., Ng'*) which can lead to the maximal degree
63. If there is, exit and treat the current £ as a good affine transform. It is found
that £ = {0, 2,8} is such a candidate.

With £ = {0,2,8}, for the input of the form specified in the
algebraic degree can reach 63 after 7 steps. Therefore, for the input of the form
specified in the algebraic degree can reach 63 after 8 steps, which is
a direct application of Theorem [I] In this way, an almost exponential increase of
the algebraic degree is achieved in the univariate setting.

5.2 Evaluating the Algebraic Degree for the Multivariate Case

After obtaining a good affine transform B(z) which can ensure an almost expo-
nential increase of the algebraic degree in the univariate setting, we need study
how the algebraic degree increases in the multivariate setting. In general, after
we reach the maximal algebraic degree in the univariate case, due to the strong
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diffusion of the MDS matrix and the affine transform, the maximal algebraic
degree in the multivariate case can be reached in a few more steps. For Chaghri,
we only care about the distinguisher with data complexity and time complexity
below 2'28 since Chaghri only provides 128-bit security. Hence, we only care about
when the algebraic degree 128 is reached.

On two variables. We first consider the input of the form specified in
Then, similar to the above analysis, the general polynomial representation of
(2r,1, 2r2, 2r,3) can be written as follows:

I |Uril I |Uril
Zr,l — § § Ai7ijr,i,jYHr,i,j7 zr,2 — E E Bi)jXWr,i,jYﬂr,i,j7
i=1 j=1 i=1 j=1
I Uril
Wri,j i,
Zr3 = E E Cy g XY hrid,
i=1 j=1

where

Ui = {(Wri15 tri1)s (Wrii 25 fri2)s - -5 (Wi |0, )5 M0, 1)} fOT 4 € [1,1]

and

is the set of all possible exponents for (2,1, 2r2, 2r,3).
For the input form specified in we have

lo =1, Uy = Uy = Wy,
Wo = {(0,1),(1,0),(0,0)} = {(wo,1,u0,1), (wo,2,u0,2), (wo,3,u0,3)}-

Then, by tracing the evolution of the polynomials through 1 step of Chaghri,
we can similarly derive

Ur1 = {(eo,e1)|eo = Mgz (2820w, 5 + 274 wi s 1), e1 = M3 (2821 % iy 5+ 294 s 1),
1<i,s<l,, 1<j<|Ups|, 1<t <|Upsl,1 <u<|L]}

With the coefficient grouping technique, similarly, U,; (1 < j < [,) can be
represented as

T, T, 7,3
Ng3 Ney N,

0
62 61 0
UTJ = {(60761)‘60 = M63( E 2 Wo,d; 6o + E 2 Wo,d; 61 ..+ § 2 w07di,0)7
=1 i=1 =1
Ngy' Ngi’ Ng
62 61 0
e = Mﬁg( E 2 U0,d;, 62 + E 2 U0,d; 61 4+ ...+ E 2 uo,di10)7
=1 i=1 =1
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1 <d;, <|Wo|,0<ip <62},

where WO = {(wo,l, Uoﬁl), (’wovg, UQ72), (w073, ’U,073)} = {(O7 1), (1, 0), (0, 0)} More-
over, the recursive relation remains the same as in the univariate case, i.e.
In other words, it is sufficient to describe U,. with a set of vectors of
integers and we still denote the set by N” to avoid the abuse of notation. Then,

N? = {(0,0,...,0,1)}

and Algorithm [2| can be directly used to compute N” for r > 1.
Supposing there exists a vector (Ngy', Ngi', ..., Ny*) in N” such that the
solution to the following optimization problem is 126, we reach the maximal

degree for the input of the form in after r steps.

n—1 n—1
maximize H(Mgs(D  277;)) + H(Mas( D 27)))),
j=0 j=0

subject to 0 <; + A; < N;z for j € [0, 62].

Moreover, for the input of the form specified in the degree 126 can
be reached after r + 1 steps by applying Theorem [I}

For £ = {0,2,8}, the maximal degree 126 can be reached at r = 9 for the
input specified in This implies that 9 steps are secure against
the higher-order differential distinguishing attack with complexity below 2126,
Compared with the univariate case, only at most 1 more step can be reached.
This is indeed as expected due to the strong diffusion effect of the affine transform
and MDS matrix.

On three wvariables. Since the algebraic degree will reach 126 after 9 steps
when there are 2 variables, we can argue that the algebraic degree will be much
larger than 128 after 9 or 10 steps when considering 3 variables. For completeness,
we also consider the case when there are 3 variables.

Consider the following input of the form:

201 = Ao X + Bo1Y +Co1Z, 202 = Ao2X + Boo2Y + Co 227,
20,3 = Ap3X + Bos3Y + Cp 37,

where XY, Z are variables.
Then, we will have an initial set Uy of all possible exponents where

Up =Wy = {(0707 1)3 (07 170)v (1,0,0), (0,070)}

To avoid the abuse of notation, we use the same notation as in the case for 2
variables. Then, it can be similarly derived that U, can be fully described with
a set of vectors of integers denoted by N” where N° = {(0,0,...,0,1)} and N”
(r > 1) can be computed with Algorithm 2} With N" (r > 1), it is possible to
give a lower bound for the algebraic degree after r steps for the above input
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polynomials in (X,Y, Z). Specifically, if there exists a vector (Ngéi, Ngii, e Ng’i)
in N” such that the solution to the following optimization problem is SOL, the
lower bound is SOL:

n—1 n—1 n—1
maximize H(Mgs(D _ 277;)) + H(Mes(D_ 27)))) + H(Mes(D_ 2x;)),
j=0 j=0 =0

subject to 0 < +A; < NI 0 <+ x5 < NP0 < A+ x; < NJ* for j € [0,62].

As Chaghri only provides 128-bit security, we only need to ensure SOL > 128. It
is found that SOL = 189 = 63 x 3 when r = 8, which implies 9 steps are secure
against our higher-order differential distinguishing attack.

5.3 New Parameters for Chaghri

According to [6], the total number of rounds T is chosen with the formula
T = 1.5 x max{5,n}, where n is the maximal number of rounds that can be
attacked with time complexity below 2!28. With £ = {0, 2,8}, we have n = 4
and hence the total number of rounds T' can be kept unchanged, i.e. T'= 8. In
Appendix [B| we give an optional assignment to (¢}, ¢5, ¢4, ¢}) such that B(z) =
chx + chat + ha?®® + ¢} is a permutation.

6 Conclusion

We perform an in-depth study on the increase of the algebraic degree of Chaghri
by proposing a novel efficient technique called coefficient grouping. This technique
can well capture how the exponents of the polynomials propagate through the
round function of Chaghri. The core idea of the coefficient grouping technique is
to use a vector of integers to describe a set. It is found that such a vector can
always be computed in linear time. After obtaining such a vector, the problem
to bound the algebraic degree is reduced to a natural optimization problem.
These features make our technique in nature different from all the existing work
to bound the algebraic degree. Moreover, from this paper, it is not difficult to
observe that this technique is rather generic and can have more applications.

As a consequence of this technique, we can break the full 8 rounds of Chaghri
with a practical time and data complexity and can even break up to 13.5 rounds.
This is in a way indicates that the lack of new techniques to analyze symmetric
primitives defined over a large field is still a major issue. With the coefficient
grouping technique, we further make a step towards this important question.
Specifically, we not only attack a cipher with it, but also describe how to use it
to search for secure cryptographic components. We thus believe this technique is
worth further investigation.
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A Influence of the Affine Transform

We use the same S-box S(z) = 22°°+! while we use a different affine transform

B(z) = ca® + chx + ¢4, where ¢}, ch, ¢y € Fass are some constants making B(x)
a permutation.
Consider an input state (20,1, 20,2, 20,3) of the following form:

20,1 = Ap1 X + Ao,2, 202 =Bo1X + Bo2, 20,3 =Co1X + Cpa,
where X is the variable. Then, we have

Glzo1) = A X2+ + Af,
BoG(20,1) = Cll( 6,1X232+1 + Af),2)8 + 0/2( 6,1X232+1 + Aé},z) + Cé
= (A, X774 AD) + (ADXPT 4 AT,
Similar to the previous analysis, we have

235 23 232 1
2110 =A11 X7 TP + A1 XF T 4 Ay s,
235 23 232 1
z10=DB11X> T + B12X* T+ By 3,
235 23 232 1
213=C11 X" T2 +C1 X" T 4+ Oy 3.
Then, we consider one more step, i.e. we consider G(z1,1) and B o G(z1,1). For
G(z1,1), we have
235 23 232 1 232 235 23 232 1
G(z11) = (A1 X7 T2 + A0 X7 T+ A1 3)7 (A X2 T2 + Ao X7 T4+ Ay )
/ 235104 ’ 23241 ’ 235423 23241
= (A1, X + AL X L AL ) (A X2 4 Ao X 4 Ay)
Y/ 2361934 94 " 235194493211 " 235194
= A, X + A7, X + A7z X
32 35 3 33 32
+A’1’74X2 +142%42% A'1’75X2 +2 4 A/1,,6X2 +1
" 235493 " 23241 "
+AY ;X + AY g X + Al g.
For B o G(z1,1), we have

1 3236423424 3235424423241 m 3235424
BoG(z11) = A1 X2 7272 4 AYLXZ T2 AT X
m y23241423%423 o233 42 m o 23241
FAYXZHIEEAT L AV XPT AT X
m 5235428 moy23241 "
+A7,XP T 4 AT X oy ATy

" 289426497 " 2381974935493 " 238 197
+A7 10X + AT X + Ay 10X

+A/1//13X235+23+238+25 + /1//14X235+24 +A/1//15X235+23

+ /1//16X238+26 +A’1”17X235+23
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Therefore, for (22,1, 22,2, 22,3), we have

235 23 24 235 24 232 1 235 24
291 = Ao X7 THHT 4 Ap, XFT T AT L Ay s XE T
232 1 235 23 233 2 232 1
FAg g XZTTITETAR L Ay s XETT 4 Ap X
35 3 32
+A2,7X2 2y Az,sX2 +y Az g

39 6 7 38 7 35 3 38 7
FAg 10 XE T Ay XE TR Ay p X P2
,10 ) )

FAg1a X2THTTIL L fy 1 XPOHT Ay 5 X2
+A2716X238+26 + A2717X235+23,

22’2 _ B2’1X236+23+24 + 32’2X235+24+232+1 + BQ,3X235+24
+Bz,4X232+1+235+23 + Bz,5X233+2 + B2,6X232+1
+BQ,7X235+23 + BQ,8X232+1 + Bag

39 6 7 38 7 35 3 38 7
+B2 1 X2 +2°42 4 32 11X2 42142242 4 BQ 12X2 +2
,10 , ,

35 3 38 6 36 4 35 3
+ By 3 X2 T TEAT 4 By 1 X7 4 By 5 X7 T2

—|—Bz,16X238+26 + BZ,17X235+23’

22,1 = 0271X236+23+24 + 02,2X235+24+232+1 + C’2,3X235"’24
+0274X232+1+235+23 + C’2,5X233+2 + 02,6X232+1
"'02,7)(235Jr23 + 02,8X232+1 +Cay
+02,10X239+26+27 + C’2,11X2‘°’8+27+235+23 + 02712X238+27
JrC2,13X235+23+238+26 TR0 CUAEENT TS G

38 6 35 3
+0916X% T 4+ Cy 17 X2 12,

Hence, for the new affine transform B(xz), after 2 steps, the algebraic degree
becomes 4 in the univariate case. While for the original B(z) in Chaghri, the
algebraic degree is only 3 after 2 steps. This is mainly because the new affine
transform can make more different non-zero monomials appear in its output.
Then, due to the S-box operation, much more possible monomials will appear in
its output and the probability that there exists a monomial whose exponent is of
hamming weight 4 increases.

B Constants for the New Affine Transform

One optional assignment to (¢, cb, ¢k, ¢}) such that B(z) = ¢, z+cha*+chax?®6+ ¢
15 %2563y, %4 1 2 3 4
is a permutation is shown below:

C/1 _ Ckﬁl +a57+a56 +a55 +Ol54 +a52 +a50 -I-Oé49 +a45 +a44 +a41

+0537+0434+Oz32+0431+OZSO+0129+0427+O[26+0425+Oé24+0123
+0522+Oé19+0416—|—a12+0511+(X10—|—048—|—O¢6—|—045+Oé4+053+1,
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c/2 —a o a2 oM a4+ 03 + a8+ 0 Lot + o
403 a2+ aB a2+ aB 4+ a2+ a2 4ol 4 a8+ olt 4 13
+0411+04104_0[84_0[6_%&5_’_0[3_|_O[2+1’

Cg = a% 40P 1058 4050 4 0% 0% 0 ot o™ a2 4 %0
408 40+ L a1 aB 0P +a® + 0¥ o+ a2 42!
+a18+a13+a12+a8+a3+a2+a7

Cﬁ; —a% 0% L0+ a2+ a5 4 a4+ a® 4 a0 4039 4 a3 0T
+a%0 + a0 + a0 + 0 + a3 + 0 + a0 + o 4+ o + o 4 a2

+a21+0z18+a15+a12+a11+a10—|—a5—|—a2+a.
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