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ABSTRACT We propose a single-tiered hybrid Proof-of-Work consensus protocol to encourage decentralization in bitcoin. 

Our new mechanism comprises coupled puzzles of which properties differ from each other; the one is the extant 

outsourceable bitcoin puzzle while the other is non-outsourceable. Our new protocol enables miners to solve either puzzle as 

they want; therefore, blocks can be generated by either puzzle. Our hybrid consensus can be successfully implemented in 

bitcoin, because it is backward-compatible with existing bitcoin mining equipment(more precisely, existing bitcoin mining 

ASICs). 
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1. INTRODUCTION 

Blockchain is a distributed ledger that is shared and maintained by all participants in the network based on a consensus 

protocol. The most widely used consensus mechanism is Proof-of-Work (PoW)[1], which has been deployed in public 

blockchain networks like Bitcoin[2] and Ethereum[3]. 

In PoW, block generation requires solving a cryptographic math puzzle whose solution is easy to verify but extremely hard 

to solve. The participants in the blockchain network exhaust their computing resources to solve the puzzle. Here, the 

generating of blocks is called mining and the participants are called miners.  

Recently, the miners for PoW-based cryptocurrencies are centralized in the mining pool and so, mining becomes a 

competition between mining pools. However, mining pools undermine the decentralization and security of Blockchain. To 

discourage the pooled mining, a number of techniques such as 2-Phase Proof-of-Work(2P-PoW)[4], Sign to Mine[5], Non-

outsourceable Scratch-Off Puzzles[6], PieceWork[7], Autolykos[8,9] and SmartPool [10] have been proposed. SmartPool 

implements a decentralized mining pool through an Ethereum smart contract whereas the others discourage mining pools 

through the non-outsourceable PoW puzzles, in which the entity solving the puzzle can steal rewards from the pool manager. 

Another threat to decentralization came from the fact that ASIC-equipped miners are able to find PoW solutions much faster 

and more efficiently than miners equipped with the commodity hardware such as CPU, GPU and so on. To reduce the 

disparity between the ASICs and regular hardware, studies on memory-bound computations have been carried out[8,11,12]. 

The most interesting practical examples are two asymmetric memory-hard PoW schemes in which memory required to verify 

a solution is significantly less than to find it [11,12]. 

Meanwhile, in order to be used in bitcoin practically, any solution to the centralized mining problem must preserve the 

existing blockchain; preserve large investments many miners have made and are planning to make in their equipment; provide 

a seamless transition from the existing system to the new one, providing adjustable knobs that can be fine-tuned for a desired 

trade off that fits the community‟s needs[4]. However, none of the proposals of [4-10] satisfies all the requirements above. In 

other words, preceding techniques require some changes in design of the cryptocurrency and so, they are not compatible with 

the current bitcoin system. 

The aim of the present work is to propose the practical solution to the centralized mining problem that satisfies every 

requirement above. We first propose a non-outsourceable PoW puzzle that is simple and based on hashed rate of individual 

miners. Our scheme works by adding PubKey(public key) and HeaderSig(signature) fields to the original bitcoin block header. 

In this scheme, miners should repeatedly produce a signature(HeaderSig) for the contents of the block header (everything 

except the public key and signature field), which is verified by public key(PubKey), and double hash the entire block 

header(including PubKey and HeaderSig fields) until the resulting hash is less than the difficulty. In this case, block reward of 

the coinbase transaction must be sent to only one Pay-to-Public-key-Hash(P2PKH) address which is produced from PubKey. 

Though the miners can generate many signatures without changing nonce field (ECDSA is randomized signature scheme and 

so, it is possible to generate many signatures for a single message and key pair), we leave the nonce and extra nonce in block 

header and coinbase transaction, respectively. The reason is that in order to generate a large number of ECDSA signatures for 
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the double hash test, it is efficient for the miner to vary only the message through the nonce and extra nonce fields (See 

Section2 for more details.). 

Second, we propose a single-tiered hybrid PoW consensus protocol by mixing our non-outsourceable PoW with the original 

bitcoin PoW. In our hybrid scheme, only one of the original bitcoin PoW and proposed non-outsourceable PoW is used to 

mine a single block.  

Note. The hybrid consensus protocols such as Snow White[13], Proof of activity[14], Casper[15], PeerConsensus[16], 

Hybrid consensus protocol[17,18], Tendermint[18], Proof of authority[19], delegated proof of stake[20] and Algorand[21] 

combine two different consensus algorithms, both of which must be used to mine a single block.  

Our hybrid PoW consensus enables original bitcoin ASIC miners to participate in mining without changing their hardware. 

Moreover, it enables the competition between solo miners (Now, Bitcoin mining is a competition between mining pools, but 

not the solo miners) in mining. 

The rest of this paper is organized as follows. Section 2 introduces a non-outsourceable PoW puzzle and hybrid consensus. 

Section 3 presents the difficulty adjustment algorithm in hybrid consensus. Section 4 analyzes the security of proposed scheme. 

Section 5 provides the simulation results. Discussion is given in Section 6. Finally, we conclude with Section 7. 

2. PROPOSED SCHEME 

2.1. ECDSA 

Let   be an Elliptic curve group of order   with generator point   . The private key is a random integer          and the 

public key is      .    denotes a cryptographic hash function whose outputs have bit-length no more than    , where     is 
the bit-length of  .  

The ECDSA signing operation on a message   is defined as follows:  

Step1. Choose a random integer           
Step2. Compute        Let          . 

Step3. Compute             . If     , go to Step2.  

Step4. Compute                     . If    , go to Step1. 

Step5. Output       

The ECDSA verifying operation on a message   and signature       is defined as follows:  

Step1. Verify that   and   are integers in the interval       . If any verification fails then return “Reject”.  

Step2. Compute                             and             .  

Step3. Compute            . If     then return “Reject”. Let          . 

Step4. If            then return “Accept”; Else return “Reject”.   

2.2.  PROPOSED NON-OUTSOURCEABLE PROOF OF WORK PUZZLE 

 

Hash based Proof of Work puzzle involves finding a valid nonce     such that  

                                                                               (1) 

where   is a block header value and        is a 256-bit value to determine the difficulty of mining. A miner repeatedly 

tries different values of   until Equation (1) is satisfied. The block header value   is the collection of inputs specific to a 

block and can be denoted as  

                                                , where   is a (software) version number,               

is the hash value of the previous block,    is a coinbase transaction for the miner who first publishes a valid block, 

          is a set of valid transactions not yet confirmed,       denotes the root of the Merkle tree over transactions   

and    is the time stamp. 

We modified Equation (1) as follows. 

                                                                   (2) 

Here,                           is a ECDSA signature for     , where           is the coinbase transaction(  )‟s 

private key corresponding to          which produces the address of coinbase transaction. In our scheme, the coinbase 

transaction must include only one P2PKH address as a reward address. In block header,          is used to verify the 

signature. Meanwhile, in the coinbase transaction, it is used to verify the receiving (P2PKH) address. This is a non-

outsourceable puzzle[4, 5].  

By defining  

                                                           (3) 

, mining problem can be considered as the process to find   that satisfy            . 
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Miner can find a block by iterating through the nonce and extra nonce until the resulting hash is below the target. 

Meanwhile, miner can change   by repeatedly signing the fixed     (i.e., without changing nonce and extra nonce) because 

ECDSA signature utilizes randomization in the signature generation.  

By substituting                               ,                                 and        in 

Equation (3), following Equation (4) can be obtained. 

                                                    (4) 

From Equation (4), it can be seen that it is possible to change   by altering        for fixed  . In this case, signature 

process requires only one hash i.e.,       and one modular multiplication               . However, if   is changed for 

fixed  , signature process requires at least one elliptic curve point multiplication     , one modular inverse             

and two modular multiplication               and                      .  

From the facts above, miner would rather change only   through the nonce and extra nonce than repeatedly sign the fixed 

  for the many trials of   values in the given time.  

Meanwhile, it is a well-known that for every valid signature      , the pair        is also a valid signature in EC-DSA. In 

order to make       unique, Step5 of EC-DSA signing can be modified as follows. 

Step5. If           then outputs      ; Else outputs        . 

In this case, Step1 of verifying of EC-DSA is modified as follows.  

Step1. Verify that         and            . If any verification fails then return “Reject”. 

Modified EC-DSA as above or Schnorr signature[22] which is known to be strongly secure can be used in our scheme 

(more precisely, in Equation(2)).   

Compared to PoW algorithm of Ergo [8], our non-outsourceable Pow algorithm is not resistant to ASICs and by this 

property, our hybrid consensus protocol becomes to be secure(mentioned in Section 4). 

Even our non-outsourceable scheme is based on the application of a digital signature, only one modular 

multiplication                is added to original bitcoin Pow calculation.  This gives the possibility to make the ASIC 

that can be used to solve both non-outsourceable and outsourceable Pow puzzle. To remove this probability, in our non-

outsourceable puzzle, KECCAK-256[23] is used instead of SHA-256 as a hash function in Equation(2) and Merkle root 

generation. 

2.3.HYBRID CONSENSUS 

Bitcoin PoW involves finding a valid solution   to the following problem: 

                                          (5) 

Meanwhile, our non-outsourceable Pow involves finding a valid solution   to the following problem.  

                                                                          (6) 

We let       represents the PoW function of original bitcoin and       represents the PoW function of our non-outsourceable 

scheme. Let              and                . 

Then, Equation(5) and (6) can be described as follows. 

                                    (7) 

                                  (8) 

In our hybrid consensus protocol, miner can generate the block by solving original bitcoin puzzle(i.e., Equation(7) : Puzzle1) 

or our non-outsourceable puzzle(i.e., Equation(8) : Puzzle2). 

If our hybrid consensus protocol is applied to starting from the  -   block generation, the blockchain can be denoted as 

                           

where               is original bitcoin block and       or         is block generated by our scheme. In this case,   is 

the set of blocks generated by Puzzle1 and   is the set of blocks generated by Puzzle2.  

  Our scheme requires a little addition to the way current client software interprets the information stored in the blockchain 

because of the blocks generated by our non-outsourceable puzzle(Table I). 

  
3. DIFFICULTY ADJUSTMENT 

3.1. DIFFICULTY ADJUSTMENT IN BITCOIN 

The block creation rate   is given by  

  
 

 
                              (9) 

where   denotes the hash rate and   denotes the difficulty. 

Let    and   be the desired time and actual time consumed to create          blocks respectively. Then,  

  
 

 
                            (10) 

and 
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              (11) 

are satisfied where    is the desired block creation rate. 

 
TABLE I HEADER OF BLOCK GENERATED BY PUZZLE2 

Value Description 

 
Meta 
data 

Version (4 bytes) protocol version. 

Previous block 
(32 bytes) the hash (twice SHA256 or twice 

KECCAK256) of the header of the previous block. 

Merkle root 

(32 bytes) the hash (KECCAK 256) of the root of 

the Merkle tree that summarizes all the 
transactions in the block. 

Timestamp 
(4  bytes)  approximate  creation  time  of  the 

block. (Unix epoch) 

Difficulty target (4 bytes) difficulty target for the block. 

Nonce (4 bytes) the nonce used for the proof-of-work 

Public key  
(64 byte) public key corresponding to coinbase 

reward address 

Signature of Meta data 
(64 byte) the signature of Meta data, which uses 

private key that matches the Public key 

From Equation(9), (10) and (11),  

                        (12) 

and  

   
 

        
 

  
 

 

 
 

 

  
      (13) 

where    and    are the difficulty and block creation rate  which are adapted in the next round. 

From Equation(13),  

     
  

 
       (14) 

 Equation(14) ensures that the block creation rate is stable even if the hash rate is changed. 

3.2. DIFFICULTY ADJUSTMENT IN HYBRID CONSENSUS  

Let us denote difficulty, hash rate and block creation rate of Puzzle1 by   ,   ,    and those of Puzzle2 by   ,    and   . 

Assume that   and    are the numbers of blocks generated by Puzzle1 and Puzzle2 in time   and              . 

From the definition of block creation rate, following Equations are satisfied 

                       (15) 

                       (16) 

                      (17) 

In this case,   is the total block creation rate in hybrid consensus.  From this,  

                            

Thus, we can derive the relation between  ,    and    as 

               (18) 

On the other hand, from Equation(9), we have    
  

  
 and    

  

  
.  

Assume that  

  
  

  
              (19)   

Then, Equation(18) can be written as follows. 

        
  

  
 

  

  
 

  

  
 

   

  
 

      

  
                  (20) 

Equation(20) shows that it is always possible to adjust    
  

  
 

   

  
 so that it is equal to    

  

  
 by regulating   

  

  
, 

even if    and    are different from each other. 

We will now show the method to control the difficulties    and    so that      (i.e.,     ) and        (i.e., 

total block creation rate                   matches a desired value        ). 

From the assumption,      (i.e.,     ) and                blocks are generated in time       .  
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First, we make the number of blocks generated by Puzzle2 equal to    by regulating the difficulty of Puzzle2. In other 

words, we set    
  

  
  so that      

 
 where   

 
 is the block creation rate of Puzzle2 corresponding to   

 , which is the 

updated difficulty of Puzzle2. 

From Equation(15) and (16),  
  

  
 

  

  
  and       

  

  
. 

From the definition of block creation rate(i.e.,   
  

  

  
 ),  

     
  

  

  
  

  

  

 
  

  

  

Hence, 

  
     

  

  
                  (21) 

From Equation(19) and (21),  

  
  

  

  
    

  

  

    
  

   

 

and so,  

     
  

  
                                 (22) 

By using   , we have 

     
  

  

  

 

and 

        
      

   

  
                 (23) 

where    is the total block creation rate after difficulty update (i.e.,   
  

  

   ). By updating the difficulty of Puzzle2,     blocks 

would be mined in time   because    blocks are generated in Puzzle2, too.   From this,  

   
   

 
                    (24) 

  Second, we make    equal to    by regulating the difficulty of Puzzle1 in Equation(23). In other words, we set   
  so that 

total block creation rate       
    

  
  

  
  

  

  
     

  
   

  
   matches a desired value   (i.e.,       ) where   

 , 

  
    

 
 and   

 
are the difficulties  and block creation rates of Puzzle1 and 2 which are adapted in the next round.  

From Equation(11),    may be written as follows. 

      
 

  
 

     

  
                                (25) 

Let   = 
  

  .  From Equation(24) and (25),  

  
  

   
     

   
 

 

  
                                   (26) 

and   

                                              (27) 

are satisfied.  

 From Equation(23) and (27), 

 

   
   

  
  

     

   
 

 

  
 

   

  
                          (28) 

and as a result,  

  
     

   

     
 

  

 
    

  

    
 

  

 
                             (29) 

is satisfied. 

And from Equation(22) and (29), 

  
  

  
 

      
   

     
 

  

 
    

  

   
 

  

 
           (30) 

From the facts above, difficulty retargeting algorithm of our hybrid scheme can be described as follows. 

Let   
  and   

  be the numbers of blocks generated by Puzzle1 and Puzzle2 of next round in time   . 

In order to satisfy   
    

 (i.e.,   
    

 
) and   

    
        (i.e.,   

    
    ),   

 ,   
  and    have to 

be regulated as follows. 

Algorithm 1 Difficulty retargeting in hybrid consensus 

Input:                                  

Step1:   
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Step2:      
  

  
 

Step3:   
     

   

     
 

  

 
 

Step4:   
   

  
 

   

Output:   
 ,   

  

Such a regulation ensures that in Puzzle1 and 2, the block creation rates are equal even if the hash rates are not. Besides, it 

ensures that total block creation rate is stable in hybrid consensus. Equation(29) and (30) show that    and    are adjusted 

independently so that both Puzzle1 and 2 generate     blocks, respectively, in time   (i.e.,   
    

      ). Hence, it is 

possible to describe Algorithm1 by using only Equation(29) and (30). However, we used   and    in the description of 

Algorithm1 because   is used in the security analysis and simulation.  

Note. We assume that hash rates      and    are constant over each single difficulty adjustment interval. This is reasonable 

when considered as average of hash rate. 

 

4. SECURITY ANALYSIS 

4.1. SECURITY ANALYSIS OF BITCOIN 

Let    be the total hash rate of Puzzle1. Then,    can be written as 

   ∑   

 

   

                                                                                                            

, where   is the number of pools,     is the hash rate of the  -th pool and           for all         . 

When    
   

  
    , 51% attack is possible. In current bitcoin mining,    

     

  
     is satisfied for      , when  

      ∑    

 

   

                                                                                                           

In other words, a few pool operators can control more than 51% of the total network‟s hashing power in bitcoin. Of course, 

such problems have already been known, no practical solutions have been implemented in bitcoin. 

Note. From Equation (31) and (32),    and    which are discussed in all attacks to bitcoin„s consensus can be in the interval 

     . 

4.2.  SECURITY ANALYSIS OF PROPOSED SCHEME 

From Equation(19) and (20), proposed hybrid consensus can be seen as single puzzle with difficulty    and hash rate 

        . And from Section 3,        is satisified and so,      . 

Hence, from Equation (31) and (32),  

   
   

 
 

   

   

 
  

   

                                                                                         

and  

   
     

 
 

     

   

 
  

   

                                                                                    

From Equation(33) and (34), both    and    are restricted to being in the interval          From this, it can be seen that in 

our hybrid consensus, a few pool operators cannot  control more than 51% of the total network‟s hashing power.  
As mentioned above, proposed scheme seems to be double puzzle consensus, but it is essentially bitcoin. Our scheme only 

increases the total hashing power of the bitcoin network by adding the non-outsourceable hashing power which cannot 

participate in pool formation. Such increase of total hashing power would arguably weaken the pool‟s forces. In other words, 

there is no possible way for a single pool or combination of a few pools to control more than 51 percentage of the total 

mining power and all known attacks caused by pool such as selfish mining[24-29] and block withholding[30] could be 

weakened.  

4.3.  INITIAL DIFFICULTY ADJUSTMENT FOR THE SECURITY 

    of Equation(31) may be expressed as 
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where     is the hash rate of non-programmable mining hardware(e.g., ASIC) and     is that of programmable mining 

hardware(e.g., GPU). 

It is obvious that     is much larger than    ; however,     will never be able to participate in solving Puzzle2, and only      

might try to solve Puzzle2. 

Now, assume that 

                 ̅̅̅̅̅  

From the target regulation of the Section 3, it can be shown that 

   
  

  

    
  

  

 

and the total block creation rate   can be denoted as follows. 

        
   

  

 

And    may be expressed as  

         

where    is the hash rate of non-programmable mining hardware and    is the hash rate of programmable mining hardware. It is 

trivial that    is much greater than    because Puzzle2 is not designed to be ASIC resistant. 

Note that Ethereum uses an ASIC resistant PoW function [31].  

If        (Of course, it would be possible only in the initial stage, when our hybrid consensus is first applied to bitcoin.), 

then  -th mining pool of Puzzle1 will have a potentiality to cause the 51% attack by solving Puzzle2 since the following 

equation is satisfied: 

    
   

  

 
   

  

        

Puzzle2 is non-outsourceable and     is the hash rate of GPU pool. Hence, attack to Puzzle2 by     is theoretically impossible. 

However,  -th mining pool has the possibility to generate the longest chain by using     and    (i.e., possibility of selfish 

mining).    

In order to prevent the creation of Puzzle2 blocks by GPU pools of Puzzle1, we should not only allow Puzzle2 ASICs, but also 

encourage them to participate in Puzzle2 mining. Hence, the Puzzle2 must have no resistance to ASIC. 

Suppose that  

                                                                                                           

Then, it is self-evident that         and this shows that Puzzle 2 must encourage    to increase rapidly so that it overpowers 

the hash rate of the massive GPU pool(i.e.,    ).  

Of course, at first,     might be remarkably greater than   . However, when considering the fact that a small pool of the latest 

ASIC miners can surpass the large pool of GPU miners in speed,    will become larger than     within a short period of time and 

if Equation(35) is once satisfied, there would be no possibility of 51% attack by    . 

From the facts above, while        is satisfied (i.e., initial stage of hybrid consensus), target regulation must ensure that 

   
  

  
     

   

  
. In this case,    

  

  
 

   

  
     and so,       would be satisfied. In other words, Algorithm 1 of 

Section 3 cannot be used in initial stage of hybrid consensus. Hence, the initial difficulty adjustment would have to be 

considered. Let    and   be the hash rate of non-programmable and programmable mining hardware, respectively, in Puzzle1. 

Then,         .  

Assume that the relation between    and    can be approximately estimated. In other words,  =
  

  
 and            . 

Then,    must be set to 
  

 
 so that 

  

  
 

  

  
 

   

  
. In this case, total block creation rate   can be denoted as follows.   

        
  

  

 
  

  

 
      

  

 

And from Equation(12),  

   
  

  
    

  
  

      

  
       

 

  
 

      

  
 

 

  
                                              (36) 

where   
    

  and    are the difficulty of Puzzles and block creation rate  which are adapted in the next round. 

From Equation(36),  

  
     

  
 

 

and  

  
  

  
 

 
    

  
 

 

Let   
  and   

  be the numbers of blocks generated by Puzzle1 and Puzzle2 of next round in time   . 
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In order to satisfy   
    

        (i.e.,   
    

    ),   
  and   

  have to be regulated as follows. 

Algorithm 2 Difficulty retargeting in initial stage of hybrid consensus 

Input:                                 

Step1:    
  

  
. If     then go to Step1 of Algorithm1 

Step2:   
     

  

 
 

Step3:   
   

  
 

 
 

Output:   
 ,   

  

Such a regulation ensures that total block creation rate is stable and our hybrid consensus is secure from 51% attack in the initial 

stage. We assume that 
  

 
      is satisfied during the whole period of transition(i.e.,    ). This is reasonable because, in 

current bitcoin,    is much larger than    (i.e.,            ) and disparity between    and    goes on increasing(i.e., 
  

  
 

becomes larger than  ) as time advances( See Figure1.(a) of Section 5.). If    (i.e,        ) is once satisfied, then    

         would be satisfied and Algorithm1 would be used instead of Algorithm2. The only difference between 

Algorithm1 and 2 is the way that  
  

  
 is chosen. 

 
5.  SIMULATION RESULT 

We evaluated our hybrid consensus scheme with 1000-node experiments on the emulated network. We denote a round as 

the difficulty retarget period of 2016 blocks. Hence, PoW difficulty is constant in a round (i.e., difficulty is not adjusted for 

2016 blocks) and is adjusted dynamically when the round is switched. 

In practice, the hash rate of total network is continuously changed during a single round, but it is constant during the short 

period of time from any given moment even if round is being switched. However, in simulation, we assumed that the hash rate 

is constant during the whole period of a single round and is changed only when the round is switched. Of course, this does not 

contravene the practice when considered as the average hash rate of the round(mentioned in Section 3).  

For simplicity, we set     and measured      ,      and   changing    and   (more precisely,      ). Figure1 shows 

the simulation result of our hybrid scheme.    denotes the    of middle round(i.e., Round 15). As can be seen, real crossover 

point at which Algorithm2 (  is equal to  ) is replaced by Algorithm1(  is close to       of previous round) is in round 12. 

And, by Algorithm1,       and      are kept close to 1. On the other hand, the ideal crossover point at which      becomes 

larger than    is in Round 9. Thus, it would be possible to replace Algorithm2 by Algoritm1 in Round 10. However, unlike 

simulation,    and    are not known(only    and    are known) in practice, so the real point at which    becomes larger than 

   is used instead of ideal point. From lottery property of blockchain mining, the real point can be placed before the ideal 

point, but  it can be ignored when considered the fact that both are placed after the point at which    becomes larger than 

  (i.e., Round3). Overall, simulation result shows the possibility of seamless transition from original bitcoin to our hybrid 

scheme. In simulation, we changed    and    drastically(e.g., Round 15, 16), but Algorithm1 ensured the smooth regulation. 

However, in the real world, such sudden changes of    and    which are the average hash rates of a round(approximately 2 

weeks) are not possible.  

Note. Recently, bitcoin hash rate, which is the average hash rate of retargeting interval, has never increased more than two 

times (or decreased less than one half) within a period of 2 weeks. This can be seen from the analysis of the bitcoin hash rate 

over a period of four or five years.  

 
6.  DISCUSSION  

Until now, we considered only the case of  ( 
  

  
)   . However, different values of   can be used in our hybrid scheme. 

In other words, our solution is highly tunable. If   is small  e.g.,        , then hybrid PoW becomes outsourceable PoW as 

the original Bitcoin. If   is large  e.g.,      , then hybrid PoW becomes non-outsourceable PoW which uses Puzzle2. With 

the increase of  , the work of our hybrid consensus can be smoothly shifted from outsourceable PoW to non-outsourceable 

PoW.  

When    , difficulty adjustment can be described as follows. 

     
  

  
               (37) 

  
     

       

     
 

  

 
            (38) 
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(a) 

(b) 

Figure1. Simulation results of our scheme. (a) : Input parameters. (b) : Output parameters. 

  
   

  
 

      
       

        
 

  

 
                   (39) 

Equation(37) and (38) are identical to (22) and (29), respectively, for     . When    , Equation (33) and (34) can be 

described as follows. 

   
   

 
 

   

       
 

  

       
 

 

     
  

   
     

 
 

     

       
 

  

       
 

 

     
  

It is an open problem to find an optimum value of   at which the hybrid consensus system is efficient and secure from all 

known attacks. 

Following facts would add the incentive for the miners to participate in Puzzle2 mining. 

First, similar to non-outsourceable Puzzle of [8], Puzzle2 mining seems to be a race of signing power, but it is essentially 

the race of hashing power. Hence, it is not difficult to build the mining hardware for Puzzle2.  

Second,    is usually much larger than    and from 
  

  
 

  

  
,    is much smaller than   . Hence, it would be well advised 

to solve the puzzle with difficulty   .   

Of course, it still remains an open problem that Puzzle2 solo miners would actually appear in our hybrid scheme. However, 

the only clear thing is that regardless of appearance of Puzzle2 solo miners, in hybrid consensus, extant bitcoin pool miners 

will still be able to continue Puzzle1 mining by using hardware such as ASIC and GPU which they have used. When Puzzle2 
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solo miners appear, the only impact on extant Puzzle1 mining is that revenue gain of every miner of Puzzle1 is reduced by a 

factor of        . 

Unlike all previous works, in our hybrid PoW scheme, both pool miners and solo miners could have an practical 

opportunity for block generation through Puzzle1 and 2, respectively.  

 
7. CONCLUSION 

In this paper, we have presented a hybrid PoW consensus protocol in order to discourage centralization and tackle the 51% 

attack. In the proposed scheme, miner can generate the block by solving either original outsourceable bitcoin puzzle or our 

non-outsourceable puzzle.  

The main feature of our scheme is that it is fully compatible with current bitcoin designs, i.e., it can be implemented right 

now, because it preserves both the existing blockchain and investments which have been made in mining hardware(Section 

2.3).  

Especially, our scheme gives a possibility of seamless transition from the existing bitcoin system to new one (Section 3.2, 

Section 4.3 and Section 5) and a possibility that tunes tradeoff between outsourceable and non-outsourceable mining(Section 

6). In contrast to the current bitcoin system and any other preceding protocols, our scheme presented two puzzles, but still is 

single-tired.  

Finally, other puzzles which are known to be non- outsourceable could be used with original bitcoin puzzle in our hybrid 

consensus protocol. 
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