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Abstract-- Vehicle-to-grid (V2G) networks, as an emerging
smart grid paradigm, can be integrated with renewable energy re-
sources to provide power services and manage electricity de-
mands. When accessing electricity services, an electric vehicle(EV)
typically provides authentication or/and payment information
containing identifying data to a service provider, which raises pri-
vacy concerns as malicious entities might trace EV activity or ex-
ploit personal information. Although numerous anonymous au-
thentication and payment schemes have been presented for V2G
networks, no such privacy-preserving scheme supports authenti-
cation and payment simultaneously. Therefore, this paper is the
first to present a privacy-preserving authentication scheme with
anonymous payment for V2G networks (PAP, for short). In addi-
tion, this scheme also supports accountability and revocability,
which are practical features to prevent malicious behavior; mini-
mal attribute disclosure, which maximizes the privacy of £V when
responding to the service provider's flexible access policies; pay-
ment binding, which guarantees the accountability in the payment
phase; user-controlled linkability, which enables £V to decide
whether different authentication sessions are linkable for continu-
ous services. On the performance side, we implement PAP with the
pairing cryptography library, then evaluate it on different hard-
ware platforms, showing that it is essential for V2G applications.

Index Terms--Authentication, payment, V2G, anonymous cre-
dential, revocability, accountability.

1. INTRODUCTION

Vehicle—to-Grid (V2G), as the key technology of a smart
grid[1]-[4], plays an essential role in balancing the energy
load and tracking power demand, which can achieve bidirec-
tional current flow and information exchange between electric
vehicles (EVs) and the grid. However, since the messages trans-
mitted often contain EVs' sensitive data, such as identity, loca-
tion, charging/discharging, and payment information, etc,
which can bring significant challenges to ensuring data security
and privacy.

Currently, privacy-preserving/anonymous authentication
techniques for V2G networks mainly rely on two approaches.
The first is pseudonymous identity[5]-[9], which means an EV
uses different pseudonym IDs instead of its real ID in each au-
thentication process, and only the trusted authority (TA) can re-
veal the real identity of the EV in pseudonym. However, when
using pseudonyms, the slight correlation of data may expose the
user's behavior and habits. In addition, TA generating pseudo-
nym IDs must participate in each authentication process, which
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imposes extra computation and communication burden on the
TA. On the contrary, another approach is ZKP(zero-knowledge
proof)-based anonymous authentication[10]-[12] that EV can
generate a proof to prove the possession of required credentials
in zero knowledge, which avoid the presence of TA in the au-
thentication process. However, the existing anonymous authen-
tication schemes for V2G networks are strawman construction
as the below challenges in practice:

(1) How to guarantee the anonymity of the EV during the
payment process to service providers while keeping accounta-
bility?

(2) How to address the issue of supporting flexible access
policies made by service providers in V2G networks, such as
charging stations (CS), and linkability controlled by EV for
uninterrupted services?

(3) How to ensure accountability and revocability for mali-
cious EVs?

Unfortunately, to the best of our knowledge, there is no such
existing cryptographic primitive or scheme that can overcome
all the challenges. As a result, our proposal is the first to com-
plete authentication and payment anonymously in V2G while
featuring minimal attribute disclosure, accountability, user-
controlled linkability, and payment binding.

In the case of challenge (1), due to the complexity of existing
decentralized anonymous payment(DAP) systems, such as
Zcash[13], Hawk[14], and Zexe[15], it will cause high over-
head for EVs with limited resources (as spenders). Another is-
sue is that these systems focus on anonymity and ignore authen-
tication between entities, which implies these DAP schemes
without authentication cannot offer accountability. However,
the anonymity of anonymous authentication creates another
regulatory challenge for payment: how to establish a binding
relationship between anonymous authentication information
and payment information of the same EV. To tackle the chal-
lenges, in PAP, beyond anonymous authentication, we employ
the blockchain with practical byzantine fault tolerance (PBFT)
consensus|[16] and one-time signature (OTS)[17] to design a
lightweight anonymous payment method with payment bind-
ing, while maintaining accountability.

For challenge (2), in practice, the access policies of service
providers can be complex and varied. In any case, the service
provider always expects to be able to determine whether the EV
owns the set of attributes that satisfies the access policy. For
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this situation, the attribute-based anonymous credential[18]
scheme is a desirable method in the V2G networks. However,
the traditional attribute-based anonymous credential scheme re-
quires EVs to present all attributes in the authentication phase,
which incurs additional overhead and privacy attacks (including
differencing attacks, linkage attacks, and reconstruction at-
tacks)[19]. Hence, utilizing redactable attribute-based creden-
tials to show an attribute subset according to the access policy
of the verifier (i.e., service provider) will effectively preserve
the user's privacy. For example, an EV obtains an access cre-
dential from an issuer (788) on the attribute set Attr ={"ser-
vices = charging/discharging," "year = 2023," "vehicle
types = Tesla," "locations = Seattle," "license plate num-
ber=5QWE678"}. Then, the access policy I3+, of the attribute
set Attr' = {"services = charging/discharging," "vehicle
types=Tesla"} is set by the CS. When accessing V2G services,
the EV simply proves that its credentials contain the required
Attr' without showing unnecessary attributes. Based on meet-
ing the access policy, the redactable method can achieve the
minimum attribute disclosure (Min-AD) of EVs.

Due to anonymity, it is impossible for the service provider
(SP) to establish correlation between anonymous sessions initi-
ated by the same EV, thereby preventing continuous services in
the event of communication interruption, such as charging or
discharging service. To address the tension between privacy
and utility, we adopt a user-controlled way, i.e., basename-
based way[20], to make different sessions or transactions link-
able, which means all authentication information with the same
basename can easily be linked by SP, but not vice versa.

As for challenge (3), to ensure accountability and revocabil-
ity for malicious EVs, the registration center (RC) needs to
adopt a proper membership management mechanism in V2G,
especially revocation for illegal members. Currently, several
methods can achieve this point, including revocation list[21],
dynamic accumulator[22], [23], and NNL[24], [25]. Among
these methods, although the dynamic accumulator offers a
membership update algorithm with computation complexity
O(r)(where r is the number of revoked EVs), it is history-de-
pendent: requiring EV to update its membership witness by it-
self every time the accumulator value changes. Thus, this
method is unsuitable for EV with limited computing resources.
To reduce the computation overhead of EV, we employ the
complete subtree (CS) method in NNL[24] to build a novel rev-
ocation mechanism for membership which is history-independ-
ent and more efficient than that based on the revocation list.

Contributions. Following the above ideas, our contributions
are as below:

o A new privacy framework for V2G networks. We intro-
duce PAP, the first lightweight privacy-preserving authentica-
tion framework with anonymous payment in the V2G networks.
We further describe the functionality and security requirements
the PAP should meet and present the responsibilities of each
entity and the formal definitions of algorithms in PAP.

o A construction of PAP. With the linear homomorphic sig-
nature, PBFT consensus mechanism, membership management
mechanism based on the CS method, and the ZKP system, we
present a construction of PAP captures:

> Anonymous authentication with Min-AD and UCL. Beyond
anonymity in the authentication phase, we employ linear homo-
morphic signatures to implement aggregation of credentials and
redaction of attributes for matching access policies with Min-
AD. For long-duration services in V2G, e.g., charging services,
our proposal offers UCL to guarantee service continuity even if
the session is interrupted.

> Lightweight anonymous payment with payment binding. By
the PBFT consensus mechanism and one-time signature, we de-
sign a lightweight anonymous payment method after authenti-
cation, which supports payment binding to keep accountability,
and resists the double-spending attack.

> History-independent membership management mecha-
nism. We present a novel membership management mechanism
including accountability, and revocation method based on NNL
framework[24], [25].

oA new trade-off between privacy and efficiency. We
provide an evaluation that shows PAP is practical and can han-
dle transactions anonymously, which implies that PAP offers a
new, practically relevant balance between privacy and effi-
ciency compared to all previous approaches in V2G.

II. BUILDING BLOCKS

A. Redactable Signatures

Our approach to challenge (2) is to utilize redactable signa-
tures[26] with linear message homomorphism, which provides
redactability and rerandomizability of signatures and can be re-
dacted to remain authentic on a subset of ny messages of the
message set {m;}-;. As the number (n — n,) of undisclosed
messages does not affect the complexity of communication, one
can efficiently perform partial verification of the signature, re-
dact message-signature pairs, randomize the origin signatures
and reveal only their relevant parts each time they are used. It’s
easy to see that redactability implies Min-AD, and rerandomi-
zability offers unlinkability between the original signature and
the randomized signature.

However, a redactable signature is not friendly to parallelly
aggregate multiple credentials from different issuers. Thus, we
adopt a serial approach to aggregate multiple credentials to re-
duce cryptographic operations for EVs, detailed in Sec IV.D.

B. PBFT Consensus Mechanism

To optimize anonymous payment, we apply the PBFT con-
sensus mechanism[16] in our construction ensuring that it can
reach consensus correctly with one-third fault tolerance while
satisfying the liveness and security of the distributed system.

Note that for convenience, in our setting we set the commit-
tee (Cm+t) to invoke PBFT and refer to the members of Cm#
as commissioners. If the system approves a block through the
PBFT, it is final and will not be revoked, and there is no need
to wait for confirmation to ensure that the current block is in the
longest chain because each node reaches a consensus simulta-
neously. Therefore, the computational cost in the payment ver-
ification process can be greatly reduced.

C. Membership Management Mechanism
As for challenge (3), we use the complete subtree (CS)



method to ensure revocability for the malicious based on ac-
countability as shown in Figure 1, when an £V, enrolls our sys-
tem, RC assigns it a leaf node n, and a path p,, from that leaf
node to the root node of a complete binary tree T, of £-depth.
Based on the path p,, RC generates accountability tokens and
a revocation token for EV,,.

When a new member enters the system, the system center
puts it into a leaf node and distributes the node path. RC also
maintains a set S ,g”, including root nodes of unrevoked sub-
trees. Hence, judging whether a member is revoked is only to
confirm the intersection node between its path and S }gt). For ex-
ample, Figure 1 (a) is a binary tree with S}gt) = {5; = ny}and
the path of ng is pn, = (19, Ny, M4, Ng). Then, revoking ng as
shown in (b) also subsequently revoked all the nodes contained
in this path. Afterward, the updated tree contains three subtrees
and the root node set becomes 5§”“ ={5; =ny, S, =

(t+1) _
R =

N40,S3 = N}, and at this time p,, NS @, which means

that ng is an illegal leaf node, that is to say, this member has
been revoked. Similarly, the path of nyy is pn, =
(ng, Ny, My, Myg), and then p, N S}(fﬂ) # @ means ny is still
a legal member.

(a) (b)

Figure 1. The process of revoking a member. (a) is the initial Ty; (b) is the pro-
cess of revoking ng.

We leverage this method to revoke illegal EVs within our
scheme. In the initial phase, the RC issues the revocation token
on an EV’s path nodes in revocation epoch t. Then, the unre-

voked EV can prove that its path and the set S, }gt) have an inter-

section node in epoch t. Further, the status of the complete sub-
tree needs to be updated in the next epoch t + 1. Since the num-

ber of 5}5” is less than 7, - log%, the computation cost of the
&
update algorithm is quasi-linear, i.e., O (7, - log%) where N,
&v

is the maximum number of EVs, 1, is the number of revoked
EVs.

D. Zero-knowledge argument system

In a zero-knowledge argument, a prover needs to convince a
verifier that the statement is true without the verifier learning
anything except the validity of the statement.

For (x,w) € R, x is statement, w is witness, R is the rela-
tionship between x and w, a non-interactive zero-knowledge
argument system in the random oracle model[32] for R consists
of three PPT algorithms(Setup, PH, V1), if there exists a PPT
simulator § that can operate two oracles Sy, S, such that for all
PPT distinguisher D, its advantage is as below.

We define P, VH to denote the prover and verifier only
have oracle access to H. §; can return the random oracle calls
to H; on input and §;, is a proof simulation oracle.

Adv(D,S) = | Pr [ﬂ”‘pf{js (pp) = 1: (pp,H) « Setup(l’l)]

— Pr[D%152(pp) = 1: (pp, H)
« Setup(17)] |

E. One-time signature(OTS)

A one-time signature[17] (OTS) scheme is a digital signature
scheme that can be used to sign one message per key pair. Spe-
cifically, the public key can be used to verify the validity of the
signature, while the private key can only be used during the sig-
nature process and should be kept strictly confidential. And the
significant feature of OTS is that each signature can be used
only once. After verifying, the signature becomes invalid and
cannot be used again. This mechanism provides greater security
because even if an adversary intercepts one signature, she can-
not use it to forge valid signatures for other messages.

F. Preliminaries in Cryptography

(1) Bilinear pairing:

Given cyclic groups, Gy, G,, and Gt of prime order p and
g1, g, are the generators of the group G;, G,, respectively.
Type-3 pairing groups [55] are chosen in this paper due to its
asymmetry so that DDH assumption can be satisfied.

Bilinear pair e: G; X G, = Gt is a mapping that satisfies
the following properties:
® Bilinearity: For all a,b € Zy, g1 € Gy, g, € Gy, e(gf,92)

= e(g1, 9.
® Non-degeneracy: For all e(g4,g,) # 17.

o Computability: e is efficiently computable.

(2) Complexity Assumption:

Definition 1 Discrete Logarithm (DL) Assumption[29]: Let
@ be a cyclic group of prime order p, given (g, g*), so it is dif-
ficult to recover x in the calculation for any generator g.

Definition 2 Decisional Diffie-Hellman (DDH) Assumption
[57]: Let G be a cyclic group of prime order p where the gener-
ator is g. Given (g, g%, g%, g%) and it is hard to decide whether
z =x -y orzis random.

Definition 3 Pointcheval-Sanders (PS) Assumption[30]: Let
(G4, Gy, G, p, e) be a bilinear group while g4, g, are the gen-
erators of G4, G,, respectively. Given (gz,gg‘,g%/) withx,y €
Z, and unlimited access to an oracle where input m € Z,, ran-
domly choosing a € G, and outputting a tuple (a, a**™) so
that no PPT adversary can efficiently generate such a new tuple
for m* is not queried.

Definition 4 ¢-Strong Diffie-Hellman (¢-SDH) Assump-
tion[31]: Let gl,gz,gg,ggz,---, 92" as input, where g, is the
generator of G,, g; = ¢(g,), the ¢g-SDH problem is to com-

pute a pair (c, gﬁ) € Z,, X G for a freely chosen integer ¢ in
ZLy.
Definition 5 External Diffie-Hellman (XDH) Assump-
tion[20]: Given an asymmetric bilinear pairing: e: G; X G, —
G, if DDH assumption cannot be solved in G,, then XDH as-
sumption can hold.
Definition 6 ¢g-Modified Strong Diffie-Hellman (¢g-MSDH-
1) Assumption[56]: Let (G4, G,, Gy, p, €) be a bilinear group
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(w, P, hx+w, hP®) for some h € G, where P is a polynomial
of degree at most g and w is a scalar such that (X + w) and
P(X) are relatively prime.

III. DEFINITIONS OF FRAMEWORK AND SECURITY REQUIRE-
MENTS

In this section, we briefly define the framework and security
requirements of PAP.

A. The Framework of PAP

To formally define the PAP framework for V2G, we first
present the responsibility of each party in Figure 2 as follows.

e Registration center (RC) is responsible for generating
global public parameters and accepting registration requests in
V2G networks and maintaining a complete binary tree used by
membership management mechanism.

e Credentials issuer (7.8.8), which can be the service pro-
vider, is responsible for issuing attributed-based credentials for
EVs.

e Charging station (CS) can check whether an EV has per-
mission to enjoy charging, discharging or other services. When
a paid service completes, CS generates the corresponding pay-
ment information and makes transactions with EV.

) , (1) Repisicr phss
A )
SISl > g6
leh(::sislni EL’B j
[ — (5) ity e

Charging Station

{€5)

Figure 2. The framework of PAP
e Electric vehicle (E€V), the end entity, is equipped with an
onboard computer (OBC) to performs complex computation
tasks, such as authentication or payment.
e Committee (Cmt), the trusted party, is responsible for
maintaining a blockchain, verifying the validity of transactions

between the EV and the CS in the payment phase.
TABLE I
NOTATIONS USED IN OUR SCHEME
Public-private keys of RC

(Pkge, skre)
(apkage, askge)
(pkjddk' Skﬂad;{)
(Pkev,, skev,)
(k" skeys"

(Pkes, skes)

(kamt: Skat)
thace

threv
u

Public-private keys of RC for accountability

Public-private keys of 788, for issuing credentials

Public-private keys of EV,,
Wallet address key pair of EV,

Pseudo-address keys derived from (ka%fr,skgﬂfr)

Address key pair of the CS for transacting

Address key pair of Cmt
The accountability token issued to EV,, by RC
The revocation token issued to EV,, by RC

{a;} The attribute set of an EV
cred, The redacted credential presented to the CS by £V,
Pu The EV,’s path of a complete binary tree
X EdDSA[27] scheme, i.e., £ == (Setup, Sign, Verify)
L¢ The list of EVs need to be revoked at epoch t
65") Aggregated signature signed by 788,

Considering the practical functionality and security require-
ments in V2G, the following presents the formal definitions of
our scheme. The symbols used in our scheme are shown in TA-
BLE L

(1) Initialization phase:

This phase features several algorithms generating global
public parameters and public-private keys. The definitions are
as follows:

-Setup(ll) — pp: on the input of the security parameter A, out-
puts the global public parameters pp.

*GenKye(pp) = (kre, Skge, apkge, askge): is run by RC to
create key pairs (pkge, Skge) and (apkge, askge) from pp.
*GenKes(pp) = (pkes, Skes): is run by each CS to generate
the key pair (pkes, Skes).

= GenKj,,(pp) - : is run by 788, to generate its key pair
(pkjéék' Sk]&sk)'

*GenKgy (pp): is run by each EV who wants to enjoy V2G ser-
vices to generate its key pair (pkey,, Skey,) from pp.

* GenKe,,.:(pp): is run by Cmt to generate its key pair
(pkc‘mt' Skc’mt)~

(2) Registration phase:

In this phase, EV interacts with RC to obtain tokens includ-

ing a revocation token and accountability tokens.
“Regey (pp, skey,, Pkev,, Pkre) = TiK: isrunby EV to cre-

ate a proof oK

'Regyec(pp' Skge, t, Dkev,, ok, IDu) - (thky, py): is tun by
RC to verify the proof mL°K, assign a path p,, and compute the
token tk,, = (tki, tk)") from its private key skge, then re-
store (tk3 S, py, IDy, pkey,) to its local database dbgeg, Where
ID,, is the real identity of EV,,.

= Verify S (pp, pkre, Pkev,, thace, tki’, p,, t) - 1/0: is run
by &V, to verify the validity of the received tokens
(tkiSC, thy®) using the public keys pkge and pkey,, .

of knowing the private key skgy, w.r.t. pkey,.

(3) Issue phase:

In this phase, each EV sequentially interacts with issuers to
get aggregated attribute-based credentials.
-Issuegv(pp, skey,, pkgwk) - (mwgred, 6’151(_1)): isrun by EV to

cred

generate a proof 7, - of knowing the private key skgy, w.r.t.

pkey, and forward (gred, 6%y 10 758
A (k=1) RO
- IssuegM(pp,pkgvu, SKgssy0 {ak,i}: oy vnﬁred) - al(t -1

cred

run by 788, to check the validity of the proof m;;
(k)
Gu

and gener-
ate the aggregated signature embedding the attribute set

A (k-1)
{aki}ie[zva,k] and containing &, , where N, denotes the

number of attributes that 7.8, can issue.



« Verityg5e? (pp. ok, ) sken, 687) > credy /L is

run by £V, to verify the validity of the received signature

cred,using public keys {pkng}kE[Nj] and its private key skey,,

where N; is the number of issuers. If valid, output the aggre-
gated credential cred,,, else L.

ke[Ng]
6_(N7)
u

(4) Authentication phase:

This phase aims to verify whether attributes held by a valid
EV satisfy the access policy.

Auth pp, Skgvu, tkuv CTEdu' {ai}ielp' (
=Aut] -
elr, {pk755k}ke[wg]’ apkge, bsn

vkots)): taking as input public keys set {pkj;, }

auth
2uth cred,, (Skots,

KeDNg)’ RC's pub-

lic key for accountability apkge, a private key skey, , the cre-
dential cred,,, the attribute set {a;};¢;. of the access policy I',
the basename bsn of CS and tk,,, EV,, outputs the redacted cre-
dential cred,,, a zero-knowledge proof 73"t and the tempo-

rary key pair of one-time signature (sk¢s, Vkots)-

auth
Verify3uth (

) k ) )
pp {p mk}ke[Nﬂ i ) — 1/0: taking as input
the public keys {pkj s 5k}

Pkge credy, {a;}ie . t

, the public key of RC, a redacted
ke[Nyg]

credential cred,, a proof m3U™  the attribute set {ai}ies, and
epoch t, it outputs 1 if cred,, and m3"™ are both valid and 0
otherwise.

(5) Payment phase:

If the service involves transactions, such as charging and dis-
charging services, then the below algorithms are carried out by
the EV and the service provider CS, respectively.

*Gen23r (pp, kST, sk2AT, pkeme) — (P, skAT): tak-

addr

ing as input the key pair (pkgy, ", skg%g‘r) associated with the

wallet address, and Cm#’s public key pke,,e, EV,, outputs a

key pair (pk?%ﬁr, skgﬂgr) associated with pseudonymous ad-

dress.
,vks, sks, kg, sk . .
*Transg (p;)kf i infsop Rnauff) - (tx, d): taking as input
mir payr tu

the key pair (pks, sks) of the spender, the recipient’s public
key pkg, a temporary signing key sk,;s; for one-time signa-
ture, Cmt's public key pke,,.+, and the payment information
info,,4,,, the spender outputs a transaction tx and signature ¢ on
tx.

Verify £, . (0D, Skeme, Vkots, tx, &) = 1/0: taking as input a
transaction tx, and Cmt's private key ske,,, the verification
key vk, Cmt outputs 1, if tx and & are valid and O other-
wise.

(6) Accountability phase:

In a malicious incident, RC can trace malicious EVs and
hold them accountable.
. AccRe(pp, mauth) askggc) — tk3c": taking as input an ac-
countability secret key askge and the zero-knowledge proof of
possession of tokens and credentials 73", RC outputs EV,'s
accountability token tk3c”.

5

With the accountability token, RC can retrieve the corre-
sponding EV,,’s real identity ID,, and other information from
dbgeg, such as the path p,. After that, RC can optionally per-
forms the revocation operation as below if necessary:
*Revokexe ({pu}ue[Lt], Ty t) > S Igt): on the input of the revoca-
tion path set {py }ye[r,) that L¢ is the list of revoked EV,,, the
complete binary tree Ty, and current epoch t, RC outputs an up-
dated node set S ,(f).

-Updatem(pp, skm,S,gt),t) - {tk{f"}nE Slgt): on input the se-

cret key skge and node set S ,(zt) at current epoch t, RC outputs
the updated revocation token set {tk{f"}nE (©-
R

B. Security and Privacy Requirements

A PAP scheme for V2G networks should fulfill the follow-
ing required security and privacy properties:

Anonymous Authentication: In the authentication phase,
the identifying information of an EV should be kept private so
that an adversary cannot determine its real identity according to
the authentication information presented. If necessary, only RC
can reveal the real identity.

UCL: This property supports the linkability between the
multi-authentication information from the same EV.

Accountability: This property endows RC the ability to re-
veal the real identity of an illegal or malicious EV,,. Moreover,
an adversary cannot forge the valid token tk3¢¢ evading ac-
countability without knowing RC's private key askxze.

Anonymous Payment: To preserve the privacy of EVs, the
payment process should support anonymity, in the sense that
any other entity (apart from the Cm*) is cannot determine EVs'
real identities by analyzing the transactions.

Non-frameability: This property requires no entities includ-
ing RC and Cmt could frame an innocent EV,, of having mis-
behaved. In other words, even if an adversary can collude with
arbitrary entities, it cannot forge a valid anonymous authentica-
tion (2™, cred,) without knowing the EV,'s private key
S kgvu.

Unforgeability of credentials: This property implies if the
J88’s private key skj,, is not disclosed, the adversary cannot
forge a valid credential.

Payment binding: It implies a binding relationship between
anonymous authentication information and payment infor-
mation, which ensures that CS can confirm which anonymized
EV the payment came from and prevents the malicious from
generating unaccountable payment information.

Mutual authentications: To prevent malicious EVs or ille-
gal CS's from appearing in V2G networks, EVs and CS must
perform mutual authentications before the service begins,
which can ensure that the legal CS can be confident that EV is
eligible for accessing the service and vice versa.

Revocability: The RC can revoke malicious EVs and pro-
hibit them from querying any service in V2G networks.

Min-AD: This property means EV only presents the attrib-
utes and corresponding redacted credentials that can match at-
tributes the access policy requires. In PAP, it guarantees that
EV can disclose a set of required attributes while keeping their



other attributes hidden in the authentication phase.
No double-spending: In DAPs, this property means that no
adversary can spend the same coin twice anonymously.

IV. OUR CONSTRUCTION

Based on the above definitions, this section presents a con-
struction of PAP implemented by the pairing cryptography[28].

A. Initialization Phase

In the initialization phase, we assume that parties in PAP
should register to the RC before performing their initialization.

=Setup(1%): Given a secure parameter A and an asymmetric
bilinear map e: G; X G, - G, where (g4, g1, g1) and g, are
the generators of groups G; and G,, respectively. The public
parameter can be denoted by pp = (G4, Gy, 91, 91, §1, 92, €, P>
H,;,H;,H3) , where Hy:{0,1}* - G; , H,:{0,1}* - G, and
H3:{0,1}* — Z,, are hash functions, p is the prime order of G,
and G,.

*GenKge(pp): The RC chooses &1,¢;,¢5 < Zy, and sets
Skge = (&1,&,,&3) as its private keys and then computes

Pkge = (Pkze1, Pkre 2 Phres) = (92 '92 '923)- RC picks
askpe « 7, and sets apkge = gy *°.
-GenKjM(pp). 88y chooses Xy, Vi,0, Vi1 - YiNgrx < Lp
as its private key skj,,, , and computes X = gé‘ k, {Yk,i =
Yki v Yki . YkiVk
gz !Yk,l = gl }le[Nak]’ {Zi,j,k T gz J

iLjE[Ng x]ni#j’

sets pkyyy, = (Xk’{(yk,i' Yk’,i)}osl-SNak'{ i‘j‘k}osiijsNak)
its public key.
* GenKgy(pp) : Each EV picks skey « Zy , sets pkey =

Skgv

9:

* GenKeye (PP) -
Pkepe = glskc””. Note that GenKe,,,. (+) is executed only once
while the key pair is shared among the commissioners, and we
propose that commissioners use group key agreement proto-
cols[33] to share this key pair.

Cmt picks Skepe < Z, , and sets

B. Registration Phase

To dynamically manage EVs, the RC maintains a £-depth
complete binary tree as Sec.I1.C. The token issued by the RC is
required for each EV to enter the V2G networks.

-Reggv(pp, Skev,, Pkev,, pk:RC): EV first selects 1, < Z,,
computes A := g;*, ¢ = Hy(pkxc||pkey,||A), o =17, +c-
skey,, and sends 2K = (4, ¢, s,,) to the RC.

* Regre(pp, ske, t, Dkev,, T%, IDy,)
ok | RC  computes A’ = gf“pkgﬁu ,
Hz (pkgcllpkey,||1A"). If ¢’ = ¢, the RC issues the revocation
token for the EV. And then, it places the EV into a leaf node
Ny, and assign a path p,, = (711,u, s n{;‘u) from the root node
to ngy.

Then, it generates tk,

Upon receiving

!

and ¢ :=

= (th3cC, tkleY), wheren; € p,,

! Note that in the case of k := 0, we assume the initialized signature as
~(0
8" = (60 = (901, 002),40) = (91, 16,), Phev,)-

1
thie = (0 T ehEE = (G237 PherJ5)|  and
ni€py
thigv = hf1n+*§z-n ot hin =Hy(t I n*), n* is an intersec-

tion node between p,, and S Igt), ie.n* €p, N S}gt).

Finally, RC stores (py, IDy, pkey,, tky) in database dbgeg
and forwards (tk, = (tka, tkif), p,) to EV,,.

= Verify(S(pp, pkzc, Pkev,, thic, tkiY, py, t) > = : EV
verifies the validity of tk, by checking if {e(tk3S, pkac y -
g;h) = e(gl : g?l : pkgVu’ gz)}niEPu e(tk{tev, gZ) -
e(hens Pkrer - PkRe, - Pkbe 3) hold. If all hold, return 1; oth-
erwise, 0.

Correctness. The correctness of the equation above can be
proved as follows:

1
e(thissr, pkpca - 95) = € ((glg?‘pkgvu)fﬁm,g?*’“)
= e(g’lg?ipkgyu,gz)
e(thiv, g,) = e (Rt )
—e (htn ‘gf1+fz n*+&3- )

= e(hin® ijec,1pk375;,zpk7tec,3)
C. Issue Phase
In this phase, EV requests multi-issuer to obtain aggregata-
ble attribute-based credentials. The process of aggregation is
that each issuer sequentially signs attributes and appends its cre-
dential to a given aggregated credential.
*Issuegcy (pp, Skey,, pkj‘mk): As the Reggy algorithm, EV,

and

A (k=1
generates a proof 7&™®¢, and sends (754, 6%V to 75.5;,.!

A(k—1
= Issuey, (pp, Pkev,, Skyss (ax,i ), 6y ( ) nged): On re-
ceiving the request from EV,,, 7588, generate an aggregated sig-
(

nature a( ) based on 657 from 7.88_1. Specifically, if m5red

is valid, 7838} chooses 1, < Z, to compute a signature gy =
Tk'(xk+ZiYk,i'ak,i) Tk Vi,o
(011 k2) = (0511, 0512 “¢_y ) and

k—-1,1
returns 015 )= (0, = (0r1, Ok2), Br = P.%,) to EV.
Finally, the aggregated signature received by EV can be
parsed as:

Ony = (JNy,l' UNy,Z)

=g oM _ar"’j'("NﬁZinyli'“Ngﬂ)
Ng—1,1’ “Ng—1,2

Tng J’N7 0
Ng—1,1 ¢

1 ne (M ri):(2 Vo) SpiGoetyiiak)
— (gl ke[ng] .PkSVIE[NJ] ke[ng) .o ki(Xk+YE,iak, .

As a result, EV obtains an aggregated signature . (Ny is
the number of issuers with which EV,, requests credentials.)

*Verify&ed (pp, {PK7ssy Ikeng) Skevy 6,51\/7)): Upon receiv-
ing & A& 7), EV wverifies the validity by checking whether
e(wy292) = e(Tlkemsliectva Yoo "Xkt on,1) holds, if

positive, it returns cred,, = oy, and L otherwise.



Correctness. The correctness of the equation above can be 1) It has a revocation token tk. 5« at the current epoch t; 2) It
proved as follows: has a valid accountability token t wn+ > 3) Ithas a set of creden-
e(s Y=e pk(nkE[Na]r")'(Zke[Ny]y ko) . g okl Vit 1)’ tials matching the access policy I.

N3.22 92 u 7, s1 We employ the ZKP system to prove these statements in zero
) i 5 o knowledge and the linear message homomorphism to achieve
=e gjkwu (HkE[N7 ]rk) (Zke[Nj ]yk'0)+(HkE[N7 ]rk) Zk'l(XR+yk'Lak'L), the redaction of attributes for satisfying Min-AD. The details
9> are shown in Figure 3.

= e(g1, 9> )(er [vg] Tk) (skevy, - (Zke[,\,y] 3’k0)+2kl(xk+J’k ik,i) U.ser.—contr.olled linkability (UCL). To ensure con.tinuous
T SkSVu'(Zke[N ]Yk,o)+2k,i Vo) service is not 1nterr1'1ptf?d, our schem'e offers UCL. Specifically,
= e( . 0, 7 ) since each authentication information from the same EV ac-
sken - companies the same value of (B, ¢,), which is generated by the
= e(op, 1, l_[ Yo XYy l) ID of CS and EV's private key, CS can compare whether the
kot (B, ¢,) of the two information is consistent to determine the

D. Authentication Phase linkability of the service.

In this phase, £V, should convince the service provider that:

Protocol 1: When applying for services, EV shows a redacted credential containing the required attribute index set I based on the access policy I'. Let
{I_ wor = Ngp\I r} KeNs] denote the index of attribute which is not in I-. To satisfy Min-AD, redactable signatures are required, which can refer to the Step 5 and
7

6 of Authgy,.

Authey (pp, skev,, thuw credy, (aidicr, T {PKsss ey, @Pre [BSn]) = Gri™, credy, (skors, vkors)):

M @ (o@D o Kot (@) ki
1. Generate sk, == (skots,skats) < Zp, compute vk,,ts = (kg = g1 ks =g, °°) and select 13,7, Se, Sz, Sy, Sn, So» Sp < L.
2. Set: @y = tk3% - apk;, "“,(pz = thySye  hoe @3 = vk$, B = sk - n,-, where n* € p, N S

for the linkability of services.

3. Let bsn denote a basename, such as the ID of CS, compute I(B = H, (bsn), @, = Bs*evu, ¢ := B2)
- . So
4. Compute: Dy = e(¢1,91,)~"me(gy, §2)*e(g1, 92) #e(apkre, ke1) “e(apkre, 92)°*
Sn Se
D, = e(ht,n*vpkﬂ(f,z) e(ht,n*vgz)
D3 = .9150 ay i n ag,j
5. For each credential, set I, :== {0} U I;- and compute {(& 1, Gy, 2)}ke[N7]> where Gy 1 = g5 - HlEikrYk,l]("J 262 = (et Yiei) - Miery jeticr le‘jc

@)
~ 7 Qg j sk N — ~ ~ ~
6. Compute 6; = g," - er[zv,] H/eik,,- yk,jj ,01 = UNJ,TS.Uz' = Oy, %ts (o)™, E = 9(01' T2 y ) and set cred, = ({(Uk,1.Gk,z)}ke[N,].U{,Uz',m)-

7. Let Cauen = Hz(@1 1| @3 1| @3 I [@a Il 5|l Dy | D, 1| D3 || E Il cred,,), and compute w, = s, + Cayen - Skev, Wy = Sy + Cauen " s Wy 7= S +
* (1)
Caytn "N Wo = Sp + Cayen * Skots9 Wg = Sg + Cautn ﬁ: We = Se + Cqutn " Te-
8. Send (72", cred,,) to CS, where 2" = (¢;, @5, @3, Wy, We, Wy, W, Wo, Wg, €, E).
Verify2s® (pp, {pk 1ssd ey T Phe credu, {aidier, ) -0/1:

9(<ﬂ1.pkﬁe,1))—cauth

1. Compute: Dj = e(p1,91)™"7e(g1, §2)""€(g1, 92)"*e(apkae, Phze,) " e(apkae, 92)"F (= 2=25

’, Wn We e(q)Zv 91)
D, = e(ht,n*v Pk_"RC,Z) e(ht,nw 92) (e(ht,n*: pkﬁc,l)e(ht,n*' pkﬁc’s)t
—Cauth
3

—Cauth

D3 = g;°¢
Cautn = H3 (@1 1 @2 | @3 1| @4 Il @5| 11 D1 1| D3 I D3 || E |l cred,,)
2. If Cauen = Chyen holds, it next computes F = e(8; - [Tier kepny Xk * Yk’;‘, (61)™1), and verifies whether e(]'[M Yoe,00) - Et=(F- e(az’,gz))ca""‘
holds, if not, abort; otherwise, it verifies 9(51(,1, [Ties, Yk’_i) = e(gy, Gy,2) for each element in the set {(8%,1, 6k 2) Jxefn,]- If all equations are hold, the algorithm

returns 1 and 0 otherwise.
3. If the tuple | (B, ¢,) |is consistent with the one in the last authentication information, then CS continues the last service for EV.

Figure 3.11lustrates the process of authentication between the EV and the CS. If linkability is not required, removing the box I:l parts.

Correctness. The correctness of the equation in Verlfyallth _~Sn_ o

can be proved as follows: = e(g1, 9205+ - e(gy, g) " S

D, = e(‘Pi:92)_5"3(9'1:92)5"3(91:gz)sze(apkkc'pkﬁe.l)so -e(g1, 92)_§Zji’{glju+sz+so fu-askactsp Sr-askne
e(apknc, 92)°F 1 -5y D; = e(@1,92)""e(d1, g2) “6(91:92)er(apk7zc'ijec,1)wo
=e ((gly?"pkgvu)m, gz) e(gr g2)°e(g1, 92)* (ks g8 (e(<p1,'pkm))—‘°auth
e(gy, g)sotraskace(g,, g,) % askre —wy (o gizvn m* —wy-skey,

_"Sn_ _"5n_ _Sn_
= e(gy, )5 M e( Gl ’gz)fﬁn"*e(Pksvu' gz)51

. . £ e(g1, g2)"7 e(gy, go)%0rakree(g,, g,)p i1 askae .
e(g1, g2)*me(gy, 92)%7e(gy, o) %1 %kxce(gy, g,)°F §vaskze

= e(gs, 92)§1+n" e(g1, 92)51“7" e(g1,92) S e(g1, g2)"" -



_Cauth'fl'Skﬂiu
§1+1p

—Cauth'§1 —Cquth-§1-n*
e(gy, gz) & e(g,gz) 1t e(gy, g2)
e(g'l’ gz)cauth
_( W
= e(gy, g2) 1t
WTI'n* +‘Cauth'§1'n*>+wn

e(g1, 92) <f1+71n* $1+Tp

+‘Cauth‘€1
§1+1px

)'Hcauth

WySkevy  Cauth$1-Skey,
( )_< £+nn*u } auﬁ”]n* L )+wy+so-§1-askre+sg-§1-askne
€91, 92
SptCauth (M= +§1) |
= e(g1, 92) &t auth
n*~(5n+¢auth‘(77n*+f1)) »
. fw,
e(g1,92) IR )

Skevu'(sn +cguth- (M +s‘1))
[T

tWz+50-$1-askre+sg-§1-askre
e(91,92)
=S - ko
= e(gy, g2)* "™ e(gy, g2) St -
—Sn-SkgVu
———Uy4s
e(g1,g2)
= D1
Therefore, the equation D; = D; can be proved, let H :=
h¢n+. Similarly, the verification of D5, D3, @5 are as follows:

+so-§1-askge+spg-§1-askge

D2 = e(H, pkjgclz)snE(H, gz)se = €(H,gz)52'5n+53
e )
D; = e(]-[, ijec,z)wne(H, gz)we< (92, 92) t)
e(H' kaC,l)e(H; pkgac,3)

e(H, g,)52WntWee(H, g,)~Cauth G1+&an'+83-t+re)

C, . C, $3-t
e(H' gz) auth fle([-]’ gz) auth'$3
§2-(sntcqutn ) +SetCautn Te—Cauth (§1+&2 " +&3-t+1e)+
Cquth-§1+Cquth €3t

= e(H' gz)
e(H, g;)%2sn*se

D,
Dé — gr’o(p;cauth
50+@auth'5k¢(729 . _‘Cauth'Sk((ylt)s
1 1
=g,%
= D3

I — pwy ., " Cauth — pSz+Couth-Skev, . R—Cauth Skev,
(pS_Bz (p4 = BSz7Cau w « B~ Cau W

=B = @5
Next, we present the correctness verification of the ran-
domized signature:

Ng !
e (61’, 1_[ Y;:Voz) “ET'=(F- e(az’,gz))c‘“‘”‘
k=1 "~
Proof. According to the above, E, F can be parsed as:

N. z — =~ ki
E= e(nkil leo'U{)’ F = e(61 - [lierpkevg Xk - Yk,}; ’

(o1)™1), so the above equation can be transformed as:

@ @ -1
skyio kT B skyio Il Sz*
e (91 oes Tk k’g:’z ZkYk,o) e (91 ots Tk k‘gzz Zkyk,o)

L

U
Cauth ,
_ NnN—-1 ~ Afe,i I
R=ce| (o)) L5, | | XY, - e(ay, g,)Cauth
i€lr,k€[Nq] !

e

e(gy, gZ)Skz(;lt)s‘Hk Tk (Zk Yie0) Cauth ke,

ots

U
c
T+ . iQf,itx auth
—sk(l)-l'[krk v ZRE[N;].LE[Na’k]yk'l ki k)
1 =y '

—C

!
Cauth
Skf,lt)s'skevu (Meri)-(Zk Yk,o)+sk¢(,1t)s'(l'lk -\

Zk,i()’k,i‘lk,i"'xk)+Tv‘5k¢(;15)s'nk Tk

91 )
92
sk(l)-l'[ T (2 )¢ sk
— e(gl' gz) ots Uk Tk \LkYk,0) Cauth'SKewy, — [,

e

Hence, the correctness of randomized signature can be veri-
fied. And finally, we show the correctness verification of re-
dactable signature as below.

- A o
e (Uk,p | | Yk,i> = e(g1,0x2)
i€y

Proof. According to the process of authentication, 6y 1, G »
be as Gy =05 [jenge Yo » Gz =
(i, Yk,i)rv Nierg,jerer Z:x,
transformed as:

L=e (g;u ’ l_[jeik,r Y;zl;'j , Hielo Ykl,i)

(Tu‘*‘zj‘ejk'r Vk,jo%k,j Liel, yk,i)

can parsed

so the above equation can be

= e(g1,92)
ak,j

Ty
el g | | Yk,i : | | o Zi,j,k
i€ly i€lg,jEl

Tv-Tielg Vit Lierg jely p YhiVk,jo%j

R

e(g1,92)
t = L

authg o far, all the correctness verification in the authentication

phase has been proved.

E. Payment Phase

The paid service in V2G mainly includes charging and dis-
charging services, thus, we take these two as examples shown
in Figure 4 to illustrate the transaction process when the EV acts
as spender and recipient, respectively.

In the case of EV as a spender, to guarantee payment ano-
nymity, we design Geng%gr to generate EV’s pseudonymous
address based on its wallet address before each transaction.
Hence for each transaction process, EV needs to prove: 1). It
has a valid pseudonyms address generated from its wallet ad-
dress; 2). there exists a binding relationship between the anon-
ymized authentication 3%t already provided and the transac-
tion tx ., generated in this phase. Generated in this phase. We
employ ZKP, as in the authentication phase, to prove the first
statement, and arrive at payment binding by OTS.

Payment binding. In the authentication phase, Authg), gen-
erates verification-signing key pair of OTS and takes the veri-
fication key @5 as the element in the proof 723%™, In the pay-
ment phase, Transgy, outputs a signature o,;; about the pay-
ment information with the signing key of OTS. Once the corre-
sponding verification in both phases is passed, an authenticated
EV has made a payment associated with the authentication in-
formation already submitted. Still, the recipient cannot deter-
mine the identity of EV except knowing the binding relation-
ship. Further, if CS is spender, since it has no anonymity re-
quirement, the transaction process is much simpler. As for the
accountability of CS, it can be guaranteed by the signature
scheme X.

Correctness. The correctness of the equation in VerifyS,,,
can be proved as follows:



R = gW1 . Q(cpay

17~ Jd1 u
1) () 1), .addr 1)
_Skots'skoes—Cpay SKorstsken, ‘pkaddrSkots"cpay
—d1 EVy
D) .2 ® dd ® dd
Skots'Skots_cpay'Skots'SkgVur+cpay'5kots'5kgvur
—J1
D) . ()
— SKotsSKots
1
= R1
r_ W2 'Cpay g wqp
Ry =9,""0Q, Pkepme/Ra
) addr (1) ., addr
— Skois—Cpay SKem, . kSkots'Sk«EVu “Cpay kaddr‘CPGY_
9, emt bRev,
D) . (@) 1) .addr
kakots'Skots_Cpay'Skots'SkSVu
cmit
1) . (2)
kSkots‘Skots
p cemt
(2)
— kots
1
= R3

F. Accountability Phase

In this phase, when the EV performs some malicious behav-
ior after authentication, such as damaging the charging station
or refusing to pay a fee in the payment phase, the Accye algo-
rithm will be triggered:

*AcCpe (pp, mauth, askR@): Upon receiving a request for ac-

countability with evidence from CS or Cm#, RC parses m2uth
and recovers the accountability token tk35: = @, /¢5 SkRE 1o

trace the real identity of the malicious EV by looking up the da-
tabase dbreg with thy5.

Note that, if necessary, the power of accountability can be
distributed to a set of auditors and adopt threshold decryption
schemes[31] to reveal the identity of the malicious EV.

RC continues to perform revocation operations as below if
the revocation for malicious EVs is required:

-RevokeR@({pu}uE[L 3 Tes t): To cope with the request to re-
voke EV,,, RC removes paths {p, }e[,) from the complete bi-

nary tree T,, and regenerates a new set of root nodes S Igt) for the
next epoch t.
) ® 4. Tars ©
Updatege (pp, Skge, Sp 7, t). Taking the set S;~ as input,
RC updates the revocation token set {tk,ﬁe" =

hi}+€2'n+€3't: hye = Hy(t | n)}

nES}(;)

addr
Skgvu

of CS, and (pk?%l‘jr =g, addr

Protocol 2: Let Ey¢q, Epqe, t, 1t denote the amount of required electricity, the battery capacity, a timestamp, and a nonce, respectively. Note that, in our setting,
there is no need to generate a pseudonymous address for CS because they are public infrastructures. Thus, let (pkes, skes) < 2. Setup(1*) be the wallet address

,skgy, ) is a key pair corresponding to the EV’s wallet address.

EV as spender:

addr addr addr addr
Gengy, (pp, Dy, SkEv, ' Dkemer Skors) = (PES", s
sk @ g addr

o
sk -sk
1. Compute Q,, = pk23™°%, Q;, = pk,, o " - pkgpT and set

PRE = (Qu Q1) and skE = (k" ko).
2. Send info,eq = (Ereq) Epar, t, 1) to CS, and the CS should respond
to the info,,q,, see Remarkl for details.

addr ; .
kgvu ,infoyqy):

— addr — addr
Transg, pp, pks = pkE", sks = sk T, skors, o (X, Fon):
pk.’R = kaSFPkat! infopayﬂn';urh
W@ 1) @ @
sk sk, sk oSk sk
1. Compute Ry = g; ° %%, Ry = pk,, % " °°, Ry = g, °*, wy =

(€3] 2 [€)) dd — @ dd
Skacs : Skats — Cpay * Skots : Skg];ur, Wy = Skots — Cpay * Skéa“liurs and
Set Cpay = H (infopay | PRE Il phcs | Pk I Ry Il By Il Ry).

(¢ (2)
skoestSkoest

payt € Gy, hpay,r = Hy(infopgy Il t).
= (i h . th
3. Generate tx,y = (lnfopay: Ty = ((Cpayv W1, Wo, Rp), T, 0,

2. Compute 0,5 == h

kaddr
PRey, )
4. Sign tx.y, by invoking &y, = Z. Sign(sk?%fr, tx¢y ) and then for-
ward (txcp, Gcp) to Cmi.
CS as spender:
addr

Before executing the transaction, EV performs GenZy"(*) to obtain

(PET, sk2IT, infoy,qy).
pp,pks = pkes, sks = skes, Skos = 9,

— addr i auth
ka — pkéVu ’ ka’mtJ lnfopay- L

Transcs< ) - (txqis) Oais):

Cmt:
Verifyg, .(EV as spender)(pp, skee, txcn, Oop) = 0/1:

Verifyg, .(CS as spender)(pp, skee tXais, Fais) = 0/1:

1. Set txgys = (infopqy, PRESST, phes, mi"™).

2. Sign txg;s by invoking dy; = . Sign(skes, txg;s), and send (tx4;s, Fgi5) to
cmft.

1. Compute Q,,/ Qikcm to obtain pk?{}:r.

2. Verify the validity of &, by invoking X. Verify (pk23", 6.). If &y, is inva-
lid, abort.

3. Compute Ry = gy - Q7 R} = g, - ;" Pk /R, Chay =

Hs (info,qy [ IPkESS | IPkes | |PKeme || R1IIR2 | |RS).-

4. To chain the valid pending transactions, the Cm# uses the PBFT consensus
mechanism. If and only if at least two-thirds of the total commissioners ap-
prove the pending block, the consensus is reached and the transaction can be

. . _ [ -
published. If the equation Cpqy = Cpay and e|Vkyys* VR s Apay,: ) =

e(g1,0o¢s) hold, the algorithm returns 1. Otherwise, the algorithm returns 0,
and then the Cmt will send the abnormal message and tx., to the RC.

1. Invoke X. Verify(pkes, 04;5) to verify the validity of the signature ;. If
J4is 1s invalid, abort.

2. Verify the validity of txy;s by using PBFT. If and only if at least two-thirds
of the total commissioners approve the pending block, the consensus is reached
and the transaction can be published; otherwise, Cmt will send the abnormal
message and txg;; to the RC.

Remark 1: On receiving info,.,, CS responds with the payment message info,,q, = (mbl-” = (IDOTder, Voayt, n), ocs, pkcs), where IDgyqer is the unique
index of the order, a¢s = Z. Sign(skes, Mpi), Vpay denotes the value of electricity calculated by (Ereq, Epat)-

Figure 4. The process of transaction in the paid service.

V. SECURITY AND PERFORMANCE ANALYSIS

A. Security Analysis

This subsection briefly analysis that our construction meets
the security requirements of Sec I11.B.

Anonymous Authentication: In the authentication phase,
EV presents blinding and verifiable credentials and tokens to a

service provider based on XDH assumption and ZKP argument
system to avoid leaking identifying information of EV.

UCL: Relying on the DL problem, any PPT adversary can-
not forge others’ value of (B, ¢,) to pass Verify3st™ and link to
the others’ anonymous authentication info.

Accountability: Since an EV’s accountability token is en-
crypted and embedded into the anonymous authentication



maUth RE can recover the EV’s accountability token by its se-

cret key askge, and then retrieve the identity of the EV from
dbgeg according to the token. Moreover, based on the g-SDH
assumption, no PPT adversary can forge an unaccountability to-
ken with a non-negligible probability.

Anonymous Payment: Similar to anonymous authentica-
tion, this property is guaranteed by the XDH assumption, one-

time signature, and ZKP argument system. During the payment,

no one can reveal the identifying information pk?%fr from the

transaction tx.p, except Cmft.

Non-frameability: Based on the DL assumption, no PPT ad-
versary can replace an innocent EV to generate a valid anony-
mous authentication or payment information with non-negligi-
ble probability.

Unforgeability of credentials: Based on the PS assumption,
any PPT adversary who does not know the 784's private key
cannot forge valid attribute-based credentials.

Payment binding: In the payment phase, any PPT adversary
cannot break the binding of payment and authentication by
forging an OTS signature 0,5 based on PS assumption.

Mutual authentications: The security of mutual authentica-
tions depends on the unforgeability of authentication infor-
mation from the interacting parties. In PAP, accountability,
non-frameability, and unforgeability of credentials imply the
unforgeability of authentication information generated by EV.
As for service providers, the unforgeability relies on the un-
forgeability of ordinary signature schemes, such as EADSA[54].

Revocability: In PAP, the membership management mech-
anism is constructed by the CS method, and the security is based
on the unforgeability of revocation tokens, specifically, based
on PS assumption.

Min-AD: With the redactability of credentials, EV can pre-
sent the necessary attributes to the service provider and keep
unnecessary attributes private to arrive at Min-AD.

No double-spending attack: In the payment phase, the
PBFT consensus can tolerate a third of all commissioners to be
faulty. Hence, it must corrupt over a third of commissioners if
an adversary intends to double-spend. Also, in our setting, since
Cmt is the trusted party, there exists no one who can control
such a number of commissioners.

B. Performance Analysis

In this subsection, we first evaluate the execution time of
multiplication and the pairing operation over bilinear group in
TABLE II on different configuration platforms for different en-
tities and simulation experiments are carried out?. In this table,
let Tg,, Tg,, T, denote the time to complete a multiplication
operation in G;, G,, G, respectively, and T, represent the time
to complete a pairing operation.

Next, we give out the theoretical performance analysis of
each phase in PAP to present computation cost of different en-
tities, shown in TABLE III, where N, ; is the number of attrib-

utes that 788, issues, N, = ZZ’ Ng ;. denotes the number of at-

tributes that the aggregated credential contains, N is the num-
ber of attributes presented by EV in the authentication phase,

2 https://github.com/PropersonCyber/PAP
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Ny := N, — Ny is the number of remaining attributes after pre-
senting, N stands for the number of issuers who issue creden-
tials for the EV, N, denotes the depth of complete binary tree,
N, denotes the number of root nodes. In this table, we focus
on the expensive operations in each algorithm, i.e., multiplica-
tion and pairing operation.

TABLE I
EACH ENTITY PLATFORM CONFIGURATION INFORMATION
Entity Configuration Overhead Pairing Lib.
(ms)
Tg 055 .
CPU: SA8155P T L 152 -JPBC library[28]
G .
&V | RAM:8.0GB T@; 0.03 | -Curve Type: BN[35]
OS: Android 11 Te 5.55 -Security Lv.: 128bits
0.08
G| U e irios7s | -Base Field: 254bits
J88 Tg, 0.19
RC RAM: 16.0 GB Te, 0.01 -Embedding Deg.: 12
cemt | OS:Ubuntu 18.04 T, 037

Note that, in the authentication phase, EV generates a zero-
knowledge proof w3t to prove its possession of valid tokens
to CS. However, the generation and verification of the proof in-
volve a large number of pairing operations, which is not
friendly to both sides of the authentication. Fortunately, our
pairing operations, such as e(gy,95), e(d1,92), €(91,92),
e(hen', 92)-e(apkac, Pkrc1).e(apkac, g2) e (hent Pkrc:2),
e(ht‘n*,pkﬁcll), e(h¢n*, Pkrc3), can be pre-computed to re-
duce the computational cost to *. Note that in TABLE III, the
cost of authentication phase is in the case of the linkability re-
quired, and if without UCL, the cost of Authgy, is 7Tg, + (N7 +
2N; +2) - Tg, + 7Tg, + 2T, and Verify2d™ is 5Tg, + (N; +
Ny - Np)-Tg, + 15Tg, + (6 + 2N;) - T,.

TABLE III
THE COMPUTATIONAL COST OF OUR SCHEME

Phase Algo. Comp. Cost (Theo.) Benchmark
(ms)
GenKRC TGl + 3TG 0.65
GenKes Tg, 0.08
Init. GenKyss | Naw-Te, + (V& +1) - Tg 111
GenKgy Tg, 0.55
GenKe,,.¢ Tg, 0.08
Reggyp Tg, 0.55
Reg. Regxre (3+2Ny) - T‘51 3.44
Verify ¢ Tg, +3Tg, + (2N, + 2)T, 127.21
1 Issuegy Tg, 0.55
s8- Issuey, (Ngi +5) - Tg, 0.56
Verifyged (Ng+1)-Tg, +2T, 17.15
9Tg, + (Ny + 2N; + 2) -
. G T (N r *) 48.18
Authgy Tg, + 7Tg, + 2T,
Auth. 5Tg, + (N + N; - Np) -
Verifyauth Gy i (Ny 7+ Nr)
Tg, + 15T¢, + (6 + 2N;) - 10.27
T,*
Gen2gd" 2T, 1.10
Pay. Transgy 3Tg, + Tg 3.17
Verify gy, . 7Tg, + 2T, 1.30
Accqe Tg, 0.08
Acc.
Updatege Ng, - Tg, 0.08




According to the analysis, we also conduct simulation exper-
iments to test the actual performance. When the credential is-
sued by each issuer contains different attributes, the computa-
tional cost of each phase is shown in TABLE III, where
{Noy = z}kew, Ny:=5, N, :=10,Ny =3, Ny =7, N, =
20, Ny, == 1.

From TABLE III, we observe that the cost of Authgy,(+) is
related to the number of issuers and presented attributes that ac-
cess policy requires, and the execution of the algorithm is more
frequently than other algorithm in PAP. From the view of the
number of issuers Ny, Figure 5(a) presents the Nj-changing
trend of computation cost of Authgy,(+) in two cases:

(1) Case 1: Without preprocessing of redactable signatures,
the computational cost straightforwardly grows linear, and the
computation complexity is O(N + Ny).

(2) Case 2: In Authgy (), EV can compute {1, Gy 2 bien,»
04,0,,8, in advance if the access policy I is known. Conse-
quently, the computational cost is reduced from * to 6Tg, +
Ny - Tg, + 7Tg, + 2T,, the computation complexity changes to
O(Ny).

Furthermore, Figure 5(a) also presents the corresponding
cost of Verify24™h(.) that raises as the number of issuers in-
creases.

3 2 0 Ll 50 100
Computational cost(ms)

(a) The effect of different numbers of
issuers on the computational cost
when N = 10 attributes need to
be presented according to a fixed
access policy.

Computational cost(ms)

(b) The effect of different numbers of
presented attributes on the compu-
tational cost when the aggregated
credential contains credentials
from N; = 5 issuers.

Figure 5. The analysis of the computational cost in different authentication case
with the assumption that credential contains thirty attributes.

From the view of the attributes presented, we have an inter-
esting result, as shown in Figure 5(b). Assuming that EV’s cre-
dential is from a fixed amount of issuers, it is not hard to see the
fact holds due to the number of redaction operations decreasing
as the number of presented attributes increases in the authenti-
cation phase. On the contrary, the computation cost of
Verify22th () arises normally.

Computational Complexity
Computational Complexity

AT

NS

(a) CS method

(b) Traditional method
Figure 6. Comparison between the CS method and the traditional method

We next analyze the performance of another essential algo-
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rithm, i.e., Updategc (). The computation complexity of the al-
Ne

gorithm is O (7, - logz;’) as explained in Sec I1.C, where N, is
the maximum number of EVs, 1, is the number of revoked
EVs. Figure 6 illustrates an emulation of comparing the CS
method[25] with the traditional method based on revocation
list[21] (whose computation complexity is O (N, — 75,)) for the
updating operation, where we set Ny, € [10%,10¢] and 7, €
[0,1000]. The number of revocation tokens that need to be up-
dated for the CS method and the traditional method is shown in
Figure 6(a) and Figure 6(b), respectively. As seen in Figure 6,
ours is more efficient.

VI. RELATED WORK

As for anonymous authentication in V2G networks, there
has existed a huge amount of work, such as [5]-[12], [43]-[54].
Unfortunately, none of these schemes satisfy the security re-
quirements of accountability, revocability, anonymous pay-
ment, and Min-AD at the same time. Additionally, in the case
of anonymous payment, to our best knowledge, although the
general decentralized payment schemes[13]-[15] can support a
certain degree of anonymity, they still have the limitation of
high computational cost and the lack of accountability. Besides,
existing decentralized payment schemes for V2G[36]-[41] ei-
ther fail to provide anonymous authentication or are computa-
tionally expensive.

Finally, we compare the proposed scheme to other existing
schemes[5], [7], [8], [43] as TABLE IV, where the security and
privacy requirements are defined in Section III.B. In TABLE
IV, the schemes all satisfy the requirements of anonymous au-
thentication, non-frameability, and unforgeability of creden-
tials. However, none of these counterparts consider the property
of accountability, anonymous payment, revocability, and Min-
AD, which are also essential security requirements in practical
V2G networks. Compared with these schemes, our scheme en-
sures all of the proposed security requirements, which can bet-
ter protect EVs' privacy.

TABLE IV
COMPARISON OF DIFFERENT SCHEMES
Security & Privacy | Hou W Jiang Z Gope Zhang Our

Requirements [7] [8] [43] [5] scheme

Ano.Auth. v v 4 v 4

Non-frameability v v v v v

Accountability v x x x v

Anon. Pay. x x x x v

Unfor. v v v v v

Revocability v x x x v

Min-AD x x x x v

UCL x x x x v

VII. CONCLUSION

To protect physical privacy, the capability to achieve authen-
tication and payment in privacy-preserving manner is crucial in
V2G networks. In this work, we introduced a new privacy
framework PAP for V2G networks that supports anonymous
authentication and payment, and features security properties of
accountability, revocability, Min-AD, UCL, non-frameability,
and payment binding, etc. This enabled us to come up with a



radically different design which offers a new, practically rele-
vant balance between privacy and efficiency compared to all
previous approaches.
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IX. SECURITY ANALYSIS

This section presents the security model and security proofs
of PAP.

A. Security Model

We define the security properties for our scheme on unforge-
ability of credential, anonymity, payment binding, non-frame-
ability and accountability using the following Oracle with two
lists: Ly and L., which contains the identities of honest EV's
and corrupted EVs, respectively. In addition, we define a table
Ty, that stores the public-private key of EV and the correspond-
ing tokens, Ty44, Stores the wallet address of each EV, T,yeq
stores the credential of each EV, Ty,;;, stores the authentication
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information of each EV, Ty, stores the transaction information.
All lists and tables are initialized to be empty.

-0, (j): on the input of an identity j, if j already exists
(i.e.,j € Ly U L), this oracle outputs L. Otherwise, it returns
(pkgvj, Skgvj) and adds j to Ly.

-0 (j): on the input of j, if it does not exist for j & Ly, this
oracle adds j to L. Otherwise, it removes j from Ly and add it
to L, then returns (pkgvl., Skg];].) and all the associated creden-
tials.

- Oggar - on the input of an identity j, it generates
(Pl sk,

-Oy: on input of the hash function, it outputs corresponding
hash value.

- Orgg(j) : on the input of the identity j, it runs

pp, Skxe, t,
Regpe

p kzvj' 7Tjt°k> to output token tk;.

-Oiss (pp,pkgvj): on the input of an identity j, and a set of
attributes {a;}[=,, if j € Ly, this oracle outputs L. Otherwise, it
generates cred; and {ak,i} and stores then in T,,..4.

-Oaut U, {ak,i}, IM): on input an identity j, the attribute set
{ak,i} and access policy I', if j € Ly, outputs L. Otherwise, it
outputs ("™, cred;).

-Oacc(,m™™): on input an identity j and its proof wf ™
outputs tk{““* if j € Ly and L otherwise.

-Oygr (tx, j): on input the identity j and the transaction tx, if
Jj € L¢, it returns L. Otherwise, it outputs the wallet address
Pk

Definition 7 (Authentication anonymity): The authentica-
tion scheme is anonymous if Adv?"°® = |Pr[EXPﬁ“°_1(17‘) =
1] — Pr[EXP2°=0(1%) = 1]] is negligible for any polynomial-
time adversary A.

The EXP3"°~P experiment of authentication anonymity is
defined as follows:

EXPPOP(1%):

pp < Setup(l’l)

(Pkge, Skre, apkrc, askgc) < GenKge(pp)

b AOEVOLcOcHOREGOACC (pp, phge, Skpe, aPKpc, Pyssy Skiss,)
return b

Definition 8 (Unforgeability of credential): The credential
scheme is unforgeable if Adv'f = |Pr[EXPﬁf(17‘) = 1]| is neg-
ligible for any polynomial-time adversary A.

The EXPY! experiment of unforgeability is defined as fol-
lows:

EXPY(1%):

pp < Setup(l}‘)

(Pkyssr Skss,) < GenKyys(pp)

8, A% (pp, phev,, skev, {awi} 6,7, )
I 1 Verity 55 (pp, (Pkacc gy, SKevs 80"
return 1; Else return 0

Definition 9 (Accountability) Our privacy-preserving au-
thentication scheme guarantees accountability if Adv3cc =
|Pr[EXPﬁCC(17‘) = 1]| is negligible for any polynomial-time
adversary A.

The EXP°¢ experiment of the accountability is defined as




follows:

EXP2°¢(1%):

pp « Setup(lx)

(Pkge, Skre, apkac, askrc) < GenKge(pp)

(ﬂf“th,CATedj) . CAULH,OLC,UACOOREG:UISS(pp‘ Pkpe, askge, apkyc)

If 1« Verify2ith (pp,pkgvj,pkyMk,nf“th, credj,{ai}ie,r) AR «
Accre(pp, T™, askge) Atk € dbgeg

return 1; Else return 0

Definition 10 (Payment anonymity): Our scheme satisfies
payment anonymity if AdvP? = |Pr[EXPP M (1%) = 1] -
Pr[EXPCEa_O(IA) = 1]| is negligible for any polynomial-time
adversary A:

The EXP‘Za_b experiment of payment anonymity is defined
as follows:
EXPP* P (1%):
pp < Setup(1%)
(pkes, skes) < X. Setup(l)‘)
b « AOadirNEROCH(pp, pkey , PReme, ks, infopay)

return b
Definition 11 (Non-frameability): Our scheme satisfies non-
frameability if Adv™ = |Pr[EXP3f(1%) = 1] is negligible for
any polynomial-time adversary A:
The EXPf experiment of non-frameability is defined as fol-
lows:
EXPRf(1%):
pp « Setup(1*)
(Pkre, Skpe, apkre, askzc) < GenKge(pp)
(Pkyssyr Skiss,) < GenKy, s (pp)
(T[J@luth' C?",e\d]) P
A BV Lo OREGOSSOAUTH (pp, plne, ke, ADkrc, aSkrc)

PP, Pkev ) Pkyss,
If1« Verifygg‘th< auth —— ok >
U ,cred,-,{ai}iar

return 1; Else return 0
Definition 12 (Payment binding): Our scheme offers pay-
ment binding if AdvP™™d = |Pr[EXP5"4(1%) = 1] is negligible
for any polynomial-time adversary A:
The EXP5" experiment of payment binding is defined as
follows:
EXP5d(11):
pp < Setup(1*)

(kamt'Skat) < GenKCmt(pp)
£ = A e OGENOTXONTI (pp, Dl phics, infopay)

If 1 « Verifygs,. (00, Skeme tX)
return 1; Else return 0.

B. Security Proof

Theorem 1. Under the XDH assumption, the PAP scheme is
anonymous in authentication phase. More specifically, if there
is a PPT adversary A that succeeds with a non-negligible
probability to break the authentication anonymity(Definition
7), then there is a polynomial-time algorithm S that solves the
XDH problem with a non-negligible probability.

Lemma 1.1 Under the XDH assumption, no PPT adversary
A can break authentication anonymity without linkability with
a non-negligible probability.

Proof. Suppose A can break the authentication anonymity
of our scheme with non-negligible probability. We can build a
polynomial-time simulator § that break XDH assumption as
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below. S is given a tuple (u,v = u®, w = u’,z), whereu €
Gy, a,b € Zy, and either z = u or z is a randomness in G;.
S decides which z was given by interacting A.

Setup. S generates the public system parameter pp =
(G1, Gy, 91, 91, §1, 92, €, Hy, Hy, Hy) as usual. In PAP, RC can
be viewed as two entities: an issuer of tokens and accountability
authority, where issuing key pair is (pkge, Skge) and account-
ability key pair is (askge = a, apkge == u®). A can corrupt
entities other than accountability authority to obtain the key
pair. Subsequently, S answers the oracle queries as follows:

-Oy: § can response to the hash queries for H;,H,,H; as fol-
lows:

1) Hy: only need to ensure its collision resistance.

2) H,: only need to ensure its collision resistance.

3) H;: if the input has not been queried before, return ¢ «
Z,, otherwise return the previously queried result.

-ORrgg: A requests to register an identity j. If j € Ly, S sets
Ly < Ly U {j}, and then generates its key pair (pkgvl., Skg];].)
and § receives token tk;s from A. If j € Ly, S interacts with
A to obtain tk;.

-Ogy: on the input of an identity j, it returns (tk;, Skgv].) and
add it to Ty.

-0y: on the input of an identity j and the public key pkgvj,

ifj &Ly UL, it sets pkzvj = pkgvj and add j to L, other-
wise returns L.

-Oacc: on the input of the authentication information 7
((pl’ D2, P3) Wz, We, Wy, Wn, Wy, Wg, Cauth, E) If SkSVj € Ttk >
Dy =

auth _

§ can compute S, = W, — Cautn 'Skgvj ,

CquthSkev;

Te(apkge, Pkre,1)™°

)~Cauth  and then set

e(@1,92)"e(d1, g2)"e(g1, 92)

,pk:
e(apkage, g2)"* 6(91,92)52(%

Hs(p1 1 @, 1 @s 1 D" 1Dy 1 D3 I E C/Taij) = Coyen 5 I
Cauth = Cquen S can output the corresponding tkj°" by
searching Ty, and stores (j, tk?“") in Tpyp, otherwise, return
1.

-Ocy: on input of the identity j,+, b* € {0,1}, if j,« € Ly, S
takes out a tk}b* from Ty, and simulates askge = a, apkge =
v,skf,g =D, apkjsekc‘(’}f)S = 7,091, 01, @3) = (u, thic -z, W) .
Next, it chooses sk((,g*, T, Wy, W,, W,;‘, Wy, W5, Wg, Coutn < Ly,
if ¢},,,;n has been queried before, aborts, otherwise it computes
(@5 = @1, @3, @3 = ¢3,D{*,D§*,D§*,E*,(m}’-“) as usual, sets
Hs (@5 I 3 Il @3 11 DI I D3 1l D5 I E* | c’raij*) = Chuth >
and finally outputs n-ab‘ith* and add it to the table Tyy;p.

Output. A outputs b’ € {0,1}. Let u be the probability that
A can succeed in breaking the anonymity in authentication
phase. If z = u®, then logy = log, and Pr(b’ = b*) >~ +
u. If z is random, Pr(b’ = b*) = % Hence, if A can win the

game with a non-negligible probability, then § can solve the
XDH problem with at least % probability.

Lemma 1.2 Under the XDH assumption, no PPT adversary
A can break authentication anonymity in the case of linkability
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required with a non-negligible probability.

Proof. Suppose A can break the authentication anonymity
of our scheme with non-negligible probability. We can build a
polynomial-time simulator § that break XDH assumption as
below. S is given a tuple (u, v :== u®,w = u?,z), where u €
Gy, a,b € Zy, and either z = u® or z is a randomness in G;.
S decides which z was given by interacting A.

Setup. S generates the public system parameter pp =
(G4, Gy, 91, 91, 91, 92, €, H1, Hy, H3) as usual and creates a spe-
cial user j' where its secret key Skg];j, = log, v, however §

does not know the secret key. S creates rest of the users by run-
ning the Regpe with A.

-Oy: S can response to the hash queries for H; ,H,,H5 as fol-
lows:

1) Hy: let g, be the expected number of unique H; queries.
S chooses a random j € [1,qy]. If the input has been queried
before, it returns the previously queried result. Otherwise, if the
input is the j-th unique query on Hy, § chooses a random r <
Z, and returns w". For the rest of the queries, § chooses a ran-
dom r « Z, and returns u”. Let bsn” denote the j-th unique
query.

2) H,: only need to ensure its collision resistance.

3) Hj: if the input has not been queried before, return ¢ «
Z,, otherwise return the previously queried result.

-Ogrgg: A requests to register an identity j, and S responses
j' € [1,q], q is the number of register requests from A. If j =
J', S sets pkgv , pkw and randomly chooses c*,s; < Zj

to compute A* = g1 pk sv ,- Then, the oracle performs a patch-
J

If ¢*

has been queried before, aborts. Otherwise, S receives token
tky from A . If j#j', § chooses Skgvj « Zp , computes

ing operation by setting Hy(pkxc Il pkey; II A7) = c*.

pkng = gfkgvj If pkgvj = v, aborts, otherwise, S runs the
rest of protocol as the honest EV with A as the RC, and re-
ceives the token.

-OayTh: on the input of identity j, if j # j', S is then able to
execute the Authgy (-)in the authentication process. Otherwise,
S performs as below:

1) If bsn =1, 8§ chooses arandom r « Z,, and sets B := u"
and @, =v".

2) If bsn = bsn*, aborts.

3) If bsn & {1, bsn*}, S searches the log of H; queries and
retrieves 7 where H; (bsn) = u”. § sets B := u" and computes
Py ="

Next, § takes out a tk; and cred;s from Ty, and chooses

1)+ *
Skots » ) Wz, We, Wy, W, Wo, Wg, Cayen, < Zp 10

compute
©1, 93, P3, P21, Y5, Or 1,052,017, 05,67, E*,D1", Dy, D3” as
usual. And it patches the hash by setting H ((pi o3 1l @31l
@i | 3 I D" I Dy 1| DY 1| E* |l cred)) = Chyen. If it fails, S
aborts; otherwise, S outputs 2" := (@}, 03, 93, i, 05, Wy,
W Wi, Wi, W3, W oo E*).

-Ogy: on the input of an identity j, if j # j', it returns Skgvj;
otherwise, aborts.
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-Ocy: on input of the identity j,«, b* € {0,1}. If j' & {jo,j1}
or bsn & {1,bsn*}, aborts. Otherwise, S picks j,« =j', if
bsn =1,8 chooses a random r « Z,, and sets B :== w" and
@4 = z". If bsn = bsn*, § searches the log of H; queries and
retrieves r where Hy(bsn) = w". § sets B := w" and com-
putes @, '=z". And then § performs the rest protocol as
Oauth-

Output. A outputs b’ € {0,1}. Let u be the probability that
A can succeed in breaking the anonymity in authentication
phase and the probability that S does not abort is 1/(qy, - q). If

z =u%, then log} = logZ, and Pr(b’ = b*) > %+ w. If z is
random, Pr(b’ = b*) = % Hence, if A can win the game with

a non-negligible probability, then § can solve the XDH prob-
lem with at least % probability.

Theorem 2. Under the PS assumption, the PAP scheme has
unforgeability of the credentials. More specifically, if there is a
PPT adversary A that succeeds with a non-negligible proba-
bility to break the unforgeability(Definition §), then there is a
polynomial-time algorithm S that breaks the PS assumption
with a non-negligible probability.

Proof. Suppose A can break the unforgeability game of our
scheme with non-negligible probability. We can build a poly-
nomial-time simulator S that break PS assumption as below.
Let a € G, and the tuple (a, a**"™) be a PS assumption for
(9%, 92), where g, is the generator of G,.

Setup. § initializes an empty keylist K, which stores the
public key of issuers and generates the public parameter pp =
(G4, Gy, 91, G1, §1, 92, €, 0, Hy, Hy, Hy) . A may request to add
pk; that contains q elements to K . Note that whenever
A wishes to add an issuer’s public key pk;, to K, it must prove
knowledge of the corresponding secret key.

- Oiss: A requests to add a signature for attribute-set {a;}
under pk* to the aggregate signature 6* for attribute-set:

({ 114}16 [al’ { Zlq}le { %L%} [q]) under public keys
(pkw, ...... ,pkN;_,l), S verifies &

* and requests a signature on

the attribute-set {q;}, which outputs (6;,5,). All public keys
were previously certified, so § knows the corresponding secret
keys. Thus, § chooses r < Z, , and returns 6,44 <

Issuegw(pp,pkwu sk*,{a;}, 6,7 ngred) . which is valid on

(P Y S A

(Pky,g) e o ,pknw,pk ).
Finally, A breaks the unforgeability of credentials that
means it generates an aggregate *

signature 4% on
({a ,1}Le[q {;'Z}ie[q] ...... ,{a;‘,N;}ie[q]) under public keys

(pkq, e o ,Pky;). The adversary succeed if the aggregate sig-

, {ai}ie[q]) under

nature 6* passes Verify$ed, and there exist a value k* € [N;],

such that pky- = pk* and set {a;*’i}ie[q] was not previously

submitted to O for aggregation by using pk*. And all other
public keys must be added in K, which means that pk; €
K, Vk + k.
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The above simulated signature and actual aggregated signa-
tures both have the form (t,t"), S simulates perfectly, where
T € G is a uniform element and T’ € G, is the unique element
satisfying: e (T, Tkeqny) Xic - (Pkico,q) " €% - (Dkg)* € -
[Tkern,) Hierq1(Pkk,iq) ™4 - [lieqi(pki)®) = e(z’, g2), which
has the same distribution as the actual one. According to the
assumption, A can output a forged aggregate signature 6* =

(61,63) on ({ai'l}ie[q]' {ai'Z}ie[q] ...... '{ai'Q}ie[q]) under public
keys (pk, ... ... ,Pky;). And S can extract all corresponding se-
cret keys and compute Gy « 65 -

Misi Tiegq)(87) "¢t Vkidied) . pk;’;‘“’ and finally outputs a PS

Ak Ak

signature (67, 6, ) for {a;*‘i}ie[q] under the challenge key pk™.

According to the above, an adversary that can forge a valid
credential can forge a PS signature, and further break PS as-
sumption[30]. Thus, PAP has unforgeability of the credentials,
if PS assumption holds.

Theorem 3. Under the q-SDH and q-MSDH-1 assumptions,
the PAP scheme supports accountability(Definition 9) and un-
forgeability of revocation tokens. More specifically, if there is
a PPT adversary A that succeeds with a non-negligible proba-
bility to break the accountability game or unforgeability game,
then there is a polynomial-time algorithm S that solves the q-
SDH problem or q-MSDH-1 problem with a non-negligible
probability.

Lemma 3.1 Under the g-SDH assumption, no PPT adversary
A can break accountability with a non-negligible probability.

Proof. Given (Gy, Gy, g1, 1, 91, 92, €, H1, Hp, Hz) and (q —

1

1) SDH tuple {(Sj,nj)}}tl1 as input, where S; == g*1*", g =
g141", one more (S,7) can be transformed into a solution to g-
SDH problem. We assume that if there exists a PPT adversary
A that can break the accountability of our scheme, § can solve
the ¢g-SDH problem in polynomial time.

Setup. 1t sets that g = @(g,), pkge1 = gjl and S; =

1

gﬁ*"f , while &; is unknown to §. After that, S selects a, b, n
b _1
«1Z,, and computes that g, = @((pkktd™ - g,7)* g,® =
b(1+m-1

g o . Finally, § sends (Gq, Gy, g, g1, 92, €, Pkze 1) to A.

-Op,,: Upon the input of the identity j, if j # j', § proceeds
as usual. Otherwise, it returns (pkg]]j, n;).

-0p.: If S receives a query on an honest j, § returns Skg‘[;j in
the case of j # j' and otherwise, aborts.

-Oy: § can response to the hash queries for H;,H,,H; as fol-
lows:

1) Hy: only need to ensure its collision resistance.

2) H,: only need to ensure its collision resistance.

3) H;: if the input has not been queried before, return ¢ «
Z,, otherwise return the previously queried result.

-ORrec: A requests to register a new EV;,and § randomly re-
sponses j' € [1,q]. If A inputs j, § chooses skey; and stores

(j, skevj,pkgvj,pj), and if A inputs j and Skevj, S adds

(j, Skg]]j, n}Ok, pj) to L and runs as usual. In the case of j # j,
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S sets tkf‘cc* = g%, n* = n and sends (17*, tkf‘cc*) to A. Other-

wise, either S chooses Skgvj < Zy, or A sends a Skng, and §
x 1 skey ;

’ * . Skey:\é1+mj 1— +

tlgec = (g- g, ™) = 5

skng-b/a

Sksvl--b(n—n,-)
sets a

If skng is from A , § adds

U' Skng, pk£Vj! tk]acc*l pj) to LC'

-Orss: 8 simulates the 788 to execute Issuege(+) protocol
and can also act as any honest j', if j* # j. Otherwise, it simu-
lates the proof of knowledge of Skng and forge a credential

cred;.
-Opcc: on input of a proof nj"“th, it runs Accge(+) and returns
its output.
= auth’

Finally, A outputs ( 7i; ,CT;d;) and § can extract

(skgvj,n*, fkfcc*). Based on forking lemma[58], § can choose
Cauth1s Cautn,2 and control the hash values corresponding to
(<pi. ©5, ¢35, 01, 9%, D, D;, D3, E¥, cred]’). At the same time, A

responses and

(Wz,,lﬁ Wé,p W1I7,1' W1’1,1' Wt;,l' W[’2,1)
(Wy,2) We 2, Wy 2, Wy 2, W 5, wé‘z) . Then, § can compute
Skgv]- = |Wz’,1 - Wz’,2|/|@3£mth,1 - CZzuth,2| , nt= |W1,],1 -
Wi o /1€ = Chutnal and kFEE" = §4/(@5)7% . Addi-
tionally, if 7’ & {n,nl, e nq_l}, S can obtain another valid tu-
. b\ @/(a=skiy +bskgy (n=n")

-5 nga

ple (8" = (dhge g )
And if tk?* € {tk?**} An® # 7, S aborts. Otherwise, S can

. g1 [ i aces —Skgv-'g a—sk:‘gv] _ ﬁ . .
obtain (8" = | tkj““" - g j = géitn', ™), which

is a SDH tuple.

Therefore, if A breaks accountability with a non-negligible
probability, S can solve the g-SDH problem with a non-negli-
gible probability.

Lemma 3.2 Under the g-MSDH-1 assumption, no PPT ad-
versary A can break unforgeability of revocation tokens with a
non-negligible probability.

Proof. The proof of the unforgeability of tk¢" relies on -
MSDH-1 assumption, which can refer to [56].

Theorem 4. Under the XDH assumption, the PAP scheme is
anonymous in payment phase. More specifically, if there is a
PPT adversary A that succeeds with a non-negligible proba-
bility to break the payment anonymity(Definition 10), then there
is a polynomial-time algorithm S that solves the XDH problem
with a non-negligible probability.

Proof. Suppose A can break the anonymity game of our
scheme with non-negligible probability. We can build a poly-
nomial-time simulator § that break XDH assumption as below.
S is given a tuple (u,v :=u% w:=ub z), where u € G,
a, b € Z,, and either z = u® or z is arandomness in G;. § de-
cides which z was given by interacting A.

Setup. S generates the public system parameter pp =
(G1, Gy, 91, 91, §1» 92, €, Hy, Hy, Hy) as usual. A can corrupt
entities other than Cm#, and the key pair of Cmt is (ke =
v,ske,.e = a). Subsequently, § answers the oracle queries as
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follows:
- Ogaar : on the input of an identity j, it generates
(pkaddr gk&.ddr) and stores in Ty

-Oy: S can response to the hash queries for H;,H,,H; as fol-
lows:

1) H;: only need to ensure its collision resistance.

2) H,: only need to ensure its collision resistance.

3) Hj: if the input has not been queried before, return ¢ «
Z,, otherwise return the previously queried result.

- Over on input of tx:= (infopay, N =
oadds ; dd
((Cpay; WI’ WZ! RZ),T[ GOtSI pka r N lf Skgvjr € TAddT , S
dd sk@
can compute skotS =Wy + Cpgy - SKEST ., Ry=g, °% ,
Chay = Hs (infopay I PET Il phes | SSRTATY
addr=*

R3), if Cpgy =
and stores (pkaddr* tx;) in Tyy.
-Ocy: on input of the identity j,+, b* € {0,1}, if j,» € Ly, S

Cpay- it can output the corresponding pkgv]

simulates Sk = @ , pkeme =v , skbt - skg“}?r =b,
(1) .addr
kots skgy
] dd
p cmt =z > (gli Q]: Q]) = (u w, pka r. ) .
pk?{}}dr = (Q]-, Q}’) Next, § chooses wy,w;, Cpqy < Zp, and

computes R, R;, R; and patches the hash value by setting
Hy (inf0pay Il PREIS Il pkes Il peme Il RS I R IR

ﬂj?“th*) Chay» and finally outputs tx;p, to A and adds to Tt,.
Output. A outputs b’ € {0,1}. Let u be the probability that

A can succeed in breaking the anonymity in payment phase. If
z =u%, then log? = logZ, and Pr(b* = b") > %+ w. If z is
random, Pr(b* = b") = % Hence, if A can win the game with

a non-negligible probability, then S can solve the XDH prob-
lem with at least % probability.

Theorem 5. Under the DL problem, the PAP scheme has
non-frameability(Definition 11). More specifically, if there is a
PPT adversary A that succeeds with a non-negligible proba-
bility to break the non-frameability, then there is a polynomial-
time algorithm S that solves the DL problem with a non-negli-
gible probability.

Proof. Let (g1,91%) be a DL challenge in G;. We assume
that there exists an adversary A that can break the non-frame-
ability of our privacy-preserving scheme and a simulator S that
solves the DL problem in polynomial time. And § simulates ad-
versary A’s environment.

Setup. S generates the public system parameter pp =
(G4, Gy, 91,91, G1, 92, €, H1, Hy,Hy) as usual and 3j' €
Ly, Skgvj, = z, A will try to impersonate the j'-th honest EV

without knowing its secret key. Then § answers the oracle que-
ries as follows.

-Oy: S can response to the hash queries for H{,H,,H; as fol-
lows:

1) Hy: only need to ensure its collision resistance.

2) H,: only need to ensure its collision resistance.

3) Hj: if the input has not been queried before, return ¢ «
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Z,, otherwise return the previously queried result.
-Orgg: A requests to register an identity j, and S responses
j e[l,q]. Ifj=j", S sets pksv, pkgv and randomly

chooses c*, s; < Z, to compute A* := g1 pkgvj,. Then, the or-
acle performs a patching operation by setting Hs;(pkxgc |l
pkng Il A*) == c*. Next, § receives token tk;s from A. Ifj #
j', 8 interacts with A to obtain tk;.

-Ojss: A requests to register an identity j, and S responses
j'€[1,q]. Ifj =j' S simulates the proof of knowledge of
Skgvj, as Orec performed and receives cred;r from A by exe-
cuting Issuege. If j # j', § interacts with A to obtain cred;.

-0y: If § receives a corruption query on an honest £V}, §
returns (pkg];].,skg‘vj) in the case of j # j' and otherwise,

aborts.
- Ogy : on the input of an identity j , it returns
(cred;, tk;, Skgvj) and add it to Ty.

-Oputh: If the showed attestation belongs to j # j', S is then
able to execute the Authgy, (-)in the authentication process. Oth-
erwise, Skg]]j, is unknown to § and S takes out a tk;s and

k(l)

cred;r from Ty, and chooses sk,

Couth < Z, to compute 01, P2 P3, Par V5, Ok 1, 0% 25 gy, 057,
61, E*,D{", Dy", D" as usual. And it patches the hash by setting

Hs (th o3 Il @31l @z Il @5 I DI I D3* Il D™ I E* |l cred]’.“,)
= Cphyen - 1f it fails S aborts; otherwise, S computes F :=

(X 01 HlElk ki v (oy )_) ande(]_[k k0,0'1)~E*_1=

. . auth
(F -e(o, ’92)) = (91, P2, V3, Pa
‘PEvW;vWék:Wr}k:W;{:Wo'Wp: Coutn E™), CT@d-' = ({Gk,1, 0.2}k

0y",05",87), output ("™, cred);) to A.

.
Ty, Wz, We, Wy, Wn, Wo, Wg,

. Then S can set na“th

Once A presents its (nj’r‘”h

knowledge of skgvj. By using the forking lemma[58], § can re-

CT@djr), S can extract the

wind A and control the result of the hash by choosing two dif-
ferent values Cgypp 1, Courn 2 to the same (@1, 93, 93, 95, @5,
D{*, D}, D E*, @;’) while A responses (Wy, 1, Wy 1, We 1,
Wn,1, Wo,1,Wg 1) and (Wy 2, Wy 5, We 2, Wn 2, Wo 2, W ). Next, S
|Wz 1
it as a valid solution to the DL problem.

Therefore, if A succeeds to impersonate an honest EV with
a non-negligible probability that pass Verify24th, S can solve
the DL problem with a non-negligible probability.

Theorem 6. Under the PS assumption, the PAP scheme has
payment binding(Definition 12). More specifically, if there is a
PPT adversary A that succeeds with a non-negligible proba-
bility to break the payment binding, then there is a polynomial-
time algorithm § that breaks the PS assumption with a non-
negligible probability.

Proof. The OTS of PAP in payment phase relies on the un-
forgeability of PS signature, which can refer to [30] and since
PS signature cannot be forged, our g,,;; supports unforgeability,
thus, no PPT adversary can break the payment binding.

obtains skgy, = — W1 |/1Cuth1 — Cauen 2| and returns
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