
 1 

Abstract-- Vehicle-to-grid (V2G) networks, as an emerging 
smart grid paradigm, can be integrated with renewable energy re-
sources to provide power services and manage electricity de-
mands. When accessing electricity services, an electric vehicle(𝓔𝓔𝓔𝓔) 
typically provides authentication or/and payment information 
containing identifying data to a service provider, which raises pri-
vacy concerns as malicious entities might trace 𝓔𝓔𝓔𝓔 activity or ex-
ploit personal information. Although numerous anonymous au-
thentication and payment schemes have been presented for V2G 
networks, no such privacy-preserving scheme supports authenti-
cation and payment simultaneously. Therefore, this paper is the 
first to present a privacy-preserving authentication scheme with 
anonymous payment for V2G networks (PAP, for short). In addi-
tion, this scheme also supports accountability and revocability, 
which are practical features to prevent malicious behavior; mini-
mal attribute disclosure, which maximizes the privacy of 𝓔𝓔𝓔𝓔 when 
responding to the service provider's flexible access policies; pay-
ment binding, which guarantees the accountability in the payment 
phase; user-controlled linkability, which enables 𝓔𝓔𝓔𝓔  to decide 
whether different authentication sessions are linkable for continu-
ous services. On the performance side, we implement PAP with the 
pairing cryptography library, then evaluate it on different hard-
ware platforms, showing that it is essential for V2G applications. 
 

Index Terms--Authentication, payment, V2G, anonymous cre-
dential, revocability, accountability. 

I.  INTRODUCTION 
ehicle-to-Grid (V2G), as the key technology of a smart 
grid[1]-[4], plays an essential role in balancing the energy 

load and tracking power demand, which can achieve bidirec-
tional current flow and information exchange between electric 
vehicles (ℰ𝒱𝒱s) and the grid. However, since the messages trans-
mitted often contain ℰ𝒱𝒱s' sensitive data, such as identity, loca-
tion, charging/discharging, and payment information, etc, 
which can bring significant challenges to ensuring data security 
and privacy. 

Currently, privacy-preserving/anonymous authentication 
techniques for V2G networks mainly rely on two approaches. 
The first is pseudonymous identity[5]-[9], which means an ℰ𝒱𝒱 
uses different pseudonym IDs instead of its real ID in each au-
thentication process, and only the trusted authority (TA) can re-
veal the real identity of the ℰ𝒱𝒱 in pseudonym. However, when 
using pseudonyms, the slight correlation of data may expose the 
user's behavior and habits. In addition, TA generating pseudo-
nym IDs must participate in each authentication process, which 
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imposes extra computation and communication burden on the 
TA. On the contrary, another approach is ZKP(zero-knowledge 
proof)-based anonymous authentication[10]-[12] that ℰ𝒱𝒱  can 
generate a proof to prove the possession of required credentials 
in zero knowledge, which avoid the presence of TA in the au-
thentication process.  However, the existing anonymous authen-
tication schemes for V2G networks are strawman construction 
as the below challenges in practice: 

(1) How to guarantee the anonymity of the ℰ𝒱𝒱 during the 
payment process to service providers while keeping accounta-
bility? 

(2) How to address the issue of supporting flexible access 
policies made by service providers in V2G networks, such as 
charging stations (𝒞𝒞𝒞𝒞), and linkability controlled by ℰ𝒱𝒱  for 
uninterrupted services? 

(3) How to ensure accountability and revocability for mali-
cious ℰ𝒱𝒱𝑠𝑠? 

Unfortunately, to the best of our knowledge, there is no such 
existing cryptographic primitive or scheme that can overcome 
all the challenges. As a result, our proposal is the first to com-
plete authentication and payment anonymously in V2G while 
featuring minimal attribute disclosure, accountability, user-
controlled linkability, and payment binding.  

In the case of challenge (1), due to the complexity of existing 
decentralized anonymous payment(DAP) systems, such as 
Zcash[13], Hawk[14], and Zexe[15], it will cause high over-
head for ℰ𝒱𝒱s with limited resources (as spenders). Another is-
sue is that these systems focus on anonymity and ignore authen-
tication between entities, which implies these DAP schemes 
without authentication cannot offer accountability. However, 
the anonymity of anonymous authentication creates another 
regulatory challenge for payment: how to establish a binding 
relationship between anonymous authentication information 
and payment information of the same ℰ𝒱𝒱. To tackle the chal-
lenges, in PAP, beyond anonymous authentication, we employ 
the blockchain with practical byzantine fault tolerance (PBFT) 
consensus[16] and one-time signature (OTS)[17] to design a 
lightweight anonymous payment method with payment bind-
ing, while maintaining accountability. 

For challenge (2), in practice, the access policies of service 
providers can be complex and varied. In any case, the service 
provider always expects to be able to determine whether the ℰ𝒱𝒱 
owns the set of attributes that satisfies the access policy. For 
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this situation, the attribute-based anonymous credential[18] 
scheme is a desirable method in the V2G networks. However, 
the traditional attribute-based anonymous credential scheme re-
quires ℰ𝒱𝒱s to present all attributes in the authentication phase, 
which incurs additional overhead and privacy attacks (including 
differencing attacks, linkage attacks, and reconstruction at-
tacks)[19]. Hence, utilizing redactable attribute-based creden-
tials to show an attribute subset according to the access policy 
of the verifier (i.e., service provider) will effectively preserve 
the user's privacy. For example, an ℰ𝒱𝒱 obtains an access cre-
dential from an issuer (ℐ𝓈𝓈𝓈𝓈) on the attribute set 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 ={"ser-
vices = charging/discharging," "year = 2023," "vehicle 
types = Tesla," "locations = Seattle," "license plate num-
ber=5QWE678"}. Then, the access policy 𝛤𝛤𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴′ of the attribute 
set 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴′ = {"services = charging/discharging," "vehicle 
types=Tesla"} is set by the 𝒞𝒞𝒞𝒞. When accessing V2G services, 
the ℰ𝒱𝒱 simply proves that its credentials contain the required 
𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴′ without showing unnecessary attributes. Based on meet-
ing the access policy, the redactable method can achieve the 
minimum attribute disclosure (Min-AD) of ℰ𝒱𝒱s. 

Due to anonymity, it is impossible for the service provider 
(SP) to establish correlation between anonymous sessions initi-
ated by the same ℰ𝒱𝒱, thereby preventing continuous services in 
the event of communication interruption, such as charging or 
discharging service. To address the tension between privacy 
and utility, we adopt a user-controlled way, i.e., basename-
based way[20], to make different sessions or transactions link-
able, which means all authentication information with the same 
basename can easily be linked by SP, but not vice versa. 

As for challenge (3), to ensure accountability and revocabil-
ity for malicious ℰ𝒱𝒱s, the registration center (ℛ𝒞𝒞) needs to 
adopt a proper membership management mechanism in V2G, 
especially revocation for illegal members. Currently, several 
methods can achieve this point, including revocation list[21], 
dynamic accumulator[22], [23], and NNL[24], [25]. Among 
these methods, although the dynamic accumulator offers a 
membership update algorithm with computation complexity 
𝑂𝑂(𝐴𝐴)(where 𝐴𝐴 is the number of revoked ℰ𝒱𝒱s), it is history-de-
pendent: requiring ℰ𝒱𝒱 to update its membership witness by it-
self every time the accumulator value changes. Thus, this 
method is unsuitable for ℰ𝒱𝒱 with limited computing resources. 
To reduce the computation overhead of ℰ𝒱𝒱 , we employ the 
complete subtree (CS) method in NNL[24] to build a novel rev-
ocation mechanism for membership which is history-independ-
ent and more efficient than that based on the revocation list. 

Contributions. Following the above ideas, our contributions 
are as below: 

●A new privacy framework for V2G networks. We intro-
duce PAP, the first lightweight privacy-preserving authentica-
tion framework with anonymous payment in the V2G networks. 
We further describe the functionality and security requirements 
the PAP should meet and present the responsibilities of each 
entity and the formal definitions of algorithms in PAP. 

●A construction of PAP. With the linear homomorphic sig-
nature, PBFT consensus mechanism, membership management 
mechanism based on the CS method, and the ZKP system, we 
present a construction of PAP captures: 

‣ Anonymous authentication with Min-AD and UCL. Beyond 
anonymity in the authentication phase, we employ linear homo-
morphic signatures to implement aggregation of credentials and 
redaction of attributes for matching access policies with Min-
AD. For long-duration services in V2G, e.g., charging services, 
our proposal offers UCL to guarantee service continuity even if 
the session is interrupted. 

‣ Lightweight anonymous payment with payment binding. By 
the PBFT consensus mechanism and one-time signature, we de-
sign a lightweight anonymous payment method after authenti-
cation, which supports payment binding to keep accountability, 
and resists the double-spending attack. 

‣ History-independent membership management mecha-
nism. We present a novel membership management mechanism 
including accountability, and revocation method based on NNL 
framework[24], [25]. 

●A new trade-off between privacy and efficiency. We 
provide an evaluation that shows PAP is practical and can han-
dle transactions anonymously, which implies that PAP offers a 
new, practically relevant balance between privacy and effi-
ciency compared to all previous approaches in V2G. 

II.  BUILDING BLOCKS 

A.  Redactable Signatures 
Our approach to challenge (2) is to utilize redactable signa-

tures[26] with linear message homomorphism, which provides 
redactability and rerandomizability of signatures and can be re-
dacted to remain authentic on a subset of 𝑛𝑛𝑠𝑠 messages of the 
message set {𝑚𝑚𝑖𝑖}𝑖𝑖=1𝑛𝑛 . As the number (𝑛𝑛 − 𝑛𝑛𝑠𝑠) of undisclosed 
messages does not affect the complexity of communication, one 
can efficiently perform partial verification of the signature, re-
dact message-signature pairs, randomize the origin signatures 
and reveal only their relevant parts each time they are used. It’s 
easy to see that redactability implies Min-AD, and rerandomi-
zability offers unlinkability between the original signature and 
the randomized signature. 

However, a redactable signature is not friendly to parallelly 
aggregate multiple credentials from different issuers. Thus, we 
adopt a serial approach to aggregate multiple credentials to re-
duce cryptographic operations for ℰ𝒱𝒱s, detailed in Sec IV.D. 

B.  PBFT Consensus Mechanism 
To optimize anonymous payment, we apply the PBFT con-

sensus mechanism[16] in our construction ensuring that it can 
reach consensus correctly with one-third fault tolerance while 
satisfying the liveness and security of the distributed system. 

Note that for convenience, in our setting we set the commit-
tee (𝒞𝒞𝒞𝒞𝒞𝒞) to invoke PBFT and refer to the members of 𝒞𝒞𝒞𝒞𝒞𝒞 
as commissioners. If the system approves a block through the 
PBFT, it is final and will not be revoked, and there is no need 
to wait for confirmation to ensure that the current block is in the 
longest chain because each node reaches a consensus simulta-
neously. Therefore, the computational cost in the payment ver-
ification process can be greatly reduced. 

C.  Membership Management Mechanism 
As for challenge (3), we use the complete subtree (CS) 
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method to ensure revocability for the malicious based on ac-
countability as shown in Figure 1, when an ℰ𝒱𝒱𝑢𝑢 enrolls our sys-
tem, ℛ𝒞𝒞 assigns it a leaf node 𝑛𝑛ℓ and a path 𝜌𝜌𝑢𝑢 from that leaf 
node to the root node of a complete binary tree Τℓ of ℓ-depth. 
Based on the path 𝜌𝜌𝑢𝑢, ℛ𝒞𝒞 generates accountability tokens and 
a revocation token for ℰ𝒱𝒱𝑢𝑢. 

When a new member enters the system, the system center 
puts it into a leaf node and distributes the node path. ℛ𝒞𝒞 also 
maintains a set 𝑆𝑆𝑅𝑅

(𝐴𝐴) , including root nodes of unrevoked sub-
trees. Hence, judging whether a member is revoked is only to 
confirm the intersection node between its path and 𝑆𝑆𝑅𝑅

(𝐴𝐴). For ex-
ample, Figure 1 (a) is a binary tree with 𝑆𝑆𝑅𝑅

(𝐴𝐴) = {𝑆𝑆1 = 𝑛𝑛0} and 
the path of 𝑛𝑛9 is 𝜌𝜌𝑛𝑛9 = (𝑛𝑛0, 𝑛𝑛1,𝑛𝑛4, 𝑛𝑛9). Then, revoking 𝑛𝑛9 as 
shown in (b) also subsequently revoked all the nodes contained 
in this path. Afterward, the updated tree contains three subtrees 
and the root node set becomes 𝑆𝑆𝑅𝑅

(𝐴𝐴+1) = {𝑆𝑆1 = 𝑛𝑛3,𝑆𝑆2 =
𝑛𝑛10, 𝑆𝑆3 = 𝑛𝑛2}, and at this time 𝜌𝜌𝑛𝑛9 ∩ 𝑆𝑆𝑅𝑅

(𝐴𝐴+1) = ∅, which means 
that 𝑛𝑛9 is an illegal leaf node, that is to say, this member has 
been revoked. Similarly, the path of 𝑛𝑛10  is 𝜌𝜌𝑛𝑛10 =
(𝑛𝑛0,𝑛𝑛1, 𝑛𝑛4,𝑛𝑛10), and then 𝜌𝜌𝑛𝑛10 ∩ 𝑆𝑆𝑅𝑅

(𝐴𝐴+1) ≠ ∅ means 𝑛𝑛10 is still 
a legal member. 
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n3 n4 n5

n7 n8 n9 n10 n11 n12 n13 n14
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n6

 

n1 n2

n3 n4 n5 n6

n7 n8 n9 n10 n11 n12 n13 n14

n0

(b)  
Figure 1. The process of revoking a member. (a) is the initial Τℓ; (b) is the pro-
cess of revoking 𝑛𝑛9. 

We leverage this method to revoke illegal ℰ𝒱𝒱s within our 
scheme. In the initial phase, the ℛ𝒞𝒞 issues the revocation token 
on an ℰ𝒱𝒱’s path nodes in revocation epoch 𝐴𝐴. Then, the unre-
voked ℰ𝒱𝒱 can prove that its path and the set 𝑆𝑆𝑅𝑅

(𝐴𝐴)
  have an inter-

section node in epoch 𝐴𝐴. Further, the status of the complete sub-
tree needs to be updated in the next epoch 𝐴𝐴 + 1. Since the num-
ber of 𝑆𝑆𝑅𝑅

(𝐴𝐴) is less than 𝐴𝐴ℰ𝒱𝒱 ⋅ log𝑁𝑁ℰ𝒱𝒱

𝐴𝐴ℰ𝒱𝒱
, the computation cost of the 

update algorithm is quasi-linear, i.e., 𝑂𝑂(𝐴𝐴ℰ𝒱𝒱 ⋅ log𝑁𝑁ℰ𝒱𝒱

𝐴𝐴ℰ𝒱𝒱
) where 𝑁𝑁ℰ𝒱𝒱 

is the maximum number of ℰ𝒱𝒱s, 𝐴𝐴ℰ𝒱𝒱 is the number of revoked 
ℰ𝒱𝒱s. 

D.  Zero-knowledge argument system 
In a zero-knowledge argument, a prover needs to convince a 

verifier that the statement is true without the verifier learning 
anything except the validity of the statement. 

For (𝑥𝑥,𝑤𝑤) ∈ 𝑅𝑅, 𝑥𝑥 is statement, 𝑤𝑤 is witness, 𝑅𝑅 is the rela-
tionship between 𝑥𝑥  and 𝑤𝑤 ,  a non-interactive zero-knowledge 
argument system in the random oracle model[32] for 𝑅𝑅 consists 
of three PPT algorithms(Setup,𝒫𝒫H,𝒱𝒱H), if there exists a PPT 
simulator 𝒞𝒞 that can operate two oracles 𝒞𝒞1, 𝒞𝒞2 such that for all 
PPT distinguisher 𝒟𝒟, its advantage is as below. 

We define 𝒫𝒫H,𝒱𝒱H  to denote the prover and verifier only 
have oracle access to H. 𝒞𝒞1 can return the random oracle calls 
to H𝑖𝑖 on input and 𝒞𝒞2 is a proof simulation oracle. 

Adv(𝒟𝒟, 𝒞𝒞) = | Pr �𝒟𝒟𝐻𝐻,𝒫𝒫FS
H (𝑝𝑝𝑝𝑝) = 1: (𝑝𝑝𝑝𝑝, H) ← Setup�1𝜆𝜆��

− Pr�𝒟𝒟𝒞𝒞1,𝒞𝒞2(𝑝𝑝𝑝𝑝) = 1: (𝑝𝑝𝑝𝑝, H)
← Setup�1𝜆𝜆�� | 

E.  One-time signature(OTS) 
A one-time signature[17] (OTS) scheme is a digital signature 

scheme that can be used to sign one message per key pair. Spe-
cifically, the public key can be used to verify the validity of the 
signature, while the private key can only be used during the sig-
nature process and should be kept strictly confidential. And the 
significant feature of OTS is that each signature can be used 
only once. After verifying, the signature becomes invalid and 
cannot be used again. This mechanism provides greater security 
because even if an adversary intercepts one signature, she can-
not use it to forge valid signatures for other messages. 

F.  Preliminaries in Cryptography 

(1) Bilinear pairing: 
Given cyclic groups, 𝔾𝔾1, 𝔾𝔾2, and 𝔾𝔾T of prime order 𝑝𝑝 and 

𝑔𝑔1 , 𝑔𝑔2  are the generators of the group 𝔾𝔾1 , 𝔾𝔾2 , respectively. 
Type-3 pairing groups [55] are chosen in this paper due to its 
asymmetry so that DDH assumption can be satisfied. 

Bilinear pair 𝑒𝑒:𝔾𝔾1 × 𝔾𝔾2 → 𝔾𝔾T  is a mapping that satisfies 
the following properties: 
● Bilinearity: For all 𝑎𝑎, 𝑏𝑏 ∈ ℤp, 𝑔𝑔1 ∈ 𝔾𝔾1, 𝑔𝑔2 ∈ 𝔾𝔾2, 𝑒𝑒(𝑔𝑔1𝑎𝑎 ,𝑔𝑔2𝑏𝑏) 

= 𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑎𝑎𝑏𝑏. 
● Non-degeneracy: For all 𝑒𝑒(𝑔𝑔1,𝑔𝑔2) ≠ 1𝑇𝑇. 
● Computability: 𝑒𝑒 is efficiently computable. 

(2) Complexity Assumption: 
Definition 1 Discrete Logarithm (DL) Assumption[29]: Let 

𝔾𝔾 be a cyclic group of prime order 𝑝𝑝, given (𝑔𝑔,𝑔𝑔𝑥𝑥), so it is dif-
ficult to recover 𝑥𝑥 in the calculation for any generator 𝑔𝑔. 

Definition 2 Decisional Diffie-Hellman (DDH) Assumption 
[57]: Let 𝔾𝔾 be a cyclic group of prime order 𝑝𝑝 where the gener-
ator is 𝑔𝑔. Given (𝑔𝑔,𝑔𝑔𝑥𝑥 ,𝑔𝑔𝑦𝑦,𝑔𝑔𝑧𝑧) and it is hard to decide whether 
𝑧𝑧 = 𝑥𝑥 ⋅ 𝑦𝑦 or 𝑧𝑧 is random. 

Definition 3 Pointcheval-Sanders (PS) Assumption[30]: Let 
(𝔾𝔾1,𝔾𝔾2,𝔾𝔾𝑇𝑇,𝑝𝑝, 𝑒𝑒) be a bilinear group while 𝑔𝑔1,𝑔𝑔2 are the gen-
erators of 𝔾𝔾1, 𝔾𝔾2, respectively. Given (𝑔𝑔2,𝑔𝑔2𝑥𝑥 ,𝑔𝑔2

𝑦𝑦) with 𝑥𝑥, 𝑦𝑦 ∈
ℤ𝑝𝑝 and unlimited access to an oracle where input 𝑚𝑚 ∈ ℤ𝑝𝑝, ran-
domly choosing 𝑎𝑎 ∈ 𝔾𝔾1 and outputting a tuple (𝑎𝑎, 𝑎𝑎𝑥𝑥+𝑚𝑚𝑦𝑦) so 
that no PPT adversary can efficiently generate such a new tuple 
for 𝑚𝑚∗ is not queried. 

Definition 4 q-Strong Diffie-Hellman (q-SDH) Assump-
tion[31]: Let 𝑔𝑔1,𝑔𝑔2,𝑔𝑔2𝑎𝑎 ,𝑔𝑔2𝑎𝑎

2 ,···,𝑔𝑔2𝑎𝑎
𝑞𝑞  as input, where 𝑔𝑔2  is the 

generator of 𝔾𝔾2, 𝑔𝑔1 = 𝜑𝜑(𝑔𝑔2), the q-SDH problem is to com-

pute a pair (𝑐𝑐,𝑔𝑔
1

𝑎𝑎+𝑐𝑐) ∈ ℤ𝑝𝑝 × 𝔾𝔾 for a freely chosen integer c in 
ℤ𝑝𝑝. 

Definition 5 External Diffie-Hellman (XDH) Assump-
tion[20]: Given an asymmetric bilinear pairing: 𝑒𝑒:𝔾𝔾1 × 𝔾𝔾2 →
𝔾𝔾T, if DDH assumption cannot be solved in 𝔾𝔾1, then XDH as-
sumption can hold. 

Definition 6 q-Modified Strong Diffie-Hellman (q-MSDH-
1) Assumption[56]: Let (𝔾𝔾1,𝔾𝔾2,𝔾𝔾𝑇𝑇, 𝑝𝑝, 𝑒𝑒) be a bilinear group 

javascript:;
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for type-3 while 𝑔𝑔1,𝑔𝑔2  are the generators of 𝔾𝔾1, 𝔾𝔾2, respec-

tively. Given ��𝑔𝑔1𝑥𝑥
𝑖𝑖,𝑔𝑔2𝑥𝑥

𝑖𝑖��
𝑖𝑖=0

𝑞𝑞
 along with (𝑔𝑔1𝑎𝑎,𝑔𝑔2𝑎𝑎 ,𝑔𝑔2𝑎𝑎𝑥𝑥) , for 

𝑎𝑎, 𝑥𝑥 ← ℤ𝑝𝑝 , no PPT adversary can output a tuple 

(𝑤𝑤,𝑃𝑃, ℎ
1

𝑥𝑥+𝑤𝑤,ℎ
𝑎𝑎

𝑃𝑃(𝑥𝑥)) for some ℎ ∈ 𝔾𝔾1, where 𝑃𝑃 is a polynomial 
of degree at most 𝑞𝑞 and 𝑤𝑤 is a scalar such that (𝑋𝑋 + 𝑤𝑤) and 
𝑃𝑃(𝑋𝑋) are relatively prime. 

III.  DEFINITIONS OF FRAMEWORK AND SECURITY REQUIRE-
MENTS 

In this section, we briefly define the framework and security 
requirements of PAP. 

A.  The Framework of PAP 
To formally define the PAP framework for V2G, we first 

present the responsibility of each party in Figure 2 as follows. 
● Registration center (𝓡𝓡𝓡𝓡) is responsible for generating 

global public parameters and accepting registration requests in 
V2G networks and maintaining a complete binary tree used by 
membership management mechanism. 

● Credentials issuer (𝓘𝓘𝓘𝓘𝓘𝓘), which can be the service pro-
vider, is responsible for issuing attributed-based credentials for 
ℰ𝒱𝒱s. 

● Charging station (𝓡𝓡𝓒𝓒) can check whether an ℰ𝒱𝒱 has per-
mission to enjoy charging, discharging or other services. When 
a paid service completes, 𝒞𝒞𝒞𝒞 generates the corresponding pay-
ment information and makes transactions with ℰ𝒱𝒱. 

 
Figure 2. The framework of PAP 

● Electric vehicle (𝓔𝓔𝓔𝓔), the end entity, is equipped with an 
onboard computer (OBC) to performs complex computation 
tasks, such as authentication or payment. 

● Committee (𝓡𝓡𝓒𝓒𝓒𝓒), the trusted party, is responsible for 
maintaining a blockchain, verifying the validity of transactions 
between the ℰ𝒱𝒱 and the 𝒞𝒞𝒞𝒞 in the payment phase. 

TABLE I 
NOTATIONS USED IN OUR SCHEME 

(𝑝𝑝𝑘𝑘ℛ𝒞𝒞 , 𝑠𝑠𝑘𝑘ℛ𝒞𝒞) Public-private keys of ℛ𝒞𝒞 
(𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞 ,𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞) Public-private keys of ℛ𝒞𝒞 for accountability 
(𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘, 𝑠𝑠𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘) Public-private keys of ℐ𝓈𝓈𝓈𝓈𝑘𝑘 for issuing credentials 
(𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢 , 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢) Public-private keys of ℰ𝒱𝒱𝑢𝑢 

(𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑢𝑢
addr, 𝑠𝑠𝑘𝑘ℰ𝑉𝑉𝑢𝑢

addr) Wallet address key pair of ℰ𝒱𝒱𝑢𝑢 

�𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr� , 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr� � Pseudo-address keys derived from (𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr,𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr) 
(𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞 , 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞) Address key pair of the 𝒞𝒞𝒞𝒞 for transacting 

(𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 , 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞) Address key pair of 𝒞𝒞𝒞𝒞𝒞𝒞 
𝐴𝐴𝑘𝑘𝑢𝑢acc The accountability token issued to ℰ𝒱𝒱𝑢𝑢 by ℛ𝒞𝒞 
𝐴𝐴𝑘𝑘𝑢𝑢rev The revocation token issued to ℰ𝒱𝒱𝑢𝑢 by ℛ𝒞𝒞 

{𝔞𝔞𝑖𝑖} The attribute set of an ℰ𝒱𝒱 
𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑢𝑢 The redacted credential presented to the 𝒞𝒞𝒞𝒞 by ℰ𝒱𝒱𝑢𝑢 
𝜌𝜌𝑢𝑢 The ℰ𝒱𝒱𝑢𝑢’s path of a complete binary tree 
Σ EdDSA[27] scheme, i.e., Σ ≔ (Setup, Sign, Verify) 
𝐿𝐿𝐴𝐴  The list of ℰ𝒱𝒱s need to be revoked at epoch 𝐴𝐴 
𝜎𝜎�𝑢𝑢

(𝑘𝑘) Aggregated signature signed by ℐ𝓈𝓈𝓈𝓈𝑘𝑘 

Considering the practical functionality and security require-
ments in V2G, the following presents the formal definitions of 
our scheme. The symbols used in our scheme are shown in TA-
BLE I. 

(1) Initialization phase: 
This phase features several algorithms generating global 

public parameters and public-private keys. The definitions are 
as follows: 
▪Setup�1λ� → 𝑝𝑝𝑝𝑝: on the input of the security parameter λ, out-
puts the global public parameters 𝑝𝑝𝑝𝑝. 
▪GenKℛ𝒞𝒞(𝑝𝑝𝑝𝑝) → (𝑝𝑝𝑘𝑘ℛ𝒞𝒞, 𝑠𝑠𝑘𝑘ℛ𝒞𝒞,𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞,𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞): is run by ℛ𝒞𝒞 to 
create key pairs (𝑝𝑝𝑘𝑘ℛ𝒞𝒞, 𝑠𝑠𝑘𝑘ℛ𝒞𝒞) and (𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞, 𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞) from 𝑝𝑝𝑝𝑝. 
▪GenK𝒞𝒞𝒞𝒞(𝑝𝑝𝑝𝑝) → (𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞 , 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞): is run by each 𝒞𝒞𝒞𝒞  to generate 
the key pair (𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞, 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞). 
▪ GenKℐ𝓈𝓈𝓈𝓈(𝑝𝑝𝑝𝑝) → : is run by ℐ𝓈𝓈𝓈𝓈𝑘𝑘 to generate its key pair 
(𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘, 𝑠𝑠𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘). 
▪GenKℰ𝒱𝒱(𝑝𝑝𝑝𝑝): is run by each ℰ𝒱𝒱 who wants to enjoy V2G ser-
vices to generate its key pair (𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢) from 𝑝𝑝𝑝𝑝. 
▪ GenK𝒞𝒞𝒞𝒞𝒞𝒞(𝑝𝑝𝑝𝑝):  is run by 𝒞𝒞𝒞𝒞𝒞𝒞 to generate its key pair 
(𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞, 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞). 

(2) Registration phase: 
In this phase, ℰ𝒱𝒱 interacts with ℛ𝒞𝒞 to obtain tokens includ-

ing a revocation token and accountability tokens. 
▪Regℰ𝒱𝒱�𝑝𝑝𝑝𝑝, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢 ,𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢 ,𝑝𝑝𝑘𝑘ℛ𝒞𝒞� → 𝜋𝜋𝑢𝑢tok: is run by ℰ𝒱𝒱 to cre-
ate a proof 𝜋𝜋𝑢𝑢tok of knowing the private key 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢 w.r.t. 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢. 
▪ Regℛ𝒞𝒞�𝑝𝑝𝑝𝑝, 𝑠𝑠𝑘𝑘ℛ𝒞𝒞, 𝐴𝐴,𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢,𝜋𝜋𝑢𝑢tok, 𝐼𝐼𝐷𝐷𝑢𝑢� → (𝐴𝐴𝑘𝑘𝑢𝑢 ,𝜌𝜌𝑢𝑢) : is run by 
ℛ𝒞𝒞 to verify the proof 𝜋𝜋𝑢𝑢tok, assign a path 𝜌𝜌𝑢𝑢 and compute the 
token 𝐴𝐴𝑘𝑘𝑢𝑢 ≔ (𝐴𝐴𝑘𝑘𝑢𝑢

acc, 𝐴𝐴𝑘𝑘𝑢𝑢
rev) from its private key 𝑠𝑠𝑘𝑘ℛ𝒞𝒞, then re-

store (𝐴𝐴𝑘𝑘𝑢𝑢acc,𝜌𝜌𝑢𝑢 , 𝐼𝐼𝐷𝐷𝑢𝑢,𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢) to its local database dbReg, where 
𝐼𝐼𝐷𝐷𝑢𝑢 is the real identity of ℰ𝒱𝒱𝑢𝑢. 
▪ Verifyℰ𝒱𝒱tok�𝑝𝑝𝑝𝑝,𝑝𝑝𝑘𝑘ℛ𝒞𝒞, 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢, 𝐴𝐴𝑘𝑘𝑢𝑢acc, 𝐴𝐴𝑘𝑘𝑢𝑢rev, 𝜌𝜌𝑢𝑢 , 𝐴𝐴� → 1/0 : is run 
by ℰ𝒱𝒱𝑢𝑢  to verify the validity of the received tokens 
(𝐴𝐴𝑘𝑘𝑢𝑢acc, 𝐴𝐴𝑘𝑘𝑢𝑢rev) using the public keys 𝑝𝑝𝑘𝑘ℛ𝒞𝒞 and 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢. 

(3) Issue phase: 
In this phase, each ℰ𝒱𝒱 sequentially interacts with issuers to 

get aggregated attribute-based credentials. 
▪Issueℰ𝒱𝒱�𝑝𝑝𝑝𝑝, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢, 𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘� → (𝜋𝜋𝑢𝑢cred,𝜎𝜎�𝑢𝑢

(𝑘𝑘−1)): is run by ℰ𝒱𝒱 to 
generate a proof 𝜋𝜋𝑢𝑢cred of knowing the private key 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢 w.r.t. 
𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢 and forward (𝜋𝜋𝑢𝑢cred,𝜎𝜎�𝑢𝑢

(𝑘𝑘−1)) to ℐ𝓈𝓈𝓈𝓈𝑘𝑘. 
▪ Issueℐ𝓈𝓈𝓈𝓈�𝑝𝑝𝑝𝑝, 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢, 𝑠𝑠𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘, �𝔞𝔞𝑘𝑘,𝑖𝑖�,𝜎𝜎�𝑢𝑢

(𝑘𝑘−1),𝜋𝜋𝑢𝑢cred� → 𝜎𝜎�𝑢𝑢
(𝑘𝑘) : is 

run by ℐ𝓈𝓈𝓈𝓈𝑘𝑘 to check the validity of the proof 𝜋𝜋𝑢𝑢cred and gener-
ate the aggregated signature 𝜎𝜎�𝑢𝑢

(𝑘𝑘) embedding the attribute set 
�𝔞𝔞𝑘𝑘,𝑖𝑖�𝑖𝑖∈[𝑁𝑁𝑎𝑎,𝑘𝑘] and containing 𝜎𝜎�𝑢𝑢

(𝑘𝑘−1) , where 𝑁𝑁𝑎𝑎,𝑘𝑘  denotes the 

number of attributes that ℐ𝓈𝓈𝓈𝓈𝑘𝑘 can issue. 
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▪ Verifyℰ𝒱𝒱cred �𝑝𝑝𝑝𝑝, �𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘�𝑘𝑘∈[𝑁𝑁ℐ]
, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢,𝜎𝜎�𝑢𝑢

(𝑁𝑁ℐ)� → 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐𝑢𝑢/⊥ : is 

run by ℰ𝒱𝒱𝑢𝑢 to verify the validity of the received signature 𝜎𝜎�𝑢𝑢
(𝑁𝑁ℐ) 

𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐𝑢𝑢using public keys �𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘�𝑘𝑘∈[𝑁𝑁ℐ]
 and its private key 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢, 

where 𝑁𝑁ℐ is the number of issuers. If valid, output the aggre-
gated credential 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐𝑢𝑢, else ⊥. 

(4) Authentication phase: 
This phase aims to verify whether attributes held by a valid 

ℰ𝒱𝒱 satisfy the access policy. 

▪Authℰ𝒱𝒱 �
𝑝𝑝𝑝𝑝, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢 , 𝐴𝐴𝑘𝑘𝑢𝑢, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐𝑢𝑢, {𝔞𝔞𝑖𝑖}𝑖𝑖∈𝐼𝐼𝛤𝛤

 ,
𝛤𝛤, �𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘�𝑘𝑘∈[𝑁𝑁ℐ]

,𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞 ,𝑏𝑏𝑠𝑠𝑛𝑛 � → (𝜋𝜋𝑢𝑢auth, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑢𝑢, (𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠, 

𝑣𝑣𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠)): taking as input public keys set �𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘�𝑘𝑘∈[𝑁𝑁ℐ]
, ℛ𝒞𝒞's pub-

lic key for accountability 𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞, a private key 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢, the cre-
dential 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐𝑢𝑢, the attribute set {𝔞𝔞𝑖𝑖}𝑖𝑖∈𝐼𝐼𝛤𝛤

  of the access policy 𝛤𝛤, 
the basename 𝑏𝑏𝑠𝑠𝑛𝑛 of 𝒞𝒞𝒞𝒞 and 𝐴𝐴𝑘𝑘𝑢𝑢, ℰ𝒱𝒱𝑢𝑢 outputs the redacted cre-
dential 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑢𝑢 , a zero-knowledge proof 𝜋𝜋𝑢𝑢auth and the tempo-
rary key pair of one-time signature (𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠,𝑣𝑣𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠). 

▪Verify𝒞𝒞𝒞𝒞auth �
𝑝𝑝𝑝𝑝, �𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘�𝑘𝑘∈[𝑁𝑁ℐ]

,𝜋𝜋𝑢𝑢auth,

𝑝𝑝𝑘𝑘ℛ𝒞𝒞, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑢𝑢 , {𝔞𝔞𝑖𝑖}𝑖𝑖∈𝐼𝐼𝛤𝛤
 , 𝐴𝐴

� → 1/0: taking as input 

the public keys �𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘�𝑘𝑘∈[𝑁𝑁ℐ]
, the public key of ℛ𝒞𝒞, a redacted 

credential 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑢𝑢, a proof 𝜋𝜋𝑢𝑢auth , the attribute set {𝔞𝔞𝑖𝑖}𝑖𝑖∈𝐼𝐼𝛤𝛤
  and 

epoch 𝐴𝐴, it outputs 1 if 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑢𝑢  and 𝜋𝜋𝑢𝑢auth are both valid and 0 
otherwise. 

(5) Payment phase: 
If the service involves transactions, such as charging and dis-

charging services, then the below algorithms are carried out by 
the ℰ𝒱𝒱 and the service provider 𝒞𝒞𝒞𝒞, respectively. 
▪Genℰ𝒱𝒱𝑢𝑢

addr�𝑝𝑝𝑝𝑝, 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr,𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞� → (𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr� ,𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr� ): tak-
ing as input the key pair (𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr) associated with the 

wallet address, and 𝒞𝒞𝒞𝒞𝒞𝒞’s public key 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 , ℰ𝒱𝒱𝑢𝑢  outputs a 
key pair �𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr� , 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr� � associated with pseudonymous ad-

dress. 

▪Trans𝒞𝒞 �
𝑝𝑝𝑝𝑝,𝑝𝑝𝑘𝑘𝒞𝒞, 𝑠𝑠𝑘𝑘𝒞𝒞, 𝑝𝑝𝑘𝑘ℛ , 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠
𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞, info𝑝𝑝𝑎𝑎𝑦𝑦,𝜋𝜋𝑢𝑢auth

� → (𝐴𝐴𝑥𝑥,𝜎𝜎�): taking as input 

the key pair (𝑝𝑝𝑘𝑘𝒞𝒞, 𝑠𝑠𝑘𝑘𝒞𝒞) of the spender, the recipient’s public 
key 𝑝𝑝𝑘𝑘ℛ , a temporary signing key 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠  for one-time signa-
ture, 𝒞𝒞𝒞𝒞𝒞𝒞's public key 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 , and the payment information 
info𝑝𝑝𝑎𝑎𝑦𝑦, the spender outputs a transaction 𝐴𝐴𝑥𝑥 and signature 𝜎𝜎� on 
𝐴𝐴𝑥𝑥. 
▪Verify𝒞𝒞𝒞𝒞𝒞𝒞

tx (𝑝𝑝𝑝𝑝, 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞, 𝑣𝑣𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠, 𝐴𝐴𝑥𝑥,𝜎𝜎�) → 1/0: taking as input 𝑎𝑎 
transaction 𝐴𝐴𝑥𝑥, and 𝒞𝒞𝒞𝒞𝒞𝒞's private key 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞, the verification 
key 𝑣𝑣𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠 , 𝒞𝒞𝒞𝒞𝒞𝒞 outputs 1, if 𝐴𝐴𝑥𝑥 and 𝜎𝜎� are valid and 0 other-
wise. 

(6) Accountability phase: 
In a malicious incident, ℛ𝒞𝒞  can trace malicious ℰ𝒱𝒱 s and 

hold them accountable. 
▪ Accℛ𝒞𝒞�𝑝𝑝𝑝𝑝,𝜋𝜋𝑢𝑢auth,𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞� → 𝐴𝐴𝑘𝑘𝑢𝑢acc∗ : taking as input an ac-
countability secret key 𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞 and the zero-knowledge proof of 
possession of tokens and credentials 𝜋𝜋𝑢𝑢auth, ℛ𝒞𝒞 outputs ℰ𝒱𝒱𝑢𝑢 's 
accountability token 𝐴𝐴𝑘𝑘𝑢𝑢acc∗. 

With the accountability token, ℛ𝒞𝒞  can retrieve the corre-
sponding ℰ𝒱𝒱𝑢𝑢’s real identity 𝐼𝐼𝐷𝐷𝑢𝑢 and other information from 
dbReg, such as the path 𝜌𝜌𝑢𝑢. After that, ℛ𝒞𝒞 can optionally per-
forms the revocation operation as below if necessary: 
▪Revokeℛ𝒞𝒞�{𝜌𝜌𝑢𝑢}𝑢𝑢∈[𝐿𝐿𝑡𝑡],Τℓ, 𝐴𝐴� → 𝑆𝑆𝑅𝑅

(𝐴𝐴): on the input of the revoca-
tion path set {𝜌𝜌𝑢𝑢}𝑢𝑢∈[𝐿𝐿𝑡𝑡] that 𝐿𝐿𝐴𝐴 is the list of revoked ℰ𝒱𝒱𝑢𝑢 , the 
complete binary tree Τℓ, and current epoch 𝐴𝐴, ℛ𝒞𝒞 outputs an up-
dated node set 𝑆𝑆𝑅𝑅

(𝐴𝐴). 
▪Updateℛ𝒞𝒞�𝑝𝑝𝑝𝑝, 𝑠𝑠𝑘𝑘ℛ𝒞𝒞,𝑆𝑆𝑅𝑅

(𝐴𝐴), 𝐴𝐴� → {𝐴𝐴𝑘𝑘𝑛𝑛rev}
𝑛𝑛∈𝑆𝑆𝑅𝑅

(𝑡𝑡): on input the se-

cret key 𝑠𝑠𝑘𝑘ℛ𝒞𝒞 and node set 𝑆𝑆𝑅𝑅
(𝐴𝐴) at current epoch 𝐴𝐴, ℛ𝒞𝒞 outputs 

the updated revocation token set {𝐴𝐴𝑘𝑘𝑛𝑛rev}
𝑛𝑛∈𝑆𝑆𝑅𝑅

(𝑡𝑡). 

B.  Security and Privacy Requirements 
A PAP scheme for V2G networks should fulfill the follow-

ing required security and privacy properties: 
Anonymous Authentication: In the authentication phase, 

the identifying information of an ℰ𝒱𝒱 should be kept private so 
that an adversary cannot determine its real identity according to 
the authentication information presented. If necessary, only ℛ𝒞𝒞 
can reveal the real identity. 

UCL: This property supports the linkability between the 
multi-authentication information from the same ℰ𝒱𝒱. 

Accountability: This property endows ℛ𝒞𝒞 the ability to re-
veal the real identity of an illegal or malicious ℰ𝒱𝒱𝑢𝑢. Moreover, 
an adversary cannot forge the valid token 𝐴𝐴𝑘𝑘𝑢𝑢acc  evading ac-
countability without knowing ℛ𝒞𝒞's private key 𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞. 

Anonymous Payment: To preserve the privacy of ℰ𝒱𝒱s, the 
payment process should support anonymity, in the sense that 
any other entity (apart from the 𝒞𝒞𝒞𝒞𝒞𝒞) is cannot determine ℰ𝒱𝒱s' 
real identities by analyzing the transactions. 

Non-frameability: This property requires no entities includ-
ing ℛ𝒞𝒞 and 𝒞𝒞𝒞𝒞𝒞𝒞 could frame an innocent ℰ𝒱𝒱𝑢𝑢 of having mis-
behaved. In other words, even if an adversary can collude with 
arbitrary entities, it cannot forge a valid anonymous authentica-
tion (𝜋𝜋𝑢𝑢auth, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑢𝑢)  without knowing the ℰ𝒱𝒱𝑢𝑢 's private key 
𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢. 

Unforgeability of credentials: This property implies if the 
ℐ𝓈𝓈𝓈𝓈’s private key 𝑠𝑠𝑘𝑘ℐ𝓈𝓈𝓈𝓈 is not disclosed, the adversary cannot 
forge a valid credential. 

Payment binding: It implies a binding relationship between 
anonymous authentication information and payment infor-
mation, which ensures that 𝒞𝒞𝒞𝒞 can confirm which anonymized 
ℰ𝒱𝒱 the payment came from and prevents the malicious from 
generating unaccountable payment information. 

Mutual authentications: To prevent malicious ℰ𝒱𝒱s or ille-
gal 𝒞𝒞𝒞𝒞s from appearing in V2G networks, ℰ𝒱𝒱s and 𝒞𝒞𝒞𝒞  must 
perform mutual authentications before the service begins, 
which can ensure that the legal 𝒞𝒞𝒞𝒞 can be confident that ℰ𝒱𝒱 is 
eligible for accessing the service and vice versa. 

Revocability: The ℛ𝒞𝒞  can revoke malicious ℰ𝒱𝒱s and pro-
hibit them from querying any service in V2G networks. 

Min-AD: This property means ℰ𝒱𝒱 only presents the attrib-
utes and corresponding redacted credentials that can match at-
tributes the access policy requires. In PAP, it guarantees that 
ℰ𝒱𝒱 can disclose a set of required attributes while keeping their 
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other attributes hidden in the authentication phase. 
No double-spending: In DAPs, this property means that no 

adversary can spend the same coin twice anonymously. 

IV.  OUR CONSTRUCTION 
Based on the above definitions, this section presents a con-

struction of PAP implemented by the pairing cryptography[28]. 

A.  Initialization Phase 
In the initialization phase, we assume that parties in PAP 

should register to the ℛ𝒞𝒞 before performing their initialization. 
▪Setup�1λ�: Given a secure parameter 𝜆𝜆 and an asymmetric 

bilinear map 𝑒𝑒:𝔾𝔾1 × 𝔾𝔾2 → 𝔾𝔾T , where (𝑔𝑔1,𝑔𝑔1̇,𝑔𝑔1̈) and 𝑔𝑔2  are 
the generators of groups 𝔾𝔾1 and 𝔾𝔾2, respectively. The public 
parameter can be denoted by 𝑝𝑝𝑝𝑝 ≔ (𝔾𝔾1,𝔾𝔾2,𝑔𝑔1,𝑔𝑔1̇,𝑔𝑔1̈,𝑔𝑔2, 𝑒𝑒, 𝑝𝑝, 
H1, H2, H3) , where H1: {0,1}∗ → 𝔾𝔾1 , H2: {0,1}∗ → 𝔾𝔾2  and 
H3: {0,1}∗ → ℤ𝑝𝑝 are hash functions, 𝑝𝑝 is the prime order of 𝔾𝔾1 
and 𝔾𝔾2. 

▪ GenKℛ𝒞𝒞(𝑝𝑝𝑝𝑝) : The ℛ𝒞𝒞  chooses 𝜉𝜉1, 𝜉𝜉2, 𝜉𝜉3 ← ℤp , and sets 
𝑠𝑠𝑘𝑘ℛ𝒞𝒞 ≔ (𝜉𝜉1, 𝜉𝜉2, 𝜉𝜉3)  as its private keys, and then computes 
𝑝𝑝𝑘𝑘ℛ𝒞𝒞 ≔ (𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1, 𝑝𝑝𝑘𝑘ℛ𝒞𝒞,2, 𝑝𝑝𝑘𝑘ℛ𝒞𝒞,3) ≔ (𝑔𝑔2

𝜉𝜉1 ,𝑔𝑔2
𝜉𝜉2 ,𝑔𝑔2

𝜉𝜉3) . ℛ𝒞𝒞  picks 
𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞 ← ℤ𝑝𝑝 and sets 𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞 ≔ 𝑔𝑔1

𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞 . 
▪GenKℐ𝓈𝓈𝓈𝓈(𝑝𝑝𝑝𝑝): ℐ𝓈𝓈𝓈𝓈𝑘𝑘  chooses 𝑥𝑥𝑘𝑘,𝑦𝑦𝑘𝑘,0, 𝑦𝑦𝑘𝑘,1, … , 𝑦𝑦𝑘𝑘,𝑁𝑁𝑎𝑎,𝑘𝑘 ← ℤ𝑝𝑝 

as its private key 𝑠𝑠𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘 , and computes 𝑋𝑋𝑘𝑘 ≔ 𝑔𝑔2
𝑥𝑥𝑘𝑘 , �𝑌𝑌𝑘𝑘,𝑖𝑖 ≔

𝑔𝑔2
𝑦𝑦𝑘𝑘,𝑖𝑖 ,𝑌𝑌𝑘𝑘,𝑖𝑖

′ ≔ 𝑔𝑔1
𝑦𝑦𝑘𝑘,𝑖𝑖�

𝑖𝑖∈�𝑁𝑁𝑎𝑎,𝑘𝑘�
, �𝑍𝑍𝑖𝑖,𝑗𝑗,𝑘𝑘 ≔ 𝑔𝑔2

𝑦𝑦𝑘𝑘,𝑖𝑖⋅𝑦𝑦𝑘𝑘,𝑗𝑗�
𝑖𝑖,𝑗𝑗∈�𝑁𝑁𝑎𝑎,𝑘𝑘�∧𝑖𝑖≠𝑗𝑗

, and 

sets 𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘 ≔ �𝑋𝑋𝑘𝑘, ��𝑌𝑌𝑘𝑘,𝑖𝑖,𝑌𝑌𝑘𝑘,𝑖𝑖
′ ��

0≤𝑖𝑖≤𝑁𝑁𝑎𝑎,𝑘𝑘
, �𝑍𝑍𝑖𝑖,𝑗𝑗,𝑘𝑘�0≤𝑖𝑖≠𝑗𝑗≤𝑁𝑁𝑎𝑎,𝑘𝑘

�  as 

its public key.  
▪ GenKℰ𝒱𝒱(𝑝𝑝𝑝𝑝) : Each ℰ𝒱𝒱  picks 𝑠𝑠𝑘𝑘ℰ𝒱𝒱 ← ℤ𝑝𝑝 , sets 𝑝𝑝𝑘𝑘ℰ𝒱𝒱 ≔

𝑔𝑔1
𝑠𝑠𝑘𝑘ℰ𝒱𝒱 . 

▪ GenK𝒞𝒞𝒞𝒞𝒞𝒞(𝑝𝑝𝑝𝑝) : 𝒞𝒞𝒞𝒞𝒞𝒞  picks 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 ← ℤ𝑝𝑝 , and sets 
𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 ≔ 𝑔𝑔1

𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 . Note that GenK𝒞𝒞𝒞𝒞𝒞𝒞(·) is executed only once 
while the key pair is shared among the commissioners, and we 
propose that commissioners use group key agreement proto-
cols[33] to share this key pair. 

B.  Registration Phase 
To dynamically manage ℰ𝒱𝒱s, the ℛ𝒞𝒞  maintains a ℓ-depth 

complete binary tree as Sec.II.C. The token issued by the ℛ𝒞𝒞 is 
required for each ℰ𝒱𝒱 to enter the V2G networks. 

▪Regℰ𝒱𝒱�𝑝𝑝𝑝𝑝, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢,𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢,𝑝𝑝𝑘𝑘ℛ𝒞𝒞� : ℰ𝒱𝒱  first selects 𝐴𝐴𝒶𝒶 ← ℤ𝑝𝑝 , 
computes 𝐴𝐴 ≔ 𝑔𝑔1

𝐴𝐴𝒶𝒶 ,  𝒸𝒸 ≔ H3(𝑝𝑝𝑘𝑘ℛ𝐶𝐶||𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑢𝑢||𝐴𝐴) , 𝑠𝑠𝒶𝒶 ≔ 𝐴𝐴𝒶𝒶 + 𝒸𝒸 ⋅
𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢, and sends 𝜋𝜋𝑢𝑢tok ≔ (𝐴𝐴, 𝒸𝒸, 𝑠𝑠𝒶𝒶) to the ℛ𝒞𝒞. 

▪ Regℛ𝒞𝒞�𝑝𝑝𝑝𝑝, 𝑠𝑠𝑘𝑘ℛ𝒞𝒞, 𝐴𝐴,𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢,𝜋𝜋𝑢𝑢tok, 𝐼𝐼𝐷𝐷𝑢𝑢� : Upon receiving 
𝜋𝜋𝑢𝑢tok , ℛ𝒞𝒞  computes 𝐴𝐴′ ≔ 𝑔𝑔1

𝑠𝑠𝒶𝒶𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑢𝑢
−𝒸𝒸 , and 𝒸𝒸′ ≔

H3(𝑝𝑝𝑘𝑘ℛ𝐶𝐶||𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑢𝑢||𝐴𝐴′). If 𝒸𝒸′ = 𝒸𝒸, the ℛ𝒞𝒞 issues the revocation 
token for the ℰ𝒱𝒱. And then, it places the ℰ𝒱𝒱 into a leaf node 
𝑛𝑛ℓ,𝑢𝑢, and assign a path 𝜌𝜌𝑢𝑢 ≔ �𝑛𝑛1,𝑢𝑢 , … , 𝑛𝑛ℓ,𝑢𝑢� from the root node 
to 𝑛𝑛ℓ,𝑢𝑢. 

Then, it generates 𝐴𝐴𝑘𝑘𝑢𝑢 ≔ (𝐴𝐴𝑘𝑘𝑢𝑢acc, 𝐴𝐴𝑘𝑘𝑢𝑢rev) , where 𝑛𝑛𝑖𝑖 ∈ 𝜌𝜌𝑢𝑢 , 

 
1 Note that in the case of 𝑘𝑘 ≔ 0, we assume the initialized signature as 

𝜎𝜎�𝑢𝑢
(0) ≔ (𝜎𝜎0 ≔ (𝜎𝜎0,1,𝜎𝜎0,2),𝜙𝜙0) ≔ ((𝑔𝑔1, 1𝔾𝔾1),𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢). 

𝐴𝐴𝑘𝑘𝑢𝑢acc ≔ ��𝜂𝜂𝑖𝑖 ← ℤ𝑝𝑝, 𝐴𝐴𝑘𝑘𝑢𝑢,𝑛𝑛𝑖𝑖
acc∗ = �𝑔𝑔1̇�̈�𝑔1

𝑛𝑛𝑖𝑖𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑢𝑢�
1

𝜉𝜉1+𝜂𝜂𝑖𝑖��
𝑛𝑛𝑖𝑖∈𝜌𝜌𝑢𝑢

 and 

𝐴𝐴𝑘𝑘𝑢𝑢rev ≔ ℎ𝐴𝐴,𝑛𝑛∗
𝜉𝜉1+𝜉𝜉2⋅𝑛𝑛∗+𝜉𝜉3⋅𝐴𝐴 , ℎ𝐴𝐴,𝑛𝑛∗ ≔ H1(𝐴𝐴 ∥ 𝑛𝑛∗), 𝑛𝑛∗  is an intersec-

tion node between 𝜌𝜌𝑢𝑢 and 𝑆𝑆𝑅𝑅
(𝐴𝐴), i.e. 𝑛𝑛∗ ∈ 𝜌𝜌𝑢𝑢 ∩ 𝑆𝑆𝑅𝑅

(𝐴𝐴). 
Finally, ℛ𝒞𝒞  stores (𝜌𝜌𝑢𝑢 , 𝐼𝐼𝐷𝐷𝑢𝑢 ,𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑢𝑢, 𝐴𝐴𝑘𝑘𝑢𝑢)  in database dbReg 

and forwards (𝐴𝐴𝑘𝑘𝑢𝑢 ≔ (𝐴𝐴𝑘𝑘𝑢𝑢acc, 𝐴𝐴𝑘𝑘𝑢𝑢rev),𝜌𝜌𝑢𝑢) to ℰ𝒱𝒱𝑢𝑢. 
▪ Verifyℰ𝒱𝒱tok�𝑝𝑝𝑝𝑝,𝑝𝑝𝑘𝑘ℛ𝒞𝒞, 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢, 𝐴𝐴𝑘𝑘𝑢𝑢acc, 𝐴𝐴𝑘𝑘𝑢𝑢rev, 𝜌𝜌𝑢𝑢 , 𝐴𝐴� → 1

0
: ℰ𝒱𝒱 

verifies the validity of 𝐴𝐴𝑘𝑘𝑢𝑢  by checking if �𝑒𝑒�𝐴𝐴𝑘𝑘𝑢𝑢,𝑛𝑛𝑖𝑖
acc∗,𝑝𝑝𝑘𝑘ℛ𝐶𝐶,1 ⋅

𝑔𝑔2
𝜂𝜂𝑖𝑖� = 𝑒𝑒�𝑔𝑔1̇ ⋅ �̈�𝑔1

𝑛𝑛𝑖𝑖 ⋅ 𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑢𝑢,𝑔𝑔2��𝑛𝑛𝑖𝑖∈𝜌𝜌𝑢𝑢
 and 𝑒𝑒(𝐴𝐴𝑘𝑘𝑢𝑢rev,𝑔𝑔2) =

𝑒𝑒(ℎ𝐴𝐴,𝑛𝑛∗, 𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1 ⋅ 𝑝𝑝𝑘𝑘ℛ𝒞𝒞,2
𝑛𝑛∗ ⋅ 𝑝𝑝𝑘𝑘ℛ𝒞𝒞,3

𝐴𝐴 ) hold. If all hold, return 1; oth-
erwise, 0. 

Correctness. The correctness of the equation above can be 
proved as follows: 

𝑒𝑒�𝐴𝐴𝑘𝑘𝑢𝑢,𝑛𝑛𝑖𝑖
acc∗,𝑝𝑝𝑘𝑘ℛ𝐶𝐶,1 ⋅ 𝑔𝑔2

𝜂𝜂𝑖𝑖� = 𝑒𝑒 ��𝑔𝑔1̇�̈�𝑔1
𝑛𝑛𝑖𝑖𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑢𝑢�

1
𝜉𝜉1+𝜂𝜂𝑖𝑖 ,𝑔𝑔2

𝜉𝜉1+𝜂𝜂𝑖𝑖�

= 𝑒𝑒(𝑔𝑔1̇�̈�𝑔1
𝑛𝑛𝑖𝑖𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑢𝑢,𝑔𝑔2)

 

𝑒𝑒(𝐴𝐴𝑘𝑘𝑢𝑢rev,𝑔𝑔2) = 𝑒𝑒 �ℎ𝐴𝐴,𝑛𝑛∗
𝜉𝜉1+𝜉𝜉2⋅𝑛𝑛∗+𝜉𝜉3⋅𝐴𝐴 ,𝑔𝑔2�

= 𝑒𝑒 �ℎ𝐴𝐴,𝑛𝑛∗ ,𝑔𝑔2
𝜉𝜉1+𝜉𝜉2⋅𝑛𝑛∗+𝜉𝜉3⋅𝐴𝐴�

= 𝑒𝑒(ℎ𝐴𝐴,𝑛𝑛∗ ,𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1𝑝𝑝𝑘𝑘ℛ𝒞𝒞,2
𝑛𝑛∗ 𝑝𝑝𝑘𝑘ℛ𝒞𝒞,3

𝐴𝐴 )

 

C.  Issue Phase 
In this phase, ℰ𝒱𝒱 requests multi-issuer to obtain aggregata-

ble attribute-based credentials. The process of aggregation is 
that each issuer sequentially signs attributes and appends its cre-
dential to a given aggregated credential. 

▪Issueℰ𝒱𝒱�𝑝𝑝𝑝𝑝, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢,𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘�: As the Regℰ𝒱𝒱  algorithm, ℰ𝒱𝒱𝑢𝑢 
generates a proof 𝜋𝜋𝑢𝑢cred, and sends (𝜋𝜋𝑢𝑢cred,𝜎𝜎�𝑢𝑢

(𝑘𝑘−1)) to ℐ𝓈𝓈𝓈𝓈𝑘𝑘.1 
▪ Issueℐ𝓈𝓈𝓈𝓈�𝑝𝑝𝑝𝑝,𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢, 𝑠𝑠𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘, �𝔞𝔞𝑘𝑘,𝑖𝑖�,𝜎𝜎�𝑢𝑢

(𝑘𝑘−1),𝜋𝜋𝑢𝑢cred� : On re-
ceiving the request from ℰ𝒱𝒱𝑢𝑢, ℐ𝓈𝓈𝓈𝓈𝑘𝑘 generate an aggregated sig-
nature 𝜎𝜎�𝑢𝑢

(𝑘𝑘) based on 𝜎𝜎�𝑢𝑢
(𝑘𝑘−1) from ℐ𝓈𝓈𝓈𝓈𝑘𝑘−1. Specifically, if 𝜋𝜋𝑢𝑢cred 

is valid, ℐ𝓈𝓈𝓈𝓈𝑘𝑘  chooses 𝐴𝐴𝑘𝑘 ← ℤ𝑝𝑝  to compute a signature 𝜎𝜎𝑘𝑘 ≔
(𝜎𝜎𝑘𝑘,1,𝜎𝜎𝑘𝑘,2) ≔ (𝜎𝜎𝑘𝑘−1,1

𝐴𝐴𝑘𝑘 ,𝜎𝜎𝑘𝑘−1,2
𝐴𝐴𝑘𝑘 · 𝜎𝜎𝑘𝑘−1,1

𝐴𝐴𝑘𝑘·(𝑥𝑥𝑘𝑘+∑ 𝑦𝑦𝑘𝑘,𝑖𝑖·𝔞𝔞𝑘𝑘,𝑖𝑖𝑖𝑖 ) · 𝜙𝜙𝑘𝑘−1
𝐴𝐴𝑘𝑘·𝑦𝑦𝑘𝑘,0)  and 

returns 𝜎𝜎�𝑢𝑢
(𝑘𝑘) ≔ (𝜎𝜎𝑘𝑘 ≔ (𝜎𝜎𝑘𝑘,1,𝜎𝜎𝑘𝑘,2),𝜙𝜙𝑘𝑘 ≔ 𝜙𝜙𝑘𝑘−1

𝐴𝐴𝑘𝑘 ) to ℰ𝒱𝒱.  
Finally, the aggregated signature received by ℰ𝒱𝒱  can be 

parsed as:  
𝜎𝜎𝑁𝑁ℐ ≔ �𝜎𝜎𝑁𝑁ℐ ,1,𝜎𝜎𝑁𝑁ℐ ,2�  

≔ �𝜎𝜎𝑁𝑁ℐ−1,1
𝐴𝐴𝑁𝑁ℐ ,𝜎𝜎𝑁𝑁ℐ−1,2

𝐴𝐴𝑁𝑁ℐ · 𝜎𝜎𝑁𝑁ℐ−1,1
𝐴𝐴𝑁𝑁ℐ ·�𝑥𝑥𝑁𝑁ℐ+∑ 𝑦𝑦𝑁𝑁ℐ ,𝑖𝑖·𝔞𝔞𝑁𝑁ℐ ,𝑖𝑖𝑖𝑖 �

· 𝜙𝜙𝑁𝑁ℐ−1
𝐴𝐴𝑁𝑁ℐ ·𝑦𝑦𝑁𝑁ℐ ,0� 

≔ �𝑔𝑔1
∏ 𝐴𝐴𝑘𝑘𝑘𝑘∈�𝑁𝑁ℐ� ,𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑢𝑢

�∏ 𝐴𝐴𝑘𝑘𝑘𝑘∈�𝑁𝑁ℐ�
�·�∑ 𝑦𝑦𝑘𝑘,0𝑘𝑘∈�𝑁𝑁ℐ�

�
· 𝜎𝜎1

∑ (𝑥𝑥𝑘𝑘𝑘𝑘,𝑖𝑖 +𝑦𝑦𝑘𝑘,𝑖𝑖𝔞𝔞𝑘𝑘,𝑖𝑖)�. 

As a result, ℰ𝒱𝒱 obtains an aggregated signature 𝜎𝜎𝑁𝑁ℐ∗. (𝑁𝑁ℐ
∗ is 

the number of issuers with which ℰ𝒱𝒱𝑢𝑢 requests credentials.) 
▪Verifyℰ𝒱𝒱cred�𝑝𝑝𝑝𝑝, {𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘}𝑘𝑘∈[𝑁𝑁ℐ], 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢,𝜎𝜎�𝑢𝑢

(𝑁𝑁ℐ)�: Upon receiv-
ing 𝜎𝜎�𝑢𝑢

(𝑁𝑁ℐ),ℰ𝒱𝒱  verifies the validity by checking whether 
𝑒𝑒�𝜎𝜎𝑁𝑁ℐ ,2,𝑔𝑔2� = 𝑒𝑒(∏ 𝑌𝑌𝑘𝑘,0

𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢𝑋𝑋𝑘𝑘𝑌𝑌𝑘𝑘,𝑖𝑖
𝔞𝔞𝑘𝑘,𝑖𝑖

𝑘𝑘∈[𝑁𝑁ℐ],𝑖𝑖∈[𝑁𝑁𝑎𝑎,𝑘𝑘] ,𝜎𝜎𝑁𝑁ℐ ,1)  holds, if 
positive, it returns 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐𝑢𝑢 ≔ 𝜎𝜎𝑁𝑁ℐ and ⊥ otherwise. 
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Correctness. The correctness of the equation above can be 
proved as follows: 

𝑒𝑒�𝜎𝜎𝑁𝑁ℐ ,2,𝑔𝑔2� = 𝑒𝑒 �𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑢𝑢
�∏ 𝐴𝐴𝑘𝑘𝑘𝑘∈�𝑁𝑁ℐ�

�·�∑ 𝑦𝑦𝑘𝑘,0𝑘𝑘∈�𝑁𝑁ℐ�
�

· 𝜎𝜎𝑁𝑁ℐ ,1
∑ (𝑥𝑥𝑘𝑘𝑘𝑘,𝑖𝑖 +𝑦𝑦𝑘𝑘,𝑖𝑖𝔞𝔞𝑘𝑘,𝑖𝑖),

𝑔𝑔2
� 

= 𝑒𝑒 �𝑔𝑔1
𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢 ·�∏ 𝐴𝐴𝑘𝑘𝑘𝑘∈�𝑁𝑁ℐ�

�·�∑ 𝑦𝑦𝑘𝑘,0𝑘𝑘∈�𝑁𝑁ℐ�
�+�∏ 𝐴𝐴𝑘𝑘𝑘𝑘∈�𝑁𝑁ℐ�

�·∑ (𝑥𝑥𝑘𝑘𝑘𝑘,𝑖𝑖 +𝑦𝑦𝑘𝑘,𝑖𝑖𝔞𝔞𝑘𝑘,𝑖𝑖)
,

𝑔𝑔2
� 

= 𝑒𝑒(𝑔𝑔1,𝑔𝑔2)�∏ 𝐴𝐴𝑘𝑘𝑘𝑘∈�𝑁𝑁ℐ�
�·(𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢 ·�∑ 𝑦𝑦𝑘𝑘,0𝑘𝑘∈�𝑁𝑁ℐ�

�+∑ (𝑥𝑥𝑘𝑘𝑘𝑘,𝑖𝑖 +𝑦𝑦𝑘𝑘,𝑖𝑖𝔞𝔞𝑘𝑘,𝑖𝑖)) 

= 𝑒𝑒 �𝑔𝑔1
∏ 𝐴𝐴𝑘𝑘𝑘𝑘∈�𝑁𝑁ℐ� ,𝑔𝑔2

𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢·�∑ 𝑦𝑦𝑘𝑘,0𝑘𝑘∈�𝑁𝑁ℐ�
�+∑ (𝑥𝑥𝑘𝑘𝑘𝑘,𝑖𝑖 +𝑦𝑦𝑘𝑘,𝑖𝑖𝔞𝔞𝑘𝑘,𝑖𝑖)

� 

= 𝑒𝑒(𝜎𝜎𝑁𝑁ℐ ,1,� 𝑌𝑌𝑘𝑘,0
𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢𝑋𝑋𝑘𝑘𝑌𝑌𝑘𝑘,𝑖𝑖

𝔞𝔞𝑘𝑘,𝑖𝑖

𝑘𝑘,𝑖𝑖
) 

D.  Authentication Phase 
In this phase, ℰ𝒱𝒱𝑢𝑢 should convince the service provider that: 

1) It has a revocation token 𝐴𝐴𝑘𝑘𝑢𝑢,𝑛𝑛∗
rev  at the current epoch 𝐴𝐴; 2) It 

has a valid accountability token 𝐴𝐴𝑘𝑘𝑢𝑢,𝑛𝑛∗
acc∗; 3) It has a set of creden-

tials matching the access policy 𝛤𝛤. 
We employ the ZKP system to prove these statements in zero 

knowledge and the linear message homomorphism to achieve 
the redaction of attributes for satisfying Min-AD. The details 
are shown in Figure 3. 

User-controlled linkability (UCL). To ensure continuous 
service is not interrupted, our scheme offers UCL. Specifically, 
since each authentication information from the same ℰ𝒱𝒱  ac-
companies the same value of (B,𝜑𝜑4), which is generated by the 
ID of 𝒞𝒞𝒞𝒞  and ℰ𝒱𝒱 's private key, 𝒞𝒞𝒞𝒞  can compare whether the 
(B,𝜑𝜑4) of the two information is consistent to determine the 
linkability of the service.

 
Protocol 1: When applying for services, ℰ𝒱𝒱  shows a redacted credential containing the required attribute index set 𝐼𝐼𝛤𝛤  based on the access policy 𝛤𝛤 . Let 
�𝐼𝐼�̅�𝑘,𝛤𝛤 ≔ 𝑁𝑁𝑎𝑎,𝑘𝑘\𝐼𝐼𝛤𝛤�𝑘𝑘∈[𝑁𝑁ℐ]

 denote the index of attribute which is not in 𝐼𝐼𝛤𝛤. To satisfy Min-AD, redactable signatures are required, which can refer to the Step 5 and 
6 of Authℰ𝒱𝒱. 

 
𝐀𝐀𝐀𝐀𝐀𝐀𝐀𝐀𝓔𝓔𝓔𝓔 �𝑝𝑝𝑝𝑝, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢 , 𝐴𝐴𝑘𝑘𝑢𝑢, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐𝑢𝑢, {𝔞𝔞𝑖𝑖}𝑖𝑖∈𝐼𝐼𝛤𝛤

 ,𝛤𝛤, �𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘�𝑘𝑘∈[𝑁𝑁ℐ ]
,𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞, 𝑏𝑏𝑠𝑠𝑛𝑛 � → (𝜋𝜋𝑢𝑢auth, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑢𝑢, (𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠 ,𝑣𝑣𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠)): 

1. Generate 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠 ≔ (𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠
(1) , 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠

(2)) ← ℤ𝑝𝑝, compute 𝑣𝑣𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠 ≔ (𝑣𝑣𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠
(1) ≔ 𝑔𝑔1

𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(1)

,𝑣𝑣𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠
(2) ≔ 𝑔𝑔1

𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(2)

) and select 𝐴𝐴𝑣𝑣 , 𝐴𝐴𝑒𝑒 , 𝑠𝑠𝑒𝑒 , 𝑠𝑠𝑧𝑧 , 𝑠𝑠𝜂𝜂, 𝑠𝑠𝑛𝑛 , 𝑠𝑠𝑜𝑜 , 𝑠𝑠𝛽𝛽 ← ℤ𝑝𝑝. 

2. Set: 𝜑𝜑1 ≔ 𝐴𝐴𝑘𝑘𝑢𝑢,𝑛𝑛∗
acc∗ ⋅ 𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝐶𝐶

𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(1)

,𝜑𝜑2 ≔ 𝐴𝐴𝑘𝑘𝑢𝑢,𝑛𝑛∗
rev ⋅ ℎ𝐴𝐴,𝑛𝑛∗

𝐴𝐴𝑒𝑒 ,𝜑𝜑3 ≔ 𝑣𝑣𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠
(1) ,𝛽𝛽 ≔ 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠

(1) ∙ 𝜂𝜂𝑛𝑛∗, where 𝑛𝑛∗ ∈ 𝜌𝜌𝑢𝑢 ∩ 𝑆𝑆𝑅𝑅
(𝐴𝐴). 

3. Let 𝑏𝑏𝑠𝑠𝑛𝑛 denote a basename, such as the ID of 𝒞𝒞𝒞𝒞, compute (B ≔ H1(𝑏𝑏𝑠𝑠𝑛𝑛),𝜑𝜑4 ≔ B𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢 ,𝜑𝜑5 ≔ B𝑠𝑠𝑧𝑧)  for the linkability of services. 
4. Compute:  𝐷𝐷1 ≔ 𝑒𝑒(𝜑𝜑1,𝑔𝑔1, )−𝑠𝑠𝑚𝑚𝑒𝑒(𝑔𝑔1,𝑔𝑔2̈)𝑠𝑠𝑛𝑛𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑠𝑠𝑧𝑧𝑒𝑒�𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞 ,𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1�

𝑠𝑠𝑜𝑜𝑒𝑒(𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞 ,𝑔𝑔2)𝑠𝑠𝛽𝛽 
𝐷𝐷2 ≔ 𝑒𝑒�ℎ𝐴𝐴,𝑛𝑛∗ ,𝑝𝑝𝑘𝑘ℛ𝒞𝒞,2�

𝑠𝑠𝑛𝑛𝑒𝑒�ℎ𝐴𝐴,𝑛𝑛∗ ,𝑔𝑔2�
𝑠𝑠𝑒𝑒  

𝐷𝐷3 ≔ 𝑔𝑔1𝑠𝑠𝑜𝑜  
5. For each credential, set 𝐼𝐼0 ≔ {0} ∪ 𝐼𝐼𝛤𝛤 and compute {(𝜎𝜎�𝑘𝑘,1,𝜎𝜎�𝑘𝑘,2)}𝑘𝑘∈[𝑁𝑁ℐ], where 𝜎𝜎�𝑘𝑘,1 ≔ 𝑔𝑔2

𝐴𝐴𝑣𝑣 · ∏ 𝑌𝑌𝑘𝑘,𝑗𝑗
𝔞𝔞𝑘𝑘,𝑗𝑗

𝑗𝑗∈𝐼𝐼�̅�𝑘,𝛤𝛤 ,𝜎𝜎�𝑘𝑘,2 ≔ �∏ 𝑌𝑌𝑘𝑘,𝑖𝑖𝑖𝑖∈𝐼𝐼0 �
𝐴𝐴𝑣𝑣 ⋅ ∏ 𝑍𝑍𝑖𝑖,𝑗𝑗,𝑘𝑘

𝔞𝔞𝑘𝑘,𝑗𝑗
𝑖𝑖∈𝐼𝐼0,𝑗𝑗∈𝐼𝐼�̅�𝑘,𝛤𝛤 . 

6. Compute 𝜎𝜎�1 ≔ 𝑔𝑔2
𝐴𝐴𝑣𝑣 · ∏ ∏ 𝑌𝑌𝑘𝑘,𝑗𝑗

𝔞𝔞𝑘𝑘,𝑗𝑗
𝑗𝑗∈𝐼𝐼�̅�𝑘,𝛤𝛤𝑘𝑘∈[𝑁𝑁ℐ] ,𝜎𝜎1′ ≔ 𝜎𝜎𝑁𝑁ℐ ,1

𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(1)

,𝜎𝜎2′ ≔ 𝜎𝜎𝑁𝑁ℐ ,2
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1)

⋅ (𝜎𝜎1′)𝐴𝐴𝑣𝑣, 𝐸𝐸 ≔ 𝑒𝑒�𝜎𝜎1′,∏ 𝑌𝑌𝑘𝑘,0
𝑠𝑠𝑧𝑧𝑁𝑁ℐ

𝑘𝑘=1 � and set 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑢𝑢 ≔ �{(𝜎𝜎�𝑘𝑘,1,𝜎𝜎�𝑘𝑘,2)}𝑘𝑘∈[𝑁𝑁ℐ],𝜎𝜎1′,𝜎𝜎2′ ,𝜎𝜎�1�. 
7. Let 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ ≔ H3(𝜑𝜑1 ∥ 𝜑𝜑2 ∥ 𝜑𝜑3 ∥ 𝜑𝜑4 ∥ 𝜑𝜑5 ∥ 𝐷𝐷1 ∥ 𝐷𝐷2 ∥ 𝐷𝐷3 ∥ 𝐸𝐸 ∥ 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑢𝑢), and compute 𝑤𝑤𝑧𝑧 ≔ 𝑠𝑠𝑧𝑧 + 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ ⋅ 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢, 𝑤𝑤𝜂𝜂 ≔ 𝑠𝑠𝜂𝜂 + 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ ⋅ 𝜂𝜂𝑛𝑛∗ , 𝑤𝑤𝑛𝑛 ≔ 𝑠𝑠𝑛𝑛 +
𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ ⋅ 𝑛𝑛∗, 𝑤𝑤𝑜𝑜 ≔ 𝑠𝑠𝑜𝑜 + 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ ⋅ 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠

(1), 𝑤𝑤𝛽𝛽 ≔ 𝑠𝑠𝛽𝛽 + 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ ⋅ 𝛽𝛽, 𝑤𝑤𝑒𝑒 ≔ 𝑠𝑠𝑒𝑒 + 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ ⋅ 𝐴𝐴𝑒𝑒. 
8. Send (𝜋𝜋𝑢𝑢auth, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑢𝑢) to 𝒞𝒞𝒞𝒞, where 𝜋𝜋𝑢𝑢auth ≔ (𝜑𝜑1,𝜑𝜑2,𝜑𝜑3, B,𝜑𝜑4,𝜑𝜑5, 𝑤𝑤𝑧𝑧 ,𝑤𝑤𝑒𝑒 ,𝑤𝑤𝜂𝜂 ,𝑤𝑤𝑛𝑛,𝑤𝑤𝑜𝑜 ,𝑤𝑤𝛽𝛽 ,𝕔𝕔,𝐸𝐸). 

𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝓡𝓡𝓒𝓒𝐚𝐚𝐀𝐀𝐀𝐀𝐀𝐀 �𝑝𝑝𝑝𝑝, �𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘�𝑘𝑘∈[𝑁𝑁ℐ]
,𝜋𝜋𝑢𝑢auth,𝑝𝑝𝑘𝑘ℛ𝒞𝒞 ,𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑢𝑢, {𝔞𝔞𝑖𝑖}𝑖𝑖∈𝐼𝐼𝛤𝛤

 , 𝐴𝐴� → 0/1: 

1. Compute:   𝐷𝐷1′ ≔ 𝑒𝑒(𝜑𝜑1,𝑔𝑔1)−𝑤𝑤𝜂𝜂𝑒𝑒(𝑔𝑔1,𝑔𝑔2̈)𝑤𝑤𝑛𝑛𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑤𝑤𝑧𝑧𝑒𝑒(𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞 ,𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1)𝑤𝑤𝑜𝑜𝑒𝑒(𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞 ,𝑔𝑔2)𝑤𝑤𝛽𝛽(𝑒𝑒�𝜑𝜑1,𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1�
𝑒𝑒(𝑔𝑔1,𝑔𝑔2̇)

)−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ 

𝐷𝐷2′ ≔ 𝑒𝑒�ℎ𝐴𝐴,𝑛𝑛∗ ,𝑝𝑝𝑘𝑘ℛ𝒞𝒞,2�
𝑤𝑤𝑛𝑛𝑒𝑒�ℎ𝐴𝐴,𝑛𝑛∗ ,𝑔𝑔2�

𝑤𝑤𝑒𝑒(
𝑒𝑒(𝜑𝜑2,𝑔𝑔1)

𝑒𝑒(ℎ𝐴𝐴,𝑛𝑛∗ ,𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1)𝑒𝑒(ℎ𝐴𝐴,𝑛𝑛∗ , 𝑝𝑝𝑘𝑘ℛ𝒞𝒞,3)𝐴𝐴
)−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ 

𝐷𝐷3′ ≔ 𝑔𝑔1
𝑤𝑤𝑜𝑜𝜑𝜑3

−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ 
𝜑𝜑5′ ≔ B𝑤𝑤𝑧𝑧 · 𝜑𝜑4

−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ  
𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ′ ≔ H3(𝜑𝜑1 ∥ 𝜑𝜑2 ∥ 𝜑𝜑3 ∥ 𝜑𝜑4 ∥ 𝜑𝜑5′ ∥ 𝐷𝐷1′ ∥ 𝐷𝐷2′ ∥ 𝐷𝐷3′ ∥ 𝐸𝐸 ∥ 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑢𝑢) 

2. If 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ = 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ′   holds, it next computes 𝐹𝐹 ≔ 𝑒𝑒(𝜎𝜎�1 · ∏ 𝑋𝑋𝑘𝑘 · 𝑌𝑌𝑘𝑘,𝑖𝑖
𝔞𝔞𝑘𝑘,𝑖𝑖

𝑖𝑖∈𝐼𝐼𝛤𝛤,𝑘𝑘∈[𝑁𝑁ℐ] , (𝜎𝜎1′)−1) , and verifies whether 𝑒𝑒�∏ 𝑌𝑌𝑘𝑘,0
𝑤𝑤𝑧𝑧𝑁𝑁ℐ

𝑘𝑘=1 ,𝜎𝜎1′� ⋅ 𝐸𝐸−1 = �𝐹𝐹 ⋅ 𝑒𝑒(𝜎𝜎2′ ,𝑔𝑔2)�
𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ
′

 
holds, if not, abort; otherwise, it verifies 𝑒𝑒�𝜎𝜎�𝑘𝑘,1,∏ 𝑌𝑌𝑘𝑘,𝑖𝑖

′
𝑖𝑖∈𝐼𝐼0 � = 𝑒𝑒(𝑔𝑔1,𝜎𝜎�𝑘𝑘,2) for each element in the set {(𝜎𝜎�𝑘𝑘,1,𝜎𝜎�𝑘𝑘,2)}𝑘𝑘∈[𝑁𝑁ℐ]. If all equations are hold, the algorithm 

returns 1 and 0 otherwise. 
3. If the tuple (B,𝜑𝜑4)  is consistent with the one in the last authentication information, then 𝒞𝒞𝒞𝒞 continues the last service for ℰ𝒱𝒱. 

Figure 3.Illustrates the process of authentication between the ℰ𝒱𝒱 and the 𝒞𝒞𝒞𝒞. If linkability is not required, removing the box  parts.
Correctness. The correctness of the equation in Verify𝒞𝒞𝒞𝒞auth 

can be proved as follows: 
𝐷𝐷1 = 𝑒𝑒(𝜑𝜑1,𝑔𝑔2)−𝑠𝑠𝜂𝜂𝑒𝑒(𝑔𝑔1̈,𝑔𝑔2)𝑠𝑠𝑛𝑛𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑠𝑠𝑧𝑧𝑒𝑒�𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞,𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1�

𝑠𝑠𝑜𝑜

𝑒𝑒(𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞,𝑔𝑔2)𝑠𝑠𝛽𝛽

= 𝑒𝑒 ��𝑔𝑔1̇�̈�𝑔1𝑛𝑛
∗𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑢𝑢�

1
𝜉𝜉1+𝜂𝜂𝑛𝑛∗ ,𝑔𝑔2�

−𝑠𝑠𝜂𝜂

𝑒𝑒(𝑔𝑔1̈,𝑔𝑔2)𝑠𝑠𝑛𝑛𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑠𝑠𝑧𝑧

𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑠𝑠𝑜𝑜·𝜉𝜉1·𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑠𝑠𝛽𝛽·𝜉𝜉1·𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞

= 𝑒𝑒(𝑔𝑔1̇,𝑔𝑔2)
−𝑠𝑠𝜂𝜂

𝜉𝜉1+𝜂𝜂𝑛𝑛∗𝑒𝑒��̈�𝑔1𝑛𝑛
∗,𝑔𝑔2�

−𝑠𝑠𝜂𝜂
𝜉𝜉1+𝜂𝜂𝑛𝑛∗𝑒𝑒�𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑢𝑢,𝑔𝑔2�

−𝑠𝑠𝜂𝜂
𝜉𝜉1+𝜂𝜂𝑛𝑛∗

𝑒𝑒(𝑔𝑔1̈,𝑔𝑔2)𝑠𝑠𝑛𝑛𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑠𝑠𝑧𝑧𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑠𝑠𝑜𝑜·𝜉𝜉1 ·𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑠𝑠𝛽𝛽·𝜉𝜉1·𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞

 

= 𝑒𝑒(𝑔𝑔1̇,𝑔𝑔2)
−𝑠𝑠𝜂𝜂

𝜉𝜉1+𝜂𝜂𝑛𝑛∗ · 𝑒𝑒(𝑔𝑔1̈,𝑔𝑔2)𝑠𝑠𝑛𝑛+
−𝑠𝑠𝜂𝜂·𝑛𝑛∗
𝜉𝜉1+𝜂𝜂𝑛𝑛∗

· 𝑒𝑒(𝑔𝑔1,𝑔𝑔2)
−𝑠𝑠𝜂𝜂·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
𝜉𝜉1+𝜂𝜂𝑛𝑛∗

+𝑠𝑠𝑧𝑧+𝑠𝑠𝑜𝑜·𝜉𝜉1 ·𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞+𝑠𝑠𝛽𝛽·𝜉𝜉1·𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞  
𝐷𝐷1′ = 𝑒𝑒(𝜑𝜑1,𝑔𝑔2)−𝑤𝑤𝜂𝜂𝑒𝑒(𝑔𝑔1̈,𝑔𝑔2)𝑤𝑤𝑛𝑛𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑤𝑤𝑧𝑧𝑒𝑒�𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞,𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1�

𝑤𝑤𝑜𝑜

𝑒𝑒(𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞,𝑔𝑔2)𝑤𝑤𝛽𝛽 �
𝑒𝑒�𝜑𝜑1, 𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1�
𝑒𝑒(𝑔𝑔1,̇ 𝑔𝑔2) �

−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ

= 𝑒𝑒(𝑔𝑔1̇,𝑔𝑔2)
−𝑤𝑤𝜂𝜂

𝜉𝜉1+𝜂𝜂𝑛𝑛∗𝑒𝑒(𝑔𝑔1̈,𝑔𝑔2)
−𝑤𝑤𝜂𝜂·𝑛𝑛∗
𝜉𝜉1+𝜂𝜂𝑛𝑛∗𝑒𝑒(𝑔𝑔1,𝑔𝑔2)

−𝑤𝑤𝜂𝜂·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
𝜉𝜉1+𝜂𝜂𝑛𝑛∗ 𝑒𝑒(𝑔𝑔1̈,𝑔𝑔2)𝑤𝑤𝑛𝑛 ·

𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑤𝑤𝑧𝑧 𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑠𝑠𝑜𝑜·𝜉𝜉1·𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑠𝑠𝛽𝛽·𝜉𝜉1·𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞 ·

 



 8 

𝑒𝑒(𝑔𝑔1̇,𝑔𝑔2)
−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝜉𝜉1
𝜉𝜉1+𝜂𝜂𝑛𝑛∗ 𝑒𝑒(𝑔𝑔1̈,𝑔𝑔2)

−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝜉𝜉1·𝑛𝑛∗
𝜉𝜉1+𝜂𝜂𝑛𝑛∗ 𝑒𝑒(𝑔𝑔1,𝑔𝑔2)

−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝜉𝜉1·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
𝜉𝜉1+𝜂𝜂𝑛𝑛∗ ·

𝑒𝑒(𝑔𝑔1,̇ 𝑔𝑔2)𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ

= 𝑒𝑒(𝑔𝑔1̇,𝑔𝑔2)−�
𝑤𝑤𝜂𝜂

𝜉𝜉1+𝜂𝜂𝑛𝑛∗
+𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝜉𝜉1
𝜉𝜉1+𝜂𝜂𝑛𝑛∗

�+𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ ·

𝑒𝑒(𝑔𝑔1̈,𝑔𝑔2)
−�

𝑤𝑤𝜂𝜂·𝑛𝑛∗
𝜉𝜉1+𝜂𝜂𝑛𝑛∗

+𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝜉𝜉1·𝑛𝑛∗
𝜉𝜉1+𝜂𝜂𝑛𝑛∗

�+𝑤𝑤𝑛𝑛

𝑒𝑒(𝑔𝑔1,𝑔𝑔2)
−�

𝑤𝑤𝜂𝜂·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
𝜉𝜉1+𝜂𝜂𝑛𝑛∗

+
𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝜉𝜉1·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢

𝜉𝜉1+𝜂𝜂𝑛𝑛∗
�+𝑤𝑤𝑧𝑧+𝑠𝑠𝑜𝑜·𝜉𝜉1·𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞+𝑠𝑠𝛽𝛽·𝜉𝜉1·𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞

= 𝑒𝑒(𝑔𝑔1̇,𝑔𝑔2)−
𝑠𝑠𝜂𝜂+𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ⋅�𝜂𝜂𝑛𝑛∗+𝜉𝜉1�

𝜉𝜉1+𝜂𝜂𝑛𝑛∗
+𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ ·

𝑒𝑒(𝑔𝑔1̈,𝑔𝑔2)−
𝑛𝑛∗·�𝑠𝑠𝜂𝜂+𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ⋅�𝜂𝜂𝑛𝑛∗+𝜉𝜉1��

𝜉𝜉1+𝜂𝜂𝑛𝑛∗
+𝑤𝑤𝑛𝑛 ·

𝑒𝑒(𝑔𝑔1,𝑔𝑔2)−
𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢·�𝑠𝑠𝜂𝜂+𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ⋅�𝜂𝜂𝑛𝑛∗+𝜉𝜉1��

𝜉𝜉1+𝜂𝜂𝑛𝑛∗
+𝑤𝑤𝑧𝑧+𝑠𝑠𝑜𝑜·𝜉𝜉1·𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞+𝑠𝑠𝛽𝛽·𝜉𝜉1 ·𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞

 

= 𝑒𝑒(𝑔𝑔1̇,𝑔𝑔2)
−𝑜𝑜𝜂𝜂

𝜉𝜉1+𝜂𝜂𝑛𝑛∗𝑒𝑒(𝑔𝑔1̈,𝑔𝑔2)𝑠𝑠𝑛𝑛+
−𝑜𝑜𝜂𝜂·𝑛𝑛∗

𝜉𝜉1+𝜂𝜂𝑛𝑛∗ ·

𝑒𝑒(𝑔𝑔1,𝑔𝑔2)
−𝑜𝑜𝜂𝜂·𝑜𝑜𝑘𝑘ℰ𝒱𝒱𝑢𝑢
𝜉𝜉1+𝜂𝜂𝑛𝑛∗

+𝑠𝑠𝑧𝑧+𝑠𝑠𝑜𝑜·𝜉𝜉1·𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞+𝑠𝑠𝛽𝛽·𝜉𝜉1 ·𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞

= 𝐷𝐷1

  

Therefore, the equation 𝐷𝐷1 = 𝐷𝐷1′  can be proved, let 𝐻𝐻 ≔
ℎ𝐴𝐴,𝑛𝑛∗. Similarly, the verification of 𝐷𝐷2,𝐷𝐷3,𝜑𝜑5 are as follows: 
𝐷𝐷2 = 𝑒𝑒�𝐻𝐻, 𝑝𝑝𝑘𝑘ℛ𝒞𝒞,2�

𝑠𝑠𝑛𝑛𝑒𝑒(𝐻𝐻,𝑔𝑔2)𝑠𝑠𝑒𝑒 = 𝑒𝑒(𝐻𝐻,𝑔𝑔2)𝜉𝜉2 ·𝑠𝑠𝑛𝑛+𝑠𝑠𝑒𝑒  

𝐷𝐷2′ = 𝑒𝑒�𝐻𝐻, 𝑝𝑝𝑘𝑘ℛ𝒞𝒞,2�
𝑤𝑤𝑛𝑛𝑒𝑒(𝐻𝐻,𝑔𝑔2)𝑤𝑤𝑒𝑒 �

𝑒𝑒(𝜑𝜑2,𝑔𝑔2)

𝑒𝑒�𝐻𝐻, 𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1�𝑒𝑒�𝐻𝐻, 𝑝𝑝𝑘𝑘ℛ𝒞𝒞,3�
𝐴𝐴�

−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ

= 𝑒𝑒(𝐻𝐻,𝑔𝑔2)𝜉𝜉2·𝑤𝑤𝑛𝑛+𝑤𝑤𝑒𝑒𝑒𝑒(𝐻𝐻,𝑔𝑔2)−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·(𝜉𝜉1+𝜉𝜉2⋅𝑛𝑛∗+𝜉𝜉3⋅𝐴𝐴+𝐴𝐴𝑒𝑒)

𝑒𝑒(𝐻𝐻,𝑔𝑔2)𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝜉𝜉1𝑒𝑒(𝐻𝐻,𝑔𝑔2)𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝜉𝜉3·𝐴𝐴

= 𝑒𝑒(𝐻𝐻,𝑔𝑔2)
𝜉𝜉2·(𝑠𝑠𝑛𝑛+𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝑛𝑛∗)+𝑠𝑠𝑒𝑒+𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝐴𝐴𝑒𝑒−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·(𝜉𝜉1+𝜉𝜉2⋅𝑛𝑛∗+𝜉𝜉3⋅𝐴𝐴+𝐴𝐴𝑒𝑒)+

𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝜉𝜉1+𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝜉𝜉3·𝐴𝐴

= 𝑒𝑒(𝐻𝐻,𝑔𝑔2)𝜉𝜉2·𝑠𝑠𝑛𝑛+𝑠𝑠𝑒𝑒

= 𝐷𝐷2

 

𝐷𝐷3′ = 𝑔𝑔1
𝑤𝑤𝑜𝑜𝜑𝜑3

−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ

= 𝑔𝑔1
𝑠𝑠𝑜𝑜+𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ⋅𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1)

· 𝑔𝑔1
−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1)

= 𝑔𝑔1𝑠𝑠𝑜𝑜
= 𝐷𝐷3

 

𝜑𝜑5′ = 𝐵𝐵𝑤𝑤𝑧𝑧 · 𝜑𝜑4
−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ = 𝐵𝐵𝑠𝑠𝑧𝑧+𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ⋅𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢 · 𝐵𝐵−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢

= 𝐵𝐵𝑠𝑠𝑧𝑧 = 𝜑𝜑5
 

Next, we present the correctness verification of the ran-
domized signature: 

𝑒𝑒 �𝜎𝜎1′,� 𝑌𝑌𝑘𝑘,0
𝑤𝑤𝑧𝑧

𝑁𝑁ℐ

𝑘𝑘=1
� ⋅ 𝐸𝐸−1 = �𝐹𝐹 ⋅ 𝑒𝑒(𝜎𝜎2′ ,𝑔𝑔2)�𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ

′
 

Proof. According to the above, 𝐸𝐸,𝐹𝐹 can be parsed as:  
𝐸𝐸 ≔ 𝑒𝑒�∏ 𝑌𝑌𝑘𝑘,0

𝑠𝑠𝑧𝑧𝑁𝑁ℐ
𝑘𝑘=1 ,𝜎𝜎1′�, 𝐹𝐹 ≔ 𝑒𝑒(𝜎𝜎�1 · ∏ 𝑋𝑋𝑘𝑘 · 𝑌𝑌𝑘𝑘,𝑖𝑖

𝔞𝔞𝑘𝑘,𝑖𝑖
𝑖𝑖∈𝐼𝐼𝛤𝛤,𝑘𝑘∈[𝑁𝑁ℐ] , 

(𝜎𝜎1′)−1), so the above equation can be transformed as: 

𝐿𝐿 = 𝑒𝑒 �𝑔𝑔1
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·∏ 𝐴𝐴𝑘𝑘𝑘𝑘 ,𝑔𝑔2
𝑤𝑤𝑧𝑧·∑ 𝑦𝑦𝑘𝑘,0𝑘𝑘 � · 𝑒𝑒 �𝑔𝑔1

𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(1) ·∏ 𝐴𝐴𝑘𝑘𝑘𝑘 ,𝑔𝑔2

𝑠𝑠𝑧𝑧·∑ 𝑦𝑦𝑘𝑘,0𝑘𝑘 �
−1

= 𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(1) ·∏ 𝐴𝐴𝑘𝑘𝑘𝑘 ·�∑ 𝑦𝑦𝑘𝑘,0𝑘𝑘 �·𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢

 

𝑅𝑅 = 𝑒𝑒 �(𝜎𝜎1′)−1,𝜎𝜎�1 · � 𝑋𝑋𝑘𝑘 · 𝑌𝑌𝑘𝑘,𝑖𝑖
𝔞𝔞𝑘𝑘,𝑖𝑖

𝑖𝑖∈𝐼𝐼𝛤𝛤,𝑘𝑘∈[𝑁𝑁ℐ]
�
𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ
′

· 𝑒𝑒(𝜎𝜎2′ ,𝑔𝑔2)𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ′

= 𝑒𝑒 �𝑔𝑔1
−𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·∏ 𝐴𝐴𝑘𝑘𝑘𝑘 ,𝑔𝑔2
𝐴𝐴𝑣𝑣+∑ 𝑦𝑦𝑘𝑘,𝑖𝑖𝔞𝔞𝑘𝑘,𝑖𝑖+𝑥𝑥𝑘𝑘𝑘𝑘∈�𝑁𝑁ℐ

∗�,𝑖𝑖∈�𝑁𝑁𝑎𝑎,𝑘𝑘� �
𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ
′

·

 

𝑒𝑒�𝑔𝑔1

𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(1) ·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢 ·(∏ 𝐴𝐴𝑘𝑘𝑘𝑘 )·�∑ 𝑦𝑦𝑘𝑘,0𝑘𝑘 �+𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·(∏ 𝐴𝐴𝑘𝑘𝑘𝑘 )·

∑ (𝑦𝑦𝑘𝑘,𝑖𝑖𝔞𝔞𝑘𝑘,𝑖𝑖+𝑥𝑥𝑘𝑘)𝑘𝑘,𝑖𝑖 +𝐴𝐴𝑣𝑣·𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(1) ·∏ 𝐴𝐴𝑘𝑘𝑘𝑘 ,

𝑔𝑔2

�

𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ
′

= 𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(1) ·∏ 𝐴𝐴𝑘𝑘𝑘𝑘 ·�∑ 𝑦𝑦𝑘𝑘,0𝑘𝑘 �·𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢 = 𝐿𝐿

 

Hence, the correctness of randomized signature can be veri-
fied. And finally, we show the correctness verification of re-
dactable signature as below. 

𝑒𝑒 �𝜎𝜎�𝑘𝑘,1,� 𝑌𝑌𝑘𝑘,𝑖𝑖
′

𝑖𝑖∈𝐼𝐼0
� = 𝑒𝑒(𝑔𝑔1,𝜎𝜎�𝑘𝑘,2) 

Proof. According to the process of authentication, 𝜎𝜎�𝑘𝑘,1, 𝜎𝜎�𝑘𝑘,2 
can be parsed as 𝜎𝜎�𝑘𝑘,1 ≔ 𝑔𝑔2

𝐴𝐴𝑣𝑣 · ∏ 𝑌𝑌𝑘𝑘,𝑗𝑗
𝔞𝔞𝑘𝑘,𝑗𝑗

𝑗𝑗∈𝐼𝐼�̅�𝑘,𝛤𝛤 ,𝜎𝜎�𝑘𝑘,2 ≔
�∏ 𝑌𝑌𝑘𝑘,𝑖𝑖𝑖𝑖∈𝐼𝐼0 �𝐴𝐴𝑣𝑣 ⋅ ∏ 𝑍𝑍𝑖𝑖,𝑗𝑗,𝑘𝑘

𝔞𝔞𝑘𝑘,𝑗𝑗
𝑖𝑖∈𝐼𝐼0,𝑗𝑗∈𝐼𝐼�̅�𝑘,𝛤𝛤 , so the above equation can be 

transformed as: 
𝐿𝐿 = 𝑒𝑒 �𝑔𝑔2

𝐴𝐴𝑣𝑣 · ∏ 𝑌𝑌𝑘𝑘,𝑗𝑗
𝔞𝔞𝑘𝑘,𝑗𝑗

𝑗𝑗∈𝐼𝐼�̅�𝑘,𝛤𝛤 ,∏ 𝑌𝑌𝑘𝑘,𝑖𝑖
′

𝑖𝑖∈𝐼𝐼0 �

= 𝑒𝑒(𝑔𝑔1,𝑔𝑔2)�𝐴𝐴𝑣𝑣+∑ 𝑦𝑦𝑘𝑘,𝑗𝑗𝔞𝔞𝑘𝑘,𝑗𝑗𝑗𝑗∈𝐼𝐼�𝑘𝑘,𝛤𝛤
·∑ 𝑦𝑦𝑘𝑘,𝑖𝑖𝑖𝑖∈𝐼𝐼0 �

  

𝑅𝑅 = 𝑒𝑒 �𝑔𝑔1, �� 𝑌𝑌𝑘𝑘,𝑖𝑖
𝑖𝑖∈𝐼𝐼0

�
𝐴𝐴𝑣𝑣

⋅� 𝑍𝑍𝑖𝑖,𝑗𝑗,𝑘𝑘
𝔞𝔞𝑘𝑘,𝑗𝑗

𝑖𝑖∈𝐼𝐼0,𝑗𝑗∈𝐼𝐼�̅�𝑘,𝛤𝛤
�

= 𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝐴𝐴𝑣𝑣·∑ 𝑦𝑦𝑘𝑘,𝑖𝑖+∑ 𝑦𝑦𝑘𝑘,𝑖𝑖𝑦𝑦𝑘𝑘,𝑗𝑗𝔞𝔞𝑘𝑘,𝑗𝑗𝑖𝑖∈𝐼𝐼0,𝑗𝑗∈𝐼𝐼�𝑘𝑘,𝛤𝛤𝑖𝑖∈𝐼𝐼0

= 𝐿𝐿

 

So far, all the correctness verification in the authentication 
phase has been proved. 

E.  Payment Phase 
The paid service in V2G mainly includes charging and dis-

charging services, thus, we take these two as examples shown 
in Figure 4 to illustrate the transaction process when the ℰ𝒱𝒱 acts 
as spender and recipient, respectively. 

In the case of ℰ𝒱𝒱 as a spender, to guarantee payment ano-
nymity, we design Genℰ𝒱𝒱𝑢𝑢

addr  to generate ℰ𝒱𝒱 ’s pseudonymous 
address based on its wallet address before each transaction. 
Hence for each transaction process, ℰ𝒱𝒱 needs to prove: 1). It 
has a valid pseudonyms address generated from its wallet ad-
dress; 2). there exists a binding relationship between the anon-
ymized authentication 𝜋𝜋𝑢𝑢auth already provided and the transac-
tion 𝐴𝐴𝑥𝑥𝑐𝑐ℎ generated in this phase. Generated in this phase. We 
employ ZKP, as in the authentication phase, to prove the first 
statement, and arrive at payment binding by OTS. 

Payment binding. In the authentication phase, Authℰ𝒱𝒱 gen-
erates verification-signing key pair of OTS and takes the veri-
fication key 𝜑𝜑3 as the element in the proof 𝜋𝜋𝑢𝑢auth. In the pay-
ment phase, Transℰ𝒱𝒱  outputs a signature 𝜎𝜎𝑜𝑜𝐴𝐴𝑠𝑠  about the pay-
ment information with the signing key of OTS. Once the corre-
sponding verification in both phases is passed, an authenticated 
ℰ𝒱𝒱 has made a payment associated with the authentication in-
formation already submitted. Still, the recipient cannot deter-
mine the identity of ℰ𝒱𝒱 except knowing the binding relation-
ship. Further, if 𝒞𝒞𝒞𝒞 is spender, since it has no anonymity re-
quirement, the transaction process is much simpler. As for the 
accountability of 𝒞𝒞𝒞𝒞 , it can be guaranteed by the signature 
scheme Σ. 

Correctness. The correctness of the equation in Verify𝒞𝒞𝒞𝒞𝒞𝒞
tx  

can be proved as follows: 
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𝑅𝑅1′ = 𝑔𝑔1
𝑤𝑤1 · 𝑄𝑄𝑢𝑢

𝕔𝕔𝑝𝑝𝑎𝑎𝑝𝑝

= 𝑔𝑔1
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(2)−𝕔𝕔𝑝𝑝𝑎𝑎𝑝𝑝·𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr

· 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·𝕔𝕔𝑝𝑝𝑎𝑎𝑝𝑝

= 𝑔𝑔1
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(2)−𝕔𝕔𝑝𝑝𝑎𝑎𝑝𝑝·𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr+𝕔𝕔𝑝𝑝𝑎𝑎𝑝𝑝·𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr

= 𝑔𝑔1
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(2)

= 𝑅𝑅1

 

𝑅𝑅3′ = 𝑔𝑔1
𝑤𝑤2 · 𝑄𝑄𝑢𝑢

′𝕔𝕔𝑝𝑝𝑎𝑎𝑝𝑝 ∙ 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞
𝑤𝑤1 /𝑅𝑅2

= 𝑔𝑔1
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(2)−𝕔𝕔𝑝𝑝𝑎𝑎𝑝𝑝·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr

· 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr·𝕔𝕔𝑝𝑝𝑎𝑎𝑝𝑝 · 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr𝕔𝕔𝑝𝑝𝑎𝑎𝑝𝑝 ·

𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(2)−𝕔𝕔𝑝𝑝𝑎𝑎𝑝𝑝·𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr

𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(2)

= 𝑔𝑔1
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(2)

= 𝑅𝑅3

 

F.  Accountability Phase 
In this phase, when the ℰ𝒱𝒱 performs some malicious behav-

ior after authentication, such as damaging the charging station 
or refusing to pay a fee in the payment phase, the Accℛ𝒞𝒞  algo-
rithm will be triggered: 

▪Accℛ𝒞𝒞�𝑝𝑝𝑝𝑝,𝜋𝜋𝑢𝑢auth,𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞�: Upon receiving a request for ac-
countability with evidence from 𝒞𝒞𝒞𝒞 or 𝒞𝒞𝒞𝒞𝒞𝒞, ℛ𝒞𝒞 parses 𝜋𝜋𝑢𝑢auth 
and recovers the accountability token 𝐴𝐴𝑘𝑘𝑢𝑢,𝑛𝑛∗

acc∗ ≔ 𝜑𝜑1/𝜑𝜑3
𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞  to 

trace the real identity of the malicious ℰ𝒱𝒱 by looking up the da-
tabase dbReg with 𝐴𝐴𝑘𝑘𝑢𝑢,𝑛𝑛∗

acc∗. 
Note that, if necessary, the power of accountability can be 

distributed to a set of auditors and adopt threshold decryption 
schemes[31] to reveal the identity of the malicious ℰ𝒱𝒱. 
ℛ𝒞𝒞 continues to perform revocation operations as below if 

the revocation for malicious ℰ𝒱𝒱s is required: 
▪Revokeℛ𝒞𝒞�{𝜌𝜌𝑢𝑢}𝑢𝑢∈[𝐿𝐿𝑡𝑡],Τℓ, 𝐴𝐴�: To cope with the request to re-

voke ℰ𝒱𝒱𝑢𝑢, ℛ𝒞𝒞 removes paths {𝜌𝜌𝑢𝑢}𝑢𝑢∈[𝐿𝐿𝑡𝑡] from the complete bi-
nary tree Τℓ, and regenerates a new set of root nodes 𝑆𝑆𝑅𝑅

(𝐴𝐴) for the 
next epoch 𝐴𝐴. 

▪Updateℛ𝒞𝒞�𝑝𝑝𝑝𝑝, 𝑠𝑠𝑘𝑘ℛ𝒞𝒞, 𝑆𝑆𝑅𝑅
(𝐴𝐴), 𝐴𝐴�: Taking the set 𝑆𝑆𝑅𝑅

(𝐴𝐴)  as input, 
ℛ𝒞𝒞  updates the revocation token set �𝐴𝐴𝑘𝑘𝑛𝑛rev ≔

ℎ𝑛𝑛,𝐴𝐴
𝜉𝜉1+𝜉𝜉2⋅𝑛𝑛+𝜉𝜉3⋅𝐴𝐴 ,ℎ𝑛𝑛,𝐴𝐴 ≔ H1(𝐴𝐴 ∥ 𝑛𝑛)�

𝑛𝑛∈𝑆𝑆𝑅𝑅
(𝑡𝑡). 

Protocol 2: Let 𝐸𝐸𝐴𝐴𝑒𝑒𝑞𝑞 ,𝐸𝐸𝑏𝑏𝑎𝑎𝐴𝐴 , 𝔱𝔱, 𝔫𝔫 denote the amount of required electricity, the battery capacity, a timestamp, and a nonce, respectively. Note that, in our setting, 
there is no need to generate a pseudonymous address for 𝒞𝒞𝒞𝒞 because they are public infrastructures. Thus, let (𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞 , 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞) ← Σ. Setup(1λ) be the wallet address 

of 𝒞𝒞𝒞𝒞, and �𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr ≔ 𝑔𝑔1

𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr

, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr� is a key pair corresponding to the ℰ𝒱𝒱’s wallet address. 

𝓔𝓔𝓔𝓔 as spender: 
𝐆𝐆𝐕𝐕𝐆𝐆𝓔𝓔𝓔𝓔𝒖𝒖

𝐚𝐚𝐚𝐚𝐚𝐚𝐕𝐕(𝑝𝑝𝑝𝑝, 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr,𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 , 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠) → (𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr� , 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr� , info𝑝𝑝𝑎𝑎𝑦𝑦): 

1. Compute 𝑄𝑄𝑢𝑢 ≔ 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1)

,𝑄𝑄𝑢𝑢′ ≔ 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr

· 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr and set 

𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr� ≔ (𝑄𝑄𝑢𝑢,𝑄𝑄𝑢𝑢′ ) and 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr� ≔ (𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr, 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠

(1)). 
2. Send info𝐴𝐴𝑒𝑒𝑞𝑞 ≔ (𝐸𝐸𝐴𝐴𝑒𝑒𝑞𝑞,𝐸𝐸𝑏𝑏𝑎𝑎𝐴𝐴 , 𝔱𝔱, 𝔫𝔫)  to 𝒞𝒞𝒞𝒞 , and the 𝒞𝒞𝒞𝒞  should respond 
to the info𝑝𝑝𝑎𝑎𝑦𝑦, see Remark1 for details. 

𝐓𝐓𝐕𝐕𝐚𝐚𝐆𝐆𝐓𝐓𝓔𝓔𝓔𝓔 �
𝑝𝑝𝑝𝑝, 𝑝𝑝𝑘𝑘𝒞𝒞 ≔ 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr� , 𝑠𝑠𝑘𝑘𝒞𝒞 ≔ 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr� , 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠 ,

𝑝𝑝𝑘𝑘ℛ ≔ 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞 ,𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞, info𝑝𝑝𝑎𝑎𝑦𝑦 ,𝜋𝜋𝑢𝑢auth
� → (𝐴𝐴𝑥𝑥𝑐𝑐ℎ ,𝜎𝜎�𝑐𝑐ℎ): 

1. Compute 𝑅𝑅1 ≔ 𝑔𝑔1
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(2)

, 𝑅𝑅2 ≔ 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1) ·𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(2)

, 𝑅𝑅3 ≔ 𝑔𝑔1
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(2)

, 𝑤𝑤1 ≔
𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠

(1) · 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠
(2) − 𝕔𝕔𝑝𝑝𝑎𝑎𝑦𝑦 · 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠

(1) · 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr, 𝑤𝑤2 ≔ 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠

(2) − 𝕔𝕔𝑝𝑝𝑎𝑎𝑦𝑦 · 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr, and 

set 𝕔𝕔𝑝𝑝𝑎𝑎𝑦𝑦 ≔ H3(info𝑝𝑝𝑎𝑎𝑦𝑦 ∥ 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr� ∥ 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞 ∥ 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 ∥ 𝑅𝑅1 ∥ 𝑅𝑅2 ∥ 𝑅𝑅3). 

2. Compute 𝜎𝜎𝑜𝑜𝐴𝐴𝑠𝑠 ≔ ℎ𝑝𝑝𝑎𝑎𝑦𝑦,𝐴𝐴
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(1)+𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(2)·𝐴𝐴 ∈ 𝔾𝔾2, ℎ𝑝𝑝𝑎𝑎𝑦𝑦,𝐴𝐴 ≔ H2(info𝑝𝑝𝑎𝑎𝑦𝑦 ∥ 𝐴𝐴). 

3. Generate 𝐴𝐴𝑥𝑥𝑐𝑐ℎ ≔ (info𝑝𝑝𝑎𝑎𝑦𝑦,𝜋𝜋𝑢𝑢ch ≔ (𝕔𝕔𝑝𝑝𝑎𝑎𝑦𝑦,𝑤𝑤1,𝑤𝑤2,𝑅𝑅2),𝜋𝜋𝑢𝑢auth,𝜎𝜎𝑜𝑜𝐴𝐴𝑠𝑠 , 
𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr� ). 
4. Sign 𝐴𝐴𝑥𝑥𝑐𝑐ℎ by invoking 𝜎𝜎�𝑐𝑐ℎ ≔ Σ. Sign�𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr, 𝐴𝐴𝑥𝑥𝑐𝑐ℎ� and then for-
ward (𝐴𝐴𝑥𝑥𝑐𝑐ℎ ,𝜎𝜎�𝑐𝑐ℎ) to 𝒞𝒞𝒞𝒞𝒞𝒞. 

𝓡𝓡𝓒𝓒 as spender: 
Before executing the transaction, ℰ𝒱𝒱 performs Genℰ𝒱𝒱𝑢𝑢

addr(·) to obtain 
(𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr� , 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr� , info𝑝𝑝𝑎𝑎𝑦𝑦). 

𝐓𝐓𝐕𝐕𝐚𝐚𝐆𝐆𝐓𝐓𝓡𝓡𝓒𝓒 �
𝑝𝑝𝑝𝑝,𝑝𝑝𝑘𝑘𝒞𝒞 ≔ 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞 , 𝑠𝑠𝑘𝑘𝒞𝒞 ≔ 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞 , 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠 ≔ ∅,
𝑝𝑝𝑘𝑘ℛ ≔ 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr� ,𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞, info𝑝𝑝𝑎𝑎𝑦𝑦 ,𝜋𝜋𝑢𝑢auth
� → (𝐴𝐴𝑥𝑥𝑑𝑑𝑖𝑖𝑠𝑠,𝜎𝜎�𝑑𝑑𝑖𝑖𝑠𝑠): 

1. Set 𝐴𝐴𝑥𝑥𝑑𝑑𝑖𝑖𝑠𝑠 ≔ (info𝑝𝑝𝑎𝑎𝑦𝑦,𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr� ,𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞 ,𝜋𝜋𝑢𝑢auth). 

2. Sign 𝐴𝐴𝑥𝑥𝑑𝑑𝑖𝑖𝑠𝑠 by invoking 𝜎𝜎�𝑑𝑑𝑖𝑖𝑠𝑠 ≔ Σ. Sign(𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞 , 𝐴𝐴𝑥𝑥𝑑𝑑𝑖𝑖𝑠𝑠), and send (𝐴𝐴𝑥𝑥𝑑𝑑𝑖𝑖𝑠𝑠,𝜎𝜎�𝑑𝑑𝑖𝑖𝑠𝑠) to 
𝒞𝒞𝒞𝒞𝒞𝒞. 

𝓡𝓡𝓒𝓒𝓒𝓒: 
𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝓡𝓡𝓒𝓒𝓒𝓒

𝐀𝐀𝐭𝐭 (𝓔𝓔𝓔𝓔 as spender)(𝑝𝑝𝑝𝑝, 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 , 𝐴𝐴𝑥𝑥𝑐𝑐ℎ ,𝜎𝜎�𝑐𝑐ℎ) → 0/1: 
1. Compute 𝑄𝑄𝑢𝑢′ /𝑄𝑄𝑢𝑢

𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 to obtain 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr. 

2. Verify the validity of 𝜎𝜎�𝑐𝑐ℎ by invoking Σ. Verify(𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr,𝜎𝜎�𝑐𝑐ℎ). If 𝜎𝜎�𝑐𝑐ℎ is inva-

lid, abort. 
3. Compute 𝑅𝑅1′ ≔ 𝑔𝑔1

𝑤𝑤1 · 𝑄𝑄𝑢𝑢
𝕔𝕔𝑝𝑝𝑎𝑎𝑝𝑝,𝑅𝑅3′ ≔ 𝑔𝑔1

𝑤𝑤2 · 𝑄𝑄𝑢𝑢
′𝕔𝕔𝑝𝑝𝑎𝑎𝑝𝑝 ∙ 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞

𝑤𝑤1 /𝑅𝑅2, 𝕔𝕔𝑝𝑝𝑎𝑎𝑦𝑦′ ≔
H3(info𝑝𝑝𝑎𝑎𝑦𝑦||𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr� ||𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞||𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞||𝑅𝑅1′ ||𝑅𝑅2||𝑅𝑅3′ ). 
4. To chain the valid pending transactions, the 𝒞𝒞𝒞𝒞𝒞𝒞 uses the PBFT consensus 
mechanism. If and only if at least two-thirds of the total commissioners ap-
prove the pending block, the consensus is reached and the transaction can be 
published. If the equation 𝕔𝕔𝑝𝑝𝑎𝑎𝑦𝑦 = 𝕔𝕔𝑝𝑝𝑎𝑎𝑦𝑦′   and 𝑒𝑒 �𝑣𝑣𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠

(1) · 𝑣𝑣𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠
(2)𝐴𝐴 ,ℎ𝑝𝑝𝑎𝑎𝑦𝑦,𝐴𝐴� =

𝑒𝑒(𝑔𝑔1,𝜎𝜎𝑜𝑜𝐴𝐴𝑠𝑠) hold, the algorithm returns 1. Otherwise, the algorithm returns 0, 
and then the 𝒞𝒞𝒞𝒞𝒞𝒞 will send the abnormal message and 𝐴𝐴𝑥𝑥𝑐𝑐ℎ to the ℛ𝒞𝒞. 

𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝐕𝓡𝓡𝓒𝓒𝓒𝓒
𝐀𝐀𝐭𝐭 (𝓡𝓡𝓒𝓒 as spender)(𝑝𝑝𝑝𝑝, 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞, 𝐴𝐴𝑥𝑥𝑑𝑑𝑖𝑖𝑠𝑠,𝜎𝜎�𝑑𝑑𝑖𝑖𝑠𝑠) → 0/1: 

1. Invoke Σ. Verify(𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞 ,𝜎𝜎�𝑑𝑑𝑖𝑖𝑠𝑠) to verify the validity of the signature 𝜎𝜎�𝑑𝑑𝑖𝑖𝑠𝑠. If 
𝜎𝜎�𝑑𝑑𝑖𝑖𝑠𝑠 is invalid, abort. 
2. Verify the validity of 𝐴𝐴𝑥𝑥𝑑𝑑𝑖𝑖𝑠𝑠 by using PBFT. If and only if at least two-thirds 
of the total commissioners approve the pending block, the consensus is reached 
and the transaction can be published; otherwise, 𝒞𝒞𝒞𝒞𝒞𝒞 will send the abnormal 
message and 𝐴𝐴𝑥𝑥𝑑𝑑𝑖𝑖𝑠𝑠 to the ℛ𝒞𝒞. 

Remark 1: On receiving info𝐴𝐴𝑒𝑒𝑞𝑞, 𝒞𝒞𝒞𝒞 responds with the payment message info𝑝𝑝𝑎𝑎𝑦𝑦 ≔ �𝑚𝑚𝑏𝑏𝑖𝑖𝑏𝑏𝑏𝑏 ≔ �𝐼𝐼𝐷𝐷𝑂𝑂𝐴𝐴𝑑𝑑𝑒𝑒𝐴𝐴,𝑉𝑉𝑝𝑝𝑎𝑎𝑦𝑦, 𝔱𝔱, 𝔫𝔫�,𝜎𝜎𝒞𝒞𝒞𝒞 ,𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞�, where 𝐼𝐼𝐷𝐷𝑂𝑂𝐴𝐴𝑑𝑑𝑒𝑒𝐴𝐴 is the unique 
index of the order, 𝜎𝜎𝒞𝒞𝒞𝒞 ≔ Σ. Sign(𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞 ,𝑚𝑚𝑏𝑏𝑖𝑖𝑏𝑏𝑏𝑏), 𝑉𝑉𝑝𝑝𝑎𝑎𝑦𝑦 denotes the value of electricity calculated by (𝐸𝐸𝐴𝐴𝑒𝑒𝑞𝑞,𝐸𝐸𝑏𝑏𝑎𝑎𝐴𝐴). 

Figure 4. The process of transaction in the paid service.

V.  SECURITY AND PERFORMANCE ANALYSIS 

A.  Security Analysis 
This subsection briefly analysis that our construction meets 

the security requirements of Sec III.B. 
Anonymous Authentication: In the authentication phase, 

ℰ𝒱𝒱 presents blinding and verifiable credentials and tokens to a 

service provider based on XDH assumption and ZKP argument 
system to avoid leaking identifying information of ℰ𝒱𝒱. 

UCL: Relying on the DL problem, any PPT adversary can-
not forge others’ value of (B,𝜑𝜑4) to pass Verify𝒞𝒞𝒞𝒞auth and link to 
the others’ anonymous authentication info. 

Accountability: Since an ℰ𝒱𝒱’s accountability token is en-
crypted and embedded into the anonymous authentication 
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𝜋𝜋𝑢𝑢auth, ℛ𝒞𝒞 can recover the ℰ𝒱𝒱’s accountability token by its se-
cret key 𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞, and then retrieve the identity of the ℰ𝒱𝒱 from 
dbReg according to the token. Moreover, based on the q-SDH 
assumption, no PPT adversary can forge an unaccountability to-
ken with a non-negligible probability. 

Anonymous Payment: Similar to anonymous authentica-
tion, this property is guaranteed by the XDH assumption, one-
time signature, and ZKP argument system. During the payment, 
no one can reveal the identifying information 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢

addr from the 
transaction 𝐴𝐴𝑥𝑥𝑐𝑐ℎ, except 𝒞𝒞𝒞𝒞𝒞𝒞. 

Non-frameability: Based on the DL assumption, no PPT ad-
versary can replace an innocent ℰ𝒱𝒱 to generate a valid anony-
mous authentication or payment information with non-negligi-
ble probability. 

Unforgeability of credentials: Based on the PS assumption, 
any PPT adversary who does not know the ℐ𝓈𝓈𝓈𝓈's private key 
cannot forge valid attribute-based credentials. 

Payment binding: In the payment phase, any PPT adversary 
cannot break the binding of payment and authentication by 
forging an OTS signature 𝜎𝜎𝑜𝑜𝐴𝐴𝑠𝑠 based on PS assumption. 

Mutual authentications: The security of mutual authentica-
tions depends on the unforgeability of authentication infor-
mation from the interacting parties. In PAP, accountability, 
non-frameability, and unforgeability of credentials imply the 
unforgeability of authentication information generated by ℰ𝒱𝒱. 
As for service providers, the unforgeability relies on the un-
forgeability of ordinary signature schemes, such as EdDSA[54]. 

Revocability: In PAP, the membership management mech-
anism is constructed by the CS method, and the security is based 
on the unforgeability of revocation tokens, specifically, based 
on PS assumption. 

Min-AD: With the redactability of credentials, ℰ𝒱𝒱 can pre-
sent the necessary attributes to the service provider and keep 
unnecessary attributes private to arrive at Min-AD.  

No double-spending attack: In the payment phase, the 
PBFT consensus can tolerate a third of all commissioners to be 
faulty. Hence, it must corrupt over a third of commissioners if 
an adversary intends to double-spend. Also, in our setting, since 
𝒞𝒞𝒞𝒞𝒞𝒞 is the trusted party, there exists no one who can control 
such a number of commissioners. 

B.  Performance Analysis 
In this subsection, we first evaluate the execution time of 

multiplication and the pairing operation over bilinear group in 
TABLE II on different configuration platforms for different en-
tities and simulation experiments are carried out2. In this table, 
let 𝑇𝑇𝔾𝔾1, 𝑇𝑇𝔾𝔾2, 𝑇𝑇𝔾𝔾𝑇𝑇 denote the time to complete a multiplication 
operation in 𝔾𝔾1, 𝔾𝔾2, 𝔾𝔾T, respectively, and 𝑇𝑇𝑒𝑒 represent the time 
to complete a pairing operation. 

Next, we give out the theoretical performance analysis of 
each phase in PAP to present computation cost of different en-
tities, shown in TABLE III, where 𝑁𝑁𝑎𝑎,𝑘𝑘  is the number of attrib-
utes that ℐ𝓈𝓈𝓈𝓈𝑘𝑘  issues, 𝑁𝑁𝑎𝑎 ≔ ∑ 𝑁𝑁𝑎𝑎,𝑘𝑘

𝑁𝑁ℐ
𝑘𝑘  denotes the number of at-

tributes that the aggregated credential contains, 𝑁𝑁𝛤𝛤 is the num-
ber of attributes presented by ℰ𝒱𝒱 in the authentication phase, 

 
2 https://github.com/PropersonCyber/PAP 

𝑁𝑁𝛤𝛤���� ≔ 𝑁𝑁𝑎𝑎 − 𝑁𝑁𝛤𝛤 is the number of remaining attributes after pre-
senting, 𝑁𝑁ℐ stands for the number of issuers who issue creden-
tials for the ℰ𝒱𝒱, 𝑁𝑁𝑏𝑏 denotes the depth of complete binary tree, 
𝑁𝑁𝑆𝑆𝑅𝑅 denotes the number of root nodes. In this table, we focus 
on the expensive operations in each algorithm, i.e., multiplica-
tion and pairing operation. 

TABLE II 
EACH ENTITY PLATFORM CONFIGURATION INFORMATION 

Entity Configuration  Overhead 
(ms) Pairing Lib. 

𝓔𝓔𝓔𝓔 
CPU: SA8155P 
RAM: 8.0 GB 
OS: Android 11 

𝑇𝑇𝔾𝔾1 0.55 
-JPBC library[28] 
-Curve Type: BN[35] 
-Security Lv.: 128bits 
-Base Field: 254bits 
-Embedding Deg.: 12 

𝑇𝑇𝔾𝔾2 1.52 
𝑇𝑇𝔾𝔾𝑇𝑇 0.03 
𝑇𝑇𝑒𝑒 5.55 

𝓡𝓡𝓒𝓒 
CPU: Intel i7-10875  
RAM: 16.0 GB 
OS: Ubuntu 18.04 

𝑇𝑇𝔾𝔾1 0.08 
𝓘𝓘𝓘𝓘𝓘𝓘 𝑇𝑇𝔾𝔾2 0.19 
𝓡𝓡𝓡𝓡 𝑇𝑇𝔾𝔾𝑇𝑇 0.01 
𝓡𝓡𝓒𝓒𝓒𝓒 𝑇𝑇𝑒𝑒 0.37 
Note that, in the authentication phase, ℰ𝒱𝒱 generates a zero-

knowledge proof 𝜋𝜋𝑢𝑢auth to prove its possession of valid tokens 
to 𝒞𝒞𝒞𝒞. However, the generation and verification of the proof in-
volve a large number of pairing operations, which is not 
friendly to both sides of the authentication. Fortunately, our 
pairing operations, such as 𝑒𝑒(𝑔𝑔1̇,𝑔𝑔2) , 𝑒𝑒(𝑔𝑔1̈,𝑔𝑔2) , 𝑒𝑒(𝑔𝑔1,𝑔𝑔2) , 
𝑒𝑒�ℎ𝐴𝐴,𝑛𝑛∗,𝑔𝑔2�,𝑒𝑒(𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝐶𝐶,𝑝𝑝𝑘𝑘ℛ𝐶𝐶,1),𝑒𝑒(𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝐶𝐶,𝑔𝑔2),𝑒𝑒(ℎ𝐴𝐴,𝑛𝑛∗, 𝑝𝑝𝑘𝑘ℛ𝐶𝐶,2), 
𝑒𝑒�ℎ𝐴𝐴,𝑛𝑛∗, 𝑝𝑝𝑘𝑘ℛ𝐶𝐶,1�, 𝑒𝑒(ℎ𝐴𝐴,𝑛𝑛∗, 𝑝𝑝𝑘𝑘ℛ𝐶𝐶,3), can be pre-computed to re-
duce the computational cost to ★. Note that in TABLE III, the 
cost of authentication phase is in the case of the linkability re-
quired, and if without UCL, the cost of Authℰ𝒱𝒱 is 7𝑇𝑇𝔾𝔾1 + (𝑁𝑁ℐ +
2𝑁𝑁𝛤𝛤����+ 2) · 𝑇𝑇𝔾𝔾2 + 7𝑇𝑇𝔾𝔾𝑇𝑇 + 2𝑇𝑇𝑒𝑒  and Verify𝒞𝒞𝒞𝒞auth  is 5𝑇𝑇𝔾𝔾1 + (𝑁𝑁ℐ +
𝑁𝑁ℐ · 𝑁𝑁𝛤𝛤) · 𝑇𝑇𝔾𝔾2 + 15𝑇𝑇𝔾𝔾𝑇𝑇 + (6 + 2𝑁𝑁ℐ) · 𝑇𝑇𝑒𝑒 . 

TABLE III 
THE COMPUTATIONAL COST OF OUR SCHEME 

Phase Algo. Comp. Cost (Theo.) Benchmark 
(ms) 

Init. 

GenKℛ𝒞𝒞 𝑇𝑇𝔾𝔾1 + 3𝑇𝑇𝔾𝔾2 0.65 
GenK𝒞𝒞𝒞𝒞 𝑇𝑇𝔾𝔾1 0.08 
GenKℐ𝓈𝓈𝓈𝓈 𝑁𝑁𝑎𝑎,𝑘𝑘 · 𝑇𝑇𝔾𝔾1 + (𝑁𝑁𝑎𝑎,𝑘𝑘

2 + 1) · 𝑇𝑇𝔾𝔾2 1.11 
GenKℰ𝒱𝒱 𝑇𝑇𝔾𝔾1 0.55 

GenK𝒞𝒞𝒞𝒞𝒞𝒞 𝑇𝑇𝔾𝔾1 0.08 

Reg. 
Regℰ𝒱𝒱 𝑇𝑇𝔾𝔾1 0.55 
Regℛ𝒞𝒞 (3 + 2𝑁𝑁𝑏𝑏) · 𝑇𝑇𝔾𝔾1 3.44 

Verifyℰ𝒱𝒱tok 𝑇𝑇𝔾𝔾1 + 3𝑇𝑇𝔾𝔾2 + (2𝑁𝑁𝑏𝑏 + 2)𝑇𝑇𝑒𝑒 127.21 

Iss. 
Issueℰ𝒱𝒱 𝑇𝑇𝔾𝔾1 0.55 
Issueℐ𝓈𝓈𝓈𝓈 (𝑁𝑁𝑎𝑎,𝑘𝑘 + 5) · 𝑇𝑇𝔾𝔾1 0.56 

Verifyℰ𝒱𝒱cred (𝑁𝑁𝑎𝑎 + 1) · 𝑇𝑇𝔾𝔾1 + 2𝑇𝑇𝑒𝑒 17.15 

Auth. 
Authℰ𝒱𝒱 

9𝑇𝑇𝔾𝔾1 + (𝑁𝑁ℐ + 2𝑁𝑁𝛤𝛤����+ 2) ·

𝑇𝑇𝔾𝔾2 + 7𝑇𝑇𝔾𝔾𝑇𝑇 + 2𝑇𝑇𝑒𝑒
★ 

48.18 

Verify𝒞𝒞𝒞𝒞auth 
5𝑇𝑇𝔾𝔾1 + (𝑁𝑁ℐ + 𝑁𝑁ℐ · 𝑁𝑁𝛤𝛤) ·

𝑇𝑇𝔾𝔾2 + 15𝑇𝑇𝔾𝔾𝑇𝑇 + (6 + 2𝑁𝑁ℐ) ·

𝑇𝑇𝑒𝑒
★ 

10.27 

Pay. 
Genℰ𝒱𝒱u

addr 2𝑇𝑇𝔾𝔾1 1.10 
Transℰ𝒱𝒱 3𝑇𝑇𝔾𝔾1 + 𝑇𝑇𝔾𝔾2 3.17 

Verify𝒞𝒞𝒞𝒞𝒞𝒞
tx  7𝑇𝑇𝔾𝔾1 + 2𝑇𝑇𝑒𝑒 1.30 

Acc. 
Accℛ𝒞𝒞 𝑇𝑇𝔾𝔾1 0.08 

Updateℛ𝒞𝒞 𝑁𝑁𝑆𝑆𝑅𝑅 · 𝑇𝑇𝔾𝔾1 0.08 
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According to the analysis, we also conduct simulation exper-
iments to test the actual performance. When the credential is-
sued by each issuer contains different attributes, the computa-
tional cost of each phase is shown in TABLE III, where 
�𝑁𝑁𝑎𝑎,𝑘𝑘 ≔ 2�𝑘𝑘∈[𝑁𝑁ℐ] , 𝑁𝑁ℐ ≔ 5, 𝑁𝑁𝑎𝑎 ≔ 10, 𝑁𝑁𝛤𝛤 ≔ 3, 𝑁𝑁𝛤𝛤���� ≔ 7, 𝑁𝑁𝑑𝑑 ≔
20, 𝑁𝑁𝑆𝑆𝑅𝑅 ≔ 1. 

From TABLE III, we observe that the cost of Authℰ𝒱𝒱(⋅) is 
related to the number of issuers and presented attributes that ac-
cess policy requires, and the execution of the algorithm is more 
frequently than other algorithm in PAP. From the view of the 
number of issuers 𝑁𝑁ℐ , Figure 5(a) presents the 𝑁𝑁ℐ -changing 
trend of computation cost of Authℰ𝒱𝒱(⋅) in two cases: 

(1) Case 1: Without preprocessing of redactable signatures, 
the computational cost straightforwardly grows linear, and the 
computation complexity is 𝒪𝒪(𝑁𝑁𝛤𝛤���� + 𝑁𝑁ℐ). 

(2) Case 2: In Authℰ𝒱𝒱(⋅), ℰ𝒱𝒱 can compute {𝜎𝜎�𝑘𝑘,1,𝜎𝜎�𝑘𝑘,2}𝑘𝑘∈𝑁𝑁ℐ, 
𝜎𝜎1′,𝜎𝜎2′ ,𝜎𝜎�1 in advance if the access policy 𝛤𝛤 is known. Conse-
quently, the computational cost is reduced from ★ to 6𝑇𝑇𝔾𝔾1 +
𝑁𝑁ℐ · 𝑇𝑇𝔾𝔾2 + 7𝑇𝑇𝔾𝔾𝑇𝑇 + 2𝑇𝑇𝑒𝑒, the computation complexity changes to 
𝒪𝒪(𝑁𝑁ℐ). 

Furthermore, Figure 5(a) also presents the corresponding 
cost of Verify𝒞𝒞𝒞𝒞auth(⋅) that raises as the number of issuers in-
creases. 

  
(a) The effect of different numbers of 

issuers on the computational cost 
when 𝑁𝑁𝛤𝛤 = 10  attributes need to 
be presented according to a fixed 
access policy. 

(b) The effect of different numbers of 
presented attributes on the compu-
tational cost when the aggregated 
credential contains credentials 
from 𝑁𝑁ℐ = 5 issuers. 

Figure 5. The analysis of the computational cost in different authentication case 
with the assumption that credential contains thirty attributes. 

From the view of the attributes presented, we have an inter-
esting result, as shown in Figure 5(b). Assuming that ℰ𝒱𝒱’s cre-
dential is from a fixed amount of issuers, it is not hard to see the 
fact holds due to the number of redaction operations decreasing 
as the number of presented attributes increases in the authenti-
cation phase. On the contrary, the computation cost of 
Verify𝒞𝒞𝒞𝒞auth(⋅) arises normally. 
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(a) CS method (b) Traditional method 

Figure 6. Comparison between the CS method and the traditional method 
We next analyze the performance of another essential algo-

rithm, i.e., Updateℛ𝒞𝒞(⋅). The computation complexity of the al-
gorithm is 𝒪𝒪(𝐴𝐴ℰ𝒱𝒱 ⋅ log𝑁𝑁ℰ𝒱𝒱

𝐴𝐴ℰ𝒱𝒱
) as explained in Sec II.C, where 𝑁𝑁ℰ𝒱𝒱 is 

the maximum number of ℰ𝒱𝒱s , 𝐴𝐴ℰ𝒱𝒱  is the number of revoked 
ℰ𝒱𝒱s. Figure 6 illustrates an emulation of comparing the CS 
method[25] with the traditional method based on revocation 
list[21] (whose computation complexity is 𝒪𝒪(𝑁𝑁ℰ𝒱𝒱 − 𝐴𝐴ℰ𝒱𝒱)) for the 
updating operation, where we set 𝑁𝑁ℰ𝒱𝒱 ∈ [104, 106]  and 𝐴𝐴ℰ𝒱𝒱 ∈
[0, 1000]. The number of revocation tokens that need to be up-
dated for the CS method and the traditional method is shown in 
Figure 6(a) and Figure 6(b), respectively. As seen in Figure 6, 
ours is more efficient. 

VI.  RELATED WORK 
As for anonymous authentication in V2G networks, there 

has existed a huge amount of work, such as [5]-[12], [43]-[54]. 
Unfortunately, none of these schemes satisfy the security re-
quirements of accountability, revocability, anonymous pay-
ment, and Min-AD at the same time. Additionally, in the case 
of anonymous payment, to our best knowledge, although the 
general decentralized payment schemes[13]-[15] can support a 
certain degree of anonymity, they still have the limitation of 
high computational cost and the lack of accountability. Besides, 
existing decentralized payment schemes for V2G[36]-[41] ei-
ther fail to provide anonymous authentication or are computa-
tionally expensive. 

Finally, we compare the proposed scheme to other existing 
schemes[5], [7], [8], [43] as TABLE IV, where the security and 
privacy requirements are defined in Section III.B. In TABLE 
IV, the schemes all satisfy the requirements of anonymous au-
thentication, non-frameability, and unforgeability of creden-
tials. However, none of these counterparts consider the property 
of accountability, anonymous payment, revocability, and Min-
AD, which are also essential security requirements in practical 
V2G networks. Compared with these schemes, our scheme en-
sures all of the proposed security requirements, which can bet-
ter protect ℰ𝒱𝒱s′ privacy. 

TABLE IV 
COMPARISON OF DIFFERENT SCHEMES 

Security & Privacy 
Requirements 

Hou W 
[7] 

Jiang Z 
[8] 

Gope 
[43] 

Zhang 
[5] 

Our 
scheme 

Ano.Auth.      
Non-frameability      
Accountability      

Anon. Pay.      
Unfor.      

Revocability      
Min-AD      

UCL      

VII.  CONCLUSION 
To protect physical privacy, the capability to achieve authen-

tication and payment in privacy-preserving manner is crucial in 
V2G networks. In this work, we introduced a new privacy 
framework PAP for V2G networks that supports anonymous 
authentication and payment, and features security properties of 
accountability, revocability, Min-AD, UCL, non-frameability, 
and payment binding, etc. This enabled us to come up with a 
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radically different design which offers a new, practically rele-
vant balance between privacy and efficiency compared to all 
previous approaches. 
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IX.  SECURITY ANALYSIS 
This section presents the security model and security proofs 

of PAP. 

A.  Security Model 
We define the security properties for our scheme on unforge-

ability of credential, anonymity, payment binding, non-frame-
ability and accountability using the following Oracle with two 
lists: 𝐿𝐿𝐻𝐻  and 𝐿𝐿𝐶𝐶 , which contains the identities of honest ℰ𝒱𝒱s 
and corrupted ℰ𝒱𝒱s, respectively. In addition, we define a table 
𝑇𝑇𝐴𝐴𝑘𝑘 that stores the public-private key of ℰ𝒱𝒱 and the correspond-
ing tokens, 𝑇𝑇𝐴𝐴𝑑𝑑𝑑𝑑𝐴𝐴  stores the wallet address of each ℰ𝒱𝒱 , 𝑇𝑇𝑐𝑐𝐴𝐴𝑒𝑒𝑑𝑑 
stores the credential of each ℰ𝒱𝒱, 𝑇𝑇𝐴𝐴𝑢𝑢𝐴𝐴ℎ stores the authentication 

information of each ℰ𝒱𝒱, 𝑇𝑇𝐴𝐴𝑥𝑥 stores the transaction information. 
All lists and tables are initialized to be empty. 

-𝒪𝒪𝐿𝐿𝐻𝐻(𝑗𝑗): on the input of an identity 𝑗𝑗 , if 𝑗𝑗  already exists 
(i.e.,𝑗𝑗 ∈ 𝐿𝐿𝐻𝐻 ∪ 𝐿𝐿𝐶𝐶), this oracle outputs ⊥. Otherwise, it returns 
(𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗 , 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗) and adds 𝑗𝑗 to 𝐿𝐿𝐻𝐻. 

-𝒪𝒪𝐿𝐿𝐶𝐶(𝑗𝑗): on the input of 𝑗𝑗, if it does not exist for 𝑗𝑗 ∉ 𝐿𝐿𝐻𝐻, this 
oracle adds 𝑗𝑗 to 𝐿𝐿𝐶𝐶. Otherwise, it removes 𝑗𝑗 from 𝐿𝐿𝐻𝐻 and add it 
to 𝐿𝐿𝐶𝐶, then returns (𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗 , 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗) and all the associated creden-
tials. 

- 𝒪𝒪𝐴𝐴𝑑𝑑𝑑𝑑𝐴𝐴 : on the input of an identity 𝑗𝑗 , it generates 
(𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗

addr, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗
addr). 

-𝒪𝒪H: on input of the hash function, it outputs corresponding 
hash value. 

- 𝒪𝒪REG(𝑗𝑗) : on the input of the identity 𝑗𝑗 , it runs 

Regℛ𝒞𝒞 �
𝑝𝑝𝑝𝑝, 𝑠𝑠𝑘𝑘ℛ𝒞𝒞, 𝐴𝐴,
𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗

∗ ,𝜋𝜋𝑗𝑗tok
� to output token 𝐴𝐴𝑘𝑘𝑗𝑗. 

-𝒪𝒪ISS(𝑝𝑝𝑝𝑝,𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑗𝑗): on the input of an identity 𝑗𝑗, and a set of 
attributes {𝔞𝔞𝑖𝑖}𝑖𝑖=1𝑛𝑛 , if 𝑗𝑗 ∉ 𝐿𝐿𝐻𝐻, this oracle outputs ⊥. Otherwise, it 
generates 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐𝑗𝑗 and �𝔞𝔞𝑘𝑘,𝑖𝑖� and stores then in 𝑇𝑇𝑐𝑐𝐴𝐴𝑒𝑒𝑑𝑑. 

-𝒪𝒪AUTH(𝑗𝑗, �𝔞𝔞𝑘𝑘,𝑖𝑖�,𝛤𝛤): on input an identity 𝑗𝑗, the attribute set 
�𝔞𝔞𝑘𝑘,𝑖𝑖� and access policy 𝛤𝛤, if 𝑗𝑗 ∉ 𝐿𝐿𝐻𝐻 , outputs ⊥. Otherwise, it 
outputs (𝜋𝜋𝑗𝑗auth, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑗𝑗). 

-𝒪𝒪ACC(𝑗𝑗,𝜋𝜋𝑗𝑗auth): on input an identity 𝑗𝑗 and its proof 𝜋𝜋𝑗𝑗auth 
outputs 𝐴𝐴𝑘𝑘𝑗𝑗acc∗ if 𝑗𝑗 ∈ 𝐿𝐿𝐻𝐻 and ⊥ otherwise. 

-𝒪𝒪VER(𝐴𝐴𝑥𝑥, 𝑗𝑗): on input the identity 𝑗𝑗 and the transaction 𝐴𝐴𝑥𝑥, if 
𝑗𝑗 ∈ 𝐿𝐿𝐶𝐶 , it returns ⊥. Otherwise, it outputs the wallet address 
𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗

addr. 
Definition 7 (Authentication anonymity): The authentica-

tion scheme is anonymous if Advano = |Pr�EXP𝒜𝒜ano−1�1λ� =
1� − Pr[EXP𝒜𝒜ano−0(1λ) = 1]| is negligible for any polynomial-
time adversary 𝒜𝒜. 

The EXP𝒜𝒜ano−b  experiment of authentication anonymity is 
defined as follows: 

EXP𝒜𝒜ano−b(1λ): 
𝑝𝑝𝑝𝑝 ← Setup�1𝜆𝜆� 
(𝑝𝑝𝑘𝑘ℛ𝒞𝒞 , 𝑠𝑠𝑘𝑘ℛ𝒞𝒞,𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝐶𝐶 ,𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝐶𝐶) ← GenKℛ𝒞𝒞(𝑝𝑝𝑝𝑝) 
𝑏𝑏 ← 𝒜𝒜𝒪𝒪𝐸𝐸𝐸𝐸,𝒪𝒪𝐿𝐿𝐶𝐶,𝒪𝒪𝐶𝐶𝐻𝐻,𝒪𝒪𝑅𝑅𝐸𝐸𝑅𝑅,𝒪𝒪𝐴𝐴𝐶𝐶𝐶𝐶(𝑝𝑝𝑝𝑝,𝑝𝑝𝑘𝑘ℛ𝒞𝒞 ,𝑠𝑠𝑘𝑘ℛ𝒞𝒞,𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝐶𝐶 ,𝑝𝑝𝑘𝑘ℐ𝑠𝑠𝑠𝑠𝑘𝑘 , 𝑠𝑠𝑘𝑘ℐ𝑠𝑠𝑠𝑠𝑘𝑘) 
return 𝑏𝑏 

Definition 8 (Unforgeability of credential): The credential 
scheme is unforgeable if Advuf = |Pr�EXP𝒜𝒜uf�1λ� = 1�| is neg-
ligible for any polynomial-time adversary 𝒜𝒜. 

The EXP𝒜𝒜uf experiment of unforgeability is defined as fol-
lows: 

EXP𝒜𝒜uf(1λ): 
𝑝𝑝𝑝𝑝 ← Setup�1λ� 
(𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘, 𝑠𝑠𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘) ← GenKℐ𝓈𝓈𝓈𝓈(𝑝𝑝𝑝𝑝) 
𝜎𝜎�𝑢𝑢

(𝑁𝑁ℐ) ← 𝒜𝒜𝒪𝒪ISS(𝑝𝑝𝑝𝑝, 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢 , 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢 , �𝔞𝔞𝑘𝑘,𝑖𝑖�,𝜎𝜎�𝑢𝑢
(𝑘𝑘),𝜋𝜋𝑢𝑢cred) 

If 1 ← Verifyℰ𝒱𝒱cred �𝑝𝑝𝑝𝑝, �𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘�𝑘𝑘∈[𝑁𝑁ℐ]
, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢 ,𝜎𝜎�𝑢𝑢

(𝑁𝑁ℐ)� 
return 1; Else return 0 

Definition 9 (Accountability) Our privacy-preserving au-
thentication scheme guarantees accountability if Advacc =
|Pr�EXP𝒜𝒜acc�1λ� = 1�|  is negligible for any polynomial-time 
adversary 𝒜𝒜. 

The EXP𝒜𝒜acc experiment of the accountability is defined as 
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follows: 
EXP𝒜𝒜acc(1λ): 
𝑝𝑝𝑝𝑝 ← Setup�1λ� 
(𝑝𝑝𝑘𝑘ℛ𝒞𝒞 ,𝑠𝑠𝑘𝑘ℛ𝒞𝒞,𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝐶𝐶 ,𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝐶𝐶) ← GenKℛ𝒞𝒞(𝑝𝑝𝑝𝑝) 
(𝜋𝜋𝑗𝑗auth, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑗𝑗) ← 𝒜𝒜𝒪𝒪𝐿𝐿𝐻𝐻 ,𝒪𝒪𝐿𝐿𝐶𝐶,𝒪𝒪𝐴𝐴𝐶𝐶𝐶𝐶,𝒪𝒪𝑅𝑅𝐸𝐸𝑅𝑅,𝒪𝒪𝐼𝐼𝐼𝐼𝐼𝐼(𝑝𝑝𝑝𝑝, 𝑝𝑝𝑘𝑘ℛ𝒞𝒞,𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞,𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝐶𝐶) 

If 1 ← Verify𝒞𝒞𝒞𝒞auth �𝑝𝑝𝑝𝑝, 𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑗𝑗 ,𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘 ,𝜋𝜋𝑗𝑗auth, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑗𝑗 , {𝔞𝔞𝑖𝑖}𝑖𝑖∈𝐼𝐼𝛤𝛤
 � ∧ 𝐴𝐴𝑘𝑘𝑗𝑗acc ←

AccℛC(𝑝𝑝𝑝𝑝,𝜋𝜋𝑗𝑗auth,𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝐶𝐶) ∧ 𝐴𝐴𝑘𝑘𝑗𝑗acc ∈ dbReg 
return 1; Else return 0 
Definition 10 (Payment anonymity): Our scheme satisfies 

payment anonymity if Advpa = |Pr�EXP𝒜𝒜
pa−1�1λ� = 1� −

Pr[EXP𝒜𝒜
pa−0(1λ) = 1]| is negligible for any polynomial-time 

adversary 𝒜𝒜: 
The EXP𝒜𝒜

pa−b experiment of payment anonymity is defined 
as follows: 

EXPA
pa−b(1λ): 

𝑝𝑝𝑝𝑝 ← Setup(1λ) 
(𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞 , 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞) ← Σ. Setup�1λ� 
𝑏𝑏 ← 𝒜𝒜𝒪𝒪𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴,𝒪𝒪VER,𝒪𝒪CH(𝑝𝑝𝑝𝑝, 𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑗𝑗 , 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 ,𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞 , info𝑝𝑝𝑎𝑎𝑦𝑦) 
return 𝑏𝑏 

Definition 11 (Non-frameability): Our scheme satisfies non-
frameability if Advnf = |Pr[EXP𝒜𝒜nf(1λ) = 1] is negligible for 
any polynomial-time adversary 𝒜𝒜: 

The EXP𝒜𝒜nf experiment of non-frameability is defined as fol-
lows: 

EXP𝒜𝒜nf(1λ): 
𝑝𝑝𝑝𝑝 ← Setup�1λ� 
(𝑝𝑝𝑘𝑘ℛ𝒞𝒞 ,𝑠𝑠𝑘𝑘ℛ𝒞𝒞,𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝐶𝐶 ,𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝐶𝐶) ← GenKℛ𝒞𝒞(𝑝𝑝𝑝𝑝) 
(𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘, 𝑠𝑠𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘) ← GenKℐ𝓈𝓈𝓈𝓈(𝑝𝑝𝑝𝑝) 
(𝜋𝜋𝑗𝑗auth, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑗𝑗) ←
𝒜𝒜𝒪𝒪𝐸𝐸𝐸𝐸,𝒪𝒪𝐿𝐿𝐶𝐶,𝒪𝒪REG,𝒪𝒪ISS,𝒪𝒪AUTH(𝑝𝑝𝑝𝑝, 𝑝𝑝𝑘𝑘ℛ𝒞𝒞 , 𝑠𝑠𝑘𝑘ℛ𝒞𝒞,𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝐶𝐶 ,𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝐶𝐶) 

If 1 ← Verify𝒞𝒞𝒞𝒞auth �
𝑝𝑝𝑝𝑝, 𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑗𝑗 , 𝑝𝑝𝑘𝑘ℐ𝓈𝓈𝓈𝓈𝑘𝑘,

𝜋𝜋𝑗𝑗auth, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑗𝑗 , {𝔞𝔞𝑖𝑖}𝑖𝑖∈𝐼𝐼𝛤𝛤
 � 

return 1; Else return 0 
Definition 12 (Payment binding): Our scheme offers pay-

ment binding if Advbind = |Pr[EXP𝒜𝒜bind(1λ) = 1] is negligible 
for any polynomial-time adversary 𝒜𝒜: 

The EXP𝒜𝒜bind experiment of payment binding is defined as 
follows: 

EXP𝒜𝒜bind(1λ): 
𝑝𝑝𝑝𝑝 ← Setup�1λ� 
(𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 , 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞) ← GenK𝒞𝒞𝒞𝒞𝒞𝒞(𝑝𝑝𝑝𝑝) 
𝐴𝐴𝑥𝑥 ← 𝒜𝒜𝒪𝒪𝐿𝐿𝐻𝐻 ,𝑂𝑂𝐿𝐿𝐶𝐶,𝒪𝒪GEN,𝒪𝒪TX,,𝒪𝒪AUTH(𝑝𝑝𝑝𝑝, 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞,𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞 , info𝑝𝑝𝑎𝑎𝑦𝑦) 
If 1 ← Verify𝒞𝒞𝒞𝒞𝒞𝒞

tx (𝑝𝑝𝑝𝑝, 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞, 𝐴𝐴𝑥𝑥) 
return 1; Else return 0. 

B.  Security Proof 
Theorem 1. Under the XDH assumption, the PAP scheme is 

anonymous in authentication phase. More specifically, if there 
is a PPT adversary 𝒜𝒜  that succeeds with a non-negligible 
probability to break the authentication anonymity(Definition 
7), then there is a polynomial-time algorithm 𝒞𝒞 that solves the 
XDH problem with a non-negligible probability. 

Lemma 1.1 Under the XDH assumption, no PPT adversary 
𝒜𝒜 can break authentication anonymity without linkability with 
a non-negligible probability. 

Proof. Suppose 𝒜𝒜 can break the authentication anonymity 
of our scheme with non-negligible probability. We can build a 
polynomial-time simulator 𝒞𝒞  that break XDH assumption as 

below. 𝒞𝒞  is given a tuple (𝑢𝑢,𝑣𝑣 ≔ 𝑢𝑢𝑎𝑎 ,𝑤𝑤 ≔ 𝑢𝑢𝑏𝑏, 𝑧𝑧), where 𝑢𝑢 ∈
𝔾𝔾1, 𝑎𝑎,𝑏𝑏 ∈ ℤ𝑝𝑝, and either 𝑧𝑧 = 𝑢𝑢𝑎𝑎𝑏𝑏 or 𝑧𝑧 is a randomness in 𝔾𝔾1. 
𝒞𝒞 decides which 𝑧𝑧 was given by interacting 𝒜𝒜. 

Setup. 𝒞𝒞  generates the public system parameter 𝑝𝑝𝑝𝑝 ≔
(𝔾𝔾1,𝔾𝔾2,𝑔𝑔1,𝑔𝑔1̇,𝑔𝑔1̈,𝑔𝑔2, 𝑒𝑒, H1, H2, H3) as usual. In PAP, ℛ𝒞𝒞 can 
be viewed as two entities: an issuer of tokens and accountability 
authority, where issuing key pair is (𝑝𝑝𝑘𝑘ℛ𝒞𝒞, 𝑠𝑠𝑘𝑘ℛ𝒞𝒞) and account-
ability key pair is (𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞 ≔ 𝑎𝑎, 𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞 ≔ 𝑢𝑢𝑎𝑎). 𝒜𝒜 can corrupt 
entities other than accountability authority to obtain the key 
pair. Subsequently, 𝒞𝒞 answers the oracle queries as follows: 

-𝒪𝒪H: 𝒞𝒞 can response to the hash queries for H1,H2,H3 as fol-
lows: 

1) H1: only need to ensure its collision resistance. 
2) H2: only need to ensure its collision resistance. 
3) H3: if the input has not been queried before, return 𝕔𝕔 ←

ℤ𝑝𝑝, otherwise return the previously queried result. 
-𝒪𝒪REG: 𝒜𝒜 requests to register an identity 𝑗𝑗. If 𝑗𝑗 ∉ 𝐿𝐿𝐻𝐻, 𝒞𝒞 sets 

𝐿𝐿𝐻𝐻 ← 𝐿𝐿𝐻𝐻 ∪ {𝑗𝑗}, and then generates its key pair (𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗 , 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗) 
and 𝒞𝒞  receives token 𝐴𝐴𝑘𝑘𝑗𝑗′  from 𝒜𝒜 . If 𝑗𝑗 ∈ 𝐿𝐿𝐻𝐻 , 𝒞𝒞  interacts with 
𝒜𝒜 to obtain 𝐴𝐴𝑘𝑘𝑗𝑗. 

-𝒪𝒪𝐸𝐸𝑉𝑉: on the input of an identity 𝑗𝑗, it returns (𝐴𝐴𝑘𝑘𝑗𝑗, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗) and 
add it to 𝑇𝑇𝐴𝐴𝑘𝑘. 

-𝒪𝒪𝐿𝐿𝐶𝐶: on the input of an identity 𝑗𝑗 and the public key 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗
∗ , 

if 𝑗𝑗 ∉ 𝐿𝐿𝐻𝐻 ∪ 𝐿𝐿𝐶𝐶 , it sets 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗
∗ ≔ 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗  and add 𝑗𝑗 to 𝐿𝐿𝐶𝐶 , other-

wise returns ⊥. 
-𝒪𝒪ACC: on the input of the authentication information 𝜋𝜋auth =

�𝜑𝜑1,𝜑𝜑2,𝜑𝜑3,𝑤𝑤𝑧𝑧 ,𝑤𝑤𝑒𝑒,𝑤𝑤𝜂𝜂,𝑤𝑤𝑛𝑛 ,𝑤𝑤𝑜𝑜 ,𝑤𝑤𝛽𝛽, 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ ,𝐸𝐸� . If 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗 ∈ 𝑇𝑇𝐴𝐴𝑘𝑘 , 
𝒞𝒞 can compute 𝑠𝑠𝑧𝑧 ≔ 𝑤𝑤𝑧𝑧 − 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ ⋅ 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗 , 𝐷𝐷1′∗ ≔

𝑒𝑒(𝜑𝜑1,𝑔𝑔2)−𝑤𝑤𝜂𝜂𝑒𝑒(𝑔𝑔1̈,𝑔𝑔2)𝑤𝑤𝑛𝑛𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ⋅𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗𝑒𝑒(𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞,𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1)𝑤𝑤𝑜𝑜 

𝑒𝑒(𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞,𝑔𝑔2)𝑤𝑤𝛽𝛽𝑒𝑒(𝑔𝑔1,𝑔𝑔2)𝑠𝑠𝑧𝑧(𝑒𝑒�𝜑𝜑1,𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1�
𝑒𝑒(𝑔𝑔1,̇ 𝑔𝑔2)

)−𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ , and then set 

H3(𝜑𝜑1 ∥ 𝜑𝜑2 ∥ 𝜑𝜑3 ∥ 𝐷𝐷1′∗ ∥ 𝐷𝐷2′ ∥ 𝐷𝐷3′ ∥ 𝐸𝐸 ∥ 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑗𝑗) ≔ 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ∗ , if 
𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ∗ = 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ  𝒞𝒞 can output the corresponding 𝐴𝐴𝑘𝑘𝑗𝑗acc∗  by 
searching 𝑇𝑇𝐴𝐴𝑘𝑘, and stores (𝑗𝑗, 𝐴𝐴𝑘𝑘𝑗𝑗acc∗) in 𝑇𝑇𝐴𝐴𝑢𝑢𝐴𝐴ℎ, otherwise, return 
⊥. 

-𝒪𝒪CH: on input of the identity 𝑗𝑗𝑏𝑏∗ ,𝑏𝑏∗ ∈ {0,1}, if 𝑗𝑗𝑏𝑏∗ ∈ 𝐿𝐿𝐻𝐻, 𝒞𝒞 
takes out a 𝐴𝐴𝑘𝑘𝑗𝑗𝑏𝑏∗

∗  from 𝑇𝑇𝐴𝐴𝑘𝑘 and simulates 𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝒞𝒞 ≔ 𝑎𝑎,𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝒞𝒞 ≔

𝑣𝑣, 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠
(1) ≔ 𝑏𝑏, 𝑎𝑎𝑝𝑝𝑘𝑘ℛ𝐶𝐶

𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(1)

≔ 𝑧𝑧, (𝑔𝑔1,𝜑𝜑1,𝜑𝜑3) ≔ �𝑢𝑢, 𝐴𝐴𝑘𝑘𝑗𝑗acc∗ · 𝑧𝑧,𝑤𝑤� . 
Next, it chooses 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠

(1)∗, 𝐴𝐴𝑣𝑣∗,𝑤𝑤𝑧𝑧∗,𝑤𝑤𝑒𝑒∗,𝑤𝑤𝜂𝜂∗,𝑤𝑤𝑛𝑛∗ ,𝑤𝑤𝑜𝑜∗,𝑤𝑤𝛽𝛽∗ ,𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ∗ ← ℤ𝑝𝑝 , 
if 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ∗  has been queried before, aborts, otherwise it computes 
(𝜑𝜑1∗ ≔ 𝜑𝜑1,𝜑𝜑2∗ ,𝜑𝜑3∗ ≔ 𝜑𝜑3,𝐷𝐷1′∗,𝐷𝐷2′∗,𝐷𝐷3′∗,𝐸𝐸∗, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑗𝑗

∗) as usual, sets 
H3�𝜑𝜑1∗ ∥ 𝜑𝜑2∗ ∥ 𝜑𝜑3∗ ∥ 𝐷𝐷1′∗ ∥ 𝐷𝐷2′∗ ∥ 𝐷𝐷3′∗ ∥ 𝐸𝐸∗ ∥ 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑗𝑗

∗� ≔ 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ∗ , 
and finally outputs 𝜋𝜋𝑗𝑗𝑏𝑏∗

auth∗ and add it to the table 𝑇𝑇𝐴𝐴𝑢𝑢𝐴𝐴ℎ. 
𝑂𝑂𝑢𝑢𝐴𝐴𝑝𝑝𝑢𝑢𝐴𝐴. 𝒜𝒜 outputs 𝑏𝑏′ ∈ {0,1}. Let 𝜇𝜇 be the probability that 

𝒜𝒜  can succeed in breaking the anonymity in authentication 
phase. If 𝑧𝑧 = 𝑢𝑢𝑎𝑎𝑏𝑏 , then 𝑙𝑙𝑙𝑙𝑔𝑔𝑢𝑢𝑣𝑣 = 𝑙𝑙𝑙𝑙𝑔𝑔𝑤𝑤𝑧𝑧 , and Pr(𝑏𝑏′ = 𝑏𝑏∗) > 1

2
+

𝜇𝜇. If 𝑧𝑧 is random, Pr(𝑏𝑏′ = 𝑏𝑏∗) = 1
2
. Hence, if 𝒜𝒜  can win the 

game with a non-negligible probability, then 𝒞𝒞 can solve the 
XDH problem with at least 𝜇𝜇

2
 probability. 

Lemma 1.2 Under the XDH assumption, no PPT adversary 
𝒜𝒜 can break authentication anonymity in the case of linkability 

javascript:;
javascript:;
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required with a non-negligible probability. 
Proof. Suppose 𝒜𝒜 can break the authentication anonymity 

of our scheme with non-negligible probability. We can build a 
polynomial-time simulator 𝒞𝒞  that break XDH assumption as 
below. 𝒞𝒞  is given a tuple (𝑢𝑢,𝑣𝑣 ≔ 𝑢𝑢𝑎𝑎 ,𝑤𝑤 ≔ 𝑢𝑢𝑏𝑏, 𝑧𝑧), where 𝑢𝑢 ∈
𝔾𝔾1, 𝑎𝑎,𝑏𝑏 ∈ ℤ𝑝𝑝, and either 𝑧𝑧 = 𝑢𝑢𝑎𝑎𝑏𝑏 or 𝑧𝑧 is a randomness in 𝔾𝔾1. 
𝒞𝒞 decides which 𝑧𝑧 was given by interacting 𝒜𝒜. 

Setup. 𝒞𝒞  generates the public system parameter 𝑝𝑝𝑝𝑝 ≔
(𝔾𝔾1,𝔾𝔾2,𝑔𝑔1,𝑔𝑔1̇,𝑔𝑔1̈,𝑔𝑔2, 𝑒𝑒, H1, H2, H3) as usual and creates a spe-
cial user 𝑗𝑗′ where its secret key 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗′ ≔ log𝑢𝑢 𝑣𝑣 , however 𝒞𝒞 
does not know the secret key. 𝒞𝒞 creates rest of the users by run-
ning the Regℛ𝒞𝒞 with 𝒜𝒜. 

-𝒪𝒪H: 𝒞𝒞 can response to the hash queries for H1,H2,H3 as fol-
lows: 

1) H1: let 𝑞𝑞ℎ be the expected number of unique H1 queries. 
𝒞𝒞 chooses a random 𝑗𝑗 ∈ [1,𝑞𝑞ℎ]. If the input has been queried 
before, it returns the previously queried result. Otherwise, if the 
input is the j-th unique query on H1, 𝒞𝒞 chooses a random 𝐴𝐴 ←
ℤ𝑝𝑝 and returns 𝑤𝑤𝐴𝐴. For the rest of the queries, 𝒞𝒞 chooses a ran-
dom 𝐴𝐴 ← ℤ𝑝𝑝  and returns 𝑢𝑢𝐴𝐴 . Let 𝑏𝑏𝑠𝑠𝑛𝑛∗  denote the j-th unique 
query. 

2) H2: only need to ensure its collision resistance. 
3) H3: if the input has not been queried before, return 𝕔𝕔 ←

ℤ𝑝𝑝, otherwise return the previously queried result. 
-𝒪𝒪REG: 𝒜𝒜 requests to register an identity 𝑗𝑗, and 𝒞𝒞 responses 

𝑗𝑗′ ∈ [1,𝑞𝑞], 𝑞𝑞 is the number of register requests from 𝒜𝒜. If 𝑗𝑗 =
𝑗𝑗′ , 𝒞𝒞  sets 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗′ ≔ 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗

∗  and randomly chooses 𝑐𝑐∗, 𝑠𝑠𝒶𝒶∗ ← ℤp 

to compute 𝐴𝐴∗ ≔ 𝑔𝑔1
𝑠𝑠𝒶𝒶∗𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑗𝑗′

−𝑐𝑐∗ . Then, the oracle performs a patch-

ing operation by setting H3(𝑝𝑝𝑘𝑘ℛ𝐶𝐶 ∥ 𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑗𝑗 ∥ 𝐴𝐴
∗) ≔ 𝑐𝑐∗ . If 𝑐𝑐∗ 

has been queried before, aborts. Otherwise, 𝒞𝒞  receives token 
𝐴𝐴𝑘𝑘𝑗𝑗′  from 𝒜𝒜 . If 𝑗𝑗 ≠ 𝑗𝑗′ , 𝒞𝒞  chooses 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗 ← ℤ𝑝𝑝 , computes 

𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑗𝑗 ≔ 𝑔𝑔1
𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗 . If 𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑗𝑗 = 𝑣𝑣 , aborts, otherwise, 𝒞𝒞  runs the 

rest of protocol as the honest ℰ𝒱𝒱  with 𝒜𝒜  as the ℛ𝒞𝒞 , and re-
ceives the token. 

-𝒪𝒪AUTH: on the input of identity 𝑗𝑗, if 𝑗𝑗 ≠ 𝑗𝑗', 𝒞𝒞 is then able to 
execute the Authℰ𝒱𝒱(·)in the authentication process. Otherwise, 
𝒞𝒞 performs as below: 

1) If 𝑏𝑏𝑠𝑠𝑛𝑛 =⊥, 𝒞𝒞 chooses a random 𝐴𝐴 ← ℤ𝑝𝑝, and sets 𝐵𝐵 ≔ 𝑢𝑢𝐴𝐴 
and 𝜑𝜑4 ≔ 𝑣𝑣𝐴𝐴 . 

2) If 𝑏𝑏𝑠𝑠𝑛𝑛 = 𝑏𝑏𝑠𝑠𝑛𝑛∗, aborts. 
3) If 𝑏𝑏𝑠𝑠𝑛𝑛 ∉ {⊥, 𝑏𝑏𝑠𝑠𝑛𝑛∗}, 𝒞𝒞 searches the log of H1 queries and 

retrieves 𝐴𝐴 where H1(𝑏𝑏𝑠𝑠𝑛𝑛) = 𝑢𝑢𝐴𝐴. 𝒞𝒞 sets 𝐵𝐵 ≔ 𝑢𝑢𝐴𝐴 and computes 
𝜑𝜑4 ≔ 𝑣𝑣𝐴𝐴 . 

Next, 𝒞𝒞  takes out a 𝐴𝐴𝑘𝑘𝑗𝑗′  and 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐𝑗𝑗′  from 𝑇𝑇𝐴𝐴𝑘𝑘  and chooses 
𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠

(1)∗, 𝐴𝐴𝑣𝑣∗,𝑤𝑤𝑧𝑧∗,𝑤𝑤𝑒𝑒∗,𝑤𝑤𝜂𝜂∗,𝑤𝑤𝑛𝑛∗ ,𝑤𝑤𝑜𝑜∗,𝑤𝑤𝛽𝛽∗ ,𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ∗ ← ℤ𝑝𝑝  to compute 
𝜑𝜑1∗ ,𝜑𝜑2∗ ,𝜑𝜑3∗ ,𝜑𝜑4∗,𝜑𝜑5∗ ,𝜎𝜎�𝑘𝑘,1

∗ ,𝜎𝜎�𝑘𝑘,2
∗ ,𝜎𝜎1′∗,𝜎𝜎2′∗,𝜎𝜎�1∗,𝐸𝐸∗,𝐷𝐷1′∗,𝐷𝐷2′∗,𝐷𝐷3′∗  as 

usual. And it patches the hash by setting H3�𝜑𝜑1∗ ∥ 𝜑𝜑2∗ ∥ 𝜑𝜑3∗ ∥
𝜑𝜑4∗ ∥ 𝜑𝜑5∗ ∥ 𝐷𝐷1′∗ ∥ 𝐷𝐷2′∗ ∥ 𝐷𝐷3′∗ ∥ 𝐸𝐸∗ ∥ 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑗𝑗

∗� ≔ 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ∗ . If it fails, 𝒞𝒞 
aborts; otherwise, 𝒞𝒞 outputs 𝜋𝜋auth∗ ≔ (𝜑𝜑1∗,𝜑𝜑2∗ ,𝜑𝜑3∗ ,𝜑𝜑4∗,𝜑𝜑5∗ ,𝑤𝑤𝑧𝑧∗, 
𝑤𝑤𝑒𝑒∗,𝑤𝑤𝜂𝜂∗,𝑤𝑤𝑛𝑛∗ ,𝑤𝑤𝑜𝑜∗,𝑤𝑤𝛽𝛽∗ , 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ∗ ,𝐸𝐸∗). 

-𝒪𝒪𝐸𝐸𝑉𝑉: on the input of an identity 𝑗𝑗, if 𝑗𝑗 ≠ 𝑗𝑗', it returns 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗; 
otherwise, aborts. 

-𝒪𝒪CH: on input of the identity 𝑗𝑗𝑏𝑏∗ ,𝑏𝑏∗ ∈ {0,1}. If 𝑗𝑗′ ∉ {𝑗𝑗0, 𝑗𝑗1} 
or 𝑏𝑏𝑠𝑠𝑛𝑛 ∉ {⊥, 𝑏𝑏𝑠𝑠𝑛𝑛∗} , aborts. Otherwise, 𝒞𝒞  picks 𝑗𝑗𝑏𝑏∗ = 𝑗𝑗′ , if 
𝑏𝑏𝑠𝑠𝑛𝑛 =⊥, 𝒞𝒞  chooses a random 𝐴𝐴 ← ℤ𝑝𝑝 , and sets 𝐵𝐵 ≔ 𝑤𝑤𝐴𝐴  and 
𝜑𝜑4 ≔ 𝑧𝑧𝐴𝐴. If 𝑏𝑏𝑠𝑠𝑛𝑛 = 𝑏𝑏𝑠𝑠𝑛𝑛∗, 𝒞𝒞 searches the log of H1 queries and 
retrieves 𝐴𝐴  where H1(𝑏𝑏𝑠𝑠𝑛𝑛) = 𝑤𝑤𝐴𝐴 . 𝒞𝒞  sets 𝐵𝐵 ≔ 𝑤𝑤𝐴𝐴  and com-
putes 𝜑𝜑4 ≔ 𝑧𝑧𝐴𝐴 . And then 𝒞𝒞  performs the rest protocol as 
𝒪𝒪AUTH. 
𝑂𝑂𝑢𝑢𝐴𝐴𝑝𝑝𝑢𝑢𝐴𝐴. 𝒜𝒜 outputs 𝑏𝑏′ ∈ {0,1}. Let 𝜇𝜇 be the probability that 

𝒜𝒜  can succeed in breaking the anonymity in authentication 
phase and the probability that 𝒞𝒞 does not abort is 1/(𝑞𝑞ℎ · 𝑞𝑞). If 
𝑧𝑧 = 𝑢𝑢𝑎𝑎𝑏𝑏 , then 𝑙𝑙𝑙𝑙𝑔𝑔𝑢𝑢𝑣𝑣 = 𝑙𝑙𝑙𝑙𝑔𝑔𝑤𝑤𝑧𝑧 , and Pr(𝑏𝑏′ = 𝑏𝑏∗) > 1

2
+ 𝜇𝜇. If 𝑧𝑧 is 

random, Pr(𝑏𝑏′ = 𝑏𝑏∗) = 1
2
. Hence, if 𝒜𝒜 can win the game with 

a non-negligible probability, then 𝒞𝒞 can solve the XDH prob-
lem with at least 𝜇𝜇

2
 probability. 

Theorem 2. Under the PS assumption, the PAP scheme has 
unforgeability of the credentials. More specifically, if there is a 
PPT adversary 𝒜𝒜 that succeeds with a non-negligible proba-
bility to break the unforgeability(Definition 8), then there is a 
polynomial-time algorithm 𝒞𝒞  that breaks the PS assumption 
with a non-negligible probability. 

Proof. Suppose 𝒜𝒜 can break the unforgeability game of our 
scheme with non-negligible probability. We can build a poly-
nomial-time simulator 𝒞𝒞  that break PS assumption as below. 
Let 𝑎𝑎 ∈ 𝔾𝔾1 and the tuple (𝑎𝑎, 𝑎𝑎𝑥𝑥+𝑚𝑚𝑦𝑦) be a PS assumption for 
(𝑔𝑔2𝑥𝑥 ,𝑔𝑔2

𝑦𝑦), where 𝑔𝑔2 is the generator of 𝔾𝔾2. 
Setup. 𝒞𝒞  initializes an empty keylist 𝒦𝒦 , which stores the 

public key of issuers and generates the public parameter 𝑝𝑝𝑝𝑝 =
(𝔾𝔾1,𝔾𝔾2,𝑔𝑔1,𝑔𝑔1̇,𝑔𝑔1̈,𝑔𝑔2, 𝑒𝑒, 𝑝𝑝, H1, H2, H3). 𝒜𝒜  may request to add 
𝑝𝑝𝑘𝑘𝑘𝑘  that contains 𝑞𝑞  elements to 𝒦𝒦 . Note that whenever 
𝒜𝒜 wishes to add an issuer’s public key 𝑝𝑝𝑘𝑘𝑘𝑘 to 𝒦𝒦, it must prove 
knowledge of the corresponding secret key. 

- 𝒪𝒪ISS: 𝒜𝒜 requests to add a signature for attribute-set {𝔞𝔞𝑖𝑖} 
under 𝑝𝑝𝑘𝑘∗  to the aggregate signature 𝜎𝜎�∗  for attribute-set: 

��𝔞𝔞1,𝑖𝑖,𝓆𝓆�𝑖𝑖∈[𝑞𝑞]
, �𝔞𝔞2,𝑖𝑖,𝓆𝓆�𝑖𝑖∈[𝑞𝑞]

… … , �𝔞𝔞𝑛𝑛𝓆𝓆 ,𝑖𝑖,𝓆𝓆�
𝑖𝑖∈[𝑞𝑞]

� under public keys 

�𝑝𝑝𝑘𝑘1,𝓆𝓆 , … … , 𝑝𝑝𝑘𝑘𝑁𝑁ℐ∗,𝓆𝓆�, 𝒞𝒞 verifies 𝜎𝜎�∗ and requests a signature on 
the attribute-set {𝔞𝔞𝑖𝑖}, which outputs (𝜎𝜎�1,𝜎𝜎�2). All public keys 
were previously certified, so 𝒞𝒞 knows the corresponding secret 
keys. Thus, 𝒞𝒞  chooses 𝐴𝐴 ← ℤ𝑝𝑝 , and returns 𝜎𝜎�𝓆𝓆+1 ←
Issueℐ𝓈𝓈𝓈𝓈�𝑝𝑝𝑝𝑝,𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢, 𝑠𝑠𝑘𝑘∗, {𝔞𝔞𝑖𝑖},𝜎𝜎�𝓆𝓆 ,𝜋𝜋𝑢𝑢cred� , which is valid on 

��𝔞𝔞1,𝑖𝑖,𝓆𝓆�𝑖𝑖∈[𝑞𝑞]
, �𝔞𝔞2,𝑖𝑖,𝓆𝓆�𝑖𝑖∈[𝑞𝑞]

… … , �𝔞𝔞𝑛𝑛𝓆𝓆 ,𝑖𝑖,𝓆𝓆�
𝑖𝑖∈[𝑞𝑞]

, {𝔞𝔞𝑖𝑖}𝑖𝑖∈[𝑞𝑞]�  under 

(𝑝𝑝𝑘𝑘1,𝓆𝓆 , … … , 𝑝𝑝𝑘𝑘𝑛𝑛𝓆𝓆,𝓆𝓆 ,𝑝𝑝𝑘𝑘∗). 
Finally, 𝒜𝒜  breaks the unforgeability of credentials that 

means it generates an aggregate signature 𝜎𝜎�∗  on 
(�𝔞𝔞𝑖𝑖,1∗ �𝑖𝑖∈[𝑞𝑞]

, �𝔞𝔞𝑖𝑖,2∗ �𝑖𝑖∈[𝑞𝑞]
… … , �𝔞𝔞𝑖𝑖,𝑁𝑁ℐ∗

∗ �
𝑖𝑖∈[𝑞𝑞]

)  under public keys 

(𝑝𝑝𝑘𝑘1, … … , 𝑝𝑝𝑘𝑘𝑁𝑁ℐ∗). The adversary succeed if the aggregate sig-
nature 𝜎𝜎�∗ passes Verifyℰ𝒱𝒱cred, and there exist a value 𝑘𝑘∗ ∈ [𝑁𝑁ℐ∗], 
such that 𝑝𝑝𝑘𝑘𝑘𝑘∗ = 𝑝𝑝𝑘𝑘∗  and set �𝔞𝔞𝑘𝑘∗,𝑖𝑖

∗ �
𝑖𝑖∈[𝑞𝑞]

 was not previously 

submitted to 𝒪𝒪Iss for aggregation by using 𝑝𝑝𝑘𝑘∗. And all other 
public keys must be added in 𝒦𝒦 , which means that 𝑝𝑝𝑘𝑘𝑘𝑘 ∈
𝒦𝒦,∀𝑘𝑘 ≠ 𝑘𝑘∗. 

javascript:;
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The above simulated signature and actual aggregated signa-
tures both have the form (𝜏𝜏, 𝜏𝜏′), 𝒞𝒞 simulates perfectly, where 
𝜏𝜏 ∈ 𝔾𝔾1 is a uniform element and 𝜏𝜏′ ∈ 𝔾𝔾1 is the unique element 
satisfying: 𝑒𝑒(𝜏𝜏,∏ 𝑋𝑋𝑘𝑘 · (𝑝𝑝𝑘𝑘𝑘𝑘,0,𝓆𝓆)𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢𝑘𝑘∈[𝑁𝑁ℐ] · (𝑝𝑝𝑘𝑘0∗)𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑢𝑢 ·
∏ ∏ (𝑝𝑝𝑘𝑘𝑘𝑘,𝑖𝑖,𝓆𝓆)𝔞𝔞𝑘𝑘,𝑖𝑖,𝓆𝓆𝑖𝑖∈[𝑞𝑞]𝑘𝑘∈[𝑁𝑁ℐ] · ∏ (𝑝𝑝𝑘𝑘𝑖𝑖∗)𝔞𝔞𝑖𝑖)𝑖𝑖∈[𝑞𝑞] = 𝑒𝑒(𝜏𝜏′,𝑔𝑔2), which 
has the same distribution as the actual one. According to the 
assumption, 𝒜𝒜  can output a forged aggregate signature 𝜎𝜎�∗ =
(𝜎𝜎�1∗,𝜎𝜎�2∗) on (�𝔞𝔞𝑖𝑖,1∗ �𝑖𝑖∈[𝑞𝑞]

, �𝔞𝔞𝑖𝑖,2∗ �𝑖𝑖∈[𝑞𝑞]
… … , �𝔞𝔞𝑖𝑖,𝑄𝑄∗ �

𝑖𝑖∈[𝑞𝑞]
) under public 

keys (𝑝𝑝𝑘𝑘1, … … ,𝑝𝑝𝑘𝑘𝑁𝑁ℐ∗). And 𝒞𝒞 can extract all corresponding se-
cret keys and compute 𝜎𝜎�2∗̇ ← 𝜎𝜎�2∗ ·
∏ ∏ (𝜎𝜎�1∗)−(𝑥𝑥𝑘𝑘+𝑦𝑦𝑘𝑘,𝑖𝑖𝔞𝔞𝑘𝑘,𝑖𝑖

∗ ) · 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
−𝑦𝑦𝑘𝑘,0

𝑖𝑖∈[𝑞𝑞]𝑘𝑘≠𝑘𝑘∗  and finally outputs a PS 
signature (𝜎𝜎�1∗,𝜎𝜎�2∗̇) for �𝔞𝔞𝑘𝑘∗,𝑖𝑖

∗ �
𝑖𝑖∈[𝑞𝑞]

 under the challenge key 𝑝𝑝𝑘𝑘∗. 
According to the above, an adversary that can forge a valid 

credential can forge a PS signature, and further break PS as-
sumption[30]. Thus, PAP has unforgeability of the credentials, 
if PS assumption holds. 

Theorem 3. Under the q-SDH and q-MSDH-1 assumptions, 
the PAP scheme supports accountability(Definition 9) and un-
forgeability of revocation tokens. More specifically, if there is 
a PPT adversary 𝒜𝒜 that succeeds with a non-negligible proba-
bility to break the accountability game or unforgeability game, 
then there is a polynomial-time algorithm 𝒞𝒞 that solves the q-
SDH problem or q-MSDH-1 problem with a non-negligible 
probability. 

Lemma 3.1 Under the q-SDH assumption, no PPT adversary 
𝒜𝒜 can break accountability with a non-negligible probability. 

Proof. Given (𝔾𝔾1,𝔾𝔾2,𝑔𝑔1,𝑔𝑔1̇,𝑔𝑔1̈,𝑔𝑔2, 𝑒𝑒, H1, H2, H3) and (𝑞𝑞 −

1) SDH tuple {(𝑆𝑆𝑗𝑗 ,𝜂𝜂𝑗𝑗)}𝑗𝑗=1
𝑞𝑞−1 as input, where 𝑆𝑆𝑗𝑗 ≔ 𝑔𝑔

1
𝜉𝜉1+𝜂𝜂𝑗𝑗 , 𝑔𝑔 ≔

𝑔𝑔1̇𝑔𝑔1̈𝑛𝑛, one more (𝑆𝑆,𝜂𝜂) can be transformed into a solution to q-
SDH problem. We assume that if there exists a PPT adversary 
𝒜𝒜 that can break the accountability of our scheme, 𝒞𝒞 can solve 
the q-SDH problem in polynomial time. 

Setup. It sets that 𝑔𝑔 = 𝜑𝜑(𝑔𝑔2),𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1 ≔ 𝑔𝑔2
𝜉𝜉1  and 𝑆𝑆𝑗𝑗 ≔

𝑔𝑔
1

𝜉𝜉1+𝜂𝜂𝑗𝑗, while 𝜉𝜉1 is unknown to 𝒞𝒞. After that, 𝒞𝒞 selects 𝑎𝑎,𝑏𝑏, 𝜂𝜂

← ℤ𝑝𝑝 , and computes that 𝑔𝑔1 ≔ 𝜑𝜑(�𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1
1+𝑑𝑑⋅𝑛𝑛 ⋅ 𝑔𝑔2𝜂𝜂�

𝑏𝑏
𝑎𝑎 ⋅ 𝑔𝑔2

−1𝑎𝑎 ≔

𝑔𝑔
𝑏𝑏(𝜉𝜉1+𝜂𝜂)−1

𝑎𝑎 . Finally, 𝒞𝒞 sends (𝔾𝔾1,𝔾𝔾2,𝑔𝑔,𝑔𝑔1,𝑔𝑔2, 𝑒𝑒, 𝑝𝑝𝑘𝑘ℛ𝒞𝒞,1) to 𝒜𝒜. 
-𝒪𝒪𝐿𝐿𝐻𝐻: Upon the input of the identity 𝑗𝑗, if 𝑗𝑗 ≠ 𝑗𝑗′, 𝒞𝒞 proceeds 

as usual. Otherwise, it returns (𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗 ,𝜂𝜂𝑗𝑗). 
-𝒪𝒪𝐿𝐿𝐶𝐶: If 𝒞𝒞 receives a query on an honest 𝑗𝑗, 𝒞𝒞 returns 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗 in 

the case of 𝑗𝑗 ≠ 𝑗𝑗' and otherwise, aborts. 
-𝒪𝒪H: 𝒞𝒞 can response to the hash queries for H1,H2,H3 as fol-

lows: 
1) H1: only need to ensure its collision resistance. 
2) H2: only need to ensure its collision resistance. 
3) H3: if the input has not been queried before, return 𝕔𝕔 ←

ℤ𝑝𝑝, otherwise return the previously queried result. 
-𝒪𝒪REG: 𝒜𝒜 requests to register a new ℰ𝒱𝒱𝑗𝑗,and 𝒞𝒞 randomly re-

sponses 𝑗𝑗′ ∈ [1,𝑞𝑞]. If 𝒜𝒜  inputs 𝑗𝑗 , 𝒞𝒞  chooses 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗  and stores 

�𝑗𝑗, 𝑠𝑠𝑘𝑘ℰ𝑉𝑉𝑗𝑗 ,𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑗𝑗 ,𝜌𝜌𝑗𝑗� , and if 𝒜𝒜  inputs 𝑗𝑗  and 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗 , 𝒞𝒞  adds 

�𝑗𝑗, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗 ,𝜋𝜋𝑗𝑗
tok,𝜌𝜌𝑗𝑗� to 𝐿𝐿𝐶𝐶 and runs as usual. In the case of 𝑗𝑗 ≠ 𝑗𝑗′, 

𝒞𝒞 sets 𝐴𝐴�̇�𝑘𝑗𝑗acc∗ = 𝑔𝑔𝑏𝑏,𝜂𝜂∗ = 𝜂𝜂 and sends �𝜂𝜂∗, 𝐴𝐴�̇�𝑘𝑗𝑗acc∗� to 𝒜𝒜. Other-
wise, either 𝒞𝒞 chooses 𝑠𝑠𝑘𝑘ℰ𝑉𝑉𝑗𝑗 ← ℤ𝑝𝑝  or 𝒜𝒜 sends a 𝑠𝑠𝑘𝑘ℰ𝑉𝑉𝑗𝑗 , and 𝒞𝒞 

sets 𝐴𝐴�̇�𝑘𝑗𝑗acc∗ ≔ �𝑔𝑔 · 𝑔𝑔1
𝑠𝑠𝑘𝑘ℰ𝐸𝐸𝑗𝑗�

1
𝜉𝜉1+𝜂𝜂𝑗𝑗 ≔ 𝑆𝑆𝑗𝑗

1−
𝑜𝑜𝑘𝑘ℰ𝐸𝐸𝑗𝑗
𝑎𝑎 +

𝑜𝑜𝑘𝑘ℰ𝐸𝐸𝑗𝑗·𝑏𝑏(𝜂𝜂−𝜂𝜂𝑗𝑗)

𝑎𝑎 ∙

𝑔𝑔𝑠𝑠𝑘𝑘ℰ𝐸𝐸𝑗𝑗⋅𝑏𝑏/𝑎𝑎 . If 𝑠𝑠𝑘𝑘ℰ𝑉𝑉𝑗𝑗  is from 𝒜𝒜 ,  𝒞𝒞 adds 
(𝑗𝑗, 𝑠𝑠𝑘𝑘ℰ𝑉𝑉𝑗𝑗 ,𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑗𝑗 , 𝐴𝐴�̇�𝑘𝑗𝑗

acc∗,𝜌𝜌𝑗𝑗) to 𝐿𝐿𝐶𝐶. 
-𝒪𝒪ISS : 𝒞𝒞  simulates the ℐ𝓈𝓈𝓈𝓈  to execute Issueℛ𝒞𝒞(·)  protocol 

and can also act as any honest 𝑗𝑗′, if 𝑗𝑗′ ≠ 𝑗𝑗. Otherwise, it simu-
lates the proof of knowledge of 𝑠𝑠𝑘𝑘ℰ𝑉𝑉𝑗𝑗  and forge a credential 
𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐𝑗𝑗∗. 

-𝒪𝒪ACC: on input of a proof 𝜋𝜋𝑗𝑗auth, it runs Accℛ𝒞𝒞(·) and returns 
its output. 

Finally, 𝒜𝒜  outputs ( �̈�𝜋𝑗𝑗auth
′, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝚥𝚥

′̈ )  and 𝒞𝒞  can extract 

�𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗
∗ ,𝜂𝜂∗, 𝐴𝐴�̈�𝑘𝑗𝑗acc∗�. Based on forking lemma[58], 𝒞𝒞 can choose 

𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ,1
′ , 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ,2

′  and control the hash values corresponding to 
�𝜑𝜑1∗ ,𝜑𝜑2∗ ,𝜑𝜑3∗ ,𝜑𝜑4∗,𝜑𝜑5∗ ,𝐷𝐷1∗,𝐷𝐷2∗,𝐷𝐷3∗,𝐸𝐸∗, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝚥𝚥

′̈ �. At the same time, 𝒜𝒜 
responses �𝑤𝑤𝑧𝑧,1

′ ,𝑤𝑤𝑒𝑒,1
′ ,𝑤𝑤𝜂𝜂,1

′ ,𝑤𝑤𝑛𝑛,1
′ ,𝑤𝑤𝑜𝑜,1

′ ,𝑤𝑤𝛽𝛽,1
′ �  and 

(𝑤𝑤𝑧𝑧,2
′ ,𝑤𝑤𝑒𝑒,2

′ ,𝑤𝑤𝜂𝜂,2
′ ,𝑤𝑤𝑛𝑛,2

′ ,𝑤𝑤𝑜𝑜,2
′ ,𝑤𝑤𝛽𝛽,2

′ ) . Then, 𝒞𝒞  can compute 
𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗

∗ ≔ �𝑤𝑤𝑧𝑧,1
′ − 𝑤𝑤𝑧𝑧,2

′ �/|𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ,1
′ − 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ,2

′ | , 𝜂𝜂∗ ≔ �𝑤𝑤𝜂𝜂,1
′ −

𝑤𝑤𝜂𝜂,2
′ �/|𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ,1

′ − 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ,2
′ |  and 𝐴𝐴�̈�𝑘𝑗𝑗acc∗ ≔ �̈�𝜑1′ /(�̈�𝜑3′ )𝑎𝑎𝑠𝑠𝑘𝑘ℛ𝐶𝐶 . Addi-

tionally, if �̈�𝜂′ ∉ �𝜂𝜂,𝜂𝜂1, … , 𝜂𝜂𝑞𝑞−1�, 𝒞𝒞 can obtain another valid tu-

ple (�̈�𝑆′ ≔ �𝐴𝐴�̈�𝑘𝑗𝑗acc∗ ⋅ 𝑔𝑔
−𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗

∗ ⋅𝑏𝑏𝑎𝑎�
𝑎𝑎/(𝑎𝑎−𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗

∗ +𝑏𝑏·𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗
∗ (𝜂𝜂−𝜂𝜂∗))

,𝜂𝜂∗) . 

And if 𝐴𝐴�̈�𝑘𝑗𝑗acc∗ ∈ �𝐴𝐴�̇�𝑘𝑗𝑗acc∗� ∧ 𝜂𝜂∗ ≠ 𝜂𝜂 , 𝒞𝒞  aborts. Otherwise, 𝒞𝒞  can 

obtain  (�̈�𝑆′ ≔ �𝐴𝐴�̈�𝑘𝑗𝑗acc∗ ⋅ 𝑔𝑔
−𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗

∗ ⋅𝑏𝑏𝑎𝑎�

𝑎𝑎
𝑎𝑎−𝑜𝑜𝑘𝑘ℰ𝒱𝒱𝑗𝑗

∗

≔ 𝑔𝑔
1

𝜉𝜉1+𝜂𝜂∗ ,𝜂𝜂∗) , which 

is a SDH tuple. 
Therefore, if 𝒜𝒜 breaks accountability with a non-negligible 

probability, 𝒞𝒞 can solve the q-SDH problem with a non-negli-
gible probability. 

Lemma 3.2 Under the q-MSDH-1 assumption, no PPT ad-
versary 𝒜𝒜 can break unforgeability of revocation tokens with a 
non-negligible probability. 

Proof. The proof of the unforgeability of 𝐴𝐴𝑘𝑘𝑢𝑢rev relies on q-
MSDH-1 assumption, which can refer to [56]. 

Theorem 4. Under the XDH assumption, the PAP scheme is 
anonymous in payment phase. More specifically, if there is a 
PPT adversary 𝒜𝒜 that succeeds with a non-negligible proba-
bility to break the payment anonymity(Definition 10), then there 
is a polynomial-time algorithm 𝒞𝒞 that solves the XDH problem 
with a non-negligible probability. 

Proof. Suppose 𝒜𝒜  can break the anonymity game of our 
scheme with non-negligible probability. We can build a poly-
nomial-time simulator 𝒞𝒞 that break XDH assumption as below. 
𝒞𝒞  is given a tuple (𝑢𝑢, 𝑣𝑣 ≔ 𝑢𝑢𝑎𝑎 ,𝑤𝑤 ≔ 𝑢𝑢𝑏𝑏, 𝑧𝑧) , where 𝑢𝑢 ∈ 𝔾𝔾1 , 
𝑎𝑎, 𝑏𝑏 ∈ ℤ𝑝𝑝, and either 𝑧𝑧 = 𝑢𝑢𝑎𝑎𝑏𝑏 or 𝑧𝑧 is a randomness in 𝔾𝔾1. 𝒞𝒞 de-
cides which 𝑧𝑧 was given by interacting 𝒜𝒜. 

Setup. 𝒞𝒞  generates the public system parameter 𝑝𝑝𝑝𝑝 ≔
(𝔾𝔾1,𝔾𝔾2,𝑔𝑔1,𝑔𝑔1̇,𝑔𝑔1̈,𝑔𝑔2, 𝑒𝑒, H1, H2, H3)  as usual. 𝒜𝒜  can corrupt 
entities other than 𝒞𝒞𝒞𝒞𝒞𝒞, and the key pair of 𝒞𝒞𝒞𝒞𝒞𝒞 is (𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 ≔
𝑣𝑣, 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 ≔ 𝑎𝑎). Subsequently, 𝒞𝒞 answers the oracle queries as 

javascript:;
javascript:;
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follows: 
- 𝒪𝒪𝐴𝐴𝑑𝑑𝑑𝑑𝐴𝐴 : on the input of an identity 𝑗𝑗 , it generates 

(𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗
addr, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗

addr) and stores in 𝑇𝑇𝐴𝐴𝑑𝑑𝑑𝑑𝐴𝐴 . 
-𝒪𝒪H: 𝒞𝒞 can response to the hash queries for H1,H2,H3 as fol-

lows: 
1) H1: only need to ensure its collision resistance. 
2) H2: only need to ensure its collision resistance. 
3) H3: if the input has not been queried before, return 𝕔𝕔 ←

ℤ𝑝𝑝, otherwise return the previously queried result. 
- 𝒪𝒪VER : on input of 𝐴𝐴𝑥𝑥 ≔ (info𝑝𝑝𝑎𝑎𝑦𝑦,𝜋𝜋ch ≔

(𝕔𝕔𝑝𝑝𝑎𝑎𝑦𝑦,𝑤𝑤1,𝑤𝑤2,𝑅𝑅2),𝜋𝜋auth,𝜎𝜎𝑜𝑜𝐴𝐴𝑠𝑠,𝑝𝑝𝑘𝑘ℰ𝒱𝒱addr)� , if 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗
addr ∈ 𝑇𝑇𝐴𝐴𝑑𝑑𝑑𝑑𝐴𝐴 , 𝒞𝒞 

can compute 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠
(2) ≔ 𝑤𝑤2 + 𝕔𝕔𝑝𝑝𝑎𝑎𝑦𝑦 · 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗

addr , 𝑅𝑅3∗ ≔ 𝑔𝑔1
𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜

(2)

, 

𝕔𝕔𝑝𝑝𝑎𝑎𝑦𝑦′ ≔ H3(info𝑝𝑝𝑎𝑎𝑦𝑦 ∥ 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑢𝑢
addr� ∥ 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞 ∥ 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 ∥ 𝑅𝑅1′ ∥ 𝑅𝑅2 ∥

𝑅𝑅3∗), if 𝕔𝕔𝑝𝑝𝑎𝑎𝑦𝑦 = 𝕔𝕔𝑝𝑝𝑎𝑎𝑦𝑦′ , it can output the corresponding 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝐽𝐽
addr∗ 

and stores (𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝐽𝐽
addr∗, 𝐴𝐴𝑥𝑥𝑗𝑗) in 𝑇𝑇𝐴𝐴𝑥𝑥. 

-𝒪𝒪CH: on input of the identity 𝑗𝑗𝑏𝑏∗ ,𝑏𝑏∗ ∈ {0,1}, if 𝑗𝑗𝑏𝑏∗ ∈ 𝐿𝐿𝐻𝐻, 𝒞𝒞 
simulates 𝑠𝑠𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 ≔ 𝑎𝑎 , 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 ≔ 𝑣𝑣 , 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠

(1) · 𝑠𝑠𝑘𝑘ℰ𝑉𝑉𝐽𝐽
addr ≔ 𝑏𝑏 , 

𝑝𝑝𝑘𝑘𝐶𝐶𝑚𝑚𝐴𝐴

𝑠𝑠𝑘𝑘𝑜𝑜𝑡𝑡𝑜𝑜
(1) ·𝑠𝑠𝑘𝑘ℰ𝐸𝐸𝐽𝐽

addr

≔ 𝑧𝑧 , �𝑔𝑔1,𝑄𝑄𝑗𝑗 ,𝑄𝑄𝑗𝑗′� ≔ �𝑢𝑢,𝑤𝑤, 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝐽𝐽
addr · 𝑧𝑧� , 

𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝚥𝚥
addr� ∗

≔ �𝑄𝑄𝑗𝑗,𝑄𝑄𝑗𝑗′� . Next, 𝒞𝒞  chooses 𝑤𝑤1∗,𝑤𝑤2∗, 𝕔𝕔𝑝𝑝𝑎𝑎𝑦𝑦∗ ← ℤ𝑝𝑝  and 
computes 𝑅𝑅1∗,𝑅𝑅2∗ ,𝑅𝑅3∗  and patches the hash value by setting 
H3 �info𝑝𝑝𝑎𝑎𝑦𝑦 ∥ 𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝚥𝚥

addr� ∗
∥ 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞 ∥ 𝑝𝑝𝑘𝑘𝒞𝒞𝒞𝒞𝒞𝒞 ∥ 𝑅𝑅1∗ ∥ 𝑅𝑅2∗ ∥ 𝑅𝑅3∗ ∥

𝜋𝜋𝑗𝑗auth∗� ≔ 𝕔𝕔𝑝𝑝𝑎𝑎𝑦𝑦∗ , and finally outputs 𝐴𝐴𝑥𝑥𝑐𝑐ℎ∗  to 𝒜𝒜 and adds to 𝑇𝑇𝐴𝐴𝑥𝑥. 
𝑂𝑂𝑢𝑢𝐴𝐴𝑝𝑝𝑢𝑢𝐴𝐴. 𝒜𝒜 outputs 𝑏𝑏′ ∈ {0,1}. Let 𝜇𝜇 be the probability that 

𝒜𝒜 can succeed in breaking the anonymity in payment phase. If 
𝑧𝑧 = 𝑢𝑢𝑎𝑎𝑏𝑏 , then 𝑙𝑙𝑙𝑙𝑔𝑔𝑢𝑢𝑣𝑣 = 𝑙𝑙𝑙𝑙𝑔𝑔𝑤𝑤𝑧𝑧 , and Pr(𝑏𝑏∗ = 𝑏𝑏′) > 1

2
+ 𝜇𝜇. If z is 

random, Pr(𝑏𝑏∗ = 𝑏𝑏′) = 1
2
. Hence, if 𝒜𝒜 can win the game with 

a non-negligible probability, then 𝒞𝒞 can solve the XDH prob-
lem with at least 𝜇𝜇

2
 probability. 

Theorem 5. Under the DL problem, the PAP scheme has 
non-frameability(Definition 11). More specifically, if there is a 
PPT adversary 𝒜𝒜 that succeeds with a non-negligible proba-
bility to break the non-frameability, then there is a polynomial-
time algorithm 𝒞𝒞 that solves the DL problem with a non-negli-
gible probability. 

Proof. Let (𝑔𝑔1,𝑔𝑔1𝑧𝑧) be a DL challenge in 𝔾𝔾1. We assume 
that there exists an adversary 𝒜𝒜 that can break the non-frame-
ability of our privacy-preserving scheme and a simulator 𝒞𝒞 that 
solves the DL problem in polynomial time. And 𝒞𝒞 simulates ad-
versary 𝒜𝒜’s environment. 

Setup. 𝒞𝒞  generates the public system parameter 𝑝𝑝𝑝𝑝 ≔
(𝔾𝔾1,𝔾𝔾2,𝑔𝑔1,𝑔𝑔1̇,𝑔𝑔1̈,𝑔𝑔2, 𝑒𝑒, H1, H2, H3)  as usual and ∃𝑗𝑗′ ∈
𝐿𝐿𝐻𝐻, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗′ ≔ 𝑧𝑧, 𝒜𝒜 will try to impersonate the j'-th honest ℰ𝒱𝒱 

without knowing its secret key. Then 𝒞𝒞 answers the oracle que-
ries as follows. 

-𝒪𝒪H: 𝒞𝒞 can response to the hash queries for H1,H2,H3 as fol-
lows: 

1) H1: only need to ensure its collision resistance. 
2) H2: only need to ensure its collision resistance. 
3) H3: if the input has not been queried before, return 𝕔𝕔 ←

ℤ𝑝𝑝, otherwise return the previously queried result. 
-𝒪𝒪REG: 𝒜𝒜 requests to register an identity 𝑗𝑗, and 𝒞𝒞 responses 

𝑗𝑗′ ∈ [1,𝑞𝑞] . If 𝑗𝑗 = 𝑗𝑗′ , 𝒞𝒞  sets 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗′ ≔ 𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗
∗  and randomly 

chooses 𝑐𝑐∗, 𝑠𝑠𝒶𝒶∗ ← ℤ𝑝𝑝 to compute 𝐴𝐴∗ ≔ 𝑔𝑔1
𝑠𝑠𝒶𝒶∗𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑗𝑗′

−𝑐𝑐∗ . Then, the or-

acle performs a patching operation by setting H3(𝑝𝑝𝑘𝑘ℛ𝐶𝐶 ∥
𝑝𝑝𝑘𝑘ℰ𝑉𝑉𝑗𝑗 ∥ 𝐴𝐴

∗) ≔ 𝑐𝑐∗. Next, 𝒞𝒞 receives token 𝐴𝐴𝑘𝑘𝑗𝑗′  from 𝒜𝒜. If 𝑗𝑗 ≠
𝑗𝑗′, 𝒞𝒞 interacts with 𝒜𝒜 to obtain 𝐴𝐴𝑘𝑘𝑗𝑗. 

-𝒪𝒪ISS: 𝒜𝒜 requests to register an identity 𝑗𝑗, and 𝒞𝒞 responses 
𝑗𝑗′ ∈ [1,𝑞𝑞] . If 𝑗𝑗 = 𝑗𝑗′  𝒞𝒞  simulates the proof of knowledge of 
𝑠𝑠𝑘𝑘ℰ𝑉𝑉𝑗𝑗′  as 𝒪𝒪REG performed and receives 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐𝑗𝑗′ from 𝒜𝒜 by exe-

cuting Issueℛ𝒞𝒞. If 𝑗𝑗 ≠ 𝑗𝑗′, 𝒞𝒞 interacts with 𝒜𝒜 to obtain 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐𝑗𝑗. 
-𝒪𝒪𝐿𝐿𝐶𝐶: If 𝒞𝒞 receives a corruption query on an honest ℰ𝒱𝒱𝑗𝑗, 𝒞𝒞 

returns (𝑝𝑝𝑘𝑘ℰ𝒱𝒱𝑗𝑗 , 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗)  in the case of 𝑗𝑗 ≠ 𝑗𝑗′  and otherwise, 
aborts.  

- 𝒪𝒪𝐸𝐸𝑉𝑉 : on the input of an identity 𝑗𝑗 , it returns 
(𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐𝑗𝑗 , 𝐴𝐴𝑘𝑘𝑗𝑗, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗) and add it to 𝑇𝑇𝐴𝐴𝑘𝑘. 

-𝒪𝒪AUTH: If the showed attestation belongs to 𝑗𝑗 ≠ 𝑗𝑗', 𝒞𝒞 is then 
able to execute the Authℰ𝒱𝒱(·)in the authentication process. Oth-
erwise, 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗′  is unknown to 𝒞𝒞  and 𝒞𝒞  takes out a 𝐴𝐴𝑘𝑘𝑗𝑗′  and 

𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐𝑗𝑗′ from 𝑇𝑇𝐴𝐴𝑘𝑘 and chooses 𝑠𝑠𝑘𝑘𝑜𝑜𝐴𝐴𝑠𝑠
(1)∗, 𝐴𝐴𝑣𝑣∗,𝑤𝑤𝑧𝑧∗,𝑤𝑤𝑒𝑒∗,𝑤𝑤𝜂𝜂∗,𝑤𝑤𝑛𝑛∗ ,𝑤𝑤𝑜𝑜∗,𝑤𝑤𝛽𝛽∗ , 

𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ∗ ← ℤ𝑝𝑝 to compute 𝜑𝜑1∗ ,𝜑𝜑2∗ ,𝜑𝜑3∗ ,𝜑𝜑4∗,𝜑𝜑5∗ ,𝜎𝜎�𝑘𝑘,1
∗ ,𝜎𝜎�𝑘𝑘,2

∗ ,𝜎𝜎1′∗,𝜎𝜎2′∗, 
𝜎𝜎�1∗,𝐸𝐸∗,𝐷𝐷1′∗,𝐷𝐷2′∗,𝐷𝐷3′∗ as usual. And it patches the hash by setting 
H3 �𝜑𝜑1∗ ∥ 𝜑𝜑2∗ ∥ 𝜑𝜑3∗ ∥ 𝜑𝜑4∗ ∥ 𝜑𝜑5∗ ∥ 𝐷𝐷1′∗ ∥ 𝐷𝐷2′∗ ∥ 𝐷𝐷3′∗ ∥ 𝐸𝐸∗ ∥ 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�

𝑗𝑗′
∗ � 

≔ 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ∗ . If it fails, 𝒞𝒞  aborts; otherwise, 𝒞𝒞  computes �̇�𝐹 ≔
𝑒𝑒�𝑋𝑋 ⋅ 𝜎𝜎1� ∗ ∏ 𝑌𝑌𝑘𝑘,𝑖𝑖

𝔞𝔞𝑘𝑘,𝑖𝑖
𝑖𝑖∈𝐼𝐼,𝑘𝑘 , (𝜎𝜎1′

∗)−1�, and 𝑒𝑒 �∏ 𝑌𝑌𝑘𝑘,0
𝑤𝑤𝑧𝑧∗

𝑘𝑘 ,𝜎𝜎1′∗� ⋅ 𝐸𝐸∗
−1 =

��̇�𝐹 ⋅ 𝑒𝑒(𝜎𝜎2′∗,𝑔𝑔2)�
𝕔𝕔𝑎𝑎𝑢𝑢𝑡𝑡ℎ
∗

. Then 𝒞𝒞 can set 𝜋𝜋𝑗𝑗′
auth∗ ≔ (𝜑𝜑1∗ ,𝜑𝜑2∗ ,𝜑𝜑3∗ ,𝜑𝜑4∗, 

𝜑𝜑5∗ ,𝑤𝑤𝑧𝑧∗,𝑤𝑤𝑒𝑒∗,𝑤𝑤𝜂𝜂∗,𝑤𝑤𝑛𝑛∗ ,𝑤𝑤𝑜𝑜∗,𝑤𝑤𝛽𝛽∗ ,𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ∗ ,𝐸𝐸∗), 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�
𝑗𝑗′
∗ ≔ ({𝜎𝜎�𝑘𝑘,1

∗ ,𝜎𝜎�𝑘𝑘,2
∗ }𝑘𝑘, 

𝜎𝜎1′∗,𝜎𝜎2′∗,𝜎𝜎�1∗), output (𝜋𝜋𝑗𝑗′auth∗, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�𝑗𝑗′
∗ ) to 𝒜𝒜. 

Once 𝒜𝒜  presents its �𝜋𝜋𝑗𝑗′
auth∗, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�

𝑗𝑗′
∗ � , 𝒞𝒞  can extract the 

knowledge of 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗
∗ . By using the forking lemma[58], 𝒞𝒞 can re-

wind 𝒜𝒜 and control the result of the hash by choosing two dif-
ferent values 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ,1

′ , 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ,2
′  to the same (𝜑𝜑1∗ ,𝜑𝜑2∗ ,𝜑𝜑3∗ ,𝜑𝜑4∗,𝜑𝜑5∗ , 

𝐷𝐷1′∗,𝐷𝐷2′∗,𝐷𝐷3′∗,𝐸𝐸∗, 𝑐𝑐𝐴𝐴𝑒𝑒𝑐𝑐�
𝑗𝑗′
∗ ) while 𝒜𝒜 responses (𝑤𝑤𝑧𝑧,1

′ ,𝑤𝑤𝜂𝜂,1
′ ,𝑤𝑤𝑒𝑒,1

′ , 
𝑤𝑤𝑛𝑛,1
′ ,𝑤𝑤𝑜𝑜,1

′ ,𝑤𝑤𝛽𝛽,1
′ ) and (𝑤𝑤𝑧𝑧,2

′ ,𝑤𝑤𝜂𝜂,2
′ ,𝑤𝑤𝑒𝑒,2

′ ,𝑤𝑤𝑛𝑛,2
′ ,𝑤𝑤𝑜𝑜,2

′ ,𝑤𝑤𝛽𝛽,2
′ ). Next, 𝒞𝒞 

obtains 𝑠𝑠𝑘𝑘ℰ𝒱𝒱𝑗𝑗
∗ ≔ �𝑤𝑤𝑧𝑧,1

′ − 𝑤𝑤𝑧𝑧,1
′ �/|𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ,1

′ − 𝕔𝕔𝑎𝑎𝑢𝑢𝐴𝐴ℎ,2
′ |  and returns 

it as a valid solution to the DL problem. 
Therefore, if 𝒜𝒜 succeeds to impersonate an honest ℰ𝒱𝒱 with 

a non-negligible probability that pass Verify𝒞𝒞𝒞𝒞auth, 𝒞𝒞 can solve 
the DL problem with a non-negligible probability. 

Theorem 6. Under the PS assumption, the PAP scheme has 
payment binding(Definition 12). More specifically, if there is a 
PPT adversary 𝒜𝒜 that succeeds with a non-negligible proba-
bility to break the payment binding, then there is a polynomial-
time algorithm 𝒞𝒞  that breaks the PS assumption with a non-
negligible probability. 

Proof. The OTS of PAP in payment phase relies on the un-
forgeability of PS signature, which can refer to [30] and since 
PS signature cannot be forged, our 𝜎𝜎𝑜𝑜𝐴𝐴𝑠𝑠 supports unforgeability, 
thus, no PPT adversary can break the payment binding. 
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