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Abstract. We present a cryptographic string commitment scheme that
is computationally hiding and binding based on (modular) subset sum
problems. It is believed that these NP-complete problems provide post-
quantum security contrary to the number theory assumptions currently
used in cryptography. Using techniques recently introduced by Feneuil,
Maire, Rivain and Vergnaud, this simple commitment scheme enables
an efficient zero-knowledge proof of knowledge for committed values as
well as proofs showing Boolean relations amongst the committed bits.
In particular, one can prove that committed bits mo, m1, ..., m, satisfy
mg = C(mu,...,m¢) for any Boolean circuit C' (without revealing any
information on those bits). The proof system achieves good communi-
cation and computational complexity since for a security parameter A,
the protocol’s communication complexity is O(|C|A 4+ A?) (compared to
O(|C|A?) for the best code-based protocol due to Jain, Krenn, Pietrzak
and Tentes).

1 Introduction

A commitment scheme [7] is a cryptographic protocol that enables one party to
commit to a value (or set of values) without revealing it, while ensuring that
this value cannot be modified. In constructing sophisticated cryptographic pro-
tocols, it can be necessary to prove some property of a committed message with-
out revealing anything more than the property itself. This is usually achieved
through the use of zero-knowledge proofs of knowledge [14]. This commit-and-
prove paradigm [20/11] is used in many areas of applied cryptography (anony-
mous credentials, blockchains, electronic voting, .. .).

In 1994, Shor [26] introduced a quantum algorithm that could break cryp-
tosystems based on the hardness of factoring large integers or solving discrete
logarithm problems. This has emphasized the need for new cryptographic sys-
tems, leading to the emergence of a new field, known as post-quantum cryptogra-
phy, which focuses on creating cryptographic algorithms that are secure against
quantum (and classical) computers.

The (modular) subset sum problem is to find, given integers ¢ and ¢, a subset
of given integers 71, . .., Vn, whose sum is ¢ modulo g. This NP-complete problem
was used in the 1980s, following [22], for the construction of several public-key
encryption schemes. The majority of those schemes were broken using lattice-
based techniques (see [23]), but the problem itself remains unsolvable for spe-
cific parameters and is even thought to be intractable for quantum computers.



A plethora of cryptographic constructions have been proposed whose security
is based on the difficulty of the subset sum problem [I5III2T]. In a celebrated
paper, Impagliazzo and Naor [I5] presented in particular a pseudo-random gen-
erator and an elegant bit commitment scheme. We extend the latter to a simple
string commitment scheme and provide efficient zero-knowledge proofs for any
relation amongst committed values using the recent zero-knowledge proof system
proposed by Feneuil, Maire, Rivain, and Vergnaud and based on the MPC-in-
the-head paradigm.

Contributions of the paper

Commitment scheme. We first present a modified version of the bit-commitment
based on the subset sum problem proposed in [I5]. This new scheme enables com-
mitments to bit-strings and is related to the one from [15] in a similar manner to
how the well-known Pedersen commitment scheme [24] is related to preliminary
discrete-logarithm based bit-commitments from [10/9].

The design principle is simple but seems to have been overlooked for more
than 30 years (even if similar ideas have been used in lattice-based cryptography).
For a security level A € N (i.e. against an adversary making 2* bit-operations
using a 2*/2-bits memory), it enables to commit to bit-strings of length ¢ <
2X using a 2A-bits modulus ¢ and (¢ 4+ 2)) integers smaller than ¢q. The setup
thus requires O(A\?) random or pseudo-random bits that can be generated easily
using a so-called extendable-output function (XOF). A commitment is a sum
of a (randomized) subset of these integers modulo g¢; therefore, it is of optimal
bit-length 2\ and can be computed in O()\?) binary operations. The hiding
property (i.e. one cannot learn anything about the committed message from the
commitment) relies on the hardness of the subset-sum problem, while its binding
property (i.e. one cannot open a commitment to two different messages) relies
on the hardness of the related weighted knapsack problem. With the proposed
parameters, both problems are believed to be resistant to a quantum adversary
that makes at most 2*/2 qubits operations.

Zero-Knowledge Protocols. Very recently, Feneuil, Maire, Rivain, and
Vergnaud [I3] proposed zero-knowledge arguments for the subset sum problem.
They introduced the idea of artificial abort to the so-called MPC-in-the-head
paradigm [16] and achieved an asymptotic improvement by producing arguments
of size O(\?). Their protocol readily gives a way to prove knowledge of the com-
mitted bit-string without revealing anything about it.

We extend their work to prove that a committed triple (b1, ba,b3) € {0,1}3
satisfy a Boolean relation (e.g. by A by = by or by @ by = by) without revealing
any additional information about them. The bits can be in arbitrary positions
in the same or in different commitments and the proof of the Boolean relation
does not add any overhead compared to the basic opening proof. This flexibility
allows proving that committed bits mg, mq,...,my satisfy mg = C(mq,...,my)
for any Boolean circuit C' with good communication and computational com-
plexity. Indeed, by packing the commitments of bits on the circuit wires, we



obtain a protocol with communication complexity O(|C|A + A?) where |C| de-
notes the number of AND/XOR gates of C. This has to be compared with the
code-based protocol due to Jain, Krenn, Pietrzak, and Tentes [I7]. They provide
a commitment scheme with zero-knowledge proofs from the LPN-assumption (or
hardness of decoding a random linear code). This scheme has 0(\6’ |A?) commu-
nication complexity and allows only proving Boolean relations bit-wise on binary
strings (which may result in a large overhead depending on the circuit consid-
ered). There also exist lattice-based constructions of commitment schemes with
zero-knowledge proofs [6J3I2] but the messages committed are small integers.
They can be used to prove the satisfiability of arithmetic circuits but proving
the satisfiability of a Boolean circuit with these schemes results in an important
overhead in communication and computation.

2 Preliminaries

2.1 Notations

All logarithms are in base 2. We denote the security parameter by A, which
is given to all algorithms in the unary form 1*. Unless otherwise stated, algo-
rithms are randomized, and “PPT” stands for “probabilistic polynomial-time”
in the security parameter. Random sampling from a finite set X according to

the uniform distribution is denoted by x & X The symbol & s also used for
assignments from randomized algorithms, and the symbol < is used for assign-
ments from deterministic algorithms and calculations. For the sake of simplicity,
we denote the set of integers {1,..., N} by [1, N].

We denote integer vectors in bold print. A vector composed only of 1’s or 0’s
is denoted as 1 or O respectively (its length will be clear within the context).
Given two integer vectors of the same length vy and «, (y, ) denotes their inner-
product. For two bit-strings € {0,1}" and y € {0,1}™, (z|y) € {0,1}"+™
denotes the concatenation of  and y, and x - y denotes the component-wise
product.

Two distributions {Dy}y and {Dy} are deemed (¢, ¢)-indistinguishable if,
for any algorithm A running in time at most ¢(\), we have

PrlA(1Y, 2) = 1 |z & Dy = PrlA(1Y 2) = 1] 2 & Dy < (V).

A (¢,t,€)-pseudo-random generator (PRG) is a deterministic algorithm G that,
for all A € N, on input a bit-string « € {0,1}* outputs G(z) € {0,1}¥™ with
£(M\) > X such that the distributions {G(x) | = & {0,1}*}, and {r | r &
{0, 1}, are (¢, ¢)-indistinguishable. From such a generator, with £()\) = 2,
it is possible to construct a tree PRG [19], which takes a root & € {0,1}* as input
and generates N = 2! pseudo-random A-bit strings in a structured fashion as
follows: « is the label of the root of a depth-t complete binary tree in which the
right /left child of each node is labeled with the A most/least significant bits of
the output of the PRG applied to the root label. This structure allows revealing



N —1 pseudo-random values of the leaves by revealing only log(N) labels of the
tree (by revealing the labels on the siblings of the paths from the root to this
leaf).

2.2 Commitments

Definition 1. (Commitment scheme). A commitment scheme is a triple of PPT
algorithms (Setup, Com, Ver) such that:

— Setup(1*) — pp. On input X, the setup algorithm outputs the public param-
eters pp containing a description of the message space M.

— Com(pp,m) — (c,aux). On input pp and m € M, the commit algorithm
outputs a commitment-opening pair (c, aux).

— Ver(pp,m,c,aux) — b € {0,1}. On input pp, m € M and (c,aux), the
verifying (or opening) algorithm outputs a bit b € {0,1}.

Moreover, it satisfies the following correctness property: we have for all A € N,

Pr[Ver(pp,m,c,aux) = 1| pp & Setup(1*), m & M, (e, aux) & Com(pp, m)] = 1.
There are two security notions underlying a commitment scheme.

Definition 2. Let t : N — N and ¢ : N — [0,1]. A commitment scheme
(Setup, Com, Ver) is said:

— (t, €)-computationally hiding if for all two-phases algorithm A = (A1, As),
we have for all A € N:

pp & Setup(1%), (mo,m1, ) < Ai(pp),b < {0,1} | _

1
b=V $ $ =5
(C7 aux) — Com(pp, mb)7 b A2 (C7 S) 2

Pr +€(N)

when A runs in time at most t(X\) in this probabilistic computational game.
— (t,€)-computationally binding if for all algorithm A, we have for all A € N:

my # ma
Pr | Ver(pp, m1,c,aux;) =1
Ver(pp, ma, ¢, auxs) =1

$ A
pp < Setup(1*), <)

3
(m17m27 auXj, auxy, C) — A(]')\? pp)}

when A runs in time at most t(\) in this probabilistic computational game.

2.3 Zero-knowledge Arguments

A zero-knowledge protocol for a polynomial-time decidable binary relation R is
defined by two interactive algorithms, a prover P and a verifier V. Both algo-
rithms are given a common input x, and P is given an additional witness w such
that (z,w) € R. The two algorithms then exchange messages until V outputs a
bit b, with b = 1 meaning V accepts P’s claim and b = 0 meaning V rejects it.



This sequence of messages and the answer b is referred to as a transcript and de-
noted View(P(x,w), V(z)). In this paper, we consider zero-knowledge argument
of knowledge which are protocols that allow a PPT prover to convince a PPT
verifier that they know a witness w. There are three security notions underlying

a zero-knowledge argument of knowledge.

Definition 3. Let t : N = N, ¢,,( : N — [0,1], and R be a polynomial-time
decidable binary relation. A zero-knowledge argument (P,V) for R achieves:

— a-completeness, if for all A\ € N and all (z,w) € R, with x € {0,1}*,
Pr[View(P(z,w),V(z)) = 1] > 1 — a(A) (i.e. P succeeds in convincing V,
except with probability «).

— e-(special) soundness, if for all PPT algorithm P such that for all A € N
and all z € {0,1}*, &\) := Pr [View(P(z),V(z)) = 1] > €()\), there exists
a PPT algorithm & (called the extractor) which, given rewindable black-box
access to P outputs a witness w such that (x,w) € R in time poly(\, (é—€)~1)
with probability at least 1/2.

— (t, ¢)-zero-knowledge, if for every PPT algorithm V, there exists a PPT algo-
rithm S (called the simulator) which, given the input statement x € {0,1}*
and rewindable black-box access to V, outputs a simulated transcript whose

distribution is (t,()-indistinguishable from View(P(z,w),V(x)).

2.4 Subset Sum Problems

We define hereafter two variants of the subset sum problem on which the security
of our commitment scheme relies. The first one is the standard subset sum prob-
lem mentioned in the introduction, while the second one is a slightly stronger
assumption that has already been used in cryptography (see, e.g. [5127]).

Definition 4. Lett : N — N and e : N — [0,1]. Let £,m : N = N and modulus
be an algorithm which given A € N outputs an integer q of bit-length m(\). We
consider the two following assumptions:

— (t,€)-(decision) subset-sum assumption for (¢, m, modulus): for every algo-
rithm A, we have for all A € N:

q & modulus(1*), ~ & [0,q — 1)*M 2 & {0, 1},

Prio="V toz('y,m>modq,t1<§[O,Q*I],bﬁ{ovl}v <
VS ALY, 4.7, 1)

when A runs in time at most t(X\) in this probabilistic computational game.

— (t, €)-weighted knapsack assumption for (¢, m, modulus): for every algorithm
A, we have for all A € N:

(v,y) =0 mod ¢ q <& modulus(1*), & [0,q — 1]¢3),

Pr
y#0E{=1,0,1N [ 8 417 4. 4)

<e(N)

when A runs in time at most t(X) in this probabilistic computational game.



The search version of the subset sum assumption is polynomial-time equiva-
lent to the decision version stated above. The hardness of these problems depends
greatly on the density defined as d(\) = ¢(X)/m(A). If the density is too small
(e.g. d(X) < 1/£(N)) or too large (e.g. d(A) > £())) then both problems can be
solved in polynomial time (see e.g. [12] and references therein). Coster, Joux,
LaMacchia, Odlyzko, Schnorr, and Stern [I2] proved that the subset sum prob-
lem can be solved in polynomial-time with a single call to an oracle that can
find the shortest vector in a special lattice of dimension £(\) +1 if d(A) < 0.9408
and Li and Ma proved a similar result for the weighted knapsack problem if
d(\) < 0.488. It is worth mentioning that these results do not break the assump-
tions in polynomial time since the best algorithm for finding the shortest vector
in these lattices has computational complexity 2€(¢(*) (and cryptographic pro-
tocols relying on these problems with much smaller densities have been proposed,
e.g. [21]).

In our construction, we will consider instances of these problems with density
d(\) ~ 1 (i.e. ¢ =~ 2W) for the subset sum problem since they are arguably the
hardest ones [15]. This will result in instances for the weighted knapsack problem
with density d(\) > 1 and for conservative security, we will restrict ourselves to
d(A) < 2. In this case, lattice-based algorithms do not work and the best-known
algorithms use very clever time-memory tradeoffs with the best algorithm due to
Bonnetain, Bricout, Schrottenloher, and Shen [§] having time and memory com-
plexities 0(20‘283%\)). These algorithms neglect the cost to access an exponential
memory but even with this optimistic assumption, for £(A) = 256, all known al-
gorithms require at least a time complexity lower-bounded by 2!2® operations or
a memory of size at least 26* bits. There also exists a vast literature on quantum
algorithms for solving these problems (see [§] and references therein) and for
£(X\) = 256, the best quantum algorithm requires about 24 quantum operations
and quantum memory.

3 String Commitments from Subset Sum Problems

3.1 Design Principle

In this section, we present our modified version of the bit-commitment based on
the subset sum problem proposed in [I5]. This new scheme enables commitments
to bit-strings.

In [I0], Brassard, Chaum, and Crépeau introduced the notion of blob, which
is very similar to bit commitment, and presented an elegant construction based
on the discrete-logarithm problem in groups of known prime order ¢ (see also
[9]). The commitment of a single bit consists of a group element (see Figure
(a) for an equivalent form of their commitment). Shortly afterward, Peder-
sen [24] introduced his celebrated commitment scheme that enables committing
to an integer in Z, with a single group element (see Figure [1| (c)). Impagliazzo
and Naor [15] proposed a bit-commitment whose hiding and binding security
properties rely on the subset sum problem. It has many similarities with the
discrete-logarithm-based blob from [I0/9] (see Figure [1] (b)).
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G = {(ao) = (a1) group of prime order ¢ qg€N, ap,a1 € Zy

Fig. 1: Illustration of the Similarities between Commitment Schemes

To build our string commitment scheme, we push this analogy and propose
a variant of Pedersen’s protocol based on the subset sum (see Figure [1f (d)).
The design principle is simple and maybe folklore but does not seem to have
been published in this form (even if similar ideas have been used in lattice-based

cryptography).

3.2 Formal Description and Security Analysis

Let £,n,m : N — N and let modulus be an algorithm which given A\ € N outputs
an integer ¢ of bit-length m(\). Typically, modulus outputs a random m(\)-bit
prime number or the unique integer ¢ = 2™ ~1 The function ¢ defines the
message length while the function n defines the randomness length.

Setup(1*) — pp. On input A, the setup algorithm generates a modulus ¢ by
running modulus(1*) and picks uniformly at random w € Zg()‘) and s €
ZZ(A). It outputs the public parameters pp = (g, w,s) and the message
space is M = {0, 1}*(V).

Com(pp, m) — (c,aux). On input pp and m € M, the commit algorithm picks
aux = r € {0,1}*™ uniformly at random, computes c¢= (w, m)+(s, ) mod q
and outputs (c, aux).

Ver(pp, m,c,aux) — b € {0,1}. On input pp, m € M and (¢, aux), the verifier
outputs 1 if ¢ = (w,m) + (s,7) mod ¢ where r = aux € {0,1}"™ and 0
otherwise.



We prove that our commitment scheme is hiding and binding assuming the
hardness of the subset sum and the weighted knapsack problems (respectively)
for different lengths in the subset sum problems.

Theorem 1. Let {,n,m : N — N and let modulus be an algorithm which given
A € N outputs an integer of bit-length m(X). This commitment scheme above is:

1. (t,€)-computationally hiding if the (t+O(£(N)m(X)), €)- subset-sum assump-
tion holds for (¢, m, modulus);

2. (t, €)-computationally binding if the (t+O(L(X)+n(X)), €)-weighted knapsack
assumption holds for (£ + n, m, modulus).

Proof. Both security reductions are simple.

1. Let A be a (t, €)-adversary against the hiding property of the commitment
scheme. We construct a (t + O(£(A\)m(A)), €) adversary B breaking the de-
cision subset sum assumption as follows. The algorithm B is given as in-

puts (q,7,t) where v € ZZ(A). The algorithm B picks uniformly at random

w € Zg()‘), sets s = v, and runs A; on input pp = (¢, w,s). When A,
outputs two messages mg, mq € {0, 1}“’\) and some state information s,
the algorithm B picks uniformly at random a bit b € {0,1} and runs As
on ¢ = (w, myp) + t mod ¢ and s. Eventually, when A5 outputs some bit V',
B outputs 0 if & = b and 1 otherwise. A routine argument shows that the
advantage of B for the decision subset sum problem is identical to the one
of A for breaking the hiding property.

2. Let A be a (t, ¢)-adversary against the binding property of the commitment
scheme. We construct a (t + O(¢(A) + n()N)),€) adversary B breaking the
weighted knapsack assumption as follows. The algorithm B is given as in-
puts (g,7) where v € Zg(’\H”(’\). It sets w = (y1,...,% ) € Zg(’\) and s =
(Ve 415 - > Ve +n(N)) € ZZL()‘) and runs A on input pp = (¢, w, s). When A
outputs (mq, ma, auxy, auxy, ¢), we have myq # mq and Ver(pp, my, ¢, aux;) =
Ver(pp, ma, ¢, auzs) = 1 with probability e(A). In this case, since mq # mao
and (mq,auxy), (msg,auxy), € {0,1}¥ M+ if B outputs the vector y =
(mq,aux;) — (ma,auxy) (where the substraction is done coordinate-wise),
it belongs to {—1,0, 13N+ "ig non-zero and satisfies (v,y) = 0 mod ¢
(and is thus a solution to the weighted knapsack problem (g,~)).

O

The hiding property thus relies on the hardness of the subset sum prob-
lem with density n(\)/m(\) while its binding property on the hardness of the
weighted knapsack problem with density (¢(A) + n(A\))/m(\). In the following,
to simplify the protocols, we consider the case where n(A) = m(A) (i.e. density
1 subset sum) and £(A\) = n(\) (i.e. density 2 weighted knapsack). To lighten
the notations, we henceforth denote n = n(\) = £(X).



3.3 Zero-Knowledge Arguments for our Commitment

In this section, we present a zero-knowledge argument of knowledge for our
string commitment. We apply readily the protocol recently proposed by Feneuil
et al. [13] for the subset sum problem. It is based on the MPC-in-the-Head
paradigm and is described in Protocol [I} We provide an explicit description of
the protocol as we use it in the following sections but refer to [13] for details and
precise security analysis.

Prover P Verifier V
w,8 €Ly
m,r € {0,1}",t = (w,m) + (s,7) mod ¢q w, s, t

mseed <& {0,13*
Compute parties’ seeds
(seed1, p1),. .., (seedn, pn)

with TreePRG(mseed)

For each party i € [1, N]:
[al:, [m]i, [r]i, [c]: < PRG(seed;) >a€Zl, c€Ly, [m]i[r]; €0,A-1]"
com; = Com(seed;; p;)

Am =m -3 [m]:

Ar=r— 5[l

Ac = (a,m||r) — 3, [c]s

h =H1(Am, Ar, Ac,comy,...,comy)

The parties locally set
- [ = (w, [m]) + (s, [7]) .
- [a] =e- (1 = ([m]|[[r])) + [a] >a€Zl
The parties open [a] to get a.
The parties locally set
[v] = (o, [m]|[[r]) — [c] >0 € Ly
W' =Ha([t], [, [v])

If there exists j € [1,n] such that:

- either [m;]i+ = 0 with m; =1

- or [m;]ix = A—1 with m; =0,

-or [rj]i- =0 with r; =1

-or [r;]is = A—1withr; =0,

then abort.
Ym =m — [m]
yr =1 — [r]in
(seed;, pi)izi=, com;s,
Ym, Yr, Ac, [afi

For all i # i*,
[ali, [m]s, []:, [c]: < PRG(seed;)
Am =ym — 3, [m]i
Ar=yr — 3 Ir]i
For all i # i*,
Rerun the party i as the prover (i.e. compute [t]:, [a]:, [v]:)
and compute com;.
Check h = Hi(Am, Ar, Ac,comy, ..., comy)
At = (w, Am) + (s, Ar)
Av = (e, Am||Ar) — Ac
[t =t At— X, [t
[olir = —Av =3, [v]i
Check h' = Ha([t], [e], [v])
Return 1

Protocol 1: Zero-knowledge argument for string-commitment using batch prod-
uct verification to prove binarity.



Context. We consider the binary relation R = {(q,w, s,t), (m,r)) | (w, m) +
(s,7) = t mod q} where ¢ € N, w,s € Zy, t € Zg, and m,r € {0,1}". Both
the prover P and the verifier V know (¢, w, s,t) and P knows (m,r) and wants
to convince the verifier of this fact. The protocol makes use of a PRG, a tree
PRG [19], a commitment scheme (Setup, Com,Ver) (the one proposed in the
previous section or any other efficient scheme) and two collision-resistant hash
functions H; and Hs. The protocol involves two integer parameters A and a
prime ¢’ (that depends on n) that are known by P and V.

MPC-in-the-Head. Feneuil et al.’s protocol [I3] relies on the MPC-in-the-head
paradigm [16]. The binary relation R defines an NP language and the member-
ship of (¢, w, s,t) can be checked easily thanks to the knowledge of (m,r) by
verifying the relations (1) (w, m) + (s,r) = t mod ¢ and (2) m,r € {0,1}". To
convince V, P emulates “in their head” a (N — 1)-private multi-party compu-
tation (MPC) protocol with N parties for the relations (1) and (2) where the
witness (m,r) is shared among the N parties (for some parameter N € N).

To shorten the communication, shares and random coins used in the protocol
are generated using the Tree PRG: P randomly and uniformly chooses a master
seed mseed and constructs a tree of depth [log N by expanding mseed into N
subseeds as explained in Section [2} From these N subseeds seedy, ..., seedy, P
constructs some additive integer secret sharing with shares in [0, A — 1] denoted
as [-] for the sharing itself and [-]; for the share of the i-th virtual player (.e.
a secret integer z is shared as [z] = ([z]1,. .., [z]~) € [0, A — 1]V such that
[x]1 + - -+ [z]~n = ). Computation is done over Z, where ¢’ is the smallest
prime larger than A.

The verifier V challenges P to reveal the views of a random subset of (N —1)
parties by sending a challenge i* € [1, N] to P who reveals all-but-one subseeds
corresponding to parties ¢ # *. In Feneuil et al’s protocol [I3], the integer
secret sharing may reveal information and to avoid this P may abort but with
probability at most (1 — 1/A)™ (when sharing a n-coordinates vector). The size
of A (and thus of ¢’) has to be properly chosen to make this probability small
in practice. Eventually, V recomputes the MPC protocol to check the views of
the parties i # i* and the commitments. If all tests pass, V accepts the proof
and the soundness error is close to 1/N. To decrease it to a soundness error less
than 27, the protocol is simply repeated about 7 ~ \/log(N) times.

The verification of (1) is linear modulo ¢’ and is therefore free but proving (2)
requires performing some multiplications in the MPC protocol (using the simple
fact that € {0,1} if and only if (1 —2) =0 mod ¢’). The verification of these
multiplications can be realized following [4]. This implies a communication cost
of 2log(q’) bits to prove one multiplication. Using a batched version of this
verification protocol [I8], one gets a communication cost of (n + 1)log, ¢’ for n
multiplications. The soundness error of this protocol follows from the Schwartz-
Zippel Lemma [28/25].

Security analysis. The following theorem from [I3] states the completeness,
soundness and zero-knowledge of Protocol
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Theorem 2 (Protocol . Let the PRG used in Protocol be (t,epra)-secure
and the commitment scheme Com be (t,ecom)-hiding. Protocol (1] is a zero-
knowledge proof of knowledge for the relation R with (1 — 1/A)2"-completeness,
1/¢" + 1/N — 1/N¢q' soundness and (t,eprc + € com)-2ero-knowledge.

Communication complezity. The communication cost (in bits) of the Protocol
with 7 repetitions is

AN+ 7 [2n(logy (A — 1) + logy(q')) + logy(q') + Alogy N + 2A].

Since the rejection rate after 7 repetitions (i.e. that any of the 7 repetition
aborts) is given by 1 — (1 — 1/A)?"" ~ 2n7 /A where the approximation is tight
when A is sufficiently large. Thus by taking A = ©(n7), we get a (small) constant
rejection probability.

Remark 1. Feneuil et al.’s [I3] proposed a second approach to prove (2) using
“cut-and-choose”. It can be used to prove the knowledge of a commitment open-
ing but does not adapt well for proving Boolean relations of committed values.

Remark 2. It is worth mentioning that our commitment and argument of knowl-
edge of opening can be easily generalized to a proof of partial opening by re-
vealing bits of the committed message, modifying the value of the commitment
accordingly and proving the knowledge of the remaining hidden bits. This en-
ables to provide a range proof of the committed message at no additional cost.

4 Zero-Knowledge Arguments for Boolean Relations

Using a batched version of the verification protocol [4[I8] for multiplications of
the form 2y = ¢ with z,y,c € Zy and ¢ a public value, one gets a commu-
nication cost of (n + 1)log, ¢’ bits for n multiplications. In the following, we
deal with multiplications of the form zy = z, where z is a linear combination of
shared elements, and the communication cost remains (n + 1) log, ¢’ bits for n
multiplications.

4.1 AND Gate

Coordinate-wise AND Gates. We first consider the case where three n-bits vec-

tors m1,m2, m3 are committed and P wants to prove that m! - m? = m3.

Note that proving that m! and m? are binary and that m!-m?2? = m2 mod ¢
implies that m3 is binary and m! - m? = m3. In addition, P has to prove that
the three random vectors 71, 72, 73 used in the commitment are all binary (since
no relation is proved between them). Using this approach, P has to prove 6n
multiplications and therefore the argument requires sending 6n + 1 integers in
Ly via [AI18].

Actually, it is possible to batch some verification equations and reduce this

number from 6n+ 1 to 5n + 1. Indeed, checking m! -m? = m3 mod ¢’ and (for
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instance) the binarity of m? is equivalent (with a small soundness error coming
from the Schwartz-Zippel Lemma) to check that

Am? (1 —m?) + dom! -m? = Aom® mod ¢ (1)

for A1, A2 € Zy random elements chosen by V. Hence, we can batch all the
multiplications checking by verifying the component-wise product

(m |t |[72[|r[m?) - (1= (m| |7 ||72]|r?))| |\ (1 —m?) + Aam ') = (0]|A2m?)
and obtain Protocol Bl

Arbitrary AND Gates. Protocolis similar to the protocols from [T7J6I3I2] since
it can be used only to prove multiplication coordinate-wise. We generalize it to
obtain a more flexible protocol able to prove relations such as m; A m3 = mj
for arbitrary coordinates i, j, k € [1,n].

Assume P has to prove the satisfiability of K > 1 AND gates with compo-
nents belonging to L > 1 committed vectors {m*},,<; € {0,1}". Suppose that
there are M < K AND gates such that each of them has at least one coordinate of

a fixed committed vector m# as input (for some ¢ € [1, L]). Assume these M gates

are of the form mf A mi: = mek for k € 1, M), ¢, 0, € [1, L], zk, yr, 2 € [1,n]
(again, we fix the vector m¥). Moreover, as seen previously to check that m?*
is binary, V can verify mf o (1 — m#) = 0 mod ¢’. Then we can batch these

verifications as

M M
Z/
Aom? - (1 —mb) + Z Aeml, mb eq, = Z A\kmzt ez, mod ¢
k=1 k=1
ie.
M M
Z’
m¥. [—/\Oml + Z /\kmfj’;ewk] = —\omf + Z Akmztes, modq  (2)
k=1 k=1

where e; is the i-th vector of the canonical basis of ZZ, and {Agto<k<nmr € Zyg
are random elements chosen by V. Thus, P can batch all the gates’ evaluation
checking satisfying that at least one input for each of these gates belongs to
the same committed vector. This batching can include the binary verification of
this specific vector. In other words, the number of equations does not depend
anymore on the number of gates (i.e. is independent of the distribution of AND
gates over the committed bits). We obtain the generalized Protocol [3[as a direct
extension of Protocol [2| (essentially the batching part is slightly different) which
can be found in Appendix [A]

Security analysis. The following theorems state the completeness, soundness,

and zero-knowledge of Protocol [2| and Protocol [3] The proofs are similar to
those in [I3] and are omitted due to lack of space.
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Prover P Verifier V
w,s €Zr,m* r* € {0,1}" for 1 <k <3
m'-m? =m3,t* = (w,m") + (s,7%) w, s, "

mseed < {0,1}*

Compute parties’ seeds
(seed1, p1), ..., (seedn, pn)
with TreePRG(mseed)

For each party i € [1, N]:

lal:, [l {Tm*]:, Ir*Tihr<i<s

<+ PRG(seed;) >ac€zy, c€Zy, [mFi[r*]i € [0,A—1]"
com; = Com(seed;; p;)
For1<k<3:
Am* Zmb — 3 [m*],
Ark = pk — i r*];
Ac = —(a, m|[rH|r?|Jr?||m?) — 3, [c];
h=H1({Am*, Ar*}icies, Ac,
comy,...,comy)
h

—_—
ezt
- s
The parties locally set
- [t*] = (w, [m*]) + (s, [7*]) for 1 <k <3
-[a] =€ ((1 = [m*lr*|l72]l7°])|
A(1 = [m?]) + Ao[m?']) + [a] > o € Z (computation in Z)
The parties open [a] to get o
The parties locally set
o] = (e, [m* |t |72 ]]7*|m?]) — [c]
(e,0[|X2[m®]) > v € Zg (computation in Zg )
W = Ha({[t* ]} r<rss, [, o)

If there exists k € [1,3] and j € [1,n] such that:

- either [m¥];» =0 with m¥ =1

-or [mf];» = A—1 with m¥ =0,

- or [rf]i+ = 0 with rf =1

-or [rf]i= = A—1 with 7¥ =0,

then abort.
Yk = mP — [mP];+ and
Ype = 18 — [r*];- for k € [1,3]
(seed;, pi)iis comie,
{Ymk, Yrr h1<r<s, Ac, [a]is

For all 4 # i*,
lali, [e]s, {Im*]:, [r*]:hr<i<s
+ PRG(seed;)
For all 7 # ",
Rerun the party 7 as the prover
and compute the commitment com;.
For 1 <k <3,
Am* =y, = 3,0 [m*]
Ark =yu — 3, [P*]
AtF = (w, AmF) + (s, Ar*)
[*- =5 — Atk =3 [t
Av = (a, Am*||Art||Ar2|| Ar3 || Am?)
—Ac — (g,0||]A2Am?;)
[v]i- = —Av — Z1¢1* [vls
Check h = ’Hl({Amk, Ar’c}lgkgg, Ac,
comy,...,comy)
Check h' = Hz({[t*}1<k<s, [@], [v])
Return 1

Protocol 2: Zero-knowledge argument for AND.
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Theorem 3 (Protocol . Let the PRG used in Protocol be (t,epra)-secure
and the commitment scheme Com be (t,ecom)-hiding. Protocol |9 is a zero-
knowledge proof of knowledge for the relation R with (1 — 1/A)6"-completeness,
1/¢" + 1/N — 1/N¢q' soundness and (t,eprc + € com)-2ero-knowledge.

Theorem 4 (Protocol [3)). Let the PRG used in Protocol[]] be (t, e prc)-secure
and the commitment scheme Com be (t,&com)-hiding. Protocol @ 1S a zero-
knowledge proof of knowledge for the relation R with (1 — 1/A)2L"—completeness,
1/¢" +1/N —1/N¢q' soundness and (t,epra + € com)-2zero-knowledge.

Remark 3. Note that Protocol Bl and [B] have the same soundness as Protocol [Il
This follows from the Schwartz-Zippel Lemma, since the underlying multinomial
still has the same degree after batching, and so it does not impact the soundness
error. The rejection rates are bigger than in Protocol [I] since respectively 6n and
2Ln sharing over the integers are emulated instead of 2n in Protocol [l This
requires a slight increase of A (as shown in Table .

The communication cost (in bits) of Protocol [2[ with 7 repetitions is:
AN+ 7 [n(61ogy(A — 1) + 5logy(q')) + loga(q') + Aogy N + 22],

and for the generalized Protocol
4N+ 7 [2Ln(logy(A — 1) + 1ogy(q')) + loga(q') + Alogy N + 2]

We notice that it does not depend on the number K of AND gates to prove.

4.2 XOR Gate

Coordinate-wise XOR Gates. We first consider, as above, the case where three
n-bits vectors m', m?2, m2 are committed and P wants to prove that m'@m? =
m?3 (coordinate-wise).

Let f be the polynomial f(z) = 2z — 2 defined over Z, with ¢’ > 3 a
prime number. One can easily check that if ' and m? are binary vectors, then
f(m! +m?)mod ¢ = m! @ m? € {0,1}. Thus, proving that f(m! + m?) =

m3 mod ¢ in conjunction with the argument of knowledge of opening of the

corresponding commitments, implies m! @ m?2 = m3.
With the same techniques as Protocol 2] for the A gate, we obtain Protocol

for bit-wise @ gates which can be found in Appendix [A]

Arbitrary XOR Gates. Again, this protocol is not enough flexible and can not
be used to prove relations such as m; & m? = mi for arbitrary 4,7,k € [1,n],
but we outline how to generalize it.

Assume that P has to prove the satisfiability of K XOR gates with input-
s/output belonging to L committed vectors {m*},.,<; € {0,1}". As for the

AND gates, suppose that there are M < K gates of the form mik &) mf;’;; = mﬁz
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for k € [1, M], bk, ¢, € [1, L], zk, yx, 2z € [1,n]. We assume the binarity of each
committed vector is checked during the protocol, so that

2/
fmt + mg’z) =2(mf + mi’;) —(mf, + mg’;)Q =m}, EBmé’;c =m,* mod (.

Moreover, as seen previously, to check that m? is binary, V can verify m* - (1 —
m?*) =0 mod ¢’. We can batch these equations as

K
£ £ ¢ ¢ ‘ £ )2
Aom® - (1 —m®) + Z)‘k (2(mf, +myf) = (my, +myt) ) €xs
k=1
K ’
= Z )\kmi’Zemk mod ¢'.
k=1
If the binarity of m#* and m? is proven elsewhere, V is convinced that mg’z mg’; =
0 / 00 _ 0 / ; : .
myt mod ¢ and my, m;, = m, mod ¢'. Hence, the batching equation becomes
M
mt . [-\om?® -2 Z )\kmi’;emk}
k=1

M
5/
= —\omf + Z pY (mz’; - mé’; - mf:k) ez, modq, (3)
k=1
where e; is the i-th vector of the canonical basis of Z, and {\x}o<k<m € Zg
are random elements chosen by V.

Security analysis. The theorems stating the completeness, soundness and zero-
knowledge of the protocol for the bit-wise XOR and its generalization are the
same as Theorems [3| and [4| (respectively). This follows directly from Remark

The communication complexity (in bits) of the protocol for arbitrary XOR
gates with 7 repetitions is:

AN + 7 [2Ln(logy (A — 1) + logy(q')) +logy(q”) + Alogy N + 2A]

while the one for the bit-wise XOR is a subcase when L = 3. We notice that the
size is the same as Protocol [3] and is independent of K.

4.3 Instantiation and Performances

We present sets of parameters for an instantiation of our commitment scheme
with m(X) = £(\) = n(A\) = 256 (i.e. with security based on density 1 subset-sum
and density 2 weighted knapsack). We present performances for the component-
wise protocols for AND and XOR gates. To decrease the rejection rate, we use
a strategy introduced in [I3] that consists in allowing P to abort in 0 < n < 7
out of the 7 iterations and V accepts the proof if the prover can answer to 7 —n
challenges among the 7 iterations. This relaxed proof has a significantly lower
rejection rate (at the cost of a small increase of the soundness error).
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Protocol TP[a;a[m;tTrZ Proof size | Rej. rate | Soundness err.
Protocol [1] (Opening)[[21] 3 [256]2™] 35.4 KB 0.035 133 bits
Protocol [1] (Opening)|[19] 2 [256]2™]] 33.3 KB 0.104 128 bits
Protocol [2| (AND)  [[21] 3 [256[2™]] 98.9 KB | 0.014 133 bits
Protocol [2] (AND)  [[19] 2 [256[2™%]] 93.4 KB | 0.054 128 bits
Protocol [5| (XOR)  [|21] 3 [256[2™]] 107.4 KB | 0.014 133 bits
Protocol [5| (XOR)  [[19] 2 [256[2™]] 101.3 KB | 0.054 128 bits

Table 1: Comparison of performances with n = 256 and ¢ ~ 2296,

5 Verification of Circuit Evaluation

Let C be a Boolean circuit with |C| gates (AND or XOR) and T input bits. Let

m € {0,1}7 and v1,... ,v/¢| € {0,1} be committed elements such that m is an
input that satisfy C' and the v’s are the outputs of each gates of C' when evaluated
onm, i.e. C(my,...,mr)=wv|c| = 1. The prover P wants to prove that m in-

deed satisfies C. For this purpose, we will use protocols that have been presented
in the previous sections. For simplicity, we assume without loss of generality that
T < n. Since n bits can be committed via the same commitment (n is the size
of the subset-sum instance), we need |C|/n + 1 string commitments. We intro-

duce the following notation to simplify the batching equation: for k € [0, |C|/n],

v = (m|jv]|...|[vn_7),...,vIC/™ = (v|a_T+1|...||v|c||O). Following the
3]

batching from Equation and Equation (3)), we can set x,y, z as follows so
that the circuit satisfiability verification consists in checking that = - y = z:

y = (0] [V 0] eV,

n [Cl/n n

r = —)\O'UO + Z Z Z )\“i (50,i,j,kvi — 2C0’i,j7kvi> e,H ce

i=1 j=0 k=1

n [Cl/n n
c . .
1= Neymv V™ + Ny (e misivl = icyminei) e
i=1 j=0 k=1
=7 = )
where 70, ..., rICl/™ is the randomness used in the commitment and the vector

z can be computed as a linear combination of v°, ..., v!€l/™  As above, e; is the
i-th vector of the canonical basis of Zj,, A’s are random public values chosen by
the verifier V, and the binary elements ¢ and § depend on the circuit structure,
i.e. 8yk = 1if and only if v} A vj = v¥ for some u € [0,|C|/n] and v € [1,n]
(and (¢ 5 = 1 if and only if vf @ vi = v, ). Hence, V has to check -y = 2 to
be convinced of the binarity of the vectors, and of the satisfiability of the circuit.

The full protocol is given as Protocol [6] in Appendix [A]
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Theorem 5 (Protocol @) Let the PRG used in Protocol@ be (t,epra)-secure
and the commitment scheme Com be (t,€com)-hiding. The protocol@ is a zero-

knowledge proof of knowledge for the relation R with (1 — 1/A)2(|C|+")-comple-
teness, 1/q' + 1/N — 1/Nq' soundness and (t,epra + € com)-2z€ero-knowledge.

The communication cost (in bits) of Protocol [f| with 7 repetitions is:
AN+ 72(|C| + n)(log(A — 1) +1og(q")) + log(q’) + Alog N + 2)].

With n = 2X and A = O((|C|+n)7) (for a small constant rejection probability),

its asymptotic complexity is © ()\(l‘ocgj\_/)\) log (A(lloc;;)‘)) + /\2). With N = O(\)

to minimize, we get asymptotic complexity é()\|C’ | +A?) to be compared with
O(|C|A\?) in [I7] (which can only prove Boolean relations bit-wise on binary
strings and may result in a large overhead depending on the circuit considered).
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Description of Protocols [3], [5, and [6]

order to describe the circuit during Protocol we set S < (). Then construct

S as follows: if m&,_Amir = m?;‘. for k € [1, M],{, 0, 0} € [1, L3, {xk, Yk, 21} €

(1,

Yk

n]3, then S = SU{(¢, zx; b, yi; s, 2x) }-
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Prover P Verifier V
w,s € Ly, S
Forl1<(<L,
mf rf e {0,1}"
t' = (w,m*) + (s,7%) € Z, t'for 1<(<L
x -y = z as described in Section |4 S,w,s
mseed < {0,1}*
Compute parties’ seeds
(seedy, p1), ..., (seedn, pn)
with TreePRG(mseed)

For each party i € [1, N]:
lal:, [l {Im s, [+ }r<e<i
+ PRG(seed;) >acZ}", c€ly, [mi[r]i €0,A-1]"
com; = Com(seed;; p;)
For1<¢<L:
Amt =m* - 3, [m ]
Art =1t =3 [r];
Ac=—(a,y) = 3;[c]:

h=H,({Am* Art}i<o<r, Ac,comy,. . ., comy)

$ oL $ .
e« Ly ANih<i<iik < Ly

The parties locally set
- [t°] = (w, [m*]) + (s, [7*]) for £ € [1, L)
- [a] =¢-[] + [a] Daelg,""
The parties open [a] to get a.
The parties locally set
[v] = (e, [y]) =[] — (e, 2) >vEZy
' =Hao({[t'Th<e<e. [a], [v])
B
it &1,V
D
If 3¢ € [1,L] and j € [1,n] such that:
- either [mf]i+ = 0 with m§ =1
- or [m§]i = A — 1 with mf =0,
-or [rf]i+ = 0 with 7§ = 1
-or [r{]i- = A—1 with r{ =0,
then abort.
Yme = m — [m*]i+ and y,e = r* — [7];- for £ € [1,L]
(seed;, pi)izi+, comix,
{Yme, Yrehr<e<r, Ac, [o]i

For all i # i":
[als, [c]i, {[m*];, [7]i }1<e<r + PRG(seed;)
Rerun the party 7 as the prover and compute com;.
For £ € [1,L]:
AT‘ = Yt — D Em"]L
Arf =ype =30 [
At* = (w, Am®) + (s, Art)
[t =" = At = 3, [t
Av = (o, Az) — Ac — (e, Az)
[o]ir = —Av =32, [v]i
Check h = Hi({Am*, Ar*}i<i<r,

Ac,comy, ..., comy)
Check h' = Ha({[¢'Thr<e<e, [@], [v])
Return 1

Protocol 3: Zero-knowledge argument for arbitrary AND gates.
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Prover P Verifier V
w,s €Zr,m* r* € {0,1}" for 1 <k <3
m' @ m? = m3,tF = (w,m*) + (s,r") w,s,t" for 1 <k<3

mseed < {0,1}*

Compute parties’ seeds
(seed1, p1), ..., (seedn, pn)
with TreePRG(mseed)

For each party i € [1, N]:

lali, [e]s, {Im*]:, [P*]:hr<i<s

< PRG(seed;) >ac Zg/" , c €Ly, [mF]i, [r*]; € [0, A —1]"

com; = Com(seed;; pi)
For1<k<3:

Am* = mk = 5 [m*],

Ark =k — ; <],
Ac = —(a, m*[|m?[|r!||[r?||r®|m* +m?) - 37 []:
h=H1({Am*, Ar*}i<p<3, Ac,comy, ..., comy)

n
R
ez nlz,
- s

The parties locally set

- [t*] = (w, [m®]) + (s, [*]), 1 < k < 3

-la] = (1~ [m*|[m?[|r* |2 (1= ])]|

m' +m?) + [a] > o € Z5 (computation in Zg)
The parties open [a] to get c.
The parties locally set

[v] = (e, [m* [[m?[|r||[r?||r®||m® +m?])—

[e] - (&, 0[|[2(m" +m?) — m®]) > v € Zg (computation in Zg )
= Ha({[t* D r<rza, [e], [v])

i & [1,N]
e

If there exists k € [1,3] and j € [1,n] such that:

- either [mf];+ =0 with m§ =1

-or [mf];» = A—1 with m¥ =0,

-or [rf]+ = 0 with rf =1

-or [rf]i= = A—1 with 7¥ =0,

then abort.
Ymr = mP — [m*];+ and
Yo =18 — [PF]i= for k € [1,3]
(seed;, pi)izix, comi«,
{Ymk, Ypr hr<i<s, Ac, [afi

For all ¢ # ",

lals [e]s, {Im*]i, [7*]i}1<n<s

+ PRG(seed;)
For all ¢ # ",

Rerun the party 7 as the prover

and compute the commitment com;.
For 1<k <3,

Am* =y, — i [m*];

ArF =y =3 [

AtF = (w, AmP) + (s, ArF)

[Pl = ¢ — A =% [P,
Av = (a, Am*||Am?||Art||Ar?||Ard||
Am! + Am?) — Ac — (e, 0|[2(Am* +
Am?) — Am?®;)
[v]is = —Av — EI#,‘ [vl:
Check h = ’Hl({Amk, A’I‘k}lskgx?A&,

comi,...,comy)
Check h' = Ha({[¢*[}1<r<s, [@], [v])
Return 1

Protocol 4: Zero-knowledge argument for XOR.
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Prover P Verifier V
w,s €Zr,m* r* € {0,1}" for 1 <k <3
m' @ m? = m3,tF = (w,m*) + (s,r") w,s,t" for 1 <k<3

mseed < {0,1}*

Compute parties’ seeds
(seed1, p1), ..., (seedn, pn)
with TreePRG(mseed)

For each party i € [1, N]:

lali, [e]s, {Im*]:, [P*]:hr<i<s

< PRG(seed;) >ac Zg/" , c €Ly, [mF]i, [r*]; € [0, A —1]"

com; = Com(seed;; pi)
For1<k<3:

Am* = mk = 5 [m*],

Ark =k — ; <],
Ac = —(a, m*[|m?[|r!||[r?||r®|m* +m?) - 37 []:
h=H1({Am*, Ar*}i<p<3, Ac,comy, ..., comy)

n
R
ez nlz,
- s

The parties locally set

- [t*] = (w, [m®]) + (s, [*]), 1 < k < 3

-la] = (1~ [m*|[m?[|r* |2 (1= ])]|

m' +m?) + [a] > o € Z5 (computation in Zg)
The parties open [a] to get c.
The parties locally set

[v] = (e, [m* [[m?[|r||[r?||r®||m® +m?])—

[e] - (&, 0[|[2(m" +m?) — m®]) > v € Zg (computation in Zg )
= Ha({[t* D r<rza, [e], [v])

i & [1,N]
e

If there exists k € [1,3] and j € [1,n] such that:

- either [mf];+ =0 with m§ =1

-or [mf];» = A—1 with m¥ =0,

-or [rf]+ = 0 with rf =1

-or [rf]i= = A—1 with 7¥ =0,

then abort.
Ymr = mP — [m*];+ and
Yo =18 — [PF]i= for k € [1,3]
(seed;, pi)izix, comi«,
{Ymk, Ypr hr<i<s, Ac, [afi

For all ¢ # ",

lals [e]s, {Im*]i, [7*]i}1<n<s

+ PRG(seed;)
For all ¢ # ",

Rerun the party 7 as the prover

and compute the commitment com;.
For 1<k <3,

Am* =y, — i [m*];

ArF =y =3 [

AtF = (w, AmP) + (s, ArF)

[Pl = ¢ — A =% [P,
Av = (a, Am*||Am?||Art||Ar?||Ard||
Am! + Am?) — Ac — (e, 0|[2(Am* +
Am?) — Am?®;)
[v]is = —Av — EI#,‘ [vl:
Check h = ’Hl({Amk, A’I‘k}lskgx?A&,

comi,...,comy)
Check h' = Ha({[¢*[}1<r<s, [@], [v])
Return 1

Protocol 5: Zero-knowledge argument for XOR.
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Prover P
C,w,s €Ly
For 0 <4 < |C|/n
vt rt € {0,1}"
t¢ = (w,v%) + (s,7%)
x -y = z as described in Section

Verifier V

C,w,s,t" for 0 < £ <|C|/n

mseed <& {0,1}*

Compute parties’ seeds
(seed1, p1),. .., (seedn, pn)
with TreePRG(mseed)

For each party ¢ € [1, N]:
[al:, [c]:, {[[Uz]]u [[Te]]i}()geg\cun
< PRG(seed;)
com; = Com(seed;; p;)
For 0 < ¢ < |C|/n:
At = vt =3 [
Avt = vt = 3 o],
Ac = ~(a,y) - S [

h = H1({Art, Av*}oci<ic)/ns Ac, comy, ..., comy)

h

$ 2
e & Zq£|CH~n)

$
{Aito<iiciari/n € Zy

The parties locally set
- [t°] = (w, [v°]) + (s, [r¥]) for £ € [0,|C|/n]
-l =¢-[=z] +[al
The parties open [a] to get a.
The parties locally set [v] = (e, [y]) — [c] — (e, [2])
' = Ha({[tT}o<e<icr/ns [, [0])

I

>a€ ij\CHn)

> v E Ly

it &1L, N]

If 3¢ € [0,[C|/n],j € [1,n] such that:
- either [vi]s = 0 with v§ =1
- or [[vfﬂz* =A—1withv§ =0,
-or [ri]ir = 0 with 7§ = 1
- or [[rf]]z* = A —1 with ’V‘j‘ =0,
then abort.
Ype = V¢ — [v¥]i~ and y,e = ¢ — [+¢]ix

(seed;, pi)izix, com;=,
{Yots Yre bo<e<iclyms Ac, [a]ix

For all i # i,

>ac ZES‘CH”) , CEZy, [P, [ €0, A —1]"

lali, [e]i, {[v*]:, [7*]iYo<e<icl/m + PRC(seed:)
Rerun the party ¢ as the prover and compute com;.
For 0 < ¢ < |C|/n,
AV =y =3 [0 Arf =y = 5, [T
At = (w, Av®) + (s, Art)
[t = t° — At =%, [t
Av = (o, Az) — Ac — (e, Az), [v]i- = —Av =37, [v]i

Check h = Hl({A’Uz, AT[}OSIS\C\/WM A(;? comy, ..

Check i’ = Ha({[t]}e, [v])

Return 1

.,comy)

Protocol 6: Zero-knowledge argument for Circuit Satisfiability.
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