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Abstract

We give an algebraic attack to forge the signature of a scheme called
MPPK/DS, which can be achieved by solving a linear system in 5 variables
with coefficients on Z/2xqZ for some odd prime q and x ≥ 1.

For the signature scheme MPPK/DS[1], the public key is given by four poly-
nomials in (Z/ϕ(p)Z)[x0, x1, . . . , xm]1, namely P (x0, x1, . . . , xm), Q(x0, x1, . . . , xm)
and N0(x1, . . . , xm), Nn(x0, x1, . . . , xm).

The message/signature pair is (µ,A,B,C,D,E), and it is valid if and only
if for a random chosen r1, . . . , rn ∈ Z/ϕ(n)Z,

AQ(µ,r1,...,rm) = BP (µ,r1,...,rm)CN0(r1,...,rm)DNn(µ,r1,...,rm)E (mod p)

Here we give a way to forge the signature of the message µ = µ0, given the
public key polynomials P,Q,N0, Nn. Firstly, choose a multiplicative generator
g of GF (p)∗. We can assume A = ga, B = gb, C = gc, D = gd, E = ge. Then
we only need to solve

aQ(µ0, x1, . . . , xm) = bP (µ0, x1, . . . , xm)+cN0(x1, . . . , xm)+dNn(µ0, x1, . . . , xm)+e (mod ϕ(p))

For any x1, . . . , xn. The construction of public key P,Q,N0, Nn ensures that
a nontrivial solution exists where a, b, c, d, e are not all zero. If we organize
both sides by monomials in x1, . . . , xm, we get (l1 +1)(l2 +1) . . . (lm +1) linear
equations on a, b, c, d, e over the ring Z/ϕ(p)Z.

Since p has the form of p = 2xq + 1 where q is a large prime (hence an odd
number), we can easily get x and q from p. In fact, divide p − 1 by 2 until
the result is an odd number, and the number of times of division is just x, the
remaining part being q. Using Chinese Remainder Theorem, we can reduce the
problem into solving on Z/qZ and Z/2xZ, and combining them later.

Notice that e only appears in the equation corresponding to the constant
term, and the other equations are linear in a, b, c, d. Therefore we deal with

1The authors originally wrote GF (ϕ(p)) which does not hold since the order of a finite field
can only be a prime power, and not ϕ(p) = 2xq.
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e first. We first assume q|e or 2x|e doesn’t hold. This holds with probability
about 1− 2−31 for level 5. On Z/2xZ, the unit elements are odd numbers, and
the equivalence class under multiplying by a unit is just 0, 1, 2, 4, . . . , 2x−1, of
which 0 is excluded. Therefore we plug in e2 = 1, 2, 4, . . . , 2x−1 one by one,
until a solution of a2, b2, c2, d2 exists. On Z/qZ, the nonzero elements are all
equivalent to 1, so we can assume eq = 1 and solve for aq, bq, cq, dq.

Now we get a ≡ a2 (mod 2x) and a ≡ aq (mod q) for some a2, aq ∈ Z, we can
use bezout’s lemma to find a (mod 2xq). If m22

x +mqq = 1 for some m2,mq ∈
Z, we can get a = a2mqq+ aqm22

x (mod ϕ(x)). We do this similarly for b, c, d.
Finally we calculate e = e2mqq+eqm22

x (mod ϕ(x)). Then (µ,A,B,C,D,E) =
(µ, ga, gb, gc, gd, ge) is a signature that can pass the check.

We show the case of Level 5 parameters using Sagemath[2], the code can be
viewed on Github.2. We choose x = 32, q = 6781572043 and p = 29126630140152905729.
To sign the message µ = 25519, the signer’s result and our forged result are

a = 23907647448598142180,

b = 217585470632989176,

c = 21573626300939042408,

d = 15485360123797689700,

e = 28500975508241867136,



a′ = 23621274555729833555,

b′ = 1599832509607916970,

c′ = 28668653663269643358,

d′ = 24604005124511413683,

e′ = 1002098883284697120.
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