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Abstract. A tweakable wide blockcipher is a construction which be-
haves in the same way as a tweakable blockcipher, with the difference
that the actual block size is flexible. Due to this feature, a tweakable
wide blockcipher can be directly used as a strong encryption scheme
that provides full diffusion when encrypting plaintexts to ciphertexts and
vice versa. Furthermore, it can be the basis of authenticated encryption
schemes fulfilling the strongest security notions. In this paper, we present
two instantiations of the docked double decker tweakable wide blockci-
pher: ddd-AES and bbb-ddd-AES. Both instances exclusively use similar
building blocks as AES-GCM (AES and finite field multiplication), are
designed for maximal parallelism, and hence, can make efficient use of
existing hardware accelerators. Moreover, bbb-ddd-AES builds upon a
novel beyond birthday bound secure pseudorandom function, a tweak-
able variant of the XOR of permutations, facilitating in the need to
include a tweak in the AES evaluations without sacrificing flexibility in
docked double decker.

Keywords: symmetric cryptography, tweakable wide blockcipher, docked
double decker, tweakable XOR of permutations.

1 Introduction

1.1 Motivation

With modern Internet- and cloud-scale data creation and processing volumes
being routinely measured in exabytes and approaching zettabytes, many existing
ciphers become a bottleneck and sometimes even a security risk, because they
were not designed to be used at such scale. As indicated in some cloud service
provider (CSP) comments [15,17,27], the limitations of block size, nonce size and
its uniqueness requirements, and corresponding birthday bounds, lead to many
standardized mainstream ciphers and modes becoming too brittle when used for
such large data sets. To protect that data while complying with cipher key /nonce



pair uniqueness requirements and data processing volume limitations, CSPs are
forced to either employ inefficient techniques like frequent rekeying (every week
or two, down to potentially mere seconds), or use tricks like having a static nonce
and rekeying for every message.

A more efficient avenue is the development of a new cipher capable of dealing
with larger data and constraints. Based on the CSP feedback [15,17,27], the fol-
lowing preferences can be formulated for encryption or authenticated encryption
schemes intended to handle modern data volumes:

1. Processing more than 254 blocks (e.g., blocks of 16 bytes in case of AES) while
maintaining security. This means, for example, the need for a blockcipher
operating on 256-bit block size, or using blockciphers with 128-bit block size
in constructions enabling beyond birthday bound security. This allows us to
overcome current data size limitations, which are the main problem:;

2. Performance, obviously, as for such data volumes every percent matters;

3. An authenticated encryption scheme that can use large nonces to facilitate
random generation with a negligible risk of reuse;

4. IV /nonce misuse resistance in case a counter cannot be maintained, or reli-
able random generation is hard or unavailable;

5. The ability to shorten authentication tags for some use cases, while keeping
good enough security bounds (compared to the go-to AES-GCM [18,30]).

The US NIST (National Institute of Standards and Technology) has stan-
dardized a number of pure confidentiality modes of operation, like ECB, CBC,
CFB, OFB, and CTR in NIST SP 800-38A [8], and XTS-AES in NIST SP 800-
38E [9]. Although these modes see a wide-spread use in applications, they come
with their own limitations. Most notably, none of the above-mentioned encryp-
tion methods provides full diffusion for encryption as well as decryption if the
data to be encrypted exceeds a few blocks. This stands in sharp contrast with
the fact that for modes that just provide confidentiality, full diffusion behavior
is often a practical security benefit, since it limits the ability of an attacker to
target specific fractions of the encrypted data [1].

1.2 Tweakable Wide Blockciphers

A very suitable solution, or building block for a solution to many of the afore-
mentioned preferences, are tweakable wide blockciphers. Not surprisingly, in the
recent third NIST workshop on blockcipher modes of operation in 2023, the or-
ganizers stated that “NIST is particularly interested in discussing the possibility
of standardizing a tweakable wide block encryption technique that could support
a large range of input lengths.” [21].

Indeed, a tweakable wide blockcipher extends the definition of a tweakable
blockcipher [16] to arbitrarily large input and output size, this way allowing for
flexibility in the block size and accommodating for the primary requirements
above. Note that such a tweakable wide blockcipher also, unlike existing modes
such as ECB, CBC, CFB, OFB, CTR, and XTS-AES, allows for full diffusion.



This way, it serves as viable drop-in replacement of these modes in many appli-
cations.

Furthermore, it can serve as the basis of an authenticated encryption scheme,
or directly as authenticated encryption scheme, by either appending the nonce
to the plaintext or putting the nonce in the tweak and appending zeros to the
plaintext to strengthen authenticity [12]. The resulting construction essentially
allows for flexibly sized tags and nonces, and has the potential to be misuse
resistant and context committing.

The remaining boxes to be ticked are performance and beyond birthday
bound security, and this brings us to our contribution.

1.3 Owur Contributions

We present two tweakable wide blockciphers, ddd-AES and bbb-ddd-AES. Both
are based on the same components as used in many NIST standardized schemes.
Notably, both are based on the AES blockcipher [5, 6], as well as on operations
in binary extension fields as used by GHash in AES-GCM [18, 30].

Both schemes are based on the docked double decker mode of Gunsing et
al. [11] (see Figure 1). Docked double decker operates on top of a universal
hash function H and a pseudorandom function F', and has the feature that it
allows to provide beyond birthday bound security assuming it is not too often
used with the same tweak. Both our instances ddd-AES and bbb-ddd-AES take
Polyval [10] as universal hash function. The choice of pseudorandom function is
different for the two constructions:

— In ddd-AES, the pseudorandom function is based on an XE-style [28] tweak-
able blockeipher, itself built on top of AES, evaluated in counter mode (see
Section 4.2). The resulting construction achieves birthday bound security;

— In bbb-ddd-AES, to accommodate for the tweak, we wished to instantiate
the pseudorandom function with a slightly compressing construction on top
of AES that achieves beyond birthday bound security. To this end, we took
the XORP construction as used in CENC [13], and extended it to include

a tweak. In detail, this construction X/O\RTD extends XORP by including
the tweak in an XFE-style [28] manner (Section 4.3). We prove that XORP
achieves around 2n/3-bit security. We remark that this result — the in-

troduction and security analysis of XORP as a “tweakable PRF” — is of
independent interest.

1.4 Outline

We first discuss some preliminaries in Section 2. The docked double decker con-
struction of Gunsing et al. [11] is recalled in Section 3. We specify ddd-AES
and bbb-ddd-AES in Section 4, with the description of Polyval (as used in both
ddd-AES and bbb-ddd-AES) in Section 4.1, the description of the pseudorandom
function used in ddd-AES in Section 4.2, and the description of the pseudoran-
dom function used in bbb-ddd-AES in Section 4.3. The security of ddd-AES and



bbb-ddd-AES is analyzed in Section 5, with the security proof of )?5]5—7, which
is of independent interest, in Section 6. We conclude in Section 7.

2 Preliminaries

For n € N, {0,1}™ denotes the set of bit strings of length n, and {0,1}* =
U2 {0, 1}™ denotes the set of bit strings of arbitrary length. For a finite set S,

we denote by s < S the uniform random selection of s from S. For n, p €N, we
denote by (n), =n(n—1)---(n —p+ 1) the falling factorial.

2.1 Tweakable Wide Blockciphers

Our tweakable wide blockciphers will be parameterized by a value n € N. This
will also be called the block size. They will require plaintexts of size at least
2n bits. Our tweakable wide blockciphers will also be parameterized by a key
size k € N and a tweak size w € N. Finally, to formally argue security, we also
limit the maximum size of an input plaintext or output ciphertext to some value
lmax € N such that £, > 2n. We define the plaintext and ciphertext space to

linax

S:=J{o,1}". (1)

1=2n
A tweakable wide blockcipher TWBC : {0,1}* x {0,1}* x § — S is a family of
permutations on S indexed by key K € {0,1}* and tweak W € {0,1}*. In other
words, TWBC satisfies the property that for fixed K € {0,1}* and W € {0, 1}*,

TWBC k.w(-) :== TWBC(K, W, )

is a length-preserving bijection. Its inverse for fixed K and W is denoted by
TWBC ¢y -

Define by perm(w,2n : £nax) the family of all length-preserving bijections
on S of (1). The security of a tweakable wide blockcipher TWBC' is defined
by how hard it is for an adversary A to distinguish TWBC for a random and
secret key K < {0,1}* from a tweakable wide random permutation TWRP <
perm(w, 2n : Lpax):

AdvyRE(A) =Pr (ATWECx = 1) —Pr (ATWEF =1) (2)

where the probabilities are taken over K < {0,1}%, TWRP & perm(w,2n :
lmax), and the random coins of A. The adversary is typically bounded by a
certain number of queries ¢, and a total data complexity o that counts the total
amount of output data bits. Here, we remark that the amount of input data bits
equals the amount of output data bits plus the tweak, the latter of which is of
fixed size for each of the ¢ queries. The adversary is also bounded by a certain
amount of time in which it can make offline evaluations, but this time is not
explicitly included.



2.2 Pseudorandom Permutations

A blockcipher E : {0,1}" x {0,1}™ — {0,1}™ is a family of permutations on
{0,1}" indexed by key K € {0,1}". We denote Ex(-) = E(K,-), and its inverse
for fixed K is denoted by Ex'.

Define by perm(n) the family of all bijections on {0,1}". The security of a
blockcipher E is defined by how hard it is for an adversary A to distinguish F
for a random and secret key K < {0,1}" from a random permutation RP &
perm(n):

AdviP(A) =Pr (A" =1) - Pr (AP =1), (3)

where the probabilities are taken over K <~ {0,1}", RP < perm(n), and the
random coins of A. The adversary is typically bounded by a certain number of
queries ¢g. Note that each query is of fixed size n bits.

2.3 Pseudorandom Functions

Let a,b € NU {*}. A pseudorandom function F : {0,1}* x {0,1}% — {0,1}®
is a family of functions from {0,1}* to {0, 1}’ indexed by key K € {0,1}*. We
denote Fi () = F(K,").

Define by func(a,b) the family of all functions from {0,1}* to {0,1}". The
security of a pseudorandom function F' is defined by how hard it is for an ad-
versary A to distinguish F for a random and secret key K < {0,1}* from a

random function RF < func(a, b):
Advii(A) = Pr (ATx =1) —Pr (ARF = 1) , (4)

where the probabilities are taken over K < {0,1}*, RF < func(a,b) (lazily-
sampled), and the random coins of A. The adversary is typically bounded by a
certain number of queries ¢, and a total output data complexity o that counts
the total amount of output data bits. Here, we remark that we will always use
F on fixed input size and on varying output size.

In our case, the input to the function F' may consist of a comma-separated
list of multiple inputs. To be precise, we will use a function F' that operates on a
k-bit key K, an n-bit input I, a domain separator nibble B, and a w-bit tweak
that produces a variable length output O:

F(K,I,B,W)=0.

The function F internally concatenates I, B, and W.

2.4 Universal Hash Functions

Let a,b € NU {*}. Consider a family of hash functions H : {0,1}" x {0,1}* —
{0,1}°. Tt is called e-XOR-universal if for any two distinct X, X’ € {0,1}* and
any Y € {0,1}°,

Pr(HK,X)o HK,X')=Y)<e,

where the probability is taken over K < {0,1}".



3 Docked Double Decker

Let &, w,n, bmax, Mmax € N such that 2n < £ and mpax = [fmax/n]. In this
paper, we propose instantiations of the docked double decker (ddd) of Gunsing et
al. [11]. The scheme is depicted in Figure 1. It gets as input two keys K € {0,1}",
and L € {0,1}", a tweak W € {0,1}", and a plaintext P € S of size at least 2n
bits and at most i,y bits (see (1)). The plaintext P is parsed as P = T||U||V,
where T" and V" are both n-bit long. Then, a four-round structure based on two
independent instances of a pseudorandom function Fy : {0, 1}7+4+w — {0, 1}~
and two instances of a universal hash function Hy, : {0,1}* — {0, 1}™ is evaluated
to obtain the ciphertext C' = X||Y||Z, where X and Z are n-bit long and Y
matches the size of U. We denote this as

dddye T (W, TI|U|IV) = X|[Y | Z. ()

T U v

n * n

e%

S
S
N2

e
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Fig. 1: The docked double decker construction.

We remark that we have slightly deviated from the specification of Gunsing
et al. [11] in the sense that we do not use two different keys for F' but rather
use domain separation. However, their analysis directly carries over. In detail,
Gunsing et al. [11] proved security under the assumption that the function F is a



pseudorandom function (PRF) and H a blinded keyed hash function. An XOR-
universal hash function is a specific type of blinded keyed hash function, and we
will adopt a simplification of their result to XOR-universal hash functions.

Theorem 1 (Gunsing et al. [11, Theorem 1]). Consider the docked dou-
ble decker construction ddd on top of a pseudorandom function F : {0,1}" x
{0,1}+4+w — {0,1}* and a universal hash function family H : {0,1}" x
{0,1}* — {0,1}"™. For any adversary A making at most q queries, each of size
at least 2n and at most L.y bits, and in total of size at most o bits, we have

1
AdviPP(A) < AdvRT(A) + ) (q;V) : (25+ 22n> :
we{o,1}w

for some adversary A’ with a total query complexity ¢ = 2q and a total data
complezity o' = o bits, and where qy is the number of queries made for tweak
W e {0,1}".

We remark that A’ in fact makes ¢ queries whose output is of size n bits, and ¢
queries whose output is of arbitrary size but that add up to o — gn bits.

4 Specification of ddd-AES and bbb-ddd-AES

We will describe how we suggest to instantiate ddd using AES to obtain a birth-
day bound secure ddd-AFES and a beyond birthday bound secure bbb-ddd-AES.
For both of them, we suggest the same instantiation of H, as described in Sec-
tion 4.1. The main bottleneck, however, will be the design of F', which gets an
input of size n + 4 + w bits and should operate on top of AES with a block size
of n = 128 bits. We will assume that 4 + w < n. The instantiation of F' for
ddd-AES, including rationale, is given in Section 4.2. The instantiation of F' for
bbb-ddd-AES, again including rationale, is given in Section 4.3.

4.1 Instantiation of H

Due to the addition of carry-less multiplication instructions on modern CPUs,
instances for Hy, based on polynomial evaluation are a viable option. Hence, we
decided to instantiate H, using Polyval [10]. On input of a key L and a list of
s field elements I;, all elements of Fguas[z]/ (2128 + 2127 4+ 2126 4 2121 4 1), it is
defined as
S
Polyvaly (I, I, ..., I) = Y (LH‘“ I x*”s'(S*i“)) , (6)
i=1

We will use it for arbitrary-length bit strings, always of length at most ¢y, —
bits. To process such string using Polyval; , it is first 0-padded to the first multi-
ple of n bits. Then, an n-bit string encoding the bit length of I is appended. The
resulting bit string then represents Iy || Izl ... ||Is, noting that we can uniquely
map elements from this field to bit strings in {0, 1}!2%. Particularly, in our case,
s < Mmax, and for this case, Polyval is an e-XOR-~universal hash function with
€ = Mmax/2" [10, Lemma 3].



4.2 Instantiation of F' for ddd-AES

We realize F' by turning the AES-128 blockcipher Fx into an XE-style [28]
tweakable blockcipher, where B and W function as tweak, and plugging this
tweakable blockcipher into counter mode to obtain a keystream of arbitrary
length. Note that the XE-style is sufficient as opposed to the XEX-style, as the
primitive is never evaluated in inverse direction.

In detail, we define Fg : {0,1}"+4F% — {0,1}* as

Fr(I,B,W) = |Ex(I&2°9)|Ex(I®2'S)]...

|Ex (I @2mm="15)],

max

(7)

where S = Ei(B|W) serves as tweak-dependent subkey. In this case, we can
support a tweak with a length of w = 124 bits. The keylength x depends on the
actual instance chosen for AES [5,6].

4.3 Instantiation of F' for bbb-ddd-AES

To realize a function F' that achieves beyond birthday bound security, we extend
the XORP[v] [14] that underlies CENC [13] to include a tweak.

Our tweak inclusion will be similar to the XFE-style approach, albeit with
counter included in the subkey. In detail, we assume F' to have two keys instead
of one, K = Ki||Ks € {0,1}*, and we consider the following approach for the
subkey computation:

Sj = Ere, (B|[Wlle[lj) (8)

where j will function as “inner counter” in the evaluation of F' and ¢ as “outer
counter” for the mode employing F'.

We subsequently define )?51#[@] for v € N on top of a blockcipher FE :
{0,1}* x {0,1}™ — {0,1}" as

XORP[]E(I, B,W,c) =(Ex,(I® So) & Ex,(I® S1))] ...
...||(EK1(I@SO)EBEKl(I@SU)) . 9)

This construction is depicted in Figure 2. This approach leaves us with n — 4
bits that can be distributed between the outer counter ¢, the inner counter j,
and the tweak W. In case of AES, where n = 128, we suggest to use 28 bits split
between the counters ¢ and j, where j occupies [log,(v + 1)] < 28 bits and ¢
gets 28 — [log, (v + 1)] bits of space. This leaves room for a (w = 96)-bit tweak.

We finally define F : {0,1}" "% — {0,1}* as counter mode on top of

)?b\}_E/P[v] truncated to the required length:
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Fig.2: The m[v} construction. Here, S; = Ex, (B||W||c||j) of (8). The pa-
rameters R; will be used of the proof of Theorem 2 in Section 6.

5 Security of ddd-AES and bbb-ddd-AES

We will discuss the security of ddd-AFES and bbb-ddd-AES in the security model
of Section 2.1. Both security analyses have in common that they rely on the
XOR-universality of H, which is already briefly stated in Section 4.1, but which
we formally repeat here for convenience.

Lemma 1 (Gueron et al. [10, Lemma 3]). The universal hash function
Polyval of (6) is e-XOR-universal with € = Myyax /2.

Security of ddd-AES is now treated in Section 5.1 and security of bbb-ddd-AES
in Section 5.2.

5.1 Security of ddd-AES

The ddd-AES scheme is based on the XE construction that operates on a block-
cipher E : {0,1}" x {0,1}" — {0,1}™:

XER(I,B,W,j) = Ex(I &2/ Ex(B||W)). (11)

Rogaway [28] proved that this XE construction® behaves like a random tweakable
permutation as long as the total number of evaluations ¢ satisfies 4.5¢% /2" and
as long as F is PRP-secure after at most ¢ queries. However, we will rather use
the XFE construction as a PRF, and looking at the proof of [28, Theorem 1],
which can be found in the full version [29, Appendix B|, it first proves XF to
be PRF-secure and then as last step makes an RF-to-(T)RP switch at the cost
of 0.5¢2/2". We will require PRF-security of the XFE construction, thus allowing
us to use a slightly tighter bound.

4 A small change is in the split of the nonce into B and W, and in the fact that the
subkey Ex (B||W) is multiplied only by 27.



Lemma 2 (Rogaway [28, Theorem 1]). Consider the construction XE of

(11) on top of a pseudorandom permutation E : {0,1}"* x {0,1}™ — {0,1}". For

any adversary A making at most q queries, each of output size n bits, we have
44>

Advip(4) < AdVEP(A) + o

for some adversary A’ with a total query complexity q' = 2q.

The security of ddd-AES is now a direct corollary of Theorem 1, Lemma 1,
and Lemma 2, the only work actually being the data complexity translation
from bits queried in ddd-AES to actual evaluations of the underlying AES. To
be precise, in ddd the underlying F' is evaluated 2¢ times with a total output
data complexity of o bits. These amount to at most [o/n] evaluations of XE of
(11).

Corollary 1. Consider ddd-AES, the docked double decker construction ddd on
top of Polyval : {0,1}*x{0,1}* — {0,1}" and AES : {0,1}*x{0,1}" — {0,1}"
through XE of (11). For any adversary A making at most q queries, each of size
at least 2n and at most L.y bits, and in total of size at most o bits, we have

4 2
AdvIR L (4) < Advir () 4 2e/ml)S ("2/71 o)

qw 2’rnma,x 1
(W) ()

we{0,1}w

for some adversary A" with a total query complexity ¢ = 2[o/n|, and where qw
is the number of queries made for tweak W € {0,1}™.

5.2 Security of bbb-ddd-AES

We will consider the security of the bbb-ddd-AES scheme. However, this analysis
is not as simple as that of ddd-AES of Section 5.1. The reason for this is that

bbb-ddd-AES is based on a new pseudorandom function design, namely )@R/P [v]
of (9). Thus, we first have to analyze the PRF-security of XORP[v].

Theorem 2. Let v € N. Consider the construction )?b\R/P[’U] of (9) on top of a
pseudorandom permutation E : {0,1}* x {0,1}" — {0,1}"™. For any adversary
A making at most q queries, each of output size vn bits, we have

v+1 v+1 2 2
rf r / (U + 1)4(]3 ( J2r )q 2( 2 ) q
Adviﬁ)[v](fl) < 2AdviRP(A)) + Fozn T gn T om

for some adversary A’ with a total query complexity ¢ = (v + 1)q, where we
assume that n(2v 4+ 1) + (20 4+ 1) < 22 and (2v +1)?(v + 1)q < 2"/12.

10



The proof of Theorem 2 is technically involved, and is given in Section 6.

The security of bbb-ddd-AES is now a direct corollary of Theorem 1, Lemma 1,
and Theorem 2, the only work actually being the data complexity translation
from bits queried in bbb-ddd-AES to actual evaluations of the underlying AES.

Consider a single evaluation of bbb-ddd-AES on input of ¢; bits and m; =
[¢;/n] blocks. One evaluation of F is for 1 n-bit output block: it makes 1 evalu-

ation of XORP[v] that costs 2 calls to each blockcipher. One evaluation of F is

for m; — 1 n-bit output blocks: it makes [(m; — 1)/v] evaluations of m[v]
that cost at most (v + 1)[(m; — 1)/v] calls to each blockcipher. Summing over
all g queries, bbb-ddd-AES incurs

Zq:qmiv_ﬂJrl) S%fﬂ/n1+v+1q=:qm (12)

; v
i=1

evaluations of XORP[v] with a total amount of at most

i((v+1) {m"v_ﬂ +2> < ”“(a/nug’”:lq:; w (3

v
i=1

calls to each blockcipher, where we used that 23:1 {; < o and thus Egzl m; <
[o/n] +4q.

Corollary 2. Consider bbb-ddd-AES, the docked double decker construction
ddd on top of Polyval : {0,1}" x{0,1}* — {0,1}" and AES : {0,1}"x{0,1}" —
{0,1}" through XORP of (9). Let v € N and let g, and q. be as in (12) and
(13). For any adversary A making at most q queries, each of size at least 2n and
at most Lax bits (equivalent to mpyax n-bit blocks), and in total of size at most
o bits, we have

1 4 3 v+1 . 9 v+1\2 9
Advzvl;/é)_rgdd_AES(A) S 2Adv%rp(Al)+ (U+ ) q; ( 2 )q 4 ( 2 ) 4z
5. 22n on 2271
qw 2Mmax 1
we{o,1}w

for some adversary A’ with a total query complexity ¢ = q., where we assume
that n(2v +1)2 + (20 +1) < 22 and (20 +1)?(v+1)q, < 2"/12, and where g
is the number of queries made for tweak W € {0,1}%.

6 Proof of Theorem 2

The XORP[v] construction was introduced by Iwata [13] and proven to achieve
2n/3-bit security. Later, Iwata et al. [14] demonstrated that n —log,(w) security
was achieved using the mirror theory [19,20,23,25,26], and Bhattacharya and
Nandi [2] proved a similar bound using the x? technique [7]. Very recently,

11



a concise proof of the mirror theory (for a very large limit on the maximum
component size) was delivered [4] and the authors also applied it to XORPv].
In fact, this mirror theory result considers sums of permutations, where each
sum can be defined as an edge in a graph between two vertices, and where it is
required that there is no circle in the graph and no too large tree. For XORP|[v]
this is the case: each evaluation of XORP[v] defines v edges over v + 1 vertices
that form a tree, basically even a star, and different evaluations of XORP[v] are
disconnected. Thus, XORP[v] is a fairly simple application of this main mirror
theory result.

It turns out that the exact same mirror theory result can also be used to

argue security of )@}_B/P [v], but the application is a bit more subtle. The reason

is that, in our case, again any evaluation of XORP[v] defines a star on v edges
over v + 1 vertices (basically as the masking values S; of (1) are different for
j =1,...,v) but any two different stars may collide and they may collide in
(v + 1)? ways. Excluding any such collision would force us into birthday bound
security, but there is no need to exclude such collisions as any such collision
merely implies a maximum tree size up to 2v + 1 elements. In general, as long
as there is no too large tree of stars, the maximum component is still “small
enough” for the mirror theory result of [4] to apply.

This will also be the main proof strategy: in a nutshell, we will demonstrate
that (i) there is no too large tree of stars except with a small probability, (ii)
there is no cycle of stars except with a small probability, and (iii) the mirror
theory of [4] can be applied akin to the example of [4, Section 4.2], with the
maximum component size roughly v times the largest tree of stars.

To do this rigorously, we first need to introduce additional notation in Sec-
tion 6.1. A proof overview is given in Section 6.2, with the definition of bad tran-
scripts in Section 6.3, and probability analyses in Section 6.4 and Section 6.5.
The proof is concluded in Section 6.6.

6.1 Additional Notation

Patarin’s H-Coefficient Technique. Consider any two oracles O and P, and a
deterministic adversary A that has query access to either of these oracles, and
write

Adv(A)=Pr(4A°=1)-Pr (47 =1). (14)

The adversary can make g queries, and its communication with its oracle is
recorded in a transcript 7. Denote by X the probability distribution of tran-
scripts in interaction with O, and similarly Xp the probability distribution of
transcripts in interaction with P. A transcript 7 is called attainable if Pr (Xp = 7) >
0, and we denote by T the set of all attainable transcripts.

Patarin’s H-coefficient technique [3,22,24] states the following:

Theorem 3 (H-coefficient technique). Let 6,¢ € [0,1]. Consider a partition
T = Toaa U Teood Of the set of attainable transcripts such that
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= Pr(Xp € Tpaa) <0,
Pr (X(g = T)

f\WRo =T 5,
Pr(Xp=r1)—  *

— for all 7 € Tgood,
Then, the distinguishing advantage of (14) satisfies Adv(A) < § +e.

Mirror Theory. Patarin’s mirror theory [19,20,23,25,26] can be used to prove
close to optimal security of constructions that can be described as the sum of per-
mutations, or bijections. We adopt the notation and result of Cogliati et al. [4],
be it in their graph representation rather than in their matrix representation.

Let m, p € N. Consider p distinct n-bit unknowns {X7,..., X,}. A system of
m difference equations over these unknowns is defined as

Xal @ Xbl - >\1 )
I (15)
Xam S?) Xbm = /\m7

where a;,b; € {1,...,p} (a; #b; for all i) and \; € {0,1}" for i =1,...,m. We
associate a graph G = (V, &) to this system of equations, where the unknowns
are represented by vertices V = {X1,...,X,,} and equations by edges £, where
X, <25 X, if (a,b,\) = (i, b;, \;) for some i € {1,...,m}.

The graph is called p.d.-consistent (pairwise distinct consistent) if there is
no path whose labels \; sum to 0. In addition, the graph is called acyclic if it is
cycle-free. Finally, for a graph G, we define the maximum component size, i.e.,
the size of the largest component, by &nax vertices. The mirror theory result of
Cogliati et al. [4] states the following:

Theorem 4 (Mirror theory). Consider a graph G = (V,&) that is p.d.-
consistent, acyclic, and whose largest component is at most of size Emax. As
long as n€2,. + Emax < 2% and p < 27 /(12€2.,.), the number of solutions for
V such that the equations of £ are satisfied is at least

(2")p

onm :

6.2 Proof Overview

Let K = K1||Ky < {0,1}2%. We consider an adversary A that makes ¢ queries

to either )?‘O\R/P[v]f( of (9) on top of a pseudorandom permutation E : {0, 1}* x
{0,1}™ — {0,1}", or to a random function RF with the same domain and range

of X/O\]'%/P[v]}b;, and it aims to distinguish them:

vl (4)=Pr (Am[ﬂi —1) = Pr (AR =1). (16)
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As a first step, we replace the blockcipher evaluations Eg, , Ex, by random per-
. $ . . .
mutations 71, o < perm(n), respectively. These serve as key in the construction,

and we abuse notation and denote it by XORP[v], for ® = (71, m2). We have

AdvE o (4) < (Pr (Am[”]" = 1) = Pr (AR = 1) ) + 28aviP(4),
(17)

for some adversary A’ with a total query complexity ¢’ = (v + 1)q.

e~

Transcripts. The adversary A makes ¢ queries to its construction (either XORP[v]
or RF) and these are summarized in a transcript

T={(L;, Bi, Wi, ¢i, Zi 1| - | Ziw) Yoy -

Without loss of generality, we assume that (I;, B;, W;,¢;) # (I, By, Wy, cir)
whenever ¢ # 7'
Note that in the real world, there are additional values related to the evalu-

ation of XORP [v] %, namely
Sij = ma(Bi|Willeill7) (18)

fori e {1,...,q} and j € {0,1,...,v}. We extend the transcript by adding those
values:

Text = {(Ii, B;, Wi, ¢, Si,0|| te ||S7J,v» Zi,lH ce HZi,v) §=1 . (19)

In the ideal world, the values S;; will be dummy values sampled uniformly
without replacement whenever the value B;||W;||¢;|7 is different (simply said, in
the ideal world we will also use w3 to draw those values S; ;).

Finally, we write for i € {1,...,¢} and j € {0,1,..., w}:

Rij=1®85i;. (20)
These values are implicit in the extended transcript 7oxs.

Meaning of Transcripts. In the real world, each transcript tuple (I;, B;, W, ¢;,
Sioll -+ 1Siws Ziall -+ - | Zi0) € Text basically consists of two portions.
Firstly, there are the v + 1 distinct evaluations of 75 of the form (18):
(Bl |[Willeil|0) = Sio,
: (21)
ma(Bil|Willeil|lv) = Si -

If two queries 4,7’ € {1,...,q} are made for the same tweak B;|W;|c; =
B/ ||Wir||cir, these v+ 1 evaluations coincide; otherwise they are all distinct.

14



Secondly, there is the relation between the values R; ; (implicitly defined by
the transcript as (20)) and the values Z; ;, which corresponds to v equations
over v + 1 unknowns (note, here, the outputs of the function 7, are regarded as
unknowns):

T (Rio) ®mi(Rin) = Zia s
: (22)
T1(Ri0) ®m(Riw) = Ziw -

In graph-speak, these form a star with v edges, as R; ; # R; j; whenever j # j'.
As a matter of fact, if we were not considering XORP[v] but rather XORP|v],
the ¢ tuples in 7oy together form a forest of ¢ stars with v edges. In the case

of XORP|v], however, cross-star collisions may occur, turning two or more stars
into a tree or even a cycle. See also the explanation in Figure 3. We will thus
define a neat ensemble of bad events to avoid cycles and too large trees.

Ry Ry1  Rsg Rs,
~N \ /
RLQ\ /Rl,l R
/ - _ _ - - -

Fig.3: Graph structure representing the evaluations of )?b\}ﬁ’[v] Here, each

evaluation of XORP[v] defines a star (solid edges), but these stars may be con-
nected to each other in case, e.g., R10 = Rg 3 and Ry, = R32 (dashed circle
around them, meaning that they represent a single vertex).

6.3 Bad Transcripts

We will define bad events that would make the mirror theory inapplicable. Intu-
itively, we have to assure that (i) within stars, the system of difference equations
is p.d.-consistent and acyclic, and (ii) among stars, the system of difference equa-
tions is p.d.-consistent and acyclic too. In addition, (iii) we require that there
is no too large tree of stars, the reason being that any tree of u stars basically
results in a component in the graph of size exactly (v +1) —p+1 = pv +1
vertices (assuming no cycles, of course).

In detail, for the case of problems within isolated stars, case (i) of above
paragraph, the mirror theory is inapplicable if a transcript in 7.y satisfies one
of the following events:
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BAD i, There exist i € {1,...,q} and j € {1,...,v}, such that Z; ; = 0", or
i€ {l,...,q} and distinct 7,5’ € {1,...,v}, such that Z, ; = Z; j;
BAD? There exist ¢ € {1,...,q} and distinct 4,5’ € {0,...,v}, such that

cycle
Rij = Rij.

We note that the index sets for j, j' are not a typo: for Z; ;, j,j' run from 1 to
v, whereas for R; ;, j,j’ run from 0 to v. Note that any star contains paths of
length 1 and length 2 only, and BAD;dinC covers p.d.-inconsistencies over any of
those paths. Event BADY, .. will be used to excludes cycles, both of length 1 (if
j or j' equals 0) and of length 2 (if both j and j’ are unequal to 0).

For the case of problems among stars, case (ii) of above paragraph, these two

events generalize as follows:

BA ;jinc There exist £ > 2, distinct i1, ...,i, € {1,...,q}, and distinct jq, ko €

{0,...,v} for each o € {1,..., ¢}, such that
Vit Rij. =R

To+1:Ka+1 0

and

¢
> (Zz‘a,ja ® Zz'a,ka) =0,
a=1

where Z; o = 0" for all ¢ by definition;
BAD{ . There exist £ > 2, distinct 4y,...,i¢ € {1,...,q}, and distinct ja, ko €
{0,...,v} for each @ € {1,..., £}, such that

0
vo¢=1 : Riomja = Ria+1vka+1’
where (i¢y1, ker1) = (41, k1) by definition.

Event BAD[Y; . considers the case that there is a path of ¢ distinct stars and
considers all vertex paths that are included within this path of stars. Note that
for any such path, for any individual inner star (so « = 2,...,¢ — 1) the vertex
path cannot traverse freely but has to traverse from R;_ ;. to R;_ 1., adding
exactly Z;, ;. ® Zi, k. to the checksum, noting that Z; o = 0" by definition. For
the outer stars, so @ = 1,¢, it may or may not traverse further to any R;, x,
or R;, ;. respectively, again adding exactly Z;_ ; & Z;, k., to the checksum.
Likewise, event BADZ . considers the case that there is a cycle over £ distinct
stars. Note that for both events, the condition that j, # k. is reasonable to
make: in case of equality, there would have been a shorter path or cycle without
equality at the ath indices; in case of equality for all indices, both bad events
would become meaningless.

Finally, there is the case of a too large tree of stars, case (iii) of above para-
graph. Basically, we have to define any threshold 1 € N and state the event that
there is a tree that connects p+ 1 stars. This is quite cumbersome to define. On
the other hand, looking ahead, we will only be able to bound the probability of
this event to occur for p = 2. In this case, the event is more straightforward to

define (as a tree of 3 stars is necessarily a path of 3 stars):
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BAD; .. There exist distinct 41,142,435 € {1,...,q} and ji, jo, ko, k3 € {0,...,v}
(with no further distinctness condition), such that

Rilvjl = Ri27k2 )
Rizyjz = Ri3,/€3 :

Bad event BAD%, differs from BAD}3,.. and BADZ . in that there is no dis-
tinctness condition on the values j,, ko. After all, BAD}%, is meant to capture,
basically to upper bound, the size of the largest component in the graph. To de-
rive this bound, all that matters is to figure out the maximum number of stars
that are connected, and it is irrelevant how they are connected.

We write

BAD = BAD},,.. V BAD, .. V BAD ;... V BADY . V BAD;

pdinc cycle pdinc cycle tree *

(23)

6.4 Probability of Bad Transcripts

Following Theorem 3, we have to upper bound the probability that a bad tran-
script occurs in the ideal world, i.e., for RF. By basic probability theory,
Pr (Xgrr € Thaa) < Pr (BAD;dinc) + Pr (BADiyde) + Pr (BAD; %)
+Pr (BADSSmC | _‘BAD:r);e) +Pr (BAD:;cle | _‘BAD:r);e) .
(24)

We investigate the probabilities separately.

Pr (BAD;dinc). The event is set whenever Z; ; = 0 for some 4, j (vg choices) or
whenever Z; ; = Z; j» for some 14, j,j’ with j # j' ((3)q choices). As the values
Z;.; are uniformly randomly generated, this bad event happens with probability

at most

(+()a _ ("3)a

2n 2n

(As a matter of fact, the derivation and bound are identical to that of [4, Section
4.2] with the difference that they bound (3) to v?/2.)

Pr (BAD,.). The event is set whenever R; ; = R; j for some i, j, j' with j # j'.

cycle
However, from (20), we see that this happens whenever

L;i S =185,

i.e., whenever S; ; = S; j/. As in the ideal world, the dummy values S; ; and S; j
are drawn randomly without replacement, the event happens with probability 0.
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Pr (BAD;:.). Recall that we will perform the analysis for u = 2. Consider any

of the (g) choices for iy,is,43 and any of the (v + 1)* choices for ji, jo, k2, k3.
The event is set if

Sil’jl ® Siz,kz =1, ®l,,
Simjz D Sig,kg = Ii2 (&) Ii3 .

As the three queries are distinct, and the adversary never repeats queries, we
necessarily have (I;,, By, , Wi, ,¢i,) # (Liy, Biy, Wiy, ¢i,), which implies that the
first equation can only be satisfied if B;, ||W;, |lci, 171 # Biy||Wa, || iy || k2. This
means that, necessarily, S, j, # Si,.k, and the two sources of randomness in
the first equation do not cancel each other out. Likewise, the second equation
can only be satisfied if By, ||[Wi,llci, |72 # Bis |Wisllcis ||ks, and the two sources
of randomness S, j, and Sj, r, do not cancel each other out.

Finally, we have to argue that both equations are sufficiently independent,
i.e., that neither

- Sihjl = Si27j2 and Si27k2 = Si3,k37 nor

- Silajl = Sists and Simkz = Siz,jz'

However, to the contrary, suppose one of these two conditions hold. The con-
dition particularly implies that (B;,,W,,ci,) = (Biy, Wiy, ¢iy). The condition
also implies, by addition of the two equations of the events, that I;, = I;,. This
contradicts with the condition that the queries are distinct.

Thus, there are at least three sources of randomness in the two equations
(note that, if jo = ko, Si, ks, = Siy.j,). The values S; ; are drawn uniformly
randomly from a set of size at least 2™ — (v + 1)g elements, and thus, the two

equations are satisfied with probability at most (m) .
In conclusion, the bad event is set with probability at most

(R A, e

using that (v + 1)g < 2"~ for the inequality. (We remark that this condition is
more stringent than the “usual” < 2"~!, but this more stringent condition is in
fact implied by a condition that we will need for the application of the mirror
theory anyway.)

Pr (BAD .. | "BAD}%.). We have to consider any ¢ > 2, but w.l.o.g., { < p =2

P tree

by negation of BAD; .. Consider any of the (g) choices for 41,45 and any of the

tree"

(v42_1>2 choices for jq, ko for a = 1,2. The event is set if

Sirjr @ Sig ke = Liy ® Ly
Zil:jl ® Zil,kl D Zi27j2 D Ziz,k2 =0,

where we recall that Z; o = 0" for all ¢ by definition.

18



As in the case of BAD;, above, the two sources of randomness S;, j, and
Si, ko in the first equation do not cancel each other out, as the adversary never re-
peats queries. Thus, this equation is satisfied with probability at most m
For the second equation, which is independent of the first one, note that at least
one of the values j1, k1, j2, k2 is non-zero, meaning that for this index, we can
rely on the random drawing of the Z-value. The equation is set with probability
at most 1/2".

In conclusion, the bad event is set with probability at most

v 2
Q\(v+1\y’_ 1 1 _ ()¢
2J\ 2 ) 2 —(w+l)g2n = 220

using that (v + 1)g < 277! for the inequality.

Pr (BAD} . | "BAD;%.). We have to consider any £ > 2, but w.l.o.g., £ < p = 2
by negation of BAD} .. Consider any of the (g) choices for 41,45 and any of the

(v;r1)2 choices for jq, ko for a = 1,2. The event is set if

Sil’jl ® Si%k? = Iil 2] Ii2 )
Si27j2 8% SilJﬂ =L, ®L,.

As in the case of BAD;, above, the two sources of randomness S;, ;, and
Si, k. in the first equation do not cancel each other out, as the adversary never
repeats queries. The same holds for S;, ;, and S;, x, in the second equation.

Finally, we have to argue that both equations are sufficiently independent,

i.e., that neither
- Silajl = Simjz and Sizykz = Sihku nor
i1,J1 = Si17k1 and Siz,kz = Siz,]é'

The second case does not hold as j; # k; and jo # ko. The first case would,
again contradict with the fact that the two queries are distinct.

Thus, there are four sources of randomness in the two equations. The values
Si,; are drawn uniformly randomly from a set of size at least 2" — (v + 1)g
elements, and thus, the two equations are satisfied with probability at most

2
1
(2”7(v+1)q) '
In conclusion, the bad event is set with probability at most

o1y 2
A (1 N )
2 2 2n—(v+1)g) — 220 7
using that (v + 1)g < 2772 for the inequality.
Conclusion. We obtain from (24) and the individual bounds that
v+1 v+1)2
wt+1tg®  (5)e  2("2) e
5.92n on 22n ’
provided (v + 1)g < 2775, We set § equal to this value.

Pr (Xgrr € Toaa) < (25)
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6.5 Probability Ratio for Good Transcripts

Consider any good transcript 7exs. Following Theorem 3, we have to compute a

pr(XN :-,—ext)
XORP[v]s . .
Br(Xnreron - We will actually derive a lower

bound on the probability in the numerator and the actual value for the proba-
bility in the denominator, and then combine them.

For the derivation of each of the two probabilities, below, consider any
good transcript Texy = {(L;, Bi, Wi, ¢i, Sioll -+ 1Siw, Ziall -+ | Ziw) }i—,. For any
B|[W|c € {0,1}7Mogz(v+ D1 et gz denote the number of tuples in 7oy such
that B;||W;|lc; = B||W]||c. Let ¢’ denote the number of strings B||W/||c for which
gwe > 0 (i-e., ¢’ denotes the number of different domain separator and tweak
combinations).

lower bound on the fraction

Pr (X KORPlo]n = Text). For the computation of this probability, we have to

compute the probability that 7 = (1, ) < perm(n)? could have resulted in
the transcript. The transcript consists of two portions, namely

7-e2xt = {(Bia Wi7 Cis Si70|| T ||S’i,U)};’1:1
corresponding to the evaluation of o, and
Text = {Rioll - | Risos Zin |l - 1 Zi) Yoy

corresponding to the evaluation of 71, where we recall that R; ; of (20) is implicit
in the transcript. As for 72, this sub-transcript defines exactly vq’ input-output
tuples for 7o, namely (21) for all ¢’ different domain separator and tweak combi-
nations that occur in the transcript. There are exactly (2" — vq’)! permutations
7y that could have yielded this sub-transcript. As for 71, as the transcript is
good, this sub-transcript defines a graph on m := vq equations and p < (v+1)g
unknowns (we do not need an exact value of p) that is p.d.-consistent, acyclic,
and whose largest component is of size £,,x := pv+1 = 2v+1. We can thus apply
Theorem 4 and obtain that, provided né2,,, +&max < 2™/ and p < 27/(1262,,),

max
there are at least

(2")p
gnvq

solutions to the p unknowns. For any of these solutions, we have exactly (2" —p)!
permutations 7, that could have yielded any of these solutions.
We obtain that

- (22;?;’ (2" —vg)l(2" —p)! 1

X/O\I_-?/P[v]-n = TEXt) an1on| o (2n)vq/(2n)vq .

Pr (X

Pr (Xgp = Text). For the computation of this probability, we can likewise split

the transcript into the two portions 72, and 7, with the difference that, now,
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72, is generated by randomly selecting dummy variables S; ; and 7, is gen-
erated through RF. The probability that the random world yields 72, equals
(2™) g by definition of how the dummy values S, ; are generated, and the prob-
ability that RF yields 7., equals 1/(27)%9.
We obtain that
1

(2")ug (27)0°

Conclusion. We obtain from the individual bounds that

Pr (XRF = Text) =

_ 1
Pr (X Gy, = Text) camca
Pr (XRF = Text) -

. =1. (26)
@), (@7

We set e = 0.

6.6 Conclusion

From the H-coefficient technique of Theorem 3, the initial steps (16) and (17)
of the proof, and from the values § obtained in (25) and e obtained in (26), we
obtain
1 1)2
e ("30e  2()
5 . 22n on 22n

AdvPE_ (4) <

prp /
SORPI] +2AdviP (A7),

assuming that (v 4+ 1)¢ < 2776, and n€2,, + fmax < 2™2 and (v + 1

max q

)g <
27 /(12€2,.,) for Emax == 2v + 1. These three conditions simplify to n(2v + 1)% +

max

(20 +1) <2%2 and (20 + 1)%(v + 1)g < 27/12.

7 Conclusion

In this paper, we explored instances of the docked double decker construction
that can make efficient use of already existing hardware that speeds up the
execution of AES and GHash. We did this, so that the resulting tweakable wide
blockcipher is essentially just a mode of operation for the AES blockcipher.
In the process of designing the beyond birthday bound secure tweakable wide
blockcipher bbb-ddd-AFES, we also designed an efficient beyond birthday bound

secure blockcipher based PRF called )?5&53, which is able to process up to 2n-
bit inputs. We proved that this construction achieves around 2n/3-bit security.

Since we do not have an attack matching the bound of XORP, it remains future
work to see if such an attack can be found, or if the bound can be improved.

Furthermore, we think that it is also possible to show that XORP is secure
when the blockcipher call generating the masks is replaced with a finite field
multiplication of input and a key, or more generally a universal hash function.

ACKNOWLEDGEMENTS. Bart Mennink is supported by the Netherlands Organi-
sation for Scientific Research (NWO) under grant VI.Vidi.203.099.

21



References

10.

11.

12.

Bhargavan, K., Leurent, G.: On the Practical (In-)Security of 64-bit Block Ci-
phers: Collision Attacks on HTTP over TLS and OpenVPN. In: Weippl, E.R.,
Katzenbeisser, S., Kruegel, C., Myers, A.C., Halevi, S. (eds.) Proceedings of
the 2016 ACM SIGSAC Conference on Computer and Communications Secu-
rity, Vienna, Austria, October 24-28, 2016. pp. 456-467. ACM (2016), https:
//doi.org/10.1145/2976749.2978423

Bhattacharya, S., Nandi, M.: Revisiting Variable Output Length XOR Pseudo-
random Function. TACR Trans. Symmetric Cryptol. 2018(1), 314-335 (2018),
https://doi.org/10.13154/tosc.v2018.11.314-335

Chen, S., Steinberger, J.P.: Tight Security Bounds for Key-Alternating Ciphers.
In: Nguyen, P.Q., Oswald, E. (eds.) Advances in Cryptology - EUROCRYPT
2014 - 33rd Annual International Conference on the Theory and Applications
of Cryptographic Techniques, Copenhagen, Denmark, May 11-15, 2014. Proceed-
ings. Lecture Notes in Computer Science, vol. 8441, pp. 327-350. Springer (2014),
https://doi.org/10.1007/978-3-642-55220-5_19

Cogliati, B., Dutta, A., Nandi, M., Patarin, J., Saha, A.: Proof of Mirror Theory
for a Wide Range of £max. In: Hazay, C., Stam, M. (eds.) Advances in Cryptology
- EUROCRYPT 2023 - 42nd Annual International Conference on the Theory and
Applications of Cryptographic Techniques, Lyon, France, April 23-27, 2023, Pro-
ceedings, Part IV. Lecture Notes in Computer Science, vol. 14007, pp. 470-501.
Springer (2023), https://doi.org/10.1007/978-3-031-30634-1_16

. Daemen, J., Rijmen, V.: The Design of Rijndael: AES - The Advanced Encryption

Standard. Information Security and Cryptography, Springer (2002), https://doi.
org/10.1007/978-3-662-04722-4

Daemen, J., Rijmen, V.: The Design of Rijndael - The Advanced Encryption Stan-
dard (AES), Second Edition. Information Security and Cryptography, Springer
(2020), https://doi.org/10.1007/978-3-662-60769-5

Dai, W., Hoang, V.T., Tessaro, S.: Information-Theoretic Indistinguishability via
the Chi-Squared Method. In: Katz, J., Shacham, H. (eds.) Advances in Cryp-
tology - CRYPTO 2017 - 37th Annual International Cryptology Conference,
Santa Barbara, CA, USA, August 20-24, 2017, Proceedings, Part III. Lecture
Notes in Computer Science, vol. 10403, pp. 497-523. Springer (2017), https:
//doi.org/10.1007/978-3-319-63697-9_17

Dworkin, M.: Recommendation for Block Cipher Modes of Operation Methods
and Techniques (2001-12-01 2001), https://tsapps.nist.gov/publication/get_
pdf.cfm?pub_id=51031

. Dworkin, M.: Recommendation for Block Cipher Modes of Operation: The XT'S-

AES Mode for Confidentiality on Storage Devices (2010-01-18 2010), https://
tsapps.nist.gov/publication/get_pdf.cfm?pub_id=904691

Gueron, S., Langley, A., Lindell, Y.: AES-GCM-SIV: Specification and Analysis.
Cryptology ePrint Archive, Report 2017/168 (2017), http://eprint.iacr.org/
2017/168

Gunsing, A., Daemen, J., Mennink, B.: Deck-Based Wide Block Cipher Modes
and an Exposition of the Blinded Keyed Hashing Model. IACR Trans. Symmetric
Cryptol. 2019(4), 1-22 (2019), https://doi.org/10.131564/tosc.v2019.i4.1-22
Hoang, V.T., Krovetz, T., Rogaway, P.: Robust Authenticated-Encryption AEZ
and the Problem That It Solves. In: Oswald, E., Fischlin, M. (eds.) Advances in
Cryptology - EUROCRYPT 2015 - 34th Annual International Conference on the

22


https://doi.org/10.1145/2976749.2978423
https://doi.org/10.1145/2976749.2978423
https://doi.org/10.13154/tosc.v2018.i1.314-335
https://doi.org/10.1007/978-3-642-55220-5_19
https://doi.org/10.1007/978-3-031-30634-1_16
https://doi.org/10.1007/978-3-662-04722-4
https://doi.org/10.1007/978-3-662-04722-4
https://doi.org/10.1007/978-3-662-60769-5
https://doi.org/10.1007/978-3-319-63697-9_17
https://doi.org/10.1007/978-3-319-63697-9_17
https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=51031
https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=51031
https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=904691
https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=904691
http://eprint.iacr.org/2017/168
http://eprint.iacr.org/2017/168
https://doi.org/10.13154/tosc.v2019.i4.1-22

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

Theory and Applications of Cryptographic Techniques, Sofia, Bulgaria, April 26-
30, 2015, Proceedings, Part I. Lecture Notes in Computer Science, vol. 9056, pp.
15—44. Springer (2015), https://doi.org/10.1007/978-3-662-46800-5_2
Iwata, T.: New Blockcipher Modes of Operation with Beyond the Birthday Bound
Security. In: Robshaw, M.J.B. (ed.) Fast Software Encryption, 13th International
Workshop, FSE 2006, Graz, Austria, March 15-17, 2006, Revised Selected Papers.
Lecture Notes in Computer Science, vol. 4047, pp. 310-327. Springer (2006), https:
//doi.org/10.1007/11799313_20

Iwata, T., Mennink, B., Vizdr, D.: CENC is Optimally Secure. Cryptology ePrint
Archive, Report 2016/1087 (2016), http://eprint.iacr.org/2016/1087
Kampanakis, P., Campagna, M., Crocket, E., Petcher, A.: Practical
Challenges with AES-GCM and the need for a new mode and wide-
block cipher (Oct 2023), https://csrc.nist.gov/Presentations/2023/
practical-challenges-with-aes-gcm

Liskov, M.D., Rivest, R.L., Wagner, D.A.: Tweakable Block Ciphers. In: Yung,
M. (ed.) Advances in Cryptology - CRYPTO 2002, 22nd Annual International
Cryptology Conference, Santa Barbara, California, USA, August 18-22, 2002, Pro-
ceedings. Lecture Notes in Computer Science, vol. 2442, pp. 31-46. Springer (2002),
https://doi.org/10.1007/3-540-45708-9_3

Mattsson, J.P., Smeets, B., Thormarker, E.: Proposals for Standardization of
Encryption Schemes (Oct 2023), https://csrc.nist.gov/Presentations/2023/
proposal-for-standardization-of-encryption-schemes

McGrew, D.A., Viega, J.: The Security and Performance of the Galois/Counter
Mode (GCM) of Operation. In: Canteaut, A., Viswanathan, K. (eds.) Progress
in Cryptology - INDOCRYPT 2004, 5th International Conference on Cryptology
in India, Chennai, India, December 20-22, 2004, Proceedings. Lecture Notes in
Computer Science, vol. 3348, pp. 343-355. Springer (2004), https://doi.org/10.
1007/978-3-540-30556-9_27

Mennink, B., Neves, S.: Encrypted Davies-Meyer and Its Dual: Towards Opti-
mal Security Using Mirror Theory. In: Katz, J., Shacham, H. (eds.) Advances
in Cryptology - CRYPTO 2017 - 37th Annual International Cryptology Con-
ference, Santa Barbara, CA, USA, August 20-24, 2017, Proceedings, Part III.
Lecture Notes in Computer Science, vol. 10403, pp. 556-583. Springer (2017),
https://doi.org/10.1007/978-3-319-63697-9_19

Nachef, V., Patarin, J., Volte, E.: Feistel Ciphers - Security Proofs and Cryptanal-
ysis. Springer (2017), https://doi.org/10.1007/978-3-319-49530-9

NIST: The Third NIST  Workshop on  Block Cipher  Modes
of Operation 2023. https://csrc.nist.gov/events/2023/
third-workshop-on-block-cipher-modes-of-operation, accessed: 2023-12-
12

Patarin, J.: Etude des Générateurs de Permutations Basés sur le Schéma du D.E.S.
Ph.D. thesis, Université Paris 6, Paris, France (Nov 1991)

Patarin, J.: On Linear Systems of Equations with Distinct Variables and Small
Block Size. In: Won, D., Kim, S. (eds.) Information Security and Cryptology -
ICISC 2005, 8th International Conference, Seoul, Korea, December 1-2; 2005, Re-
vised Selected Papers. Lecture Notes in Computer Science, vol. 3935, pp. 299-321.
Springer (2005), https://doi.org/10.1007/11734727_25

Patarin, J.: The “Coefficients H” Technique. In: Avanzi, R.M., Keliher, L., Sica, F.
(eds.) Selected Areas in Cryptography, 15th International Workshop, SAC 2008,
Sackville, New Brunswick, Canada, August 14-15, Revised Selected Papers. Lecture

23


https://doi.org/10.1007/978-3-662-46800-5_2
https://doi.org/10.1007/11799313_20
https://doi.org/10.1007/11799313_20
http://eprint.iacr.org/2016/1087
https://csrc.nist.gov/Presentations/2023/practical-challenges-with-aes-gcm
https://csrc.nist.gov/Presentations/2023/practical-challenges-with-aes-gcm
https://doi.org/10.1007/3-540-45708-9_3
https://csrc.nist.gov/Presentations/2023/proposal-for-standardization-of-encryption-schemes
https://csrc.nist.gov/Presentations/2023/proposal-for-standardization-of-encryption-schemes
https://doi.org/10.1007/978-3-540-30556-9_27
https://doi.org/10.1007/978-3-540-30556-9_27
https://doi.org/10.1007/978-3-319-63697-9_19
https://doi.org/10.1007/978-3-319-49530-9
https://csrc.nist.gov/events/2023/third-workshop-on-block-cipher-modes-of-operation
https://csrc.nist.gov/events/2023/third-workshop-on-block-cipher-modes-of-operation
https://doi.org/10.1007/11734727_25

25.

26.

27.

28.

29.

30.

Notes in Computer Science, vol. 5381, pp. 328-345. Springer (2008), https://doi.
org/10.1007/978-3-642-04159-4_21

Patarin, J.: Introduction to Mirror Theory: Analysis of Systems of Linear Equalities
and Linear Non Equalities for Cryptography. Cryptology ePrint Archive, Report
2010/287 (2010), http://eprint.iacr.org/2010/287

Patarin, J.: Mirror Theory and Cryptography. Cryptology ePrint Archive, Report
2016/702 (2016), http://eprint.iacr.org/2016/702

Public Comments on FIPS 197 - Advanced Encryption Stan-
dard (AES) (2021), https://csrc.nist.gov/csrc/media/Projects/
crypto-publication-review-project/documents/initial-comments/
fips-197-initial-public-comments-2021.pdf

Rogaway, P.: Efficient Instantiations of Tweakable Blockciphers and Refinements to
Modes OCB and PMAC. In: Lee, P.J. (ed.) Advances in Cryptology - ASTACRYPT
2004, 10th International Conference on the Theory and Application of Cryptology
and Information Security, Jeju Island, Korea, December 5-9, 2004, Proceedings.
Lecture Notes in Computer Science, vol. 3329, pp. 16-31. Springer (2004), https:
//doi.org/10.1007/978-3-540-30539-2_2

Rogaway, P.: Efficient Instantiations of Tweakable Blockciphers and Refinements
to Modes OCB and PMAC. https://www.cs.ucdavis.edu/~rogaway/papers/
offsets.pdf (2004), full version of [2§]

Salowey, J., Choudhury, A., McGrew, D.: AES Galois Counter Mode (GCM) Ci-
pher Suites for TLS. Request for Comments (RFC) 5288 (August 2008), https:
//tools.ietf.org/html/rfc5288

24


https://doi.org/10.1007/978-3-642-04159-4_21
https://doi.org/10.1007/978-3-642-04159-4_21
http://eprint.iacr.org/2010/287
http://eprint.iacr.org/2016/702
https://csrc.nist.gov/csrc/media/Projects/crypto-publication-review-project/documents/initial-comments/fips-197-initial-public-comments-2021.pdf
https://csrc.nist.gov/csrc/media/Projects/crypto-publication-review-project/documents/initial-comments/fips-197-initial-public-comments-2021.pdf
https://csrc.nist.gov/csrc/media/Projects/crypto-publication-review-project/documents/initial-comments/fips-197-initial-public-comments-2021.pdf
https://doi.org/10.1007/978-3-540-30539-2_2
https://doi.org/10.1007/978-3-540-30539-2_2
https://www.cs.ucdavis.edu/~rogaway/papers/offsets.pdf
https://www.cs.ucdavis.edu/~rogaway/papers/offsets.pdf
https://tools.ietf.org/html/rfc5288
https://tools.ietf.org/html/rfc5288

	Efficient Instances of Docked Double Decker With AES
	Introduction
	Motivation
	Tweakable Wide Blockciphers
	Our Contributions
	Outline

	Preliminaries
	Tweakable Wide Blockciphers
	Pseudorandom Permutations
	Pseudorandom Functions
	Universal Hash Functions

	Docked Double Decker
	Specification of ddd-AES and bbb-ddd-AES
	Instantiation of H
	Instantiation of F for ddd-AES
	Instantiation of F for bbb-ddd-AES

	Security of ddd-AES and bbb-ddd-AES
	Security of ddd-AES
	Security of bbb-ddd-AES

	Proof of Theorem 2
	Additional Notation
	Proof Overview
	Bad Transcripts
	Probability of Bad Transcripts
	Probability Ratio for Good Transcripts
	Conclusion

	Conclusion


